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What Is Amazon CloudFront?

Topics
¢ How CloudFront Delivers Content (p. 4)
¢ Locations and IP Address Ranges of CloudFront Edge Servers (p. 6)

CloudFront is a web service that speeds up distribution of your static and dynamic web content, for example,
.html, .css, .php, and image files, to end users. CloudFront delivers your content through a worldwide
network of data centers called edge locations. When a user requests content that you're serving with
CloudFront, the user is routed to the edge location that provides the lowest latency (time delay), so content
is delivered with the best possible performance. If the content is already in edge location with the lowest
latency, CloudFront delivers it immediately. If the content is not currently in that edge location, CloudFront
retrieves it from an Amazon S3 bucket or an HTTP server (for example, a web server) that you have
identified as the source for the definitive version of your content.

This concept is best illustrated by an example. Suppose you're serving the following image from a tradi-
tional web server, not from CloudFront:
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(The image is owned by NASA and comes from the Visible Earth website, http://visibleearth.nasa.gov/.)

You're serving the image using the URL ht t p: / / exanpl e. conl gl obe_west _540. png. Your users
can easily navigate to this URL and see the image, but they probably don't know that their request was
routed from one network to another—through the complex collection of interconnected networks that
comprise the Internet—until the image was found.

Further suppose that the web server from which you're serving the image is in Seattle, Washington, USA,
and that a user in Austin, Texas, USA requests the image. The traceroute list below (courtesy of
www.WatchMouse.com) shows one way that this request could be routed.
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1 wrid-225 core-sw.aus.us. siteprotect.com (216.139.225 1) 0.627 ms
xe-3-4 brdr-rir-02 aus us siteprotect. com (216.139.253.53) 0.219 ms
66.113.197.121 0.452 ms

xe-5-2-0. edge3 Dallas1.Level3 net (4.59.112.37) 4 978 ms
ae-73-70.ebr3.Dallas1 Level3.net (4.69.145.116) 9.817 ms
ae-7-T.ebr3 AtlantaZ Level3.net (4.69.134.22) 30,570 ms

ae-2-2 ebr1 Washington1_Level3.net (4.69.132 86) 38.801 ms
ae-81-81.csw3. Washington1. Level3.net (4.69.134.138) 41.795 ms
ae-3-89. edge2 Washington1 Level3.net (4.68.17.145) 39.193 ms

10 72.21.222.139 35.767 ms
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In this example, the request was routed 10 times within the United States before the image was retrieved,
which is not an unusually large number of hops. If your user were in Europe, the request would be routed
through even more networks to reach your server in Seattle. The number of networks and the distance
that the request and the image must travel have a significant impact on the performance, reliability, and
availability of the image.

CloudFront speeds up the distribution of your content by routing each user request to the edge location
that can best serve your content. Typically, this is the CloudFront edge location that provides the lowest
latency. This dramatically reduces the number of networks that your users' requests must pass through,
which improves performance. Users get lower latency—the time it takes to load the first byte of the ob-

ject—and higher data transfer rates. You also get increased reliability and availability because copies of
your objects are now held in multiple edge locations around the world.
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For a list of the locations of CloudFront edge servers, see The Amazon CloudFront Global Edge Network
on the CloudFront Product Details page.

How CloudFront Delivers Content

After some initial setup, CloudFront works invisibly to speed up delivery of your content. This overview
includes both the steps you perform before your first user accesses your application or website and how
CloudFront serves your content when configuration is complete.

Setting up CloudFront involves a few simple steps:

How You Configure CloudFront to Deliver Your Content

1.

You configure your origin servers, from which CloudFront gets your files for distribution from
CloudFront edge locations all over the world.

An origin server stores the original, definitive version of your objects. If you're serving content over
HTTP, your origin server is either an Amazon S3 bucket or an HTTP server, such as a web server.
Your HTTP server can be running on an Amazon Elastic Compute Cloud (Amazon EC2) instance

or on a server that you manage; these servers are also known as custom origins.

If you're distributing media files on demand using the Adobe Media Server RTMP protocol, your origin
server is always an Amazon S3 bucket.

You upload your files to your origin servers. Your files, also known as objects, typically include web
pages, images, and media files, but can be anything that can be served over HTTP or a supported
version of Adobe RTMP, the protocol used by Adobe Flash Media Server.

If you're using an Amazon S3 bucket as an origin server, you can make the objects in your bucket
publicly readable, so anyone who knows the CloudFront URLS for your objects can access them.
You also have the option of keeping objects private and controlling who accesses them. See Serving
Private Content through CloudFront (p. 118).

You create a CloudFront distribution, which tells CloudFront which origin servers to get your files
from when users request the files through your web site or application. At the same time, you specify
details such as whether you want CloudFront to log all requests and whether you want the distribution
to be enabled as soon as it's created.

CloudFront sends your distribution's configuration (but not your content) to all of its edge loca-
tions—collections of servers in geographically dispersed data centers where CloudFront caches
copies of your objects.

As you develop your website or application, you use the domain name that CloudFront provides for
your URLSs. For example, if CloudFront returns d111111abcdef 8. cl oudf r ont . net as the domain
name for your distribution, the URL for logo.jpg in your Amazon S3 bucket (or in the root directory
on an HTTP server) willbe htt p: //d111111abcdef 8. cl oudf ront . net/| ogo. j pg.

You can also configure your CloudFront distribution so you can use your own domain name. In that
case, the URL might be ht t p: / / ww. exanpl e. cont | ogo. j pg.

Optionally, you can configure your origin server to add headers to the files; the headers indicate how
long you want the files to stay in the cache in CloudFront edge locations. By default, each object
stays in an edge location for 24 hours before it expires. The minimum expiration time is 0 seconds;
there isn't a maximum expiration time limit. For more information, see Specifying How Long Objects
Stay in a CloudFront Edge Cache (Expiration) (p. 83).
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How CloudFront Delivers Content to Your Users

Once you configure CloudFront to deliver your content, here's what happens when users request your
objects:

1.

A user accesses your website or application and requests one or more objects, such as an image
file and an HTML file.

DNS routes the request to the CloudFront edge location that can best serve the user's request, typ-
ically the nearest CloudFront edge location in terms of latency, and routes the request to that edge
location.

In the edge location, CloudFront checks its cache for the requested files. If the files are in the cache,
CloudFront returns them to the user. If the files are not in the cache, it does the following:

a. CloudFront compares the request with the specifications in your distribution and forwards the
request for the files to the applicable origin server for the corresponding file type—for example,
to your Amazon S3 bucket for image files and to your HTTP server for the HTML files.

b. The origin servers send the files back to the CloudFront edge location.

c. As soon as the first byte arrives from the origin, CloudFront begins to forward the files to the
user. CloudFront also adds the files to the cache in the edge location for the next time someone
requests those files.

After an object has been in an edge cache for 24 hours or for the duration specified in your file
headers, CloudFront does the following:

API Version 2014-05-31
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a. CloudFront forwards the next request for the object to your origin to determine whether the edge
location has the latest version.

b. If the version in the edge location is the latest, CloudFront delivers it to your user.

If the version in the edge location is not the latest, your origin sends the latest version to
CloudFront, and CloudFront delivers the object to your user and stores the latest version in the
cache at that edge location.

Edge Location

User Website
3}@

Object { ) |

3b

Amazon 53 Server or HTTP Server

Locations and IP Address Ranges of CloudFront
Edge Servers

For a list of the locations of CloudFront edge servers, see The Amazon CloudFront Edge Network on the
Amazon CloudFront detail page.

For a list of the IP address ranges of CloudFront edge servers, see Amazon CloudFront Public IP Ranges
on the Amazon CloudFront discussion forum.

API Version 2014-05-31
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CloudFront Billing and Usage
Reports

Amazon CloudFront is designed so you don't have to pay any up-front fees or commit to how much content
you'll have. As with the other AWS services, you pay as you go and pay only for what you use.

The following diagram and table summarize the charges to use CloudFront.
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Your monthly bill from AWS separates your usage and dollar amounts by AWS service and function. As
a result, you see some charges for storing objects with Amazon S3 (if you are using Amazon S3 as your
origin server) (1), some charges for data transfer between your bucket and your edge location (2), and
some charges for serving data from CloudFront (3).

Charge Comments
Storage in an Amazon S3 You pay normal Amazon S3 storage charges to store objects in
origin server your bucket; the charges appear in the Amazon S3 portion of

your AWS statement.

Copying objects to edge If using an Amazon S3 origin server, you incur the normal

locations Amazon S3 charges for GET requests and for data transfer out.
CloudFront copies an object to an edge location only if there is
demand for that object at that edge location.

The data transfer charges appear in the AWS Data Transfer
portion of your AWS statement.

APl Version 2014-05-31
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Charge Comments
('3 ] Serving objects from edge You incur CloudFront charges for requests and data transfer out,
locations which are lower than the corresponding Amazon S3 charges.

The CloudFront charges appear in the CloudFront portion of your
AWS statement. For more information, see Amazon CloudFront
Pricing.

O Submitting data to your origin | You incur CloudFront charges when users transfer data to your
origin, which includes DELETE, OPTI ONS, PATCH, POST, and PUT
requests. The CloudFront charges appear in the CloudFront
portion of your AWS statement. For more information, see
Amazon CloudFront Pricing.

Note
You also incur a surcharge for HTTPS requests. For more information, see Amazon CloudFront
Pricing.

AWS provides two usage reports for CloudFront:

¢ The billing report is a high-level view of all of the activity for the AWS services that you're using, including
CloudFront. For more information, see AWS Billing Report for CloudFront (p. 9).

* The usage report is a summary of activity for a specific service, aggregated by hour, day, or month.
For more information, see CloudFront Usage Report (p. 10).

In addition, you can view usage charts that provide a graphical representation of your CloudFront usage.
For more information, see CloudFront Usage Charts (p. 11).

AWS Billing Report for CloudFront

You can view a summary of your AWS usage and charges, listed by service, on the Bills page in the AWS
Management Console.

You can also download a more detailed version of the report in CSV format. The detailed billing report
includes the following values that are applicable to CloudFront:

¢ ProductCode — AnazondC oudFr ont

¢ UsageType — One of the following values
» A code that identifies the type of data transfer
e Invalidations
e SSL-Cert-Custom

For more information, see Interpreting Your AWS Bill and the CloudFront Usage Report (p. 14).
¢ ItemDescription — A description of the billing rate for the UsageType.
* Usage Start Date/Usage End Date — The day that the usage applies to, in Coordinated Universal
Time (UTC).
¢ Usage Quantity — One of the following values:
» The number of requests during the specified time period
» The amount of data transferred in gigabytes
» The number of objects invalidated

» The sum of the prorated months that you had SSL certificates associated with enabled CloudFront
distributions. For example, if you have one certificate associated with an enabled distribution for an
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entire month and another certificate associated with an enabled distribution for half of the month,
this value will be 1.5.

To display summary billing information and download the detailed billing report

RS

Sign in to the AWS Management Console at https://console.aws.amazon.com/console/home.
In the title bar, click your IAM user name, and click Billing & Cost Management.

In the navigation pane, click Bills.

To view summary information for CloudFront, under Details, click CloudFront.

To download a detailed billing report in CSV format, click Download CSV, and follow the on-screen
prompts to save the report.

CloudFront Usage Report

AWS provides a CloudFront usage report that is more detailed than the billing report but less detailed
than CloudFront access logs. The usage report provides aggregate usage data by hour, day, or month;
and it lists operations by region and usage type, such as data transferred out of the Australia region.

The CloudFront usage report includes the following values:

Service — Amazond oudFr ont

Operation — HTTP method. Values include DELETE, GET, HEAD, OPTI ONS, PATCH, PCST, and PUT.
UsageType — One of the following values

» A code that identifies the type of data transfer

e Invalidations

e SSL-Cert-Custom

For more information, see Interpreting Your AWS Bill and the CloudFront Usage Report (p. 14).

Resource — Either the ID of the CloudFront distribution associated with the usage or the certificate
ID of an SSL certificate that you have associated with a CloudFront distribution.

StartTime/EndTime — The day that the usage applies to, in Coordinated Universal Time (UTC).

UsageValue — (1) The number of requests during the specified time period or (2) the amount of data
transferred in bytes.

If you're using Amazon S3 as the origin for CloudFront, consider running the usage report for Amazon
S3, too. However, if you use Amazon S3 for purposes other than as an origin for your CloudFront distri-
butions, it might not be clear what portion applies to your CloudFront usage.

Tip
For detailed information about every request that CloudFront receives for your objects, turn on
CloudFront access logs for your distribution. For more information, see Access Logs (p. 182).

To download the usage report for CloudFront or Amazon S3

o0k wnRE

Sign in to the AWS Management Console at https://console.aws.amazon.com/console/home.
In the title bar, click your IAM user name, and click Billing & Cost Management.

In the navigation pane, click Reports.

Under AWS Usage Report, click AWS Usage Report.

In the Service list, click CloudFront or Amazon Simple Storage Service.

Select the applicable settings:

APl Version 2014-05-31
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¢ Usage Types — For a detailed explanation of CloudFront usage types, see the section called
“Interpreting Your AWS Bill and the CloudFront Usage Report” (p. 14).

For Amazon S3, select All Usage Types.
e Operation — Select All Operations.
e Time Period — Select the time period that you want the report to cover.

* Report Granularity — Select whether you want the report to include subtotals by the hour, by the
day, or by the month.

Click the download button for the desired format.
Follow the on-screen prompts to view or save the report.

CloudFront Usage Charts

The Amazon CloudFront console can display a graphical representation of your CloudFront usage that
is based on a subset of the usage report data. You can display charts for a specified date range in the
last 60 days, with data points every hour or every day. You can usually view data about requests that
CloudFront received as recently as four hours ago, but data can occasionally be delayed by as much as
24 hours.

For more information, see How the Usage Charts Are Related to Data in the CloudFront Usage Re-
port (p. 12).

To display CloudFront usage charts

1.

Sign in to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

In Navigation pane, click Reports & Analytics.

In the Reports and Analytics pane, for From and To, select the date range for which you want to
display usage charts. Available ranges depend on the value that you select for Granularity:

< Daily — To display charts with one data point per day, select any date range in the previous 60
days.

* Hourly — To display charts with one data point every hour, select any date range of up to 14 days
within the previous 60 days.

Dates and times are computed based on Coordinated Universal Time (UTC).

For Granularity, specify whether to display one data point per day or one data point per hour in the
charts. If you specify a date range greater than 14 days, the option to specify one data point per hour
is not available.

For Region, choose the CloudFront billing region that has the data you want to view, or choose All
Regions. Usage charts include data for requests that CloudFront processes in edge locations in the
specified region. The region where CloudFront processes requests might or might not correspond
with the location of your users.

Select only regions that are included in the price class for your distribution; otherwise, the usage
charts probably won't contain any data. For example, if you chose Price Class 200 for your distribution,
the South America and Australia billing regions are not included, so CloudFront generally won't process
your requests from those regions. For more information about price classes, see Choosing the Price
Class for a CloudFront Distribution (p. 32).

In the Distribution list, select the distributions for which you want to display data in the usage charts:
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CloudFront Usage Report

¢ Anindividual web distribution — The charts display data for the selected CloudFront distribution.
The Distribution list displays the distribution ID and alternate domain names (CNAMES) for the
distribution, if any. If a distribution has no alternate domain names, the list includes origin domain
names for the distribution.

« All Web Distributions (excludes deleted) — The charts display summed data for all web distri-
butions that are associated with the current AWS account, excluding web distributions that you
have deleted.

¢ All Deleted Distributions — The charts display summed data for all web and RTMP distributions
that are associated with the current AWS account and that were deleted in the last 60 days.

7. Click Update Graphs.

8. To view data for a daily or hourly data point within a chart, move your mouse pointer over the data
point.

From 2014-04-02 Granulanty [Hnuﬂy {any 14-day periad in previous G0 E| D i [AII Web Distributs (excludas dE|E|

To 20140415 | Region [All Regions = 21 Update Graphs

The following charts show selected values from the AWS Usage Report for CloudFrant. if you choose All Web Distributions in the Distribution list, the chars
include totals for all of your web distributions that had activity during the specified period and that have not been deleted. if you choose All Deleted Distributions,
the charts include totals for all of your deleted web and RTMP distributions that had actity dunng the specified penod. Charts are not avallable for indnadual
RTMP distributions. f you choose a region that is not in the price class for your distribution, the charts may not show any usage. For more information, see =
CloudFront Usage Charts
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9. For charts that show data transferred, note that you can change the vertical scale to gigabytes,
megabytes, or kilobytes for each chart.

How the Usage Charts Are Related to Data in the
CloudFront Usage Report

Here's how the usage charts map to values in the CloudFront usage report.
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How the Usage Charts Are Related to Data in the

CloudFront Usage Report

Chart Name

Number of HTTP
Requests

Number of HTTPS
Requests

Data Transferred over
HTTP

Data Transferred over
HTTPS

Values in the Usage Type Column in the CloudFront Usage Report

* regi on-Requests-HTTP-Static: Number of HTTP GET and HEADrequests
served for objects with TTL = 3600 seconds

* regi on-Requests-HTTP-Dynamic: Number of HTTP GET and HEAD
requests served for objects with TTL < 3600 seconds

* regi on-Requests-HTTP-Proxy: Number of HTTP DELETE, OPTI ONS,
PATCH, PGST, and PUT requests that CloudFront forwards to your origin

* regi on-Requests-HTTPS-Static: Number of HTTPS GET and HEAD
requests served for objects with TTL = 3600 seconds

* regi on-Requests-HTTPS-Dynamic: Number of HTTPS GET and HEAD
requests served for objects with TTL < 3600 seconds

* regi on-Requests-HTTPS-Proxy: Number of HTTPS DELETE, OPTI ONS,
PATCH, PGST, and PUT requests that CloudFront forwards to your origin

* regi on-Out-Bytes-HTTP-Static: Bytes served via HTTP for objects with
TTL = 3600 seconds

* regi on-Out-Bytes-HTTP-Dynamic: Bytes served via HTTP for objects
with TTL < 3600 seconds

* regi on-Out-Bytes-HTTP-Proxy: Bytes returned from CloudFront to
viewers via HTTP in response to DELETE, OPTI ONS, PATCH, POST, and
PUT requests.

* regi on-Out-OBytes-HTTP-Proxy: Total bytes transferred via HTTP from
CloudFront edge locations to your origin in response to DELETE, OPTI ONS,
PATCH, PGST, and PUT requests.

* regi on-Out-Bytes-HTTPS-Static: Bytes served via HTTPS for objects
with TTL = 3600 seconds

* regi on-Out-Bytes-HTTPS-Dynamic: Bytes served via HTTPS for objects
with TTL < 3600 seconds

* regi on-Out-Bytes-HTTPS-Proxy: Bytes returned from CloudFront to
viewers via HTTPS in response to DELETE, OPTI ONS, PATCH, POST, and
PUT requests.

* regi on-Out-OBytes-HTTPS-Proxy: Total bytes transferred via HTTPS
from CloudFront edge locations to your origin in response to DELETE,
OPTI ONS, PATCH, POST, and PUT requests.
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Chart Name Values in the Usage Type Column in the CloudFront Usage Report

Data Transferred from .
CloudFront Edge
Locations to Your Users |,

Data Transferred from .
CloudFront to Your
Origin

r egi on-Out-Bytes-HTTP-Static: Bytes served via HTTP for objects with
TTL = 3600 seconds

r egi on-Out-Bytes-HTTPS-Static: Bytes served via HTTPS for objects
with TTL = 3600 seconds

r egi on-Out-Bytes-HTTP-Dynamic: Bytes served via HTTP for objects
with TTL < 3600 seconds

r egi on-Out-Bytes-HTTPS-Dynamic: Bytes served via HTTPS for objects
with TTL < 3600 seconds

r egi on-Out-Bytes-HTTP-Proxy: Bytes returned from CloudFront to
viewers via HTTP in response to DELETE, OPTI ONS, PATCH, POST, and
PUT requests.

regi on-Out-Bytes-HTTPS-Proxy: Bytes returned from CloudFront to
viewers via HTTPS in response to DELETE, OPTI ONS, PATCH, POST, and
PUT requests.

r egi on-Out-OBytes-HTTP-Proxy: Total bytes transferred via HTTP from
CloudFront edge locations to your origin in response to DELETE, OPTI ONS,
PATCH, PGST, and PUT requests.

r egi on-Out-OBytes-HTTPS-Proxy: Total bytes transferred via HTTPS
from CloudFront edge locations to your origin in response to DELETE,
OPTI ONS, PATCH, POST, and PUT requests.

Interpreting Your AWS Bill and the CloudFront

Usag

e Report

Your AWS bill for CloudFront service includes codes and abbreviations that might not be immediately
obvious. The first column in the following table lists items that appear in your bill and explains what each
means.

In addition, you can get an AWS usage report for CloudFront that contains more detail than the AWS bill
for CloudFront. The second column in the table lists items that appear in the usage report and shows the
correlation between bill items and usage report items.

Most codes in both columns include a two-letter abbreviation that indicates the location of the activity. In
the following table, r egi on in a code is replaced by one of the following two-letter abbreviations in your
AWS bill and in the usage report:

AP: Hong Kong, Philippines, South Korea, Singapore, and Taiwan (Asia Pacific)

AU: Australia

EU: Europe

IN: India

JP: Japan

SA: South America
US: United States
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Report

For more information about pricing by region, see Amazon CloudFront Pricing.

Note

This table doesn't include charges for transferring your objects from an Amazon S3 bucket to
CloudFront edge locations. These charges, if any, appear in the AWS Data Transfer portion of

your AWS bill.

Items in Your CloudFront Bill

r egi on-DataTransfer-Out-Bytes

Sum of bytes that CloudFront served for
web and RTMP distributions:

* Web distributions: Total bytes
served from CloudFront edge
locations in r egi on in response to
user GET and HEAD requests

« RTMP distributions: Total bytes

transferred from CloudFront edge
locations in r egi on to end users

r egi on-DataTransfer-Out-OBytes

Web distributions only: Total bytes
transferred from CloudFront edge
locations to your origin in response to
DELETE, OPTI ONS, PATCH, PCST, and
PUT requests.

r egi on-Requests-Tierl

Web distributions only: Number of
HTTP GET and HEAD requests

Values in the Usage Type Column in the CloudFront
Usage Report

Web distributions:

e regi on-Out-Bytes-HTTP-Static: Bytes served via HTTP
for objects with TTL = 3600 seconds

e regi on-Out-Bytes-HTTPS-Static: Bytes served via
HTTPS for objects with TTL = 3600 seconds

e regi on-Out-Bytes-HTTP-Dynamic: Bytes served via
HTTP for objects with TTL < 3600 seconds

e regi on-Out-Bytes-HTTPS-Dynamic: Bytes served via
HTTPS for objects with TTL < 3600 seconds

e regi on-Out-Bytes-HTTP-Proxy: Bytes returned from
CloudFront to viewers via HTTP in response to DELETE,
OPTI ONS, PATCH, POST, and PUT requests.

e regi on-Out-Bytes-HTTPS-Proxy: Bytes returned from
CloudFront to viewers via HTTPS in response to DELETE,
OPTI ONS, PATCH, PCST, and PUT requests.

RTMP distributions:

e regi on-FMS-Out-Bytes

regi on-Out-OBytes-HTTP-Proxy

Total bytes transferred via HTTP from CloudFront edge
locations to your origin in response to DELETE, OPTI ONS,
PATCH, PCST, and PUT requests.

regi on-Out-OBytes-HTTPS-Proxy

Total bytes transferred via HTTPS from CloudFront edge
locations to your origin in response to DELETE, OPTI ONS,
PATCH, PCST, and PUT requests.

r egi on-Requests-HTTP-Static

Number of HTTP GET and HEAD requests served for objects
with TTL = 3600 seconds

r egi on-Requests-HTTP-Dynamic

Number of HTTP GET and HEAD requests served for objects
with TTL < 3600 seconds
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Items in Your CloudFront Bill Values in the Usage Type Column in the CloudFront
Usage Report

regi on-Requests-Tier2-HTTPS regi on-Requests-HTTPS-Static

Web distributions only: Number of Number of HTTPS GET and HEAD requests served for objects
HTTPS GET and HEAD requests with TTL = 3600 seconds

r egi on-Requests-HTTPS-Dynamic

Number of HTTPS GET and HEAD requests served for objects
with TTL < 3600 seconds

r egi on-Requests-HTTP-Proxy r egi on-Requests-HTTP-Proxy

Web distributions only: Number of Same as the corresponding item in your CloudFront bill
HTTP DELETE, OPTI ONS, PATCH, POST,

and PUT requests that CloudFront

forwards to your origin

regi on-Requests-HTTPS-Proxy regi on-Requests-HTTPS-Proxy

Web distributions only: Number of Same as the corresponding item in your CloudFront bill
HTTPS DELETE, OPTI ONS, PATCH,

POST, and PUT requests that CloudFront

forwards to your origin

Invalidations Invalidations

Web distributions only: The charge for | Same as the corresponding item in your CloudFront bill
invalidating objects (removing the

objects from CloudFront edge locations);

for more information, see Paying for

Object Invalidation (p. 91)

SSL-Cert-Custom SSL-Cert-Custom

Web distributions only: The charge for | Same as the corresponding item in your CloudFront bill
using an SSL certificate with a

CloudFront alternate domain name such

as example.com instead of using the

default CloudFront SSL certificate and

the domain name that CloudFront

assigned to your distribution
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Getting Started with CloudFront

The example in this topic gives you a quick overview of how to use CloudFront to:

¢ Store the original versions of your objects in one Amazon Simple Storage Service (Amazon S3) bucket.
¢ Distribute download content such as text or graphics.
« Make your objects accessible to everyone.

¢ Use the CloudFront domain name in URLSs for your objects (for example, htt p: //d111111ab-
cdef 8. cl oudfront . net/i mage. j pg) instead of your own domain name (for example, ht -
t p: // www. exanpl e. conl i mage. j pg).

¢ Keep your objects in CloudFront edge locations for the default duration of 24 hours. (The minimum
duration is 0 seconds.)

For information about how to use CloudFront when you want to use other options, see Task List for Cre-
ating a Web Distribution (p. 36) or Task List for Streaming Media Files Using RTMP (p. 62).
You only need to perform a few basic steps to start delivering your content using CloudFront. The first

step is signing up. After that, you create a CloudFront distribution, and then use the CloudFront domain
name to reference content in your web pages or applications.

Step 1: Sign up for Amazon Web Services

If you haven't already done so, sign up for Amazon Web Services at http://aws.amazon.com. Just click
Sign Up Now and enter any required information.

Step 2: Upload your content to Amazon S3 and
grant object permissions

An Amazon S3 bucket is a container that can contain objects or folders. CloudFront can distribute almost
any type of object for you using an Amazon S3 bucket as the source, for example, text, images, and
videos. You can create multiple buckets, and there is no limit to the amount of data that you can store on
Amazon S3.
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object permissions

By default, your Amazon S3 bucket and all of the objects in it are private—only the AWS account that
created the bucket has permission to read or write the objects in it. If you want to allow anyone to access
the objects in your Amazon S3 bucket using CloudFront URLS, you must grant public read permissions
to the objects. (This is one of the most common mistakes when working with CloudFront and Amazon
S3. You must explicitly grant privileges to each object in an Amazon S3 bucket.)

Note

If you want to restrict who can download your content, you can use the CloudFront private content
feature. For more information about distributing private content, see Serving Private Content
through CloudFront (p. 118).

To upload your content to Amazon S3 and grant read permission to everyone

1.

8.

Sign in to the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

In the Amazon S3 console, click Create Bucket.
In the Create Bucket dialog, enter a bucket name.
Important
For your bucket to work with CloudFront, the name must conform to DNS naming require-

ments. For more information, go to Bucket Restrictions and Limitations in the Amazon Simple
Storage Service Developer Guide.

Select a region for your bucket. By default, Amazon S3 creates buckets in the US-Standard region.
We recommend that you choose a region close to you to optimize latency, minimize costs, or to ad-
dress regulatory requirements.

Click Create.
Select your bucket in the Buckets pane, and click Upload.
On the Upload - Select Files page, click Add Files, and choose the files that you want to upload.

Upload - Select Files Cancal |

Upload to: | myawsbucket100

To uplaad files (u on S3, dick Add Files. To upload whole fo
{BETA), which cal el ek
selected. dick

. Enable Enhanced Uploader
5 it dowrloads a Java™ Applet (requires ) 2

to Amazon 53, ¢
v3 SE 6 Update 10 or later). To remove files already

Mo files added...

© Remove Selected Files Enable Enhanced Uploader (BETA) bumber of Fles: 0 Total upload size: O bytes

Sot Dotails = | | Stard Upload | Cancel

Enable public read privileges for each object that you upload to your Amazon S3 bucket.

a. Click Set Details.
b. On the Set Details page, click Set Permissions.
c. Onthe Set Permissions page, click Make everything public.
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Click Start Upload.

After the upload completes, you can navigate to this item by its URL. In the case of the previous ex-
ample, the URL would be:

http://s3. amazonaws. conf exanpl e- nyawsbucket/fi | enane

Use your Amazon S3 URL to verify that your content is publicly accessible, but remember that this
is not the URL you will use when you are ready to distribute your content.

Step 3: Create a CloudFront Web Distribution

To create a CloudFront web distribution

1.
2.
3.

Open the Amazon CloudFront console at https://console.aws.amazon.com/cloudfront/.
Click Create Distribution.

On the first page of the Create Distribution Wizard, accept the default selection, Web, and click
Continue.

CloudFront > Create Distributic

Step 1: Select delivery =

method ’
Select a delivery method for your content. Learm More

' Create a web distribution if you want fo:

@ Web
» Speed up distribution of static and dynamic content, for
example, .html, .css. .php. and graphics files.
2 RTMP # Distribute media files using HTTP ar HTTPS.

* Add, update, or delete objects, and submit data from web
forms.
& lse live streaming to stream an event in real time.

You store your files in an origin — either an Amazon 53 bucket or
aweb senver. After you create the distribution, you can add more
ongins to the distrbution,

Select the Amazon S3 bucket that you created earlier. For Origin ID and Restrict Bucket Access,
accept the default values.

g
Origin Settings o
Origin Domain Name myawsbucket100.53.amazonaws.com @
Origin D 53 myawsbucket100 =
Restrict Bucket Access ) Yes @ =
@ Mo
\‘;-r""\-'-—-""\....u i o i g, P I nd BT s W i b | g b s o |

Under Default Cache Behavior Settings, accept the default values, and CloudFront will:
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« Forward all requests that use the CloudFront URL for your distribution (for example, ht -
tp://d1l11111abcdef 8. cl oudfront. net/i nmage. | pg) to the Amazon S3 bucket that you
specified in Step 4.

¢ Allow end users to use either HTTP or HTTPS to access your objects.

* Respond to requests for your objects.

¢ Cache your objects at CloudFront edge locations for 24 hours.

« Forward only the default request headers to your origin and not cache your objects based on the
values in the headers.

¢ Exclude cookies and query string parameters, if any, when forwarding requests for objects to your
origin. (Amazon S3 doesn't process cookies and processes only a limited set of query string
parameters.)

* Not be configured to distribute media files in the Microsoft Smooth Streaming format.
 Allow everyone to view your content.

For more information about cache behavior options, see Cache Behavior Settings (p. 44).
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. - P P . JE s s e .
s T e S . L B N =

At NPRPEIPRRRFIEE L SRR L N TP S v’ L L el e (P PR

e e e F T T e T e
g e P

Default Cache Behavior Settings

Path Pattern Default (*) g il

Viewer Protocol Pelicy @ HTTP and HTTPS =]
0 Redirect HTTP to HTTPS
D HTTPS Only
Allowed HTTP Metheds @ GET, HEAD @

© GET, HEAD, PUT, POST, PATCH, DELETE, OPTIONS

m

Forward Headers [Hnne (Improves Caching) =

Object Caching @ Use Origin Cache Headers @

) Customize
Minimum TTL | 7]
Forward Cookies [ None (Improves Caching) = @
Whitelist Cookies 7]
Forward Query Strings ) Yes 7]

@ Mo (Improves Caching)

Smooth Streaming ) Yes =7
@ No
Restrict Viewer Access ) Yes =7

(Use Signed URLS) @ o

Under Distribution Details, enter the applicable values:

Price Class: Select the price class that corresponds with the maximum price that you want to pay
for CloudFront service. By default, CloudFront serves your objects from edge locations in all
CloudFront regions.

For more information about price classes and about how your choice of price class affects Cloud-
Front performance for your distribution, go to Choosing the Price Class for a CloudFront Distribu-
tion (p. 32). For information about CloudFront pricing, including how price classes map to CloudFront
regions, go to Amazon CloudFront Pricing.

Alternate Domain Names (CNAMES): (Optional) Specify one or more domain names that you
want to use for URLSs for your objects instead of the domain name that CloudFront assigns when
you create your distribution. For example, if you want the URL for the object:

/i mages/ i mage. j pg
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to look like this:

http://ww. exanpl e. conl i mages/ i mage. j pg

instead of like this:

http://dl11111abcdef 8. cl oudfront. net/i mages/i mage. j pg

you would create a CNAME for ww. exanpl e. com You can create up to 10 CNAMEs per distri-
bution.

Important

If you add a CNAME for ww. exanpl e. comto your distribution, you also need to create
(or update) a CNAME record with your DNS service to route queries for www. exanpl e. com
todl11111abcdef 8. cl oudf ront . net .You must have permission to create a CNAME
record with the DNS service provider for the domain. Typically, this means that you own
the domain, but you may also be developing an application for the domain owner. For
more information about CNAMEsS, see Using Alternate Domain Names (CNAMES) (p. 29).

SSL Certificate: Accept the default value, Default CloudFront Certificate.

Clients Supported: When you choose the default value for SSL Certificate, this setting is unavail-
able.

Default Root Object: (Optional) The object that you want CloudFront to request from your origin
(for example, i ndex. ht m ) when a viewer requests the root URL of your distribution (ht -
tp:// ww. exanpl e. conl ) instead of an object in your distribution (ht t p: / / ww. ex-

anpl e. conl product - descri pti on. ht m ). Specifying a default root object avoids exposing
the contents of your distribution.

Logging: (Optional) If you want CloudFront to log information about each request for an object
and store the log files in an Amazon S3 bucket, select On, and specify the bucket and an optional
prefix for the names of the log files. There is no extra charge to enable logging, but you accrue
the usual Amazon S3 charges for storing and accessing the files. CloudFront doesn't delete the
logs automatically, but you can delete them at any time.

Cookie Logging: In this example, we're using Amazon S3 as the origin for your objects, and
Amazon S3 doesn't process cookies, so we recommend that you select Off for the value of
Cookie Logging.

Comment: (Optional) Enter any comments that you want to save with the distribution.
Distribution State: Select Enabled if you want CloudFront to begin processing requests as soon

as the distribution is created, or select Disabled if you do not want CloudFront to begin processing
requests after the distribution is created.
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e e T T e T T e T S i

Distribution Settings

Price Class [ Use All Edge Locations (Best Perform{=| @

Alternate Domain Names =]
(CNAMES)

SSL Certificate @ Default CloudFront Certificate (*.cloudfront.net)

Choose this option if you want your users to use HTTPS to
access your content with the CloudFront domain name (such as
http://d111111abcdefd cloudfront.net/logo.jpg). Also choose this
option if you want your users to use HTTP.

Custom SSL Certificate (stored in AWS |AM)

[No certificates available
Choose this option if you want your users to use HTTPS to
access your content with an alternate domain name (such as
https:/fwww.example.com/logo_jpg). You first need to upload your
certificate to the AWS IAM certificate store (the -path parameter
must start with /cloudfront/).
Learn More

Custom SSL Client @ |l Clients (Additional monthly charges may apply. Leamn about pricing )
Support CloudFront allocates dedicated IP addresses at each CloudFront edge
location to serve your content over HTTPS. Any client can access your
content. You must request permission to use this feature. Request
Permission
Learn More

Only Clients that Support Server Name Indication (SNI)

CloudFront serves your content over HTTP'S only to clients that
support SNI. Older browsers and other clients that don't support SNI
can't access your content over HTTPS.

Learn More

Default Root Object

Logging ©on @

Bucket for Logs

Log Prefix

Cookie Logging On @
@ Off

Comment

Distribution State

) Enabled &
) Disabled

Cancel Back Create Distribution

I ® @ @ [ ]

Click Create Distribution.

m
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After CloudFront has created your distribution, the value of the Status column for your distribution
will change from InProgress to Deployed. If you chose to enable the distribution, it will then be ready
to process requests. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. (It
also appears on the General tab for a selected distribution.)

Step 4: Test your links

After you've created your distribution, CloudFront knows where your Amazon S3 origin server is, and you
know the domain name associated with the distribution. You can create a link to your Amazon S3 bucket
content with that domain name, and have CloudFront serve it.

Note
You must wait until the status of your distribution changes to Deployed before testing your links.

To link to your objects

1.

Copy the following HTML into a new file:

¢ Replace <domain hame> with the domain name that CloudFront assigned to your distribution.
* Replace <object name> with the name of a file in your Amazon S3 bucket.

<htm >

<head>My C oudFront Test </ head>

<body>

<p>My text content goes here. </p>

<p> <img src="http://<domai n name>/ <obj ect name>" alt="ny test image" />
</ body>

</htm >

For example, if your domain name was d111111abcdef 8. cl oudf r ont . net and your object was
i mage. j pg, the URL for the link would be:

http://dl11111abcdef 8. cl oudfront. net/i mage. j pg.

If your object is in a folder within your bucket, include the folder in the URL. For example, if image.jpg
is located in an images folder, then the URL would be:

http://d111111abcdef8.cloudfront.net/images/image.jpg
Save the text in a file that has a .html filename extension.

Open your web page in a browser to ensure that you can see your content. If you cannot see the
content, confirm that you have performed all of the steps correctly. You can also see the tips in
Troubleshooting (p. 198).

The browser returns your page with the embedded image file, served from the edge location that CloudFront
determined was appropriate to serve the object.

For more information on using CloudFront, go to Amazon CloudFront Resources (p. 283).
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Working with Distributions

Topics

¢ Overview of Web and RTMP Distributions (p. 26)

¢ Creating Web and RTMP Distributions (p. 27)
« Listing, Viewing, and Updating CloudFront Distributions (p. 27)
¢ Deleting a Distribution (p. 28)
¢ Using Alternate Domain Names (CNAMES) (p. 29)

¢ Choosing the Price Class for a CloudFront Distribution (p. 32)
¢ Using CloudFront with Amazon S3 (p. 33)
¢ Changes to the CloudFront API (p. 34)

The following table lists the actions you can perform on a distribution and provides links to the correspond-
ing documentation on how to perform the actions using the CloudFront console and the CloudFront API.

Action

Create a distribution

List your distributions

Get all information about
a distribution

Using the CloudFront
Console

Web Distributions: See
Task List for Creating a
Web Distribution (p. 36)

RTMP Distributions:
See Task List for
Streaming Media Files
Using RTMP (p. 62)

See Listing, Viewing,
and Updating
CloudFront
Distributions (p. 27)

See Listing, Viewing,
and Updating
CloudFront
Distributions (p. 27)

Using the CloudFront
API: Web Distributions

Go to POST Distribution

Go to GET Distribution
List

Go to GET Distribution

Using the CloudFront
APIl: RTMP
Distributions

Go to POST Streaming
Distribution

Go to GET Streaming
Distribution List

Go to GET Streaming
Distribution
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Action Using the CloudFront | Using the CloudFront | Using the CloudFront
Console API:Web Distributions | API: RTMP
Distributions
Get the distribution See Listing, Viewing, Go to GET Distribution | Go to GET Streaming
configuration and Updating Config Distribution Config
CloudFront

Distributions (p. 27)

Update a distribution See Listing, Viewing, Go to PUT Distribution | Go to PUT Streaming
and Updating Config Distribution Config
CloudFront
Distributions (p. 27)

Delete a distribution See Deleting a Go to DELETE Go to DELETE
Distribution (p. 28) Distribution Streaming Distribution

Overview of Web and RTMP Distributions

When you want to use CloudFront to distribute your content, you create a distribution and specify config-
uration settings such as:

Your origin, which is the Amazon S3 bucket or HTTP server from which CloudFront gets the files that
it distributes. You can specify any combination of up to 10 Amazon S3 buckets and/or HTTP servers
as your origins.

Whether you want the files to be available to everyone or you want to restrict access to selected users.
Whether you want CloudFront to require users to use HTTPS to access your content.

Whether you want CloudFront to forward cookies and/or query strings to your origin.

Whether you want CloudFront to prevent users in selected countries from accessing your content.
Whether you want CloudFront to create access logs.

For the current limit on the number of web and RTMP distributions that you can create for each AWS
account, see Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a
higher limit, go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLim-
itincreaseType=cloudfront-distributions.

The number of files that you can serve per distribution is unlimited.

Web Distributions

You can use web distributions to serve the following content over HTTP or HTTPS:

Static and dynamic download content, for example, .html, .css, .php, and image files, using HTTP or
HTTPS.

Multimedia content on demand using progressive download and Apple HTTP Live Streaming (HLS).
For more information, see the applicable topic in Working with Web Distributions (p. 36).

You can't serve Adobe Flash multimedia content over HTTP or HTTPS, but you can serve it using a
CloudFront RTMP distribution. See RTMP Distributions (p. 27) below.

A live event, such as a meeting, conference, or concert, in real time. For live streaming, you create the
distribution automatically by using an AWS CloudFormation stack. For more information, see the ap-
plicable live-streaming tutorial in CloudFront Tutorials (p. 202).
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For web distributions, your origin can be either an Amazon S3 bucket or an HTTP server, for example,
a web server. For more information about how web distributions work, including the values that you specify
when you create a web distribution, see Working with Web Distributions (p. 36). For information about
creating a web distribution, see Task List for Creating a Web Distribution (p. 36).

RTMP Distributions

RTMP distributions stream media files using Adobe Media Server and the Adobe Real-Time Messaging
Protocol (RTMP). An RTMP distribution must use an Amazon S3 bucket as the origin.

For information about the values you specify when you create an RTMP distribution, see Working with
RTMP Distributions (p. 60). For information about creating an RTMP distribution, see Task List for
Streaming Media Files Using RTMP (p. 62).

Creating Web and RTMP Distributions

Web distributions: For information about creating web distributions using the CloudFront console, see
Task List for Creating a Web Distribution (p. 36). For information about creating web distributions using
the CloudFront API, see POST Distribution in the Amazon CloudFront API Reference.

RTMP distributions: For information about creating RTMP distributions using the CloudFront console,
see Task List for Streaming Media Files Using RTMP (p. 62). For information about creating RTMP dis-
tributions using the CloudFront API, see POST Streaming Distribution in the Amazon CloudFront API
Reference.

Listing, Viewing, and Updating CloudFront Dis-
tributions

You can use the CloudFront console to list the CloudFront distributions that are associated with your
AWS account, view the settings for a distribution, and update most settings.

When you save changes to your distribution configuration, CloudFront starts to propagate the changes
to all edge locations. Until your configuration is updated in an edge location, CloudFront continues to
serve your content from that location based on the previous configuration. After your configuration is up-
dated in an edge location, CloudFront immediately starts to serve your content from that location based
on the new configuration.

Your changes don't propagate to every edge location instantaneously; propagation to all edge locations
can take 15 minutes. When propagation is complete, the status of your distribution changes from InPro-
gress to Deployed. While CloudFront is propagating your changes to edge locations, we cannot determine
whether a given edge location is serving your content based on the previous configuration or the new
configuration.

To List, View, and Update CloudFront Distributions Using the CloudFront Console

1. Signinto the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

2. In the top pane of the CloudFront console, select the distribution that you want to view or update.
Note

The top pane lists all of the distributions that are associated with the AWS account that you
used when you signed in to the CloudFront console.
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To view or edit RTMP distribution settings, skip to Step 4.

To view or edit settings for a web distribution, perform the following steps.

a.

In the Distribution Settings pane, click the tab for the settings that you want to change: Gen-
eral, Origins, or Behaviors.

For general settings, click Edit.

For origins or cache behaviors, click the origin or cache behavior, and click Edit.
Enter or update the applicable values. For information about the fields, see the following topics:

» General settings: Distribution Details (p. 50)
» Origin settings: Origin Settings (p. 42)
» Cache behavior settings: Cache Behavior Settings (p. 44)

Click Yes, Edit.

To edit or view settings for an RTMP distribution:

In the Distribution Details pane, click Edit.

Enter or update the applicable values. For information about the fields, see Values that You
Specify When You Create or Update an RTMP Distribution (p. 63).

Click Yes, Edit.

Deleting a Distribution

If you no longer want to use a distribution, use the following procedure to delete it using the CloudFront

console.

You can also delete a distribution using the CloudFront API:

¢ To delete a web distribution, use the DELETE Di st ri buti on API action. For more information, go to

DELETE Distribution in the Amazon CloudFront API Reference.

To delete an RTMP distribution, use the DELETE St ream ng Di stri buti on API action. For more
information, go to DELETE Streaming Distribution in the Amazon CloudFront API Reference.

Note
CloudFront lets you create a combined total of up to 100 web and RTMP distributions for an

AWS account.

To Delete a CloudFront Distribution Using the CloudFront Console

1.

Sign in to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

In the right pane of the CloudFront console, find the distribution that you want to delete.
If the value of the State column is Disabled, skip to Step 7.

If the value of State is Enabled and the value of Status is Deployed, continue with Step 4 to disable
the distribution before deleting it.
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If the value of State is Enabled and the value of Status is InProgress, wait until Status changes
to Deployed. Then continue with Step 4 to disable the distribution before deleting it.

4. In the right pane of the CloudFront console, check the check box for the distribution that you want
to delete.

5. Click Disabled to disable the distribution, and click Yes, Disable to confirm. Then click Close.

6. The value of the State column immediately changes to Disabled. Wait until the value of the Status
column changes to Deployed.

7. Check the check box for the distribution that you want to delete.
8. Click Delete, and click Yes, Delete to confirm. Then click Close.

Using Alternate Domain Names (CNAMES)

Topics
¢ Using the * Wildcard in Alternate Domain Names (p. 29)
¢ Restrictions on Using Alternate Domain Names (p. 30)
¢ Adding an Alternate Domain Name (p. 30)

In CloudFront, an alternate domain name, also known as a CNAME, lets you use your own domain name
(for example, ww. exanpl e. con) for links to your objects instead of using the domain name that
CloudFront assigns to your distribution. Both web and RTMP distributions support alternate domain
names.

When you create a distribution, CloudFront returns a domain name for the distribution, for example:
dl1111labcdef 8. cl oudf ront. net

When you use the CloudFront domain name for your objects, the URL for an object called / i mages/i m
age. j pgis:

http://dl1111labcdef 8. cl oudfront. net/i mages/i mage. j pg

If you want to use your own domain name, such as ww. exanpl e. com instead of the cl oudf r ont . net
domain name that CloudFront assigned to your distribution, you can add an alternate domain name to
your distribution for wwv. exanpl e. com You can then use the following URL for / i mages/ i mage. j pg:

http://ww. exanpl e. conl i nages/ i mage. j pg

Using the *Wildcard in Alternate Domain Names

When you add alternate domain names, you can use the * wildcard at the beginning of a domain name
instead of specifying subdomains individually. For example, with an alternate domain name of *. ex-
anpl e. com you can use any domain name that ends with example.com in your object URLSs, such as
ww. exanpl e. com product - nane. exanpl e. comand mar ket i ng. pr oduct - nane. exanpl e. com
The name of an object is the same regardless of the domain name, for example:

www, exanpl e. conl i mages/ i mage. j pg
product - nane. exanpl e. conl i mages/ i mage. j pg
mar ket i ng. product - nane. exanpl e. cont i mages/ i mage. j pg

The alternate domain name must begin with an asterisk and a dot ( *. ). You cannot use a wildcard to
replace part of a subdomain name, like this: * domai n. exanpl e. com and you cannot replace a subdomain
in the middle of a domain name, like this: subdorai n. *. exanpl e. com
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A wildcard alternate domain name can overlap with another alternate domain name as long as they're
both in the same CloudFront distribution. For example, you can use both ww. exanpl e. comand
*. exanpl e. comas alternate domain names, but they must be in the same distribution.

Restrictions on Using Alternate Domain Names

Note the following restrictions on using alternate domain names:

¢ For the current limit on the number of alternate domain names that you can add to a distribution, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.

* You must have permission to create a CNAME record with the DNS service provider for the domain.
Typically, this means that you own the domain, but you may also be developing an application for the
domain owner.

¢ You cannot add an alternate domain name to a CloudFront distribution if the alternate domain name
already exists in another CloudFront distribution, even if your AWS account owns the other distribution.

¢ The DNS protocol does not allow you to create a CNAME record for the top node of a DNS namespace,
also known as the zone apex. For example, if you register the DNS name exanpl e. com the zone
apex is exanpl e. com You cannot create a CNAME record for exanpl e. com but you can create
CNAME records for ww. exanpl e. com newpr oduct . exanpl e. comy and so on.

If you're using Amazon Route 53 as your DNS service, you can create an alias resource record set in-
stead of a CNAME. With an alias resource record set, you don't pay for Amazon Route 53 queries. In
addition, you can create an alias resource record set for a domain name at the zone apex (example.com).
For more information, go to Routing Queries to an Amazon CloudFront Distribution in the Amazon
Route 53 Developer Guide.

¢ If you want viewers to use HTTPS with an alternate domain names, additional configuration is required.
For more information, see Using Alternate Domain Names and HTTPS (p. 171).

Adding an Alternate Domain Name

The following task list describes the process for using the CloudFront console to add an alternate domain
name to your distribution so you can use your own domain name in your links instead of the CloudFront
domain name that is associated with your distribution.

Note
If you want viewers to use HTTPS with your alternate domain name, see Using Alternate Domain
Names and HTTPS (p. 171).

For information about updating your distribution using the CloudFront API, see Working with Distribu-
tions (p. 25).

Process for Adding an Alternate Domain Name Using the CloudFront Console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

2. Inthe CloudFront console, use the steps below to update your distribution to include your domain
name as an alternate domain name in the Alternate Domain Names (CNAMEs) field.

a. Inthe top pane of the CloudFront console, select the distribution that you want to update, and
click Distribution Settings.

On the General tab, click Edit.

Add the applicable alternate domain names in the Alternate Domain Names (CNAMESs) field.
Separate domain names with commas or put each one on a new line.
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d. Web distributions only: For SSL Certificate, choose the applicable option:

 If you don't want to use SSL: Click Default CloudFront Certificate.

* If you do want to use SSL: Click Custom SSL Certificate Stored in 1AM, and select a
certificate from the list.

If the desired certificate doesn't appear in the list, review the procedure To use alternate domain
names with HTTPS (p. 174) to confirm that you correctly uploaded the certificate to the IAM
certificate store.

If you choose this setting, we recommend that you use only an alternate domain name in your
object URLSs (https://fexample.com/logo.jpg). If you use your CloudFront distribution domain
name (https://d111111abcdef8.cloudfront.net/logo.jpg) and the viewer supports SNI, then
CloudFront behaves normally. However, a viewer that does not support SNI exhibits one of
the following behaviors, depending on the value of Clients Supported:

< All Clients: If the viewer doesn't support SNI, it displays a warning because the CloudFront
domain name doesn't match the domain name in your SSL certificate.

» Only Clients that Support Server Name Indication (SNI): CloudFront drops the connection
with the viewer without returning the object.

e. Web distributions only: Choose the applicable option for Clients Supported:

« All Clients: CloudFront serves your HTTPS content using dedicated IP addresses. If you
select this option, you incur additional charges when you associate your SSL certificate with
a distribution that is enabled. For more information, see http://aws.amazon.com/cloudfront/
pricing.

* Only Clients that Support Server Name Indication (SNI): Older browsers or other clients
that don't support SNI must use another method to access your content.

For more information, see Choosing How CloudFront Serves HTTPS Requests (p. 171).
f.  Click Yes, Edit.

In the CloudFront console, on the General tab for your distribution, confirm that the status of your
distribution has changed to Deployed. If you try to use an alternate domain name before the updates
to your distribution have been deployed, the links you create in the following steps might not work.

Using the method provided by your DNS service provider, add a CNAME resource record set to the
hosted zone for your domain. This new CNAME resource record set will redirect DNS queries from
your domain (for example, www.example.com) to the CloudFront domain name for your distribution
(for example, d111111abcdef8.cloudfront.net). For more information, see the documentation provided
by your DNS service provider.

If you're using Amazon Route 53 as your DNS service, you can create an alias resource record set
instead of a CNAME. With an alias resource record set, you don't pay for Amazon Route 53 queries.
In addition, you can create an alias resource record set for a domain name at the zone apex (ex-
ample.com), which DNS doesn't allow for CNAMESs. For more information, go to Routing Queries to
an Amazon CloudFront Distribution in the Amazon Route 53 Developer Guide.

Important

If you already have an existing CNAME record for your domain name, update that resource
record set or replace it with a new one that points to the CloudFront domain name for your
distribution.

In addition, confirm that your CNAME resource record set points to your distribution's domain
name and not to one of your origin servers.
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5. Using dig or a similar tool, confirm that the CNAME resource record set that you created in Step 4
points to the domain name for your distribution. For more information about dig, go to http://
www.kloth.net/services/dig.php.

The following example shows a dig request on the images.example.com domain, as well as the rel-
evant part of the response.

[pronpt] > di g i mages. exanpl e. com

; <<> DiG 9.3.3rc2 <<> inmges. exanpl e. com

;7 global options: printcnd

7, CGot answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15917

;; flags: qr rd ra; QUERY: 1, ANSVER 9, AUTHORI TY: 2, ADDI TIONAL: O

; QUESTI ON SECTI ON:
i mages. exanpl e. com I'N A

;» ANSWER SECTI ON:
i mages. exanpl e.com 10800 IN CNAME dl1l1111labcdef8. cloudfront. net.

The line in the Answer Section shows a CNAME resource record set that routes queries for images.ex-
ample.com to the CloudFront distribution domain name d111111abcdef8.cloudfront.net. The CNAME
resource record set is configured correctly if the name on the right side of CNAME is the domain name
for your CloudFront distribution. If that is any other value, for example, the domain name for your
Amazon S3 bucket, then the CNAME resource record set is configured incorrectly. In that case, go
back to Step 4 and correct the CNAME record to point to the domain name for your distribution.

6. Test the alternate domain name by creating some test links that use your domain name in the URL
instead of the CloudFront domain name for your distribution.

7. Inyour application, change the links for your objects to use your alternate domain name instead of
the domain name of your CloudFront distribution.

Choosing the Price Class for a CloudFront Dis-
tribution

CloudFront has edge locations all over the world. Our cost for each edge location varies and, as a result,
the price that we charge you varies depending on the edge location from which CloudFront serves your
requests.

CloudFront edge locations are grouped into geographic regions, and we've grouped regions into price
classes. The default price class includes all regions. Another price class includes most regions (the United
States; Europe; Hong Kong, Korea, and Singapore; Japan; and India regions) but excludes the most-
expensive regions. A third price class includes only the least-expensive regions (the United States and
Europe regions).

By default, CloudFront responds to requests for your objects based only on performance: objects are
served from the edge location for which latency is lowest for that viewer. If you're willing to accept higher
latency for your viewers in some geographic regions in return for lower cost, you can choose a price class
that doesn't include all CloudFront regions. Although CloudFront will serve your objects only from the
edge locations in that price class, it still serves content from the edge location that has the lowest latency
among the edge locations in your selected price class. However, some of your viewers, especially those
in geographic regions that are not in your price class, may see higher latency than if your content were
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being served from all CloudFront edge locations. For example, if you choose the price class that includes
only the United States and Europe, viewers in Australia and in Asia may experience higher latency than
if you choose the price class that includes Australia and Asia.

If you choose a price class that does not include all edge locations, CloudFront may still occasionally

serve requests for your content from an edge location in a region that is not included in your price class.
When this happens, you are not charged the rate for the more expensive region from which your objects
were served. Instead, you're charged the rate for the least-expensive region in your selected price class.

You can choose a price class when you create a CloudFront distribution, or you can update an existing
distribution using the CloudFront console or the CloudFront API. To find the applicable topic about creating
or updating a web or an RTMP distribution using the CloudFront console or API, see Working with Distri-
butions (p. 25).

For more information about CloudFront pricing and price classes, go to Amazon CloudFront Pricing.

Using CloudFront with Amazon S3

If you currently distribute content from your Amazon S3 bucket using a CNAME, you can migrate to
CloudFront with no disruption by using the following process.

If your objects are stored in Amazon S3, you can either have your users get your objects directly from
your Amazon S3 bucket, or you can configure CloudFront to get your objects from Amazon S3 and have
your users get your objects from CloudFront.

If your users access your objects frequently, you can lower the cost of delivering your objects by adding
CloudFront because, at higher usage, the price for CloudFront data transfer is lower than the price for
Amazon S3 data transfer. In addition, downloads are faster with CloudFront than with Amazon S3 alone
because your objects are stored closer to your users.

Note

If you want CloudFront to respect Amazon S3 cross-origin resource sharing settings, configure
CloudFront to forward the Or i gi n header to Amazon S3. For more information, see Configuring
CloudFront to Cache Objects Based on Request Headers (p. 78).

If you currently distribute content directly from your Amazon S3 bucket using your own domain name
(such as example.com) instead of the domain name of your Amazon S3 bucket (such as MyAWSBuck-
et.s3.amazonaws.com), you can add CloudFront with no disruption by using the following process.

Process for Adding CloudFront When You're Already Distributing Your Content from
Amazon S3

1. Create a CloudFront distribution using the process described in the applicable topic:

e Task List for Creating a Web Distribution (p. 36)
e Task List for Streaming Media Files Using RTMP (p. 62)

When you create the distribution, specify the name of your Amazon S3 bucket as the origin server.

Important

For your bucket to work with CloudFront, the name must conform to DNS naming require-
ments. For more information, go to Bucket Restrictions and Limitations in the Amazon Simple
Storage Service Developer Guide.

If you're using a CNAME with Amazon S3, specify the CNAME for your distribution, too.
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2. Create a test web page that contains links to publicly readable objects in your Amazon S3 bucket,
and test the links. For this initial test, use the CloudFront domain name of your distribution in the
object URLs, for example, htt p: // d111111abcdef 8. cl oudf ront . net/i nages/ i nage. j pg.

For more information about format of CloudFront URLS, see Format of URLs for CloudFront Ob-
jects (p. 72).

3. Ifyou're using Amazon S3 CNAMES, your application uses your domain name (for example, ex-
ample.com) to reference the objects in your Amazon S3 bucket instead of using the name of your
bucket (for example, myawsbucket.s3.amazonaws.com). To continue using your domain name to
reference objects instead of using the CloudFront domain name for your distribution (for example,
d111111abcdef8.cloudfront.net), you need to update your settings with your DNS service provider.

For Amazon S3 CNAMESs to work, your DNS service provider has a CNAME resource record set for
your domain that currently routes end-user queries for the domain to your Amazon S3 bucket. When
someone requests the object:

http://exanpl e. conli nages/i nage. j pg
the request is automatically rerouted, and the object they see is:
http:// myawsbucket . s3. amazonaws. com i mages/ i mage. j pg

To route queries to your CloudFront distribution instead of your Amazon S3 bucket, you need to use
the method provided by your DNS service provider to update the CNAME resource record set for
your domain. This updated CNAME record will start to redirect DNS queries from your domain to the
CloudFront domain name for your distribution. For more information, see the documentation provided
by your DNS service provider.

Note

If you're using Amazon Route 53 as your DNS service, you can use either a CNAME resource
record set or an alias resource record set. For information about editing resource record
sets, see Editing Resource Record Sets. For information about alias resource record sets,
see Choosing Between Alias and Non-Alias Resource Record Sets. Both topics are in the
Amazon Route 53 Developer Guide.

For more information about using CNAMESs with CloudFront, see Using Alternate Domain Names
(CNAMES) (p. 29).

After you update the CNAME resource record set, it can take up to 72 hours for the change to
propagate throughout the DNS system, although it usually happens faster. During this time, some
requests for your content will continue to be routed to your Amazon S3 bucket, and others will be
routed to CloudFront.

Changes to the CloudFront API

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to the format
of the XML document that you include in the request body when you create or update a web distribution
or an RTMP distribution, and when you invalidate objects. With previous versions of the API, we discovered
that it was too easy to accidentally delete one or more values for an element that accepts multiple values,
for example, CNAMESs and trusted signers. Our changes for the 2012-05-05 release are intended to
prevent these accidental deletions and to notify you when there's a mismatch between the number of
values you say you're specifying in the Quant i t y element and the number of values you're actually

specifying.

Note the following about using the 2012-05-05 API version or later with web and RTMP distributions that
were created using earlier API versions:
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You cannot use versions of the API earlier than 2012-05-05 to update a web distribution that was created
or updated using the 2012-05-05 or later CloudFront API.

You can use the new API version to get a list of distributions, get information about a distribution, or
get distribution configuration. CloudFront returns an XML document in the new XML format.

To update a distribution that was created using an earlier API version, use the 2012-05-05 or later
version of GET Distribution or GET Streaming Distribution to get an XML document in the new XML
format, change the data as applicable, and use the 2012-05-05 or later version of PUT Distribution
Config or PUT Streaming Distribution Config to submit the changes to CloudFront.

You can use the new API to delete a distribution that was created using an earlier API version. The
distribution must already be disabled.
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Working with Web Distributions

Topics

Task List for Creating a Web Distribution (p. 36)

Creating a Web Distribution Using the CloudFront Console (p. 37)

Testing Your Web Distribution (p. 38)

Using Amazon S3 Origins and Custom Origins for Web Distributions (p. 39)

Values that You Specify When You Create or Update a Web Distribution (p. 40)

Values that CloudFront Displays in the Console When You Create or Update a Web Distribution (p. 55)
Requirements and Recommendations for Using Amazon EC2 and Other Custom Origins (p. 56)
Restricting the Geographic Distribution of Your Content (p. 56)

Configuring On-Demand Smooth Streaming (p. 57)

Configuring On-Demand Progressive Downloads (p. 58)

Configuring On-Demand Apple HTTP Live Streaming (HLS) (p. 59)

This section describes how you configure and manage CloudFront web distributions. For a basic explan-
ation of distributions, see Working with Distributions (p. 25). For information about CloudFront RTMP
distributions, see Working with RTMP Distributions (p. 60).

Task List for Creating a Web Distribution

The following task list summarizes the process for creating a web distribution.

To Create a Web Distribution

1.

Create one or more Amazon S3 buckets or configure HTTP servers as your origin servers. An origin
is the location where you store the original version of your web content. When CloudFront gets a
request for your files, it goes to the origin to get the files that it distributes at edge locations. You can
use any combination of up to 10 Amazon S3 buckets and HTTP servers as your origin servers.

If you're using Amazon S3, note that the name of your bucket must be all lowercase and cannot
contain spaces.

If you're using an Amazon EC2 server or another custom origin, review Requirements and Recom-
mendations for Using Amazon EC2 and Other Custom Origins (p. 56).
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2. Upload your content to your origin servers. If you don't want to restrict access to your content using
CloudFront signed URLs, make the objects publicly readable.

Caution

You are responsible for ensuring the security of your origin server. You must ensure that
CloudFront has permission to access the server and that the security settings are appropriate
to safeguard your content.

3. Create your CloudFront web distribution:

« For more information about creating a web distribution using the CloudFront console, see Creating
a Web Distribution Using the CloudFront Console (p. 37).

 For information about creating a web distribution using the CloudFront API, go to POST Distribution
in the Amazon CloudFront API Reference.

4. Optional: If you created your distribution using the CloudFront console, create more cache behaviors
or origins for your distribution. For more information, see To List, View, and Update CloudFront Dis-
tributions Using the CloudFront Console (p. 27).

5. Test your web distribution. For more information, see Testing Your Web Distribution (p. 38).

6. Develop your website or application to access your content using the domain name that CloudFront
returned after you created your distribution in Step 3. For example, if CloudFront returns
d111111abcdef8.cloudfront.net as the domain name for your distribution, the URL for the file i m
age. j pg in an Amazon S3 bucket or in the root directory on an HTTP server will be ht -
tp://dl11111abcdef 8. cl oudfront. net/i mage. j pg.

If you specified one or more alternate domain names (CNAMES) when you created your distribution,
you can use your own domain name. In that case, the URL for i nage. j pg mightbe ht t p: / / www. ex-
anpl e. con i mage. j pg.

Note the following:

« If you want to use signed URLS to restrict access to your content, see Serving Private Content
through CloudFront (p. 118).
« If you want to serve compressed content, see Serving Compressed Files (p. 98).

 For information about CloudFront request and response behavior for Amazon S3 and custom origins,
see Request and Response Behavior (p. 101).

Creating a Web Distribution Using the Cloud-
Front Console

The following procedure explains how to create a web distribution using the CloudFront console. If you
want to create a web distribution using the CloudFront API, go to POST Distribution in the Amazon
CloudFront API Reference.

For the current limit on the number of web distributions that you can create for each AWS account, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.
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To create a CloudFront web distribution using the CloudFront console

1.

Sign in to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

Click Create Distribution.

On the first page of the Create Distribution Wizard, accept the default selection, Web, and click
Continue.

Specify settings for the distribution. For more information, see Values that You Specify When You
Create or Update a Web Distribution (p. 40).

Click Create Distribution.

After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. If you chose to enable the distribution, it will then be ready
to process requests. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. (It
also appears on the General tab for a selected distribution.)

When your distribution is deployed, confirm that you can access your content using your new CloudFront
URL or CNAME. For more information, see Testing Your Web Distribution (p. 38).

Testing Your Web Distribution

After you've created your distribution, CloudFront knows where your origin server is, and you know the
domain name associated with the distribution. You can create links to your objects using the CloudFront
domain name, and CloudFront will serve the objects to your web page or application.

Note
You must wait until the status of the distribution changes to Deployed before you can test your
links.

To create links to objects in a web distribution

1.

Copy the following HTML code into a new file, replace domai n- nanme with your distribution's domain
name, and replace obj ect - nane with the name of your object.

<htm >

<head>My C oudFront Test </ head>

<body>

<p>My text content goes here. </p>

<p><ing src="http://donmi n-nane/ obj ect-nane" alt="ny test inmage"
</ body>

</htm >

For example, if your domain name were d111111abcdef 8. cl oudf r ont . net and your object were
i mage. j pg, the URL for the link would be:

http://d111111abcdef 8. cl oudfront. net/i mage. j pg.

If your object is in a folder on your origin server, then the folder must also be included in the URL.
For example, if image.jpg were located in the images folder on your origin server, then the URL would
be:

http://d111111abcdef 8. cl oudfront. net/i nages/i nage. j pg
Save the HTML code in a file that has a .html filename extension.
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3. Open your web page in a browser to ensure that you can see your object.

The browser returns your page with the embedded image file, served from the edge location that CloudFront
determined was appropriate to serve the object.

Using Amazon S3 Origins and Custom Origins
for Web Distributions

When you create a web distribution, you specify where CloudFront sends requests for the files that it
distributes to edge locations. CloudFront supports using Amazon S3 buckets and HTTP servers (for ex-
ample, web servers) as origins.

Using Amazon S3 Buckets for Your Origin

When you use Amazon S3 as an origin for your distribution, you place any objects that you want CloudFront
to deliver in an Amazon S3 bucket. You can use any method that is supported by Amazon S3 to get your
objects into Amazon S3, for example, the Amazon S3 console or API, or a third-party tool. You can create
a hierarchy in your bucket to store the objects, just as you would with any other Amazon S3 bucket.

Using an existing Amazon S3 bucket as your CloudFront origin server doesn't change the bucket in any
way; you can still use it as you normally would to store and access Amazon S3 objects at the standard
Amazon S3 price. You incur regular Amazon S3 charges for storing the objects in the bucket. For more
information about the charges to use CloudFront, see CloudFront Billing and Usage Reports (p. 7).

Important

For your bucket to work with CloudFront, the name must conform to DNS naming requirements.
For more information, go to Bucket Restrictions and Limitations in the Amazon Simple Storage
Service Developer Guide.

When you specify the Amazon S3 bucket that you want CloudFront to get objects from, how you specify
the bucket name depends on whether you have configured the bucket as a website endpoint:

The bucket is not configured as a website endpoint
In general, use the following format:

bucket - nane. s3. anazonaws. com

If your bucket is in the US Standard region and you want Amazon S3 to route requests to a facility
in Northern Virginia, use the following format:

bucket - nane. s3-ext ernal - 1. amazonaws. com

When you specify the bucket name in this format, you can use the following CloudFront features:

¢ Configure CloudFront to communicate with your Amazon S3 bucket using SSL. For more information,
see Using an HTTPS Connection to Access Your Objects (p. 168).

« Use an origin access identity to require that your users access your content using CloudFront
URLSs, not by using Amazon S3 URLs. For more information, see Using an Origin Access Identity
to Restrict Access to Your Amazon S3 Content (p. 123).

¢ Update the content of your bucket by submitting POST and PUT requests to CloudFront. For more
information, see HTTP Methods (p. 103) in the topic How CloudFront Processes and Forwards
Requests to Your Amazon S3 Origin Server (p. 101).

The bucket is configured as a website endpoint

Enter the Amazon S3 static website hosting endpoint for your bucket. This value appears in the
Amazon S3 console, on the Properties page under Static Website Hosting.
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When you specify the bucket name in this format, you can use Amazon S3 redirects and Amazon
S3 custom error documents. (CloudFront also provides custom error pages. For more information,
see Customizing Error Responses (p. 92).) For more information about Amazon S3 features, see
the Amazon S3 documentation.

Do not specify the bucket using the following formats:

¢ The Amazon S3 path style, s3. amazonaws. coni bucket - nane
¢ The Amazon S3 CNAME, if any

Using Amazon EC2 or Other Custom Origins

A custom origin is an HTTP server, for example, a web server. The HTTP server can be an Amazon EC2
instance or an HTTP server that you manage privately. When you use a custom origin, you specify the
DNS name of the server, along with the HTTP and HTTPS ports and the protocol that you want CloudFront
to use when fetching objects from your origin.

Most CloudFront features are supported when you use a custom origin with the following exceptions:

« RTMP distributions—Not supported.

¢ Private content—Although you can use a signed URL to distribute content from a custom origin, for
CloudFront to access the custom origin, the origin must remain publicly accessible. For more information,
see Serving Private Content through CloudFront (p. 118).

For information about requirements and recommendations when using custom origins, see Requirements
and Recommendations for Using Amazon EC2 and Other Custom Origins (p. 56).

Values that You Specify When You Create or
Update a Web Distribution

When you create a new web distribution or update an existing distribution, you specify the following values.
For information about creating or updating a web distribution using the CloudFront console, see the ap-
plicable topic:

¢ Working with Web Distributions (p. 36)
« Listing, Viewing, and Updating CloudFront Distributions (p. 27)

Delivery Method (p. 42)
Origin Settings (p. 42)

¢ Origin Domain Name (p. 42)

¢ Origin ID (p. 43)

¢ Restrict Bucket Access (Amazon S3 Only) (p. 43)

¢ Origin Access Identity (Amazon S3 Only) (p. 43)

« Comment for New Identity (Amazon S3 Only) (p. 43)

¢ Your Identities (Amazon S3 Only) (p. 43)

¢ Grant Read Permissions on Bucket (Amazon S3 Only) (p. 43)

e HTTP Port (Amazon EC2 and Other Custom Origins Only) (p. 44)

APl Version 2014-05-31
40


http://aws.amazon.com/documentation/s3/

Amazon CloudFront Developer Guide
Values that You Specify When You Create or Update a
Web Distribution

e« HTTPS Port (Amazon EC2 and Other Custom Origins Only) (p. 44)

¢ Origin Protocol Policy (Amazon EC2, Amazon S3 Buckets Configured as Website Endpoints, and
Other Custom Origins Only) (p. 44)

Cache Behavior Settings (p. 44)

e Path Pattern (p. 45)

¢ Origin (Existing Distributions Only) (p. 47)

« Viewer Protocol Policy (p. 47)

¢ Allowed HTTP Methods (p. 47)

¢ Forward Headers (p. 47)

¢ Whitelist Headers (p. 48)

¢ Object Caching (p. 48)

e Minimum TTL (p. 48)

¢ Forward Cookies (Amazon EC2 and Other Custom Origins Only) (p. 48)
¢ Whitelist Cookies (Amazon EC2 and Other Custom Origins Only) (p. 49)
¢ Forward Query Strings (p. 49)

¢ Smooth Streaming (p. 49)

¢ Restrict Viewer Access (Use Signed URLS) (p. 49)

e Trusted Signers (p. 49)

¢ AWS Account Numbers (p. 50)

Distribution Details (p. 50)

¢ Price Class (p. 50)

¢ Alternate Domain Names (CNAMES) (p. 50)
e SSL Certificate (p. 51)

¢ Clients Supported (p. 51)
¢ Default Root Object (p. 52)
¢ Logging (p. 52)

¢ Bucket for Logs (p. 52)

¢ Log Prefix (p. 52)

¢ Cookie Logging (p. 52)

e« Comment (p. 53)

¢ Distribution State (p. 53)

Custom Error Pages and Error Caching (p. 53)

¢ Error Code (p. 53)

* Response Page Path (p. 53)

¢ Response Code (p. 54)

¢ Error Caching Minimum TTL (p. 54)

Restrictions (p. 54)

¢ Enable Geo Restriction (p. 54)
¢ Restriction Type (p. 54)
¢ Countries (p. 54)
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Delivery Method

You specify the delivery method when you create a distribution. For a web distribution, this value is always
Web. You can't change the delivery method for an existing distribution.

Origin Settings

When you create or update a distribution, you provide information about one or more locations—known
as origins—where you store the original versions of your web content. CloudFront gets your web content
from your origins and serves it to viewers via a world-wide network of edge servers. Each origin is either
an Amazon S3 bucket or an HTTP server, for example, a web server.

For the current limit on the number of origins that you can create for a distribution, see Amazon CloudFront
Limits in the Amazon Web Services General Reference. To request a higher limit, go to https://
aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincreaseType=cloudfront-
distributions.

If you want to delete an origin, you must first edit or delete the cache behaviors that are associated with
that origin.

Caution

If you delete an origin, confirm that files that were previously served by that origin are available
in another origin and that your cache behaviors are now routing requests for those files to the
new origin.

When you create or update a distribution, you specify the following values for each origin.

Origin Domain Name

The DNS domain name of the Amazon S3 bucket or HTTP server from which you want CloudFront to
get objects for this origin, for example, nyawsbucket . s3. amazonaws. comor ww. exanpl e. com

If your origin is an HTTP server, type the domain name of the resource. The files must be publicly readable.

If your origin is an Amazon S3 bucket, in the CloudFront console, click in the Origin Domain Name field,
and a list enumerates the Amazon S3 buckets that are associated with the current AWS account. Note
the following:

« If the bucket is configured as a website, enter the Amazon S3 static website hosting endpoint for your
bucket; do not select the bucket name from the list in the Origin Domain Name field. The static website
hosting endpoint appears in the Amazon S3 console, on the Properties page under Static Website
Hosting.

 If you're using a bucket from a different AWS account and if the bucket is not configured as a website,
type the name in the following format:

bucket - nane. s3. amazonaws. com

If your bucket is in the US Standard region and you want Amazon S3 to route requests to a facility in
Northern Virginia, use the following format:

bucket - nanme. s3-ext ernal - 1. amazonaws. com

¢ The files must be publicly readable unless you secure your content in Amazon S3 by using a CloudFront
origin access identity. For more information, see Using an Origin Access ldentity to Restrict Access to
Your Amazon S3 Content (p. 123).
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Important

If the origin is an Amazon S3 bucket, the bucket name must conform to DNS naming requirements.
For more information, go to Bucket Restrictions and Limitations in the Amazon Simple Storage
Service Developer Guide.

When you change the value of Origin Domain Name for an origin, CloudFront immediately begins rep-
licating the change to CloudFront edge locations. Until the distribution configuration is updated in a given
edge location, CloudFront will continue to forward requests to the previous HTTP server or Amazon S3
bucket. As soon as the distribution configuration is updated in that edge location, CloudFront begins to
forward requests to the new HTTP server or Amazon S3 bucket.

Changing the origin does not require CloudFront to repopulate edge caches with objects from the new
origin. As long as the viewer requests in your application have not changed, CloudFront will continue to
serve objects that are already in an edge cache until the TTL on each object expires or until seldom-re-
guested objects are evicted.

Origin ID
A string that uniquely distinguishes this origin from other origins in this distribution. If you create cache
behaviors in addition to the default cache behavior, you use the origin ID that you specify here to identify

the origin to which you want CloudFront to route a request when the request matches the path pattern
for that cache behavior. For more information, see Cache Behavior Settings (p. 44).

Restrict Bucket Access (Amazon S3 Only)

Click Yes if you want to require end users to access objects in an Amazon S3 bucket by using only
CloudFront URLSs, not by using Amazon S3 URLs. Then specify the applicable values.

Click No if you want end users to be able to access objects using either CloudFront URLs or Amazon S3
URLSs.

For more information, see Using an Origin Access ldentity to Restrict Access to Your Amazon S3 Con-
tent (p. 123).

Origin Access ldentity (Amazon S3 Only)
If you chose Yes for Restrict Bucket Access, choose whether to create a new origin access identity or
use an existing one that is associated with your AWS account. If you already have an origin access

identity, we recommend that you reuse it to simplify maintenance. For more information about origin access
identities, see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Content (p. 123).

Comment for New ldentity (Amazon S3 Only)

If you chose Create a New Identity for Origin Access ldentity, enter a comment that identifies the new
origin access identity. CloudFront will create the origin access identity when you create this distribution.

Your Identities (Amazon S3 Only)

If you chose Use an Existing Identity for Origin Access Identity, choose the origin access identity that
you want to use. You cannot use an origin access identity that is associated with another AWS account.

Grant Read Permissions on Bucket (Amazon S3 Only)

If you want CloudFront to automatically grant the origin access identity the permission to read objects in
your Amazon S3 bucket, click Yes, Update Bucket Policy.
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Important

If you click Yes, Update Bucket Policy, CloudFront updates the bucket policy to grant the
specified origin access identity the permission to read objects in your bucket. However, CloudFront
does not remove existing permissions in the bucket policy or permissions on individual objects.
If users currently have permission to access the objects in your bucket using Amazon S3 URLs,
they will still have that permission after CloudFront updates your bucket policy. To view or change
the existing bucket policy and the existing permissions on the objects in your bucket, use a
method provided by Amazon S3. For more information, see Granting the Origin Access |dentity
Permission to Read Objects in Your Amazon S3 Bucket (p. 125).

If you want to update permissions manually, for example, if you want to update ACLs on your objects in-
stead of updating bucket permissions, click No, | will Update Permissions.

Origin Protocol Policy (Amazon EC2, Amazon S3 Buckets
Configured as Website Endpoints, and Other Custom Origins
Only)

The protocol policy that you want CloudFront to use when fetching objects from your origin server. Choose
the applicable value:

¢ HTTP Only: CloudFront only uses HTTP to access the origin.

Important
If your Amazon S3 bucket is configured as a website endpoint, you must specify HTTP Only.
Amazon S3 doesn't support HTTPS connections in that configuration.

¢ Match Viewer: CloudFront fetches objects from your origin using HTTP or HTTPS, depending on the
protocol of the viewer request. CloudFront caches the object only once even if viewers make requests
using both HTTP and HTTPS protocols.

Important

For HTTPS viewer requests that CloudFront forwards to this origin, one of the domain names
in the SSL certificate on your origin server must match the domain name that you specify for
Origin Domain Name. Otherwise, CloudFront responds to the viewer requests with an HTTP
status code 502 (bad gateway) instead of the requested object. For more information, see
How to Require HTTPS for Communication between Viewers, CloudFront, and Your Ori-

gin (p. 169).

HTTP Port (Amazon EC2 and Other Custom Origins Only)

Optional. The HTTP port that the custom origin listens on. Valid values include ports 80, 443, and 1024
to 65535. The default value is port 80.

HTTPS Port (Amazon EC2 and Other Custom Origins Only)

Optional. The HTTPS port that the custom origin listens on. Valid values include ports 80, 443, and 1024
to 65535. The default value is port 443.

Cache Behavior Settings

A cache behavior lets you configure a variety of CloudFront functionality for a given URL path pattern for
files on your website. For example, one cache behavior might apply to all . j pg files in the i mages directory
on a web server that you're using as an origin server for CloudFront. The functionality you can configure
for each cache behavior includes:

¢ The path pattern.
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* If you have configured multiple origins for your CloudFront distribution, which origin you want CloudFront
to forward your requests to.

¢ Whether to forward query strings to your origin.
» Whether accessing the specified files requires signed URLSs.
* Whether to require end users to use HTTPS to access those files.

* The minimum amount of time that those files stay in the CloudFront cache regardless of the value of
any Cache- Cont r ol headers that your origin adds to the files.

When you create a new distribution, you specify settings for the default cache behavior, which automat-
ically forwards all requests to the origin that you specify when you create the distribution. After you create
a distribution, you can create additional cache behaviors that define how CloudFront responds when it
receives a request for objects that match a path pattern, for example, *. j pg. If you create additional
cache behaviors, the default cache behavior is always the last to be processed. Other cache behaviors
are processed in the order in which they're listed in the CloudFront console or, if you're using the CloudFront
API, the order in which they're listed in the Di st ri buti onConf i g element for the distribution. For more
information, see Path Pattern (p. 45).

When you create a cache behavior, you specify the one origin from which you want CloudFront to get
objects. As a result, if you want CloudFront to distribute objects from all of your origins, you must have
at least as many cache behaviors (including the default cache behavior) as you have origins. For example,
if you have two origins and only the default cache behavior, the default cache behavior will cause
CloudFront to get objects from one of the origins, but the other origin will never be used.

For the current limit on the number of cache behaviors that you can add to a distribution, see Amazon
CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit, go to https://
aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincreaseType=cloudfront-
distributions.

Path Pattern

A path pattern (for example, / i mages/ *. j pg) specifies which requests you want this cache behavior to
apply to. When CloudFront receives an end-user request, the requested path is compared with path
patterns in the order in which cache behaviors are listed in the distribution. The first match determines
which cache behavior is applied to that request. For example, suppose you have three cache behaviors
with the following three path patterns, in this order:

e /images/*.jpg
e /images/*
o [*. gif

Arequest for the file / i mages/ sanpl e. gi f doesn't satisfy the first path pattern, so the associated cache
behaviors are not be applied to the request. The file does satisfy the second path pattern, so the cache
behaviors associated with the second path pattern are applied even though the request also matches
the third path pattern.

Note

When you create a new distribution, the value of Path Pattern for the default cache behavior is
set to * (all files) and cannot be changed. This value causes CloudFront to forward all requests
for your objects to the origin that you specified in the Origin Domain Name (p. 42) field. If the
request for an object does not match the path pattern for any of the other cache behaviors,
CloudFront applies the behavior that you specify in the default cache behavior.

Caution

Define path patterns and their sequence carefully or you may give end users undesired access
to your content. For example, suppose a request matches the path pattern for two cache beha-
viors. The first cache behavior does not require signed URLs and the second cache behavior
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does require signed URLs. End users will be able to access the objects without using a signed
URL because CloudFront processes the cache behavior associated with the first match.

The path you specify applies to requests for all files in the specified directory and in subdirectories below
the specified directory. CloudFront does not consider query strings or cookies when evaluating the path
pattern. For example, if an / i mages directory contains pr oduct 1 and pr oduct 2 subdirectories, the
path pattern /i nages/ *. j pg applies to requests for any .jpg file in the / i mages, / i mages/ pr oduct 1,
and / i mages/ pr oduct 2 directories. If you want to apply a different cache behavior to the files in the
/i mages/ pr oduct 1 directory than the filesinthe / i mages and/ i nages/ pr oduct 2 directories, create
a separate cache behavior for / i mages/ pr oduct 1 and move that cache behavior to a position above
(before) the cache behavior for the / i mages directory.

You can use the following wildcard characters in your path pattern:

* * matches 0 or more characters.
« ? matches exactly 1 character.

The following examples show how the wildcard characters work:

Path pattern Files that match the path pattern

/*.]pg All .jpg files

/images/ *.jpg | All.jpgfilesinthe /i mages directory and in subdirectories under the / i mages
directory

/a*.jpg « All .jpg files for which the filename begins with a, for example, appl e. j pg and

appal achian_trail _2012_05_21.j pg

« All .jpg files for which the file path begins with a, for example,
/ abr a/ cadabr a/ magi c. j pg.

[ a??.jpg All .jpg files for which the filename begins with a and is followed by exactly two
other characters, for example, ant . j pg and abe. j pg

/*. doc* All files for which the filename extension begins with . doc, for example, . doc,
. docx, and . docmfiles. You can't use the path pattern *. doc? in this case,
because that path pattern wouldn't apply to requests for . doc files; the ? wildcard
character replaces exactly one character.

The maximum length of a path pattern is 255 characters. The value can contain any of the following
characters:

e A-Z a-z

Path patterns are case sensitive, so the path pattern / *. j pg doesn't apply to the file / LOGO. JPG
* 09
e - *$/~"@:+

* &, passed and returned as &anp;
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Origin (Existing Distributions Only)

Enter the value of Origin ID for an existing origin. This identifies the origin that you want CloudFront to
route requests to when a request (such as http://example.com/logo.jpg) matches the path pattern for a
cache behavior (such as *.jpg) or for the default cache behavior (*).

Viewer Protocol Policy

Choose the protocol policy that you want viewers to use to access your content in CloudFront edge loca-
tions:

¢« HTTP and HTTPS: Viewers can use both protocols.

¢ Redirect HTTP to HTTPS: Viewers can use both protocols, but HTTP requests are automatically redir-
ected to HTTPS requests.

¢« HTTPS Only: Viewers can only access your content if they're using HTTPS.

For more information, see Using an HTTPS Connection to Access Your Objects (p. 168).

Allowed HTTP Methods

Specify which HTTP methods you want CloudFront to process and forward to your origin:

» GET, HEAD: You can only use CloudFront to get objects from your origin or to get object headers.

¢ GET, HEAD, PUT, POST, PATCH, DELETE, OPTIONS: You can use CloudFront to get, add, update,
and delete objects, and to get object headers. In addition, you can perform other POST operations
such as submitting data from a web form.

Note
CloudFront caches responses to GET and HEAD requests. CloudFront does not cache responses
to requests that use the other methods.

Caution

If you choose GET, HEAD, PUT, POST, PATCH, DELETE, OPTIONS, you may need to restrict
access to your Amazon S3 bucket or to your custom origin so users can't perform operations
that you don't want them to:

¢ If you're using Amazon S3 as an origin for your distribution: Create a CloudFront origin
access identity to restrict access to your Amazon S3 content, and grant the origin access
identity the applicable permissions. For example, if you configure CloudFront to accept and
forward these methods only because you want to use PUT, you must still configure Amazon
S3 bucket policies or ACLs to handle DELETE requests appropriately. For more information,
see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Content (p. 123).

¢ If you're using a custom origin: Configure your origin server to handle all methods. For ex-
ample, if you configure CloudFront to accept and forward these methods only because you
want to use POST, you must still configure your origin server to handle DELETE requests ap-
propriately.

Forward Headers

Specify whether you want CloudFront to forward request headers to your origin server and to cache objects
based on header values:

¢ All — CloudFront forwards all headers to your origin for a cache behavior.
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Important
If you configure CloudFront to forward all headers to your origin, CloudFront doesn't cache
the objects associated with this cache behavior. Instead, it sends every request to the origin.

« Whitelist — CloudFront forwards only the specified headers to the origin. Use Whitelist Headers to
choose the headers that you want CloudFront to forward.

¢ None (Improves Caching) — CloudFront forwards default headers to the origin, but it doesn't cache
your objects based on the header values.

If you're using an Amazon S3 bucket as your origin, note that Amazon S3 processes only the Ori gi n
header. It ignores all other headers in a request.

For more information about forwarding headers to the origin, see Configuring CloudFront to Cache Objects
Based on Request Headers (p. 78). For a list of HTTP headers and information about whether CloudFront
forwards the header to the origin by default, see HTTP Request Headers and CloudFront Behavior (p. 109).

Whitelist Headers

Specify the headers that you want CloudFront to consider when caching your objects. Select headers
from the list of available headers and click Add. To forward a custom header, enter the name of the
header in the field, and click Add Custom.

For the current limit on the number of headers that you can whitelist for each cache behavior, see Amazon
CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit, go to https://
aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincreaseType=cloudfront-
distributions.

Object Caching

If your origin server is adding a Cache- Cont r ol header to your objects to control how long the objects
stay in the CloudFront cache, choose Use Origin Cache Headers.

To specify a minimum time that your objects stay in the CloudFront cache regardless of Cache- Cont r ol
headers, choose Customize. Then, in the Minimum TTL field, specify the minimum number of seconds
that you want objects to stay in the CloudFront cache even if Cache- Cont r ol headers specify a lower
value.

Minimum TTL

Specify the minimum amount of time, in seconds, that you want objects to stay in CloudFront caches
before CloudFront queries your origin to see whether the object has been updated.

Important

If you configure CloudFront to forward all headers to your origin for a cache behavior, CloudFront
never caches the associated objects. Instead, CloudFront forwards all requests for those objects
to the origin. The value of Minimum TTL must be 0.

For more information, see Specifying How Long Objects Stay in a CloudFront Edge Cache (Expira-
tion) (p. 83).

Forward Cookies (Amazon EC2 and Other Custom Origins
Only)

Specify whether you want CloudFront to forward cookies to your origin server and, if so, which ones. If
you choose to forward only selected cookies (a whitelist of cookies), enter the cookie names in the
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Whitelist Cookies field. If you choose All, CloudFront forwards all cookies regardless of how many your
application uses.

Amazon S3 doesn't process cookies, and forwarding cookies to the origin reduces cacheability. For cache
behaviors that are forwarding requests to an Amazon S3 origin, choose None for Forward Cookies.

For more information about forwarding cookies to the origin, go to Configuring CloudFront to Cache Objects
Based on Cookies (p. 76).

Whitelist Cookies (Amazon EC2 and Other Custom Origins
Only)

If you chose Whitelist in the Forward Cookies list, in the Whitelist Cookies field, enter the names of
cookies that you want CloudFront to forward to your origin server for this cache behavior. Enter each
cookie hame on a new line.

For the current limit on the number of cookie names that you can whitelist for each cache behavior, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.

Forward Query Strings

If your origin server returns different versions of an object based on a query string in the URL, click Yes.
If your origin returns the same version of an object regardless of the query string, click No. This increases
the likelihood that CloudFront can serve a request from the cache, which improves performance and re-
duces the load on your origin. For more information about query strings, see Configuring CloudFront to
Cache Based on Query String Parameters (p. 75).

Smooth Streaming

Click Yes if you want to distribute media files in the Microsoft Smooth Streaming format using the origin
that is associated with this cache behavior. Otherwise, click No.

Note
If you specify Yes, you can still distribute other content using this cache behavior if the content
matches the value of Path Pattern.

For more information, see Configuring On-Demand Smooth Streaming (p. 57).

Restrict Viewer Access (Use Sighed URLS)

If you want requests for objects that match the Pat hPat t er n for this cache behavior to use public URLSs,
click No.

If you want requests for objects that match the Pat hPat t er n for this cache behavior to use signed URLS,
click Yes. Then specify the AWS accounts that you want to use to create signed URLSs; these accounts
are known as trusted signers.

For more information about trusted signers, see Specifying the AWS Accounts That Can Create Signed
URLs (Trusted Signers) (p. 128).

Trusted Signers

Choose which AWS accounts you want to use as trusted signers for this cache behavior:
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¢ Self: Use the account with which you're currently signed into the AWS Management Console as a
trusted signer. If you're currently signed in as an IAM user, the associated AWS account is added as
a trusted signer.

¢ Specify Accounts: Enter account numbers for trusted signers in the AWS Account Numbers field.

To create signed URLS, an AWS account must have at least one active CloudFront key pair.

Caution

If you're updating a distribution that you're already using to distribute content, add trusted signers
only when you're ready to start generating signed URLSs for your objects. After you add trusted
signers to a distribution, users must use signed URLSs to access the objects that match the

Pat hPat t er n for this cache behavior.

AWS Account Numbers

If you want to create signed URLs using AWS accounts in addition to or instead of the current account,
enter one AWS account number per line in this field. Note the following:

¢ The accounts that you specify must have at least one active CloudFront key pair. For more information,
see Creating CloudFront Key Pairs for Your Trusted Signers (p. 129).

¢ You can't create CloudFront key pairs for IAM users, so you can't use IAM users as trusted signers.

¢ For information about how to get the AWS account number for an account, see How Do | Get Security
Credentials? in the Amazon Web Services General Reference.

« If you enter the account number for the current account, CloudFront automatically checks the Self
checkbox and removes the account number from the AWS Account Numbers list.

Distribution Details

The following values apply to the entire distribution.

Price Class

Choose the price class that corresponds with the maximum price that you want to pay for CloudFront
service. By default, CloudFront serves your objects from edge locations in all CloudFront regions.

For more information about price classes and about how your choice of price class affects CloudFront
performance for your distribution, see Choosing the Price Class for a CloudFront Distribution (p. 32). For
information about CloudFront pricing, including how price classes map to CloudFront regions, go to
Amazon CloudFront Pricing.

Alternate Domain Names (CNAMES)

Optional. Specify one or more domain names that you want to use for URLSs for your objects instead of
the domain name that CloudFront assigns when you create your distribution. For example, if you want
the URL for the object:

/i mages/ i mage. j pg

to look like this:

http://ww. exanpl e. conl i mages/ i mage. j pg
instead of like this:

http://dl1111labcdef 8. cl oudfront. net/i mages/i mage. j pg
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add a CNAME for wwv. exanpl e. com

Important

If you add a CNAME for ww. exanpl e. comto your distribution, you also need to create (or
update) a CNAME record with your DNS service to route queries for ww. exanpl e. comto
dl11111labcdef 8. cl oudfront. net.You must have permission to create a CNAME record
with the DNS service provider for the domain. Typically, this means that you own the domain,
but you may also be developing an application for the domain owner.

For the current limit on the number of alternate domain names that you can add to a distribution, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.

For more information about alternate domain names, see Using Alternate Domain Names
(CNAMES) (p. 29). For more information about CloudFront URLS, see Format of URLs for CloudFront
Objects (p. 72).

SSL Certificate

If you want viewers to use HTTPS to access your objects, choose the applicable SSL certificate:

« Default CloudFront Certificate (*.cloudfront.net): If you want to use the CloudFront domain name
in the URLSs for your objects, suchas htt ps: //d111111abcdef 8. cl oudf ront. net/i magel. j pg,
choose this option. Also choose this option if you want viewers to use HTTP to access your objects.

« The name of a certificate in the IAM certificate store: If you want to use your own domain name in
the URLSs for your objects, such as htt ps:// exanpl e. con i nagel. j pg, choose the applicable
certificate that you previously uploaded to the IAM certificate store. For more information, see Using
Alternate Domain Names and HTTPS (p. 171).

If you choose this setting, we recommend that you use only an alternate domain name in your object

URLSs (https://example.com/logo.jpg). If you use your CloudFront distribution domain name (ht-

tps://d111111abcdef8.cloudfront.net/logo.jpg) and the viewer supports SNI, then CloudFront behaves

normally. However, a viewer that does not support SNI exhibits one of the following behaviors, depending

on the value of Clients Supported:

« All Clients: If the viewer doesn't support SNI, it displays a warning because the CloudFront domain
name doesn't match the domain name in your SSL certificate.

* Only Clients that Support Server Name Indication (SNI): CloudFront drops the connection with
the viewer without returning the object.

Clients Supported

If you specified one or more alternate domain names and you specified an SSL certificate in the IAM
certificate store, choose how you want CloudFront to serve HTTPS requests, either a method that works
for all clients or one that works for most clients:

¢ All Clients: Any client can access your content. However, you must request permission to use this
feature, and you incur additional monthly charges.

¢ Only Clients that Support Server Name Indication (SNI): All modern browsers can access your
content because they all support SNI. However, some browsers still in use don't support SNI. Users
with these browsers must access your content using some other method, for example, by getting your
objects directly from the origin.

For more information, see Using Alternate Domain Names and HTTPS (p. 171).
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Default Root Object

Optional. The object that you want CloudFront to request from your origin (for example, i ndex. ht m )
when a viewer requests the root URL of your distribution (ht t p: / / ww. exanpl e. com ) instead of an
object in your distribution (ht t p: / / ww. exanpl e. coml pr oduct - descri pti on. ht m ). Specifying a
default root object avoids exposing the contents of your distribution.

The maximum length of the name is 255 characters. The name can contain any of the following characters:

e A-Z az
¢ 0-9
. _ *$/___u|

¢ &, passed and returned as &anp;

When you specify the default root object, enter only the object name, for example, i ndex. ht ni . Do not
add a/ before the object name.

For more information, see Specifying a Default Root Object (Web Distributions Only) (p. 96).

Logging

Whether you want CloudFront to log information about each request for an object and store the log files
in an Amazon S3 bucket. You can enable or disable logging at any time. There is no extra charge if you
enable logging, but you accrue the usual Amazon S3 charges for storing and accessing the files in an
Amazon S3 bucket. You can delete the logs at any time. For more information about CloudFront access
logs, see Access Logs (p. 182).

Bucket for Logs

If you chose On for Logging, the Amazon S3 bucket that you want CloudFront to store access logs in,
for example, myaws| ogbucket . s3. amazonaws. com If you enable logging, CloudFront records inform-
ation about each end-user request for an object and stores the files in the specified Amazon S3 bucket.
You can enable or disable logging at any time. For more information about CloudFront access logs, see
Access Logs (p. 182).

Log Prefix

Optional. If you chose On for Logging, specify the string, if any, that you want CloudFront to prefix to
the access log filenames for this distribution, for example, exanpl epr ef i x/ . The trailing slash (/) is
optional but recommended to simplify browsing your log files. For more information about CloudFront
access logs, see Access Logs (p. 182).

Cookie Logging

If you want CloudFront to include cookies in access logs, choose On. If you choose to include cookies
in logs, CloudFront logs all cookies regardless of how you configure the cache behaviors for this distribution:
forward all cookies, forward no cookies, or forward a specified list of cookies to the origin.

Amazon S3 doesn't process cookies, so unless your distribution also includes an Amazon EC2 or other
custom origin, we recommend that you choose Off for the value of Cookie Logging.

For more information about cookies, go to Configuring CloudFront to Cache Objects Based on Cook-
ies (p. 76).
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Comment

Optional. When you create a distribution, you can include a comment of up to 128 characters. You can
update the comment at any time.

Distribution State

Indicates whether you want the distribution to be enabled or disabled once it's deployed:

« Enabled means that as soon as the distribution is fully deployed you can deploy links that use the dis-
tribution's domain name and end users can retrieve content. Whenever a distribution is enabled,
CloudFront accepts and handles any end-user requests for content that use the domain name associated
with that distribution.

When you create, modify, or delete a CloudFront distribution, it takes time for your changes to
propagate to the CloudFront database. An immediate request for information about a distribution might
not show the change. Propagation usually completes within minutes, but a high system load or network
partition might increase this time.

« Disabled means that even though the distribution might be deployed and ready to use, end users can't
use it. Whenever a distribution is disabled, CloudFront doesn't accept any end-user requests that use
the domain name associated with that distribution. Until you switch the distribution from disabled to
enabled (by updating the distribution's configuration), no one can use it.

You can toggle a distribution between disabled and enabled as often as you want. Follow the process
for updating a distribution's configuration. For more information, see Listing, Viewing, and Updating
CloudFront Distributions (p. 27).

Custom Error Pages and Error Caching

You can have CloudFront return an object to the viewer (for example, an HTML file) when your Amazon
S3 or custom origin returns an HTTP 4xx or 5xx status code to CloudFront. You can also specify how
long an error response from your origin or a custom error page is cached in CloudFront edge caches.
For more information, see Customizing Error Responses (p. 92).

Note
The following values aren't included in the Create Distribution wizard, so you can configure
custom error pages only when you update a distribution.

Error Code

The HTTP status code for which you want CloudFront to return a custom error page. You can configure
CloudFront to return custom error pages for none, some, or all of the HTTP status codes that CloudFront
caches.

Response Page Path

The path to the custom error page (for example, / 4xx- error s/ 403- f or bi dden. ht nl ) that you want
CloudFront to return to a viewer when your origin returns the HTTP status code that you specified for
Error Code (for example, 403). If you want to store your objects and your custom error pages in different
locations, your distribution must include a cache behavior for which the following is true:

« The value of Path Pattern matches the path to your custom error messages. For example, suppose
you saved custom error pages for 4xx errors in an Amazon S3 bucket in a directory named / 4xx- er -
r or s. Your distribution must include a cache behavior for which the path pattern routes requests for
your custom error pages to that location, for example, /4xx-errors/*.
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» The value of Origin specifies the value of Origin ID for the origin that contains your custom error pages.

Response Code

The HTTP status code that you want CloudFront to return to the viewer along with the custom error page.

Error Caching Minimum TTL

The minimum amount of time that you want CloudFront to cache error responses from your origin server.

Restrictions

If you need to prevent users in selected countries from accessing your content, you can configure your

CloudFront distribution either to allow users in a whitelist of specified countries to access your content or
to not allow users in a blacklist of specified countries to access your content. For more information, see

Restricting the Geographic Distribution of Your Content (p. 56).

Note
The following values aren't included in the Create Distribution wizard, so you can configure geo
restrictions only when you update a distribution.

Enable Geo Restriction

Whether you want to prevent users in selected countries from accessing your content. There is no addi-
tional charge for configuring geo restriction.

Restriction Type

How you want to specify the countries from which your users can access your content:

¢ Whitelist: The Countries list includes all of the countries from which you do want your users to access
your content.

¢ Blacklist: The Countries list includes all of the countries from which you do not want your users to
access your content.

Countries

The countries that you want to add to your whitelist or blacklist. To add a country, select it in the list on
the left and click Add. Note the following:

» To add multiple consecutive countries, select the first country, press and hold the Shift key, select the
last country, and click Add.

« To add multiple non-consecutive countries, select the first country, press and hold the Ctrl key, select
the remaining countries, and click Add.

» To find a country in the left list, enter the first few characters of the country's full name.

¢ The two-letter code before the name of each country is the value that you enter if you want to create
or update a distribution by using the CloudFront API. We use the International Organization for Stand-

ardization country codes. For an easy-to-use list, sortable by code and by country name, see the
Wikipedia entry ISO 3166-1 alpha-2.
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Values that CloudFront Displays in the Console
When You Create or Update a Web Distribution

When you create a new web distribution or update an existing distribution, CloudFront displays the following
information in the CloudFront console.

Note
Active trusted signers, the AWS accounts that have an active CloudFront key pair and can be
used to create valid signed URLSs, are currently not visible in the CloudFront console.

Distribution ID (General Tab)

When you perform an action on a distribution using the CloudFront API, you use the distribution ID to
specify which distribution you want to perform the action on, for example, EDFDVBD6EXAMPLE. You can't
change the distribution ID.

Distribution Status (General Tab)

The possible status values for a distribution are listed in the following table.

Value Description
InProgress The distribution is still being created or updated.
Deployed The distribution has been created or updated and the changes have been fully

propagated through the CloudFront system.

Note

In addition to ensuring that the status for a distribution is Deployed, you must enable the distri-
bution before end users can use CloudFront to access your content. For more information, see
Distribution State (p. 53).

Last Modified (General Tab)

The date and time that the distribution was last modified, using ISO 8601 format, for example, 2012-05-
19T19:37:58Z. For more information, go to http://www.w3.org/TR/NOTE-datetime.

Domain Name (General Tab)

You use the distribution's domain name in the links to your objects. For example, if your distribution's
domain name isdl11111labcdef 8. cl oudf ront. net, thelinkto /i nages/ i nage. j pg would be ht -
tp://dl11111abcdef 8. cl oudfront. net/i mages/ i mage. j pg.You can't change the CloudFront
domain name for your distribution. For more information about CloudFront URLS for links to your objects,
see Format of URLSs for CloudFront Objects (p. 72).

If you specified one or more alternate domain names (CNAMES), you can use your own domain names
for links to your objects instead of using the CloudFront domain name. For more information about
CNAMEsS, see Alternate Domain Names (CNAMES) (p. 50).

Note
CloudFront domain names are unique. Your distribution's domain name was never used for a
previous distribution and will never be reused for another distribution in the future.
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Requirements and Recommendations for Using
Amazon EC2 and Other Custom Origins

Follow these guidelines for using Amazon EC2 instances and other custom origins with CloudFront.

* Host and serve the same content on all servers.

¢ Logthe X- Anz- Cf - | d header entries on all servers; CloudFront requires this information for debugging.
¢ Restrict access requests to the HTTP and HTTPS ports that your custom origin listens on.

* Synchronize the clocks of all servers in your implementation.

« Use redundant servers to handle failures.

¢ For information about request and response behavior and about supported HTTP status codes, see
Request and Response Behavior (p. 101).

If you use Amazon Elastic Compute Cloud for your custom origins, we recommend that you do the following:

1. Use an Amazon Machine Image that automatically installs the software for a web server. For more
information, see the Amazon EC2 documentation.

2. Use an Elastic Load Balancing load balancer to handle traffic across multiple Amazon EC2 instances
and to isolate your application from changes to Amazon EC2 instances. For example, if you use a
load balancer, you can add and delete Amazon EC2 instances without changing your application.
For more information, see the Elastic Load Balancing documentation.

3.  When you create your CloudFront distribution, specify the URL of the load balancer for the domain
name of your origin server. For more information, see Working with Web Distributions (p. 36).

Restricting the Geographic Distribution of Your
Content

When an end user requests your content, CloudFront typically serves the requested content regardless
of where the user is located. If you need to prevent users in selected countries from accessing your
content, you can configure a CloudFront web distribution to do one of the following:

¢ Allow your users to access your content only if they're in a whitelist of specified countries.
¢ Prevent your users from accessing your content if they're in a blacklist of specified countries.

For example, if a request comes from a country where, for copyright reasons, you are not authorized to
distribute your content, you can block the request; this is known as geo restriction or geoblocking.

Note

CloudFront determines the location of your users using a third-party GeolP database. The accur-
acy of the mapping between IP addresses and countries varies by region. Based on recent tests,
our overall accuracy is 99.8%.

Here's how geo restriction works:

1. Suppose you only have rights to distribute your content in Lichtenstein. You update your CloudFront
web distribution and add a whitelist that contains only Lichtenstein. (Alternatively, you could add a
blacklist that contains every country except Lichtenstein.)

2. A user in Monaco requests your content, and DNS routes the request to the CloudFront edge location
in Milan, Italy.
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3. The edge location in Milan looks up your distribution and determines that the user in Monaco is not
allowed to download your content.

4. CloudFront returns an HTTP status code of 403 (forbidden) to the user.

You can optionally configure CloudFront to return a custom error message to the user, and you can
specify how long you want CloudFront to cache the error response for the requested object; the default
value is five minutes. For more information, see Customizing Error Responses (p. 92).

Geo restriction applies to an entire distribution. If you need to apply one restriction to part of your content
and a different restriction (or no restriction) to another part of your content, you must create separate
CloudFront web distributions.

If you enable CloudFront access logging, you can identify the requests that CloudFront rejected with an
HTTP status code of 403. However, using only the access logs, you can't distinguish a request that
CloudFront rejected based on the location of the user from a request that CloudFront rejected because
the user didn't have permission to access the object for another reason. If you have a geolocation service
such as Digital Element or MaxMind, you can identify the location of requests based on the IP address
in the c-i p (client IP) column in the access logs. For more information about CloudFront access logs,
see Access Logs (p. 182).

Note

If you need to restrict distribution of your content in geographic regions that don't follow country
boundaries, if you want to restrict distribution of individual files, or if you want to build geo restric-
tion into your application, you can combine CloudFront with a third-party service. For more in-
formation, see the tutorial Restricting Access to Files in a CloudFront Distribution Based on
Geographic Location (Geoblocking) (p. 244).

The following procedure explains how to use the CloudFront console to add geo restriction to an existing
web distribution. For information about how to use the console to create a web distribution, see Working
with Web Distributions (p. 36).

To use the CloudFront console to add geo restriction to your CloudFront web distribution

1. Signinto the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

2. Inthe top pane of the CloudFront console, select the distribution that you want to update.
Note
The top pane lists all of the distributions that are associated with the AWS account that you
used when you signed in to the CloudFront console.

In the Distribution Settings pane, click the Restrictions tab.

Click Edit.

Enter the applicable values. For more information, see Restrictions (p. 54).

Click Yes, Edit.

o0k w

Configuring On-Demand Smooth Streaming

You can use CloudFront for on-demand streaming of media files that you've transcoded into the Microsoft
Smooth Streaming format. To distribute Smooth Streaming content on demand, you have two options:

¢ As the origin for your distribution, specify a web server that can stream files that have been transcoded
into Microsoft Smooth Streaming format.
« Enable Smooth Streaming in a CloudFront distribution. Smooth Streaming is a property of cache beha-

viors, which means that you can use one distribution to distribute Smooth Streaming media files as
well as other content.
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If you enable Smooth Streaming, note the following:

You can still distribute other content using the same cache behavior if the content matches the value
of Path Pattern for that cache behavior.

CloudFront can use either an Amazon S3 bucket or a custom origin for Smooth Streaming media files.
However, CloudFront cannot use a Microsoft 1IS Server as an origin if the server is configured for
Smooth Streaming.

You cannot invalidate media files in the Smooth Streaming format. If you want to update files before
they expire, you must rename them. For more information, see Adding, Removing, or Replacing Objects
in a Distribution (p. 81).

For information about Smooth Streaming clients, see Smooth Streaming Primer on the Microsoft website.

To use CloudFront to stream media files that have been encoded in the Microsoft Smooth Streaming
format without using a web server that can stream files in Smooth Streaming format, perform the following
tasks:

1.

Transcode your media files into Smooth Streaming fragmented-MP4 format. For a list of applications
that can transcode into Smooth Streaming format, see Smooth Streaming Primer on the Microsoft
website.

Do one of the following:

 If you're using the CloudFront console: Enable Smooth Streaming by updating the default cache
behavior and/or one or more custom cache behaviors in an existing CloudFront web distribution.
(You can't configure Smooth Streaming when you create a distribution, so you need to update an
existing distribution.) For information about how to update a distribution by using the console, see
Listing, Viewing, and Updating CloudFront Distributions (p. 27).

e If you're using the CloudFront API: Add the Snpot hSt r eam ng element to the Di st ri buti on-
Conf i g complex type for the default cache behavior and/or one or more custom cache behaviors.

Upload the files in your Smooth Streaming presentations to the applicable origin.

Create eitheracl i ent accesspol i cy. xm or acrossdonai npol i cy. xm file, and add itto a
location that is accessible at the root of your distribution, for example, htt p: //d111111ab-

cdef 8. cl oudfront. net/clientaccesspol i cy. xm .Formore information, see Making a Service
Available Across Domain Boundaries on the Microsoft Developer Network website.

For links in your application, specify the client manifest in the following format:

http://dl11111abcdef 8. cl oudfront. net/vi deo/ presentati on. i sn Mani f est

Configuring On-Demand Progressive Downloads

To use CloudFront to distribute media files using progressive download, perform the following tasks:

PN PE

Transcode your media files, if applicable.
Create a CloudFront web distribution. No special settings are required.
Upload your files to the origin that you specified when you created your distribution.

For links in your application (for example, a media player), specify the name of the media file in the
same format that you use for other objects that you're distributing using CloudFront. For more inform-
ation, see Format of URLs for CloudFront Objects (p. 72).
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Configuring On-Demand Apple HTTP Live
Streaming (HLS)

To use CloudFront to stream media files in Apple HTTP Live Streaming (HLS) format, perform the following

tasks:

1. Transcode your media files into HLS format. You can use any transcoding application that supports
HLS format, for example, Amazon Elastic Transcoder.

2. Create a CloudFront web distribution. No special settings are required.

3. Upload your files to the origin that you specified when you created your distribution.

4. For links in your application (for example, a media player), specify the master playlist in the same

format that you use for other objects that you're distributing using CloudFront. For more information,
see Format of URLs for CloudFront Objects (p. 72).
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Working with RTMP Distributions

Topics
¢ How RTMP Distributions Work (p. 60)
e Task List for Streaming Media Files Using RTMP (p. 62)
¢ Creating an RTMP Distribution Using the CloudFront Console (p. 63)
¢ Values that You Specify When You Create or Update an RTMP Distribution (p. 63)

¢ Values that CloudFront Displays in the Console When You Create or Update an RTMP Distribu-
tion (p. 68)

¢ Configuring the Media Player (p. 69)

¢ Using an Amazon S3 Bucket as the Origin for an RTMP Distribution (p. 69)
¢ Creating Multiple RTMP Distributions for an Origin Server (p. 70)

¢ Restricting Access Using Crossdomain.xml (p. 70)

¢ Error Codes for RTMP Distributions (p. 71)

¢ Troubleshooting RTMP Distributions (p. 71)

This section describes how you configure and manage RTMP distributions. For information about how
to create an RTMP distribution, see Task List for Streaming Media Files Using RTMP (p. 62).

How RTMP Distributions Work

To stream media files using CloudFront, you provide two types of files to your end users:

¢ Your media files
« A media player, for example, JW Player, Flowplayer, or Adobe Flash

End users view your media files using the media player that you provide for them; they do not use the
media player (if any) that is already installed on their computer or other device.

When an end user streams your media file, the media player begins to play the content of the file while
the file is still being downloaded from CloudFront. The media file is not stored locally on the end user's
system.
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To use CloudFront to serve both the media player and the media files, you need two types of distributions:
a web distribution for the media player, and an RTMP distribution for the media files. Web distributions
serve files over HTTP, while RTMP distributions stream media files over RTMP (or a variant of RTMP).

The following example assumes that your media files and your media player are stored in different
buckets in Amazon S3, but that isn't required—you can store media files and your media player in the
same Amazon S3 bucket. You can also make the media player available to end users in other ways, for
example, using CloudFront and a custom origin. However, the media files must use an Amazon S3
bucket as the origin.

In the following diagram, your site serves a cached copy of the media player to each end user through
the d1234. cl oudf ront . net domain. The media player then accesses cached copies of your media
files through the s5678. cl oudf r ont . net domain.

Amazon S3

Media Player Bucket

Media Player | _‘_’_ - BHSiE{S‘iIfrl:;]ution
Files d1234.cloudfront.net

Streaming Bucket

Video_1.flv  — 9
~—_ Streaming Distribution
= (RTMP)
- 55678.cloudfront.net
Video_2.mp4 — =

gp Your media player bucket holds the media player and is the origin server for a regular HTTP
distribution. In this example, the domain name for the distribution is d1234. cl oudfront . net .
(The d ind1234. cl oudf ront . net indicates that this is a web distribution.)

(2] Your streaming media bucket holds your media files and is the origin server for an RTMP
distribution. In this example, the domain name for the distribution is s5678. cl oudf ront . net .
(The s in s5678. cl oudf ront . net indicates that this is an RTMP distribution.)

When you configure CloudFront to distribute media files, CloudFront uses Adobe Flash Media Server 3.5
as the streaming server and streams your media files using Adobe's Real-Time Messaging Protocol
(RTMP). CloudFront accepts RTMP requests over port 1935 and port 80.

CloudFront supports the following variants of the RTMP protocol:

¢ RTMP—Adobe's Real-Time Message Protocol
* RTMPT—Adobe streaming tunneled over HTTP
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¢ RTMPE—Adobe encrypted
¢ RTMPTE—Adobe encrypted tunneled over HTTP

For a basic summary of RTMP and the file formats that Adobe Flash Media Server supports, go to
Overview of Streaming with Flash Media Server 3 on the Adobe website. The overview includes information
about supported codecs and containers.

Resources available on the Internet can help you determine the bit rate to use for your Flash files, for
example, the Flash video (FLV) bitrate calculator on the Adobe website.

CloudFront supports all of the features in Adobe Flash Media Server 3.5 related to dynamic streaming,
which lets you switch between streams of different qualities during playback. For more information, go
to Dynamic streaming in Flash Media Server 3.5: Part 1 on the Adobe website.

To serve streamed content, you need to provide your end users with a media player. You can write your
own player using Adobe Flash. For more information, go to http://www.adobe.com/products/flashplayer/.
Alternatively, you can use an existing player. For more information, see the following tutorials:

¢ On-Demand Video Streaming Using CloudFront and Adobe Flash Player (p. 269)
¢ On-Demand Video Streaming Using CloudFront and Flowplayer for Adobe Flash (p. 274)
¢ On-Demand Video Streaming Using CloudFront and JW Player (p. 279)

Task List for Streaming Media Files Using RTMP

This section summarizes the general process for configuring on-demand streaming using the Adobe
RTMP protocol for any media player. If you're using Adobe Flash Player, Flowplayer, or JW Player for
your media player, see the applicable tutorial instead:

¢ On-Demand Video Streaming Using CloudFront and Adobe Flash Player (p. 269)
¢ On-Demand Video Streaming Using CloudFront and Flowplayer for Adobe Flash (p. 274)
¢ On-Demand Video Streaming Using CloudFront and JW Player (p. 279)

The following task list summarizes the process for creating a web distribution.
To Create an RTMP Distribution

1. Create an Amazon S3 bucket for your media files. If you are using a different Amazon S3 bucket for
your media player, create an Amazon S3 bucket for the media player files, too.

The names of your buckets must be all lowercase and cannot contain spaces.

2. Choose and configure a media player to play your media files. For more information, refer to the
documentation for the media player.

3. Upload the files for your media player to the origin from which you want CloudFront to get the files.
If you are using an Amazon S3 bucket as the origin for the media player, make the files (not the
bucket) publicly readable.

4. Create a web distribution for your media player. (You can also use an existing distribution.) For more
information, see Task List for Creating a Web Distribution (p. 36).

5. Upload your media files to the Amazon S3 bucket that you created for the media files, and make the
content (not the bucket) publicly readable.

Important
Media files in a Flash Video container must include the .flv filename extension, or the media
will not stream.
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You can put media player files and media files in the same bucket.
6. Create an RTMP distribution for your media files:

« For more information about creating a web distribution using the CloudFront console, see Creating
an RTMP Distribution Using the CloudFront Console (p. 63).

 For information about creating a web distribution using the CloudFront API, go to POST Streaming
Distribution in the Amazon CloudFront API Reference.

7. Configure your media player. For more information, see Configuring the Media Player (p. 69).

If you have trouble getting your content to play, see Troubleshooting RTMP Distributions (p. 71).

Creating an RTMP Distribution Using the
CloudFront Console

The following procedure explains how to create an RTMP distribution using the CloudFront console. If
you want to create an RTMP distribution using the CloudFront API, go to POST Streaming Distribution
in the Amazon CloudFront API Reference.

For the current limit on the number of RTMP distributions that you can create for each AWS account, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.

To create an RTMP distribution using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

2. Click Create Distribution.
On the first page of the Create Distribution Wizard, click RTMP, and click Continue.

4. Specify settings for the distribution. For more information, see Values that You Specify When You
Create or Update an RTMP Distribution (p. 63).
5. Click Create Distribution.

6. After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. If you chose to enable the distribution, it will then be ready
to process requests. This should take less than 15 minutes.

w

The domain name that CloudFront assigns to your distribution appears in the list of distributions. The
domain name also appears on the General tab for a selected distribution.

Values that You Specify When You Create or
Update an RTMP Distribution

To stream media files using CloudFront, you create an RTMP distribution and specify the following values.

Topics
¢ Origin Domain Name (Amazon S3 Bucket) (p. 64)
¢ Restrict Bucket Access (Amazon S3 Only) (p. 65)
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¢ Origin Access ldentity (Amazon S3 Only) (p. 65)

¢« Comment for New Identity(Amazon S3 Only) (p. 65)
« Your Identities (Amazon S3 Only) (p. 65)

¢ Grant Read Permissions on Bucket (Amazon S3 Only) (p. 65)
¢ Price Class (p. 65)

¢ Alternate Domain Names (CNAMES) (p. 66)

* Logging (p. 66)

e Bucket for Logs (p. 66)

¢ Log Prefix (p. 66)

¢ Comment (p. 66)

« Distribution State (p. 66)

¢ Restrict Viewer Access (Use Signed URLS) (p. 67)
e Trusted Signers (p. 67)

* AWS Account Numbers (p. 67)

Origin Domain Name (Amazon S3 Bucket)

The DNS domain name of the Amazon S3 bucket from which you want CloudFront to get objects for this
origin, for example, myawsbucket . s3. amazonaws. com In the CloudFront console, click in the Origin
Domain Name field, and a list enumerates the Amazon S3 buckets that are associated with the current
AWS account. To use a bucket from a different AWS account, type the domain name of the bucket in the
following format:

bucket - nane. s3. amazonaws. com

If your bucket is in the US Standard region and you want Amazon S3 to route requests to a facility in
Northern Virginia, use the following format:

bucket - nane. s3- ext ernal - 1. anazonaws. com

The files must be publicly readable unless you secure your content in Amazon S3 by using a CloudFront
origin access identity. For more information, see Using an Origin Access Identity to Restrict Access to
Your Amazon S3 Content (p. 123).

Important
The bucket name must conform to DNS naming requirements. For more information, go to
Bucket Restrictions and Limitations in the Amazon Simple Storage Service Developer Guide.

When you change the bucket from which CloudFront gets objects for the current origin, CloudFront im-
mediately begins replicating the change to CloudFront edge locations. Until the distribution configuration
is updated in a given edge location, CloudFront will continue to forward requests to the previous Amazon
S3 bucket. As soon as the distribution configuration is updated in that edge location, CloudFront begins
to forward requests to the new Amazon S3 bucket.

Changing the bucket does not require CloudFront to repopulate edge caches with objects from the new
origin. As long as the viewer requests in your application have not changed, CloudFront will continue to
serve objects that are already in an edge cache until the TTL on each object expires or until seldom-re-
guested objects are evicted.

For more information, see Using an Amazon S3 Bucket as the Origin for an RTMP Distribution (p. 69).
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Restrict Bucket Access (Amazon S3 Only)

Click Yes if you want to require end users to access objects in an Amazon S3 bucket by using only
CloudFront URLSs, not by using Amazon S3 URLs. Then specify the applicable values.

Click No if you want end users to be able to access objects using either CloudFront URLs or Amazon S3
URLs.

For more information, see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Con-
tent (p. 123).

Origin Access Identity (Amazon S3 Only)

If you chose Yes for Restrict Bucket Access, choose whether to create a new origin access identity or
use an existing one that is associated with your AWS account. If you already have an origin access
identity, we recommend that you reuse it to simplify maintenance. For more information about origin access
identities, see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Content (p. 123).

Comment for New Identity(Amazon S3 Only)

If you chose Create a New Identity for Origin Access ldentity, enter a comment that identifies the new
origin access identity. CloudFront will create the origin access identity when you create this distribution.

Your Identities (Amazon S3 Only)

If you chose Use an Existing Identity for Origin Access Identity, choose the origin access identity that
you want to use. You cannot use an origin access identity that is associated with another AWS account.

Grant Read Permissions on Bucket (Amazon S3
Only)

If you want CloudFront to automatically grant the origin access identity the permission to read objects in
your Amazon S3 bucket, click Yes, Update Bucket Policy.

Important

If you click Yes, Update Bucket Policy, CloudFront updates the bucket policy to grant the
specified origin access identity the permission to read objects in your bucket. However, CloudFront
does not remove existing permissions in the bucket policy or permissions on individual objects.
If users currently have permission to access the objects in your bucket using Amazon S3 URLSs,
they will still have that permission after CloudFront updates your bucket policy. To view or change
the existing bucket policy and the existing permissions on the objects in your bucket, use a
method provided by Amazon S3. For more information, see Granting the Origin Access |dentity
Permission to Read Obijects in Your Amazon S3 Bucket (p. 125).

If you want to update permissions manually, for example, if you want to update ACLs on your objects in-
stead of updating bucket permissions, click No, | will Update Permissions.

Price Class

The price class that corresponds with the maximum price that you want to pay for CloudFront service.
By default, CloudFront serves your objects from edge locations in all CloudFront regions.

For more information about price classes and about how your choice of price class affects CloudFront
performance for your distribution, see Choosing the Price Class for a CloudFront Distribution (p. 32). For
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information about CloudFront pricing, including how price classes map to CloudFront regions, go to
Amazon CloudFront Pricing.

Alternate Domain Names (CNAMES)

Optional. You can associate one or more CNAME aliases with a distribution so that you can use your
domain name (for example, example.com) in the URLS for your objects instead of using the domain nhame
that CloudFront assigned when you created your distribution. For more information, see Using Alternate
Domain Names (CNAMES) (p. 29).

Logging

Whether you want CloudFront to log information about each request for an object and store the log files
in an Amazon S3 bucket. You can enable or disable logging at any time. There is no extra charge if you
enable logging, but you accrue the usual Amazon S3 charges for storing and accessing the files in an
Amazon S3 bucket. You can delete the logs at any time. For more information about CloudFront access
logs, see Access Logs (p. 182).

Bucket for Logs

If you chose On for Logging, the Amazon S3 bucket that you want CloudFront to store access logs in,
for example, myaws| ogbucket . s3. amazonaws. com If you enable logging, CloudFront records inform-
ation about each end-user request for an object and stores the files in the specified Amazon S3 bucket.
You can enable or disable logging at any time. For more information about CloudFront access logs, see
Access Logs (p. 182).

Log Prefix

Optional. If you chose On for Logging, specify the string, if any, that you want CloudFront to prefix to
the access log filenames for this distribution, for example, exanpl epr ef i x/ . The trailing slash (/) is
optional but recommended to simplify browsing your log files. For more information about CloudFront
access logs, see Access Logs (p. 182).

Comment

Optional. When you create a distribution, you can include a comment of up to 128 characters. You can
update the comment at any time.

Distribution State

When you create a distribution, you must specify whether you want the distribution to be enabled or disabled
after it's created:

¢ Enabled means that as soon as the distribution is fully deployed you can deploy links that use the dis-
tribution's domain name and end users can retrieve content. Whenever a distribution is enabled,
CloudFront accepts and processes any end-user requests for content that use the domain name asso-
ciated with that distribution.

When you create, modify, or delete a CloudFront distribution, it takes time for your changes to
propagate to the CloudFront database. An immediate request for information about a distribution might
not show the change. Propagation usually completes within minutes, but a high system load or network
partition might increase this time.

< Disabled means that even though the distribution might be deployed and ready to use, end users can't
use it. When a distribution is disabled, CloudFront doesn't accept any end-user requests that use the
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domain name associated with that distribution. Until you switch the distribution from disabled to enabled
(by updating the distribution's configuration), no one can use it.

You can toggle a distribution between disabled and enabled as often as you want. For information about
updating a distribution's configuration, see Listing, Viewing, and Updating CloudFront Distributions (p. 27).

Restrict Viewer Access (Use Signed URLS)

If you want requests for objects served by this distribution to use public URLSs, click No. If you want requests
to use signed URLs, click Yes. Then specify the AWS accounts that you want to use to create signed
URLs; these accounts are known as trusted signers.

For more information about trusted signers, see Specifying the AWS Accounts That Can Create Signed
URLs (Trusted Signers) (p. 128).

Trusted Signers

Choose which AWS accounts you want to use as trusted signers for this distribution:

« Self: Use the account with which you're currently signed into the AWS Management Console as a
trusted signer. If you're currently signed in as an IAM user, the associated AWS account is added as
a trusted signer.

¢ Specify Accounts: Enter account numbers for trusted signers in the AWS Account Numbers field.

To create signed URLS, an AWS account must have at least one active CloudFront key pair.

Caution

If you're updating a distribution that you're already using to distribute content, add trusted signers
only when you're ready to start generating signed URLSs for your objects. After you add trusted
signers to a distribution, users must use signed URLSs to access the objects served by this distri-
bution.

AWS Account Numbers

If you want to create signed URLs using AWS accounts in addition to or instead of the current account,
enter one AWS account number per line in this field. Note the following:

¢ The accounts that you specify must have at least one active CloudFront key pair. For more information,
see Creating CloudFront Key Pairs for Your Trusted Signers (p. 129).

¢ You can't create CloudFront key pairs for IAM users, so you can't use IAM users as trusted signers.

¢ For information about how to get the AWS account number for an account, see How Do | Get Security
Credentials? in the Amazon Web Services General Reference.

« If you enter the account number for the current account, CloudFront automatically checks the Self
checkbox and removes the account number from the AWS Account Numbers list.
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Values that CloudFront Displays in the Console
When You Create or Update an RTMP Distribu-

tion

When you create a new RTMP distribution or update an existing distribution, CloudFront displays the
following information in the CloudFront console.

Note
Active trusted signers, the AWS accounts that have an active CloudFront key pair and can be
used to create valid signed URLS, are currently not visible in the CloudFront console.

Distribution ID

When you perform an action on a distribution using the CloudFront API, you use the distribution ID to
specify which distribution you want to perform the action on, for example, EDFDVBD6EXAMPLE. You can't
change the distribution ID.

Status

The possible status values for a distribution are listed in the following table.

Value Description
InProgress The distribution is still being created or updated.
Deployed The distribution has been created or updated and the changes have been fully

propagated through the CloudFront system.

In addition to ensuring that the status for a distribution is Deployed, you must enable the distribution before
end users can use CloudFront to access your content. For more information, see Distribution State (p. 66).

Last Modified

The date and time that the distribution was last modified, using ISO 8601 format, for example, 2012-05-
19T19:37:58Z. For more information, go to http://www.w3.org/TR/NOTE-datetime.

Domain Name

You use the distribution's domain name in the links to your objects, unless you're using alternate domain
names (CNAMES). For example, if your distribution's domain name is d111111abcdef 8. cl oud-
front. net, the link to the example / i mages/ i mage. j pg file would be htt p: //d111111ab-

cdef 8. cl oudfront. net/i mages/ i mage. j pg. You can't change the CloudFront domain name for
your distribution. For more information about CloudFront URLSs for links to your objects, see Format of
URLSs for CloudFront Objects (p. 72).

If you specified one or more alternate domain hames (CNAMES), you can use your own domain names
for links to your objects instead of using the CloudFront domain name. For more information about
CNAMEsS, see Alternate Domain Names (CNAMES) (p. 50).
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Note
CloudFront domain names are unique. Your distribution's domain name was never used for a
previous distribution and will never be reused for another distribution in the future.

Configuring the Media Player

To play a media file, you must configure the media player with the correct path to the file. How you con-
figure the media depends on which media player you're using and how you're using it.

When you configure the media player, the path you specify to the media file must contain the characters
cf x/ st immediately after the domain name, for example:

rtnp://s5c39ggb8owb4r . cl oudfront. net/cfx/st/mediafile.flv.

Note

CloudFront follows Adobe's FMS naming requirements. Different players have their own rules

about how to specify streams. The example above is for JW Player. Check your player's docu-
mentation. For example, Adobe's Flash Media Server does not allow the . f | v extension to be
present on the play path. Many players remove the .f | v extension for you.

Your media player might ask for the path separate from the file name. For example, with the JW Player
wizard, you specify a st reamer and f i | e variable:

e streamer—rt np: //s5¢c39ggb8ow64r . cl oudf ront . net/ cf x/ st (with no trailing slash)
e file—nmediafile.flv

If you've stored the media files in a directory in your bucket (for example, vi deos/ medi afile. flv),
then the variables for JW Player would be:

e streamer—rt np: // s5¢39ggb8owb4r . cl oudf ront. net/ cf x/ st (with no trailing slash)
e file—vi deos/ nmedi afile.flv

To use the JW Player wizard, go to the Setup Wizard page on the JW Player website.

MPEG Files

To serve MP3 audio files or H.264/MPEG-4 video files, you might need to prefix the file name with np3:
or np4: . Some media players can be configured to add the prefix automatically. The media player might
also require you to specify the file name without the file extension (for example, magi cvi deo instead of
magi cvi deo. np4).

Using an Amazon S3 Bucket as the Origin for
an RTMP Distribution

When you create a distribution, you specify where CloudFront gets the files that it distributes to edge
locations. For an RTMP distribution, you must use an Amazon S3 bucket; custom origins are not supported.
To get your objects into your bucket, you can use any method supported by Amazon S3, for example,
the Amazon S3 API or a third-party tool. You can create a hierarchy in your bucket just as you would with
any other Amazon S3 bucket. You incur regular Amazon S3 charges for storing the objects in the bucket.
For more information about the charges to use CloudFront, see CloudFront Billing and Usage Re-

ports (p. 7).
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Using an existing Amazon S3 bucket as your CloudFront origin server doesn't change the bucket in any
way; you can still use it as you normally would to store and access Amazon S3 objects (at the normal
Amazon S3 prices).

You can use the same Amazon S3 bucket for both RTMP and web distributions.

Note

After you create an RTMP distribution, you can't change its origin server. If you need to change
the Amazon S3 bucket for an RTMP distribution, you must create a new distribution that uses
the new bucket and update either your links or your DNS records to use the domain name for
the new distribution. You can then delete the original distribution. For more information, see
Deleting a Distribution (p. 28).

When you specify the name of the Amazon S3 bucket that you want CloudFront to get objects from, you
generally use the following format:

bucket - nane. s3. amazonaws. com

If your bucket is in the US Standard region and you want Amazon S3 to route requests to a facility in
Northern Virginia, use the following format:

bucket - nane. s3-external - 1. amazonaws. com
Do not specify the name of the bucket using the following values:

¢ The Amazon S3 path style, s3. amazonaws. coni bucket - nane
¢ The Amazon S3 CNAME, if any

Important

For your bucket to work with CloudFront, the name must conform to DNS naming requirements.
For more information, go to Bucket Restrictions and Limitations in the Amazon Simple Storage
Service Developer Guide.

Creating Multiple RTMP Distributions for an
Origin Server

You typically create one RTMP distribution per Amazon S3 bucket, but you can choose to create multiple
RTMP distributions for the same bucket. For example, if you had two distributions for an Amazon S3
bucket, you could reference a single media file using either distribution. In this case, if you had a media
file called medi a. f1 v in your origin server, CloudFront would work with each distribution as though it
referenced an individual medi a. f | v object: one nedi a. f | v accessible through one distribution, and
another medi a. f | v accessible through the other distribution.

Restricting Access Using Crossdomain.xml

The Adobe Flash Media Server cr ossdomai n. xm file specifies which domains can access media files
in a particular domain. CloudFront supplies a default file that allows all domains to access the media files
in your RTMP distribution, and you cannot change this behavior. If you include a more restrictive
crossdonai n. xm file in your Amazon S3 bucket, CloudFront ignores it.
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Error Codes for RTMP Distributions

The following table lists the error codes that CloudFront can send to your media player. The errors are
part of the string returned with Event . i nf 0. appl i cati on. message or Event . i nf 0. descri pti on.

Error Description
Di st ri buti onNot Found The distribution was not found.
Di stributi onTypeM smatch The distribution is not an RTMP distribution.

I nval i dl nst ance

I nval i dURI

The instance is invalid.

The URI is invalid.

Troubleshooting RTMP Distributions

If you're having trouble getting your media files to play, check the following items.

Item to Check

Separate distributions
for the media player files
and media files

/ cf x/ st in the file path

File names in the file
path

Port 1935 on your
firewall

Adobe Flash Player
messaging

Description

The media player must be served by a regular HTTP distribution (for example,
domain name d111111abcdef8.cloudfront.net), and media files must be served
by an RTMP distribution (for example, domain name
s5¢39ggb8ow64r.cloudfront.net). Make sure you're not using the same
distribution for both.

Confirm that the path for the file includes / cf x/ st . You don't need to include
/ cf x/ st in the path to the object in the Amazon S3 bucket. For more
information, see Configuring the Media Player (p. 69).

Some media players require that you include the file name extension (for
example, np4: ) before the file name in the file path. Some media players
also require that you exclude the file name extension (for example, . np4)
from the file path. For more information, see MPEG Files (p. 69).

Note
The names of the media files in your Amazon S3 bucket must always
include the applicable file name extension.

Adobe Flash Media Server uses port 1935 for RTMP. Make sure your firewall
has this port open. If it doesn't, the typical message returned is "Unable to
play video." You can also switch to RTMPT to tunnel over HTTP using port
80.

By default, the Adobe Flash Player won't display a message if the video file
it's trying to play is missing. Instead, it waits for the file to show up. You might
want to change this behavior to give your end users a better experience.

To instead have the player send a message if the video is missing, use
play("vid", 0, -1) instead of pl ay("vid").
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Working with Objects

Topics
¢ Format of URLs for CloudFront Objects (p. 72)
¢ How CloudFront Processes HTTP and HTTPS Requests (p. 74)
¢ Configuring CloudFront to Cache Based on Query String Parameters (p. 75)
¢ Configuring CloudFront to Cache Objects Based on Cookies (p. 76)
¢ Configuring CloudFront to Cache Objects Based on Request Headers (p. 78)
¢ Adding, Removing, or Replacing Objects in a Distribution (p. 81)
¢ Customizing Error Responses (p. 92)
¢ How CloudFront Processes Partial Requests for an Object (Range GETS) (p. 96)
¢ Specifying a Default Root Object (Web Distributions Only) (p. 96)
¢ Serving Compressed Files (p. 98)

This section describes how you work with objects in CloudFront.

Format of URLs for CloudFront Objects

Topics
¢ Format of Public URLs for Objects in Amazon S3 (p. 73)
¢ Format of Public URLs for Objects in a Custom Origin (p. 73)
¢ How Public URLs Affect the Invalidation of Directories (p. 74)
¢ Format of Signed URLs (p. 74)

When you create a distribution, you receive the CloudFront domain name associated with that distribution.
You use that domain name when creating the links to your objects. If you have another domain name
that you'd rather use (for example, ww. exanpl e. conj, you can add a CNAME alias. For more information,
see Using Alternate Domain Names (CNAMES) (p. 29).

When you create URLSs to give end users access to objects in your CloudFront distribution, the URLs are
either public URLs or signed URLSs:

Public URLSs allow users to access the following objects:
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¢ Objects on which there are no restrictions.

¢ Objects in an Amazon S3 bucket that end users must access through CloudFront but that don't require
a signed URL. These objects can't be accessed using an Amazon S3 URL.

Signed URLSs are required to access the objects that are specified by a cache behavior that you have
configured to require signed URLSs. Note that if a request for an object (for example, i mage. j pg) matches
the path patterns for two or more cache behaviors, CloudFront will process the request based on the
cache behavior that is listed first in the distribution. If the first cache behavior doesn't require signed URLs
and the second cache behavior does require signed URLSs, end users will be able to access i mage. j pg
without a signed URL.

For more information about cache behaviors, including path patterns, see Cache Behavior Settings (p. 44).
For more information about signed URLS, see Serving Private Content through CloudFront (p. 118).

Format of Public URLs for Objects in Amazon S3

A public URL for an object in an Amazon S3 bucket uses this format:

http://<d oudFront donmi n nane>/ <obj ect nane in Amazon S3 bucket >

Important
If the distribution serves streaming content, additional characters are required in the path to the
file. For more information, see Configuring the Media Player (p. 69).

For example, suppose you have an Amazon S3 bucket called mybucket . The bucket contains a publicly
readable object named /i mages/ i mage. j pg.

You create a CloudFront distribution and specify nybucket . s3. amazonaws. comas the origin server
for this distribution. CloudFront returns d111111abcdef 8. cl oudf r ont . net as the domain name for
the distribution and EDFDVBD6EXAMPLE as the distribution ID.

The URL you give to end users to access the object in this example is:
http://dl11111abcdef 8. cl oudfront. net/i mages/ i mage. j pg.

For web distributions, if you're storing your content in more than one Amazon S3 bucket, the format of
URLs is the same—URLSs don't include any information about your Amazon S3 buckets. To route requests
to the applicable bucket, you create an origin for each bucket and create one or more cache behaviors
that route requests to each origin. The path pattern in a cache behavior specifies which requests are
routed to the origin (the Amazon S3 bucket) that is associated with that cache behavior. For more inform-
ation about the settings for origins and for cache behaviors in a CloudFront distribution, see Values that
You Specify When You Create or Update a Web Distribution (p. 40).

For more information about names and paths for Amazon S3 buckets, see Virtual Hosting of Buckets in
the Amazon Simple Storage Service Developer Guide.

Anytime an end user accesses that object, CloudFront serves the object from the appropriate edge location.
If the object isn't in that edge location, CloudFront goes to the origin server associated with the EDFD-
VBD6EXAMPLE distribution (mybucket . s3. amazonaws. com) and gets a copy of the object for the edge
location to serve to the end user.

Format of Public URLs for Objects in a Custom
Origin

The format of public URLSs for objects in a custom origin are much like public URLSs for objects in Amazon
S3:
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http://<d oudFront donmi n nane>/ <obj ect nanme in custom origin>

If your object is in a folder on your origin server, then the CloudFront URL must include the name of the
folder. For example, if i mage. j pg is located in the i mages folder, then the URL is:

http://dll111labcdef 8. cl oudfront. net/i mages/i mage. j pg

CloudFront gets objects from the domain that you specified when you created the distribution, using the
object path and name in the public URL. For example, if the domain for your custom origin is exanpl e. com
and the object path and name is / i mages/ i mage. j pg, CloudFront will get the object from the following
location:

http://exanpl e. com i mages/i mage. j pg

If you're storing your content on more than one custom origin, the format of URLs is the same—URLs
don't include any information about the custom origin. To route requests to the applicable custom origin,
you add an origin to your distribution for each custom origin and create one or more cache behaviors that
route requests to each origin. The path pattern in a cache behavior specifies which requests are routed
to the origin that is associated with that cache behavior. For more information about the settings for origins
and for cache behaviors in a CloudFront distribution, see Values that You Specify When You Create or
Update a Web Distribution (p. 40).

How Public URLs Affect the Invalidation of Direct-
ories

If you use CloudFront URLSs that give end users access to directories, we recommend that you always
use the same URL format, either with a trailing slash (/) or without, for example:

http://dl11111abcdef 8. cl oudfront. net/i nages/
http://dl11111abcdef 8. cl oudfront. net/i nages

Browsers and other web applications will resolve both formats to the same directory. However, CloudFront
stores public URLs exactly as you specify them, and if you want to invalidate a directory, you'll need to
specify the exact same directory, including or excluding the slash. If you don't have a standard for how
you specify directories, you'll need to invalidate the directory with and without the slash to ensure that
CloudFront removes the directory from the edge location. If you've reached the limit for free invalidations
for the month, you'll pay for both invalidations even though only one of the directories exists.

Format of Signed URLS

Signed URLSs allow end users to access objects in a distribution that is configured to serve private content.
The URLs include extra information that restricts access to the cached objects. For information about the
format of signed URLs, see Serving Private Content through CloudFront (p. 118).

How CloudFront Processes HTTP and HTTPS
Requests

For Amazon S3 origins, CloudFront accepts requests in both HTTP and HTTPS protocols for objects in
a CloudFront distribution by default. CloudFront then forwards the requests to your Amazon S3 bucket
using the same protocol in which the requests were made.
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For custom origins, when you create your distribution, you can specify how CloudFront accesses your
origin: HTTP only, or matching the protocol that is used by the viewer. For more information about how
CloudFront handles HTTP and HTTPS requests for custom origins, see Protocols (p. 111).

For information about how to restrict your web distribution so that end users can only access objects using
HTTPS, see Using an HTTPS Connection to Access Your Objects (p. 168). (This option doesn't apply to
RTMP distributions, which use the RTMP protocol.)

Note
The charge for HTTPS requests is higher than the charge for HTTP requests. For more inform-
ation about billing rates, go to the CloudFront pricing plan.

Configuring CloudFront to Cache Based on
Query String Parameters

For web distributions, you can choose whether you want CloudFront to forward query string parameters
to your origin. For RTMP distributions, you cannot configure CloudFront to forward query string parameters
to your origin.

For both types of distributions, if you enable logging, CloudFront logs the full URL, including query string
parameters. For web distributions, this is true regardless of whether you have configured CloudFront to
forward query strings. For more information about CloudFront logging, see Access Logs (p. 182).

For more information, see the applicable topic:

¢ Query String Parameters and Web Distributions (p. 75)
¢ Query String Parameters and RTMP Distributions (p. 76)

Query String Parameters and Web Distributions

For web distributions, you can specify whether you want CloudFront to include query strings when it for-
wards requests to your origin. For example, you can specify whether you want CloudFront to forward the
?parameterl=a part of the following URL:

http://d111111abcdef8.cloudfront.net/images/image.jpg?parameterl=a

If you configure CloudFront to forward query strings to your origin, CloudFront will include the query string
portion of the URL when caching the object. For example, the following query strings cause CloudFront
to cache three objects. This is true even if your origin always returns the same i nage. j pg regardless
of the query string:

e http://dll1l11labcdef 8. cl oudfront. net/i nages/i mage.j pg?par anet er 1=a
e http://dll111l1abcdef 8. cl oudfront. net/i nmages/i mage. j pg?par anet er 1=b
e http://dll1l11labcdef 8. cl oudfront. net/i nages/i nmage. j pg?par anet er 1=c

If your origin returns different versions of an object (for example, / i mages/ i mage. j pg) based on the
query string, select Yes for Forward Query Strings in the CloudFront console or specify t r ue for the
value of the QuerySt ri ng element in the Di st ri buti onConfi g complex type when you're using the
CloudFront API.

If your origin returns the same version of an object regardless of the query string, select No or f al se.
This increases the likelihood that CloudFront can serve a request from the cache, which improves per-
formance and reduces the load on your origin.
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The order of parameters matters in query strings. If you configure CloudFront to forward query strings to
your origin, the following query strings cause CloudFront to cache two objects:

e http://dl1l1111labcdef 8. cl oudfront. net/i mages/i nage. j pg?par anet er 1=a&par anet er 2=b
e http://dll1l11labcdef 8. cl oudfront. net/i mages/i nage.j pg?par anet er 2=b&par anet er 1=a

Case also matters in query strings. If you configure CloudFront to forward query strings to your origin,
the following query strings cause CloudFront to cache two objects:

e http://dll1l11labcdef 8. cl oudfront. net/i nmages/i mage.j pg?par aneter 1=a
e http://dll1l1l1labcdef 8. cl oudfront. net/i nages/i nage.j pg?paranet er 1=A

If you're using signed URLSs to restrict access to your content (if you added trusted signers to your distri-
bution), CloudFront removes the following query string parameters before forwarding the rest of the URL
to your origin:

e Expires

e Key-Pair-Id

e Policy

e Signature

This means that if you're using signed URLs and you're configuring CloudFront to forward query string
parameters to your origin, your own query string parameters cannot be named Expi r es, Key- Pai r-1d,
Pol i cy, or Si gnat ure.

Query String Parameters and RTMP Distributions

For RTMP distributions, when CloudFront requests an object from the origin server, it removes any query
string parameters. For example, if CloudFront receives the following request and medi a. f | v is not
already in the CloudFront cache:

http://dl11111abcdef 8. cl oudf ront. net/ nedi a/ medi a. f| v?par anet er 1=a
it sends the following URL to your origin server:

http://dl11111abcdef 8. cl oudfront. net/ medi a/ nedi a. flv

Configuring CloudFront to Cache Objects Based
on Cookies

For HTTP and HTTPS web distributions, you can choose whether you want CloudFront to forward cookies
to your origin. For RTMP distributions, you cannot configure CloudFront to process cookies.

Important

Amazon S3 and some HTTP servers do not process cookies. Do not configure CloudFront cache
behaviors to forward cookies to an origin that doesn't process cookies, or you'll adversely affect
cacheability and, therefore, performance.
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Cookies and Web Distributions

For web distributions, you can choose whether you want CloudFront to forward cookies to your origin
and, if so, you can choose whether you want CloudFront to forward all cookies or only the cookies that
you specify. If you choose to forward only selected cookies, you specify a whitelist of cookies to forward.
Cookie settings affect only which cookies CloudFront forwards to your origin; if your origin returns cookies
to CloudFront, CloudFront forwards all of them to the viewer regardless of the cookie settings in your
distribution.

For the current limit on the number of cookie names that you can whitelist for each cache behavior, see
Amazon CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit,
go to https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincrease-
Type=cloudfront-distributions.

Note

If you don't configure CloudFront to forward cookies to your origin, CloudFront removes the
Cooki e header from requests that it forwards to your origin and removes the Set - Cooki e
header from responses that it returns to your clients.

When you configure CloudFront to forward cookies to your origin:

» CloudFront includes cookie name-value pairs, but not cookie attributes (for example, path or expiration
time), when it forwards requests to your origin. For example, in the following Cooki e header, CloudFront
forwards the cookie name-value pair count r y=at a but does not forward the cookie attribute $Pat h=/ :

Cooki e: country=ata; $Path=/;

« If you configure CloudFront to forward only a specified list of cookies, CloudFront removes any cookies
not on that list before forwarding the request to your origin.

e | f-Mdified-Sinceandlf-None- Mt ch conditional requests are not supported.

¢ CloudFront sorts the cookies in natural order by cookie name before forwarding the request to your
origin.

When your origin returns cookies to CloudFront:

« If you configure CloudFront to forward all cookies to your origin for a given cache behavior, CloudFront
caches the response and all cookies and cookie attributes that are returned by your origin. CloudFront
also returns the object and all cookies and cookie attributes to the viewer.

« If you configure CloudFront to forward only specified cookies to your origin for a given cache behavior,
CloudFront caches the response, the specified cookies, and the associated cookie attributes. CloudFront
also returns the object, including the specified cookies and cookie attributes, to the viewer.

If your origin returns both whitelisted cookies and cookies that aren't on your whitelist, CloudFront
caches only the whitelisted cookies. However, it returns all of the cookies to the viewer, whether or not
they appear on your whitelist.

* If you do not want CloudFront to cache cookies and cookie attributes, configure your origin server to
add the following header in responses to CloudFront:

no- cache=" Set - Cooki e"

If you configure CloudFront to forward cookies to your origin, CloudFront uses the cookies that the viewer
includes in the request to uniquely identify an object in the cache. For example, if three requests for the
object /i mages/ i magel. j pg contain three different name-value pairs, CloudFront will cache the same
object three times, once for each name-value pair. This is true even if your origin ignores the cookie values
in the request and always returns the same i magel. j pg object to CloudFront. As a result, CloudFront
forwards more requests to your origin server for the same object, which slows performance and increases
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the load on your origin server. If your origin server does not vary its response based on the value of a
given cookie, we recommend that you not configure CloudFront to forward that cookie to your origin.

Cookie names and values are both case sensitive. For example, if two cookies for the same object are
identical except for case, CloudFront will cache the object twice.

If you configure CloudFront to log requests and to log cookies, CloudFront logs all cookies and all cookie
attributes even if you configure CloudFront not to forward cookies to your origin or you configure CloudFront
to forward only a specified list of cookies. For more information about CloudFront logging, see Access
Logs (p. 182).

For information about using the CloudFront console to update a distribution so CloudFront forwards
cookies to the origin, see Listing, Viewing, and Updating CloudFront Distributions (p. 27). For information
about using the CloudFront API to update a distribution, go to PUT Distribution Config in the Amazon
CloudFront API Reference.

Cookies and RTMP Distributions

For RTMP distributions, when CloudFront requests an object from the origin server, it removes any
cookies before forwarding the request to your origin. If your origin returns any cookies along with the object,
CloudFront removes them before returning the object to the viewer. For RTMP distributions, CloudFront
does not cache cookies in edge caches.

You cannot configure CloudFront to log cookies for RTMP distributions.

Configuring CloudFront to Cache Objects Based
on Request Headers

For web distributions, CloudFront lets you choose whether you want CloudFront to forward headers to
your origin and to cache separate versions of a specified object based on the header values in viewer
requests. This allows you to serve different versions of your content based on the device the user is using,
the location of the viewer, the language the viewer is using, and a variety of other criteria. For RTMP
distributions, you cannot configure CloudFront to cache based on header values.

Topics
¢ Headers and Web Distributions (p. 78)
¢ Headers and RTMP Distributions (p. 81)

Headers and Web Distributions

By default, CloudFront doesn't consider headers when caching your objects in edge locations. If your
origin returns two objects and they differ only by the values in the request headers, CloudFront caches
only one version of the object.

You can configure CloudFront to forward headers to the origin, which causes CloudFront to cache multiple
versions of an object based on the values in one or more request headers. For example, suppose viewer
requests for | ogo. j pg contain a custom Pr oduct header that has a value of either Acne or Apex. When
you configure CloudFront to cache your objects based on the value of the Pr oduct header, CloudFront
forwards requests for | ogo. j pg to the origin and includes the Pr oduct header and header values.
CloudFront caches | ogo. j pg once for requests in which the value of the Pr oduct header is Acrre and
once for requests in which the value is Apex.

You can configure each cache behavior in a web distribution to do one of the following:
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Forward all headers to your origin

Important
If you configure CloudFront to forward all headers to your origin, CloudFront doesn't cache
the objects associated with this cache behavior. Instead, it sends every request to the origin.

Forward a whitelist of headers that you specify. CloudFront caches your objects based on the values
in all of the specified headers. CloudFront also forwards the headers that it forwards by default, but it
caches your objects based only on the headers that you specify.

Forward only the default headers. In this configuration, CloudFront doesn't cache your objects based
on the values in the request headers.

For the current limit on the number of headers that you can whitelist for each cache behavior, see Amazon
CloudFront Limits in the Amazon Web Services General Reference. To request a higher limit, go to https://
aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitincreaseType=cloudfront-
distributions.

For information about using the CloudFront console to update a distribution so CloudFront forwards
headers to the origin, see Listing, Viewing, and Updating CloudFront Distributions (p. 27). For information
about using the CloudFront API to update an existing web distribution, see PUT Distribution Config in the
Amazon CloudFront API Reference.

Topics

¢ Selecting the Headers on Which You Want CloudFront to Base Caching (p. 79)

¢ Configuring CloudFront to Respect Cross-Origin Resource Sharing Settings (p. 80)

¢ Configuring CloudFront to Cache Objects Based on the Device Type (p. 80)

¢ Configuring CloudFront to Cache Objects Based on the Language of the Viewer (p. 80)
¢ Configuring CloudFront to Cache Objects Based on the Location of the Viewer (p. 80)
¢ Configuring CloudFront to Cache Objects Based on the Protocol of the Request (p. 81)
¢ How Caching Based on Headers Affects Performance (p. 81)

¢ How the Case of Headers and Header Values Affects Caching (p. 81)

¢ Headers that CloudFront Returns to the Viewer (p. 81)

Selecting the Headers on Which You Want CloudFront to
Base Caching

The headers that you can forward to the origin and that CloudFront bases caching on depend on whether
you're using an Amazon S3 bucket or a custom origin.

Amazon S3 - You can configure CloudFront to forward and to cache your objects based only on the
Ori gi n header. Amazon S3 doesn't return different objects based on the value of headers, but forward-
ing the Ori gi n header allows CloudFront to distribute content for websites that are enabled for cross-
origin resource sharing (CORS). For more information, see Configuring CloudFront to Respect Cross-
Origin Resource Sharing Settings (p. 80).

Custom origin —You can configure CloudFront to cache based on the value of any request header
except the following:

e Accept - Encodi ng
e Connection

» Cooki e — If you want to forward and cache based on cookies, you use a separate setting in your
distribution. For more information, see Configuring CloudFront to Cache Objects Based on Cook-
ies (p. 76).

e Proxy- Aut hori zati on

 TE

APl Version 2014-05-31
79


http://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html#limits_cloudfront
http://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html#limits_cloudfront
https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitIncreaseType=cloudfront-distributions
https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitIncreaseType=cloudfront-distributions
https://aws.amazon.com/support/createCase?type=service_limit_increase&serviceLimitIncreaseType=cloudfront-distributions
http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/PutConfig.html

Amazon CloudFront Developer Guide
Headers and Web Distributions

e Upgrade

You can configure CloudFront to cache objects based on values in the Dat e and User - Agent headers,
but we don't recommend it. These headers have a lot of possible values, and caching based on their
values would cause CloudFront to forward significantly more requests to your origin.

For a full list of HTTP request headers and how CloudFront processes them, see the applicable topic:

¢« Amazon S3 origin — HTTP Request Headers that CloudFront Removes or Updates (p. 103)
e Custom origin — HTTP Request Headers and CloudFront Behavior (p. 109)

Configuring CloudFront to Respect Cross-Origin Resource
Sharing Settings

If you enabled cross-origin resource sharing (CORS) on an Amazon S3 bucket or a custom origin, you
can configure CloudFront to respect the CORS settings. Configure CloudFront to forward a whitelist of
headers and include the O i gi n header in the list of headers to forward. For more information about
CORS and Amazon S3, see Enabling Cross-Origin Resource Sharing in the Amazon Simple Storage
Service Developer Guide.

Configuring CloudFront to Cache Objects Based on the
Device Type

If you want CloudFront to cache different versions of your objects based on the device a user is using to
view your content, configure CloudFront to forward the applicable headers to your custom origin:

¢ Cl oudFront-1s-Mbil e-Vi ener
e CloudFront-1s-Tabl et - Vi ener
e Cl oudFront -1 s- Deskt op- Vi ewer

Based on the value of the User - Agent header, CloudFront sets the value of these headers to t r ue or
f al se before forwarding the request to your origin. If a device falls into more than one category, more
than one value might be t r ue. For example, for some tablet devices, CloudFront might set both C oud-
Front -1 s- Mobi | e- Vi ewer and C oudFront - | s- Tabl et - Vi ewer totrue.

Configuring CloudFront to Cache Objects Based on the
Language of the Viewer

If you want CloudFront to cache different versions of your objects based on the language specified in the
request, program your application to include the language in the Accept - Language header, and configure
CloudFront to forward the Accept - Language header to your origin.

Configuring CloudFront to Cache Objects Based on the
Location of the Viewer

If you want CloudFront to cache different versions of your objects based on the country that the request
came from, configure CloudFront to forward the C oudFr ont - Vi ewer - Count r y header to your origin.
CloudFront automatically converts the IP address that the request came from into a two-letter country
code. For an easy-to-use list of country codes, sortable by code and by country name, see the Wikipedia
entry ISO 3166-1 alpha-2.
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Configuring CloudFront to Cache Objects Based on the
Protocol of the Request

If you want CloudFront to cache different versions of your objects based on the protocol of the request,
HTTP or HTTPS, configure CloudFront to forward the C oudFr ont - For war ded- Pr ot o header to your
origin.

How Caching Based on Headers Affects Performance

When you configure CloudFront to cache based on one or more headers and the headers have more
than one possible value, CloudFront forwards more requests to your origin server for the same object.
This slows performance and increases the load on your origin server. If your origin server returns the
same object regardless of the value of a given header, we recommend that you don't configure CloudFront
to cache based on that header.

If you configure CloudFront to forward more than one header, the order of the headers in viewer requests
doesn't affect caching as long as the values are the same. For example, if one request contains the
headers A:1,B:2 and another request contains B:2,A:1, CloudFront caches just one copy of the object.

How the Case of Headers and Header Values Affects Caching

When CloudFront caches based on header values, it doesn't consider the case of the header name, but
it does consider the case of the header value:

« If viewer requests include both Pr oduct : Acne and pr oduct : Acnre, CloudFront caches an object only
once. The only difference between them is the case of the header name, which doesn't affect caching.

« If viewer requests include both Pr oduct : Acnme and Pr oduct : acne, CloudFront caches an object
twice, because the value is Acne in some requests and acne in others.

Headers that CloudFront Returns to the Viewer
Configuring CloudFront to forward and cache headers does not affect which headers CloudFront returns

to the viewer. CloudFront returns all of the headers that it gets from the origin with a few exceptions. For
more information, see the applicable topic:

¢« Amazon S3 origins — See HTTP Response Headers that CloudFront Removes or Updates (p. 105).
e Custom origins — See HTTP Response Headers that CloudFront Removes or Updates (p. 114).

Headers and RTMP Distributions

For RTMP distributions, you cannot configure CloudFront to cache your content based on the headers
in viewer requests.

Adding, Removing, or Replacing Objects in a
Distribution

For information about adding objects to a distribution, see Adding Objects that You Want CloudFront to
Distribute (p. 82).
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When you replace objects in your distribution, we recommend that you use versioned object names. For
more information, see Updating Existing Objects Using Versioned Object Names (p. 82). You can also
replace objects with objects that have the same name. See Updating Existing Objects Using the Same
Object Names (p. 83). Regardless of how you choose to replace objects in your distribution, we recommend
that you specify when objects should be removed from the CloudFront cache. For more information, see
Specifying How Long Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).

If you need to quickly remove objects from a distribution, you can invalidate them. For more information,
see Invalidating Objects (Web Distributions Only) (p. 87).

Adding Objects that You Want CloudFront to Dis-
tribute

When you want CloudFront to start distributing additional objects, you add the objects to one of the origins
that you specified for the distribution, and you expose a CloudFront link to the objects. A CloudFront edge
location doesn't fetch the new objects from an origin until the edge location receives viewer requests for
the objects. For more information, see How CloudFront Delivers Content (p. 4).

When you add an object that you want CloudFront to distribute, ensure that you add it to one of the
Amazon S3 buckets specified in your distribution or, for a custom origin, to a directory in the specified
domain. In addition, confirm that the path pattern in the applicable cache behavior sends requests to the
correct origin. For example, suppose the path pattern for a cache behavior is *. ht m . If no other cache
behaviors are configured to forward requests to that origin, CloudFront will never distribute .jpg files that
you upload to the origin.

CloudFront servers don't determine the MIME type for the objects they serve. When you upload an object
to your origin, you should set the Cont ent - Type header field for the object.

Updating Existing Objects Using Versioned Object
Names

When you update existing objects in a CloudFront distribution, we recommend that you include some
sort of version identifier either in your object names or in your directory names to give yourself better
control over your content. This identifier might be a date-time stamp, a sequential number, or some other
method of distinguishing two versions of the same object.

For example, instead of naming a graphic file image.jpg, you might call it image_1.jpg. When you want
to start serving a new version of the file, you'd name the new file image_2.jpg, and you'd update your
links to point to image_2.jpg. Alternatively, you might put all graphics in an images_v1 directory and,
when you want to start serving new versions of one or more graphics, you'd create a new images_v2
directory, and you'd update your links to point to that directory. With versioning, you don't have to wait
for an object to expire before CloudFront begins to serve a new version of it, and you don't have to pay
for object invalidation.

Even if you version your objects, we still recommend that you set an expiration date. For more information,
see Specifying How Long Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).

Note
Specifying versioned object names or directory names is not related to Amazon S3 object ver-
sioning.
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Updating Existing Objects Using the Same Object
Names

Although you can update existing objects in a CloudFront distribution and use the same object names,
we don't recommend it. CloudFront distributes objects to edge locations only when the objects are reques-
ted, not when you put new or updated objects in your origin. If you update an existing object in your origin
with a newer version that has the same name, an edge location won't get that new version from your
origin until both of the following occur:

« The old version of the object in the cache expires. For more information, see Specifying How Long
Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).

¢ There's an end user request for the object at that edge location.

If you use the same names when you replace objects, you can't control when CloudFront starts to serve
the new files. By default, CloudFront caches objects in edge locations for 24 hours. (For more information,
see Specifying How Long Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).) For example,
if you're replacing all of the objects on an entire website:

¢ Objects for the less popular pages may not be in any edge locations. The new versions of these objects
will start being served on the next request.

¢ Objects for some pages may be in some edge locations and not in others, so your end users will see
different versions depending on which edge location they're served from.

« New versions of the objects for the most popular pages might not be served for up to 24 hours because
CloudFront might have retrieved the objects for those pages just before you replaced the objects with
new versions.

Specifying How Long Objects Stay in a CloudFront
Edge Cache (Expiration)

Topics
¢ Specifying the Minimum Time that CloudFront Caches Objects for Web Distributions (p. 85)
¢ Specifying the Minimum Time that CloudFront Caches Objects for RTMP Distributions (p. 86)
¢ Adding Headers to Your Objects Using the Amazon S3 Console (p. 86)

You can control how long your objects stay in a CloudFront cache before CloudFront forwards another
request to your origin. Reducing the duration allows you to serve dynamic content. Increasing the duration
means your customers get better performance because your objects are more likely to be served directly
from the edge cache. A longer duration also reduces the load on your origin.

Note

You can also control how long errors (for example, 404, not found) stay in a CloudFront cache
before CloudFront tries again to get the requested object by forwarding another request to your
origin. For more information, see How CloudFront Processes and Caches HTTP 4xx and 5xx
Status Codes (p. 115).

Typically, CloudFront serves an object from an edge location until the object expires. After it expires, the
next time the edge location gets an end-user request for the object, CloudFront forwards the request to
the origin server to verify that the cache contains the latest version of the object:

« If CloudFront already has the latest version, the origin returns only a 304 status code (not modified).
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« If CloudFront does not have the latest version, the origin returns a 200 status code (OK) and the latest
version of the object.

If an object in an edge location isn't frequently requested, CloudFront might evict the object—remove the
object before its expiration date—to make room for objects that are more popular.

By default, each object automatically expires after 24 hours. To specify a different expiration time, configure
your origin to add a value for either the Cache- Cont r ol max- age directive or the Expi r es header field
to each object:

e The Cache- Cont rol nax- age directive lets you specify how long (in seconds) you want the object
to remain in the cache before CloudFront gets the object again from the origin server. The minimum
expiration time CloudFront supports is 0 seconds for web distributions and 3600 seconds for RTMP
distributions. The maximum is in the year 2038. Specify the value in the following format:

Cache-Control : max-age=seconds

For example, the following directive tells CloudFront to keep the associated object in the cache for
3600 seconds (one hour):

Cache-Control : max-age=3600

If you want objects to stay in CloudFront edge caches for a different duration than they stay in browser
caches, you can use the Cache- Cont rol max- age and Cache- Control s-naxage directives to-
gether. For more information, see Specifying the Minimum Time that CloudFront Caches Objects for
Web Distributions (p. 85).

« The Expi r es header field lets you specify an expiration date and time using the format specified in
RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1 Section 3.3.1, Full Date, for example:

Sat, 30 Jun 2012 23:59:59 GMI

Important
After the expiration date and time in the Expi r es header passes, CloudFront gets the object
again from the origin server every time an edge location receives a request for the object.

We recommend that you use the Cache- Cont rol max- age directive instead of the Expi r es header
field to control object caching. If you specify values both for Cache- Cont r ol max- age and for Expi r es,
CloudFront uses only the value of max- age.

You cannot use the HTTP Cache- Cont r ol or Pr agma header fields in a GET request from an end user
to force CloudFront to go back to the origin server for the object. CloudFront ignores those header fields
from the end user.

For more information about the Cache- Cont r ol and Expi r es header fields, see the following sections
in RFC 2616, Hypertext Transfer Protocol -- HTTP/1.1:

¢ Section 14.9 Cache Control
¢ Section 14.21 Expires

For an example of how to add Cache- Cont r ol and Expi r es header fields using the AWS SDK for PHP,
see Upload an Object Using the AWS SDK for PHP in the Amazon Simple Storage Service Developer
Guide. Some third-party tools are also able to add these fields.
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Specifying the Minimum Time that CloudFront Caches Ob-
jects for Web Distributions

For web distributions, if you add Cache- Cont r ol or Expi r es headers to your objects, you can also
specify the minimum amount of time that CloudFront keeps an object in the cache before forwarding an-
other request to the origin. These headers also affect how long a browser keeps an object in the cache
before forwarding another request to CloudFront.

Important

If you configure CloudFront to forward all headers to your origin, CloudFront doesn't cache the
objects associated with this cache behavior. Instead, it sends every request to the origin. For
more information, see Configuring CloudFront to Cache Objects Based on Request Head-

ers (p. 78).

Origin adds Cache- Cont r ol
max- age directive to objects

Origin does not add
Cache- Control max-age
directive

Origin adds Cache- Cont r ol
max- age and Cache- Contr ol
s- maxage directives to objects

Minimum TTL = O (Default)

CloudFront and browsers cache
objects for the value of the
Cache- Control max-age
directive.

* CloudFront
caching—Objects are cached
for 24 hours.

* Browser caching—Depends
on the browser.

» CloudFront
caching—Objects are cached
for the value of the
Cache- Contr ol
directive.

* Browser caching—Objects
are cached for the value of the
Cache-Control nax-age
directive.

S- maxage

Minimum TTL >0

¢ CloudFront caching—Obijects

are cached for the greater of the
value of the Cache- Cont r ol
max- age directive or the value
of the CloudFront Minimum
TTL.

* Browser caching—Objects are

cached for the value of the
Cache- Control nax-age
directive.

¢ CloudFront caching—Obijects

are cached for the greater of 24
hours or the CloudFront
Minimum TTL.

* Browser caching— Depends

on the browser.

¢ CloudFront caching—Objects
are cached for the greater of the
value of the Cache- Cont r ol
s- maxage directive or the value
of the CloudFront Minimum
TTL.

« Browser caching—Objects are
cached for the value of the
Cache- Control max-age
directive.
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Minimum TTL = O (Default) Minimum TTL >0

Origin adds Expi res header | CloudFront and browsers cache | « CloudFront caching—Objects

objects until the date in the are cached until the date in the

Expi r es header. After the date Expi r es header. After the date

passes, CloudFront forwards passes, objects are cached for

every request to the origin. the value of the CloudFront
Minimum TTL.

* Browser caching—Objects are
cached until the date in the
Expi r es header. After the date
passes, browsers forward every
request to CloudFront.

Origin adds Cache- Cont r ol CloudFront and browsers respect | ¢ CloudFront caching—Objects
no- cache, no- st or e, and/or | the headers. are cached for the Minimum
privat e directives to objects TTL.

* Browser caching—Browsers
respect the headers.

For information about how to change settings for web distributions using the CloudFront console, see
Listing, Viewing, and Updating CloudFront Distributions (p. 27). For information about how to change
settings for web distributions using the CloudFront API, see PUT Config.

Specifying the Minimum Time that CloudFront Caches Ob-
jects for RTMP Distributions

For RTMP distributions, CloudFront keeps objects in edge caches for 24 hours by default. You can add
Cache- Cont r ol or Expi r es headers to your objects to reduce the cache duration to as little as an hour
(3600 seconds) before CloudFront forwards another request to the origin. If you specify a lower value,
CloudFront uses 3600 seconds.

Adding Headers to Your Objects Using the Amazon S3
Console

Note

Using the Amazon S3 console, you can only add headers to one object at a time, but with some
third-party tools, you can add headers to multiple Amazon S3 objects at a time. For more inform-
ation about third-party tools that support Amazon S3, perform a web search on AWS S3 t hird
party tools.

To add a Cache- Cont rol or Expires header field to Amazon S3 objects using the Amazon
S3 console

1. Signin to the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

In the Amazon S3 console, in the Buckets pane, click the name of the bucket that contains the files.
In the Objects and Folders pane, select the first object to which you want to add a header field.
At the top of the Objects and Folders pane, click Actions and click Properties.

In the Properties pane, click the Metadata tab.

Sl
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6. On the Metadata tab, click Add More Metadata.
7. Inthe Key list, click Cache-Control or Expires, as applicable.
8. Inthe Value field, enter the applicable value:

* For a Cache- Control field, enter:

max- age=nunber of seconds that you want objects to stay in a Cl oudFront
edge cache

e For an Expires field, enter a date and time in HTML format.

9. Click Save.

10. If you want to add a header field to additional objects, in the Objects and Folders pane, click the
name of the next object, and repeat Steps 6 through 9.

Invalidating Objects (Web Distributions Only)

If you need to remove an object from CloudFront edge-server caches before it expires, you can do one
of the following:

« Invalidate the object. The next time a viewer requests the object, CloudFront returns to the origin to
fetch the latest version of the object.

¢ Use object versioning to serve a different version of the object that has a different name. For more in-
formation, see Updating Existing Objects Using Versioned Object Names (p. 82).

Important

You can invalidate most types of objects that are served by a web distribution, but you cannot
invalidate media files in the Microsoft Smooth Streaming format when you have enabled Smooth
Streaming for the corresponding cache behavior. In addition, you cannot invalidate objects that
are served by an RTMP distribution.

You can invalidate a specified number of objects each month for free. Above that limit, you pay a fee for
each object that you invalidate. For example, to invalidate a directory and all of the files in the directory,
you must invalidate the directory and each file individually. If you need to invalidate a lot of files, it might
be easier and less expensive to create a new distribution and change your object paths to refer to the
new distribution. For more information about the charges for invalidation, see Paying for Object Invalida-
tion (p. 91).

Topics
¢ Choosing Between Invalidating Objects and Using Versioned Object Names (p. 87)
e Determining Which Objects to Invalidate (p. 88)
¢ Invalidating Objects and Displaying Information about Invalidations (p. 88)
e Third-Party Tools for Invalidating Objects (p. 91)
 Invalidation Limits (p. 91)
¢ Paying for Object Invalidation (p. 91)

Choosing Between Invalidating Objects and Using Versioned
Object Names
To control the versions of objects served from your distribution, you can either invalidate objects or give

them versioned file names. If you'll want to update your objects frequently, we recommend that you
primarily use object versioning for the following reasons:
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¢ \ersioning enables you to control which object a request returns even when the end user has a version
cached either locally or behind a corporate caching proxy. If you invalidate the object, the end user
may continue to see the old version until it expires from those caches.

¢ File names are included in the CloudFront access logs, so versioning makes it easier to analyze the
results of object changes.

¢ \ersioning provides a way to serve different versions of objects to different end users.
« Versioning simplifies rolling forward and back between object revisions.

¢ \ersioning is less expensive. You still have to pay for CloudFront to transfer new versions of your objects
to edge locations, but you don't have to pay the per-file charge for invalidating objects.

For more information about object versioning, see Updating Existing Objects Using Versioned Object
Names (p. 82).

Determining Which Objects to Invalidate

If you want to invalidate all of your objects in all CloudFront edge caches but your users don't necessarily
access every object on your origin, you can determine which objects viewers have requested from
CloudFront and invalidate only those objects. To determine which objects viewers have requested, enable
CloudFront access logging. For more information about access logs, see Access Logs (p. 182).

Invalidating Objects and Displaying Information about Inval-
idations

You can use the CloudFront console or CloudFront API actions to create and run an invalidation, display
a list of the invalidations that you submitted previously, and display detailed information about an individual
invalidation. You can also copy an existing invalidation, edit the list of object paths, and run the edited
invalidation.

See the applicable topic:

¢ Invalidating Objects Using the CloudFront Console (p. 88)

¢ Copying, Editing, and Rerunning an Existing Invalidation Using the CloudFront Console (p. 90)

¢ Listing Invalidations Using the CloudFront Console (p. 90)

¢ Displaying Information about an Invalidation Using the CloudFront Console (p. 91)

¢ Invalidating Objects and Displaying Information about Invalidations Using the CloudFront API (p. 91)

Invalidating Objects Using the CloudFront Console

You can create any number of invalidations, but you can have only three invalidations per distribution in
progress at one time. To determine how many invalidations are currently in progress, see the Status
column on the Invalidations tab.

Note the following about specifying the objects that you want to invalidate:

Case sensitivity
Object paths are case sensitive, so i mages/ i mage. j pg and i nages/ | mage. j pg specify two dif-
ferent objects.

Default root object
To invalidate the default root object, specify the path the same way you specify the path for any
other object.

Distribution types
You can only invalidate objects that are associated with a web distribution.
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Forwarding cookies
If you configured CloudFront to forward cookies to your origin, CloudFront edge caches might contain
several versions of the object. When you invalidate an object, CloudFront invalidates every cached
version of the object regardless of its associated cookies. You can't selectively invalidate some versions
and not others based on the associated cookies. For more information, see Configuring CloudFront
to Cache Objects Based on Cookies (p. 76).

Forwarding headers
If you configured CloudFront to forward a whitelist of headers to your origin and to cache based on
the values of the headers, CloudFront edge caches might contain several versions of the object.
When you invalidate an object, CloudFront invalidates every cached version of the object regardless
of the header values. You can't selectively invalidate some versions and not others based on header
values. (If you configure CloudFront to forward all headers to your origin, CloudFront doesn't cache
your objects.) For more information, see Configuring CloudFront to Cache Objects Based on Request
Headers (p. 78).

Forwarding query strings
If you configured CloudFront to forward query strings to your origin, you must include the query strings
when invalidating objects, for example:

e i mages/i mage. j pg?par anet er 1=a
e i mages/ i mage. j pg?par anet er 1=b

If client requests include five different query strings for the same object, you must invalidate that object
five times, once for each query string. For more information, see Configuring CloudFront to Cache
Based on Query String Parameters (p. 75). To determine which query strings are in use, you can
enable CloudFront logging. For more information, see Access Logs (p. 182).

Non-ASCIlI or unsafe characters in the path
If the path includes non-ASCII characters or unsafe characters as defined in RFC 1783 (http://
www.ietf.org/rfc/rfc1738.txt), URL-encode those characters. Do not URL-encode any other characters
in the path, or CloudFront will not invalidate the old version of the updated object.

Number of objects
You can specify up to 1,000 objects in one invalidation.

Object paths
The path is relative to the distribution. A leading / is optional. For example, to invalidate the object
athttp://dl11111abcdef 8. cl oudfront. net/i nages/ i nage2. j pg, you would specify:

/i mages/ i mage2.j pg
or
i mages/ i mage2. j pg

You must explicitly invalidate every object and every directory that you want CloudFront to stop
serving. You cannot use wildcards to invalidate groups of objects, and you cannot invalidate all of
the objects in a directory by specifying the directory path.

If the object is a directory and if you have not standardized on a method for specifying directories—with
or without a trailing slash (/)—we recommend that you invalidate the directory both with and without
a trailing slash, for example, i mages and i mages/ . For more information, see How Public URLs
Affect the Invalidation of Directories (p. 74).

The maximum length of a path is 4,000 characters.

Signed URLs
If you are using signed URLSs, invalidate the object by including only the portion of the URL before
the question mark (?).
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To invalidate objects using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

Click the distribution for which you want to invalidate objects.
Click Distribution Settings.

Click the Invalidations tab.

Click Create Invalidation.

Enter the paths of the objects that you want to invalidate.
Click Invalidate.

No g~ wd

Copying, Editing, and Rerunning an Existing Invalidation Using the Cloud-
Front Console

You can copy an invalidation that you created previously, update the list of object paths, and run the up-
dated validation. You cannot copy an existing invalidation, update the object paths, and save the updated
invalidation without running it.

Important

If you copy an invalidation that is still in progress, update the list of object paths, and run the
updated invalidation, CloudFront will not stop or delete the invalidation that you copied. If any
object paths appear in the original and in the copy, CloudFront will try to invalidate the objects
twice, and both invalidations will count against your maximum number of free invalidations for
the month. If you've already reached the maximum number of free validations, you'll be charged
for both invalidations of each object. For more information, see Invalidation Limits (p. 91).

To copy, edit, and rerun an existing invalidation using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

Click the distribution that contains the invalidation that you want to copy.
Click Distribution Settings.
Click the Invalidations tab.

A ol

Click the invalidation that you want to copy.

If you aren't sure which invalidation you want to copy, you can click an invalidation and click Details
to display detailed information about that invalidation.

6. Click Copy.
7. Update the list of object paths if applicable.
8. Click Invalidate.

Listing Invalidations Using the CloudFront Console

Using the console, you can display a list of the last 100 invalidations that you've created and run for a
distribution. If you want to get a list of more than 100 invalidations, use the GET Invalidation List API action.
For more information, go to GET Invalidation List in the Amazon CloudFront API Reference.

To list invalidations using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

2. Click the distribution for which you want to display a list of invalidations.
3. Click Distribution Settings.
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4. Click the Invalidations tab.

Displaying Information about an Invalidation Using the CloudFront Console

You can display detailed information about an invalidation, including distribution ID, invalidation ID, the
status of the invalidation, the date and time that the invalidation was created, and a complete list of the
object paths.

To display information about an invalidation using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

Click the distribution that contains the invalidation about which you want to display detailed information.
Click Distribution Settings.

Click the Invalidations tab.

Click the invalidation about which you want to display detailed information.

Click Details.

o gk wDdN

Invalidating Objects and Displaying Information about Invalidations Using
the CloudFront API

For information about invalidating objects and about displaying information about invalidations using the
CloudFront API, see the applicable topic in the Amazon CloudFront API Reference:

« Invalidating objects: POST Invalidation
» Getting a list of your invalidations: GET Invalidation List
¢ Getting information about a specific invalidation: GET Invalidation

Third-Party Tools for Invalidating Objects

In addition to the invalidation methods provided by CloudFront, several third-party tools provide ways to
invalidate objects. For a list of tools, see Invalidating Objects (p. 285).

Invalidation Limits

You can make any number of invalidation requests, but you can have only three invalidation requests
per distribution in progress at one time. Each request can contain up to 1,000 objects to invalidate. If you
exceed these limits, CloudFront returns an error message.

Note
It usually takes 10 to 15 minutes for CloudFront to complete your invalidation request, depending
on the size of the request.

Paying for Object Invalidation

The first 1,000 object invalidations you request per month are free; you pay for each object invalidation
over 1,000 in a month. This limit applies to the total number of object invalidations across all of the distri-
butions that you create with one AWS account. For example, if you use the AWS account j ohn@ex-
anpl e. comto create three distributions, and each distribution has 600 object invalidations in a given
month (for a total of 1,800 invalidations), AWS will charge you for 800 object invalidations in that month.
For specific information about invalidation pricing, go to Amazon CloudFront Pricing.
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Note

For the purposes of invalidation pricing, an object invalidation request is defined as a single
Pat h element object. For more information about the Pat h element, see Invalidating Objects
and Displaying Information about Invalidations (p. 88).

Customizing Error Responses

Topics
¢ Creating or Updating a Cache Behavior for Custom Error Pages (p. 93)
¢ Changing Response Codes (p. 93)
¢ Controlling How Long CloudFront Caches Errors (p. 94)
¢ How CloudFront Responds When a Custom Error Page Is Unavailable (p. 94)
¢ Pricing for Custom Error Pages (p. 94)
¢ Configuring Error Response Behavior (p. 95)

If the objects that you're serving through CloudFront are unavailable for some reason, your web server
typically returns an HTTP status code to CloudFront. For example, if a viewer specifies an invalid URL,
your web server returns a 404 status code to CloudFront, and CloudFront returns that status code to the
viewer. The viewer displays a brief and sparsely formatted default message similar to this:

Not Found: The requested URL /nyfilename. ht was not found on this server.

If you'd rather display a custom error message, possibly using the same formatting as the rest of your
website, you can have CloudFront return to the viewer an object (for example, an HTML file) that contains
your custom error message.

ama:ﬂn gn Lp bty Azcount ! Conanle ¥ Enginh ™
web services
NS Produsts & Schetions = i = Devslogers = Suppert =

404

¥, the page you tned cannot be found.

=Talyy

Woup may have typed the sddress incorrectty or you may heve ussd an outdated bni.
1T yeoia foasnd & brosens binic from another soe or from our site, piease emal us.

AWE PIOOus & SolDofs AWE Prid LRagiE TH

KAWS Ecenomics Cante AWES Ssourty and Cosplanss Canter AW Archtecturs Canlar

et Stanted for Fres »

You can specify a different object for each supported HTTP status code, or you can use the same object
for all of the supported status codes. You can also choose to specify objects for some status codes and
not for others.

APl Version 2014-05-31
92



Amazon CloudFront Developer Guide
Creating or Updating a Cache Behavior for Custom Error
Pages

The objects that you're serving through CloudFront can be unavailable for a variety of reasons. These
fall into two broad categories:

« Client errors indicate a problem with the request. For example, an object with the specified name isn't
available, or the user doesn't have the permissions required to get an object in your Amazon S3
bucket. When a client error occurs, the origin returns an HTTP status code in the 400 range to Cloud-
Front.

e Server errors indicate a problem with the origin server. For example, the HTTP server is busy or un-
available. When a server error occurs, either your origin server returns an HTTP status code in the 500
range to CloudFront, or CloudFront doesn't get a response from your origin server for a certain period
of time and assumes a 504 status code (gateway timeout).

The HTTP status codes for which CloudFront can return a custom error page include the following:

* 400, 403, 404, 405, 414
» 500, 501, 502, 503, 504

For a detailed explanation of how CloudFront handles error responses from your origin, see How CloudFront
Processes and Caches HTTP 4xx and 5xx Status Codes (p. 115).

Creating or Updating a Cache Behavior for Custom
Error Pages

If you want to store your objects and your custom error pages in different locations, your distribution must
include a cache behavior for which the following is true:

¢ The value of Path Pattern matches the path to your custom error messages. For example, suppose
you saved custom error pages for 4xx errors in an Amazon S3 bucket in a directory named / 4xx- er -
r or s. Your distribution must include a cache behavior for which the path pattern routes requests for
your custom error pages to that location, for example, /4xx-errors/*.

¢ The value of Origin specifies the value of Origin ID for the origin that contains your custom error pages.

For more information, see Cache Behavior Settings (p. 44) in the topic Values that You Specify When
You Create or Update a Web Distribution (p. 40).

Changing Response Codes

You can choose the HTTP status code CloudFront returns along with a custom error page for a given
HTTP status code. For example, if your origin returns a 500 status code to CloudFront, you might want
CloudFront to return a custom error page and a 200 status code (OK) to the viewer. There are a variety
of reasons that you might want CloudFront to return a status code different from the one that your origin
returned:

¢ Some Internet devices (some firewalls and corporate proxies, for example) intercept HTTP 4xx and
5xx and prevent the response from being returned to the viewer. If you substitute 200, the response
typically won't be intercepted.

« If you don't care about distinguishing among different client errors or server errors, you can specify 400
or 500 as the value that CloudFront returns for all 4xx or 5xx status codes.

¢ You might want to return a 200 status code (OK) and static website so your customers don't know that
your website is down.

HTTP status codes that CloudFront can return along with a custom error page include the following:
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* 200
* 400, 403, 404, 405, 414
» 500, 501, 502, 503, 504

Controlling How Long CloudFront Caches Errors

By default, when your origin returns an HTTP 4xx or 5xx status code, CloudFront caches these error re-
sponses for five minutes and then submits the next request for the object to your origin to see whether
the problem that caused the error has been resolved and the requested object is now available.

You can specify (p. 95) the error-caching duration—the Error Caching Minimum TTL—for each 4xx
and 5xx status code that CloudFront caches. When you specify a duration, note the following:

« If you specify a short error-caching duration, CloudFront forwards more requests to your origin than if
you specify a longer duration. For 5xx errors, this may aggravate the problem that originally caused
your origin to return an error.

¢ When your origin returns an error for an object, CloudFront responds to requests for the object either
with the error response or with your custom error page until the error-caching duration elapses. If you
specify a long error-caching duration, CloudFront might continue to respond to requests with an error
response or your custom error page for a long time after the object becomes available again.

If you want to control how long CloudFront caches errors for individual objects, you can configure your
origin server to add the applicable header to the error response for that object:

¢ If the origin adds a Cache- Control max-age or Cache- Control s-naxage directive, or an
Expi r es header: CloudFront caches error responses for the greater of the value in the header or the
value of Error Caching Minimum TTL.

« If the origin adds other Cache- Cont r ol directives or adds no headers: CloudFront caches error
responses for the value of Error Caching Minimum TTL.

If the expiration time for a 4xx or 5xx status code for an object is longer than you want to wait, you can
invalidate the status code by using the URL of the requested object. If your origin is returning an error
response for multiple objects, you need to invalidate each object separately. For more information about
invalidating objects, see Invalidating Objects (Web Distributions Only) (p. 87).

How CloudFront Responds When a Custom Error
Page Is Unavailable

If you configure CloudFront to return a custom error page for an HTTP status code but the custom error
page isn't available, CloudFront returns to the viewer the status code that CloudFront received from the
origin that contains the custom error pages. For example, suppose your custom origin returns a 500 status
code and you have configured CloudFront to get a custom error page for a 500 status code from an
Amazon S3 bucket. However, someone accidentally deleted the custom error page from your bucket.
CloudFront will return an HTTP 404 status code (not found) to the viewer that requested the object.

Pricing for Custom Error Pages

When CloudFront returns a custom error page to a viewer, you pay the standard CloudFront charges for
the custom error page, not the charges for the requested object. For more information about CloudFront
charges, see CloudFront Billing and Usage Reports (p. 7).
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Configuring Error Response Behavior

You can use either the CloudFront API or console to configure CloudFront error responses. For information
about using the CloudFront API to configure error responses, go to PUT Distribution Config in the Amazon
CloudFront API Reference, and see the Cust onEr r or Responses element.

To configure CloudFront error responses using the console

1.

Create the custom error pages that you want CloudFront to return to viewers when your origin returns
HTTP 4xx or 5xx errors. Save the pages in a location that is accessible to CloudFront.

We recommend that you store custom error pages in an Amazon S3 bucket even if you're using a
custom origin. If you store custom error pages on an HTTP server and the server starts to return 5xx
errors, CloudFront can't get the files that you want to return to viewers because the origin server is
unavailable.

Confirm that you have granted CloudFront at least r ead permission to your custom error page objects.

For more information about Amazon S3 permissions, see Access Control in the Amazon Simple
Storage Service Developer Guide. For information on using the Amazon S3 console to update per-
missions, go to the Amazon Simple Storage Service Console User Guide.

(Optional) Configure your origin server to add Cache- Cont r ol directives or an Expi r es header
along with the error response for specific objects, if applicable. For more information, see Controlling
How Long CloudFront Caches Errors (p. 94).

Sign in to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

In the list of distributions, select the distribution to update and click Distribution Settings.

Click the Error Pages tab. Then either click Create Custom Error Response, or select an existing
error code and click Edit.

CloudFront > Edit Custom Error Response |

@
Custom Error Response Settings
HTTP Error Code | 404: Not Found e
Error Caching Minimum TTL 5 1@
(seconds)

Customize Error Response (s)Yes @

No
Response Page Path | /4, errors/404-not-found @
HTTP Response Code 200: OK i@

Cancel Yes, Edit

Enter the applicable values. For more information, see Custom Error Pages and Error Caching (p. 53).

If you configured CloudFront to return custom error pages, add or update the applicable cache beha-
viors. For more information, see Creating or Updating a Cache Behavior for Custom Error

Pages (p. 93).

To save your changes, click Yes, Edit.
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How CloudFront Processes Partial Requests for
an Object (Range GETSs)

For a large object, an end user's browser or client might make multiple GET requests and use the Range
request header to download the object in smaller units. These requests for ranges of bytes, sometimes
known as Range GET requests, improve the efficiency of partial downloads and the recovery from partially
failed transfers.

When CloudFront receives a Range GET request, it checks the cache in the edge location that received
the request. If the cache in that edge location already contains the entire object or the requested portion
of the object, CloudFront immediately serves the requested range from the cache.

If the cache doesn't contain the requested range, CloudFront forwards the request to the origin. (To op-
timize performance, CloudFront may request a larger range than the client requested in the Range GET.)
What happens next depends on whether the origin supports Range GET requests:

¢ If the origin supports Range GET requests: It returns the requested range. CloudFront serves the
requested range and also caches it for future requests. (Amazon S3 supports Range CET requests,
as do some HTTP servers, for example, Apache and IIS. For information about whether your HTTP
server does, see the documentation for your HTTP server.)

« If the origin doesn't support Range GET requests: It returns the entire object. CloudFront serves
the entire object and also caches the entire object for future requests. After CloudFront caches the
entire object in an edge cache, it responds to Range GET requests by serving the requested range.

In either case, CloudFront begins to serve the requested range or object to the end user as soon as the
first byte arrives from the origin.

CloudFront generally follows the RFC specification for the Range header. However, if your Range headers
don't adhere to the following requirements, CloudFront will return HTTP status code 200 with the full object
instead of status code 206 with the specified ranges:

¢ The ranges must be listed in ascending order. For example, 100- 200, 300- 400 is valid, 300- 400, 100-
200 is not valid.

¢ The ranges must not overlap. For example, 100- 200, 150- 250 is not valid.

¢ All of the ranges specifications must be valid. For example, you can't specify a negative value as part
of arange.

For more information about the Range request header, see "Section 14.35 Range" in Hypertext Transfer
Protocol -- HTTP/1.1 at http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#sec14.35.

Specifying a Default Root Object (Web Distribu-
tions Only)

You can configure CloudFront to return a specific object (the default root object) when an end user requests
the root URL for your distribution instead of an object in your distribution. Specifying a default root object
avoids exposing the contents of your distribution.

For example, the following request points to the object i mage. j pg:

http://dl11111abcdef 8. cl oudfront. net/i mage. j pg
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The following request points to the root URL of the same distribution instead of to a specific object:
http://dl11111abcdef 8. cl oudfront. net/

When you define a default root object, an end-user request that calls the root of your distribution returns
the default root object. For example, if you designate the file i ndex. ht ml as your default root object, a
request for:

http://dl11111abcdef 8. cl oudfront. net/
returns:
http://dl11111abcdef 8. cl oudfront. net/i ndex. htm

However, if you define a default root object, an end-user request for a subdirectory of your distribution
does not return the default root object. For example, suppose i ndex. ht ml is your default root object
and that CloudFront receives an end-user request for the i nst al | directory under your CloudFront dis-
tribution:

http://dl11111abcdef 8. cl oudfront.net/install/

CloudFront will not return the default root object even if a copy of i ndex. ht M appears in the i nst al |
directory.

If you configure your distribution to allow all of the HTTP methods that CloudFront supports, the default
root object applies to all methods. For example, if your default root object is index.php and you write your
application to submit a POST request to the root of your domain (http://example.com), CloudFront will
send the request to http://fexample.com/index.php.

The behavior of CloudFront default root objects is different from the behavior of Amazon S3 index docu-
ments. When you configure an Amazon S3 bucket as a website and specify the index document, Amazon
S3 returns the index document even if a user requests a subdirectory in the bucket. (A copy of the index
document must appear in every subdirectory.) For more information about configuring Amazon S3
buckets as websites and about index documents, see the Hosting Websites on Amazon S3 chapter in
the Amazon Simple Storage Service Developer Guide.

Important

Remember that a default root object applies only to your CloudFront distribution. You still need
to manage security for your origin. For example, if you are using an Amazon S3 origin, you still
need to set your Amazon S3 bucket ACLs appropriately to ensure the level of access you want
on your bucket.

If you don't define a default root object, requests for the root of your distribution pass to your origin server.
If you are using an Amazon S3 origin, any of the following might be returned:

» Alist of the contents of your Amazon S3 bucket—Under any of the following conditions, the contents
of your origin are visible to anyone who uses CloudFront to access your distribution:

* Your bucket is not properly configured.

* The Amazon S3 permissions on the bucket associated with your distribution and on the objects in
the bucket grant access to everyone.

« An end user accesses your origin using your origin root URL.

» A list of the private contents of your origin—If you configure your origin as a private distribution
(only you and CloudFront have access), the contents of the Amazon S3 bucket associated with your
distribution are visible to anyone who has the credentials to access your distribution through CloudFront.
In this case, users are not able to access your content through your origin root URL. For more inform-
ation about distributing private content, see Serving Private Content through CloudFront (p. 118).

¢ Error 403 Forbidden—CloudFront returns this error if the permissions on the Amazon S3 bucket as-
sociated with your distribution or the permissions on the objects in that bucket deny access to CloudFront
and to everyone.
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To avoid exposing the contents of your web distribution or returning an error, perform the following pro-
cedure to specify a default root object for your distribution.

To specify a default root object for your distribution
1. Upload the default root object to the origin that your distribution points to.

The file can be any type supported by CloudFront. For a list of constraints on the file name, see the
description of the Def aul t Root Obj ect element in DistributionConfig Complex Type.

Note

If the file name of the default root object is too long or contains an invalid character, Cloud-
Front returns the error HTTP 400 Bad Request - Invali dDef aul t Root Obj ect. In
addition, CloudFront caches the code for five minutes and writes the results to the access
logs.

2. Confirm that the permissions for the object grant CloudFront at least r ead access.

For more information about Amazon S3 permissions, see Access Control in the Amazon Simple
Storage Service Developer Guide. For information on using the Amazon S3 console to update per-
missions, go to the Amazon Simple Storage Service Console User Guide.

3. Update your distribution to refer to the default root object using the CloudFront console or the
CloudFront API.

To specify a default root object using the CloudFront console:

a. Signinto the AWS Management Console and open the Amazon CloudFront console at https://
console.aws.amazon.com/cloudfront/.

In the list of distributions in the top pane, select the distribution to update.
c. Inthe Distribution Details pane, on the General tab, click Edit.

d. Inthe Edit Distribution dialog box, in the Default Root Object field, enter the file name of the
default root object.

Enter only the object name, for example, i ndex. ht ml . Do not add a/ before the object name.
e. To save your changes, click Yes, Edit.

To update your configuration using the CloudFront API, you specify a value for the Def aul t Root O
bj ect element in your distribution. For information about using the CloudFront API to specify a default
root object, see PUT Distribution Config in the Amazon CloudFront API Reference.

4. Confirm that you have enabled the default root object by requesting your root URL. If your browser
doesn't display the default root object, perform the following steps:

a. Confirm that your distribution is fully deployed by viewing the status of your distribution in the
CloudFront console.

b. Repeat Steps 2 and 3 to verify that you granted the correct permissions and that you correctly
updated the configuration of your distribution to specify the default root object.

Serving Compressed Files

Amazon CloudFront can serve both compressed and uncompressed files from an origin server. CloudFront
relies on the origin server either to compress the files or to have compressed and uncompressed versions
of files available; CloudFront does not perform the compression on behalf of the origin server. With some
qualifications, CloudFront can also serve compressed content from Amazon S3. For more information,
see Choosing the File Types to Compress (p. 100).
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Serving compressed content makes downloads faster because the files are smaller—in some cases, less
than half the size of the original. Especially for JavaScript and CSS files, faster downloads translates into
faster rendering of web pages for your users. In addition, because the cost of CloudFront data transfer
is based on the total amount of data served, serving compressed files is less expensive than serving
uncompressed files.

CloudFront can only serve compressed data if the viewer (for example, a web browser or media player)
requests compressed content by including Accept - Encodi ng: gzi p in the request header. The content
must be compressed using gzip; other compression algorithms are not supported. If the request header
includes additional content encodings, for example, def | at e or sdch, CloudFront removes them before
forwarding the request to the origin server. If gzi p is missing from the Accept - Encodi ng field, CloudFront
serves only the uncompressed version of the file. For more information about the Accept - Encodi ng
request-header field, see "Section 14.3 Accept Encoding" in Hypertext Transfer Protocol -- HTTP/1.1 at
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html.

For more information, see the following topics:

Topics
¢ How CloudFront Serves Compressed Content from a Custom Origin (p. 99)
¢ Serving Compressed Files from Amazon S3 (p. 99)
¢ Choosing the File Types to Compress (p. 100)

How CloudFront Serves Compressed Content from
a Custom Origin

Here's how CloudFront commonly serves compressed content from a custom origin to a web application:

1. You configure your web server to compress selected file types. For more information, see Choosing
the File Types to Compress (p. 100).

You create a CloudFront distribution.
You program your web application to access files using CloudFront URLS.
A user accesses your application in a web browser.

CloudFront directs web requests to the edge location that has the lowest latency for the user, which
may or may not be the geographically closest edge location.

6. Atthe edge location, CloudFront checks the cache for the object referenced in each request. If the
browser included Accept - Encodi ng: gzi p in the request header, CloudFront checks for a com-
pressed version of the file. If not, CloudFront checks for an uncompressed version.

7. Ifthe file is in the cache, CloudFront returns the file to the web browser. If the file is not in the cache:

Al

CloudFront forwards the request to the origin server.

b. If the request is for a type of file that you want to serve compressed (see Step 1), the web
server compresses the file.

c. The web server returns the file (compressed or uncompressed, as applicable) to CloudFront.
d. CloudFront adds the file to the cache and serves the file to the user's browser.

Serving Compressed Files from Amazon S3

If you want to serve compressed files from Amazon S3:
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1. Create two versions of each file, one compressed and one uncompressed. To ensure that the com-
pressed and uncompressed versions of a file don't overwrite one another in the CloudFront cache,
give each file a unique name, for example, welcome.js and welcome.js.gz.

2. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
3. Upload both versions to Amazon S3.

If you're using the Amazon S3 API to upload files, include a Cont ent - Type header to specify the
MIME type of each file. The default MIME type is bi nary/ oct et - st ream

If you're using the Amazon S3 console to upload files, Amazon S3 automatically figures out the
content types of the files by default.

4. Add a Cont ent - Encodi ng header field for each compressed file and set the field value to gzi p.

For an example of how to add a Cont ent - Encodi ng header field using the AWS SDK for PHP, see
Upload an Object Using the AWS SDK for PHP in the Amazon Simple Storage Service Developer
Guide. Some third-party tools are also able to add this field.

To add a Cont ent - Encodi ng header field and set the field value using the Amazon S3 console,
perform the following procedure:

a. Inthe Amazon S3 console, in the Buckets pane, click the name of the bucket that contains the
compressed files.

Click the name of a file for which you want to add a Cont ent - Encodi ng header.
At the top of the page, click Actions. In the Actions list, click Properties.

In the right pane, click Metadata.

Under Metadata, click Add More Metadata.

In the Key list, click Content-Encoding.

In the Value field, enter gzip.

Click Save.

Repeat steps 4b through 4h for the remaining compressed files.

Se@ 0o oo00CT

5.  When generating HTML that links to content in CloudFront (for example, using php, asp, or jsp),
evaluate whether the request from the viewer includes Accept - Encodi ng: gzi p in the request
header. If so, rewrite the corresponding link to point to the compressed object name.

Choosing the File Types to Compress

Some types of files compress well, for example, HTML, CSS, and JavaScript files. Some types of files
may compress a few percent, but not enough to justify the additional processor cycles required for your
web server to compress the content, and some types of files even get larger when they're compressed.
File types that generally don't compress well include graphic files that are already compressed (.jpg, .gif),
video formats, and audio formats. We recommend that you test compression for the file types in your
distribution to ensure that there is sufficient benefit to compression.
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Request and Response Behavior

The following sections explain how CloudFront processes viewer requests and forwards the requests to
your Amazon S3 or custom origin, and how CloudFront processes responses from your origin, including
how CloudFront processes and caches 4xx and 5xx HTTP status codes.

Topics

Request and Response Behavior for Amazon S3 Origins (p. 101)
Request and Response Behavior for Custom Origins (p. 106)
How CloudFront Processes and Caches HTTP 4xx and 5xx Status Codes (p. 115)

Request and Response Behavior for Amazon S3
Origins

Topics

How CloudFront Processes and Forwards Requests to Your Amazon S3 Origin Server (p. 101)
How CloudFront Processes Responses from Your Amazon S3 Origin Server (p. 104)

How CloudFront Processes and Forwards Re-
guests to Your Amazon S3 Origin Server

For information about how CloudFront processes viewer requests and forwards the requests to your
Amazon S3 origin, see the applicable topic:

Topics

Caching Duration and Minimum TTL (p. 102)

Client IP Addresses (p. 102)

Conditional GETs (p. 102)

Cookies (p. 102)

Cross-Origin Resource Sharing (CORS) (p. 103)

HTTP Methods (p. 103)

HTTP Request Headers that CloudFront Removes or Updates (p. 103)
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¢ Maximum Length of a Request and Maximum Length of a URL (p. 104)
¢ Protocols (p. 104)

¢ Query Strings (p. 104)

¢ Request Timeout (p. 104)

Caching Duration and Minimum TTL

For web distributions, to control how long your objects stay in a CloudFront cache before CloudFront
forwards another request to your origin, you can:

« Configure your origin to add a Cache- Cont r ol or an Expi r es header field to each object.
¢ Specify a value for Minimum TTL in CloudFront cache behaviors.
* Use the default value of 24 hours.

For more information, see Specifying How Long Objects Stay in a CloudFront Edge Cache (Expira-
tion) (p. 83).

Client IP Addresses

CloudFront forwards the client IP address to Amazon S3 in the X- For war ded- For request header. The
X- For war ded- For request header looks like this:

X- Forwar ded- For: 192.0. 2. 235

If the X- For war ded- For request header contains two or more IP addresses, the first one is always the
client IP address. The other addresses are for each successive proxy that passes along the request; the
last IP address is for the proxy that forwarded the request to CloudFront:

X- Forwar ded- For: client-|P-address, proxy-I|P-address, another-proxy-I|P-address

Conditional GETs

When CloudFront receives a request for an object that has expired from an edge cache, it forwards the
request to the Amazon S3 origin either to get the latest version of the object or to get confirmation from
Amazon S3 that the CloudFront edge cache already has the latest version. When Amazon S3 originally
sent the object to CloudFront, it included an ETag value and a Last Modi f i ed value in the response. In
the new request that CloudFront forwards to Amazon S3, CloudFront adds one or both of the following:

« Anlf-Match orlf-None- Mt ch header that contains the ETag value for the expired version of the
object.

« Anlf-Mdified-Si nce header that contains the Last Modi f i ed value for the expired version of
the object.

Amazon S3 uses this information to determine whether the object has been updated and, therefore,
whether to return the entire object to CloudFront or to return only an HTTP 304 status code (not modified).

Cookies

Amazon S3 doesn't process cookies. If you configure a cache behavior to forward cookies to an Amazon
S3 origin, CloudFront forwards the cookies, but Amazon S3 ignores them.

APl Version 2014-05-31
102



Amazon CloudFront Developer Guide
How CloudFront Processes and Forwards Requests to
Your Amazon S3 Origin Server

Cross-Origin Resource Sharing (CORS)

If you want CloudFront to respect Amazon S3 cross-origin resource sharing settings, configure CloudFront
to forward the Or i gi n header to Amazon S3. For more information, see Configuring CloudFront to Cache
Objects Based on Request Headers (p. 78).

HTTP Methods

If you configure CloudFront to process all of the HTTP methods that it supports, CloudFront accepts the
following requests from viewers and forwards them to your Amazon S3 origin:

« DELETE
o GET

« HEAD

* OPTI ONS
* PATCH

* POST

« PUT

CloudFront caches responses to GET and HEAD requests, and does not cache responses to requests that
use the other methods.

If you want to use multi-part uploads to add objects to an Amazon S3 bucket, you must add a CloudFront
origin access identity to your distribution and grant the origin access identity the applicable permissions.
For more information, see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Con-
tent (p. 123).

Caution

If you configure CloudFront to accept and forward to Amazon S3 all of the HTTP methods that
CloudFront supports, you must create a CloudFront origin access identity to restrict access to
your Amazon S3 content and grant the origin access identity the applicable permissions. For
example, if you configure CloudFront to accept and forward these methods because you want
to use PUT, you must configure Amazon S3 bucket policies or ACLs to handle DELETE requests
appropriately so viewers can't delete resources that you don't want them to. For more information,
see Using an Origin Access Identity to Restrict Access to Your Amazon S3 Content (p. 123).

For information about the operations supported by Amazon S3, see the Amazon S3 documentation.

HTTP Request Headers that CloudFront Removes or Updates

CloudFront removes or updates the following header fields before forwarding requests to your Amazon
S3 origin:

* Accept

e Accept - Char set

¢ Accept - Encodi ng: If the value contains gzi p, CloudFront forwards Accept - Encodi ng: gzi p to
your Amazon S3 origin. If the value does not contain gzi p, CloudFront removes the Accept - Encodi ng
header field before forwarding the request to your origin.

e Accept - Language

e Aut hori zation:
» CGET and HEAD requests: CloudFront removes the Aut hor i zat i on header field before forwarding

the request to your origin.

» DELETE, OPTI ONS, PATCH, POST, and PUT requests: CloudFront does not remove the header field
before forwarding the request to your origin.
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¢ Connect i on: CloudFront replaces this header with Connecti on: Keep- Al i ve before forwarding
the request to your Amazon S3 origin.

¢ Cooki e: If you configure CloudFront to forward cookies, it will forward the Cooki e header field to your
Amazon S3 origin. If you don't, CloudFront removes the Cooki e header field. For more information,
see Configuring CloudFront to Cache Objects Based on Cookies (p. 76).

* Expect
* Host : CloudFront sets the value to the name of the Amazon S3 bucket that is associated with the re-
guested object.

e Proxy- Aut horization
* Referer
e TE

e Upgrade
¢ User - Agent : CloudFront replaces the value of this header field with Amazon O oudFr ont .

Maximum Length of a Request and Maximum Length of a
URL

The maximum length of a request, including the path, the query string (if any), and headers, is 20480
bytes.

CloudFront constructs a URL from the request. The maximum length of this URL is 8192 bytes.

If a request or a URL exceeds these limits, CloudFront drops the request.

Protocols

CloudFront forwards HTTP or HTTPS requests to the origin server based on the protocol of the viewer
request, either HTTP or HTTPS.

Query Strings

For web distributions, you can configure whether CloudFront forwards query string parameters to your
Amazon S3 origin. For RTMP distributions, CloudFront does not forward query string parameters. For
more information, see Configuring CloudFront to Cache Based on Query String Parameters (p. 75).

Request Timeout

When CloudFront requests data from your Amazon S3 origin, if Amazon S3 doesn't respond within 30
seconds or stops responding for 30 seconds, CloudFront drops the connection and makes two additional
attempts to contact the origin. If the origin doesn't reply during the third attempt, CloudFront doesn't try
again until it receives another request for content on the same origin.

How CloudFront Processes Responses from Your
Amazon S3 Origin Server

Topics
¢ Canceled Requests (p. 105)
« HTTP Response Headers that CloudFront Removes or Updates (p. 105)
¢ Maximum File Size (p. 105)
¢ Redirects (p. 105)
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Canceled Requests

If an object is not in the edge cache, and if a viewer terminates a session (for example, closes a browser)
after CloudFront gets the object from your origin but before it can deliver the requested object, CloudFront
does not cache the object in the edge location.

HTTP Response Headers that CloudFront Removes or Up-
dates

CloudFront removes or updates the following header fields before forwarding the response from your
Amazon S3 origin to the viewer:

* Set - Cooki e: If you configure CloudFront to forward cookies, it will forward the Set - Cooki e header
field to clients. For more information, see Configuring CloudFront to Cache Objects Based on Cook-
ies (p. 76).

e Trailer

e Transf er - Encodi ng: If your Amazon S3 origin returns this header field, CloudFront sets the value
to chunked before returning the response to the viewer.

¢ Upgrade
e Vary
* Vi a: CloudFront sets the value to:

Via: 1.1 al phanuneric-string.cloudfront.net (C oudFront)
before returning the response to the viewer. For example:

Via: 1.1 1026589cc7887e7a0dc7827b4exanpl e. cl oudfront. net (d oudFront)

Maximum File Size

The maximum size of a response body that CloudFront will return to the viewer is 20 GB. This includes
chunked transfer responses that don't specify the Cont ent - Lengt h header value.

Redirects

You can configure an Amazon S3 bucket to redirect all requests to another host name; this can be another
Amazon S3 bucket or an HTTP server. If you configure a bucket to redirect all requests and if the bucket
is the origin for a CloudFront distribution, we recommend that you configure the bucket to redirect all re-
quests to a CloudFront distribution using either the domain name for the distribution (for example,
d111111abcdef8.cloudfront.net) or an alternate domain name (a CNAME) that is associated with a distri-
bution (for example, example.com). Otherwise, viewer requests bypass CloudFront, and the objects are
served directly from the new origin.

Note

If you redirect requests to an alternate domain name, you must also update the DNS service for
your domain by adding a CNAME record. For more information, see Using Alternate Domain
Names (CNAMES) (p. 29).

Here's what happens when you configure a bucket to redirect all requests:

1. A viewer (for example, a browser) requests an object from CloudFront.
2. CloudFront forwards the request to the Amazon S3 bucket that is the origin for your distribution.
3. Amazon S3 returns an HTTP status code 301 (Moved Permanently) as well as the new location.
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CloudFront caches the redirect status code and the new location, and returns the values to the
viewer. CloudFront does not follow the redirect to get the object from the new location.

The viewer sends another request for the object, but this time the viewer specifies the new location
that it got from CloudFront:

If the Amazon S3 bucket is redirecting all requests to a CloudFront distribution, using either the
domain name for the distribution or an alternate domain name, CloudFront requests the object
from the Amazon S3 bucket or the HTTP server in the new location. When the new location returns
the object, CloudFront returns it to the viewer and caches it in an edge location.

If the Amazon S3 bucket is redirecting requests to another location, the second request bypasses
CloudFront. The Amazon S3 bucket or the HTTP server in the new location returns the object directly

to the viewer, so the object is never cached in a CloudFront edge cache.

Request and Response Behavior for Custom
Origins

Topics

How CloudFront Processes and Forwards Requests to Your Custom Origin Server (p. 106)
How CloudFront Processes Responses from Your Custom Origin Server (p. 113)

How CloudFront Processes and Forwards Re-
guests to Your Custom Origin Server

For information about how CloudFront processes viewer requests and forwards the requests to your
custom origin, see the applicable topic:

Topics

Authentication (p. 107)

Caching Duration and Minimum TTL (p. 107)

Client IP Addresses (p. 107)

Compression (p. 107)

Conditional Requests (p. 107)

Cookies (p. 108)

Cross-Origin Resource Sharing (CORS) (p. 108)
Encryption (p. 108)

HTTP Methods (p. 108)

HTTP Request Headers and CloudFront Behavior (p. 109)
HTTP Version (p. 111)

Maximum Length of a Request and Maximum Length of a URL (p. 111)
Protocols (p. 111)

Query Strings (p. 112)

Request Timeout (p. 112)

User-Agent Header (p. 112)
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Authentication

For GET and HEAD requests, do not configure your origin server to request client authentication. CloudFront
removes the Aut hori zat i on header before forwarding requests to your origin.

For DELETE, OPTI ONS, PATCH, POST, and PUT requests, if you configure CloudFront to forward the Au-
t hori zat i on header to your origin, you can configure your origin server to request client authentication.

You can configure CloudFront to forward requests to your origin using either HTTP or HTTPS; for more
information, see How to Require HTTPS for Communication between Viewers, CloudFront, and Your
Origin (p. 169).

Caching Duration and Minimum TTL

For web distributions, to control how long your objects stay in a CloudFront cache before CloudFront
forwards another request to your origin, you can:

« Configure your origin to add a Cache- Cont r ol or an Expi r es header field to each object.
¢ Specify a value for Minimum TTL in CloudFront cache behaviors.
* Use the default value of 24 hours.

For more information, see Specifying How Long Objects Stay in a CloudFront Edge Cache (Expira-
tion) (p. 83).

Client IP Addresses

CloudFront forwards the client IP address to your origin in the X- For war ded- For request header. The
X- For war ded- For request header looks like this:

X- For war ded- For: 192.0. 2. 235

If the X- For war ded- For request header contains two or more IP addresses, the first one is always the
client IP address. The other addresses are for each successive proxy that passes along the request; the
last IP address is for the proxy that forwarded the request to CloudFront:

X- Forwar ded- For: client-|P-address, proxy-I|P-address, another-proxy-I|P-address

Compression

CloudFront forwards requests that have the Accept - Encodi ng field values "i denti ty" and " gzi p".
For more information, see Serving Compressed Files (p. 98).

Conditional Requests

When CloudFront receives a request for an object that has expired from an edge cache, it forwards the

request to the origin either to get the latest version of the object or to get confirmation from the origin that
the CloudFront edge cache already has the latest version. Typically, when the origin last sent the object
to CloudFront, it included an ETag value, a Last Modi f i ed value, or both values in the response. In the
new request that CloudFront forwards to the origin, CloudFront adds one or both of the following:

¢« Anlf-Match orlf-None- Mt ch header that contains the ETag value for the expired version of the
object.

« Anlf-Mdified-Si nce header that contains the Last Modi f i ed value for the expired version of
the object.
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The origin uses this information to determine whether the object has been updated and, therefore,
whether to return the entire object to CloudFront or to return only an HTTP 304 status code (not modified).

Cookies

You can configure CloudFront to forward cookies to your origin. For more information, see Configuring
CloudFront to Cache Objects Based on Cookies (p. 76).

Cross-Origin Resource Sharing (CORS)

If you want CloudFront to respect cross-origin resource sharing settings, configure CloudFront to forward
the Ori gi n header to your origin. For more information, see Configuring CloudFront to Cache Objects
Based on Request Headers (p. 78).

Encryption

CloudFront forwards HTTPS requests to the origin server using the SSLv3 or TLSv1 protocols and the
following ciphers:

* ECDHE-RSA-AES128-GCM-SHA256
« ECDHE-RSA-AES128-SHA256

» ECDHE-RSA-AES128-SHA

« ECDHE-RSA-AES256-GCM-SHA384
» ECDHE-RSA-AES256-SHA384

* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

¢ AES256-GCM-SHA384

» AES128-SHA256

¢ AES256-SHA

* AES128-SHA

* RC4-MD5

If your origin server does not support at least one of these ciphers, CloudFront cannot establish an SSL
connection to your origin.

When establishing an HTTPS connection to the origin, CloudFront adds a Server Name Indication (SNI)
extension and includes the value of the applicable Origin Domain Name for your distribution. For more
information about SNI, see Section 3.1 of RFC 4366, Transport Layer Security (TLS) Extensions.

HTTP Methods

If you configure CloudFront to process all of the HTTP methods that it supports, CloudFront accepts the
following requests from viewers and forwards them to your custom origin:

« DELETE
o GET

* HEAD

* OPTI ONS
* PATCH

e POST
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CloudFront caches responses to GET and HEAD requests, and does nhot cache responses to requests that
use the other methods.

For information about configuring whether your custom origin processes these methods, see the docu-
mentation for your origin.

Caution

If you configure CloudFront to accept and forward to your origin all of the HTTP methods that
CloudFront supports, configure your origin server to handle all methods. For example, if you
configure CloudFront to accept and forward these methods because you want to use PCST, you
must configure your origin server to handle DELETE requests appropriately so viewers can't delete
resources that you don't want them to. For more information, see the documentation for your
HTTP server.

HTTP Request Headers and CloudFront Behavior

The following table lists HTTP request headers and, for each header, explains the following:

 CloudFront behavior if you don't configure CloudFront to forward the header to your origin, which causes
CloudFront to cache your objects based on header values.

* Whether you can configure CloudFront to cache objects based on header values for that header.

You can configure CloudFront to cache objects based on values in the Dat e and User - Agent headers,
but we don't recommend it. These headers have a lot of possible values, and caching based on their
values would cause CloudFront to forward significantly more requests to your origin.

For more information about caching based on header values, see Configuring CloudFront to Cache Objects
Based on Request Headers (p. 78).

Header Behavior If You Don't Configure CloudFront to Caching
Cache Based on Header Values Based on
Header
Values Is
Supported
Customer-defined headers CloudFront forwards the headers to your origin. Yes
Accept CloudFront removes the header. Yes
Accept-Charset CloudFront removes the header. Yes
Accept-Encoding If the value contains gzi p, CloudFront forwards No

Accept - Encodi ng: gzi p to your origin.

If the value does not contain gzi p, CloudFront removes
the Accept - Encodi ng header field before forwarding
the request to your origin.

Accept-Language CloudFront removes the header. Yes

Authorization GET and HEAD requests: CloudFront removes the Yes
Aut hori zat i on header field before forwarding the
request to your origin.

DELETE, OPTI ONS, PATCH, POST, and PUT requests:
CloudFront does not remove the header field before
forwarding the request to your origin.

Cache-Control CloudFront forwards the header to your origin. Yes
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Header

CloudFront-Forwarded-Proto

CloudFront-Is-Desktop-Viewer

CloudFront-Is-Mobile-Viewer

CloudFront-Is-Tablet-Viewer

CloudFront-Viewer-Country

Connection

Content-Length

Content-MD5

Content-Type

Cookie

Date

Expect
From

Host

If-Match

Behavior If You Don't Configure CloudFront to
Cache Based on Header Values

CloudFront does not add the header before forwarding
the request to your origin.

For more information, see Configuring CloudFront to
Cache Objects Based on the Protocol of the
Request (p. 81).

CloudFront does not add the header before forwarding
the request to your origin.

For more information, see Configuring CloudFront to
Cache Objects Based on the Device Type (p. 80).

CloudFront does not add the header before forwarding
the request to your origin.

For more information, see Configuring CloudFront to
Cache Objects Based on the Device Type (p. 80).

CloudFront does not add the header before forwarding
the request to your origin.

For more information, see Configuring CloudFront to
Cache Objects Based on the Device Type (p. 80).

CloudFront does not add the header before forwarding
the request to your origin.

CloudFront replaces this header with Connect i on:
Keep- Al i ve before forwarding the request to your
origin.

CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.

If you configure CloudFront to forward cookies, it will
forward the Cooki e header field to your origin. If you
don't, CloudFront removes the Cooki e header field.
For more information, see Configuring CloudFront to
Cache Objects Based on Cookies (p. 76).

CloudFront forwards the header to your origin.

CloudFront removes the header.
CloudFront forwards the header to your origin.

CloudFront sets the value to the domain name of the
origin that is associated with the requested object.

CloudFront forwards the header to your origin.

Caching
Based on
Header
Values Is
Supported

Yes

Yes

Yes

Yes

Yes

No

Yes
Yes
Yes

No

Yes, but not
recommended

Yes
Yes

Yes

Yes
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Header

If-Modified-Since
If-None-Match
If-Range
If-Unmodified-Since
Max-Forward

Origin

Pragma
Proxy-Authorization

Range

Referer
TE
Upgrade

User-Agent

Via

Warning

HTTP Version

Behavior If You Don't Configure CloudFront to
Cache Based on Header Values

CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront forwards the header to your origin.
CloudFront removes the header.

CloudFront forwards the header to your origin. For more
information, see How CloudFront Processes Partial
Requests for an Object (Range GETS) (p. 96).

CloudFront removes the header.
CloudFront removes the header.
CloudFront removes the header.

CloudFront replaces the value of this header field with
Amazon d oudFr ont . If you want CloudFront to cache
your content based on the device the user is using, see
Configuring CloudFront to Cache Objects Based on
the Device Type (p. 80).

CloudFront forwards the header to your origin.

CloudFront forwards the header to your origin.

CloudFront forwards requests to your custom origin using HTTP/1.1.

Caching
Based on
Header
Values Is
Supported

Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes

Yes
No
No

Yes, but not
recommended

Yes

Yes

Maximum Length of a Request and Maximum Length of a

URL

The maximum length of a request, including the path, the query string (if any), and headers, is 20480

bytes.

CloudFront constructs a URL from the request. The maximum length of this URL is 8192 bytes.

If a request or a URL exceeds these limits, CloudFront drops the request.

Protocols

CloudFront forwards HTTP or HTTPS requests to the origin server based on the following:
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» The protocol of the request that the viewer sends to CloudFront, either HTTP or HTTPS.

« The value of the Origin Protocol Policy field in the CloudFront console or, if you're using the CloudFront
API, the Ori gi nProt ocol Pol i cy elementin the Di st ri buti onConfi g complex type. In the
CloudFront console, the options are HTTP Only and Match Viewer.

If you specify HTTP Only, CloudFront forwards requests to the origin server using only the HTTP protocol,
regardless of the protocol in the viewer request.

If you specify Match Viewer, CloudFront forwards requests to the origin server using the protocol in the
viewer request. Note that CloudFront caches the object only once even if viewers make requests using
both HTTP and HTTPS protocols.

Caution
If the viewer request uses the HTTPS protocol, and if the origin server returns an invalid certificate
or a self-signed certificate, CloudFront drops the TCP connection.

If you aren't sure which protocol to use, we recommend that you specify HTTP only.

For information about how to update a distribution using the CloudFront console, see Listing, Viewing,
and Updating CloudFront Distributions (p. 27). For information about how to update a distribution using
the CloudFront API, go to PUT Distribution Config in the Amazon CloudFront API Reference.

Query Strings

You can configure whether CloudFront forwards query string parameters to your origin. For more inform-
ation, see Configuring CloudFront to Cache Based on Query String Parameters (p. 75).

Request Timeout

When CloudFront requests data from your origin, if the origin doesn't respond within 30 seconds or stops
responding for 30 seconds, CloudFront drops the connection and makes two additional attempts to contact
the origin. If the origin doesn't reply during the third attempt, CloudFront doesn't try again until it receives
another request for content on the same origin.

User-Agent Header

If you want CloudFront to cache different versions of your objects based on the device a user is using to
view your content, we recommend that you configure CloudFront to forward the applicable headers to
your custom origin:

e Cl oudFront-1s-Mbil e-Vi ener
e Cl oudFront-1s-Tabl et - Vi ener
* Cl oudFront-1s- Deskt op- Vi ewer

Based on the value of the User - Agent header, CloudFront sets the value of these headers to t r ue or
f al se before forwarding the request to your origin. If a device falls into more than one category, more
than one value might be t r ue. For example, for some tablet devices, CloudFront might set both C oud-
Front -1 s- Mobi | e- Vi ewer and O oudFront - | s- Tabl et - Vi ewer to t r ue. For more information
about configuring CloudFront to cache based on request headers, see Configuring CloudFront to Cache
Objects Based on Request Headers (p. 78).

You can configure CloudFront to cache objects based on values in the User - Agent header, but we don't
recommend it. The User - Agent header has a lot of possible values, and caching based on those values
would cause CloudFront to forward significantly more requests to your origin.
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If you do not configure CloudFront to cache objects based on values in the User - Agent header, Cloud-
Front CloudFront adds a User - Agent header with the following value before it forwards a request to
your origin:

User - Agent = Amazon C oudFront

CloudFront adds this header regardless of whether the request from the viewer included a User - Agent
header. If the request from the viewer includes a User - Agent header, CloudFront removes it.

How CloudFront Processes Responses from Your
Custom Origin Server

For information about how CloudFront processes responses from custom origin servers, see the applicable
topic:
Topics
e Caching (p. 113)
¢ Canceled Requests (p. 113)
¢ Content Negotiation (p. 113)
e Cookies (p. 113)
e Dropped TCP Connections (p. 114)
« HTTP Response Headers that CloudFront Removes or Updates (p. 114)
¢ Maximum File Size (p. 114)
¢ Origin Unavailable (p. 114)
¢ Redirects (p. 115)
¢ Transfer Encoding (p. 115)

Caching

¢ Ensure that the origin server sets valid and accurate values for the Dat e and Last - Modi fi ed header
fields.

« If requests from viewers include the | f - Mat ch or | f - None- Mat ch request header fields, set the ETag
response header field. If you do not specify an ETag value, CloudFront ignores subsequent | f - Mat ch
or | f - None- Mat ch headers.

Canceled Requests

If an object is not in the edge cache, and if a viewer terminates a session (for example, closes a browser)

after CloudFront gets the object from your origin but before it can deliver the requested object, CloudFront
does not cache the object in the edge location.

Content Negotiation

The only acceptable value for the Var y header is Accept - Encodi ng. CloudFront ignores other values.

Cookies

If you enable cookies for a cache behavior, and if the origin returns cookies with an object, CloudFront
caches both the object and the cookies. Note that this reduces cacheability for an object. For more inform-
ation, see Configuring CloudFront to Cache Objects Based on Cookies (p. 76).
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Dropped TCP Connections

If the TCP connection between CloudFront and your origin drops while your origin is returning an object
to CloudFront, CloudFront behavior depends on whether your origin included a Cont ent - Lengt h
header in the response:

¢ Content-Length header: CloudFront returns the object to the viewer as it gets the object from your
origin. However, if the value of the Cont ent - Lengt h header doesn't match the size of the object,
CloudFront doesn't cache the object.

¢ Transfer-Encoding: Chunked: CloudFront returns the object to the viewer as it gets the object from
your origin. However, if the chunked response is not complete, CloudFront does not cache the object.

* No Content-Length header: CloudFront returns the object to the viewer and caches it, but the object
may not be complete. Without a Cont ent - Lengt h header, CloudFront cannot determine whether the
TCP connection was dropped accidentally or on purpose.

We recommend that you configure your HTTP server to add a Cont ent - Lengt h header to prevent
CloudFront from caching partial objects.

HTTP Response Headers that CloudFront Removes or Up-
dates

CloudFront removes or updates the following header fields before forwarding the response from your
origin to the viewer:

¢ Set - Cooki e: If you configure CloudFront to forward cookies, it will forward the Set - Cooki e header
field to clients. For more information, see Configuring CloudFront to Cache Objects Based on Cook-
ies (p. 76).

e Trailer

e Transf er - Encodi ng: If your origin returns this header field, CloudFront sets the value to chunked
before returning the response to the viewer.

e Upgrade

e Vary

« Vi a: Regardless of whether your origin returns this header field to CloudFront, CloudFront sets the
value to:

Via: 1.1 al phanuneric-string.cloudfront.net (C oudFront)
before returning the response to the viewer. For example:

Via: 1.1 1026589cc7887e7a0dc7827b4exanpl e. cl oudfront. net (d oudFront)

Maximum File Size

The maximum size of a response body that CloudFront will return to the viewer is 20 GB. This includes
chunked transfer responses that don't specify the Cont ent - Lengt h header value.

Origin Unavailable

If your origin server is unavailable and CloudFront gets a request for an object that is in the edge cache
but that has expired (for example, because the period of time specified in the Cache- Cont r ol nax- age
directive has passed), CloudFront either serves the expired version of the object or serves a custom error
page. For more information, see How CloudFront Processes and Caches HTTP 4xx and 5xx Status
Codes (p. 115).
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In some cases, an object that is seldom requested is evicted and is no longer available in the edge cache.
CloudFront can't serve an object that has been evicted.

Redirects

If you change the location of an object on the origin server, you can configure your web server to redirect
requests to the new location. After you configure the redirect, the first time a viewer submits a request
for the object, CloudFront Front sends the request to the origin, and the origin responds with a redirect
(for example, 302 Moved Tenpor ari | y). CloudFront caches the redirect and returns it to the viewer.
CloudFront does not follow the redirect.

You can configure your web server to redirect requests to one of the following locations:

« The new URL of the object on the origin server. When the viewer follows the redirect to the new URL,
the viewer bypasses CloudFront and goes straight to the origin. As a result, we recommend that you
not redirect requests to the new URL of the object on the origin.

¢ The new CloudFront URL for the object. When the viewer submits the request that contains the new
CloudFront URL, CloudFront gets the object from the new location on your origin, caches it at the edge
location, and returns the object to the viewer. Subsequent requests for the object will be served by the
edge location. This avoids the latency and load associated with viewers requesting the object from the
origin. However, every new request for the object will incur charges for two requests to CloudFront.

Transfer Encoding

CloudFront supports only the chunked value of the Tr ansf er - Encodi ng header. If your origin returns
Transfer- Encodi ng: chunked, CloudFront CloudFront returns the object to the client as the object
is received at the edge location, and caches the object in chunked format for subsequent requests.

We recommend that you use chunked encoding if the content length of your response cannot be prede-
termined. For more information, see Dropped TCP Connections (p. 114).

How CloudFront Processes and Caches HTTP
4xx and 5xx Status Codes

Topics
« How CloudFront Processes Errors When You Have Configured Custom Error Pages (p. 116)
* How CloudFront Processes Errors When You Have Not Configured Custom Error Pages (p. 116)
« HTTP 4xx and 5xx Status Codes that CloudFront Caches (p. 117)

When CloudFront requests an object from your Amazon S3 bucket or custom origin server, your origin
sometimes returns an HTTP 4xx or 5xx status code, which indicates an error has occurred. CloudFront
behavior depends on:

« Whether you have configured custom error pages.

¢ Whether you have configured how long you want CloudFront to cache error responses from your origin
(error caching minimum TTL).

¢ The status code.
» For 5xx status codes, whether the requested object is currently in the CloudFront edge cache.
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For information about settings for custom error pages in the CloudFront console, see Custom Error Pages
and Error Caching (p. 53). For information about the error caching minimum TTL in the CloudFront console,
see Error Caching Minimum TTL (p. 54).

For a list of the HTTP status codes that CloudFront caches, see HTTP 4xx and 5xx Status Codes that
CloudFront Caches (p. 117).

If you have enabled logging, CloudFront writes the results to the logs regardless of the HTTP status code.

How CloudFront Processes Errors When You Have
Configured Custom Error Pages

When your origin returns an HTTP 4xx or 5xx status code, the requested object is not in the edge cache,
and you have configured custom error pages, CloudFront does the following:

1. In the CloudFront edge cache that received the original request, CloudFront checks your distribution
configuration and gets the path of the custom error page that corresponds with the status code that
your origin server returned.

2. CloudFront finds the first cache behavior in your distribution that has a path pattern that matches the
path of the custom error page.

3. The CloudFront edge location sends a request for the custom error page to the origin that is specified
in the cache behavior.

4. The origin returns the custom error page to the edge location.

5. CloudFront returns the custom error page to the viewer that made the request, and also caches the
custom error page for the amount of time specified by the error caching minimum TTL (five minutes
by default).

6. After the error caching minimum TTL has elapsed, CloudFront tries again to get the requested object
by forwarding another request to your origin.

When your origin returns an HTTP 5xx status code, the requested object is in the edge cache, and you
have configured custom error pages, CloudFront does the following:

1. CloudFront serves the object even though it has expired. For the duration of the error caching minimum
TTL, CloudFront continues to respond to viewer requests by serving the object from the edge cache.

2. After the error caching minimum TTL has elapsed, CloudFront tries again to get the requested object
by forwarding another request to your origin. Note that if the object is not requested frequently,
CloudFront may evict it from the edge cache while your origin server is still returning 5xx responses.
For information about how long objects stay in CloudFront edge caches, see Specifying How Long
Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).

How CloudFront Processes Errors When You Have
Not Configured Custom Error Pages

When your origin either returns an HTTP 4xx status code or returns an HTTP 5xx status code when the
requested object is not in the edge cache, and you have not configured custom error pages, CloudFront
does the following:

1. CloudFront returns the 4xx or 5xx status code to the viewer.
2. CloudFront also caches the status code in the edge cache that received the request.

3. For the duration of the error caching minimum TTL (five minutes by default), CloudFront responds to
subsequent viewer requests for the same object with the cached 4xx or 5xx status code.
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4. After the error caching minimum TTL has elapsed, CloudFront tries again to get the requested object
by forwarding another request to your origin.

When your origin returns an HTTP 5xx status code, the requested object is in the edge cache, and you
have not configured custom error pages, CloudFront does the following:

1. CloudFront serves the object even though it has expired. For the duration of the error caching minimum
TTL, CloudFront continues to respond to viewer requests by serving the object from the edge cache.

2. After the error caching minimum TTL has elapsed, CloudFront tries again to get the requested object
by forwarding another request to your origin. Note that if the object is not requested frequently,
CloudFront may evict it from the edge cache while your origin server is still returning 5xx responses.
For information about how long objects stay in CloudFront edge caches, see Specifying How Long
Objects Stay in a CloudFront Edge Cache (Expiration) (p. 83).

HTTP 4xx and 5xx Status Codes that CloudFront
Caches

CloudFront caches the following HTTP 4xx and 5xx status codes returned by Amazon S3 or your custom
origin server. If you have configured a custom error page for an HTTP status code, CloudFront caches
the custom error page.

400 Bad Request

403 Forbidden

404 Not Found

405 Method Not Allowed
414 Request-URI Too Large
500 Internal Service Error
501 Not Implemented

502 Bad Gateway

503 Service Unavailable
504 Gateway Time-out
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Serving Private Content through
CloudFront

Many companies that distribute content via the Internet want to restrict access to documents, business
data, media streams, or content that is intended for selected users, for example, users who have paid a
fee. To securely serve this private content using CloudFront, you can:

¢ Require that your users use special CloudFront signed URLSs to access your content, not the standard
CloudFront public URLs.

¢ Require that your users access your Amazon S3 content using CloudFront URLS, not Amazon S3

URLs.

Overview of Private Content

You can control end-user access to your private content in two ways:

You can restrict access to objects in CloudFront edge caches: You can configure
CloudFront to require that end users access your objects using special signed URLS. You
then create the signed URLSs (either manually or programmatically) and distribute them to
your users.

When you create signed URLSs for your objects, you can specify:

* An ending date and time, after which the URL is no longer valid.
¢ (Optional) The date and time that the URL becomes valid.

« (Optional) The IP address or range of addresses of the computers that can be used to
access your content.

One part of a signed URL is hashed and signed using the private key from a public/private
key pair. When someone uses a signed URL to access an object, CloudFront compares the
signed and unsigned portions of the URL. If they don't match, CloudFront doesn't serve the
object.
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(2] You can restrict access to objects in your Amazon S3 bucket: You can secure the content
in your Amazon S3 bucket so end users can access it using CloudFront URLs but cannot
access it using Amazon S3 URLSs. This prevents anyone from bypassing CloudFront and
using the Amazon S3 URL to access the content to which you're trying to restrict access. To
require that users use CloudFront URLS, you:

¢ Create a special CloudFront user called an origin access identity.
« Give the origin access identity permission to read the objects in your bucket.
* Remove permission for anyone else to read the objects.

End User Amazon CloudFront Amazon S3

Origin Server

Edge

o _
Location »-| Object |

Edge
Location

E-X

How Private Content Works

Here's an overview of how you use private content to secure access to your Amazon S3 content. Later,
we go into greater detail for each step.

Note
To set up private content, you must use the CloudFront console or CloudFront API version 2009-
09-09 or later.

1. You secure your content in Amazon S3 to prevent anyone from bypassing CloudFront and using the
Amazon S3 URL to access the content to which you're trying to restrict access. This step is optional,
but it's a good idea in case someone learns the Amazon S3 URLs for your content.

Create an origin access identity, which is a special CloudFront user.

b. Associate the origin access identity with your distribution. (For web distributions, you associate
the origin access identity with origins, so you can secure all or just some of your Amazon S3
content.)

c. Change permissions in Amazon S3 so only the origin access identity can access your objects.

For more information, see Using an Origin Access Identity to Restrict Access to Your Amazon S3
Content (p. 123).

2. Inyour CloudFront distribution, specify one or more trusted signers, which are the AWS accounts
that you want to have permission to create signed URLSs.
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For more information, see Specifying the AWS Accounts That Can Create Signed URLs (Trusted
Signers) (p. 128).

3. You develop your application to create signed URLSs for the objects or parts of your application for
which signed URLSs are required.

For more information about signed URLS, see Overview of Signed URLs (p. 134).
4. An end user requests an object for which you want to require signed URLSs.

5. Your application verifies that the end user is entitled to access the object: they've signed in, they've
paid for access to the content, or they've met some other requirement for access.

6. Your application creates and returns a signed URL to the user.
7. The signed URL allows the user to download or stream the content.

This step is automatic; the user usually doesn't have to do anything additional to access the content.
For example, if a user is accessing your content in a web browser, your application returns the signed
URL to the browser. The browser immediately uses the signed URL to access the object in the
CloudFront edge cache without any intervention from the user.

8. CloudFront confirms that the URL hasn't been tampered with and that it's still valid. For example, if
you specified a beginning and ending date and time for the URL, CloudFront confirms that the user
is trying to access your content during the time period that you want to allow access. If the URL is
valid, CloudFront performs the standard operations: determines whether the object is already in the
edge cache, forwards the request to the origin if necessary, and returns the object to the user.

Using an HTTP Server for Private Content

You can use signed URLSs for any CloudFront distribution, regardless of whether the origin is an Amazon
S3 bucket or an HTTP server. However, for CloudFront to access your objects on an HTTP server, the
objects must remain publicly accessible. Because the objects are publicly accessible, anyone who has
the URL for an object on your HTTP server can access the object without the protection provided by
CloudFront signed URLSs. If you use signed URLs and your origin is an HTTP server, do not give the
URLs for the objects on your HTTP server to your customers or to others outside your organization.

Choosing How Long Signed URLs Are Valid

You can distribute private content using a signed URL that is valid for only a short time—possibly for as
little as a few minutes. Signed URLSs that are valid for such a short period are good for distributing content
on-the-fly to an end user for a limited purpose, such as distributing movie rentals or music downloads to
customers on demand. If your signed URLs will be valid for just a short period, you'll probably want to
generate them automatically using an application that you develop. When the user starts to download an
object or starts to play a media file, CloudFront compares the expiration time in the URL with the current
time to determine whether the URL is still valid.

You can also distribute private content using a signed URL that is valid for a longer time, possibly for
years. Signed URLSs that are valid for a longer period are useful for distributing private content to known
end users, such as distributing a business plan to investors or distributing training materials to employees.
You can develop an application to generate these longer-term signed URLSs for you, or you can use one
of the third-party GUI tools listed in Tools for Configuring Private Content (p. 285).

Sample Code and Third-Party Tools

For sample code that creates the hashed and signed part of signed URLSs, see the following topics:

¢ Create a URL Signature Using Perl (p. 153)
¢ Create a URL Signature Using PHP (p. 154)
¢ Create a URL Signature Using C# and the .NET Framework (p. 157)
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¢ Create a URL Signature Using Java (p. 165)

Additional sample code for creating signed URLSs is available on the Amazon CloudFront Sample Code
& Libraries page.

For information about third-party tools that support private content, including creating signed URLS, see
Tools for Configuring Private Content (p. 285).
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Task List: Serving Private Content

To configure CloudFront to serve private content, perform the following tasks.

1. Optional: Configure your CloudFront distribution and your Amazon S3 bucket to require that your
users access your Amazon S3 content using only CloudFront URLs. For more information, see Using
an Origin Access ldentity to Restrict Access to Your Amazon S3 Content (p. 123).

2. Specify the AWS accounts that you want to use to create signed URLs. For more information, see
Specifying the AWS Accounts That Can Create Signed URLSs (Trusted Signers) (p. 128).

3. Create signed URLSs, either manually or programmatically, to give to authorized end users. For more
information, see Overview of Signed URLs (p. 134).
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Using an Origin Access ldentity to Restrict Ac-
cess to Your Amazon S3 Content

Topics
¢ Creating a CloudFront Origin Access Identity and Adding it to Your Distribution (p. 123)
¢ Granting the Origin Access Identity Permission to Read Objects in Your Amazon S3 Bucket (p. 125)

Typically, if you're using an Amazon S3 bucket as the origin for a CloudFront distribution, you grant
everyone permission to read the objects in your bucket. This allows anyone to access your objects using
either the CloudFront URL or the Amazon S3 URL. CloudFront doesn't expose Amazon S3 URLSs, but
your users may have those URLs if your application serves any objects directly from Amazon S3 or if
anyone gives out direct links to specific objects in Amazon S3.

If you want to use CloudFront signed URLSs to provide access to objects in your Amazon S3 bucket, you
probably also want to prevent users from accessing your Amazon S3 objects using Amazon S3 URLs. If
users access your objects directly in Amazon S3, they bypass the controls provided by CloudFront signed
URLs, including control over when a URL expires and control over which IP addresses can be used to
access the objects. In addition, if users access objects using both CloudFront URLs and Amazon S3
URLs, CloudFront access logs are less useful because they're incomplete.

You restrict access to Amazon S3 content by creating an origin access identity, which is a special
CloudFront user. You change Amazon S3 permissions to give the origin access identity permission to
access your objects, and to remove permissions from everyone else. When your users access your
Amazon S3 objects using CloudFront URLS, the CloudFront origin access identity gets the objects on
your users' behalf. If your users try to access objects using Amazon S3 URLSs, they're denied access.
The origin access identity has permission to access objects in your Amazon S3 bucket, but users don't.

Note
To create origin access identities, you must use the CloudFront console or CloudFront API version
2009-09-09 or later.

To ensure that your users access your objects using only CloudFront URLSs, regardless of whether the
URLSs are signed, perform the following tasks:

1. Create an origin access identity and add it to your distribution. For more information, see Creating
a CloudFront Origin Access Identity and Adding it to Your Distribution (p. 123).

Note
You can also create an origin access identity and add it to your distribution when you create
the distribution.

2. Change the permissions either on your Amazon S3 bucket or on the objects in your bucket so only
the origin access identity has read permission (or read and download permission).

For more information, see Granting the Origin Access Identity Permission to Read Objects in Your
Amazon S3 Bucket (p. 125).

Creating a CloudFront Origin Access ldentity and
Adding it to Your Distribution

An AWS account can have up to 100 CloudFront origin access identities. However, you can add an origin
access identity to as many distributions as you want, so one origin access identity is usually sufficient.
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If you didn't create an origin access identity and add it to your distribution when you created the distribution,
you can create and add one now using either the CloudFront console or the CloudFront API:

¢ If you're using the CloudFront console: You can create an origin access identity and add it to your
distribution at the same time. For more information, see Creating an Origin Access Identity and Adding
it to Your Distribution Using the CloudFront Console (p. 124).

¢ If you're using the CloudFront API: You create an origin access identity and then you add it to your
distribution. Perform the procedure in each of the following topics:

¢ Creating an Origin Access ldentity Using the CloudFront API (p. 125)
« Adding an Origin Access ldentity to Your Distribution Using the CloudFront API (p. 125)

Creating an Origin Access Identity and Adding it to Your
Distribution Using the CloudFront Console

If you didn't create an origin access identity when you created your distribution, perform the following
procedure.

To create a CloudFront origin access identity using the CloudFront console

1. Signin to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

Click the ﬂ icon for the distribution to which you want to add an origin access identity.
3. Change to edit mode:

* Web distributions: Click the Origins tab, click the origin that you want to edit, and click Edit. You
can only create an origin access identity for origins for which Origin Type is S3 Origin.

« RTMP distributions: Click Edit.

4. For Restrict Bucket Access, click Yes.

5. If you already have an origin access identity that you want to use, click Use an Existing Identity.
Then select the identity in the Your Identities list.

Note
If you already have an origin access identity, we recommend that you reuse it to simplify
maintenance.

If you want to create an identity, click Create a New Identity. Then enter a description for the identity
in the Comment field.

6. If you want CloudFront to automatically give the origin access identity permission to read the objects
in the Amazon S3 bucket specified in Origin Domain Name, click Yes, Update Bucket Policy.

Important

If you click Yes, Update Bucket Policy, CloudFront updates bucket permissions to grant
the specified origin access identity the permission to read objects in your bucket. However,
CloudFront does not remove existing permissions. If users currently have permission to
access the objects in your bucket using Amazon S3 URLs, they will still have that permission
after CloudFront updates your bucket permissions. To view or remove existing bucket per-
missions, use a method provided by Amazon S3. For more information, see Granting the
Origin Access Identity Permission to Read Objects in Your Amazon S3 Bucket (p. 125).

If you want to manually update permissions on your Amazon S3 bucket, click No, | Will Update
Permissions.

7. Click Yes, Edit.
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8. If you're adding an origin access identity to a web distribution and you have more than one origin,
repeat Step 3 through Step 7 as applicable.

Creating an Origin Access Identity Using the CloudFront API

If you already have an origin access identity and you want to reuse it instead of creating another one,
skip to Adding an Origin Access ldentity to Your Distribution Using the CloudFront API (p. 125).

To create a CloudFront origin access identity using the CloudFront API, use the POST Ori gi n Access
I denti ty API action. The response includes an | d and an S3Canoni cal User | d for the new origin
access identity. Make note of these values because you will use them later in the process:

« Id element: You use the value of the | d element to associate an origin access ID with your distribution.

e S3CanonicalUserld element: You use the value of the S3Canoni cal User | d element when you give
CloudFront access to your Amazon S3 bucket or objects.

For more information aboutthe POST Ori gi n Access ldentity APl action, gotoPOST Origin Access
Identity in the Amazon CloudFront API Reference. For a list of other actions that you can perform on origin
access identities, go to Actions on Origin Access Identities, also in the Amazon CloudFront AP| Reference.

Adding an Origin Access Identity to Your Distribution Using
the CloudFront API

You can use the CloudFront API to add a CloudFront origin access identity to an existing distribution or
to create a new distribution that includes an origin access identity. In either case, include an Ori gi nAc-
cessl dentity element. This element contains the value of the | d element that the POST Ori gi n
Access | dentity APl action returned when you created the origin access identity. For web distributions,
add the Ori gi nAccessl denti ty element to one or more origins. For RTMP distributions, add the

Ori gi nAccessl dent ity element to the distribution.

See the applicable topic in the Amazon CloudFront API Reference:

* Create a new web distribution: POST Distribution

¢ Update an existing web distribution: PUT Distribution Config

¢ Create a new RTMP distribution: POST Streaming Distribution

¢ Update an existing RTMP distribution: PUT Streaming Distribution Config

Granting the Origin Access ldentity Permission to
Read Objects in Your Amazon S3 Bucket

When you create or update a distribution, you can add an origin access identity and automatically update
the bucket policy to give the origin access identity permission to access your bucket. Alternatively, you
can choose to manually change the bucket policy or change ACLs, which control permissions on individual
objects in your bucket.

Whichever method you use, you should still review the bucket policy for your bucket and review the per-
missions on your objects to ensure that:

¢ CloudFront can access objects in the bucket on behalf of users who are requesting your objects using
CloudFront URLs.

» Users can't use Amazon S3 URLSs to access your objects.
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Caution

If you configure CloudFront to accept and forward to Amazon S3 all of the HTTP methods that
CloudFront supports, create a CloudFront origin access identity to restrict access to your Amazon
S3 content, and grant the origin access identity the applicable permissions. For example, if you
configure CloudFront to accept and forward these methods because you want to use the PUT
method, you must configure Amazon S3 bucket policies or ACLs to handle DELETE requests
appropriately so users can't delete resources that you don't want them to.

Note the following:

« You may find it easier to update Amazon S3 bucket policies than ACLs because you can add objects
to the bucket without updating permissions. However, ACLs give you more fine-grained control because
you're granting permissions on each object.

» By default, your Amazon S3 bucket and all of the objects in it are private—only the AWS account that
created the bucket has permission to read or write the objects in it.

« If you're adding an origin access identity to an existing distribution, modify the bucket policy or any
object ACLs as appropriate to ensure that the objects are not publicly available.

» Grant additional permissions to one or more secure administrator accounts so you can continue to
update the contents of the Amazon S3 bucket.

Important

There may be a brief delay between when you save your changes to Amazon S3 permissions
and when the changes take effect. Until the changes take effect, you may get permission-denied
errors when you try to access objects in your bucket.

Updating Amazon S3 Bucket Policies

You can update the Amazon S3 bucket policy using either the AWS Management Console or the Amazon
S3 API:

¢ Grant the CloudFront origin access identity the applicable permissions on the bucket.

To specify an origin access identity, use the value of Amazon S3 Canonical User ID on the Origin
Access ldentity page in the CloudFront console. If you're using the CloudFront API, use the value of
the S3Canoni cal User | d element that was returned when you created the origin access identity.

» Deny access to anyone that you don't want to have access using Amazon S3 URLSs.

For more information, go to Using Bucket Policies in the Amazon Simple Storage Service Developer
Guide.

For an example, see "Granting Permission, Using Canonical ID, to a CloudFront Origin Identify" in the
topic Example Cases for Amazon S3 Bucket Policies, also in the Amazon Simple Storage Service De-
veloper Guide.

Updating Amazon S3 ACLs

Using either the AWS Management Console or the Amazon S3 API, change the Amazon S3 ACL:

» Grant the CloudFront origin access identity the applicable permissions on each object that the CloudFront
distribution serves.

To specify an origin access identity, use the value of Amazon S3 Canonical User ID on the Origin
Access ldentity page in the CloudFront console. If you're using the CloudFront API, use the value of
the S3Canoni cal User | d element that was returned when you created the origin access identity.

¢ Deny access to anyone that you don't want to have access using Amazon S3 URLs.
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If another AWS account uploads objects to your bucket, that account is the owner of the objects. By default,
the account that owns objects in a bucket is the only account that can grant permissions to those objects.
However, the AWS account that owns the objects can make you an owner, too, which allows you to
change permissions on the objects.

For more information, go to Using ACLs in the Amazon Simple Storage Service Developer Guide.

You can also change the ACLs using code and one of the AWS SDKs. For an example, see the down-
loadable sample code in Create a URL Signature Using C# and the .NET Framework (p. 157).
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Speci

fying the AWS Accounts That Can Create

Signed URLs (Trusted Signers)

Topics

¢ Creating CloudFront Key Pairs for Your Trusted Signers (p. 129)

¢ Reformatting the CloudFront Private Key (.NET and Java Only) (p. 129)
¢ Adding Trusted Signers to Your Distribution (p. 130)

¢ Verifying that Trusted Signers Are Active (Optional) (p. 132)

¢ Rotating CloudFront Key Pairs (p. 132)

To create signed URLSs for the objects in your Amazon S3 bucket, you need at least one AWS account
that has an active CloudFront key pair. This account is known as a trusted signer. The trusted signer has
two purposes:

As soon as you add the AWS account number for your trusted signer to your distribution, CloudFront
starts to require that users use signed URLSs to access the objects in your Amazon S3 bucket.

When you create a signed URL, you use the private key from the trusted signer's key pair to sign a
portion of the URL. When someone uses the signed URL to access an object, CloudFront compares
the signed portion of the URL with the unsigned portion to verify that the URL hasn't been tampered
with. CloudFront also verifies that the URL is valid, meaning, for example, that the expiration date and
time in the URL hasn't passed.

When you specify trusted signers, you also indirectly specify the objects that require signed URLs:

Web distributions: You add trusted signers to cache behaviors. If your distribution has only one cache
behavior, users must use signed URLSs to access any object associated with the distribution. If you
create multiple cache behaviors and add trusted signers to some cache behaviors and not to others,
you can require that users use signed URLs to access some objects and not others.

RTMP distributions: You add trusted signers to a distribution. After you add trusted signers to an
RTMP distribution, users must use signed URLSs to access any object associated with the distribution.

Note
To specify trusted signers for a distribution, you must use the CloudFront console or CloudFront
API version 2009-09-09 or later.

To specify the accounts that are allowed to create signed URLs and to add the accounts to your CloudFront
distribution, perform the following tasks:

1.

Decide which AWS accounts you want to use as trusted signers. Most CloudFront customers use
the account that they used to created the distribution.

For each of the accounts that you selected in Step 1, create a CloudFront key pair. For more inform-
ation, see Creating CloudFront Key Pairs for Your Trusted Signers (p. 129).

If you're using to .NET or Java to create signed URLSs, reformat the CloudFront private key. For more
information, see Reformatting the CloudFront Private Key (.NET and Java Only) (p. 129).

In the distribution for which you're creating signed URLS, specify the AWS account numbers of your
trusted signers. For more information, see Adding Trusted Signers to Your Distribution (p. 130).

Optional: Verify that CloudFront recognizes that your trusted signers have active CloudFront key
pairs. When trusted signers have active CloudFront key pairs, CloudFront recognizes them as active
trusted signers. For more information, see Verifying that Trusted Signers Are Active (Optional) (p. 132).
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Creating CloudFront Key Pairs for Your Trusted
Signers

Each of the AWS accounts that you use to create CloudFront signed URLs—your trusted signers—must
create its own CloudFront key pair, and the key pair must be active. Note the following:

« |AM users are currently not allowed to create CloudFront key pairs, so you cannot use IAM users as
trusted signers.

¢ You cannot substitute an Amazon EC2 key pair for a CloudFront key pair. When you create a CloudFront
signed URL, you include the key pair ID for the trusted signer's key pair in the URL. Amazon EC2 does
not make key pair IDs available.

To help secure your applications, we recommend that you change CloudFront key pairs every 90 days
or more often. For more information, see Rotating CloudFront Key Pairs (p. 132).

To create CloudFront key pairs for your trusted signers

1. Signinto the AWS Management Console and open the Your Security Credentials page at https://
console.aws.amazon.com/iam/home?#security_credential.

Expand CloudFront Key Pairs.
Click Create New Key Pair.
In the Create Key Pair dialog box, click Download Private Key File.

In the Opening <filename> dialog box, accept the default value of Save File, and click OK to
download and save the private key for your CloudFront key pair.

arwbn

Important

Save the private key for your CloudFront key pair in a secure location, and set permissions
on the file so only the desired administrator users can read it. If someone gets your private
key, they can generate valid signed URLs and download your content. You cannot get the
private key again, so if you lose or delete it, you must create a new CloudFront key pair.

6. Record the key pair ID for your key pair. You'll use it when you create signed URLSs.

Reformatting the CloudFront Private Key ((NET
and Java Only)

If you're using .NET or Java to create signed URLs, you cannot use the private key from your key pair in
the default .pem format to create the signature:

« .NET framework: Convert the private key to the XML format that the .NET framework uses. Several
tools are available. For the example in Create a URL Signature Using C# and the .NET Frame-
work (p. 157), we used .NET 2.0 OpenSSL Public and Private Key Parser, http://www.jensign.com/
opensslkey/opensslkey.cs.

¢ Java: Convert the private key to DER format. To do this, you can use OpenSSL:

$ openssl pkcs8 -topk8 -nocrypt -in origin.pem-informPEM-out new. der -out-
f orm DER

To ensure that the encoder works correctly, add the jar for the Bouncy Castle Java cryptography APIs
to your project and then add the Bouncy Castle provider.
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Adding Trusted Signers to Your Distribution

Trusted signers are the AWS accounts that are allowed to create signed URLSs for a distribution. By default,
no account, not even the account that created the distribution, is allowed to create signed URLSs for the
distribution. To specify the AWS accounts that you want to use as trusted signers, add the accounts to
your distribution:

Web distributions: Trusted signers are associated with cache behaviors. This allows you to require
signed URLSs for some objects and not for others in the same distribution. Trusted signers can only
create signed URLSs for objects that are associated with the corresponding cache behaviors. For example,
if you have one trusted signer for one cache behavior and a different trusted signer for a different cache
behavior, neither trusted signer can create signed URLSs for objects associated with the other cache
behavior.

RTMP distributions: Trusted signers are associated with the distribution. After you add trusted signers
to an RTMP distribution, users must use signed URLSs to access any of the objects associated with the
distribution.

You must carefully define path patterns for your cache behaviors to ensure that CloudFront does or
doesn't require signed URLs as appropriate.

Caution

Define path patterns and their sequence carefully to avoid providing end users with unintended
access to your content. For example, suppose a request matches the path pattern for two cache
behaviors. The first cache behavior does not require signed URLs and the second cache beha-
vior does require signed URLs. End users will be able to access the objects without using a
signed URL because CloudFront processes the cache behavior that is associated with the first
match.

For more information about path patterns, see Path Pattern (p. 45).

Caution

If you're updating a distribution that you're already using to distribute content, add trusted signers
only when you're ready to start generating signed URLSs for your objects. After you add trusted
signers to an RTMP distribution, users must use signed URLSs to access any of the objects as-
sociated with the distribution. After you add trusted signers to a cache behavior for a web distri-
bution, users must use signed URLSs to access the objects associated with the cache behavior.

The maximum number of trusted signers depends on the type of distribution:

* Web distributions: A maximum of five for each cache behavior

RTMP distributions: A maximum of five for the distribution

You can add trusted signers to your distribution using either the CloudFront console or the CloudFront
API. See the applicable topic:

¢ Adding Trusted Signers to Your Distribution Using the CloudFront Console (p. 130)
¢ Adding Trusted Signers to Your Distribution Using the CloudFront API (p. 131)

Adding Trusted Signers to Your Distribution Using the
CloudFront Console

To add trusted signers to your distribution using the CloudFront console

1.

If you want to use only the AWS account that created the distribution as a trusted signer, skip to Step
2.
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If you want to use other AWS accounts, get the AWS account number for each account:

a. Sign in to the AWS Management Console at https://console.aws.amazon.com/console/home
using an account that you want to use as a trusted signer.

b. Inthe upper-right corner of the console, click the name associated with the account, and click
My Account.

c. Make note of the account number that appears in the upper-right corner of the page.
Click Sign Out.
Repeat Step a through Step d for the other accounts that you want to use as trusted signers.

2. Open the Amazon CloudFront console at https://console.aws.amazon.com/cloudfront/, and sign in
using the account that you used to create the distribution to which you want to add trusted signers.

Click the ﬂ icon for the distribution.
4. Change to edit mode:

* Web distributions: Click the Behaviors tab, click the behavior that you want to edit, and click
Edit.

« RTMP distributions: Click Edit.

5. For Restrict Viewer Access (Use Signed URLS), click Yes.
6. For Trusted Signers, check the applicable check boxes:

« Self: Check this check box if you want to use the current account (the account that you used to
create the distribution).

¢ Specify Accounts: Check this check box if you want to use other AWS accounts.

7. If you checked the Specify Accounts check box, enter AWS account numbers (with or without hy-
phens) in the AWS Account Number field. Enter one account number per line.

8. Click Yes, Edit.

9. Ifyou're adding trusted signers to a web distribution and you have more than one cache behavior,
repeat Step 4 through Step 8 as applicable.

Adding Trusted Signers to Your Distribution Using the
CloudFront API

You can use the CloudFront API to add the AWS account numbers for trusted signers to an existing dis-
tribution or to create a new distribution that includes trusted signers. In either case, specify the applicable
values in the Tr ust edSi gner s element. For web distributions, add the Tr ust edSi gner s element to
one or more cache behaviors. For RTMP distributions, add the Tr ust edSi gner s element to the distri-
bution.

See the applicable topic in the Amazon CloudFront API Reference:

¢ Create a new web distribution: POST Distribution

¢ Update an existing web distribution: PUT Distribution Config

¢ Create a new RTMP distribution: POST Streaming Distribution

« Update an existing RTMP distribution: PUT Streaming Distribution Config
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Verifying that Trusted Signers Are Active (Option-
al)

After you add trusted signers to your distribution, you may want to verify that the signers are active. For
a trusted signer to be active, the following must be true:

« The AWS account must have at least one active key pair. If you're rotating key pairs, the account will
temporarily have two active key pairs, the old key pair and the new one.

¢ CloudFront must be aware of the active key pair. After you create a key pair, there can be a short
period of time before CloudFront is aware the key pair exists.

Note
To display a list of active trusted signers for a distribution, you currently must use the CloudFront
API. A list of active trusted signers is not available in the CloudFront console.

Verifying that Trusted Signers Are Active Using the Cloud-
Front API

To determine which trusted signers have active key pairs (are active trusted signers), you get the distri-
bution and review the values in the Act i veTr ust edSi gner s element. This element lists the AWS account
number of each account that the distribution identifies as a trusted signer. If the trusted signer has one
or more active CloudFront key pairs, the Act i veTr ust edSi gner s element also lists the key pair IDs.
For more information, see the applicable topic in the Amazon CloudFront API Reference:

* Web distributions: GET Distribution
¢« RTMP distributions: GET Streaming Distribution

Rotating CloudFront Key Pairs

AWS recommends that you rotate (change) your active CloudFront key pairs every 90 days. To rotate
CloudFront key pairs that you are using to create signed URLs without invalidating URLs that haven't
expired yet, perform the following tasks:

1. Create a new key pair for each of the accounts that you are using to create signed URLS. For more
information, see Creating CloudFront Key Pairs for Your Trusted Signers (p. 129).

2. \Verify that CloudFront is aware of the new key pairs. For more information, see Verifying that Trusted
Signers Are Active (Optional) (p. 132).

3. Update your application to create signatures using the private keys from the new key pairs.
4. Confirm that signed URLSs that you are signing using the new private keys are working.

5.  Wait until the expiration date has passed in signed URLs that were signed using the old CloudFront
key pairs.

6. Change the old CloudFront key pairs to Inactive:

a. Go to the Your Security Credentials page.
b. Expand CloudFront Key Pairs.
c. For the applicable key pairs, click Make Inactive.

7. Reconfirm that signed URLSs that you are signing using the new private keys are working.
8. Delete the old CloudFront key pairs:

APl Version 2014-05-31
132


http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/GetDistribution.html
http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/GetStreamingDistribution.html
https://console.aws.amazon.com/iam/home?#security_credential

Amazon CloudFront Developer Guide
Rotating CloudFront Key Pairs

a. Go to the Your Security Credentials page.
b. Expand CloudFront Key Pairs.
c. For the applicable key pairs, click Delete.

9. Delete the old private keys from the location where you stored them.
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Overview of Signed URLSs

Topics
¢ Signed URLs that You Create Using a Canned Policy (p. 134)
¢ Signed URLSs that You Create Using a Custom Policy (p. 134)
¢ The Parts of a Signed URL (p. 135)
¢ When Does CloudFront Check the Expiration Date and Time in a Signed URL? (p. 137)

Now that you've configured CloudFront to require that end users access your objects using special sighed
URLSs, you can create the signed URLs (either manually or programmatically) and distribute them to the
users that you want to have access to the objects.

A signed URL includes additional information, for example, an expiration date and time, that gives you
more control over access to your content. This additional information appears in a policy statement, which
is based on either a canned policy or a custom policy. The differences between canned and custom
policies are explained in the next two sections.

Note
You can create some signed URLs using canned policies and create some signed URLS using
custom policies for the same distribution.

Sighed URLSs that You Create Using a Canned
Policy
Use a canned policy to create a CloudFront signed URL if you want to:

¢ Restrict access to a single object.

¢ Control access to your objects based only on the date and time that you want users to stop having
access.

You don't include the policy in the URL, so a canned policy results in a shorter URL. You do include a
signature, for which you hash and sign the policy.

When a user requests an object using a signed URL that you created using a canned policy, CloudFront
reconstructs the canned policy statement based on information in the URL. CloudFront then compares
the reconstructed policy statement with the policy statement in the signature to determine whether to allow
the end user to access to the content. If the two statements don't match exactly, CloudFront denies access
to the content.

For information about creating signed URLs using a canned policy, see Creating a Signed URL Using a
Canned Policy (p. 138).

Sighed URLs that You Create Using a Custom
Policy
Use a custom policy to create a CloudFront signed URL if you want to:

» Restrict access to one or more objects, for example, all of the .pdf files in an annual-report directory.
This allows you to use a single policy statement for the signed URLs for multiple objects.

¢ Control access to your objects based on:
« The date and time that you want users to stop having access.
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» The date and time that you want users to begin having access. (Optional)

« The IP address or range of IP addresses of the users who you want to have access to the object or
objects. (Optional)

For a signed URL that you create using a custom policy, you hash and sign the policy and include the
signature, as you do with a signed URL that you create using a canned policy. In addition, you include a
Base64-encoded version of the policy in the URL, which provides URL-safe compression. As a result,
using a custom policy results in a longer URL than a canned policy.

When a user requests an object using a signed URL that you created using a canned policy, CloudFront
compares the custom policy statement in the signed URL with the policy statement in the signature to
determine whether to allow the end user to access to the content. If the two statements don't match exactly,
CloudFront denies access to the content.

For information about creating signed URLs using a custom policy, see Creating a Signed URL Using a
Custom Policy (p. 143).

The Parts of a Signed URL

CloudFront signed URLSs include the following components.

Base URL

The base URL is the CloudFront URL that you would use to access the object if you were not using signed
URLSs, including your own query string parameters, if any. For more information about the format of URLs
for web distributions, see Format of URLs for CloudFront Objects (p. 72).

The following examples show values that you specify for web distributions.

¢ The following CloudFront URL is for an object in a web distribution (using the CloudFront domain name).
Note thati mage. j pg isinani mages directory. The path to the object in the URL must match the path
to the object on your HTTP server or in your Amazon S3 bucket.

http://dl11111abcdef 8. cl oudfront. net/i nages/i nage. | pg
¢ The following CloudFront URL includes a query string:

http://dl11111abcdef 8. cl oudfront. net/i mages/i mage. j pg?si ze=l ar ge

¢ The following CloudFront URLSs are for objects in a web distribution. Both use an alternate domain
name; the second one includes a query string:

http://ww. exanpl e. conl i mages/ i mage. j pg

http://ww. exanpl e. conl i mages/ i mage. j pg?col or =r ed

» The following CloudFront URL is for an objects in a web distribution that uses an alternate domain
name and the HTTPS protocol:

https://ww. exanpl e. cont i mages/ i nage. j pg
For RTMP distributions, the following examples are for objects in two different video formats, MP4 and
FLV:

¢ MP4: np4: sydney-vacati on. np4
¢ FLV: sydney-vacati on
e FLV: sydney-vacation.flv
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Note

For .flv files, whether you include the . f | v filename extension depends on your player. To serve
MP3 audio files or H.264/MPEG-4 video files, you might need to prefix the file name with np3:
or np4: . Some media players can be configured to add the prefix automatically. The media
player might also require you to specify the file name without the file extension (for example,
sydney-vacation instead of sydney-vacation.mp4).

Expiration Date and Time (Canned Policies Only)

The date and time, in Unix time format (in seconds) and Coordinated Universal Time (UTC), that you
want the URL to stop allowing access to the object. For example, January 1, 2013 10:00 am UTC converts
to 1357034400 in Unix time format. For information about UTC, see RFC 3339, Date and Time on the
Internet: Timestamps, http://tools.ietf.org/html/rfc3339.

If you're using a custom policy, you can still specify the date and time that you want a signed URL to stop
allowing access to the object, but the date and time is included in the policy statement instead of appearing
as a separate query string parameter in the signed URL.

Policy Statement

A policy statement is a text string in JSON format that determines the characteristics of the signed URL.
For both canned policies and custom policies, the policy statement includes the URL of the object (for
web distributions) or the stream name (for RTMP distributions), and an expiration date and time. Note
the following:

* Canned policy: You don't include the policy statement in the signed URL—you only create a policy
statement so you can hash and sign it, and include the signature in the URL. See Signature (p. 136).

¢ Custom policy: You can also optionally include a date and time that the URL becomes valid and/or
an IP address or range of IP addresses that are allowed to access the object. Then you Base64-encode
the policy statement, and you include the encoded policy statement in the signed URL.

Signature

The signature is a hashed and signed version of the policy statement.

CloudFront Key Pair ID for the AWS Account that Is Creating
the Signed URL

The CloudFront key pair ID tells CloudFront which public key to use to validate the signed URL. CloudFront
compares the information in the signature with the information in the policy statement to verify that the
URL has not been tampered with.

The key pair ID that you include in CloudFront signed URLs must be the ID of an active key pair for one
of your trusted signers. For more information, see Specifying the AWS Accounts That Can Create Signed
URLs (Trusted Signers) (p. 128).

If you make a key pair inactive while rotating CloudFront key pairs, and if you're generating signed URLs
programmatically, you must update your application to use a new active key pair for one of your trusted
signers. If you're generating signed URLs manually, you must create new signed URLs. For more inform-
ation about rotating key pairs, see Rotating CloudFront Key Pairs (p. 132).
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When Does CloudFront Check the Expiration Date
and Time in a Signed URL?

When CloudFront checks the expiration date and time in a signed URL to determine whether the URL is
still valid depends on whether the URL is for a web distribution or an RTMP distribution:

* Web distributions: CloudFront checks the expiration date and time in a signed URL at the time of the
HTTP request. If a client begins to download a large object immediately before the expiration time, the
download should complete even if the expiration time passes during the download. If the TCP connection
drops and the client tries to restart the download after the expiration time passes, the download will
fail.

If a client uses Range GETSs to get an object in smaller pieces, any GET request that occurs after the
expiration time passes will fail. For more information about Range GETSs, see How CloudFront Processes
Partial Requests for an Object (Range GETS) (p. 96).

¢ RTMP distributions: CloudFront checks the expiration time in a signed URL at the start of a play
event. If a client starts to play a media file before the expiration time passes, CloudFront allows the
entire media file to play. However, depending on the media player, pausing and restarting might trigger
another play event. Skipping to another position in the media file will trigger another play event. If the
subsequent play event occurs after the expiration time passes, CloudFront won't serve the media file.
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Creating a Signed URL Using a Canned Policy

To create a signed URL using a canned policy

1.

If you're using .NET or Java to create signed URLSs, and if you haven't reformatted the private key
for your key pair from the default .pem format to a format compatible with .NET or with Java, do so
now. For more information, see Reformatting the CloudFront Private Key (.NET and Java Only) (p. 129).

Concatenate the following values in the specified order, and remove the whitespace between the
parts. You might have to include escape characters in the string in application code. All values have

a type of String. Each part is keyed by number (o) to the two examples that follow.

("4 ] Base URL for the object

This is the URL that you use to access the object if you aren't using a signed URL, for
example:

* Web distribution:
http://dl11111abcdef 8. cl oudfront. net/i mages/i mage. j pg

¢ RTMP distribution: vi deos/ nedi afile.flv

e 7
The ? indicates that query string parameters follow the base URL. Include the ? even if
you don't have any query string parameters of your own.

("3 ] Your query string paraneters, if any&
This value is optional. If you want to add your own query string parameters, for example:

col or =r ed&si ze=nmedi um

then add the parameters after the ? (see B) and before the Expi r es parameter.
Important
Your parameters cannot be named Expi r es, Si gnat ur e, or Key- Pai r -1 d.

If you add your own parameters, append an & after each one, including the last one.

(4 ] Expires=date and tinme in Unix tinme format (in seconds) and
Coordi nated Universal Tinme (UTC

Specify the expiration date and time in Unix time format and Coordinated Universal Time
(UTC). For example, January 1, 2013 10:00 am UTC converts to 1357034400 in Unix
time format. For information about UTC, see RFC 3339, Date and Time on the Internet:
Timestamps, http://tools.ietf.org/html/rfc3339.

(5 ] &Signature=hashed and si gned version of the policy statenment

A hashed and signed version of the policy statement. For more information, see Creating
a Signature for a Canned Policy (p. 139).
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G &Key-Pair-ld=acti ve C oudFront key pair Id for the key pair that you
are using to generate the signature

The ID for an active CloudFront key pair, for example, APKA9ONS7QCOWEXAMPLE:

« Web distributions: The key pair must be associated with an AWS account that is one
of the trusted signers for the applicable cache behavior.

* RTMP distributions: The key pair must be associated with an AWS account that is
one of the trusted signers for the distribution.

For more information, see Specifying the AWS Accounts That Can Create Signed URLs
(Trusted Signers) (p. 128).

Example signed URL for a web distribution:

ohttp://d111111abcdef8.c|oudfront.net/image.jpg E? Bcolor:red&size:medium& ﬂEx-

pires=1357034400 B&Sig nature=nitfHRCrtziwO2HwWPfWw~yYDhUF5EWRUNQA-j19DzZr
vDh6hQ73IDx~-ar3UocvvRQVWGEEKC~GdpGQyyOSKQim-TxAnW7d8F5Kkai9HVxO0FIu- 5jcQbOUEmMa-

{tEXAMPLE3ReXy SpLSMj0yCd3ZABA4UCBCAqEijkytL6f3fVYNGQI6 €D aKey-Pair-Id=AP-
KA9ONS7QCOWEXAMPLE

Example signed URL for an RTMP distribution:

nvideos/mediaﬁle.flv 9? ﬂcolor:red&size:medium& ﬂExpires:1357034400 G&Signa-
ture=nitftHRCrtziwO2HwWPfWw~yYDhUF5EWRUNQA-j19DzZr vDh6hQ73IDx~-
ar3UocvvRQVWGBEKC~GdpGQyyOSKQim-TxAnW7d8F5Kkai9HVx0FIu- 5jcQbOUEma-

tEXAMPLE3ReXySpL SMj0yCd3ZABA4UCBCAGEijkytL6f3fVYNGQI6 €D sKey-Pair-Id=AP-
KA9ONS7QCOWEXAMPLE

Creating a Signature for a Canned Policy

To create the signature for a signed URL that uses a canned policy, you perform two procedures:

« With the first procedure, immediately following, you create a policy statement.

« With the second procedure, you hash and sign the policy statement. There are two versions of this
procedure. The version that you choose depends on your distribution type (web or RTMP) and, for
RTMP distributions, the media player that you're using (Adobe Flash Player or another media player).
Use the links after the first procedure to guide you to the applicable version of the second procedure.

For signed URLSs that use a canned policy, you don't include the policy statement in the URL, as you do
for signed URLSs that use a custom policy.
For additional information and examples of how to hash, sign, and encode the policy statement, see:

¢ Using Linux Commands and OpenSSL for Base64-Encoding and Encryption (p. 151)
¢ Code and Examples for Creating a Signature for a Signed URL (p. 153)
¢ Tools for Configuring Private Content (p. 285)
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To create the policy statement for a signed URL that uses a canned policy

1.

Construct the policy statement using the following JSON format and using UTF-8 character encoding.
Include all punctuation and other literal values exactly as specified.

{"Statenent":[{"Resource":"base URL or stream nanme","Condition":{"Date-
LessThan": {" AW5: EpochTi nme": ending date and tinme in Unix time format and

UTCH}}1}

For Resour ce and Dat eLessThan, specify the following values:

Resource: The value that you specify depends on whether you're creating the signed URL for a web
distribution or an RTMP distribution:

« Web distributions: The base URL including your query strings, if any, but excluding the CloudFront
Expi r es, Si gnat ur e, and Key- Pai r - | d parameters, for example:

http://dl11111abcdef 8. cl oudfront. net/i mages/ hori zon. j pg?si ze=l argeé&l i -
cense=yes

Note the following:
* The value must begin with http://,https://,orhttp*://.
* If you have no query string parameters, omit the question mark.

« If you specify an alternate domain name (CNAME) in the URL, you must specify the alternate
domain name when referencing the object in your web page or application. Do not specify the
Amazon S3 URL for the object.

¢ RTMP distributions: Include only the stream name. For example, if the full URL for a streaming
video is:

rtnp://s5c39gqgb8owb4r . cl oudf ront . net/ vi deos/ np3_nane. np3
then use the following value for Resour ce:
vi deos/ np3_nane

Do not include a prefix such as np3: or np4: . Also, depending on the player you're using, you
might have to omit the file extension from the value of Resour ce. For example, you might need
to use sydney- vacat i on instead of sydney-vacation. flv.

DateLessThan: The expiration date and time for the URL in Unix time format (in seconds) and Co-
ordinated Universal Time (UTC). For example, January 1, 2013 10:00 am UTC converts to 1357034400
in Unix time format. For information about UTC, see RFC 3339, Date and Time on the Internet:
Timestamps, http://tools.ietf.org/html/rfc3339.

This value must match the value of the Expi r es query string parameter in the signed URL. Do not
enclose the value in quotation marks.

For more information, see When Does CloudFront Check the Expiration Date and Time in a Signed
URL? (p. 137).

Example

When you use the following sample canned policy in a signed URL, an end user can access the
objecthttp://d111111abcdef 8. cl oudfront. net/ hori zon. j pg until January 1, 2013 10:00
am UTC:

APl Version 2014-05-31
140


http://tools.ietf.org/html/rfc3339

Amazon CloudFront Developer Guide
Creating a Signature for a Canned Policy

{"Statenent":[{"Resource":"http://dll1l11labcdef 8. cl oudfront. net/hori
zon. j pg?si ze=l arge&l i cense=yes", "Condi ti on": {" Dat eLessThan": {" AW5: Epoch
Ti me": 1357034400} }}]}

If you copy and paste this example, replace the URL and expiration time with your own values.

Remove any whitespace from the policy statement. You might have to include escape characters in
the string in application code.

Perform the applicable procedure to create the signature for your signed URL.:

¢ Option 1: To create a signature for a web distribution or for an RTMP distribution (without Adobe Flash

Player) by using a canned policy (p. 141)

¢ Option 2: To create a signature for an RTMP distribution by using a canned policy (Adobe Flash Play-

er) (p. 141)

Option 1: To create a signature for a web distribution or for an RTMP distribution (without
Adobe Flash Player) by using a canned policy

1.

5.

Use the SHA-1 hash function to hash and sign the policy statement that you created in the To create
the policy statement for a signed URL that uses a canned policy (p. 140) procedure. For the private
key that is required by the hash function, use the private key that is associated with the applicable
active trusted signer.

Note
The method that you use to hash and sign the policy statement depends on your program-
ming language and platform. For sample code, see Code and Examples for Creating a
Signature for a Signed URL (p. 153).

Remove whitespace from the hashed and signed string.

Base64-encode the string.

Replace characters that are invalid in a URL query string with characters that are valid. The following
table lists invalid and valid characters.

Replace these invalid characters With these valid characters
+ - (hyphen)

= _ (underscore)

/ ~ (tilde)

Append the resulting value to your signed URL after &Signature=, and return to To create a signed
URL using a canned policy (p. 138) to finish concatenating the parts of your signed URL.

Option 2: To create a signature for an RTMP distribution by using a canned policy (Adobe
Flash Player)

1.

Use the SHA-1 hash function to hash and sign the policy statement that you created in the To create
the policy statement for a signed URL that uses a canned policy (p. 140) procedure. For the private
key that is required by the hash function, use the private key that is associated with the applicable
active trusted signer.
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Note

The method that you use to hash and sign the policy statement depends on your program-
ming language and platform. For sample code, see Code and Examples for Creating a
Signature for a Signed URL (p. 153).

Remove whitespace from the hashed and signed string.

Continue on to Step 3 if you're using Adobe Flash Player and the stream name is passed in from a
web page.

If you're using Adobe Flash Player and if the stream name is not passed in from a web page, skip
the rest of this procedure. For example, if you wrote your own player that fetches stream names from
within the Adobe Flash .swf file, skip the rest of this procedure.

Base64-encode the string.

Replace characters that are invalid in a URL query string with characters that are valid. The following
table lists invalid and valid characters.

Replace these invalid characters With these valid characters
+ - (hyphen)

- _ (underscore)

/ ~ (tilde)

Some versions of Adobe Flash Player require that you URL-encode the characters ?, =, and &. For
information about whether your version of Adobe Flash Player requires this character substitution,
refer to the Adobe website.

If your version of Flash does not require URL-encoding those character, skip to Step 6.

If your version of Flash requires URL-encoding those characters, replace them as indicated in the
following table. (You already replaced = in the previous step.)

Replace these invalid characters With this URL encoding
? %3F
& %26

Append the resulting value to your signed URL after &Signature=, and return to To create a signed
URL using a canned policy (p. 138) to finish concatenating the parts of your signed URL.
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Creating a Signed URL Using a Custom Policy

Topics

¢ Creating a Policy Statement for a Custom Policy (p. 144)
e Example Policy Statements for a Custom Policy (p. 146)
¢ Creating a Signature for a Custom Policy (p. 148)

To create a signed URL using a custom policy, perform the following procedure.

To create a signed URL using a custom policy

1.

If you're using .NET or Java to create signed URLSs, and if you haven't reformatted the private key
for your key pair from the default .pem format to a format compatible with .NET or with Java, do so
now. For more information, see Reformatting the CloudFront Private Key (.NET and Java Only) (p. 129).

Concatenate the following values in the specified order, and remove the whitespace between the
parts. You might have to include escape characters in the string in application code. All values have

a type of String. Each part is keyed by number (o) to the two examples that follow.

("1 ] Base URL for the object

This is the URL that you use to access the object if you aren't using a signed URL, for
example:

* Web distribution:
http://dl1111labcdef 8. cl oudfront. net/i mages/i mage. j pg

« RTMP distribution: vi deos/ nedi afile.flv

e °
The ? indicates that query string parameters follow the base URL. Include the ? even if
you don't have any query string parameters of your own.

B Your query string paraneters, if any&
This value is optional. If you want to add your own query string parameters, for example:

col or =r ed&si ze=nedi um

then add them after the ? (see 9) and before the Pol i cy parameter.

Important
Your parameters cannot be named Pol i cy, Si gnat ur e, or Key- Pai r- 1 d.

If you add your own parameters, append an & after each one, including the last one.
[ 4 ) Policy=pol i cy statenent

Your policy statement in JSON format, with white space removed. For more information,
see Creating a Policy Statement for a Custom Policy (p. 144).

(5 ] &Signature=hashed and si gned version of the policy statenent

A hashed and signed version of the policy statement. For more information, see Creating
a Signature for a Custom Policy (p. 148).
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G &Key-Pair-ld=acti ve C oudFront key pair Id for the key pair that you
are using to sign the policy statenent

The ID for an active CloudFront key pair, for example, APKA9ONS7QCOWEXAMPLE:

« Web distributions: The key pair must be associated with an AWS account that is one
of the trusted signers for the applicable cache behavior.

* RTMP distributions: The key pair must be associated with an AWS account that is
one of the trusted signers for the distribution.

For more information, see Specifying the AWS Accounts That Can Create Signed URLs
(Trusted Signers) (p. 128).

Example signed URL for a web distribution:

ohttp://d 111111abcdef8.cloudfront.net/image.jpg 9? Bcolor:red&size:medium&

ﬂPoIicy=eyANCiAgICEXAMPLEWlIaniOiBbeyANCiAgICAgICJSZXNvdXJjZSI6IthdHA
6Ly9kemJIc3FtIN3VUMWOWLMNsb3VkZnJvbnQubmVOL2RIbW8ucGhwliwgDQogICAgICAIQ
29uZGIl0aw9uljp7IAOKICAgICAgICAgIklwQWRkcmVzcyl6eyJBV1IM6EU291cmNISXAiOil yMD-
CUMTCcXLJEAMCAxXMDEVMzIifSWNCIAgICAgQICAQGICIEYXRIR3JIYXRICIRoOYW4iOnsiQ VdTOk-
Vwb2NoVGItZSI6MTI5Njg2MDE3Nn0sDQogICAgICAgICAIRGF0ZUxIc3NUaGFuljp 7IkFXUzpFcG9ja-

FRpbWUIOJEyOTY4NjAyMjZ9DQogICAgICBIIAOKICAgfVOgDQpIDQo &M & signature=nitfHRCrtzi-
wO2HWPfWw~yYDhUF5EWRUNQA-j19DzZrvDh6hQ73IDx~ -ar3UocvvRQVWBEEKC~GdpGQyyOSKQim-
TxAnW7d8F5Kkai9HVXOFIu-5cQbOUEmMat EXAMPLE3ReXySpLSMj0yCd3ZAB4UcB-

CAgEijkytL6f3fvYNGQI6 €D aKey-Pair-ld=APKAIONS7TQCOWEXAMPLE

Example signed URL for an RTMP distribution:

nvideos/mediafile.flv 9? Bcolor:red&sizezmedium& ﬂPoIicy=eyANCiAgICEXAMPLEWlIb-
nQiOiBbeyANCIAgICAgICISZXNvdXJjZSI6ImhOdHA 6Ly9kemJIc3FtN3VuMWOwLmMNsb3VkzZnJvhb-
NQubmVOL2RIbW8ucGhwliwgDQogICAgICAIQ 29uZGl0aW9uljp7IAOKICAgICAgICAgIKIwWQWRkem-
Vzcyl6eyJBVIMEU291cmNISXAiIOil yMDcuMTcxLjEAMCAxXxMDEvMzIifSWNCiAgICAgICA-

gICIEYXRIR3JIYXRICIROYW4iOnsiQ VdTOkVwb2NoVGItZSI6MTI5SNjg2MDE3NN0sDQogICAgICA-
gICAIRGF0ZUxIc3NUaGFuljp 7IkFXUzpFcG9jaFRpbWUIOEyOTY4NjAyMjZ9DQogICAgICB9IAOKICAgG-

fVOgDQp9DQo G&Signature:nitfHRCrtzinZHwPow~yYDhUF5EwRu NQA-j19DzZrvDh6hQ73IDx~
-ar3UocvvRQVWEEKC~GdpGQyyOSKQim-TxAnW7d8F5Kkai9HVx0FIu-5jcQbOUEmMat EX-

AMPLE3ReXySpLSMjOyCd3ZAB4UcBCAqEijkytL6f3fVYNGQI6 €D sKey-Pair-Id=AP-
KA9ONS7QCOWEXAMPLE

Creating a Policy Statement for a Custom Policy

To create a policy statement for a custom policy, perform the following procedure. For several example
policy statements that control access to objects in a variety of ways, see Example Policy Statements for
a Custom Policy (p. 146).

To create the policy statement for a sighed URL that uses a custom policy

1. Construct the policy statement using the following JSON format.
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"Statenent": [{
"Resource":"URL or stream nane of the object",
"Condition":{
"Dat eLessThan": {" AW5: EpochTi me":required ending date and tine in
Unix tine format and UTC},
"Dat eGr eat er Than": {" AWS: EpochTi me": opti onal beginning date and tine
in Unix tine format and UTC},
"I pAddress": {" AW5: Sour cel p":"optional |P address"}
}

}H

Note the following:

¢ Use UTF-8 character encoding.

¢ Include all punctuation and parameter names exactly as specified. Abbreviations for parameter
names are not accepted.

e The order of the parameters in the Condi t i on section doesn't matter.

< For information about the values for Resour ce, Dat eLessThan, Dat eG eat er Than, and | pAd-
dr ess, see the descriptions after this procedure.

2. Remove any whitespace from the policy statement. You might have to include escape characters in
the string in application code.

3. Append the resulting value to your signed URL after Pol i cy=.

4. Create a signature for the signed URL by hashing, signing, and Base64-encoding the policy statement.
For more information, see Creating a Signature for a Custom Policy (p. 148).

Resource

* Web distributions (optional but recommended): The base URL including your query strings, if any,
but excluding the CloudFront Pol i cy, Si gnat ur e, and Key- Pai r - | d parameters, for example:

http://dl11111abcdef 8. cl oudfront . net/i nages/ hori zon. j pg?si ze=l ar ge&l i cense=yes

Caution

If you omit the Resource parameter for a web distribution, end users can access all of the
objects associated with any distribution that is associated with the key pair that you use to
create the signed URL.

Note the following:
e The value must begin with http: //, https://,or*.
« If you have no query string parameters, omit the question mark.

* You can use the wild card character that matches zero or more characters (*) or the wild-card char-
acter that matches exactly one character (?) anywhere in the string. For example, the value:

http*://dl11111abcdef 8. cl oudfront. net/*game_downl oad. zi p*
would include (for example), the following objects:
http://dl111111abcdef 8. cl oudf ront. net/ exanpl e_ganme_downl oad. zi p?l i cense=yes

https://dl11111abcdef 8. cl oudf ront. net/ exanpl e_gane_downl oad. zi p?l i cense=yes
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http://d111111abcdef 8. cl oudfront. net/test_ganme_downl oad. zi p?l i cense=t enp

https://dllll1llabcdef 8. cl oudfront. net/test _gane_downl oad. zi p?l i cense=t enp

« If you specify an alternate domain name (CNAME) in the URL, you must specify the alternate domain
name when referencing the object in your web page or application. Do not specify the Amazon S3
URL for the object.

¢« RTMP distributions: Include only the stream name. For example, if the full URL for a streaming video
is:

rtmp://s5c39gqb8ow64r . cl oudf ront . net/vi deos/ np3_nane. np3
then use the following value for Resour ce:
vi deos/ mp3_nane

Do not include a prefix such as np3: or np4: . Also, depending on the player you're using, you might
have to omit the file extension from the value of Resour ce. For example, you might need to use
sydney-vacat i on instead of sydney-vacation. flv.

DatelLessThan

The expiration date and time for the URL in Unix time format (in seconds) and Coordinated Universal
Time (UTC). Do not enclose the value in quotation marks. For information about UTC, see RFC 3339,
Date and Time on the Internet: Timestamps, http://tools.ietf.org/html/rfc3339.

For example, January 1, 2013 10:00 am UTC converts to 1357034400 in Unix time format.

This is the only required parameter in the Condi t i on section. CloudFront requires this value to prevent
users from having permanent access to your private content.

For more information, see When Does CloudFront Check the Expiration Date and Time in a Signed
URL? (p. 137)

DateGreaterThan (Optional)

An optional start date and time for the URL in Unix time format (in seconds) and Coordinated Universal
Time (UTC). Users are not allowed to access the object before the specified date and time. Do not enclose
the value in quotation marks.

IpAddress (Optional)

The IP address of the client making the GET request. To allow any IP address to access the object, omit
this parameter.

IP address ranges must be in standard IPv4 CIDR format (for example, 10. 52. 176. 0/ 24). For more
information, go to RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address Assignment
and Aggregation Plan, http://tools.ietf.org/html/rfc4632.

You can specify only a single value for the condition. For example, you can't set the policy to allow access
if the client's IP address is in one of two separate ranges.

Example Policy Statements for a Custom Policy

The following example policy statements show how to control access to a specific object, all of the objects
in a directory, or all of the objects associated with a key pair ID. The examples also show how to control
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access from an individual IP address or a range of IP addresses, and how to prevent users from using
the signed URL after a specified date and time.

If you copy and paste any of these examples, remove any whitespace, replace the applicable values with
your own values, and include a newline character after the closing brace (}).

Example Policy Statement: Accessing One Object from a
Range of IP Addresses

The following example custom policy in a signed URL specifies that an end user can access the object

http://dl11111abcdef 8. cl oudf ront. net/ game_downl oad. zi p from IP addresses in the range
192. 0. 2. 0/ 24 until January 1, 2013 10:00 am UTC:

{
"Statement": [{
"Resource":"http://dl1l1111abcdef 8. cl oudf ront. net/ game_downl oad. zi p",
"Condition":{
"I pAddress": {" AW5: Sour cel p":"192. 0. 2. 0/ 24"},
" Dat eLessThan": {" AW5: EpochTi me": 1357034400}
}
}H
}

Example Policy Statement: Accessing All Objects in a Direct-
ory from a Range of IP Addresses
The following example custom policy allows you to create signed URLs for any object in the t r ai ni ng

directory, as indicated by the * wildcard character in the Resour ce parameter. End users can access the
object from an IP address in the range 192. 0. 2. 0/ 24 until January 1, 2013 10:00 am UTC:

{
"Statement": [{
"Resource":"http://dl1ll111labcdef 8. cl oudfront. net/training/*",
"Condition":{
"I pAddress": {" AW5: Sour cel p":"192. 0. 2. 0/ 24"},
"Dat eLessThan": {" AW5: EpochTi me": 1357034400}
}
}H
}

Each signed URL in which you use this policy includes a base URL that identifies a specific object, for
example:

http://dl11111abcdef 8. cl oudfront. net/training/ori entati on. pdf

Example Policy Statement: Accessing All Objects Associated
with a Key Pair ID from One IP Address

The following sample custom policy allows you to create signed URLSs for any object associated with any
distribution, as indicated by the * wildcard character in the Resour ce parameter. The end user must use
the IP address 192. 0. 2. 10/ 32. (The value 192. 0. 2. 10/ 32 in CIDR notation refers to a single IP ad-
dress, 192. 0. 2. 10.) The objects are available only from January 1, 2013 10:00 am UTC until January
2,2013 10:00 am UTC:
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{
"Statement": [{
"Resource":"http://*",
"Condition":{
"| pAddr ess": {" AWS: Sour cel p":"192. 0. 2. 10/ 32"},
"Dat eG eat er Than": {" AWS: EpochTi ne": 1357034400},
"Dat eLessThan": {" AW5: EpochTi me": 1357120800}
}
}H
}

Each signed URL in which you use this policy includes a base URL that identifies a specific object in a
specific CloudFront distribution, for example:

http://dl1111l1abcdef 8. cl oudfront. net/training/orientation. pdf

The signed URL also includes a key pair ID, which must be associated with a trusted signer in the distri-
bution (d111111abcdef8.cloudfront.net) that you specify in the base URL.

Creating a Signature for a Custom Policy

The signature for a signed URL that uses a custom policy is a hashed, signed, and Base64-encoded
version of the policy statement. To create a signature for a custom policy, perform the applicable procedure.
The version that you choose depends on your distribution type (web or RTMP) and, for RTMP distributions,
the media player that you're using (Adobe Flash Player or another media player):

¢ Option 1: To create a signature for a web distribution or for an RTMP distribution (without Adobe Flash
Player) by using a custom policy (p. 148)

¢ Option 2: To create a signature for an RTMP distribution by using a custom policy (Adobe Flash Play-
er) (p. 149)

For additional information and examples of how to hash, sign, and encode the policy statement, see:

¢ Using Linux Commands and OpenSSL for Base64-Encoding and Encryption (p. 151)
¢ Code and Examples for Creating a Signature for a Signed URL (p. 153)
¢ Tools for Configuring Private Content (p. 285)

Option 1: To create a signature for a web distribution or for an RTMP distribution (without
Adobe Flash Player) by using a custom policy

1. Use the SHA-1 hash function to hash and sign the policy statement that you created in the To create
the policy statement for a signed URL that uses a custom policy (p. 144) procedure. For the private
key that is required by the hash function, use the private key that is associated with the applicable
active trusted signer.

Note
The method that you use to hash and sign the policy statement depends on your program-
ming language and platform. For sample code, see Code and Examples for Creating a
Signature for a Signed URL (p. 153).

2. Remove whitespace from the hashed and signed string.

3. Base64-encode the string.

4. Replace characters that are invalid in a URL query string with characters that are valid. The following
table lists invalid and valid characters.
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5.

Replace these invalid characters With these valid characters
+ - (hyphen)

= _ (underscore)

/ ~ (tilde)

Append the resulting value to your signed URL after &Signature=, and return to To create a signed
URL using a custom policy (p. 143) to finish concatenating the parts of your signed URL.

Option 2: To create a signature for an RTMP distribution by using a custom policy (Adobe
Flash Player)

1.

Use the SHA-1 hash function to hash and sign the policy statement that you created in the To create
the policy statement for a signed URL that uses a custom policy (p. 144) procedure. For the private
key that is required by the hash function, use the private key that is associated with the applicable
active trusted signer.

Note

The method that you use to hash and sign the policy statement depends on your program-
ming language and platform. For sample code, see Code and Examples for Creating a
Signature for a Signed URL (p. 153).

Remove whitespace from the hashed and signed string.
Continue on to Step 3 if the stream name is passed in from a web page.

If the stream name is not passed in from a web page, skip the rest of this procedure. For example,
if you wrote your own player that fetches stream names from within the Adobe Flash .swf file, skip
the rest of this procedure.
Base64-encode the string.

Replace characters that are invalid in a URL query string with characters that are valid. The following
table lists invalid and valid characters.

Replace these invalid characters With these valid characters
+ - (hyphen)

- _ (underscore)

/ ~ (tilde)

Some versions of Adobe Flash Player require that you URL-encode the characters ?, =, and &. For
information about whether your version of Adobe Flash Player requires this character substitution,
refer to the Adobe website.

If your version of Adobe Flash Player does not require that you URL-encode the characters ?, =, and
&, skip to Step 6.

If your version of Adobe Flash Player requires URL-encoding those characters, replace them as in-
dicated in the following table. (You already replaced = in the previous step.)

Replace these invalid characters With this URL encoding

? %3F
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Replace these invalid characters With this URL encoding

& %26

6. Append the resulting value to your signed URL after &Signature=, and return to To create a signed
URL using a custom policy (p. 143) to finish concatenating the parts of your signed URL.
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Using Linux Commands and OpenSSL for
Base64-Encoding and Encryption

You can use Linux command-line commands and OpenSSL to:

« Base64-encode the policy statement and replace invalid characters with valid characters.
¢ Convert the policy statement into a signature.

For information about OpenSSL, go to http://www.openssl.org.

Base64-Encoding the Policy Statement

The following Linux command Base64-encodes the policy statement (in the file policy) and replaces
characters that are not valid in URL query string parameters with characters that are valid:

L1 cat policy | L 2 openssl base64 | © tr "=/t -~

where:
o cat sends the policy file to openssl.
2] OpenSSL Base64-encodes the file.

© t r replaces characters that are not valid in URL query string parameters with characters that
are valid.

Converting the Policy Statement into a Signature

The following Linux command hashes, signs, and Base64-encodes the policy statement to create a sig-
nature:

L1 cat policy | L 2 openssl shal -sign private-key. pem | © openssl base64

| Q. -~
where:
o cat sends the Base64-encoded pol i cy file to OpenSSL.
(2] OpenSSL hashes the file using SHA-1 and signs it using the private key file
privat e-key. pem
3] OpenSSL Base64-encodes the hashed and signed policy statement.
O t r replaces characters that are not valid in URL query string parameters with characters that
are valid.
Note

Remove whitespace, if any, from the resulting signature.
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For code examples that demonstrate creating a signature in several programming languages see Code
and Examples for Creating a Signature for a Signed URL (p. 153).

APl Version 2014-05-31
152



Amazon CloudFront Developer Guide
Code and Examples for Creating a Signature for a Signed
URL

Code and Examples for Creating a Signature for
a Signhed URL

This section includes downloadable application samples that demonstrate how to create signatures for
signed URLs. Examples are available in Perl, PHP, C#, and Java. All the samples can be used to create
signed URLs. The Perl script runs on Linux/Mac platforms. The PHP example will work on any server
that runs PHP. The C# example uses the .NET Framework.

Topics
¢ Create a URL Signature Using Perl (p. 153)
¢ Create a URL Signature Using PHP (p. 154)
¢ Create a URL Signature Using C# and the .NET Framework (p. 157)
¢ Create a URL Signature Using Java (p. 165)

Create a URL Signature Using Perl

The Perl script creates the signature for private content from command line arguments that specify the
CloudFront URL, the path to the private key of the signer, the key ID, and an expiration date for the URL.
The tool can also decode signed URLSs. To get the tool cf si gn. pl , go to Amazon CloudFront Signed
URLSs Helper Tool.

Note
Creating a URL signature is just one part of the process of serving private content using a signed
URL. For more information about the entire process, see How Private Content Works (p. 119).

The following example shows how you might use cf si gn. pl to create an RTMP distribution signature.

$ cfsign.pl --action encode --stream exanpl e/ vi deo.nmp4 --private-key
/path/to/ ny-private-key. pem--key-pair-id PKL2345EXAMPLE - - expi res 1265838202

This tool generates the policy statement from the command line arguments. The signature that it generates
is an SHA1 hash of the policy statement.

The following is a sample Base64-encoded stream name.

mp4: exanpl e/ vi deo. mp4%8FPol i cy¥8Dewogl CITdGF0ZWLI bnQ d t 70 Agl CAgl CISZXNvdXJj ZSI

61 nRyci | s Agl CAgl CJDb25kaXRpb24i OnsKI CAgl CAgl CAI SXBBZGRyZXNz! j p71 kFXUzpTh3Vy Y2V
Jcd 61 j AuMCAWL] AvMCI9LAog! CAgl CAgl CJIEYXR TGVzc1RoYWH Onsi QvdTCkVWwh2NoVad t ZSI 6M E
ONTkxN gwWVHOKI CAgl CAgf Qogl CAgEXAMPLE_%26Si gnat ur e¥8Dewt HJEXK~68t sZt - eOFNZKGNTT 2a
JI bKhXkK5SSi Vgc@pi eCRV3XTEPt c29CzeXl sDvRycOMRWKOcXzcy YZhpl 9t v2796i hH CTAWM H@ByP
17Af 4nW OLI ZHoHEWK R3t UlcHs8R1d- g- S| ZG NBXr ~J2MoaJznBi 6 EXAMPLE _%26Key- Pai r - | d¥%38
DPK12345EXAVMPLE

This signature authenticates the request to stream private content, exanpl e/ vi deo. np4. If you're using
Adobe Flash Player and the stream name is passed in from a web page using JavaScript, you must
Base64-encode the signature and replace characters that are invalid in a URL request parameter (+, =,
/) with characters that are valid (-, _, and ~, respectively). If the stream name is not passed in from a web
page, you don't need to Base64-encode the signature. For example, you would not Base64-encode the
signature if you write your own player and the stream names are fetched from within the Adobe Flash
.swf file.

The following example uses jwplayer with CloudFront.
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<script type='text/javascript'>
var sol = new SWFOhj ect
(" http://d84l 721f xaaqy9. cl oudfront. net/ pl ayer/ pl ayer. swf',
"npl', '640', '360', '9');
sol. addParan{' al | owful | screen','true');
sol. addPar an(' al | owscri ptaccess', ' al ways');
sol. addPar an(' whode' , ' opaque' ) ;
sol. addVari abl e(' streaner', ' rtnp://s33r3xedayhhis. cloudfront.net/cfx/st');
sol. addVariabl e("file", "np4: exanpl e/ vi deo. np4%8FPol i cy¥8Dewogl CITdGF0ZWLI bnQ

A t 7G Agl CAgl CISZXNvdXJj ZSI 61 mRyci | sCi Agl CAgl CIJDb25kaXRpb24i OnsKI CAgl CAgl CA
i SXBBZGRyZXNz! j p71 kFXUzpTh3VyY2VJcCl 61 j AuMCAWL.] AvMCI9LAogl CAgl CAgl CIJEYXR TG
Vzc1RoYWH Onsi QVdTOkVWh2NoVd t ZSI 6M EONTkxNj gwVHOKI CAgl CAgf Qogl CAGEXAMPLE. %
26Si gnat ur e¥%@Dewt HQEXK~68t sZt - eOFnZKGWTT 2aJl bKhXkK5SSi Vgc@pi eCRV3XTEPt 290
zeXl sDvRycOMRWKOc Xzcy YZhpl 9t v2796i hHi CTAWM H@ByP17Af 4nW OLI ZHoH6WK R3t ULlcQHs 8
R1d- g- Sl ZG NBXr ~J2MbalznBi 6EXAMPLE_%®26Key- Pai r - | d%B8DPK12345EXAMPLE

sol.wite('flv');
</script>

When you retrieve a stream to play from within an Adobe Flash .swf file, do not URL-encode the stream
name, for example:

nmp4: exanpl e/ vi deo. mp4?Pol i cy=ewogl CITdG-0ZWLI bnQ A t 7G Agl CAgl CISZXNvdXJj ZSI 61 nR
yci | sO Agl CAgl CIDb25kaXRpbh24i OnsKI CAgl CAgl CAi SXBBZGRyZXNzl j p71 kFXUzpTh3VyY2VicCl
61 j AuMCAWLj AvMCI9LAog! CAgl CAgl CIEYXRI TGVzc1RoYWi Onsi QUdTOkVinb2NoVd t ZSI 6M EONTk
xN gwiVHOKI CAgl CAgf Qogl CAQEXAMPLE_&Si gnat ur e=ewt HqQEXK~68t sZt - eOFnZKGWTT 2aJl bKhXkK
5SSi Vgc@pi eCRV3XTEPt c29QzeXl sDvRycOMWKOcXzcyYZhpl 9t v2796i hH CTAWM HByYP17Af 4nW
OL| ZHoH6WK R3t UlcQHs8R1d- g- SI ZG NBXr ~J2MvaJznBi 6EXAMPLE_&Key- Pai r - | d=PK12345
EXAMPLE

See the comments in the Perl source code for more information about the command line switches and
features of this tool.

See also

¢ Create a URL Signature Using PHP (p. 154)

¢ Create a URL Signature Using C# and the .NET Framework (p. 157)
¢ Create a URL Signature Using Java (p. 165)

¢ Tools for Configuring Private Content (p. 285)

Create a URL Signature Using PHP

Any web server that runs PHP can use the PHP demo code to create policy statements and signatures
for private CloudFront RTMP distributions. The sample creates a functioning web page with signed URL
links that play a video stream using CloudFront streaming. To get the sample, download Signature Code
for Video Streaming in PHP.

Note
Creating a URL signature is just one part of the process of serving private content using a signed
URL. For more information about the entire process, see How Private Content Works (p. 119).
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In the following code segment, the function r sa_shal_si gn hashes and signs the policy statement. The
arguments required are a policy statement, an out parameter to contain the signature, and the private
key for your AWS account or for a trusted AWS account that you specify. Next, the

url _saf e_base64_encode function creates a URL-safe version of the signature.

Example RSA SHA1 Hashing in PHP

function rsa_shal_sign($policy, $private_key filenane) {
$signature = ""

/1 load the private key

$fp = fopen($private_key_filenane, "r");
$priv_key = fread($fp, 8192);

fclose($fp);

$pkeyi d = openssl _get privat ekey($priv_key);

/1 conpute signature
openssl _sign($policy, $signature, $pkeyid);

/1 free the key from nenory
openssl _free_key($pkeyid);

return $signature;

}

function url_safe_base64_encode($val ue) {
$encoded = base64_encode($val ue);

/'l replace unsafe characters +, = and / with
/1l the safe characters -, _ and ~
return str_repl ace(

array('+', "=, '/"),

array('-', "_', '~"),

$encoded) ;

The following code constructs a canned policy statement needed for creating the signature. For more
information about canned policies, see Creating a Signed URL Using a Canned Policy (p. 138).
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Example Canned Signing Function in PHP

function get_canned_policy_stream nane($vi deo_path, $private_key_fil enane,
$key_pair_id, $expires) {
/1 this policy is well known by C oudFront, but you still need to sign it,

/1 since it contains your paraneters

$canned_policy = '{"Statement":[{"Resource":"' . $video_path . '", 6 "Condi
tion":{"DatelLessThan": {" AWs: EpochTi me":"'. $expires . "}}}1}";

/1 the policy contains characters that cannot be part of a URL,

/'l so we Base64 encode it

$encoded_policy = url_safe_base64_encode($canned_policy);

/1 sign the original policy, not the encoded version

$signature = rsa_shal_si gn($canned_policy, $private_key_fil enane);

/1 make the signature safe to be included in a url

$encoded_si gnature = url _safe_base64_encode( $si gnature);

/1 combi ne the above into a stream nane

$stream nanme = create_stream name($vi deo_path, null, $encoded_signature,
$key_pair_id, $expires);

/1 url-encode the query string characters to work around a flash player bug

return encode_query_par anms( $stream nane);

}

The following code constructs a custom policy statement needed for creating the signature. For more in-
formation about custom policies, see Creating a Signed URL Using a Custom Policy (p. 143).

Example Custom Signing Function in PHP

function get_custom policy_stream nane($vi deo_path, $private_key_fil enane,
$key_pair_id, $policy) {

/1 the policy contains characters that cannot be part of a URL,

/!l so we Base64 encode it

$encoded_policy = url_safe_base64_encode($policy);

/1 sign the original policy, not the encoded version

$signature = rsa_shal_sign($policy, $private_key_ filenane);

/1 make the signature safe to be included in a ur

$encoded_signature = url _safe_base64_encode($si gnature);

/1 conbine the above into a stream nane

$stream nanme = create_stream nane($vi deo_pat h, $encoded_policy, $encoded_sig
nature, $key_pair_id, null);

/1 url-encode the query string characters to work around a flash player bug

return encode_query_parans($st ream nane);

}

For more information about the OpenSSL implementation of SHA-1, see The Open Source Toolkit for
SSL/TLS.

See also

¢ Create a URL Signature Using Perl (p. 153)
¢ Create a URL Signature Using C# and the .NET Framework (p. 157)
e Create a URL Signature Using Java (p. 165)
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¢ Tools for Configuring Private Content (p. 285)

Create a URL Signature Using C# and the .NET
Framework

The C# examples in this section implement a sample application that demonstrates how to create the
signatures for CloudFront private distributions using canned and custom policy statements. The samples
includes utility functions based on the AWS .NET SDK that can be useful in .NET applications.

Note
Creating a URL signature is just one part of the process of serving private content using a signed
URL. For more information about the entire process, see How Private Content Works (p. 119).

To download the code, go to Signature Code in C#.

To use the RSA keys provided by AWS Account/Security in the .NET framework, you must convert the
AWS-supplied .pem files to the XML format that the .NET framework uses. The OpenSSL Public and
Private Key Parser available from .NET 2.0 OpenSSL Public and Private Key Parser will do the conversion.

After conversion, the RSA private key file is in the following format:
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Example RSA Private Key in the XML .NET Framework Format

<RSAKeyVal ue>
<Modul us>
wObI| vYCP5UcoCKDoldcspoMehWBZeyf s9QEzG 60eby+ewE 1oWHv B2GPB
ANBi VPc UHTFWhwal Bd3ogl nFOl GQ j P/ j OF mXHUK2k UUnLnJp+oCBL2Ni
uFt gcWsh/ L51 | pD8Yqg+NRHg
Ty4zDsyr 2880M Xv 88y EFURCKqEXAMPLE=
</ Modul us>
<Exponent >AQAB</ Exponent >
<P>
5bnKDaTz
NPENGVqz4Cea8XPH+sxt +2VaAwYnsar VUoS
BeVt 8WLI oVuZGX1 ZYnH5Kt e XEu7f Zve YA9UEXAMPLE==
</ P>
<@
1v9l / WN1alN3r OK4VGoCokx 7kR2Sy TMsbZgF91 WINCugR/ WZw7HTnj i pG3c9dy 1 Ms 9p UKwWUF4
6d7049EXAMPLE==
</ @
<DP>
Rgr SKULWKMyBH+/ | 1Dx/ | 4t XuAJI r | Pyo+Vmi Oc7b5Nz Hpt k SHEPf R9s 1
OKOVqgj kncl gCJ31 g86OVEt EXAMPLE==
</ DP>
<DQ>
pj Pj vSFw+RoaTuOpgCA/ j WV FGyf N6i i mLRFbk T4
z49DZb2] MB85f 3vf 35eL TaEYRYUHQyZt ChNEVOTEXAMPLE==
</ D>
<l nverse(@®
nkvQITg5Q GNgWh9i
c\Vt zr L/ 1pFECHD I XWEJdU99NH7sMK+1066DL/ HSBUCD63qD4USpnf Oy c24i nOEXAMPLE==</| n
verse@
<D>
Bc 7rmp7XYHy nuPZx Chj WNJ ZI g+A73gnDASDv6At 7F8Vi 9r OxU Qe/ vOAQS3ycN8Q yRAXMbz MYk

3yj xFDX04ZKQ OGzLG eCU2sr ANi Lv26/ i mXA8FVi dZf t TAt Lvi WQZB
VPTeYl A69ATUYPEqOa5u5w Gy
UG j 9OWUuEXAMPLE=
</ D>
</ RSAKeyVal ue>

The following C# code creates a signed URL that uses a canned policy by:

¢ Creating a policy statement.

» Hashing the policy statement using SHA1, and signing the result using RSA and the private key for
your AWS account or for a trusted AWS account that you specify.

¢ Base64-encoding the hashed and signed policy statement and replacing special characters to make
the string safe to use as a URL request parameter.

» Concatenating the applicable values.

For the complete implementation, see the sample at Signature Code in C#.
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Example Canned Policy Signing Method in C#

public static string ToUrl Saf eBase64Stri ng(byte[] bytes)

{

return System Convert. ToBase64St ri ng( byt es)

.Replace('+', '-")
.Replace('=", '_")
.Replace(' /", '~");

public static string CreateCannedPrivateURL(string url String,
string durationUnits, string durationNunmber, string pathToPolicyStmt,
string pat hToPrivateKey, string privateKeyld)

/1 args[] O-thisMethod, 1-resourceUrl, 2-seconds-m nutes-hours-days
/1 to expiration, 3-nunberO PreviousUnits, 4-pathToPolicyStmt,
/'l 5-pat hToPrivat eKey, 6-PrivateKeyld

Ti meSpan timeSpanl nterval = GetDuration(durationUnits, durationNunber);

/1l Create the policy statement.
string strPolicy = CreatePolicyStatenment(pathToPolicyStmt,

url String,

Dat eTi ne. Now,

Dat eTi me. Now. Add(ti meSpanl nterval),
"0.0.0.0/0");

if ("Error!" == strPolicy) return "lnvalid tine frame." +

"Start tinme cannot be greater than end tine.";

/1 Copy the expiration tine defined by policy statenent.
string strExpirati on = CopyExpirationTi meFronPolicy(strPolicy);

/1l Read the policy into a byte buffer.
byte[] bufferPolicy = Encoding. ASCl | . Get Byt es(strPolicy);

/1 Initialize the SHALCrypt oServi ceProvi der object and hash the policy data.

usi ng (SHA1Crypt oServi ceProvi der

{

crypt oSHA1 = new SHALCrypt oServi ceProvi der())
buf fer Pol i cy = crypt oSHAL. Conput eHash( buf f er Pol i cy);

/1 Initialize the RSACryptoServiceProvider object.
RSACr ypt oSer vi ceProvi der provi der RSA = new RSACrypt oSer vi ceProvi der();

Xm Docurent xml Privat eKey = new Xnml Docurnent () ;

/1 Load PrivateKey.xm , which you created by converting your
/1 .pemfile to the XML format that the .NET framework uses.
/1 Several tools are available. W used

/1 .NET 2.0 OpenSSL Public and Private Key Parser,

/1 http://ww.jensign.com openssl key/ openssl key. cs.

xm Privat eKey. Load( pat hToPri vat eKey) ;

/1 Format the RSACryptoServiceProvider providerRSA and
/'l create the signature.
provi der RSA. FromXm Stri ng(xm Pri vat eKey. | nner Xm ) ;
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RSAPKCS1Si gnat ureFormatter rsaFormatter =
new RSAPKCS1Si gnat ur eFor natter (provi der RSA) ;
rsaFor mat t er. Set HashAl gori t hn(" SHAL") ;
byte[] signedPolicyHash = rsaFormatter. CreateSi gnature(bufferPolicy);

/1 Convert the signed policy to URL-safe Base64 encodi ng and
/'l replace unsafe characters + =/ with the safe characters - _ ~
string strSignedPolicy = ToUrl Saf eBase64St ri ng(si gnedPol i cyHash) ;

/'l Concatenate the URL, the tinestanp, the signature,
/1 and the key pair IDto formthe signed URL.
return url String +

"?Expires=" +

strExpiration +

" &Si gnature=" +

strSignedPolicy +

"&Key-Pair-Id=" +

privat eKeyl d;

The following C# code creates a signed URL that uses a custom policy by:

» Creating a policy statement.

« Base64-encoding the policy statement and replacing special characters to make the string safe to use
as a URL request parameter.

» Hashing the policy statement using SHA1L, and encrypting the result using RSA and the private key for
your AWS account or for a trusted AWS account that you specify.

¢ Base64-encoding the hashed policy statement and replacing special characters to make the string safe
to use as a URL request parameter.

» Concatenating the applicable values.

For the complete implementation, see the sample at Signature Code in C#.
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Example Custom Policy Signing Method in C#

publ
{

publ

ic static string ToUrl Saf eBase64Stri ng(byte[] bytes)

return System Convert. ToBase64St ri ng( byt es)
.Replace('+', '-")
.Replace('=", '_")
.Replace(' /", '~");

ic static string CreateCustonPrivateURL(string url String,
string durationUnits, string durationNunber, string startlnterval FromNow,

string ipaddress, string pathToPolicyStmt, string pathToPrivateKey,
string PrivateKeyl d)

/1 args[] O-thisMethod, 1-resourceUrl, 2-seconds-m nutes-hours-days
/1 to expiration, 3-nunberO PreviousUnits, 4-startti meFronmNow,
/1 5-ip_address, 6-pathToPolicyStnt, 7-pathToPrivateKey, 8-privateKeyld

Ti meSpan timeSpanl nterval = GetDuration(durationUnits, durationNunber);
Ti meSpan timeSpanToStart = GetDurationByUnits(durationUnits,
startlnterval FromNow) ;
if (null == timeSpanToStart)
return "lInvalid duration units." +
"Valid options: seconds, mnutes, hours, or days";

string strPolicy = CreatePolicyStatenent(
pat hToPol i cyStmt, url String, DateTi me. Now. Add(ti neSpanToStart),
Dat eTi me. Now. Add(ti meSpanl nterval ), i paddress);

/1l Read the policy into a byte buffer.
byte[] bufferPolicy = Encoding. ASCl | . Get Byt es(strPolicy);

/1 Convert the policy statement to URL-safe Base64 encodi ng and
/'l replace unsafe characters + =/ with the safe characters - _ ~

string url Saf ePolicy = Tolrl| Saf eBase64St ri ng(bufferPolicy);
/1 Initialize the SHALCrypt oServi ceProvi der object and hash the policy data.

byte[] bufferPolicyHash;
usi ng (SHA1Crypt oServi ceProvi der cryptoSHAl =
new SHAL1Cr ypt oServi ceProvider())

{
buf f er Pol i cyHash = crypt oSHAL. Conput eHash( buf f er Pol i cy);

/1 Initialize the RSACryptoServiceProvider object.
RSACr ypt oSer vi ceProvi der provi der RSA = new RSACrypt oServi ceProvi der();

Xm Docurent xm Privat eKey = new Xnml Docurnent () ;

/1 Load PrivateKey.xm , which you created by converting your
/1 .pemfile to the XML format that the .NET framework uses.
/1 Several tools are available. W used

/1 .NET 2.0 OpenSSL Public and Private Key Parser,

/1 http://ww.jensign.com openssl key/ openssl key. cs.
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xm Privat eKey. Load(" Pri vat eKey. xm ") ;

/1 Format the RSACryptoServiceProvider provider RSA
/1 and create the signature.
provi der RSA. FromXm Stri ng(xm Privat eKey. | nner Xm ) ;
RSAPKCS1Si gnat ureFormatt er RSAFormatter =
new RSAPKCS1Si gnat ur eFor natt er (provi der RSA) ;
RSAFor mat t er. Set HashAl gori t hn( " SHA1") ;
byte[] signedHash = RSAFormatter. CreateSi gnature(bufferPolicyHash);

/1 Convert the signed policy to URL-safe Base64 encodi ng and
/'l replace unsafe characters + =/ with the safe characters - _ ~
string strSignedPolicy = ToUrl Saf eBase64Stri ng(si gnedHash) ;

return url String +
"?Policy=" +
url Saf ePol icy +
" &Si ghature=" +
strSignedPolicy +
"&Key-Pair-Id=" +
Pri vat eKeyl d;

APl Version 2014-05-31
162




Amazon CloudFront Developer Guide
Create a URL Signature Using C# and the .NET Frame-
work

Example Utility Methods for Signature Generation

The following methods get the policy statement from a file and parse time intervals for signature generation.

public static string CreatePolicyStatenment(string policyStmmt,
string resourcelrl,
Dat eTi me startTine,
Dat eTi me endTi e,
string i pAddress)

/1 Create the policy statenent.

FileStream streanPolicy = new FileStrean(policyStmt, FileMde. Qpen,
Fi | eAccess. Read);

usi ng (StreanReader reader = new StreanReader (streanPolicy))

{
string strPolicy = reader. ReadToEnd();

Ti meSpan start Ti neSpanFromNow = (startTinme - DateTi ne. Now);
Ti meSpan endTi meSpanFronNow = (endTi me - DateTi ne. Now) ;
Ti meSpan interval Start =
(Dat eTi me. Ut cNow. Add( st art Ti neSpanFr omNow) ) -
new Dat eTi ne(1970, 1, 1, 0, 0, 0, DateTi neKind. Uc);
Ti meSpan interval End =
(Dat eTi me. Ut cNow. Add( endTi meSpanFr onNow) ) -
new Dat eTi ne(1970, 1, 1, 0, 0, O, DateTi nmeKind. Uc);

int startTinmestanp = (int)interval Start. Total Seconds; // START_TI ME
int endTinestanp = (int)interval End. Total Seconds; // END_TI ME

if (startTinmestanp > endTi nest anp)
return "Error!";

/1 Replace variables in the policy statenent.

strPolicy = strPolicy. Repl ace(" RESOURCE", resourcelrl);

strPolicy = strPolicy. Repl ace("START_TI ME", startTi mestanp. ToString());
strPolicy = strPolicy. Repl ace("END_TI ME", endTi nestanp. ToString());
strPolicy = strPolicy. Repl ace("| P_ADDRESS", i pAddress);

strPolicy = strPolicy. Repl ace("EXPI RES", endTi mestanp. ToString());

return strPolicy;

}

public static TineSpan GetDuration(string units, string numnits)
{
Ti meSpan tineSpanl nterval = new Ti meSpan();
switch (units)
{
case "seconds":
ti meSpanl nt er val
br eak;
case "m nutes":
ti meSpanl nt er val
br eak;
case "hours":
ti meSpanl nt er val
br eak;
case "days":

new Ti meSpan(0, 0, 0, int.Parse(nunnits));

new Ti meSpan(0, 0, int.Parse(numnits), 0);

new Ti meSpan(0, int.Parse(nunbnits), 0 ,0);
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ti meSpanl nterval = new Ti neSpan(int. Parse(nunbnits),0 ,0 ,0);
br eak;
def aul t:

Console. WiteLine("Invalid time units;" +
"use seconds, mnutes, hours, or days");
br eak;
}

return tinmeSpanlnterval;

}

private static Ti nmeSpan GetDurati onByUnits(string durationUnits,
string startlnterval FromNow)

{
switch (durationUnits)
{
case "seconds":
return new TineSpan(0, 0, int.Parse(startlnterval From\ow));
case "mnutes":
return new TineSpan(0, int.Parse(startlnterval FromNow), 0);
case "hours":
return new Ti neSpan(int. Parse(startlnterval FronNow), 0, 0);
case "days":
return new Ti neSpan(int. Parse(startlnterval FromNow), 0, 0, 0);
def aul t:
return new TineSpan(0, 0, 0, 0);
}
}

public static string CopyExpirationTi meFronPolicy(string policyStatenment)
{
int startExpiration = policyStatenent.|ndexO ("EpochTi me");
string strExpirati onRough = policyStatenent. Substring(startExpiration +
"EpochTi me". Lengt h) ;
char[] digits ={ '0", '"2', "2, '3, "4, '5", 6, '7, '8, '9 },;

List<char> listDigits = new List<char>(digits);
StringBuil der buil dExpiration = new StringBuil der(20);

foreach (char c¢ in strExpirati onRough)

{
if (listDigits.Contains(c))
bui | dExpi rati on. Append(c);
}
return buil dExpiration. ToString();
}
See also

¢ Create a URL Signature Using Perl (p. 153)
¢ Create a URL Signature Using PHP (p. 154)
¢ Create a URL Signature Using Java (p. 165)
¢ Tools for Configuring Private Content (p. 285)
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Create a URL Signature Using Java

The Open source Java toolkit for Amazon S3 and CloudFront provides sample code and information
about CloudFront development in Java. For information about private distributions, go to Private Distribu-
tions at Programmer Guide: Code Samples.

Note
Creating a URL signature is just one part of the process of serving private content using a signed
URL. For more information about the entire process, see How Private Content Works (p. 119).

The following methods are from the Java open source toolkit for Amazon S3 and CloudFront. You must
convert the private key from PEM to DER format for Java implementations to use it.
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Example Java Policy and Signature Encryption Methods

/1 Signed URLs for a private distribution

/1 Note that Java only supports SSL certificates in DER format,

/1 so you will need to convert your PEMformatted file to DER fornmat.

/1 To do this, you can use openssl:

/'l openssl pkcs8 -topk8 -nocrypt -in origin.pem-informPEM -out new. der

/1 -out f orm DER

/1 So the encoder works correctly, you should al so add the bouncy castle jar
/1 to your project and then add the provider.

Security. addProvi der (new or g. bouncycast| e. j ce. provi der. BouncyCast | eProvi der());

String distributionDomain "alb2c3d4e5f 6g7. cl oudfront. net”;

String privateKeyFil ePath "/ path/to/rsa-private-key.der";

String s30bj ectKey = "s3/object/key.txt";

String policyResourcePath = "http://" + distributionDomain + "/" + s30bj ect Key;

/1 Convert your DER file into a byte array.

byte[] derPrivateKey = Serviceltils.readl nputStreaniloBytes(new
Fi | el nput Strean{( privat eKeyFi | ePat h));

/1l Cenerate a "canned" signed URL to allow access to a
/1 specific distribution and object

String signedUrl Canned = C oudFront Servi ce. si gnUr | Canned(
"http://" + distributionDomain + "/" + s3(bjectKey, // Resource URL or Path

keyPairld, /[l Certificate identifier,
/1 an active trusted signer for the distribution
derPrivateKey, // DER Private key data
Serviceltils. parsel so8601Dat e("2011-11-14T22: 20: 00. 000Z") // DatelLessThan
);
System out. println(signedU | Canned);

/1 Build a policy docunent to define customrestrictions for a signed URL.

String policy = C oudFront Service. bui | dPol i cyFor Si gnedUr | (
/1 Resource path (optional, may include '*' and '?' wldcards)
pol i cyResour cePat h,
/| Dat eLessThan
Serviceltils. parsel so8601Dat e("2011-11-14T22: 20: 00. 000Z"),
/1 CIDR IP address restriction (optional, 0.0.0.0/0 nmeans everyone)
"0.0.0.0/0",
/| DateG eaterThan (optional)
Serviceltils. parsel so8601Dat e("2011-10-16T06: 31: 56. 000Z")
)i

/1 Cenerate a signed URL using a custom policy docunent.

String signedU | = C oudFront Service. signUrl (
// Resource URL or Path
"http://" + distributionDomain + "/" + s3Cbj ect Key,
/1l Certificate identifier, an active trusted signer for the distribution
keyPairld,
/1 DER Private key data
der Pri vat eKey,
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/'l Access control policy
policy
);

System out. println(signedUrl);

See also

¢ Create a URL Signature Using Perl (p. 153)

¢ Create a URL Signature Using PHP (p. 154)

¢ Create a URL Signature Using C# and the .NET Framework (p. 157)
¢ Tools for Configuring Private Content (p. 285)
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Using an HTTPS Connection to
Access Your Objects

Topics
¢ How CloudFront Works with HTTPS Connections (p. 169)
¢ How to Require HTTPS for Communication between Viewers, CloudFront, and Your Origin (p. 169)
¢ Using Alternate Domain Names and HTTPS (p. 171)
¢ Charges for HTTPS Connections (p. 177)

For web distributions, you can use HTTPS requests to ensure that your objects are encrypted when
CloudFront serves them to viewers and, optionally, when CloudFront gets the objects from your origin:

¢ To require HTTPS between CloudFront and viewers: Configure some or all of your CloudFront
cache behaviors either to redirect HTTP requests to HTTPS requests or to require that viewers use
only the HTTPS protocol to access your objects in the CloudFront cache. You can also configure one
or more cache behaviors in the same distribution to allow both HTTP and HTTPS, so you can require
HTTPS for some objects but not for others.

¢ Torequire HTTPS between CloudFront and your origin (optional): Configure one or more CloudFront
origins to require that CloudFront fetches objects from your origin using the protocol that the viewer
used to request the objects. For example, when you use this CloudFront setting and the viewer uses
HTTPS to request an object from CloudFront, CloudFront also uses HTTPS to forward the request to
your origin. When your origin is an Amazon S3 bucket, this is the default setting and cannot be changed.

Important

If your Amazon S3 bucket is configured as a website endpoint, you cannot configure CloudFront
to use HTTPS to communicate with your origin because Amazon S3 doesn't support HTTPS
connections in that configuration.

If you're using an HTTP server as your origin, and if you want to use HTTPS both between viewers and
CloudFront and between CloudFront and your origin, you must install an SSL certificate on the HTTP
server that is signed by a third-party certificate authority, for example, VeriSign or DigiCert.

Caution

If the origin server returns an invalid certificate or a self-signed certificate, or if the origin server
returns the certificate chain in the wrong order, CloudFront drops the TCP connection, returns
HTTP error code 502, and sets the X- Cache headerto Error from cl oudfront.
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How CloudFrontWorks with HTTPS Connections

The following example of how CloudFront works with HTTPS connections assumes the following:

¢ Your CloudFront distribution has one cache behavior (the default cache behavior) and one origin.

* You have configured your distribution to use HTTPS between viewers and CloudFront and between
CloudFront and your origin.

¢ Your origin has an SSL certificate that was signed by a third-party certificate authority.

The process works basically the same way whether your origin server is an Amazon S3 bucket or an
HTTP server.

CloudFront Process for Serving Objects Using HTTPS

1. A viewer submits an HTTPS request to CloudFront. There's some SSL negotiation here between
the viewer and CloudFront. In the end, the viewer submits the request in an encrypted format.

2. Ifthe object is in the CloudFront edge cache, CloudFront encrypts the object and returns it to the
viewer, and the viewer decrypts it.

3. Ifthe objectis not in the CloudFront cache, CloudFront performs the SSL negotiation with your origin
and, when the negotiation is complete, forwards the request to your origin in an encrypted format.

4. Your origin decrypts the request, encrypts the requested object, and returns the object to CloudFront.

5. CloudFront decrypts the object, re-encrypts it, and forwards the object to the viewer. CloudFront also
saves the object in the edge cache so the object is available next time it's requested.

6. The viewer decrypts the object.

How to Require HTTPS for Communication
between Viewers, CloudFront, and Your Origin

You can configure CloudFront to require HTTPS for communication between viewers and CloudFront
and, optionally, between CloudFront and your origin.

Note

To ensure that objects are encrypted from the origin to CloudFront edge caches and from edge
caches to viewers, use only HTTPS. If you ever configure CloudFront to get objects from your
origin using HTTP, CloudFront adds the objects to the edge cache and continues to serve them
to viewers until the objects expire, or until you remove or replace them. For more information
about removing or replacing objects in a distribution, see Adding, Removing, or Replacing Objects
in a Distribution (p. 81).

If you want to use alternate domain names (for example, exanpl e. con) instead of the domain name
that CloudFront assigns to your distribution, also see Using Alternate Domain Names and HTTPS (p. 171).

To Require HTTPS for Communication between Viewers, CloudFront, and Your Origin

1. (Optional) If you want CloudFront to use HTTPS when communicating with a custom origin, get and
install an SSL certificate from a third-party certificate authority such as VeriSign or DigiCert (if you
don't already have one).

Important
If you configure CloudFront to use HTTPS when communicating with your origin in step 3,
CloudFront verifies that your certificate was issued by an established third-party certificate
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authority. CloudFront supports the same certificate authorities as Mozilla; for the current
list, see Mozilla Included CA Certificate List. You cannot use a self-signed certificate.

If you're using an Amazon S3 bucket, Amazon S3 provides an SSL certificate.

For more information about getting and installing an SSL certificate, refer to the documentation for
your HTTP server software and to the documentation for the third-party certificate authority.

Configure your distribution either to redirect HTTP requests to HTTPS or to require that viewers use
HTTPS when communicating with CloudFront. To do this in the CloudFront console, create or update
one or more cache behaviors in your distribution to have one of the following settings for Viewer
Protocol Policy:

¢ Redirect to HTTPS: If a user sends an HTTP request instead of an HTTPS request, CloudFront
returns an HTTP status code of 301 (Moved Permanently) along with the new HTTPS URL. The
viewer then resubmits the request to CloudFront using the HTTPS URL.

Note

When a viewer makes an HTTP request that is redirected to an HTTPS request, CloudFront
charges for both requests. For the HTTP request, the charge is only for the request and
for the headers that CloudFront returns to the viewer. For the HTTPS request, the charge
is for the request, and for the headers and the object returned by your origin.

e HTTPS Only: If a user sends an HTTP request instead of an HTTPS request, CloudFront returns
an HTTP status code of 403 (Forbidden) and does not return the object.

For information about using the CloudFront console to update a web distribution, see Listing, Viewing,
and Updating CloudFront Distributions (p. 27).

For information about using the CloudFront API to update a web distribution, go to PUT Distribution
Config in the Amazon CloudFront API Reference. If you're using the API, see the Vi ewer Pr ot ocol -
Pol i cy element.

(Optional) To require that CloudFront uses HTTPS when communicating with your origin, create or
update one or more origins in your distribution to have the following settings:

» CloudFront Console: For Origin Protocol Policy, specify Match Viewer.
e CloudFront API: For Ori gi nProt ocol Pol i cy, specify mat ch- vi ewer .

When your origin is an Amazon S3 bucket, Match Viewer is the default setting and cannot be
changed.

Important

When you're using a custom origin, the SSL certificate on your origin includes a domain
name in the Common Name field and possibly several more in the Subject Alternative Names
field. (CloudFront supports wildcard characters in certificate domain names.) One of the
domain names in the certificate must match the domain name that you specify for Origin
Domain Name. If the domain names don't match, the following sequence occurs when an
end user submits an HTTPS request for an object:

a. CloudFront forwards the request to the applicable origin based on the settings in your cache
behaviors.

The origin returns an SSL certificate.

c. CloudFrontinspects the certificate and determines that the domain names in the certificate don't
match the value of Origin Domain Name in your distribution.

d. CloudFront returns an HTTP status code 502 (bad gateway) to the end user.

Confirm the following:
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¢ The path pattern in each cache behavior applies only to the requests for which you want viewers
to use HTTPS.

¢ The cache behaviors are listed in the desired order. For more information, see Path Pattern (p. 45).

e The cache behaviors are routing requests to the origins for which you have configured an Origin
Protocol Policy of Match Viewer, if applicable.

« If you're using a custom origin and you configured CloudFront to use HTTPS when communicating
with the origin, the origin must have a valid certificate signed by a third-party certificate authority.

5. Test the configuration before you use it in a production environment.

Using Alternate Domain Names and HTTPS

Topics
¢ Choosing How CloudFront Serves HTTPS Requests (p. 171)
¢ Requirements and Limits on Using SSL Certificates with CloudFront (p. 172)
¢ To use alternate domain names with HTTPS (p. 174)
¢ Determining the Size of the Public Key in an SSL Certificate (p. 175)
¢ Rotating SSL Certificates (p. 175)
¢ Reverting from a Custom SSL Certificate to the Default CloudFront Certificate (p. 176)
¢ Switching from a Custom SSL Certificate with Dedicated IP Addresses to SNI (p. 177)

By default, you can deliver your content to viewers over HTTPS by using your CloudFront distribution
domain name in your URLS, for example, ht t ps: //d111111abcdef 8. cl oudfront . net/i mage. j pg.
For more information, see How to Require HTTPS for Communication between Viewers, CloudFront, and
Your Origin (p. 169).

If you want your viewers to use HTTPS and you want to use your own domain name in the URLSs for your
objects (for example, ht t ps: / / www. exanpl e. coni i nage. j pg), you need to perform several additional
steps, as explained in this topic.

Important

When you add a certificate to your distribution, CloudFront immediately propagates the certificate
to all of its edge locations. As new edge locations become available, CloudFront will propagate
the certificate to those locations, too. You cannot restrict the edge locations to which CloudFront
propagates your certificates.

Choosing How CloudFront Serves HTTPS Re-
guests

If you want your users to use HTTPS and to use alternate domain names for your objects, you need to
choose how CloudFront serves HTTPS requests. When you configure CloudFront to use alternate domain
names, CloudFront can serve HTTPS requests either by using a dedicated IP address in each edge loc-
ation or by using Server Name Indication (SNI).

Serving HTTPS Requests Using Dedicated IP Addresses
(Works for All Clients)
If you configure CloudFront to serve HTTPS requests using dedicated IP addresses, CloudFront associates

your alternate domain name with a dedicated IP address in each CloudFront edge location. When a
viewer submits an HTTPS request for your content, DNS routes the request to the IP address for your
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distribution in the applicable edge location. CloudFront uses the IP address to identify your distribution

and to determine which SSL certificate to return to the viewer. The viewer and CloudFront perform SSL
negotiation using your SSL certificate, and CloudFront returns the requested content to the viewer. This
method works for every HTTPS request, regardless of the browser or other viewer that the user is using.

Important

If you configure CloudFront to serve HTTPS requests using dedicated IP addresses, you incur
an additional monthly charge. The charge begins when you associate your SSL certificate with
a distribution and you enable the distribution. For more information about CloudFront pricing,
see Amazon CloudFront Pricing.

Serving HTTPS Requests Using SNI (Works for Most Clients)

If you configure CloudFront to serve HTTPS requests using Server Name Indication (SNI), CloudFront
associates your alternate domain name with an IP address for each edge location, but the IP address is
not dedicated to your distribution. When a viewer submits an HTTPS request for your content, DNS routes
the request to the IP address for the applicable edge location. However, because the IP address isn't
dedicated to your distribution, CloudFront can't determine, based on the IP address, which domain the
request is for.

SSL negotiation occurs very early in the process of establishing an HTTPS connection. If CloudFront
can't immediately determine which domain the request is for, it drops the connection. Using a dedicated
IP address is one way to associate a request with a domain. The other is Server Name Indication (SNI),
which is an extension to the TLS protocol that is supported by most modern browsers. Browsers that
support SNI automatically get the domain name from the request URL and add it to a new field in the re-
quest header. When CloudFront receives an HTTPS request from a browser that supports SNI, it finds
the domain name in the request header and responds to the request with the applicable SSL certificate.
The viewer and CloudFront perform SSL negotiation, and CloudFront returns the requested content to
the viewer.

For a current list of the browsers that support SNI, see the Wikipedia entry Server Name Indication.
If you want to use SNI but some of your users' browsers don't support SNI, you have several options:

¢ Configure CloudFront to serve HTTPS requests by using dedicated IP addresses instead of SNI.

« Use the CloudFront SSL certificate instead of a custom certificate. This requires that you use the
CloudFront domain name for your distribution in the URLSs for your objects, for example, ht -
tps://dll1111abcdef 8. cl oudfront. net/| ogo. png.

You also need to change the SSL certificate that CloudFront is using from a custom certificate to the
default CloudFront certificate:

« If you haven't used your distribution to distribute your content, you can just change the configuration.
For more information, see Listing, Viewing, and Updating CloudFront Distributions (p. 27).

« If you have used your distribution to distribute your content, you need to create a new CloudFront
distribution and change the URLSs for your objects to reduce or eliminate the amount of time that your
content is unavailable. For more information, see Reverting from a Custom SSL Certificate to the
Default CloudFront Certificate (p. 176).

« If you can control which browser your users use, have them upgrade their browser to one that supports
SNI.

¢ Use HTTP instead of HTTPS.

Requirements and Limits on Using SSL Certificates
with CloudFront

Note the following requirements for your certificate:
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* Your certificate must be issued by a recognized certificate authority (CA). Self-signed certificates are
not accepted.

* Your certificate must be in X.509 PEM format.

* Inthe .pemfile, list all of the intermediate certificates in the certificate chain, beginning with one for the

CA that signed the certificate for your domain. Typically, you'll find a file on your CA's website that lists
intermediate and root certificates in the proper chained order.

Important
Do not include the root certificate, intermediate certificates that are not in the trust path, or
your CA's public key certificate.

Here's an example:

----- BEG N CERTI FI CATE- - - - -
Internediate certificate 2
----- END CERTI FI CATE- - - - -
----- BEG N CERTI FI CATE- - - - -
Internediate certificate 1
----- END CERTI FI CATE- - - - -

¢ The private key must match the public key that is in the certificate. It must also be an RSA private key
in PEM format, where the PEM header is BEG N RSA PRI VATE KEY and the footer is END RSA
PRI VATE KEY. The private key cannot be encrypted with a password.

* You must have permission to use and upload the SSL certificate, including permission from the certificate
authority that issued the certificate to upload it onto a content delivery network.

» The maximum size of the public key in an SSL certificate is 2048 bits. For information about how to
determine the size of the public key, see Determining the Size of the Public Key in an SSL Certific-
ate (p. 175).

¢ CloudFront supports all types of certificates including domain-validated certificates, extended validation
(EV) certificates, high-assurance certificates, wildcard certificates (*. exanpl e. conj, subject alternative
name (SAN) certificates (exanpl e. comand exanpl e. net ), and so on.

* You are responsible for monitoring certificate expiration dates and for renewing SSL certificates that
you upload and use with CloudFront.

In addition, note the following limits on using SSL certificates with CloudFront:

* You can associate a maximum of one SSL certificate with each CloudFront distribution.

* You can upload a maximum of 10 SSL certificates to the IAM certificate store for each AWS account.
To request a higher limit, go to Request IAM limit increase.

« If you want to use the same certificate with multiple CloudFront distributions that were created with
different accounts, you must upload the certificate to the IAM certificate store once for each AWS account.

« If you want to use the same certificate both for CloudFront and for other AWS services, you must upload
the certificate twice: once for CloudFront and once for the other services. For information about how
to upload the certificate for CloudFront, see the following procedure.

» When you're using a custom origin, the SSL certificate on your origin includes a domain name in the
Common Name field and possibly several more in the Subject Alternative Names field. (CloudFront
supports wildcard characters in certificate domain names.) One of the domain names in the certificate
must match the domain name that you specify for Origin Domain Name. If the domain names don't
match, CloudFront returns an HTTP status code 502 (bad gateway) to the end user.

« If you want to serve HTTPS requests using dedicated IP addresses, note the following:
* You must request permission to use dedicated IP addresses. See the following procedure.

« Unless you specify otherwise, AWS gives you permission to use two certificates with your AWS ac-
count, one for everyday use and one for when you need to rotate certificates for multiple distributions.
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« If you already have been approved to use this feature but need to increase the number of custom
SSL certificates that you can use with your AWS account, go to https://aws.amazon.com/support/
createCase?type=service_limit_increase&servicelLimitincreaseType=cloudfront-distributions.

To use alternate domain names with HTTPS

1. If you wantto serve HTTPS requests using SNI, skip to step 2.

If you want to serve HTTPs requests using dedicated IP addresses, request permission for your
AWS account. We'll update your account as soon as possible. For more information and to request
permission, see Custom SSL Certificates for Amazon CloudFront.

Important

By default, when you request permission to use an alternate domain name with HTTPS,
AWS updates your account so you can associate two custom SSL certificates with your
CloudFront distributions. Typically, you'll use the second certificate only temporarily, when
you have more than one distribution and you need to rotate certificates. If you need to per-
manently associate two or more certificates with your distributions, indicate how many cer-
tificates you need and describe the circumstances in your request.

2. Use the AWS CLI to upload your SSL certificate to the IAM certificate store. If you don't already have
your certificate, see Creating, Uploading, and Deleting Server Certificates in Using IAM.

If you already have your certificate, use the following AWS CLI command to upload a signed certificate:

aws i amupl oad-server-certificate --server-certificate-name CertificateNane
--certificate-body file://public_key certificate file --private-key
file://privatekey.pem--certificate-chain file://certificate_chain_file -
-path /cl oudfront/ path/

Note the following:

« You must upload your certificate to the 1AM certificate store using the same AWS account that you
used to create your CloudFront distribution.

* When you upload your certificate to IAM, the value of the - pat h parameter (certificate path) must
start with / cl oudf ront /, for example, / cl oudf r ont / producti on/ or/cl oudfront/test/.
The path also must end with a /.

« If you plan to use the CloudFront console to create or update your distribution, the value that you
specify for the - - server - certi fi cat e- nanme parameter in the AWS CLI is the value that will
appear in the SSL Certificate list in the CloudFront console.

« If you plan to use the CloudFront API to create or update your distribution, make note of the alpha-
numeric string that the AWS CLI returns, for example AS1A2MBP4L5E67SI | XR3J.This is the value
that you will specify in the | AMCer ti f i cat el d element. You don't need the IAM ARN, which is
also returned by the CLI.

For more information about the AWS CLI, go to the AWS Command Line Interface User Guide and
the AWS Command Line Interface Reference.

3. Update your distribution to include your alternate domain names, to specify which SSL certificate
you want to use, and to specify whether you want CloudFront to use dedicated IP addresses or SNI
to serve HTTPS requests. You also need to add or update DNS records. For more information and
a procedure, see Using Alternate Domain Names (CNAMES) (p. 29).

Caution

After you associate your SSL certificate with your CloudFront distribution, do not delete the
certificate from the 1AM certificate store until you remove the certificate from all distributions
and until the status of the distributions has changed to Deployed.
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Determining the Size of the Public Key in an SSL
Certificate

When you're using CloudFront alternate domain names and HTTPS, the size of the public key in an SSL
certificate cannot exceed 2048 bits. (This is not the number of characters in the public key.) You can de-
termine the size of the public key by running the following OpenSSL command:

openssl x509 -in path and filename of SSL certificate -text -noout

where:

¢ -in specifies the path and filename of your SSL certificate.
« -text causes OpenSSL to display the length of the public key in bits.
e -noout prevents OpenSSL from displaying the public key.

Example output:

Publ i c-Key: (2048 bit)

Rotating SSL Certificates

Occasionally you'll need to replace one SSL certificate with another, because, for example, the expiration
date is approaching. The process depends on whether you have associated your SSL certificate with one
or more CloudFront distributions under the same AWS account:

¢ SSL certificate associated with one distribution: You can just update your distribution and replace
the old certificate with the new one. For more information, see Listing, Viewing, and Updating CloudFront
Distributions (p. 27).

e SSL certificate associated with two or more distributions under the same AWS account: By default,
when you request permission to use an alternate domain name with HTTPS, you can associate only
two SSL certificates with the CloudFront distributions under one AWS account. Typically, you'll use the
second certificate only when you have more than one distribution and you need to rotate certificates.
One certificate is associated with distributions that you haven't updated yet, and the other certificate is
associated with distributions that you have updated. Perform the following procedure.

Important

While you are rotating certificates, you might incur an additional, pro-rated charge for using
the second certificate. We recommend that you update your distributions promptly to minimize
the additional charge.

To rotate SSL certificates for two or more CloudFront distributions

1. If you configured CloudFront to use dedicated IP addresses to serve HTTPS requests and you have
already associated the maximum number of SSL certificates permitted by AWS for your account,
request permission to associate an additional certificate. Send an email to cloudfront-ssl-re-
quest@amazon.com, and explain that you are rotating certificates.

2. Update your distributions one at a time to use a new certificate.

If you submitted a request to AWS in Step 1, wait until you receive notification that your AWS account
has been updated.

For more information, see Listing, Viewing, and Updating CloudFront Distributions (p. 27).
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(Optional) After you have updated all of your CloudFront distributions, you can delete the old certificate
from the 1AM certificate store.

Caution

Do not delete an SSL certificate from the IAM certificate store until you remove it from all
distributions and until the status of the distributions that you have updated has changed to
Deployed.

Reverting from a Custom SSL Certificate to the
Default CloudFront Certificate

If you configured CloudFront to use a custom SSL certificate and you want to change your configuration
to use CloudFront's SSL certificate, the process depends on whether you've used your distribution to
distribute your content:

« If you have not used your distribution to distribute your content, you can just change the configuration.

For more information, see Listing, Viewing, and Updating CloudFront Distributions (p. 27).

¢ If you have used your distribution to distribute your content, you need to create a new CloudFront dis-

tribution and change the URLSs for your objects to reduce or eliminate the amount of time that your
content is unavailable. Perform the following procedure.

To revert to the default CloudFront certificate

1.

Create a new CloudFront distribution with the desired configuration. For SSL Certificate, choose
Default CloudFront Certificate (*.cloudfront.net).

For more information, see Task List for Creating a Web Distribution (p. 36).

For objects that you're distributing using CloudFront, update the URLSs in your application to use the
domain name that CloudFront assigned to the new distribution. For example, change ht -

t ps:// www. exanpl e. cont i nages/ | ogo. pngtohttps://dl11111labcdef 8. cl oud-

front. net/i mages/ | ogo. png.

Either delete the distribution that is associated with a custom SSL certificate, or update the distribution
to change the value of SSL Certificate to Default CloudFront Certificate (*.cloudfront.net). For
more information, see Listing, Viewing, and Updating CloudFront Distributions (p. 27).

Important
Until you complete this step, Amazon Web Services continues to charge you for using a
custom SSL certificate.

(Optional) Use the AWS CLI to delete your custom SSL certificate from the 1AM certificate store. This
is the same application that you used to add the custom SSL certificate to the IAM certificate store:

a. Runthe AWS CLI command | i st -si gni ng-certificates to get the certificate ID of the
certificate that you want to delete. For more information, see list-signing-certificates in the AWS
Command Line Interface Reference.

b. Runthe AWS CLIcommand del et e- si gni ng-certi fi cat eto delete the certificate. For more
information, see delete-signing-certificate in the AWS Command Line Interface Reference.
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Switching from a Custom SSL Certificate with
Dedicated IP Addresses to SNI

If you configured CloudFront to use a custom SSL certificate with dedicated IP addresses, you can switch
to using a custom SSL certificate with SNI instead. The following procedure shows you how.

Important

This update to your CloudFront configuration has no effect on viewers that support SNI; they
can access your content before and after the change, as well as while the change is propagating
to CloudFront edge locations. Viewers that don't support SNI cannot access your content after
the change. For more information, see Choosing How CloudFront Serves HTTPS Re-

quests (p. 171).

To switch from a custom SSL certificate with dedicated IP addresses to SNI

1.

A ol

Sign in to the AWS Management Console and open the Amazon CloudFront console at https://con-
sole.aws.amazon.com/cloudfront/.

In the top pane of the CloudFront console, select the distribution that you want to view or update.
Click Distribution Settings.
On the General tab, click Edit.

Change the setting of Custom SSL Client Support to Only Clients that Support Server Name
Indication (SNI).

Click Yes, Edit.

Charges for HTTPS Connections

You always incur a surcharge for HTTPS requests. For more information, see Amazon CloudFront Pricing.
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Using IAM to Control Access to
CloudFront Resources

Topics
¢ CloudFront Resources (p. 178)
¢ CloudFront Actions (p. 179)
¢ Policy Keys (p. 180)
¢ Example Policies for CloudFront (p. 180)

Amazon CloudFront integrates with AWS Identity and Access Management (IAM) so that you can create
Users for your AWS Account and you can specify which CloudFront actions a User (or a group of Users)
can perform in your AWS Account. You control User access to CloudFront by creating policies that describe
User or group permissions. For example, you might create a policy that gives only certain Users in your
organization permission to use Get Di stri buti onConfi g. They could then use the action to retrieve
data about your CloudFront distributions.

For more information on using policies to set AWS Account User permissions, go to Permissions and
Policies in Using AWS Identity and Access Management. For general information about IAM, go to AWS
Identity and Access Management on the AWS website.

Important

Using Amazon CloudFront with IAM doesn't change how you use CloudFront. There are no
changes to CloudFront actions, and no new CloudFront actions related to Users and access
control.

CloudFront Resources

You use an asterisk (*) as the resource when writing a policy to control access to CloudFront actions.
This is because you can't use 1AM to control access to specific CloudFront resources. For example, you
can't give Users access to a specific distribution. Permissions granted using IAM include all the resources
you use with CloudFront. Because you cannot specify the resources to control access to, there are no
CloudFront resource ARNs (Amazon Resource Names) for you to use in an IAM policy. (For detailed in-
formation about using ARNs with IAM, go to "ARNs" in the Identifiers for IAM Entities section of Using
AWS Identity and Access Management.)
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CloudFront Actions

In an IAM policy, you can specify any and all API actions that CloudFront offers. The action name must
be prefixed with the lowercase string cl oudf r ont : . For example: cl oudf ront: Get Di stri buti on-
Confi g, cloudfront: Li stlnvalidations,orcloudfront:* (for all CloudFront actions).

The following tables list the canonical names for all CloudFront actions. Use these canonical names when

specifying APIs in IAM policies.
Web Distributions

API Actions for Web Distributions
POST Distribution

GET Distribution

GET Distribution Config

PUT Distribution Config

GET Distribution List

DELETE Distribution

RTMP Distributions

API Actions for RTMP Distributions
POST Streaming Distribution

GET Streaming Distribution

GET Streaming Distribution Config
PUT Streaming Distribution Config
GET Streaming Distribution List

DELETE Streaming Distribution

Invalidations

API Actions for Invalidations
POST Invalidation
GET Invalidation

GET Invalidation List

Canonical Name
CreateDistribution
GetDistribution
GetDistributionConfig
UpdateDistribution
ListDistributions

DeleteDistribution

Canonical Name
CreateStreamingDistribution
GetStreamingDistribution
GetStreamingDistributionConfig
UpdateStreamingDistribution
ListStreamingDistributions

DeleteStreamingDistribution

Canonical Name
Createlnvalidation
Getlnvalidation

Listinvalidations
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Origin Access ldentities

API Action for Origin Access ldentities Canonical Name

POST Origin Access Identity CreateCloudFrontOriginAccessldentity
GET Origin Access Ildentity GetCloudFrontOriginAccessldentity

GET Origin Access ldentity Config GetCloudFrontOriginAccessldentityConfig
PUT Origin Access ldentity Config UpdateCloudFrontOriginAccessldentity
GET Origin Access ldentity List ListCloudFrontOriginAccessldentities
DELETE Origin Access Identity DeleteCloudFrontOriginAccessldentity

Policy Keys

Policy keys enable you to add conditions to your policies, such as request date or IP range. CloudFront
implements the AWS-wide policy keys, but no others. For more information about policy keys, see
"Condition" in the Element Descriptions section of Using AWS ldentity and Access Management.

Example Policies for CloudFront

This section shows a few simple policies for controlling user access to CloudFront.

Note
In the future, CloudFront might add new actions that should logically be included in one of the
following policies, based on the policy's stated goals.

Example 1: Allow a group read and write access to all of resources owned by the account

This example creates a policy that is attached to a group (for example, the Developers group) to give the
group read and write access to all CloudFront resources.

{
"Version": "2012-10-17",
"Statenment": [
"Effect":"A | ow',
"Action":["cloudfront:*"],
"Resource":"*"
}
]
}
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Example 2: Allow a group read access to all of resources owned by the account

This example creates a policy that is attached to a group (for example, the Finance group) to give the
group read access to all CloudFront resources.

{
"Version": "2012-10-17",
"Statenment":[{
"Effect":"All ow',
"Action":["cloudfront: Get*", "cloudfront:List*"],
"Resource":"*"
}
]
}

Example 3: Allow a group read and write access to all distributions owned by the account

This example creates a policy that is attached to a group (for example, the Ops group) to give the group
read and write access to all distributions, but not access to invalidations or origin access identities.

{
"Version": "2012-10-17",
"Statenment":[{
"Effect":"A | ow',
"Action":["cloudfront:*Distribution*"],
"Resource":"*"
}
]
}

Example 4: Allow a group to retrieve CloudFront distribution data, but only if they're using
SSL with the request

This example creates a policy that is attached to a group to give the group access to all CloudFront actions,
with a condition that requires use of SSL.

{
"Version": "2012-10-17",
"Statenent":[{
"Effect":" Al ow',
"Action":["cloudfront:*"],
"Resource":"*",
"Condition":{
"Bool ": {
"aws: Secur eTransport": "true"
}
}
}
]
}
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Topics
¢ Overview (p. 182)
¢ Analyzing Access Logs (p. 184)
¢ Bucket and File Ownership (p. 184)
¢ How to Change Logging Settings (p. 184)
¢ How to Delete Log Files from an Amazon S3 Bucket (p. 185)
¢ File Name Format and Timing of File Delivery (p. 185)
¢ Log File Format (p. 185)
¢ Charges for Access Logs (p. 191)

Amazon CloudFront provides optional log files with information about user requests. This section describes

how to enable and disable logging, the content of log files, and how AWS charges you if you decide to
use logging.

Note

If you use a custom origin, you will need to create an Amazon S3 bucket to store your log files
in.

Overview

You can enable CloudFront to deliver access logs per distribution to an Amazon S3 bucket of your choice.
The following figure and table describe the basic process for access logs.
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(1] Your end users use your application or website.

In this graphic, you have two different websites, A and B, each using a different CloudFront
distribution (Distribution A and Distribution B).

& Your end users send requests, and CloudFront routes each request to the appropriate edge

location.

CloudFront periodically puts the distribution's log file in an Amazon S3 bucket of your choice,

and then starts writing a new log file for the distribution.

Each entry in a log file gives details about a single request. For more information about log file format,

see Log File Format (p. 185).

You can store log files for a distribution either in the same Amazon S3 bucket as your origin server or in
a different bucket. (To simplify maintenance, we recommend that you use a separate bucket.) You can
also store the log files for multiple distributions in the same bucket. When you enable logging for a partic-

ular distribution, you can specify an optional prefix for the names of your log files.

If no users access your content during a given hour, you don't receive any log files for that hour.

CloudFront writes data about each request to a log file specific to that distribution. In this example,
Information about requests related to Distribution A goes into a log file just for Distribution A, and
information about requests related to Distribution B goes into a log file just for Distribution B.
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Analyzing Access Logs

Because logs for a single stream can get recorded in multiple files, we recommend that you combine all
the log files you receive for a given period into one file. You can then analyze the data for that period
more quickly and accurately.

Important

We recommend that you use the logs to understand the nature of the requests for your content,
not as a complete accounting of all requests. CloudFront delivers access logs on a best-effort
basis. The log record for a particular request might be delivered long after the request was actually
processed, or not at all. In rare cases, usage that appears in the AWS usage tracking and billing
systems might not appear in CloudFront access logs.

For more information about CloudFront access logs, including recommendations for tools that you can
use to analyze access logs, see Using CloudFront Logging (p. 284).

Bucket and File Ownership

You must have Amazon S3 FULL_CONTROL permission for the log file bucket. You have this permission
by default if you're the bucket owner. If you're not, the bucket owner must grant your AWS account
FULL_CONTROL permission.

When you enable logging, you do it with an API call to the CloudFront API. Making that API call also
automatically calls the Amazon S3 API to update the bucket's ACL to allow read and write permissions
for the AWS data feeds account. This account writes the log files to the bucket.

Each log file has its own ACL (separate from the bucket's ACL). The bucket owner has FULL_CONTRCL
permission for the log files, the distribution owner (if not the bucket owner) has no permission, and the
data feeds account has read and write permission.

Note

Removing the permissions for the data feeds account does not disable logging. If you remove
those permissions, but don't disable logging (which you do with the API), we reinstate those
permissions the next time the data feeds account needs to write a log file to your log bucket.

If you disable logging, we don't remove the read/write permissions for the data feeds account on either
the bucket or the log files. If you want, you can do that yourself.

How to Change Logging Settings

You can enable or disable logging, change the Amazon S3 bucket where your logs are stored, and change
the prefix for log files using the CloudFront console or using the CloudFront API:

 Forinformation about updating a web or an RTMP distribution using the CloudFront console, see Listing,
Viewing, and Updating CloudFront Distributions (p. 27).

¢ For information about updating a web distribution using the CloudFront API, go to PUT Distribution
Config in the Amazon CloudFront API Reference.

» For information about updating an RTMP distribution using the CloudFront API, go to PUT Streaming
Distribution Config in the Amazon CloudFront API Reference.

Your changes to logging settings take effect within 12 hours.

To use the CloudFront API to change access log settings for:

APl Version 2014-05-31
184


http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/PutConfig.html
http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/PutConfig.html
http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/PutStreamingDistConfig.html
http://docs.aws.amazon.com/AmazonCloudFront/latest/APIReference/PutStreamingDistConfig.html

Amazon CloudFront Developer Guide
How to Delete Log Files from an Amazon S3 Bucket

¢ web distributions, you must use the 2009-04-02 or later version of the API.
¢ RTMP distributions, you must use the 2010-05-01 or later version of the API.
¢ cookies, you must use the 2012-07-01 or later version of the API.

Note
To enable easier listing of keys in a bucket, Amazon S3 users commonly use a prefix followed
by a slash (/) as a delimiter.

How to Delete Log Files from an Amazon S3
Bucket

CloudFront does not automatically delete log files from the Amazon S3 bucket that you specified when
you enabled logging. For information about deleting log files from an Amazon S3 bucket, see the applicable
Amazon S3 documentation:

¢ Using the Amazon S3 console: See Deleting an Object in the Amazon Simple Storage Service Console
User Guide.

* Using the REST API: See DELETE Object in the Amazon Simple Storage Service API Reference.
¢ Using the SOAP API: See DeleteObject in the Amazon Simple Storage Service API Reference.

File Name Format and Timing of File Delivery

The filename follows this format (with the date and hour in UTC):

{bucket - nane}. s3. anazonaws. coni {opti onal - prefi x/}{distribution-1D}.{YYYY}-{M\-
{DD}-{HH. {uni que-1D}. gz

For example, if your bucket name is nyl ogs and your prefix is nypr ef i x/ , your filenames look similar
to this:

myl ogs. s3. amazonaws. cont nypr ef i X/ EMLARXS9EXAMPLE. 2012- 07- 01- 20. RT4AKCNASGK9. gz

If you include a value for { opt i onal - prefi x/}, and if your value doesn't include a/ , CloudFront adds
one automatically. If your value does include a / , CloudFront does not add another one.

CloudFront compresses each log file using gzip and saves it in the Amazon S3 bucket that you specify.
Typically, CloudFront saves log files within 24 hours after receiving the corresponding requests. Depending
on how many users submit requests, CloudFront can save several log files per hour.

Note
If no users submit requests during a given hour, you don't receive any log files for that hour.

Log File Format

Topics
¢ Web Distribution Log File Format (p. 186)
¢ RTMP Distribution Log File Format (p. 189)
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Each entry in a log file gives details about a single end user request. The log files for web and for RTMP
distributions are not identical, but both types of log files:

Use the W3C extended log file format. (For more information, go to http://www.w3.org/TR/WD-log-
file.html.)

Contain tab-separated values.
Contain records that are not necessarily in chronological order.

Contain two header lines: one with the file-format version, and another that lists the W3C fields included
in each record.

Substitute URL-encoded equivalents for spaces and non-standard characters in field values.

These non-standard characters consist of all ASCII codes below 32 and above 127, plus the characters
in the following table. The URL encoding standard is RFC 1738. For more information, go to http://
www.ietf.org/rfc/rfc1738.txt.

URL-Encoded Character

Value

%3C <
%3E >
%22

%23 #
%25 %
%7B {
%7D }
%7C |
%5C \
%5E n
%T7E ~
%5B [
%5D ]
%60

%27

%20 space

Web Distribution Log File Format

The log file for a web distribution includes the following fields in the listed order.

Field Description

date The date (UTC) on which the event occurred, for example, 2009-03-10.
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Field

time

x-edge-location

sc-bytes
c-ip
cs-method

cs(Host)

cs-uri-stem

Sc-status

cs(Referer)
cs(User-Agent)

cs-uri-query

cs(Cookie)

Description

Time when the server finished processing the request (UTC), for example,
01:42:39.

The edge location that served the request. Each edge location is identified by a
three-letter code and an arbitrarily assigned number, for example, DFW3. The
three-letter code typically corresponds with the International Air Transport
Association airport code for an airport near the edge location. (These abbreviations
may change in the future.) For a list of edge locations, see the Amazon CloudFront
detail page, http://aws.amazon.com/cloudfront.

Server to client bytes, including headers, for example, 1045619.
Client IP, for example, 192.0.2.183.
HTTP access method.

DNS name (the CloudFront distribution name specified in the request). If you
made the request to a CNAME, the DNS name field will contain the underlying
distribution DNS name, not the CNAME.

URI stem (for example, /images/daily-ad.jpg).
One of the following values:

* An HTTP status code (for example, 200). For more information, see HTTP 4xx
and 5xx Status Codes that CloudFront Caches (p. 117).

» 000, which indicates that the viewer closed the connection (for example, closed
the browser tab) before CloudFront could respond to a request.

The referrer.
The user agent.

The query string portion of the URI that is included on the connect string. When
a URI doesn't contain a query string, the log file contains a single hyphen (-) in
the cs- uri - query field for that request. The encoding standard is RFC 1738.
For more information, see Log File Format (p. 185).

The cookie header in the request, including name-value pairs and the associated
attributes. If you enable cookie logging, CloudFront logs the cookies in all requests
regardless of which cookies you choose to forward to the origin: none, all, or a
whitelist of cookie names. When a request doesn't include a cookie header, the
log file contains a single hyphen (-) in the cs( Cooki e) field for that request.

For more information about cookies, see Configuring CloudFront to Cache Objects
Based on Cookies (p. 76).
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Field

x-edge-result-type

x-edge-request-id

x-host-header

cs-protocol

cs-bytes

time-taken

Description
The result type of a request. Result types include:

 Hi t : CloudFront served the object to the viewer from the edge cache.

» RefreshHi t : CloudFront found the object in the edge cache but it had expired,
so CloudFront contacted the origin to verify that the cache has the latest version
of the object.

* M ss: The request could not be satisfied by an object in the edge cache, so
CloudFront forwarded the request to the origin server and returned the result
to the viewer.

» Li m t Exceeded: The request was denied because a CloudFront limit was
exceeded.

» Capaci t yExceeded: CloudFront returned a 503 error because the edge
location didn't have enough capacity at the time of the request to serve the
object.

» Error:Typically, this means the request resulted in a client error (sc- st at us
is 4xx) or a server error (sc- st at us is 5xx).

If sc- st at us is 403 and you configured CloudFront to restrict the geographic
distribution of your content, the request might have come from a restricted
location. For more information about geo restriction, see Restricting the
Geographic Distribution of Your Content (p. 56).

If sc- st at us is 2xx, the client probably disconnected before finishing the
download.

An encrypted string that uniquely identifies a request.

The value that the viewer included in the Host header for this request. This is the
domain name in the request:

* If you're using the CloudFront domain name
(http://d111111abcdef8.cloudfront.net/logo.png), the x- host - header column
contains the domain name that CloudFront assigned to your distribution, such
asdllllllabcdef 8. cl oudfront. net.

* If you're using alternate domain names (http://example.com/logo.png), the
x- host - header column contains the alternate domain name, such as
exanpl e. com To use alternate domain names, you must add them to your
distribution. For more information, see Using Alternate Domain Names
(CNAMES) (p. 29).

The protocol the viewer specified in the request, either htt p or ht t ps.

The number of bytes of data that the viewer included in the request (client to
server bytes), including headers.

The number of seconds between the time a CloudFront edge server receives a
viewer's request and the time that CloudFront writes the last byte of the response
to the server's output queue as measured on the server. From the perspective of
the viewer, the total time to get the full object will be longer than this value due
to network latency and TCP buffering.
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Note
Question marks (?) in URLs and query strings are not included in the log.

The following is an example log file for a web distribution.

#Version: 1.0

#Fi el ds: date tinme x-edge-location sc-bytes c-ip cs-nethod cs(Host) cs-uri-stem
sc-status cs(Referer) cs(User-Agent) cs-uri-query cs(Cookie) x-edge-result-

type x-edge-request-id x-host-header cs-protocol cs-bytes time-taken

05/01/2014 01:13:11 FRA2 182 192.0.2.10 GET dllllllabcdef 8. cl oudfront. net

/view my/file.htm 200 ww. di spl aynyfiles.com Mzill a/ 4. 0%0( conpat

i bl e; %20MSI E9%205. 0bl; ¥20Mac_Power PC) - zi p=98101 RefreshH t MRVMF7Kydl vxMA

JI gl gwHQWZsb&21 hRI07sn9AKKUFSHSOEXAMPLE== d11111l1abcdef 8. cl oudfront.net http -
0. 001

05/01/ 2014 01:13: 12 LAX1 2390282 192.0.2.202 GET dll1lllilabcdef 8. cl oudfront. net
/ soundt r ack/ happy. np3 304 www. unknownsi ngers. com Mozi | | a/ 4. 09%20( conpat

i bl e; %20MSI E9207. 0; 9%20W ndows%20NT%205. 1) a=b&c=d zi p=50158 Hi t

X GN7KWVENB9Dp7ct ¢ VFQCAE- nr cOcEKS3QyAez- - 06dV7/TEXAMPLE== d111111abcdef 8. cl oud

front.net http - 0.002

RTMP Distribution Log File Format

Each record in an RTMP access log represents a playback event, for example, connect, play, pause,
stop, disconnect, and so on. As a result, CloudFront generates multiple log records each time a viewer
watches a video. To relate log records that stem from the same stream ID, use the x- si d field.

Note

Some fields have values for all events, and some have values only for Play, Stop, Pause, Un-
pause, and Seek events. Usually, when the log file contains a single hyphen (-) for a field, the
field isn't relevant for the corresponding event.

The following table describes the fields that are present in each record in the RTMP distribution log file,
regardless of the type of event. The fields appear in the log in the order listed.

Field Description
date Date (UTC) on which the event occurred.
time Time when the server received the request (UTC), for example, 01:42:39.

x-edge-location The edge location where the playback event occurred. Each edge location is
identified by a three-letter code and an arbitrarily assigned number, for example,
DFW3.The three-letter code typically corresponds with the International Air Transport
Association airport code for an airport near the edge location. (These abbreviations
may change in the future.) For a list of edge locations, see the Amazon CloudFront
detail page, http://aws.amazon.com/cloudfront.

c-ip Client IP, for example, 192.0.2.183.

x-event The event type. This is a Connect, Disconnect, Play, Stop, Pause, Unpause, or
Seek event.

sc-bytes The running total number of bytes sent from the server to the client, up to the time

of the event.

x-cf-status A code indicating the status of the event. Currently, "OK" is the only value for this
field. New functionality in the future could require new status codes.
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Field Description
x-cf-client-id An opaque string identifier that can be used to differentiate clients
This value is unique for each connection.

cs-uri-stem The stem portion of the URI, including the application and the application instance.
This is sometimes referred to as the FMS connect string. For example,
rtmp://shgshne4jdp4b6.cloudfront.net/cfx/st.

cs-uri-query The query string portion of the URI that is included on the connect string.
c-referrer The URI of the referrer.

x-page-url The URL of the page from which the SWF is linked.

c-user-agent The user agent.

The following fields usually have values only for Play, Stop, Pause, Unpause, and Seek events. For other
events, they contain a single hyphen (-). These fields appear in the log after the fields in the previous
table and in the order listed.

Field Description
X-shame The stream name.

X-shame-query The stream query string, if any.

x-file-ext The stream type, for instance, FLV.
x-sid The stream ID. This is a unique integer identifier for the connection.
Note

Question marks (?) in URLs and query strings are not included in the log.

The following is an example of a log file for an RTMP distribution.

#Version: 1.0

#Fi el ds: date tine x-edge-location c-ip x-event sc-bytes x-cf-status x-cf-client-

idcs-uri-stemcs-uri-query c-referrer x-page-url c-user-agent x-sname X-shane-

query x-file-ext x-sid

2010-03-12  23:51:20 SEA4 192.0.2.147  connect 2014 K

bf d8a98bee0840d9b871b7f 6ade9908f rtnp: //shqshne4j dp4b6. cl oudf ront . net/ cf x/ st
key=val ue http://player.longtail vi deo. cont pl ayer. swf http://ww. | ong

tailvideo.com support/jw pl ayer-set up-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

2010-03-12  23:51:21 SEA4 192.0. 2. 222 pl ay 3914 K

bf d8a98bee0840d9b871b7f 6ade9908f rtnp: //shqshne4j dp4b6. cl oudf ront . net/ cf x/ st
key=val ue http://player.longtail vi deo. cont pl ayer. swf http://ww. | ong

tailvideo.com support/jw pl ayer-setup-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

myvi deo p=2&g=4 flv 1

2010-03-12  23:53:44  SEA4 192.0.2.4 stop 323914 K

bf d8a98bee0840d9b871b7f 6ade9908f rtnp: //shqshne4j dp4b6. cl oudf ront . net/ cf x/ st
key=val ue http://player.longtail vi deo. cont pl ayer. swf http://wwmv. | ong

tailvideo.com support/jw pl ayer-setup-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

di r/ ot her/ nyvi deo p=2&g=4 flv 1

2010-03-12  23:53:44  SEA4 192.0.2.103 pl ay 8783724 K
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bf d8a98bee0840d9b871b7f 6ade9908f rtnp: // shqshne4j dp4b6. cl oudf ront . net/cf x/ st
key=val ue http://player.longtail vi deo.cont pl ayer. swf http://ww. | ong

tailvideo. conml support/jw pl ayer-set up-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

di r/ favs/ myot hervi deo p=42&q=14 np4d 2

2010-03-12 23:56: 21 SEA4 192.0.2.199 stop 429822014 K

bf d8a98bee0840d9b871b7f 6ade9908f rtnp: //shqshnedj dp4b6. cl oudf ront . net/cf x/ st
key=val ue http://player.longtail vi deo.cont pl ayer. swf http://ww. | ong

tailvideo. conml support/jw pl ayer-set up-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

di r/ favs/ myot hervi deo p=42&q=14 np4d 2

2010-03-12 23:59: 44 SEA4 192.0.2.14 di sconnect 429824092 K

bf d8a98bee0840d9b871b7f 6ade9908f rtnp: // shqshne4j dp4b6. cl oudf ront . net/ cf x/ st
key=val ue http://player.longtail vi deo.cont pl ayer. swf http://ww. | ong

tailvideo. conml support/jw pl ayer-set up-w zar d?exanpl e=204 LNX%2010, 0, 32, 18

Charges for Access Logs

Access logging is an optional feature of CloudFront. There is no extra charge for enabling access logging.
However, you accrue the usual Amazon S3 charges for storing and accessing the files on Amazon S3
(you can delete them at any time). For more information about charges for CloudFront see CloudFront
Billing and Usage Reports (p. 7).
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Using AWS CloudTrail to Capture
Requests Sent to the CloudFront

API

Clou

CloudFront is integrated with CloudTrail, an AWS service that captures information about every request
that is sent to the CloudFront API by your AWS account, including your IAM users. CloudTrail periodically
saves log files of these requests to an Amazon S3 bucket that you specify. CloudTrail captures information
about all requests, whether they were made using the CloudFront console, the CloudFront API, the AWS
SDKs, the CloudFront CLI, or another service, for example, AWS CloudFormation.

You can use information in the CloudTrail log files to determine which requests were made to CloudFront,
the source IP address from which each request was made, who made the request, when it was made,
and so on. To learn more about CloudTrail, including how to configure and enable it, see the AWS
CloudTrail User Guide.

Topics
¢ CloudFront Information in CloudTrail Log Files (p. 192)
¢ Understanding CloudFront Log File Entries (p. 193)

dFront Information in CloudTrail Log Files

When you enable CloudTrail, CloudTrail captures every request that you make to every AWS service
that CloudTrail supports. (For a list of supported services, see Supported Services in the AWS CloudTrail
User Guide.) The log files aren't organized or sorted by service; each log file might contain records from
more than one service. CloudTrail determines when to create a new log file.

Note
CloudTrail supports all CloudFront API actions.

Every log file entry contains information about who made the request. The user identity information in the
log file helps you determine whether the request was made using root or IAM user credentials, using
temporary security credentials for a role or federated user, or by another AWS service. For more inform-
ation, see userldentity Element in the AWS CloudTrail User Guide.
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You can store log files for as long as you want. You can also define Amazon S3 lifecycle rules to archive
or delete log files automatically.

By default, your log files are encrypted by using Amazon S3 server-side encryption (SSE).

You can choose to have CloudTrail publish Amazon SNS notifications when new log files are delivered
if you want to take quick action upon log file delivery. For more information, see Configuring Amazon
SNS Notifications in the AWS CloudTrail User Guide.

You can also aggregate log files from multiple AWS regions and multiple AWS accounts into a single
Amazon SNS bucket. For more information, see Aggregating CloudTrail Log Files to a Single Amazon
S3 Bucket in the AWS CloudTrail User Guide.

Understanding CloudFront Log File Entries

Each JSON-formatted CloudTrail log file can contain one or more log entries. A log entry represents a
single request from any source and includes information about the requested action, including any para-
meters, the date and time of the action, and so on. The log entries are not guaranteed to be in any partic-
ular order; they are not an ordered stack trace of API calls.

The event Nane element identifies the action that occurred and the API version that was used to perform
that action. For example, the following event Nane value indicates that a web distribution was updated,
and the 2014-01-31 API version was used to perform the action:

Updat eDi stri bution2014_01_31
The following example shows a CloudTrail log entry that demonstrates five actions:

¢ Updating a web distribution configuration. The value of event Nane is Updat eDi st ri but i on.

« Listing web distributions that are associated with the current account. The value of event Nane is
Li st Di stri butions.

¢ Getting the configuration for a specific web distribution. The value of event Nane is Get Di stri buti on.
¢ Creating an invalidation batch request. The value of event Nane is Cr eat el nval i dati on.

« Listing origin access identities that are associated with the current account. The value of event Nanme
is Li st d oudFront Ori gi nAccessl denti ti es.

{
"Records": [{
"event Version": "1.01",
"userldentity": {
“"type": "I AMJser",

"principalld': "AlB2C3DAE5F6G7EXAMPLE",
"arn": "arn:aws:iam:111122223333: user/smithj",
"accountld": "111122223333",
"accessKeyl d": " AKI Al OSFODNN7EXAMPLE",
"userNanme": "smthj"
}
"event Ti ne": "2014-05-06T18: 00: 322",
"event Name": "UpdateDistribution2014_01_31",
"sour cel PAddress": "192.0.2.17",
"user Agent": "aws-sdk-ruby/1.39.0 ruby/1.9.3 x86_64-1inux",
"request Paraneters": {
"id": "EDFDVBD6EXAMPLE",
"ifmatch": "E9LHASXEXAMPLE",
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"di stributionConfig": {
"restrictions": {
"geoRestriction": {
"quantity": O,
"restrictionType": "none"
}
1
"cust onError Responses”: {
"quantity": O
8
"defaul t Root Cbj ect”: "index.htm",
"aliases": {
"quantity": 1,
"items": ["exanple.conl]

}s
"l ogging": {
"bucket": "",
"enabl ed": fal se,
"prefix": "",
"i ncl udeCooki es": fal se
}s

"viewerCertificate": {
"i AMCertificateld": "AlB2C3D4E5F6G7EXAMPLE",
"sSLSupport Met hod": "sni-only"
}
"cal |l erReference": "2014-05-06 64832",
"defaul t CacheBehavi or": {
"targetOriginld': "Inages",
"al | owedMet hods": {
"items": ["CET",
"HEAD'],
"quantity": 2
},
"forwardedVal ues": {
"cooki es": {
"forward": "none"
}
"queryString": false
},
"m nTTL": 300
"trustedSigners": {
"enabl ed": fal se
"quantity": O

I
"vi ewer Protocol Policy": "redirect-to-https",
"snpot hStream ng": false

}s

"origins": {

"items": [{
"custonDxigi nConfig": {
"hTTPSPort": 443,
"originProtocol Policy": "http-only",
"hTTPPort": 80
H

"donai nNanme": "nyawsbucket.s3-website-us-east-1. anazonaws. conf',

"id": "Web page origin"
I
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{
"custonDxigi nConfig": {
"hTTPSPort": 443,
“originProtocol Policy": "http-only",
"hTTPPort": 80
H
"domai nNane": "myot her awsbucket . s3-websi t e- us-west - 2. anazon
aws. cont',
"id": "lmges"
H
"quantity": 2
H
"enabl ed": true,
"cacheBehavi ors": {
"al | onedMet hods": {
"items": ["GET",
"HEAD'],
"quantity": 2
H
"trustedSigners": {
"enabl ed": fal se,
"quantity": O
H
"targetOriginld': "Wb page origin",
"snoot hStream ng": fal se,
"vi ewer Protocol Policy": "redirect-to-https",
"m nTTL": 300,
"forwardedVal ues": {
"cookies": {
"forward": "none"
o
"queryString": fal se
H
"pathPattern": "*. htm"
M.
"quantity": 1
H
"priced ass": "Pricedass_Al",
"comment": "Added an origin and a cache behavior"
}
H

"responseEl enents": {
"eTag": "E2QNRUHEXAMPLE",
"distribution": {
"domai nNane": "dllllllabcdef 8. cl oudfront. net",
"status": "InProgress",
"distributionConfig": {
di stributionConfig response omtted
H
"id": "EDFDVBD6EXAVPLE",
"l ast Modi fi edTi me": "May 6, 2014 6:00: 32 PM',
"activeTrustedSi gners": {
"quantity": O,
"enabl ed": false
H

"inProgresslnvalidationBatches": 0
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"request| D': "4e6b66f 9- d548- 11e3- a8a9- 73e33exanpl e",
"event| D': "5ab02562- 0f c5- 43d0- b7b6- 90293exanpl e"

"event Version": "1.01",
"userldentity": {
"type": "I AMJser",

"principalld": "AlB2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam:111122223333: user/smthj",
"accountld": "111122223333",
"accessKeyl d": "AKI Al OSFODNN7EXAMPLE" ,
"userName": "smthj"

}s

"event Ti ne": "2014-05-06T18:01: 357",

"event Name": "ListDi stributions2014_01_31",

"sour cel PAddress": "192.0.2.17",

"user Agent": "aws-sdk-ruby/1.39.0 ruby/1.9.3 x86_64-1inux",

"request Paraneters": null,

"responseEl ements": null,

"request| D': "52de9f 97- d548- 11e3- 8f b9- 4dadOexanpl e",
"event| D': "eb91f 423-6dd3- 4bb0- al48- 3cdf bexanpl e"

"event Version": "1.01",
"userldentity": {
"type": "I AMJser",

"principalld": "AlB2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam:111122223333: user/smthj",
"accountld": "111122223333",
"accessKeyl d": "AKI Al OSFODNN7EXAMPLE" ,
"userName": "smthj"

}s

"event Ti ne": "2014-05-06T18:01: 597",

"event Nane": "GetDistribution2014_01_ 31",

"sour cel PAddress": "192.0.2.17",

"user Agent": "aws-sdk-ruby/1.39.0 ruby/1.9.3 x86_64-1inux",

"request Paraneters": {
"id": "EDFDVBD6EXAMPLE"
}s
"responseEl ements": null,
"request| D': "497b3622- d548- 11e3- 8f b9- 4dadOexanpl e",
"event| D': "c¢32289c7-005a-46f 7-9801- chadlexanpl e"

"event Version": "1.01",
"userldentity": {
"type": "I AMJser",

"principalld": "AlB2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam:111122223333: user/smthj",
"accountld": "111122223333",
"accessKeyl d": "AKI Al OSFODNN7EXAMPLE" ,
"userName": "smthj"

}s

"event Ti ne": "2014-05-06T18:02: 277",

"event Nane": "Createlnvalidation2014_01_31",

"sour cel PAddress": "192.0.2.17",

"user Agent": "aws-sdk-ruby/1.39.0 ruby/1.9.3 x86_64-1inux",

"request Paraneters": {
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"invalidationBatch": {
"cal | erRef erence": "2014-05-06 64947",
"paths": {
"quantity": 3,
"items": ["/inages/new.jpg",
"/i mages/ | ogo.jpg",
"/i mages/ banner.j pg"]
}
3
"distributionld": "EDFDVBD6EXAMPLE"
H
"responseEl enents": {
"invalidation": {
"createTine": "May 6, 2014 6:02:27 PM,
"invalidationBatch": ({
"cal | erReference": "2014-05-06 64947",
"paths": {
"quantity": 3,
"itens": ["/inages/banner.jpg",
"/images/ | ogo.j pg",
"/images/ new. j pg"]
}
H
"status": "InProgress",
"id": "l SRZBSEXAMPLE"
3
"l ocation": "https://cloudfront.anmazonaws. com 2014- 01- 31/ di stri buti on/ ED
FDVBD6EXAMPLE/ i nval i dati on/ | SRZB5EXAMPLE"
H
"request| D': "4e200613-d548- 11e3-a8a9- 73e33exanpl e",
"event| D': "191ebb93-66b7-4517-a741- 92b0eexanpl e"
b
{
"event Version": "1.01"
"userldentity": {
"type": "I AMJser",
"principalld": "AlB2C3DA4E5F6G7EXAMPLE",
"arn": "arn:aws:iam:111122223333: user/smthj",
"account|d": "111122223333",
"accessKeyl d": "AKI Al OSFODNN7EXAMPLE" ,
"userName": "smthj"

1

event Ti ne": "2014-05-06T18: 03: 082",
"event Nanme": "ListC oudFrontOrigi nAccessldentities2014_01_31",
"sour cel PAddress": "192.0.2.17",
"user Agent": "aws-sdk-ruby/1.39.0 ruby/1.9.3 x86_64-1inux",
"request Paraneters": null,
"responseEl ements": null,
"request| D': "42ca4299- d548- 11e3- 8f b9- 4dadOexanpl e",
"event| D': "7aeb434f-eb55-4e2a- 82d8-417d5exanpl e"
}H
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Troubleshooting

Topics
¢ | can't view the files in my web distribution. (p. 198)
e | can't view the files in my RTMP distribution. (p. 200)
¢ Error Message: Certificate: <certificate-id> is being used by CloudFront. (p. 200)

| can't view the files in my web distribution.

If you cannot view file in your CloudFront web distribution, the following topics describe some common

solutions.

Did you sign up for both CloudFront and Amazon

S3?

To use Amazon CloudFront with an Amazon S3 origin, you must sign up for both CloudFront and Amazon
S3, separately. For more information about signing up for CloudFront and Amazon S3, see Getting

Started with CloudFront (p. 17).

Are your Amazon S3 bucket and object permis-

sions set correctly?

If you are using CloudFront with an Amazon S3 origin, the original versions of your content are stored in
an Amazon S3 bucket. The easiest way to use CloudFront with Amazon S3 is to make all your objects
publicly readable in Amazon S3. To do this, you must explicitly enable public read privileges for each

object you upload to Amazon S3.

If your content is not publicly readable, you need to create a CloudFront origin access identity so CloudFront
can access it. For more information about CloudFront origin access identities, see Using an Origin Access

Identity to Restrict Access to Your Amazon S3 Content (p. 123).

Object properties and bucket properties are independent. You must explicitly grant privileges to each
object in Amazon S3. Objects do not inherit properties from buckets and object properties must be set

independently of the bucket.
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Is your alternate domain name (CNAME) correctly
configured?

If you already have an existing CNAME record for your domain name, update that record or replace it
with a new one that points to your distribution's domain name.

Also, make sure your CNAME record points to your distribution's domain name, not your Amazon S3
bucket. You can confirm that the CNAME record in your DNS system points to your distribution's domain
name. To do so, use a DNS tool like dig. (For information about dig, go to http://www.kloth.net/services/

dig.php.)

The following shows an example dig request on a domain name called i mages. exanpl e. com and the
relevant part of the response. Under ANSWER SECTI ON, see the line that contains CNAME. The CNAME

record for your domain name is set up correctly if the value on the right side of CNAME is your CloudFront
distribution's domain name. If it's your Amazon S3 origin server bucket or some other domain name, then
the CNAME record is set up incorrectly.

[ prompt] > di g i mages. exanpl e. com

; <<> Di G 9.3.3rc2 <<> imges. exanpl e. com

;; global options: printcnd

.. Got answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15917

7, flags: gqr rd ra; QUERY: 1, ANSVER 9, AUTHORI TY: 2, ADDI TIONAL: O
;7 QUESTI ON SECTI ON:

; i mages. exanpl e. com I'N A

;5 ANSWER SECTI ON:

i mages. exanpl e.com 10800 IN CNAME dll111llabcdef 8. cloudfront. net.

For more information about CNAMES, see Using Alternate Domain Names (CNAMES) (p. 29).

Are you referencing the correct URL for your
CloudFront distribution?

Make sure the URL you're referencing uses your CloudFront distribution domain name (or your CNAME),
not your Amazon S3 bucket or custom origin.

Do you need help troubleshooting a custom ori-
gin?

If you need AWS to help you troubleshoot a custom origin, we will probably need to inspect the X- Ane-
Cf - 1 d header entries from your requests. If you are not already logging these entries, you might want to
consider it for the future. For more information, see Requirements and Recommendations for Using
Amazon EC2 and Other Custom Origins (p. 56).

APl Version 2014-05-31
199



http://www.kloth.net/services/dig.php
http://www.kloth.net/services/dig.php

Amazon CloudFront Developer Guide
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| can't view the files in my RTMP distribution.

If you cannot view the files in an RTMP distribution, are your URL and your playback client correctly
configured? RTMP distributions require you to use an RTMP protocol instead of HTTP, and you must
make a few minor configuration changes to your playback client. For information about creating RTMP
distributions, see Task List for Streaming Media Files Using RTMP (p. 62).

Error Message: Certificate: <certificate-id> is
being used by CloudFront.

Problem: You're trying to delete an SSL certificate from the IAM certificate store, and you're getting the
message "Certificate: <certificate-id> is being used by CloudFront."

Solution: Every CloudFront web distribution must be associated either with the default CloudFront certi-
ficate or with a custom SSL certificate. Before you can delete an SSL certificate, you need to either rotate
SSL certificates (replace the current custom SSL certificate with another custom SSL certificate) or revert
from using a custom SSL certificate to using the default CloudFront certificate. Perform the procedure in
the applicable section:

¢ Rotating SSL Certificates (p. 175)
¢ Reverting from a Custom SSL Certificate to the Default CloudFront Certificate (p. 176)
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Load Testing CloudFront

Traditional load testing methods don't work well with CloudFront because CloudFront uses DNS to balance
loads across geographically dispersed edge locations and within each edge location. When a client requests
content from CloudFront, the client receives a DNS response that includes a set of IP addresses. If you
test by sending requests to just one of the IP addresses that DNS returns, you're testing only a small
subset of the resources in one CloudFront edge location, which doesn't accurately represent actual traffic
patterns. Depending on the volume of data requested, testing in this way may overload and degrade the
performance of that small subset of CloudFront servers.

CloudFront is designed to scale for viewers that have different client IP addresses and different DNS re-
solvers across multiple geographic regions. To perform load testing that accurately assesses CloudFront
performance, we recommend that you do all of the following:

¢ Send client requests from multiple geographic regions.

¢ Configure your test so each client makes an independent DNS request; each client will then receive a
different set of IP addresses from DNS.

¢ For each client that is making requests, spread your client requests across the set of IP addresses that
are returned by DNS, which ensures that the load is distributed across multiple servers in a CloudFront
edge location.
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CloudFront Tutorials

The following tutorials explain how to use CloudFront for live streaming, for geoblocking, and for RTMP
streaming.

Live Streaming

e Live HTTP Streaming Using CloudFront and Adobe Media Server 5.0 (p. 202)
¢ Live Smooth Streaming Using Amazon CloudFront and IS Media Services 4.1 (p. 220)
e Live HTTP Streaming Using Wowza Streaming Engine 4.0 (p. 235)

Geoblocking

¢ Restricting Access to Files in a CloudFront Distribution Based on Geographic Location (Geoblock-
ing) (p. 244)

RTMP Streaming

¢ On-Demand Video Streaming Using CloudFront and Adobe Flash Player (p. 269)
¢ On-Demand Video Streaming Using CloudFront and Flowplayer for Adobe Flash (p. 274)
¢ On-Demand Video Streaming Using CloudFront and JW Player (p. 279)

Live HTTP Streaming Using CloudFront and
Adobe Media Server 5.0

Topics
¢ Overview (p. 203)
¢ Steps to Configure Live Streaming (p. 204)
¢ Creating an Amazon Web Services Account (p. 204)
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¢ Creating an Amazon EC2 Key Pair (p. 204)

e Subscribing to Adobe Media Server (p. 205)

¢ Creating an AWS CloudFormation Stack for Live Streaming (p. 206)

¢ Verifying that Adobe Media Server Is Running (p. 207)

¢ Setting Up Adobe Flash Media Live Encoder to Publish a Live Stream (p. 208)

¢ Embedding Strobe Media Playback for an Amazon CloudFront Live HTTP Stream in a Web Applica-
tion (p. 211)

¢ Deleting an AWS CloudFormation Stack and an Amazon EBS Volume for Live Streaming (p. 212)
¢ Frequently Asked Questions (p. 213)
¢ Additional Documentation (p. 219)

With Amazon Web Services live streaming, you can use Adobe Media Server version 5.0 to stream live
performances, webinars, and other events. This tutorial walks you through the process of configuring live
streaming with Adobe Media Server 5.0.

Overview

Adobe Media Server 5.0 supports two HTTP streaming formats:

* HLS (HTTP Live Streaming), supported by iOS devices
¢ HDS (HTTP Dynamic Streaming), supported by Flash applications (including Strobe Media Playback)

Note

An earlier version of this tutorial explained how to configure HDS streaming using the Flash

Media Playback player, but Adobe stopped supporting that player. We've updated the tutorial
to use Strobe Media Playback, an open-source media player that is similar in functionality to
Flash Media Playback.

Here's how Adobe Media Server and CloudFront work together to stream an event in realtime:

1. You use AWS CloudFormation to provision an Amazon EC2 instance running Adobe Media Server
5.0 and to create a CloudFront distribution, as described in this tutorial.

2. You capture your event using a digital video camera, for example, the video camera in a laptop
computer.

3. You use an encoder on the site of the event, for example, Adobe Flash Media Live Encoder, to
compress the raw video feed and send it to Adobe Media Server. (Flash Media Live Encoder is a
free download and is available for Windows and Mac OS.)

4. Adobe Media Server breaks the video stream into a series of smaller files. This server is the origin
for your CloudFront distribution.

5.  When your users browse to the CloudFront URL that you gave them to view the event, CloudFront
routes their HTTP requests to the nearest edge location (by latency).

6. The edge location requests the video stream from Adobe Media Server.
7. Adobe Media Server returns the video stream in small files to the CloudFront edge location.
8. The CloudFront edge location serves the video stream to the viewer that made the request, and

caches the small files to speed up the response to subsequent requests for the live stream.

This tutorial summarizes how to integrate CloudFront with Adobe Media Server running on an Amazon
EC2 instance. For more information about Adobe Media Server and about the AWS services that you
use for live streaming, see the following:

¢ For more information about Adobe Media Server options not covered in this tutorial, see Additional
Documentation (p. 219).
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* For information about available Adobe Media Server features, see Adobe Media Server 5 on Amazon
Web Services.

* To review the new features in Adobe Media Server 5.0, see What's New in Adobe Media Server 5.0.1
on the Adobe website.

¢ For more information about how to manage and secure your Amazon EC2 instance, see the Amazon
EC2 documentation.

* For more information about AWS CloudFormation, see AWS CloudFormation Documentation.
¢ For more help, see Frequently Asked Questions (p. 213).

Steps to Configure Live Streaming

To set up live streaming with Amazon Web Services (AWS), review the system requirements for Adobe
Flash Player. Then perform the procedures in the following sections:

Creating an Amazon Web Services Account (p. 204)

Creating an Amazon EC2 Key Pair (p. 204)

Subscribing to Adobe Media Server (p. 205)

Creating an AWS CloudFormation Stack for Live Streaming (p. 206)

Verifying that Adobe Media Server Is Running (p. 207)

Setting Up Adobe Flash Media Live Encoder to Publish a Live Stream (p. 208)

Embedding Strobe Media Playback for an Amazon CloudFront Live HTTP Stream in a Web Applica-
tion (p. 211)

8. Deleting an AWS CloudFormation Stack and an Amazon EBS Volume for Live Streaming (p. 212)

N gabkodpPR

Creating an Amazon Web Services Account

If you already have an AWS account, skip to Creating an Amazon EC2 Key Pair (p. 204). If you don't
already have an AWS account, use the following procedure to create one.

Note
When you create an account, AWS automatically signs up the account for all services. You are
charged only for the services you use.

To create an AWS account

1. Go to http://aws.amazon.com, and click Create an AWS Account.
2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Next: Creating an Amazon EC2 Key Pair (p. 204)

Creating an Amazon EC2 Key Pair

If you already have an Amazon EC2 key pair in the Amazon EC2 region in which you want to configure
live streaming, skip to Subscribing to Adobe Media Server (p. 205). If you don't have a key pair in that region,
perform the following procedure.

A key pair is a security credential similar to a password. You specify a key pair when you create an AWS
CloudFormation stack for live streaming, later in this process. After live streaming is configured, you use
the key pair to securely connect to your Amazon EC2 instance.
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To create an Amazon EC2 key pair

1. Signin to the AWS Management Console and open the Amazon EC2 console at https://con-
sole.aws.amazon.com/ec2/.

2. Inthe Region list, click the region in which you want to create the key pair.

You must create the key pair in the same region in which you will create your AWS CloudFormation
stack for live streaming later in this process. We recommend that you create the key pair and the
stack for live streaming in the region that is closest to the users who will be doing the streaming.

3. Inthe navigation pane, click Key Pairs.

4. Inthe Key Pairs pane, click Create Key Pair.

5. Inthe Create Key Pair dialog box, enter a name for the key pair, and make note of the name. You'll

enter this value when you create an AWS CloudFormation live-streaming stack, later in the process
of setting up live streaming.

6. Click Create.
7. Inthe Opening <key_pair_name>.pem dialog box, save the .pem file to a safe place on your computer.

Important
This is the only opportunity you'll have to download and save your private key.

8. Click Close to close the Create Key Pair dialog box.

Next: Subscribing to Adobe Media Server (p. 205)

Subscribing to Adobe Media Server

Perform the following procedure to subscribe to Adobe Media Server for Amazon Web Services through
AWS Marketplace.

Important

You can subscribe an AWS account to Adobe Media Server only once. If your AWS account
already has an Adobe Media Server subscription, use that subscription to configure live
streaming.

Adobe Media Server has a $5.00 monthly subscription fee, which includes an unlimited number of Adobe
Media Server instances. In addition to the monthly subscription fee, you pay a fee for hourly usage and
a fee for data transfer. You can view a detailed price list as part of the following procedure.

Note

In an earlier version of this tutorial, you subscribed to Adobe Media Server using Amazon DevPay
instead of AWS Marketplace. If you're currently running Adobe Media Server and you subscribed
using Amazon DevPay, go to the Adobe Media Server on Amazon Web Services page and
cancel your Amazon DevPay subscription to Adobe Media Server. Otherwise, you'll continue to
be billed $5 per month for the old subscription through Amazon DevPay, and you'll be billed an
additional $5 per month for the new subscription through AWS Marketplace.

To order Adobe Media Server 5 for Amazon Web Services

1. Go tothe Adobe Media Server 5 Extended page on the AWS Marketplace website.
2. Review product information and click Continue.

3. Onthe Launch on EC2: Adobe Media Server 5 Extended page, click the Manual Launch with
EC2 Console, APIs or CLI tab.

4. Inthe Pricing Details section, select the region in which to create an Amazon EC2 instance for live
streaming. Review the corresponding pricing information.
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5.

Important

Don't use the buttons on this page to launch Adobe Media Server. In the next procedure,
you create an AWS CloudFormation stack that launches an Amazon EC2 instance and installs
Adobe Media Server.

Click Accept Terms to sign up for a monthly subscription.

Next: Creating an AWS CloudFormation Stack for Live Streaming (p. 206)

Creating an AWS CloudFormation Stack for Live
Streaming

The following procedure uses an AWS CloudFormation template to create a stack that launches the AWS
resources required by live streaming, including an Amazon EC2 instance and a CloudFront distribution.

Important

You incur hourly charges for an Amazon EC2 instance beginning when you create the AWS
CloudFormation stack that deploys the Amazon EC2 instance. Charges continue to accrue until
you delete the AWS CloudFormation stack regardless of whether you use the Amazon EC2 in-
stance to stream live video. For more information, see the Adobe Media Server 5 Extended page
on the AWS Marketplace website. When your live event is over, delete the stack that you created
for live streaming. This deletes the AWS resources that were created for your live-streaming
event, and stops the AWS charges for the resources. For more information, see Deleting an
AWS CloudFormation Stack and an Amazon EBS Volume for Live Streaming (p. 212).

For more information about AWS CloudFormation, see AWS CloudFormation Documentation.

To create an AWS CloudFormation stack for live streaming

1.

To start the Create Stack wizard, click one of the following Amazon EC2 regions:

e Create a stack in US East (Virginia)

¢ Create a stack in US West (Oregon)

e Create a stack in US West (Northern California)
¢ Create a stack in EU (Ireland)

e Create a stack in Asia Pacific (Singapore)

¢ Create a stack in Asia Pacific (Tokyo)

e Create a stack in Asia Pacific (Australia)

¢ Create a stack in South America (Sao Paulo)

The wizard starts and the applicable URL automatically appears in the Provide an S3 URL to tem-
plate field.

Note
If you want users to view your live stream using a Flash-based player that is hosted on your
own domain, see How do | update crossdomain.xml for a Flash-based stream hosted on
my own domain? (p. 215).

If you are not already signed in to the AWS Management Console, sign in when prompted.

(Optional) Change the Stack Name. The stack name must not contain spaces, and it must be unique
within your AWS account.

Do not change the Template option or the address in Provide an S3 URL to template.
Click Next Step.
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5. Onthe Specify Parameters page, for AMSAdminPassword, enter a password (minimum 8 charac-
ters) for the AMS Administration Console.

6. For AMSAdminUserName, enter a user name. You'll use this value and the password that you
entered in the previous step to log in to the AMS Administration Console after your Amazon EC2
Adobe Media Server instance is created.

7. For InstanceType, enter an instance type, which determines pricing for your Adobe Media Server
instance. For more information about Amazon EC2 instance types, see Available Instance Types in
the Amazon Elastic Compute Cloud User Guide for Linux.

For information about pricing, see the Adobe Media Server 5 Extended page on the AWS Marketplace
website.

8. For KeyPair, enter the name of an Amazon EC2 key pair in the same region that you chose in Step
1. The key pair must be associated with the account that you're currently signed in with. If you created
a key pair when you performed the procedure in Creating an Amazon EC2 Key Pair (p. 204), enter
the name of that key pair.

9. For StreamName, enter a short name (without spaces) for your live stream.
10. Click Next Step.
11. (Optional) On the Add Tags page, add one or more tags.

12. (Optional) To configure SNS notification, to specify how long you're willing to wait for the stack to be
created, to choose whether to roll back changes if stack creation fails, and to enter a stack policy,
click Advanced, and adjust settings as desired.

13. Click Next Step.

14. Review the settings for the stack. When you're satisfied with the settings, click Create, and AWS
CloudFormation creates the stack.

Creating your stack may take several minutes. To track the progress of the stack creation, select the
stack, and click the Events tab in the bottom frame. If AWS CloudFormation cannot create the stack,
the Events tab lists error messages.

When your stack is ready, in the top frame, the status for the stack changes to CREATE_COMPLETE.

When your stack is created, click the Outputs tab, which displays the stack creation outputs. You
will use these values when you set up Adobe Flash Media Live Encoder later in the process.

Next: Verifying that Adobe Media Server Is Running (p. 207)

Verifying that Adobe Media Server Is Running

After AWS CloudFormation creates the stack, perform the following procedure to verify Adobe Media
Server is running on the Amazon Amazon EC2 instance you provisioned using AWS CloudFormation.

To verify that Adobe Media Server is running

1. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.

2. Inthe top pane, select the stack that you created in Creating an AWS CloudFormation Stack for Live
Streaming (p. 206).

3. In the bottom pane, click the Outputs tab.

4. Click on the value of the AMSServer key, which is the URL to the Amazon EC2 instance that you
provisioned when you performed the procedure in Creating an AWS CloudFormation Stack for Live
Streaming (p. 206).

5. The Adobe Media Server page appears and begins streaming content, which shows that Adobe
Media Server is running.
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If streaming does not start, return to Overview (p. 203), and verify that the values you specified in the
first four tasks are correct.

If the values were all correct, but streaming still has not started, see How do | troubleshoot my Amazon
EC2 instance if streaming doesn't start? (p. 219).

Next: Setting Up Adobe Flash Media Live Encoder to Publish a Live Stream (p. 208)

Setting Up Adobe Flash Media Live Encoder to
Publish a Live Stream

Adobe Media Server on Amazon Web Services includes an application called livepkgr that packages
published streams for delivery using HTTP Dynamic Streaming (HDS) and HTTP Live Streaming (HLS).

The following procedure shows how to set up Adobe Flash Media Live Encoder (FMLE) to publish your
live stream to the livepkgr application on Adobe Media Server 5.0.

Note
The Windows version of Flash Media Live Encoder doesn't support the AAC audio format. To
add support for AAC, Adobe recommends that you purchase the MainConcept AAC encoder.

To specify live-streaming settings in Flash Media Live Encoder

1. Signin to the computer that you'll use to broadcast the live stream.
2. Open a web browser, and go to the Adobe Flash Media Live Encoder page.
3. Download and install Flash Media Live Encoder.

Note

Flash Media Live Encoder is free, but to download it, you need an Adobe account (also
free).

4. Open the Flash Media Live Encoder confi g. xm file in a text editor. The default installation location
depends on your operating system:

e 32-bit Windows: C:\ Program Fi | es\ Adobe\ Fl ash Medi a Live Encoder 3.2.
e 64-bitWindows: C:\ Program Fi | es (x86)\ Adobe\ Fl ash Medi a Li ve Encoder 3. 2\ Conf.
¢ Macintosh: Appl i cati ons: Adobe: Fl ash Medi a Li ve Encoder 3. 2.

5. Inconfig. xnl, set the value of the following <enabl e> elementto t r ue:

<f | ashmedi al i veencoder _confi g>
<mbr confi g>
<streanmsynchroni zati on>

<l-- "true" to enable this feature, "false" to disable. -->
<enabl e>t rue</ enabl e>

Save the file.

Run Flash Media Live Encoder.

On the Encoding Options tab, for Preset, select High Bandwidth (800 Kbps) — H.264.
On the Encoding Options tab, under the Audio check box, for Format, select AAC.

© ® N

APl Version 2014-05-31
208


http://www.mainconcept.com/products/apps-plug-ins/plug-ins-for-adobe/aac-encoder.html
http://www.adobe.com/products/flash-media-encoder.html

Amazon CloudFront Developer Guide
Setting Up Adobe Flash Media Live Encoder to Publish
aLive Stream

w
Preset.  High Bandwidth (800 Kbps) - H.264

« \ideo v Audio

Integrated Camera " Jevice:  Internal Microphone (Conexant + <&,

H.264 * 4 Format: | AAC
fps Channels:
¥ & Maintain Aspect Ratio Sample Rate:

Bit Rate:

Volume: -

10. Inthe Video section of the Encoding Options tab, click the wrench icon to the right of the Format
list to open the Advanced Encoder Settings dialog box.

w
Preset:  High Bandwidth (800 Kbps) - H.264
+ Video +  Audio
Integrated Camera " ice:  Internal Microphaone (Conexant
Format: H.264 v A Format: | AAC -
Frame Rate: = 30.00 fps Channels:

Input 320x240 w W Maintain Aspect Ratio Sample R

Bit Rate: Output Size: Bit R

1« bps 320
Volume: -

Timecode

11. Inthe Advanced Encoder Settings dialog box, for Keyframe Frequency, select 4 Seconds.

You can also use a multiple of the value of the <FragmentDuration> element in the appl i ca-
tions/livepkgr/events/_definst_/liveevent/Event.xm file. The default value of
<FragmentDuration> is 4000 milliseconds (4 seconds).
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12.

13.
14.
15.
16.

17.

18.

19.

Advanced Encoder Settings

Profile

Main

Keyframe Freguency

4zeconds v

Click OK to save the setting and return to the main page. The selection for the Preset list changes
to Custom.

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
Check the checkbox for the stack that you created for live streaming.
In the bottom pane, click the Outputs tab.

Copy the value of the AMSURL key, for example, rtmp://ec2-00-11-22-33.us-west-1.compute.amazon-
aws.com/livepkgr.

In Flash Media Live Encoder, in the Stream to Flash Media Server section, in the FMS URL setting,
paste the value of the AMSURL key that you copied from the AWS CloudFormation console.

In the AWS CloudFormation console, copy the value of the Stream key, for example, livestream?adbe-
live-event=liveevent.

In Flash Media Live Encoder, in the Stream setting, paste the value of the Stream key that you
copied from the AWS CloudFormation console.

Note

If you anticipate having to stop and restart the live stream, enter the following value in the
Stream field instead:

I'i vestreanfPadbe-|ive-event =l iveevent &dbe-recor d- node=r ecord

If you publish a live stream in record mode (adbe- r ecor d- node=r ecor d), and then stop
the stream and restart it, Adobe Media Server will delete the previous stream and start a
new stream instead of appending to the previous stream when you restart. However, if you
don't use record mode and you stop the live stream, you have to reconfigure live streaming
before you can restart the stream.
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20.
21.
22.

Preview: » InputVideo » OutputVideo » Audio

Panel Options:  Output -

» Stream to Flash Media Server

FMS URL: | rimp:/fec2- .us-west-2. compute.ami
Backup URL:
Stream: 7 ive-ev iveevent & adbe-rec
Connect

Auto Adjust

to File

Uncheck Save to File.
Click Connect to connect to your Adobe Media Server instance.

Click Start to start encoding and publishing your live stream to the livepkgr application on your Adobe
Media Server instance.

Next: Embedding Strobe Media Playback for an Amazon CloudFront Live HTTP Stream in a Web Applic-
ation (p. 211)

Embedding Strobe Media Playback for an Amazon
CloudFront Live HTTP Stream in aWeb Application

Follow one of these procedures to get the embed code that you will include in your web page for the live
stream:

¢ To embed Strobe Media Playback for your HTTP stream (p. 211)
e To play your live HLS stream on an Apple device by using CloudFront (p. 212)

To embed Strobe Media Playback for your HTTP stream

1.

Download the latest version of Open Source Media Framework (OSMF), which contains Strobe
Media Playback. OSMF is available at http:/sourceforge.net/projects/osmf.adobe/files/.

Unzip the file that you downloaded in step 1.

In the location where you unzipped the downloaded file, find StrobeMediaPlayback.swf, and copy it
to a location, such as an Amazon S3 bucket, that is accessible to your live-streaming users.

Confirm that your users have the permissions necessary to access StrobeMediaPlayback.swf.
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5. Change permissions in the crossdomain.xml file to allow users to view the live stream using Strobe
Media Playback. For more information, see How do | update crossdomain.xml for a Flash-based
stream hosted on my own domain? (p. 215)

6. Inthe location where you unzipped the downloaded file, find setup.html and open it in a web browser.

7. Onthe Change Your Flash Vars page, in the Embed Parameters section, in the Source field, enter
the full URL for StrobeMediaPlayback.swf. This is the file that you copied in step 3. For example:

https:// myawsbucket . s3. amazonaws. con Li veStreamni ng/ St r obeMedi aPl ayback. swf
8. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
9. Select the stack for live streaming.
10. In the bottom pane, click the Outputs tab.
11. Copy the value of the LiveHDSManifest key, as shown in the following example:

http://d123. cl oudfront. net/hds-live/livep-
kgr/ _definst_/liveevent/livestreamf4m

12. Back on the Change Your Flash Vars page, in the Flash Vars section, in the src field, paste the
value that you copied in step 11.

13. At the bottom of the Change Your Flash Vars page, click Preview and Update.

14. Play the video to ensure that you're satisfied with the current settings, and update the settings as
needed.

15. If you change any settings, click Preview and Update again.

16. To embed Strobe Media Playback in a web page, copy the contents of the Preview Code text box,
and paste it into the HTML code for your website.

To play your live HLS stream on an Apple device by using CloudFront

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
Select the stack for live streaming.

In the bottom pane, click the Outputs tab.

Copy the value of the LiveHLSManifest key, as shown in the following example:

o E

http://d123. cl oudfront.net/hls-live/livep-
kgr/ _definst_/liveevent/|ivestream nBu8.

5. Navigate to this URL using an iOS device to verify that HLS streaming is working correctly.
For information about where to use the URL to serve various iOS devices, QuickTime, and Safari, see
HTTP Live Streaming Overview in the iOS Developer Library.

For more information about publishing and playing live streams over HTTP, see URLSs for publishing and
playing live streams over HTTP in the Adobe Media Server 5.0.1 Developer's Guide.

Next: Deleting an AWS CloudFormation Stack and an Amazon EBS Volume for Live Streaming (p. 212)

Deleting an AWS CloudFormation Stack and an
Amazon EBS Volume for Live Streaming

When your live event is over, delete the stack that you created for live streaming. This deletes most of
the AWS resources that were created for your live-streaming event, and stops most of the AWS charges
for the resources. In addition, delete the Amazon EBS volume that is created by AWS CloudFormation
but is not deleted when you delete the stack. This stops the rest of the AWS charges for the resources.
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To delete an AWS CloudFormation stack and an Amazon EBS volume for live streaming

1.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Find the AWS CloudFormation stack that you created for live streaming, and make note of the creation
time. This will help you identify the Amazon EBS volume that you'll delete later in this procedure.

Select the stack, and click Delete Stack.

Click Yes, Delete to confirm.

To track the progress of the stack deletion, select the stack, and click the Events tab in the bottom
frame.

Navigate to the Amazon EC2 console.

In the navigation pane, click Volumes.

Select the volume that the AWS CloudFormation stack created, click Actions, and click Delete
Volume.

If you have multiple Amazon EBS volumes, use the date and time that you made note of in step 2
to locate the volume that the AWS CloudFormation stack created.

If you don't plan to use live streaming again soon, you can cancel your subscription to Adobe Media
Server on AWS Marketplace. To cancel the subscription, go to your subscriptions page on AWS
Marketplace, find the row for Adobe Media Server, click Cancel Subscription, and follow the on-
screen prompts.

Frequently Asked Questions

How can | use Secure Shell (SSH) to connect to my Amazon EC2 instance that is running Adobe Media
Server 5.0? (p. 213)

How do | update crossdomain.xml for a Flash-based stream hosted on my own domain? (p. 215)
What is the price for live HTTP streaming using CloudFront and Adobe Media Server 5.0? (p. 216)
How can | create a CNAME alias for my Amazon EC2 instance or for my CloudFront distribution? (p. 216)
How can | connect to the Adobe Media Server Administration Console? (p. 216)

Can | stream my live event both to Apple devices and to Flash Player—compatible devices? (p. 217)
Does Adobe Media Server 5.0 support HTML5? (p. 217)

Does Adobe Media Server have logging? (p. 218)

How can | enable authentication on Adobe Media Server? (p. 218)

What are the default cache-control settings on HDS- and HLS-related files? (p. 218)

What is the difference between HLS and HDS? (p. 218)

How do | troubleshoot my Amazon EC2 instance if streaming doesn't start? (p. 219)

Where can | find the documentation for live streaming using Adobe Flash Media Server 4.5? (p. 219)

How can | use Secure Shell (SSH) to connect to my Amazon
EC2 instance that is running Adobe Media Server 5.0?

Note

By default, the SSH port for the Amazon EC2 instance (port 22) is disabled for security reasons.
The following procedure explains how to enable the SSH port and how to use SSH to connect
to your Amazon EC2 instance.
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To enable access to port 22 on your Amazon EC2 instance that is running Adobe Media
Server 5.0

1. Getthe name of the Amazon EC2 security group that is associated with your Amazon EC2 instance:

a. Signintothe AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

In the Region list, select the region in which you created your Amazon EC2 instance.
Click the row for your AWS CloudFormation stack.
In the bottom pane, click the Resources tab.

In the left column of the Stack Resources table, find the row for which the value is AMBOr i gi n-
Server SecurityG oup.

© 2 0T

f.  For that row, write down the value of the Physical ID column.

2. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

3. Inthe navigation pane, click Security Groups.

4. On the Security Groups page, select the row in which the Name column matches the physical ID
that you got in Step 1f.

5. In the bottom pane, click the Inbound tab.

6. For Create a new rule, select SSH.

7. Click Add Rule.

8. Click Apply Rule Changes.

To use SSH to connect to your Amazon EC2 instance that is running Adobe Media Server
5.0

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. In the navigation pane, click Instances.

3. Right-click the correct instance, and click Connect to view instructions on how to use SSH to connect
to your Amazon EC2 instance.
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Connect Help - Secure Shell (SSH) Cancel |%

Instance:

To access your instance using any SSH client

1. Open the SSH client of your choice {e.g., PuTTY, terminal}.

2. lLocate your private key file,
CompanyMeetingLiveStream.pem

3. Use chmod to make sure your key file isn't publichy
viewable, ssh won't work otherwise:
chmod 400 CompanyMeetinglLiveStream.pem

4. Connect to your instance using its public DNS
[ .amazonaws.com].

Example

Enter the following command line:

ssh -i CompanyMeetingliveStream.pem LOGINEec2-50-:
FR i = 3

LOGIN waries by AMI. For Amazon Linux AMI use "ec2-user",
for Ubuntu use "ubuntu", and for many others use "root".
For more information, see the documentation for your AMI.

Close

How do | update crossdomain.xml for a Flash-based stream
hosted on my own domain?

You can change permissions in cr ossdonmai n. xrmi either before or after you create the AWS CloudForm-
ation stack:

« If you have not created your AWS CloudFormation stack, download the AWS CloudFormation template
for Live Streaming using Amazon CloudFront and Adobe Media Server 5.0 at https://s3.amazonaws.com/
cloudfront-live/live-http-streaming-ams-5-0-1-using-cloudfront.txt. In the template, edit the User Dat a
section, which contains the cr ossdomai n. xm settings, and save the updated template on your local
computer. Then create your AWS CloudFormation stack using the updated template.

« If you have already created your AWS CloudFormation stack, log in to Adobe Media Server running
on your Amazon EC2 instance, and change permissions in the cross-domain policy file, / mt / web-
root/crossdonai n. xm .

For more information about editing the cr ossdonai n. xm file, see Adobe Cross Domain Policy File
Specification.
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What is the price for live HTTP streaming using CloudFront
and Adobe Media Server 5.0?

In addition to the $5.00 monthly subscription fee for Adobe Media Server on Amazon EC2, you pay only
for the AWS resources you consume:

¢ For pricing information about Adobe Media Server running on Amazon EC2, see Adobe Media Server
5 on Amazon Web Services / Pricing.

¢ For pricing information about CloudFront, see Amazon CloudFront Pricing.

There is no charge for using AWS CloudFormation.

How can | create a CNAME alias for my Amazon EC2 instance
or for my CloudFront distribution?

Your Amazon EC2 instance running Adobe Media Server 5.0 comes with an internal and an external
DNS name. Amazon EC2 does not provide access to modify these DNS settings. If you want to map an
existing domain name to your Amazon EC2 instance running Adobe Media Server, use a DNS service
provider such as Amazon Route 53. When using your own domain name, we recommend that you map
to the instance's external DNS name using a CNAME, not by using an A record that points to the instance's
IP address.

To map your own domain name to your CloudFront distribution, see Using Alternate Domain Names
(CNAMES) (p. 29).

How can | connect to the Adobe Media Server Administration
Console?

To connect to the Adobe Media Server Administration Console

1. Signinto the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Select the stack for live streaming.
In the bottom pane, click the Outputs tab.
Copy the value of the AMSAdminConsoleServerAddress key.

Click the value of the AMSServerAdminConsole key, for example, http://ec2-00-11-22-33.us-west-
1l.compute.amazonaws.com/ams_adminConsole.htm.

a s wbd

6. On the login page for the Adobe Media Server Administration Console, in Server Address, paste
the AMSAdminConsoleServerAddress key that you copied in Step 4.

7. Inthe Username and Password fields, enter the values that you specified in Creating an AWS
CloudFormation Stack for Live Streaming (p. 206).

8. Click Login.

For information about using the Adobe Media Server 5.0 Administration Console, see the Adobe Media
Server documentation.

Note

Adobe recommends that you block all external access to port 1111 so that access to the Admin-
istration Console is restricted only to clients that are within your firewall. As an alternative, you
can restrict access to the server by using domain-based restrictions. For more information, see
Limit access to Adobe Media Administration Server in the Adobe documentation.
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To disable or restrict access to port 1111 on your Adobe Media Server
1. Getthe name of the Amazon EC2 security group that is associated with your Amazon EC2 instance:

a. Signinto the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

For Region, click the name of the region in which you created your Amazon EC2 instance.
Select the row for your AWS CloudFormation stack.
In the bottom pane, click the Resources tab.

In the Stack Resources table, in the AVSOr i gi nSer ver Securi t yGr oup row, write down the
value of the Physical ID column.
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2. Display the Amazon EC2 console.
3. Inthe navigation pane, click Security Groups.

4. Inthe Security Groups pane, select the security group that AWS CloudFormation created for your
Amazon EC2 instance. The name is the value that you wrote down in Step le.

5. In the bottom pane, click the Inbound tab.
6. To completely disable access to the Adobe Media Server Administration console:

a. Inthe TCP Port (Service) column, find 1111.
b. Inthe Action column for that row, click Delete.
c. Click Apply Rule Changes.

7. To restrict access to selected IP addresses:

a. Inthe TCP Port (Service) column, find 1111, and click Delete.

b. For Create a new rule, accept the default value, Custom TCP rule.

c. For Port range, enter 1111.

d. For Source, enter an IP address or range, or enter the name of another security group. For
more information, click Help.

e. Click Add Rule.

—h

To create additional rules, repeat Steps b through e.
g. Click Apply Rule Changes.

Can | stream my live event both to Apple devices and to
Flash Player—compatible devices?

Yes, Adobe Media Server 5.0 enables the delivery of live streams to both Flash-based and iOS devices
at the same time. You can stream to the Safari browser using an HTML5 player or an Objective C ("native")
application. You can also use Adobe AIR for iOS to develop a rich video experience on iOS.

Does Adobe Media Server 5.0 support HTML5?

Yes. Adobe Media Server can deliver content to HTML5 on Apple iOS devices using the HLS streaming
format. For other browsers supporting HTML5, you can use Adobe Media Server to deliver progressively.
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Does Adobe Media Server have logging?

Yes. W3C-compliant ASCII logs, a real-time usage monitor, and a complete API for server and stream
events help to ensure that you have all the tools you need to track and generate reports on your audience's
content use. For more information about monitoring and managing log files in Adobe Media Server 5.0,
see Monitoring and Managing Log Files in the Adobe documentation.

How can | enable authentication on Adobe Media Server?

You can restrict access to RTMP port 1935 (for both TCP and UDP) in the security group created by
AWS CloudFormation for your Adobe Media Server Amazon EC2 instance. Just create new TCP and
UDP rules for port 1935 and then delete the existing TCP and UDP rules for port 1935, which allow access
to all IP addresses.

For a quick overview of how to add a rule to a security group, see How can | connect to the Adobe Media

Server Administration Console? (p. 216). For more information about Amazon EC2 security groups, see
Amazon EC2 Security Groups in the Amazon Elastic Compute Cloud User Guide for Linux.

What are the default cache-control settings on HDS- and
HLS-related files?

The default cache control headers on HDS- and HLS-related files are set to the following values:

File Type Cache- Control Setting (Seconds)
.bootstrap 2

HDS Fragment 60

fam 2

.m3u8 2

s 60

The CloudFront edge cache servers honor these cache control headers. You can change the default
settings by changing the values of the Ht t pSt r eam ngF4MVaxAge, Ht t pSt r eam ngBoot st r apMaxAge,
and Ht t pSt r eani ngFr agMaxAge parameters on the server. For more information, see HTTP streaming
configuration file reference in the Adobe documentation.

What is the difference between HLS and HDS?

HLS is a file container format optimized for Apple devices. The container supports H.264/AAC-encoded
video and audio, and is based on MPEG-2 transport stream (TS). All video delivered to iOS (including
AIR for 10S) must use this format.

HDS is a file container format optimized for applications that run in Flash Player. The container also
supports H.264/AAC-encoded video and audio and is based on MPEG-4 TS. HDS is not supported on
AIR for iOS.
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How do I troubleshoot my Amazon EC2 instance if streaming
doesn't start?

If you performed the procedure To verify that Adobe Media Server is running (p. 207) and streaming still
hasn't started, perform the following procedure to confirm that the Amazon EC2 instance is functioning
correctly.

To troubleshoot your Amazon EC2 instance running Adobe Media Server 5.0

In the AWS CloudFormation console, in the top pane, select the stack.
In the bottom pane, click the Resources tab.
For the AMSOriginServer row, write down the value of the Physical ID column.
Go to the Amazon EC2 console.
In the Region list, select the region in which you created the AWS CloudFormation stack.
In the navigation pane, click Instances.
In the Instance column, find the value that you wrote down in Step c.
Select the corresponding row.
In the bottom pane, review the information on the Status Checks tab, and take the recommended
actions.
. Return to the procedure To verify that Adobe Media Server is running (p. 207), and repeat Steps 2
through 5.
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Where can | find the documentation for live streaming using
Adobe Flash Media Server 4.5?

For the documentation for live streaming using Adobe Flash Media Server 4.5, see "Live Streaming Using
CloudFront and Adobe Flash Media Server 4.5" in the "CloudFront Tutorials" chapter of the Amazon
CloudFront Developer Guide for CloudFront API version 2012-07-01.

Additional Documentation

Adobe Documentation

¢ Using Adobe Media Server on Amazon Web Services
¢ Adobe Cross Domain Policy File Specification

¢ Flash Media Live Encoder

¢ Flash Media Live Encoder FAQ

¢ Video Encoding and Transcoding Recommendations for HTTP Dynamic Streaming on the Adobe Media
Server Platform

* Adobe Media Server Technical Overview

Amazon Web Services Documentation

¢ Amazon Elastic Compute Cloud documentation
¢ AWS CloudFormation documentation
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Live Smooth Streaming Using Amazon Cloud-
Front and IIS Media Services 4.1

Topics
¢ Overview of Live Smooth Streaming with Amazon Web Services (p. 220)
e Creating an Amazon Web Services Account (p. 221)
¢ Creating an Amazon EC2 Key Pair (p. 221)
¢ Creating an AWS CloudFormation Stack for Live Smooth Streaming (p. 222)
¢ Verifying that Your Amazon EC2 Windows Server Instance Is Running (p. 225)
¢ Getting Your Windows Password (p. 225)
¢ Encoding Your Live Stream (p. 226)
¢ Viewing Your Live Smooth Stream (p. 231)
¢ Deleting Your AWS CloudFormation Live Smooth Streaming Stack (p. 231)
¢ Frequently Asked Questions (p. 232)
¢ Additional Documentation (p. 234)

Overview of Live Smooth Streaming with Amazon
Web Services

Smooth Streaming is the Microsoft implementation of adaptive streaming technology, which is a form of
web-based media content delivery that uses standard HTTP. An extension of [IS Media Services, Smooth
Streaming enables adaptive streaming of live events to Smooth Streaming clients such as Microsoft Sil-
verlight. When you configure Smooth Streaming to use CloudFront, you benefit from the scale of Cloud-
Front's global HTTP network and from latency-based routing of viewers to edge nodes on the network.
To learn more about CloudFront, go to the CloudFront product page.

Smooth Streaming content is delivered to clients as a series of MPEG-4 (MP4) fragments that can be
cached at the CloudFront edge servers. Smooth Streaming—compatible clients use special heuristics to
dynamically monitor current network and local PC conditions, and seamlessly switch the video quality of
the Smooth Streaming presentation that the clients receive. As clients play the fragments, network condi-
tions may change (for example, bandwidth may decrease) or video processing may be affected by other
applications that are running on the client. Clients can immediately request that the next fragment come
from a stream that is encoded at a different bit rate to accommodate the changing conditions. This enables
clients to play the media without stuttering, buffering, or freezing. As a result, users experience the highest-
quality playback available without interruptions in the stream.

To encode a live broadcast to Smooth Streaming format, you use Microsoft Expression Encoder 4 Pro.
To serve the encoded Smooth Stream, you can then use an Amazon EC2 Amazon Machine Image (AMI)
that is running Windows IIS Media Services. CloudFront caches the live video and audio content, and
viewers connect to the CloudFront edge servers to play the stream using a Smooth Streaming-compatible
client such as Microsoft Silverlight. This tutorial walks you through the entire setup process.

Note

Microsoft Expression Encoder 4 Pro with Service Pack 2 is not included in the Amazon EC2
Amazon Machine Image (AMI) that is running Windows 11S Media Services, and it is not a free
download. For information about features and pricing, go to the Expression Encoder 4 Pro page
on the Microsoft Store website. You can also use a third-party encoding tool to encode your
video for Live Smooth Streaming. For a list of Microsoft partners that provide encoding software,
see the Partners tab on the IS Media Services page on the Microsoft website.
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Note

This tutorial provides an overview of how to integrate CloudFront with Microsoft Live Smooth
Streaming running on an Amazon EC2 instance. For more information about how to manage
and secure your Amazon EC2 instance, refer to the Amazon EC2 documentation. For more in-
formation about Microsoft Live Smooth Streaming options not covered in this tutorial, see Microsoft
Documentation (p. 234).

To set up Live Smooth Streaming with Amazon Web Services (AWS), review the system requirements
for IS Smooth Streaming in the Smooth Streaming Deployment Guide. Then perform the procedures in
the following sections:

Creating an Amazon Web Services Account (p. 221)

Creating an Amazon EC2 Key Pair (p. 221)

Creating an AWS CloudFormation Stack for Live Smooth Streaming (p. 222)
Verifying that Your Amazon EC2 Windows Server Instance Is Running (p. 225)
Getting Your Windows Password (p. 225)

Encoding Your Live Stream (p. 226)

Viewing Your Live Smooth Stream (p. 231)

Deleting Your AWS CloudFormation Live Smooth Streaming Stack (p. 231)
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For frequently asked questions, see Frequently Asked Questions (p. 232).

For links to additional Microsoft and AWS documentation, see Additional Documentation (p. 234).

Creating an Amazon Web Services Account

If you already have an AWS account, skip to Creating an Amazon EC2 Key Pair (p. 221). If you don't
already have an AWS account, use the following procedure to create one.

Note
When you create an account, AWS automatically signs up the account for all services. You are
charged only for the services you use.

To create an AWS account

1. Go to http://aws.amazon.com, and click Create an AWS Account.
2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Next: Creating an Amazon EC2 Key Pair (p. 221)

Creating an Amazon EC2 Key Pair

If you already have an Amazon EC2 key pair in the Amazon EC2 region in which you want to configure
Live Smooth Streaming, skip to Creating an AWS CloudFormation Stack for Live Smooth Streaming (p. 222).
If you don't have a key pair in that region, perform the following procedure.

A key pair is a security credential similar to a password. You specify a key pair when you create an AWS
CloudFormation stack for live streaming, later in this process. After live streaming is configured, you use
the key pair to retrieve the password for your Amazon EC2 Windows Server instance.
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To create an Amazon EC2 key pair

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://con-
sole.aws.amazon.com/ec2/.

In the Region list, click the region in which you want to create the key pair.

You must create the key pair in the same region where you will create your AWS CloudFormation
stack for live streaming later in this process. We recommend that you create the key pair and the
stack for live streaming in the region that is closest to the location of your live event.

In the Navigation pane, click Key Pairs.
In the Key Pairs pane, click Create Key Pair.

In the Create Key Pair dialog box, enter a name for the key pair, and make note of the name. You'll
enter this value when you create an AWS CloudFormation live-streaming stack, later in the process
of setting up live streaming.

Click Create, and the Opening <key_pair_name>.pem dialog box appears.
Save the .pem file to a safe place on your computer.
Click Close to close the Create Key Pair dialog box.

Next: Creating an AWS CloudFormation Stack for Live Smooth Streaming (p. 222)

Creating an AWS CloudFormation Stack for Live
Smooth Streaming

The following procedure uses an AWS CloudFormation template to create a stack that launches the AWS
resources required for Live Smooth Streaming, including an Amazon EC2 instance.

Important

You incur hourly charges for an Amazon EC2 instance beginning when you create the AWS
CloudFormation stack that deploys the Amazon EC2 instance. Charges continue to accrue until
you delete the AWS CloudFormation stack regardless of whether you use the Amazon EC2 in-
stance to stream live video. For more information, see Pricing on the Amazon Elastic Compute
Cloud (Amazon EC2) detail page. When your live event is over, delete the stack that you created
for Live Smooth Streaming. This deletes the AWS resources that were created for your live-
streaming event, and stops the AWS charges for the resources. For more information, see De-
leting Your AWS CloudFormation Live Smooth Streaming Stack (p. 231).

To create an AWS CloudFormation stack for live streaming

1.

In the following list, click the Amazon EC2 Region where you want to create the stack. The Create
Stack wizard starts, and a region-specific value is automatically entered in the Provide a Template
URL field.

US East (Virginia)

US West (Oregon)

US West (Northern California)
EU (Ireland)

Asia Pacific (Singapore)

Asia Pacific (Tokyo)

South America (Sao Paulo)
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If you are not already signed in to the AWS Management Console, sign in when prompted.

Optional: In the Create Stack wizard, change the value of the Stack Name field. The stack name
must not contain spaces, and it must be unique within your AWS account.

Create Stack Cancal |x

AWS CloudFormation gives you an easier way to create a collection of related AWS resources (a
stack) by describing your requirements in a template. To create a stack, fill in the name for your
stack and select a template. You may chose one of the sample templates to get started quickly,
or one of you own templates stored in S3 or on your local hard drive.

Stack Name:
CompanyMeetingllS41Live SmoothStreaming

Stack Template Source:

Use a sample template
Upload a Template File

@ Provide a Template URL

https://s3-us-west-2_amazonaws.com/cftemplates-mq0zl

Show Advanced Options

Do not change the Stack Template Source option or the value of Provide a Template URL.

Optional: To configure SNS notification, to specify how long you're willing to wait for the stack to be
created, and to choose whether to roll back changes if stack creation fails, check the Show Advanced
Options checkbox, and specify the applicable values.

Click Continue.
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Create Stack Cancal |x

—
[}

L

SPECIFY PARAMETERS

Template Description: This template uses Amazon CloudFront and the Windows IIS Media
Services AMI to create a CloudFormation stack for Smooth streaming of your live event.
Specify Parameters

Below are the parameters associated with your CloudFormation template. You may review and
proceed with the default parameters or make customizations as needed below.

KeyPair 11541 Live SmoaothStreamin
The key pair name for your IIS Media Services EC2 instance

InstanceType m1.xlarge
Type of EC2 instance to launch (default option is m1.large)

On the Specify Parameters page, in the KeyPair field, enter the name of an Amazon EC2 key pair

in the region in which you want to create the stack for live streaming. The key pair must be associated
with the account that you're currently logged on with. If you created a key pair when you performed
the procedure in Creating an Amazon EC2 Key Pair (p. 221), enter the name of that key pair.

Inthe InstanceType field, enter an instance type, and click Continue. The default value is m1.xlarge.

The instance type determines the pricing for your Amazon EC2 instance that is running Windows
Server. For more information about Amazon EC2 instance types for Windows, including pricing in-
formation, go to Amazon EC2 Running Microsoft Windows Server & SQL Server.

Review the settings for the stack. When you're satisfied with the settings, click Create Stack.

Your stack may take several minutes to create. To track the progress of the stack creation, select
the stack, and click the Events tab in the bottom frame. If AWS CloudFormation cannot create the
stack, the Events tab lists error messages.

When your stack is ready, in the top frame, the status for the stack changes to CREATE_COMPLETE.

Stack Hame Created Status Description
£l Companyfdeetingl 34 1LiveS mocthStreaming  2012-03-30T20:28:332 & CREATE_COMPLETE This template uses Amazen CloudFront and the Windows [IS Media Senices AMI to create a CloudFormation stack for £
1 Stack selected c
3 Stack: CompanyMeetinglIS41LiveSmoothstreaming
Description | dutputs || Resources Template | | Parameters
Stack Events 2 Patrash
Time Type Logical 10 Physical Il Status Reason
20120330 arn:aws:cloudformation:-us-
Taan oy AWSEC n wiStack | Comp ingIISA 1L ing | west- sstack/CompanyMeatinglS4 1LivaSmasthStreaming  CREATE_COMPLETE
2012-02-30
WS Gl
Tae por | A t CREATE_COMPLETE
20020330, y Company n e —_—
1nz9 ppT  AWSHC g SmoothstreamingDis ribution- CREATE_IN_FROGRESS
iguﬂnpz?a AWS:EC2 1 Instance SmonthstraamingriginSarvar CREATE_COMPLETE
POAZ03-I0 e by - - A 1LveEme " A - I
328 por | AWS:HEC2iInst Cor Wivesm- SmaothStreamingdrigingar CREATE_IN_PROGRESS
2012-03-30 Cor 1
[ . P
13:28 poT | AWSHECTISEC SMOOHS e SmeathStreamingServerSecurity Group- CREATE_COMPLETE
2012-03-30 VG- B Comp. o e —
imaapor  AWSEE s SMOOtStreamingServerSacurntyGroup: CREATE_IN_PROGRESS
arnzaws:cloudformats
2012-03-30 etac . ; N oy ; el ceg User
Taan por | AWS::C viStack | Comp b ing | west:2: k/CompanyMeatingliS4 1LiveSmaothStreaming  CREATE_IN_PROGRESS | 550

When your stack is created, click the Outputs tab, which displays the stack creation outputs. You
will use these values when you set up Microsoft Expression Encoder later in the process.
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Stack Name Created Status Description

¥ CompanyMeetingllS41LivaS! h ning  2012-03-30T20:28:332 @ CREATE_COMPLETE This template uses Amazon CloudFront and the Windows

1 Stack selected
3 Stack: CompanyMeetingllS41LiveSmoothStreaming

Description Resources || Events || Template || Parameters

Stack Outputs

Qutput values may have been specified by the template author and will be available when stack creation is complete. Haafolech
Key Description Value
Smooth
SmoothStreamingServer Streaming http://fec2- .us-west-2.compute. amazonaws.com/
Server
Live
LivePublishPointLocation ;:::: |r5h|ng http://fec2- .us-west-2.compute.amazonaws.com/LiveSmoothStream.isml
Location
LiveSmoothStreamingPlayer :;E:e\':deo http://d .Cloudfront.net/LiveSmoothStreamingPlayer. html
LiveSmoocthManifest ;:zifer:?ﬂ http://d .cloudfront.net/LiveSmoothStream.isml/manifest
. < Live HLS = — . —_— < - &
LiveHLSManifest Manifest http:/id -Cloudfront.net/LiveSmoothStream.isml/manifest(format=m3ug- aapl).m3us
<object data="data:application/x-silverlight-2," type="application/x-silverlight-2" width="100%"
height="100%"><param name="source" value="SmoothStreamingPlayer.xap"/><param
name="onError" value="onSilverightError® /><param name="background" value="white" /><param
Silverlight name="minRuntimeVersion” value="5.0.61118.0" /><param name="autoUpgrade" value="trug"
SilverlightémbedCode Player /==param name="enableGPUAcceleration” value="true" /=<param name="InitParams"
Embed Code  value="selectedcaptionstream=textstream_eng,mediaurl=http://d .cloudfront.net

JLiveSmoothStream.isml/manifest”/ =<a href="http://go.microseft.com/fwlink/?LinkID=1491568
w=4.0.50401.0" style="text-decoration:none"=<img src="http://go.microsoft.com/ fwhnk
J?Link1d=161376" alt="Get Microsoft Silverlight” style="border-style:none"/></a>< object>

Next: Verifying that Your Amazon EC2 Windows Server Instance Is Running (p. 225)

Verifying that Your Amazon EC2 Windows Server
Instance Is Running

After AWS CloudFormation creates the stack, perform the following procedure to verify that your Windows
IIS Media Services webserver is running on the Amazon EC2 instance that you provisioned via AWS
CloudFormation.

To verify that your Windows Server is running

1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Inthe top pane, select the stack that you created in Creating an AWS CloudFormation Stack for Live
Smooth Streaming (p. 222).

3. Inthe bottom pane, click the Outputs tab.

4. Click on the value of the SmoothStreamingServer key, for example, http://fec2-00-11-22-33.us-
west-1.compute.amazonaws.com.

The Windows IS Server banner screen appears, indicating that your Windows Server is running.

Next: Getting Your Windows Password (p. 225)

Getting Your Windows Password

To connect to your Amazon EC2 instance running Windows Server 2008 R2 and IS Media Services, use
the following procedure to retrieve the initial password for the Windows Server Administrator account.
You only need to retrieve the password once for your Amazon EC2 instance. When you are finished with
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this procedure, you'll be able to work with your Amazon EC2 instance as you would any Windows Server
computer.

For more information about connecting to an Amazon EC2 instance running Windows, go to Getting
Started Guide AWS Computing Basics for Windows.

Important
Amazon EC2 can take as long as 30 minutes to retrieve your password from Windows Server.

To get the Windows password for your Amazon EC2 instance

1. Confirm that you can access the Amazon EC2 private key file (the .pem file) that you created in
Creating an Amazon EC2 Key Pair (p. 221).

2. Sign in to the AWS Management Console and open the Amazon EC2 console at https://con-
sole.aws.amazon.com/ec2/.

3. Inthe Region list, click the region in which you created the Amazon EC2 instance for Live Smooth
Streaming.

4. Inthe Navigation pane, click Instances.

5. Inthe My Instances pane, right-click the instance for which the value of the Name column is
LiveSmoothStreaming, and click Get Windows Password.

6. On the Retrieve Default Windows Administrator Password page, click Browse, and browse to the
location on your computer where you saved the .pem file.

7. Select the .pem file, and the contents of the file appear in the window.

8. Click Decrypt Password.

9. Write down the password. You'll need it to connect to the Amazon EC2 instance.

10. Optional but recommended: Log into the Windows Server instance that you just launched, and change
the password for the default Windows Server account. The username is Administrator.

You may also want to create another user account and add it to the Administrators group. Another
administrator account is a safeguard in case you forget your administrator password or have a
problem with the Administrator account.

Note

For information about how to update the Amazon EC2 Security Group settings for your Windows
server so you can access the server using port 3389, see How can | enable access to the Win-
dows server? (p. 233). For information about how to log on to the instance using the Administrator
account, see How can | securely connect to my Amazon EC2 instance running Windows I1S
Media Services? (p. 233).

Next: Encoding Your Live Stream (p. 226)

Encoding Your Live Stream

Use the procedure in this section to create a Live Broadcasting Project using Microsoft Expression Encoder
4 Pro SP2 and to publish your live stream to the Live Smooth Streaming publishing point on your Amazon
EC2 instance running Windows Server and Windows |IS Media Services.

To learn more about live broadcasting using Microsoft Expression Encoder, go to Creating a Live
Broadcasting Project on the Microsoft Expression website.

Note

Microsoft Expression Encoder 4 Pro with Service Pack 2 is not a free download. For more inform-
ation about features and pricing, go to the Expression Encoder 4 Pro page on the Microsoft Store
website.
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You can also use a third-party encoding tool to encode your video for Live Smooth Streaming. For a list
of Microsoft partners that provide encoding software, see the Partners tab on the IIS Media Services page
on the Microsoft website.

To encode a live broadcast

1. Log on to the computer that you'll use to broadcast the live stream.

2. Onthe Windows Start menu, click All Programs > Microsoft Expression > Microsoft Expression
Encoder 4.

3. Inthe Load a new project dialog box, click Live Broadcasting Project.

Load a new project
Microsoft

Expression

Get Started

Transcoding Project
Open Job... ding P N ssEn dit, and
[XE) |

s roject ena
] me i ib or H.264

Recent Jobs

Live Broadcasting Project

iroadcasting Project enables you to encode
multimedia streams in real time, and then broadcast them
to several networked computers,

Default to last project type on load.

4. Click Add a Live Source to use for your live broadcast.
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Adda ce
Add a File CE

Note
You can connect multiple camera devices, such as USB webcams or FireWire (IEEE 1394)

digital video cameras. Although you can connect multiple live sources, you can stream only
one at a time. For more information about setting up sources for live broadcasts, go to Set
Live Sources on the Microsoft Expression website.

On the Presets tab, choose the encoding preset that supports the bit rates and encoding requirements
for your Live Smooth Streaming scenario. Choose an option that has 1IS Smooth Streaming in the

name.
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10.

Presets

System

Standard Encoding
H.264
H.264 II5 Smooth Streaming HD 720p
H.264 IS5 Smooth Streaming iPad Cell
H.264 IS5 Smooth Streaming iPad WiFi
H.264 [I5 Smooth Streaming iPhone WiFi
H.264 [I5 Smooth Streaming Low Bandwidth
H.264 IS Smooth Streaming 50 480p

H.264 [I5 Smooth Streaming Symbian

- Apply

Encode =  Metadata COutput  Templates

Cutput Format 15 Smooth Streaming
Video H.264 - Baseline

¥ Audio AAMC-LC

When you click Apply, the Output Format, Video, and Audio settings on the Encode tab are
automatically updated with the values in the encoding preset that you selected.

For more information about a preset, for example, the number of streams in the output and the codecs
used, hover your mouse pointer over a preset name.

Note
Alternatively, you can specify custom settings on the Encode tab. For more information, go
to the following topics on the Microsoft Expression website:

¢ Set Output formats
 Video settings
¢ Audio settings

In Microsoft Expression Encoder, click the Output tab.
On the Output tab, check the Publishing Point check box.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

In the bottom pane of the AWS CloudFormation console, click the Outputs tab.

Copy the value of the LivePublishPointLocation key, for example, http://fec2-00-11-22-33.us-west-
1.compute.amazonaws.com/LiveSmoothStream.isml.
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11. In Microsoft Expression Encoder, paste the URL that you copied in the previous step into the Location
field.

¥ Publishing Point

Location hitp:/ -50-112-64-1 ., us-wi omput [%

Connect

Learn m i ooth Streaminc

12. Click Connect to initiate a connection to the publishing point on your Windows server.
13. When you're prompted for your Publishing Point Administrator Password, enter the following values:

* User Name: Administrator
» Password: the Windows Server password that you retrieved in Getting Your Windows Pass-
word (p. 225).

Then click OK.

Note

Windows authentication is configured for the default web site on your Windows server so
you can connect to the live publishing point on the server from Microsoft Expression Encoder
4 Pro SP2. To learn more about Windows authentication, go to the 1S website. To learn
about the authentication mechanisms available in IIS 7, go to the Microsoft website.

14. When a connection is successfully established, the publishing point state changes to Starting. In
addition, a Restart button appears next to the Connect button, below the Location field in the
Publishing Point section.

¥ Publishing Point

Location hittp://ec2-50-112-64-1.us-west-2.comput %

@ Connect  Restart Starting

¥ Restart Automatically

oth Streaming

Note

The Starting state means that the publishing point is ready to receive live streams. When
the live source connects to the publishing point and begins pushing content to it, the Starting
state changes to Started, meaning that the publishing point is receiving the live streams.

Note

Microsoft Expression Encoder 4 Pro with SP2 utilizes the REST APIs that Windows IIS
Media Services 4.1 includes to help you manage live publishing points on the Windows
server. For more information, go to the IIS blog.

15. Click Start to begin encoding and publishing your live broadcast to the publishing point on your
Amazon EC2 instance that is running Windows Server and IIS Media Services.
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On Error - Hold [% (O Start

Frames Dropped: 0 Encoded: 0

As the broadcast runs, you can monitor statistics and connections data in the corresponding panels.
For more information about how to monitor this data, see the following topics on the Microsoft Ex-
pression website:

¢ Using the Statistics panel
¢ Using the Connections panel

Next: Viewing Your Live Smooth Stream (p. 231)

Viewing Your Live Smooth Stream

Perform the following procedure to view your live smooth stream using CloudFront. You can also embed
the Microsoft Silverlight player code in your own web page.

1.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

Select the stack for live streaming.
In the bottom pane of the AWS CloudFormation console, click the Outputs tab.

Click the value of the LiveSmoothStreamingPlayer key, for example, http://d123.cloud-
front.net/LiveSmoothStreamingPlayer.html.

To embed the Silverlight player code into your web page, on the Outputs tab, copy the value of the
SilverlightEmbedCode key.

Note
Microsoft recommends that viewers have the latest version of Microsoft Silverlight installed
for the best playback experience.

To view your live stream on an Apple device such as an iPad or an iPhone, display the AWS
CloudFormation console from a compatible Apple device, and click the value of the LiveHLSManifest
key. The manifest URL looks like http://d123.cloudfront.net/LiveSmoothStream.isml/mani-
fest(format=m3u8-aapl).m3u8.

For information about where to use the URL to serve various iOS devices, QuickTime, and Safari,
go to HTTP Live Streaming Overview in the iOS Developer Library.

Next: Deleting Your AWS CloudFormation Live Smooth Streaming Stack (p. 231)

Deleting Your AWS CloudFormation Live Smooth
Streaming Stack

When your live event is over, delete the stack that you created for Live Smooth Streaming. This deletes
the AWS resources that were created for your live event, and stops the AWS charges for those resources.
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To delete an AWS CloudFormation stack for live streaming

1. Signin to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

2. Check the checkbox for the stack, and click Delete Stack.
3. Click Yes, Delete to confirm.

4. To track the progress of the stack deletion, check the checkbox for the stack, and click the Events
tab in the bottom frame.

Frequently Asked Questions

¢ What is the price for Live Smooth Streaming using CloudFront? (p. 232)

e Can | deliver my live streaming video to both Smooth Streaming clients and Apple devices? (p. 232)

¢ How can | set-up a CNAME alias for my Amazon EC2 instance or my CloudFront distribution? (p. 232)
e How can | enable access to the Windows server? (p. 233)

¢ How can | securely connect to my Amazon EC2 instance running Windows IIS Media Services? (p. 233)
e How can I restrict access to my Live Smooth Streaming content from another domain? (p. 233)

What is the price for Live Smooth Streaming using Cloud-
Front?

To Smooth Stream your live event, you pay only for the AWS resources you consume:

¢ For pricing information about Amazon EC2 instances running Windows Server, see Pricing on the
Amazon EC2 Running Microsoft Windows Server & SQL Server page.

¢ For pricing information about CloudFront, see Amazon CloudFront Pricing.

There is no charge for using AWS CloudFormation.

Can | deliver my live streaming video to both Smooth
Streaming clients and Apple devices?

Yes. You can use Microsoft Expression Encoder 4 Pro to encode your live video for both Smooth
Streaming clients (for example, Microsoft Silverlight) and Apple devices (for example, iPad and iPhone).
After your AWS CloudFormation stack is launched, you will find the manifest file URLs both for Live
Smooth Streaming (.isml) and for Apple HLS (.m3u8) on the Outputs tab of your AWS CloudFormation
template.

How can | set-up a CNAME alias for my Amazon EC2 instance
or my CloudFront distribution?

Your Amazon EC2 Windows Server instance comes with an internal and an external DNS name. Amazon
EC2 does not provide access to modify these DNS settings. If you want to map an existing domain name
to your Amazon EC2 instance running Windows Server, use a DNS service provider such as Amazon
Route 53. When using your own domain name, we recommend that you map to the instance's external
DNS name using a CNAME, not by using an A record that points to the instance's IP address.

To map your own domain name to your CloudFront distribution, see Using Alternate Domain Names
(CNAMES) (p. 29).
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How can | enable access to the Windows server?

To enable access to port 3389 on your Windows server via selected IP addresses

By default, the Amazon EC2 security group for your Windows server instance does not have port 3389
enabled,; this is the port you use to administer the Windows server. If you want to log on to your Windows
server instance, perform the following procedure to enable access via port 3389.

1. Signin to the AWS Management Console and open the Amazon EC2 console at https://con-
sole.aws.amazon.com/ec2/.

2. Inthe Region list, click the Amazon EC2 region in which you used AWS CloudFormation to create
your Amazon EC2 instance.

3. Inthe Navigation pane, click Security Groups.

4. Inthe Security Groups pane, click the row for which the value of the Name column begins with the
name of the AWS CloudFormation stack that you created in Creating an AWS CloudFormation Stack
for Live Smooth Streaming (p. 222).

5. In the bottom pane, click the Inbound tab.

6. To enable access to your Windows server and specify the client IP addresses that can access the
server:

In the Create a new rule list, do not change the default value, Custom TCP rule.
In the Port range field, enter 3389.
c. Inthe Source field, enter an IP address or range, or enter the name of another security group.
For more information, click Help.
Click Add Rule.
. To create additional rules, repeat Steps a through d.
f.  Click Apply Rule Changes.

How can | securely connect to my Amazon EC2 instance
running Windows IIS Media Services?

To connect to your Windows server instance, you must retrieve the initial password for the Administrator
account and then use it with Windows Remote Desktop. You'll also need the contents of the private key
file that you created, for example, <keypairname.pem>.pem. For more information, go to Getting Started
Guide AWS Computing Basics for Windows.

How can | restrict access to my Live Smooth Streaming
content from another domain?

Microsoft Silverlight includes support for cross-domain connectivity, which allows the Silverlight player to
access content from locations other than the domain where the Smooth Streaming content originates.
The security policy system in Silverlight requires that a Silverlight policy file named d i ent Access-
Pol i cy. xml be downloaded from a target domain before a network connection is allowed to access a
network resource under that target domain. A default policy file is already included at the root of the default
website on your Windows server running on Amazon EC2. To restrict cross-domain access, log on to
your Windows server and update the Cl i ent AccessPol i cy. xni file.
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Additional Documentation

Microsoft Documentation

¢ |IS Smooth Streaming Deployment Guide

¢ |IS Media Services 4.1 Readme

¢ IS Smooth Streaming Management REST Services

¢ Configuring Authentication in IS 7

¢ Microsoft Expression Encoder blog

¢ Managing live publishing points from Microsoft Expression Encoder 4 Pro SP2
¢ Live IIS Smooth Streaming in Expression Encoder 4 Pro

¢ Apple HTTP Live Streaming with IIS Media Services

Amazon Web Services Documentation

¢ Amazon EC2 Running Microsoft Windows Server & SQL Server
¢ Amazon Elastic Compute Cloud Microsoft Windows Guide

¢ Amazon CloudFront

¢ AWS CloudFormation
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Live HTTP Streaming Using Wowza Streaming
Engine 4.0

You can use Wowza Streaming Engine 4.0 to create live streaming sessions for global delivery using
CloudFront. Wowza Streaming Engine 4.0 supports the following HTTP based streaming protocols:

¢ HLS (HTTP Live Streaming)
¢ HDS (HTTP Dynamic Streaming)
¢ Smooth Streaming

When a user streams a video using one of the above protocols, the video is broken into smaller chunks
that are cached in the CloudFront network for improved performance and scalability.

This tutorial explains how to integrate CloudFront with Wowza Streaming Engine 4.0 running on an
Amazon EC2 instance. For more information about how to manage and secure your Amazon EC2 instance,
refer to the Amazon EC2 documentation. For more information about Wowza Streaming Engine options
not covered in this tutorial, see the Wowza documentation.

Topics
¢ Creating an Amazon Web Services Account (p. 235)
¢ Creating an Amazon EC2 Key Pair (p. 236)
¢ Getting a License for Wowza Streaming Engine 4.0 (p. 236)
¢ Subscribing to Wowza Streaming Engine 4.0 through AWS Marketplace (p. 236)
¢ Creating an AWS CloudFormation Stack for Live Streaming (p. 237)
¢ \erifying that Wowza Streaming Engine 4.0 Is Running (p. 238)
e Setting Up an Encoder to Publish a Live Stream (p. 239)
¢ Playing the Live Stream in a Web Application (p. 240)
¢ Deleting an AWS CloudFormation Stack for Live Streaming (p. 241)
¢ Frequently Asked Questions (p. 241)
¢ Additional Documentation (p. 243)

Creating an Amazon Web Services Account

If you already have an AWS account, skip to Creating an Amazon EC2 Key Pair (p. 236). If you don't
already have an AWS account, use the following procedure to create one.

To create an AWS account

1. Go to http://aws.amazon.com, and then click Sign Up.
2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Next: Creating an Amazon EC2 Key Pair (p. 236)
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Creating an Amazon EC2 Key Pair

If you already have an Amazon EC2 key pair for the Amazon EC2 region in which you want to configure
live streaming, skip to Getting a License for Wowza Streaming Engine 4.0 (p. 236). If you don't have a key
pair in that region, follow the steps below.

A key pair is a security credential similar to a password and is specific to an AWS region. You need to
specify a key pair when you create an AWS CloudFormation stack for live streaming, later in this process.
After live streaming is configured, you use the key pair to securely connect to your Amazon EC2 instance.

To create an Amazon EC2 key pair

1. Signinto the AWS Management Console and open the Amazon EC2 console at https://con-
sole.aws.amazon.com/ec2/.

2. Inthe region selector, click the region in which you want to create the key pair.

You must create the key pair in the same region where you will create your AWS CloudFormation
stack for live streaming later in this process. We recommend that you create the key pair and the
stack for live streaming in the region that is closest to the location from which the live stream will be
published.

3. Inthe left navigation pane, click Key Pairs.
4. In the key pairs pane, click Create Key Pair.

5. Inthe Create Key Pair dialog box, enter a name for the key pair, and make note of the name. You'll
need it later when you create an AWS CloudFormation live-streaming stack.

6. Click Create, and, when prompted, save the . pemfile to a safe place on your computer. Note that
you will not be able re-download this file.

7. Click Close to close the Create Key Pair dialog box.

Next: Getting a License for Wowza Streaming Engine 4.0 (p. 236)

Getting a License for Wowza Streaming Engine
4.0

You need a license for Wowza Streaming Engine 4.0 to configure live streaming. To buy a license, go to
the Licenses Built for You page on the Wowza website, select the licensing option that works best for
you, and follow the on-screen instructions.

Next: Subscribing to Wowza Streaming Engine 4.0 through AWS Marketplace (p. 236)

Subscribing to Wowza Streaming Engine 4.0
through AWS Marketplace

The next step is to subscribe to Wowza Streaming Engine 4.0 in AWS Marketplace.
To order Wowza Streaming Engine for Amazon Web Services

1. Gotothe Amazon Web Services page, and sign in using your Amazon.com account or create a new
account.

2. Goto https://aws.amazon.com/marketplace/pp/BOOIPTPABM. Review the details, and click Continue.
3. Click the Launch with EC2 Console tab.
4. Review the pricing information, and click Accept Terms.
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Important
Don't use the buttons on this page to launch Wowza.

Next: Creating an AWS CloudFormation Stack for Live Streaming (p. 237)

Creating an AWS CloudFormation Stack for Live
Streaming

The following procedure uses an AWS CloudFormation template to create a stack that launches the AWS
resources required by live streaming, including an Amazon EC2 instance.

Important

You begin to incur hourly charges for an Amazon EC2 instance when you create the AWS
CloudFormation stack that deploys that instance. Charges continue to accrue until you delete
the AWS CloudFormation stack regardless of whether you use the Amazon EC2 instance to
stream live video. When your live event is over, delete the stack that you created for live
streaming. This deletes the AWS resources that were created for your live-streaming event, and
stops the AWS charges for the resources. For more information, see Deleting an AWS Cloud-
Formation Stack for Live Streaming (p. 241).

To create an AWS CloudFormation stack for live streaming

1.

To start the wizard, click one of the following Amazon EC2 regions:

¢ Create a stack in US East (Northern Virginia)

e Create a stack in US West (Oregon)

¢ Create a stack in US West (Northern California)
e Create a stack in EU (Ireland)

¢ Create a stack in Asia Pacific (Singapore)

< Create a stack in Asia Pacific (Sydney)

¢ Create a stack in Asia Pacific (Tokyo)

e Create a stack in South America (Sao Paulo)

If you are not already signed in to the AWS Management Console, sign in when prompted. The
wizard starts, and the selected URL automatically appears under Provide an S3 URL to template.
(Optional) In the Create a New Stack wizard, you can change the stack name to something appro-
priate for your live-streaming event. The stack name must not contain spaces and must be unique
within your AWS account.

Do not change the Template option or the address in Provide an S3 URL to template.
Click Next Step.

On the Specify Parameters page, for ApplicationName, enter a short name (without spaces) for
your Wowza application, or keep the default.

For InstanceType, enter an instance type, which determines pricing for your Wowza instance. For
more information about Amazon EC2 instance types, see Available Instance Types.

For information about pricing, see Amazon EC2 Pricing.

For KeyPair, enter the name of an Amazon EC2 key pair for the region in which you want to create
the live streaming stack. The key pair must be associated with the account that you're currently
logged on with. If you created a key pair when you performed the procedure in Creating an Amazon
EC2 Key Pair (p. 236), enter that name here.

APl Version 2014-05-31
237


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3.amazonaws.com%2fcfwowza%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=us-west-2#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-us-west-2.amazonaws.com%2fcfwowza-or%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=us-west-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-us-west-1.amazonaws.com%2fcfwowza-nc%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=eu-west-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-eu-west-1.amazonaws.com%2fcfwowza-eu%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=ap-southeast-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-ap-southeast-1.amazonaws.com%2fcfwowza-ap%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?ap-southeast-2#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-ap-southeast-2.amazonaws.com%2fcfwowza-au%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=ap-northeast-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-ap-northeast-1.amazonaws.com%2fcfwowza-jp%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
https://console.aws.amazon.com/cloudformation/home?region=sa-east-1#cstack=sn%7eLiveHTTPStreaming%7cturl%7ehttps:%2f%2fs3-sa-east-1.amazonaws.com%2fcfwowza-sp%2flive-http-streaming-wowza-streaming-engine-4-0-using-cloudfront.txt
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
http://aws.amazon.com/ec2/pricing/

Amazon CloudFront Developer Guide
Verifying that Wowza Streaming Engine 4.0 Is Running

10.

11.

12.

13.

14.
15.

For StartupPackageURL, enter a URL that points to a startup package to configure the Wowza
Streaming Engine to your needs, or keep the default.

For StreamName, enter a short name (without spaces) for your live stream, or keep the default.
For Wowzal icenseKey, enter the license key you got when you performed the procedure in the
Getting a License for Wowza Streaming Engine 4.0 (p. 236) topic. If you purchased AddOns, you can
include additional license keys by separating the key values with a pipe (|) character.

Click Next Step.

(Optional) On the Options page, add the key-value pairs for any tags you plan to use. See Adding
Tags to Your AWS CloudFormation Stack for more information about using tags.

(Optional) To configure SNS notification, to specify how long you're willing to wait for the stack to be
created, to choose whether to roll back changes if stack creation fails, and to enter a stack policy,
click Advanced, and adjust settings as desired.

Click Next Step

Review the settings for the stack. When you're satisfied, click Create, and AWS CloudFormation
creates the stack.

Creating your stack creation may take several minutes. To track the progress of stack creation, select
the stack, and click the Events tab. If AWS CloudFormation cannot create the stack, the Events tab
lists error messages.

When your stack is ready, in the list of stacks, the status for the stack changes to CREATE_COM-
PLETE.

When your stack is created, click the Outputs tab, which displays the stack creation outputs. You
will use these values when you set up the encoder later in the process.

Next: Verifying that Wowza Streaming Engine 4.0 Is Running (p. 238)

Verifying that Wowza Streaming Engine 4.0 Is
Running

After AWS CloudFormation creates the stack, follow the steps below to verify that Wowza Streaming
Engine 4.0 is running on the Amazon EC2 instance that you provisioned via AWS CloudFormation.

To verify that Wowza Streaming Engine 4.0 is running

1.

Sign in to the AWS Management Console and open the AWS CloudFormation console at https://
console.aws.amazon.com/cloudformation/.

In the region selector, click the region in which you created the AWS CloudFormation stack.

In the list of stacks, select the stack that you created in Creating an AWS CloudFormation Stack for
Live Streaming (p. 237).

Click the Outputs tab.

On the Outputs tab, get the value of the WowzaServerLoginInfo key, which you'll use for login
credentials in the next step.

Click the URL in the WowzaEngineManagerURL key, for example, http://ec2-xx-Xx-Xxx-
XXX.compute-1l.amazonaws.com:8088/enginemanager. When you're prompted for login credentials,
use the value of the WowzaServerLoginInfo key that you got in step 5.

Important

This URL uses port 8088 to connect to the Amazon EC2 instance that is running Wowza
Streaming Engine. Depending on your firewall settings, you might not be able to connect
to the Amazon EC2 instance. If you have trouble, contact your network administrator.
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Next: Setting Up an Encoder to Publish a Live Stream (p. 239)

Setting Up an Encoder to Publish a Live Stream

You need to encode the live stream captured by your device before you send it to Wowza Streaming
Engine 4.0. You can encode the live stream by using either the Wowza GoCoder app for iOS-based
devices or encoders that support RTMP encoding, such as Telestream Wirecast.

The steps for publishing a stream from your encoder to Wowza Streaming Engine vary with your choice
of encoder. For more information about how to configure your encoder, go to Specific Encoding Techno-
logies on the Wowza website or review the documentation for your encoder.

Encode Apple HLS streams using the following formats:

¢ Video:

« AppleiPhone,iPod, and iPod touch — H.264 Baseline Profile Level 3.0. Don't use B-frames when
targeting iPhone and iPod devices.

« Apple iPad — H.264 Main Profile Level 3.1
¢ Audio: AAC-LC up to 48 kHz, stereo audio.

Smooth Streams must have both audio and video. The key frame frequency must be between 1 and 4
seconds. We recommend a key frame frequency of two seconds.

Wowza Gocoder

To configure Wowza GoCoder to publish a live stream, take the following steps.

Note
Wowza GoCoder is available for purchase from the Apple AppStore.

1. Go to the Wowza tutorial How to use Wowza GoCoder video broadcasting iOS app with Wowza
Streaming Engine.

2. Follow the procedure in the Configure Wowza GoCoder App section of the tutorial. Specify the fol-
lowing values for Host settings:

a. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
In the AWS CloudFormation console, click the Outputs tab.

c. Copy the value of the WowzaEngineDomainName key, for example, ec2-xx- xx- xxx-
XXX.compute-l.amazonaws.com.

For Server, paste the value that you just copied.
For Port, enter 1935.

3. Specify the following values for Application settings:

a. For Application, enter the application name that you specified when you created the stack, for
example, | i vecf .

b. Onthe Outputs tab of the AWS CloudFormation console, copy the value of the PublishStream-
Name key, for example, myStream.

c. For StreamName, paste the value that you just copied in the previous step.

4. Change other values as applicable.
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RTMP encoder

RTMP encoders typically use the following settings:

Publish URL
This is the value of the AWS CloudFormation PublishRTMPURL key, for example, rtmp://ec2-xx-
XX- XXX- XXx.compute-1l.amazonaws.com/livecf.

Stream Name
This is the value of the AWS CloudFormation PublishStreamName key, for example, myStream.

Login Credentials
If you are prompted for login credentials, use the values from the AWS CloudFormation Wowza-
ServerLogininfo key, for example, username=wowza, password=i-1234a567.

Next: Playing the Live Stream in a Web Application (p. 240).

Playing the Live Stream in a Web Application

Wowza Media Services provides online example player web pages that you can use to play the live
stream from your Wowza Streaming Engine distribution. These players can help you verify that your
streaming stack has been set up correctly. You can use the same streaming manifest URLs for other
players that support the streaming protocol you want to use.

Perform the applicable procedure to get the embed code that you will include in your web page for the
live stream:

Note
Wait at least 30 seconds after you perform the applicable procedure in Setting Up an Encoder
to Publish a Live Stream (p. 239) before following the steps below to play the stream.

¢ To play your live HDS stream on Adobe Flash Player via CloudFront (p. 240)
¢ To play your live HLS stream on an Apple or other device via CloudFront (p. 240)
¢ To play your Live Smooth Stream via CloudFront (p. 241)

To play your live HDS stream on Adobe Flash Player via CloudFront

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
Select the stack for live HTTP streaming.
In the AWS CloudFormation console, click the Outputs tab.

Copy the value of the PlaybackHDSURL key, for example, http://d111111abcdef8.cloud-
front.net/livecf/myStream/manifest.f4m.

5. Goto the Flash HTTP Player example web page on the Wowza website, paste the URL that you
copied in the previous step into the Stream field, and click Connect.

P obdPE

To play your live HLS stream on an Apple or other device via CloudFront

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
Select the stack for live streaming.
In the AWS CloudFormation console, click the Outputs tab.

Copy the value of the PlaybackHLSURL key, for example, http://d111111abcdef8.cloud-
front.net/livecf/myStream/playlist.m3u8.

5. Using one of the following applications, go to the iOS/Mac OS X example web page on the Wowza
website, paste the URL that you copied in the previous step into the Stream field, and click Connect:

P obdPE

APl Version 2014-05-31
240


https://console.aws.amazon.com/cloudformation/
http://www.wowza.com/docredirect.php?doc=exampleLiveFlashHTTPPlayer_Latest
https://console.aws.amazon.com/cloudformation/
http://www.wowza.com/docredirect.php?doc=exampleLiveIOSMacOSX_Latest

Amazon CloudFront Developer Guide
Deleting an AWS CloudFormation Stack for Live
Streaming

« Safari web browser on a computer running Mac OS X Snow Leopard (version 10.6) or later

¢ QuickTime Player 10.x or later on a computer running Mac OS X Snow Leopard (version 10.6) or
later

« Safari web browser on an Apple iOS device

To play your Live Smooth Stream via CloudFront

P obdPE

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
Select the stack for live streaming.
In the AWS CloudFormation console, click the Outputs tab.

Copy the value of the PlaybackSmoothURL key, for example, http://d111111abcdef8.cloud-
front.net/livecf/myStream/Manifest.

Go to the Silverlight Player example web page on the Wowza website, paste the URL that you copied
in the previous step into the Stream field, and click Connect.

Next: Deleting an AWS CloudFormation Stack for Live Streaming (p. 241).

Deleting an AWS CloudFormation Stack for Live
Streaming

When your live event is over, delete the stack that you created for live streaming. This deletes the AWS
resources that were created for your live-streaming event and stops the on-demand charges for the re-
sources.

To delete an AWS CloudFormation stack for live streaming

RS

Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation/.
In the upper right corner, click the region in which you created your stack.

Select the stack, and click Delete Stack.

Click Yes, Delete to confirm.

To track the progress of the stack deletion, select the stack, and click the Events tab.

Frequently Asked Questions

What is the price for live HTTP streaming using CloudFront and Wowza Streaming Engine 4.0? (p. 242)

How can | use Secure Shell (SSH) to connect to my Amazon EC2 instance that is running Wowza
Streaming Engine 4.0? (p. 242)

How can | create a CNAME alias for my Amazon EC2 instance or for my CloudFront distribution? (p. 242)

Can | stream my live event to Flash Player—compatible devices, Apple devices, and Smooth Streaming
players at the same time? (p. 242)

Does Wowza Streaming Engine 4.0 support HTML5? (p. 242)
Can | serve private live streams using Wowza and CloudFront? (p. 243)
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What is the price for live HTTP streaming using CloudFront
and Wowza Streaming Engine 4.0?

Charges for live HTTP streaming using CloudFront and Wowza Streaming Engine 4.0 include:

« Wowza Streaming Engine software and AddOns: For more information, see Licenses Built For You
on the Wowza website.

¢« Amazon EC2: For more information, see the Linux tab in the On-Demand Instances Pricing table.
¢ CloudFront: For more information, see Amazon CloudFront Pricing.

There is no charge for using AWS CloudFormation.

How can | use Secure Shell (SSH) to connect to my Amazon
EC2 instance that is running Wowza Streaming Engine 4.0?

You can use SSH to connect to your Amazon EC2 instance in just a few steps.

To use SSH to connect to your Amazon EC2 instance that is running Wowza Streaming
Engine 4.0

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. Inthe left navigation, click Instances.

3. Right-click the correct instance, and click Connect to view instructions on how to use SSH to connect
to your Amazon EC2 instance. The username is ec2-user.

How can | create a CNAME alias for my Amazon EC2 instance
or for my CloudFront distribution?

Your Amazon EC2 instance running Wowza Streaming Engine 4.0 comes with an internal and an external
DNS name. Amazon EC2 does not provide access to modify these DNS settings. If you want to map an
existing domain name to your Amazon EC2 instance running Wowza Streaming Engine, use a DNS
service provider such as Amazon Route 53. When using your own domain name, we recommend that
you map to the instance's external DNS name using a CNAME, not by using an A record that points to
the instance's IP address.

To map your own domain name to your CloudFront distribution, see Using Alternate Domain Names
(CNAMES) (p. 29).

Can | stream my live event to Flash Player—compatible
devices, Apple devices, and Smooth Streaming players at
the same time?

Yes, Wowza Streaming Engine 4.0 enables the delivery of live streams in Adobe HTTP Dynamic
Streaming (Adobe HDS), Apple HTTP Live Streaming (Apple HLS), and Microsoft Smooth Streaming

formats simultaneously, which enables playing on Adobe Flash Player applications, Apple iOS devices,
and Smooth Streaming players, respectively.

Does Wowza Streaming Engine 4.0 support HTML5?

Yes, Wowza Streaming Engine can deliver content to HTMLS5 in the following configurations:
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¢ You can use the Apple HLS streaming format on Apple iOS devices.

* You can use the Smooth Streaming format on Windows 8 devices. For more information, go to Walk-
through: Building Your First HTML5 Smooth Streaming Player on the MSDN website.

¢ For other browsers supporting HTML5, you can use Wowza Streaming Engine to deliver video via
progressive download.

Can | serve private live streams using Wowza and Cloud-
Front?

At this time, live streams cannot be delivered securely using CloudFront signed URLS. However, progress-
ively downloaded media can be delivered privately by using signed URLs. For more information, see
Serving Private Content through CloudFront (p. 118).

Additional Documentation

The following resources may assist you as you work with Wowza.

Wowza Documentation

The Wowza website includes articles, documentation and pricing information for using Wowza live streams
with Amazon Web Services:

* Wowza for Amazon EC2 Articles
¢ Wowza Streaming Engine User's Guide
« Wowza on Amazon Web Services

Amazon Web Services Documentation

The following resources include user guides and reference works for Amazon Web Services.

¢ Amazon Elastic Compute Cloud documentation
¢ AWS CloudFormation documentation
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Restricting Access to Files in a CloudFront Dis-
tribution Based on Geographic Location (Geob-
locking)

Topics

Creating an Amazon Web Services Account (p. 246)
Sample Code for Digital Element (p. 246)

Sample Code for MaxMind (p. 256)

Frequently Asked Questions (p. 266)

Additional Services and Documentation (p. 267)

Amazon CloudFront improves the performance, reliability, and availability of your websites and applications
by distributing your web content, such as images, video, and audio to a worldwide network of edge loca-
tions. When an end user requests your content, CloudFront serves your content to the user from the edge
location that has the lowest latency for that user at that moment. If you have geographic restrictions on
where your content can be distributed, you can use CloudFront with a third-party geolocation service to
control distribution of your content according to the location of a request. This is known as geo restriction
or geoblocking. For example, if a request comes from a country where, for copyright reasons, you are
not authorized to distribute your content, you can block the request and direct the requester to a message
that explains the situation.

Here's how it works:

1.
2.

An end user who is viewing your website requests a web page or a file that is geo restricted.

Your web application gets the end user's IP address from the request and sends the IP address to
a geolocation service. You will need an account with one of these services.

The geolocation service determines the geographic location of the end user's IP address and returns
the result to your web application.

Your web application compares the end user's location with a list of locations where the file can (or

can't) be distributed:

« If the end user is allowed to access the web page or file, your application creates a CloudFront
signed URL and returns it to the end user.

« If the end user is not allowed to access the web page or file, your web application returns the URL
of a "you are not authorized" message to the end user.

If the end user is allowed to access the web page or file, the end user's browser automatically uses
the signed URL to request the file from CloudFront.
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Using CloudFront and a third-party geolocation service to restrict access to your content from your applic-
ation layer gives you full control over your end user's experience. For end users whose access is blocked,
your application can display a meaningful message instead of returning an error code. You can also
customize the error message you display for your end users according to their location.

Note

If you're restricting distribution of your content in geographic regions that follow country bound-
aries and if you want to restrict distribution of all of the files associated with your distribution (in-
stead of individual files), you might prefer to use CloudFront geo restriction. For more information,
see Restricting the Geographic Distribution of Your Content (p. 56).

The following task list guides you through the process of implementing geoblocking functionality in your
applications to restrict access to the content in your CloudFront distribution according to the end user's
location.

Task list for restricting access to files in a CloudFront distribution based on geographic
location

1. Get an account with a geolocation service.

This section provides sample code for Digital Element and for MaxMind, but any geolocation service
is supported.

2. Ifyoudon't already have an AWS account, create one. For more information, see Creating an Amazon
Web Services Account (p. 246)

3. Upload your content to an Amazon Simple Storage Service (S3) bucket. For more information, see
the Amazon S3 documentation.

4. Configure Amazon CloudFront and Amazon S3 to serve private content. For more information, see
Serving Private Content through CloudFront (p. 118).

5. Write your web application to do the following:

a. Send the IP address for each end-user request to the geolocation service.

Evaluate the return value from the geolocation service (commonly a country code) to determine
whether the end user is in a location to which you want CloudFront to distribute your content.

c. Either generate a signed URL for your CloudFront content, or block access to the content.

Java, .NET, and PHP sample code is provided below for Digital Element and for MaxMind. See the
applicable topic:

e Sample Code for Digital Element (p. 246)
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e Sample Code for MaxMind (p. 256)
If you're using another geolocation service, refer to their documentation.

Amazon Web Services provides SDKs for Java, .NET, and PHP. For more information, see the applicable
page on the Amazon Web Services website:

¢ Java Developer Center
¢ Windows & .NET Developer Center
¢ PHP Developer Center

Creating an Amazon Web Services Account

Note
When you create an account, AWS automatically signs up the account for all services. You are
charged only for the services you use.

To create an AWS account

1. Go to http://aws.amazon.com, and click Create an AWS Account.

2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

Sample Code for Digital Element

The samples in this section show how to get a location from Digital Element from an end user's IP address.
The samples also show how to create a signed URL for a requested object if you are allowed to distribute
the content to the end user's location.

All sample code was tested before the document was published, but subsequent changes to the Digital
Element API could affect whether the samples are still accurate. For the latest information, go to the Di-
gital Element documentation.

See the applicable sample code:

¢ Java Sample Code for Digital Element (p. 246)
¢« .NET Sample Code for Digital Element (p. 251)
¢ PHP Sample Code for Digital Element (p. 254)

Note
In the code examples, red italicized text is a placeholder. Replace this text with whatever values
are appropriate for your situation.

Java Sample Code for Digital Element

The code example provided here obtains the country code that is associated with an end user's IP address
and allows the user to access CloudFront content if the user is in a location where distribution is allowed.
For the purposes of the example, the program is authorized to distribute the requested content to any
country except Australia (country code AU).
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GetCountryCodeServlet.java

GetCountryCodeServlet.java calls GetDigitalElementCountryCode.java, which is shown later in this article,
to ask Digital Element for the country code that is associated with an end user's IP address. If the country
code is not AU (Australia), GetCountryCodeServlet.java calls SignedUrl.java to create a signed URL that
the end user can use to access a file in the CloudFront distribution.

Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

Li censed under the Apache License, Version 2.0 (the "License").
You may not use this file except in conpliance with the License.
A copy of the License is |located at

http://aws. amazon. com apache2. 0

or inthe "license" file acconpanying this file. This file is distributed
on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
express or inplied. See the License for the specific |anguage governing
pernissions and limtations under the License.

L R I S I T I R

~

/1 Signed URLs for a private distribution

/1 Note that Java supports SSL certificates only in DER format,

/1l so you will need to convert your PEMfornmatted file to DER fornat.

/1 To do this, you can use openssl:

/'l openssl pkcs8 -topk8 -nocrypt -in origin. pem-informPEM-out new der -outform
DER

/1 For the encoder to work correctly, you should al so add the

/1 bouncy castle jar to your project and then add the provider.ds.

import java.io.lOException;
inmport java.io.PrintWiter;
import java.util.StringTokeni zer;

i mport javax.servlet. Servl et Excepti on;

import javax.servlet.http. HtpServlet;

import javax.servlet.http. HtpServl et Request;
i mport javax.servlet.http. HtpServl et Response;

public class Get CountryCodeServlet extends H tpServlet {
private static final long serial VersionUD = 1L;

final String GEOAPIURL = "Digital Element URL";

final String GEOAPI TOKEN = "Digital El enent user token";
final String PATHTODER = "path to .der file";

final String KEYPAIRI D ="C oudFront key pair |D';
final String HTTPORHTTPS = "https";

final String CFDI STRI BUTI ON = "dxxxx.cl oudfront.net";
final String CFPATH = "C oudFront URL for file";

/1 date and tinme that Cd oudFront's signed URL expires,
/1 in Coordinated Universal Time

final String EXPIRETS = "2012-11-14T22:20: 00. 000Z";
final String BLOCKEDCOUNTRY="AU";

protected voi d doGet (Ht t pServl et Request request, HtpServl et Response response)
throws Servl et Exception, |OException {
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String ip = null;
StringTokeni zer st = null;
PrintWiter out = response.getWiter();

String headers = request. get Header (" X- FORWARDED- FOR") ;

if (headers!= null){
st = new StringTokeni zer (headers,",");

whil e (st.hasMoreTokens()) {
ip = st.nextToken();

}
}

//Get the client's I P addr in case X-Forwarded-1P header doesn't exist
if (ip==null) ip = request.get Renot eAddr ();

try {
Get Di gi t al El ement CountryCode country = new Get Di gi t al El enent Count r yCode(

GEQOAPI URL, GEQAPI TOKEN ) ;
if ( !country.getCountry(ip).equalslgnoreCase(BLOCKEDCOUNTRY) ) {

Si gnedUrl myApp = new Si gnedUr | ( KEYPAI RI D, PATHTCDER) ;
out. println(nmyApp. get Si gnedHash( HTTPORHTTPS, CFDI STRI BUTI ON, CFPATH, EX
Pl RETS));

telse {
out.println("You cannot access this link.");

} catch (Exception el) {
el.printStackTrace();

}

GetDigitalElementCountryCode.java

GetDigitalElementCountryCode.java sends Digital Element a request that includes an end user's IP address.
The return value is a country code.

/*

* Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in conpliance with the License.

* A copy of the License is |located at

*

* http://aws. anazon. conf apache2.0

*

* or inthe "license" file acconpanying this file. This file is distributed
* on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
* express or inplied. See the License for the specific | anguage governing
* permissions and |limtations under the License.

*
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i mport javax.xmnl . parsers. Docunent Bui | der;
i mport javax.xmnl . parsers. Docunent Bui | der Factory;

i mport org.w3c. dom Docunent ;
i mport org.w3c.dom El enent ;
i mport org.w3c. dom NodelLi st ;

public class GetDigital El ement CountryCode {

private static String geoApi EndPoi nt;
private static String api Token;

Get Di gi t al El ement Count ryCode(String mygeoApi EndPoint, String nmyapi Token) {
geoApi EndPoi nt = nygeoApi EndPoi nt ;
api Token = nyapi Token;

public String getCountry(String enduserlP) throws Exception {

String geoApi URL = "http://"+geoApi EndPoi nt +" ?2u="+api Token+" & p="+end
userl P;

Docunent Bui | der Fact ory docBui | der Fact ory = Docunent Bui | der Fact ory. newi n
stance();

Docurnent Bui | der docBui | der = docBui | der Fact ory. newDocunent Bui | der () ;

Docunment doc = docBui |l der. parse(geoApi URL);

/1 normalize text representation

doc. get Docunent El enent (). normalize ();

NodeLi st |i st Of Persons = doc. get El enent sByTagNane("response");
El enent el = (Elenent)listOfPersons.iten(0);
String country = el.getAttribute("edge-two-letter-country");

return country;

SignedUrl.java

SignedUrl.java creates a signed URL that the end user can use to access a file in the CloudFront distri-
bution.

/*

* Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in conpliance with the License.

* A copy of the License is |located at

*

* http://aws. anazon. conf apache2.0

*

* or inthe "license" file acconpanying this file. This file is distributed
* on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
* express or inplied. See the License for the specific | anguage governing
* permissions and |limtations under the License.

*/
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import java.io.FilelnputStream

i mport java.io.Fil eNot FoundExcepti on;
import java.io.l|OException;

import java.security.Security;

i mport java.text.ParseException;

import org.jets3t.service.d oudFront Servi ce;
import org.jets3t.service.d oudFront Servi ceExcepti on;
inmport org.jets3t.service.utils.Serviceltils;

public class SignedUrl {

/1 Signed URLs for a private distribution

/1 Note that Java supports SSL certificates only in DER fornat,

/1 so you need to convert your PEMfornmatted file to DER fornmat.

// To do this, you can use openssl:

/'l openssl pkcs8 -topk8 -nocrypt -in origin.pem-informPEM -out new. der -
out f orm DER

/1 For the encoder to work correctly, you should al so add the

/1 bouncy castle jar to your project and then add the provider.ds.

private static String keyPairld;
private static String privateKeyFil ePat h;

SignedUrl (String mykeyPairld, String nyprivateKeyFil ePath){
keyPairld = nykeyPairld;
privateKeyFi |l ePath = nypri vat eKeyFi |l ePat h;

}

public String getSignedHash(String protocol, String cfDistribution, String
objectUri, String expTine) throws Fil eNot FoundException, | CException,
Cl oudFront Servi ceExcepti on, ParseExcepti on{

Security. addProvi der (new org. bouncycastl e.jce. provi der. BouncyCast| ePro
vider());

/] Convert your DER file into a byte array.

byte[] derPrivateKey = Serviceltils.readl nputStreaniloBytes(new Fil el nput
Strean( privat eKeyFi | ePath));

/'l Cenerate a "canned" signed URL to allow access to a
/1 specific distribution and object

String signedU | Canned = C oudFront Servi ce. si gnUr| Canned(
protocol+ "://" + cfDistribution + "/" + objectUri, // Resource URL or
Pat h
keyPairld, /1 Certificate identifier,
/1 an active trusted signer for the distribution
derPrivateKey, // DER Private key data
Serviceltils. parsel so8601Dat e(expTi me) // DatelLessThan
)

return signedUrl Canned,

}
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NET Sample Code for Digital Element

The following sample application gets the IP address of the end user and sends the IP address to Digital
Element. Digital Element returns the country code (in XML format) that corresponds with the end user's
IP address. The application parses the XML and evaluates whether the value returned by Digital Element
matches the blocked country code. If the end user's country is blocked, the application displays a message
to that effect. If the end user's country is not blocked, the application creates a signed URL that expires
in one minute, performs the substitutions necessary to ensure that the URL doesn't include any invalid
characters, and redirects the user's browser to the signed URL.

<%@ Page Language="C#" AutoEventWreup="true" %

<! DOCTYPE html PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN'" "ht
tp://ww. w3, org/ TR/ xht ml 1/ DTD/ xht Ml 1-transi ti onal . dtd">

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >
<head i d="Headl" runat="server">
<title></title>
</ head>
<body>
<formid="forml" runat="server">
<di v>
<%=Get Cont ent () %
</ di v>
</fornme
</ body>
</htm >

<%@ | nport Nanespace="System Li nq" %

<%@ | nport Nanespace="System Xm . Linq" %

<%@ | nport Nanespace="System Security. Cryptography" %
<%@ | nport Nanespace="System Net" %

<%@ | nport Nanespace="System | O %

<script runat="server">

/] Key pair IDfor the CoudFront key pair
private const string KEYPAIR ID = "C oudFront key pair |D";

Il Private key for the C oudFront key pair.
/] The value is derived from openssl key.
private const string PRI VATE_KEY = "private key";

/] JSON policy statement used in the expiring URL
private const string POLICY = "{{\"Statenent\":[{{\"Resource\":\"{0}\",\"Con
dition\":{{\"DateLessThan\": {{\"AWS: EpochTinme\": {1}}3}}}}}1}}";

/1 Digital Elerment user token to be passed to geol ocation service call

private const string USERTCKEN
private const string GEOAPI URL

"Digital Elenment user token";
"Digital Elenment URL";

/] GEO IP service URL with paraneters:
/1 {0} = User Token and {1} = | P Address
private const string SERVI CEURL = CGEOAPI URL + "?u={0}& p={1}";

/1 Array of countries to block
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private static readonly string[] COUNTRIES TO BLOCK = new String[] {"US"};

private const string BLOCKED_MSG = "Your access to this content is bl ocked
because you're visiting from'{0}"'.";

[l <summary>

/1l Returns the |IP address com ng fromthe request object.

/1l <lsummary>

/1l <returns>The | P address for the request.</returns>

private string GetOiginl pAddress()

{
/1 . NET provides Request. User Host Address to get the
/1 rempte | P address, but this could be the | P address of the
/1 last proxy in a chain, for exanple, an Elastic Load Bal ancer.
/1 Instead, use the HTTP_X FORWARDED FOR header if one exists.
string forwardedl pAddresses = this. Request. Server Vari abl es[ "HTTP_X_ FORWAR

DED FOR'];

if (string.!lsNull O Enpty(forwardedl pAddresses))

/1 Sinmply return the UserHost Address.
return Request. User Host Addr ess;

}
el se

/] Get the last itemin the list.

return forwardedl pAddresses. Split(',").Last().Trinm();
}

}

/1] <summary>
/1l This function returns the country code
/1l associated with the IP address in the request object.
/1l <lsummary>
/1l <returns>The country code for the request.</returns>
private string Get CountryCodeFromn P()
{
var i pAddress = GetOriginl pAddress();
var serviceURL = String. Fornat (SERVI CEURL, Server. Url Encode( USERTOKEN) ,
Server. Ul Encode(i pAddress));

try
{

var xDoc = XDocunent. Load(serviceURL);
var res = (fromw in xDoc. Descendants("response") select w).First();

return res. Attribute("edge-two-1letter-country"). Val ue. ToUpper ();

}

cat ch( Exception ex)

{
/] There was an error in nmaking the web request.
thi s. Response. Wite(serviceURL + "<br><br>");
thi s. Response. Wi te(ex. Message);
t hi s. Response. End() ;

}

return null;
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[l <summary>
/11 This function returns a signed URL that will expire in 1 minute.
/11 For nore information, see "Create a URL Signature Using C# and the
11 .NET Framework" in the Amazon C oudFront Devel oper Guide:
/11 http://docs. aws. amazon. com AmazonC oudFront /| at est/ Devel oper Gui de/ Cre
at eSi gnat ur el nCShar p. ht ni
/1l <lsummary>
/1] <param nanme="resourcelrl|"></paranr
I1l <returns></returns>
private string GetSignedURL(string resourcelUrl)
{
/1 Compute expiration date.
var endTi neSpanFromNow = new Ti neSpan(0, 1, 0);
var interval End = (DateTi ne. Ut cNow. Add( endTi meSpanFromNow) ) - new Date
Time(1970, 1, 1, 0, 0, 0O, DateTineKind. Uc);
var endTinestanp = (int)interval End. Total Seconds; // Tinestanp nust be a
whol e number
var expires = endTi mestanp. ToString();
var strPolicy = string. Format (PCLI CY, resourceUrl, expires);

/1 Encrypt the policy.

var bufferPolicy = Encodi ng. ASCl | . Get Byt es(strPolicy);

var cryptoSHA1 = new SHALCrypt oServi ceProvi der () ;

buf ferPolicy = crypt oSHAL. Conput eHash( buf ferPolicy);

var provider RSA = new RSACryptoServi ceProvi der();

provi der RSA. Fr omXm St ri ng( PRI VATE_KEY) ;

var rsaFormatter = new RSAPKCSLSi gnat ureFormatter (provi der RSA);
rsaFormat t er. Set HashAl gori t hn(" SHA1") ;

var si gnedPol i cyHash = rsaFormatter. CreateSi gnature(bufferPolicy);

var strSignedPolicy = System Convert.ToBase64String(signedPolicyHash);

/1 Build the query string with the expiration, policy signature,

/1 and d oudFront key pair I|D.

var queryString = "Expires={0}&Si gnature={1}&Key-Pair-1d={2}";

queryString = String. Format (queryString, Server. Ul Encode(expires),
Server. Url Encode(strSi gnedPol i cy), Server. Ul Encode(KEYPAIR |ID));

var url String = resourceU | + "?" + queryString;

return url String;

}

[l <summary>
/1l Return a nessage saying this is blocked because of your country, or
/1] return an image tag.
/1l <lsummary>
I'll <returns></returns>
public string GetContent()
{
var country = Get CountryCodeFrom P();
if (COUNTRI ES_TO BLOCK. Cont ai ns(country))

{
/1 The country returned fromthe call to the geol ocation service
/1 is listed in the array of blocked countries.
return string. Format (BLOCKED MSG country);

}

el se

/1 The country returned fromthe call to the geol ocation service
/1 is NOT listed in the array of bl ocked countries
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/] Get a doudFront signed URL for the content and display it.

var url = GetSignedURL("C oudFront URL");
var inmg = "<inmg src="{0}" />";
return String. Format (inmg, url);
}
}
</script>

PHP Sample Code for Digital Element

The following sample application gets the IP address of the end user and sends the IP address to Digital
Element. Digital Element returns the country code (in XML format) that corresponds to the end user's IP
address. The application then parses the XML, displays the country code that is blocked, and evaluates
whether the value returned by Digital Element matches the blocked country code. If the end user's
country is not blocked, the application displays a "You are not blocked" message, uses a canned policy
to create a signed URL that expires in five minutes, performs the substitutions necessary to ensure that
the URL doesn't include any invalid characters, and redirects the user's browser to the signed URL. If
the end user's country is blocked, the application displays a "You are blocked" message and a graphic.

<! DOCTYPE htn >

<htm >
<head>
<title>CGeobl ocking Test</title>
</ head>
<body>
<h1>Ceobl ocki ng Test </ hl>
<?php
/1 Configure the private key (make sure this information is secure).
$private_key filename = 'path to private key'
$key pair_id = 'C oudFront key pair ID;
/*
* Configure the geobl ocking paraneters. The follow ng vari abl es
* describe the two-letter country to be bl ocked, the
*

Cl oudFront URL for the file that you want to secure,

* and the expiry tinme of the URL. Change these val ues as needed.
*/

$bl ocked_geo
$asset _path
$expires

"uk';
'CloudFront URL for the object';
time() + 300; // (5 mnutes from now)

/1 Configure the URL to the geobl ocking service.

$t oken "Digital Elenent user token';

$addr ess "Digital Elenent URL';

$renote_ip get _renote_i p_address();

$service_url $address . '?u=" . $token . '& p=' . $renote_ip;

/1 Call the web service using the configured URL.
$ch = curl _init();

curl _setopt($ch, CURLOPT_URL, $service_url);

curl _setopt($ch, CURLOPT_RETURNTRANSFER, 1);
$ws_response = curl _exec($ch);

/'l Parse the response with SinpleXM. and get the geobl ocki ng val ue.
$xm = new Si npl eXMLElI enent ($ws_r esponse) ;
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$edge_geo = $xml ->response->attributes()->{' edge-two-letter-country'};
echo '<p>The country being blocked is: ' . strtoupper($bl ocked_geo) . '</p>';

if ($edge_geo != $bl ocked_geo)

echo '<p>Your country is: ' . strtoupper($edge_geo) . '</p>';
echo ' <p>You are not bl ocked. </ p>';
$signed_url = create_signed_url ($asset_path, $private_key_fil enane,
$key pair_id, $expires);
echo '<ing src="' . $signed_url . '" wi dth="600" hei ght="401"
}
el se
{
echo '<p>Your country is: ' . strtoupper($edge_geo) . '</p>';
echo ' <p>You are bl ocked. </ p>';
$bl ocked_url = "'http://s3. anazonaws. conl <Anmazon S3 bucket >/ bl ocked-i nage. j pg';
echo '<ing src="' . $blocked_ url . '" alt="Access bl ocked" wi dth="600"
hei ght =" 401"
}

// Function definitions

function get_renote_i p_address()
/] Check to see if an HTTP_X FORWARDED FOR header is present.

i f ($_SERVER] "HTTP_X_FORWARDED FOR'])

{
/1 If the header is present, use the last |P address.
$tenp_array = explode(',', $_SERVER[' HTTP_X FORWARDED FOR ]);
$tenp_i p_address = $tenp_array[count ($tenp_array) - 1];
}
el se
/1 |f the header is not present, use the
/1 default server variable for renpte address.
$tenp_i p_address = $ SERVER[' REMOTE_ADDR | ;
}
return $tenp_i p_address;
}
function create_signed_url ($asset _path, $private_key fil enane, $key_pair_id,
$expires)
{
/1 Build the policy.
$canned_policy = '{"Statenent":[{"Resource":"' . $asset_path
""", "Condition":{"DateLessThan": {"AW5: EpochTinme":'. $expires . '}}}1}'

/1 Sign the policy.
$si gnature = rsa_shal_si gn($canned_policy, $private_key filename);
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/1 Make the signature is safe to be included in a URL.
$encoded_si gnature = url _safe_base64_encode($si gnature);

/1 Conbi ne the above into a properly forned URL nane.

$tenp_signed_url = $asset_path . '?Expires=" . $expires . '&Signature='
$encoded_signature . '&Key-Pair-1d=" . $key_pair_id;
return $tenp_signed_url;
}
function rsa_shal_sign($policy, $private_key_ filenane)
{
$si gnature = "'
/'l Load the private key.
$fp = fopen($private_key_filename, 'r');
$private_key = fread($fp, 8192);
fclose($fp);
$private_key_id = openssl _get _privat ekey($private_key);
/1 Conmpute the signature.
openssl _sign($policy, $signature, $private_key_id);
/] Free the key from nmenory.
openssl _free_key($private_key_id);
return $signature;
}

function url _safe_base64_encode( $val ue)
$encoded = base64_encode($val ue);

/'l Replace the characters that cannot be used in a URL.
return str_replace(array('+, '=", '/'"), array('-', '_'", '~'"), $encoded);

}

?>

</ body>
</htm >

Sample Code for MaxMind

The samples in this section show how to get a location from MaxMind from an end user's IP address and,
if you are authorized to distribute the requested object to the user's location, how to create a signed URL
for the object.

All sample code was tested before the document was published, but subsequent changes to the MaxMind
API could affect whether the samples are still accurate. For the latest information, go to the MaxMind
documentation.

See the applicable sample code:

¢ Java Sample Code for MaxMind (p. 257)
¢ .NET Sample Code for MaxMind (p. 263)
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» PHP Sample Code for MaxMind (p. 261)

Java Sample Code for MaxMind

GetCountryCodeServlet.java

GetCountryCodeServlet.java calls GetMaxMindCountryCode.java, which is shown later in this article, to
ask MaxMind for the country code that is associated with an end user's IP address. If the country code
is not AU (Australia), GetCountryCodeServlet.java calls SignedUrl.java to create a signed URL that the
end user can use to access a file in the CloudFront distribution.

Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

Li censed under the Apache License, Version 2.0 (the "License").
You may not use this file except in conpliance with the License.
A copy of the License is |ocated at

http://aws. amazon. com apache2. 0

or inthe "license" file acconpanying this file. This file is distributed
on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
express or inplied. See the License for the specific |anguage governing
permi ssions and limtations under the License.

L T N S R T R B R

/1 Signed URLs for a private distribution

/1 Note that Java supports SSL certificates only in DER format,

/1l so you will need to convert your PEMformatted file to DER fornat.

/1 To do this, you can use openssl:

/'l openssl pkcs8 -topk8 -nocrypt -in origin.pem-informPEM-out new der -outform
DER

/1l For the encoder to work correctly, you should al so add the

/1l bouncy castle jar to your project and then add the provider.ds.

import java.io.lOException;
inmport java.io.PrintWiter;
import java.util.StringTokeni zer;

i mport javax.servlet. Servl et Excepti on;

i mport javax.servlet.http. HtpServlet;

import javax.servlet.http. HtpServl et Request;
import javax.servlet.http. HtpServl et Response;

public class GetCountryCodeServlet extends H tpServlet {
private static final |ong serial VersionUD = 1L;

final String GEOAPIURL = "MaxM nd URL";

final String GEOAPI TOKEN = "MaxM nd user token";

final String PATHTODER = "path to .der file";

final String KEYPAIRI D ="Cl oudFront key pair |D";
final String HTTPORHTTPS = "htt ps";

final String CFDI STRI BUTI ON = "dxxxx.cl oudfront.net";
final String CFPATH = "Cl oudFront URL for file";

/1 date and time that C oudFront's signed URL expires,
/1l in Coordinated Universal Tine
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final String EXPIRETS = "2012-11-14T22: 20: 00. 000Z";
final String BLOCKEDCOUNTRY="AU";

protected voi d doGet (Ht t pServl et Request request, HtpServl et Response response)
throws Servl et Exception, |OException {

String ip = null;
StringTokeni zer st = null;
PrintWiter out = response.getWiter();

String headers = request. get Header (" X- FORWARDED- FOR") ;

if (headers!= null){
st = new StringTokeni zer (headers,",");

whil e (st.hasMoreTokens()) {
ip = st.nextToken();

}
}

//Get the client's I P addr in case X-Forwarded-1P header doesn't exist.
if (ip==null) ip = request.get Renot eAddr ();
try {

Get MaxM ndCount ryCode country = new Get MaxM ndCount r yCode(" GEQAPI
URL", " GEOAPI TOKEN") ;

if ( !country.getCountry(ip).equals(BLOCKEDCOUNTRY)) {

Si gnedUr| myApp = new Si gnedUr | ( KEYPAI RI D, PATHTCDER) ;
out. println(nmyApp. get Si gnedHash( HTTPORHTTPS, CFDI STRI BUTI ON, CFPATH, EX
Pl RETS)) ;

telse {
out.println("You cannot access this link.");

} catch (Exception el) {
el.printStackTrace();

}

GetMaxMindCountryCode.java

GetMaxMindCountryCode.java sends MaxMind a request that includes an end user's IP address. The
return value is a country code.

Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

Li censed under the Apache License, Version 2.0 (the "License").
You may not use this file except in conpliance with the License.
A copy of the License is |ocated at

E I I S T

http://aws. amazon. com apache2. 0
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L I I

or inthe "license" file acconpanying this file. This file is distributed
on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
express or inplied. See the License for the specific |anguage governing
pernmissions and limtations under the License.

/

i mport java.io.BufferedReader;
import java.io.lnputStream

i mport java.io.lnputStreanReader;
i mport java.net. URL;

i mport java. net.URLConnecti on;

public class Get MaxM ndCountryCode {

private static String geoApi EndPoi nt;
private static String api Token;

Get MaxM ndCount ryCode( String mygeoApi EndPoi nt, String myapi Token){

}

geoApi EndPoi nt = nygeoApi EndPoi nt ;
api Token = nyapi Token;

public String getCountry(String enduserlP) throws Exception {

String geoApi URL = "http://"+geoApi EndPoi nt +" ?| =" +api Token+" & =" +enduser | P;
/1 Call to MaxM nd API.

URL url = new URL(geoApi URL);

URLConnection url Conn = url.openConnection();

ur | Conn. set UseCaches(fal se);

I nput StreanReader in = new | nput StreanReader ((I nput Streanm) url Conn. get Con

tent());

}
}

Buf f er edReader buff = new Buf f er edReader (i n);

return buff.readLine();

SignedUrl.java

SignedUrl.java creates a signed URL that the end user can use to access a file in the CloudFront distri-

bution.

/*

* Copyright 2011 Amazon.com Inc. or its affiliates. Al Rights Reserved.

*

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in conpliance with the License.

* A copy of the License is |ocated at

*

* http://aws. anazon. conf apache2.0

*

* or inthe "license" file acconpanying this file. This file is distributed
* on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
*

express or inplied. See the License for the specific |anguage governing
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* permissions and |limtations under the License.
*/

import java.io.FilelnputStream

i mport java.io. Fil eNot FoundExcepti on;
import java.io.l|OException;

import java.security. Security;

i mport java.text.ParseException;

import org.jets3t.service.d oudFront Servi ce;
import org.jets3t.service.d oudFront Servi ceExcepti on;
inmport org.jets3t.service.utils.Serviceltils;

public class SignedUrl {

/1 Signed URLs for a private distribution

/1 Note that Java supports SSL certificates only in DER fornat,

/1 so you need to convert your PEMfornmatted file to DER fornmat.

/1 To do this, you can use openssl:

/'l openssl pkcs8 -topk8 -nocrypt -in origin.pem-informPEM -out new. der -
out f orm DER

/1 For the encoder to work correctly, you should al so add the

/'l bouncy castle jar to your project and then add the provider.ds.

private static String keyPairld;
private static String privateKeyFil ePat h;

SignedUrl (String mykeyPairld, String nyprivateKeyFil ePath){
keyPairld = nykeyPairld;
privateKeyFi |l ePath = nypri vat eKeyFi |l ePat h;

}

public String getSignedHash(String protocol, String cfDistribution, String
objectUri, String expTine) throws Fil eNot FoundException, | CException,
Cl oudFront Servi ceExcepti on, ParseExcepti on{

Security. addProvi der (new org. bouncycastl e.jce. provi der. BouncyCast| ePro
vider());

/] Convert your DER file into a byte array.

byte[] derPrivateKey = Serviceltils.readl nputStreaniloBytes(new Fil el nput
Strean( privat eKeyFi | ePath));

/'l Cenerate a "canned" signed URL to allow access to a
/] specific distribution and object.

String signedU | Canned = C oudFront Servi ce. si gnUr| Canned(
protocol+ "://" + cfDistribution + "/" + objectUri, // resource URL or
path
keyPairld, /1 Certificate identifier,
/1 an active trusted signer for the distribution
derPrivateKey, // DER private key data
Serviceltil s. parsel so8601Dat e(expTi me) // DatelLessThan

)

return signedUrl Canned,

}
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PHP Sample Code for MaxMind

The following sample application gets the IP address of the end user and sends the IP address to MaxMind.
MaxMind returns the country code that corresponds to the end user's IP address. The application then
displays the country code that is blocked and evaluates whether the value returned by MaxMind matches
the blocked country code. If the end user's country is not blocked, the application displays a "You are not
blocked" message, uses a canned policy to create a signed URL that expires in five minutes, performs
the substitutions necessary to ensure that the URL doesn't include any invalid characters, and redirects
the user's browser to the signed URL. If the end user's country is blocked, the application displays a "You
are blocked" message and a graphic.

<! DOCTYPE htnm >

<htm >
<head>

<title>Geobl ocking Test</title>
</ head>
<body>

<h1>Ceobl ocki ng Test </ hl>
<?php
/1 Configure the private key (make sure this information is secure).
$private_key _filename = 'path to private key'
$key_pair_id = ' oudFront key pair 1D ;
/*

* Configure the geobl ocking paraneters. The follow ng variabl es
* describe the two-letter country to be bl ocked, the

* CloudFront URL for the file that you want to secure

* and the expiry time of the URL. Change these val ues as needed.
*/

$bl ocked_geo
$asset _path

$expires

|gbl;
'C oudFront URL for the object';
time() + 300; // (5 mnutes from now)

/1 Configure the URL to the geol ocation service.

$t oken = ' MaxM nd user token';

$addr ess = '"MaxM nd URL';

$renote_ip = get _renote_i p_address();

$service_url = $address . '?1=" . $token . '& =" . $renote_ip;

/1 Call the web service using the configured URL.
$ch = curl _init();

curl _setopt($ch, CURLOPT_URL, $service_url);

curl _setopt ($ch, CURLOPT_RETURNTRANSFER, 1);
$ws_response = curl _exec($ch);

$edge_geo = $ws_response;

echo ' <p>The country being bl ocked is: st rtoupper ($bl ocked_geo) </ p>';

if ($edge_geo != strtoupper($bl ocked_geo))

echo '<p>Your country is: ' strtoupper ($edge_geo) "</ p>';

echo '<p>You are not bl ocked. </p>';

$signed_url = create_signed_url ($asset_path, $private_key_fil enane,
$key pair_id, $expires);

echo '<inmg src="" $signed_url . '" w dth="600" hei ght="401" />' ;
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}
el se
{
echo '<p>Your country is: ' . strtoupper($edge_geo) . '</p>';
echo ' <p>You are bl ocked. </ p>';
$bl ocked_url = "'http://s3. anmazonaws. conl <Anmazon S3 bucket >/ bl ocked-i nage. j pg';
echo '<ing src=""' . $blocked_ url . '" alt="Access bl ocked" wi dth="600"
hei ght =" 401" />';
}

/1 Function definitions
function get_renote_i p_address()
/] Check to see if an HTTP_X FORWARDED FOR header is present.

i f ($_SERVER[' HTTP_X_FORWARDED FOR ])

{
/1 If the header is present, use the last |P address.
$tenp_array = explode(',', $_SERVER[' HTTP_X FORWARDED FOR ]);
$tenp_i p_address = $tenp_array[count($tenp_array) - 1];
}
el se
/1 |f the header is not present, use the
/1 default server variable for renpte address.
$tenp_i p_address = $ SERVER[ ' REMOTE_ADDR | ;
}

return $tenp_i p_address;

function create_signed_url ($asset_path, $private_key fil enane, $key_pair_id,

$expires)
{
/1 Build the policy.
$canned_policy = '{"Statenent":[{"Resource":""' . $asset_path
""", "Condition":{"DateLessThan": {"AW5: EpochTine":"'. $expires . '"}}}1}";

/1 Sign the policy.
$si gnature = rsa_shal_si gn($canned_policy, $private_key filename);

/1 Make the signature contains only characters that
/1 can be included in a URL.
$encoded_signature = url _safe_base64_encode($si gnature);

/1 Conmbi ne the above into a properly forned URL nane
$tenp_signed_url = $asset_path . '?Expires=" . $expires . '&Signature='
$encoded_signature . '&Key-Pair-1d=" . $key_pair_id;

return $tenp_signed_url;
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function rsa_shal_sign($policy, $private_key_ filenane)

{
$si gnature = "'
/'l Load the private key.
$fp = fopen($private_key_filename, 'r');
$private_key = fread($fp, 8192);
fclose($fp);
$private_key_id = openssl _get _privatekey($private_key);
/1 Conmpute the signature.
openssl _sign($policy, $signature, $private_key_id);
/'l Free the key from nmenory.
openssl _free_key($private_key_id);
return $signature;
}

function url _safe_base64_encode( $val ue)
$encoded = base64_encode($val ue);

/'l Replace characters that cannot be included in a URL.
return str_replace(array('+, '=", '/"), array('-', '_'", '~'"), $encoded);

}

?>

</ body>
</htm >

NET Sample Code for MaxMind

The following sample application gets the IP address of the end user and sends the IP address to MaxMind.
MaxMind returns the country code that corresponds with the end user's IP address. The application then
evaluates whether the value returned by Digital Element matches the blocked country code. If the end
user's country is blocked, the application displays a message to that effect. If the end user's country is
not blocked, the application creates a signed URL that expires in one minute, performs the substitutions
necessary to ensure that the URL doesn't include any invalid characters, and redirects the user's browser
to the signed URL.

<%@ Page Language="C#" AutoEventWreup="true" %

<I DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN" "ht
tp://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ml 1-transi tional . dtd">

<htm xm ns="http://ww.w3. org/ 1999/ xhtm " >
<head i d="Headl" runat="server">
<title></title>
</ head>
<body>
<formid="forml" runat="server">
<di v>
<%Get Cont ent () %
</ di v>
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</fornme
</ body>
</htm >

<%@ | nport Nanespace="System Linq" %

<%@ | nport Nanespace="System Xm . Linq" %

<%@ | nport Nanespace="System Security. Cryptography" %
<%@ | nport Nanespace="System Net" %

<%@ | nport Nanespace="System | O %

<script runat="server">

/] Key pair IDfor the CoudFront key pair
private const string KEYPAIR ID = "C oudFront key pair |D";

Il Private key for the C oudFront key pair.
/] The value is derived from openssl key.
private const string PRI VATE_KEY = "private key";

/1 JSON policy statement used in the expiring URL
private const string POLICY = "{{\"Statenent\":[{{\"Resource\":\"{0}\",\"Con
dition\":{{\"DateLessThan\": {{\"AWS: EpochTime\": {1}}3}}}}}1}}";

/1 User token to be passed in to GEO I P service call
private const string USERTOKEN = "user token";

/] Geol ocation service URL with paraneters:
/1 {0} = User Token and {1} = I P address
private const string SERVI CEURL = "http://geoi p3. maxm nd. com a?l ={ 0} & ={1}";

/1 Array of countries to block
private static readonly string[] COUNTRIES TO BLOCK = new String[] {"US"};

private const string BLOCKED_MSG = "Your access to this content is bl ocked
because you're visiting from'{0}"'.";

[l <summary>

/1l Returns the |IP address comi ng fromthe request object.

/1l <lsummary>

/1l <returns>The | P address for the request.</returns>

private string GetOiginl pAddress()

{
/1 . NET provides Request. User Host Address to get the
/1 renmpte | P address, but this could be the | P address of the
/1 last proxy in a chain, for exanple, an Elastic Load Bal ancer.
/1 Instead use the HTTP_X FORWARDED FOR header if one exists.
string forwardedl pAddresses = this. Request. Server Vari abl es[ "HTTP_X_FORWAR

DED FOR'];

if (string.!lsNull O Enpty(forwardedl pAddresses))

{
/1 Return the UserHost Address.
return Request. User Host Addr ess;
}
el se

/] Get the last itemin the list.
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return forwardedl pAddresses. Split(',").Last().Trim();

}

/1l <summary>
/1l This function returns the country code
/1l associated with the |IP address in the request object.
/1l <lsummary>
/1l <returns>The country code for the request.</returns>
private string Get CountryCodeFromn P()
{
var i pAddress = GetOriginl pAddress();
var serviceURL = String. Format (SERVI CEURL, Server. Url Encode( USERTOKEN) ,
Server. U | Encode(i pAddress));

try
{
var webReq = H t pWebRequest. Creat e(servi ceURL);
var webRes = webReq. Get Response() . Get ResponseStreanm();
var sr = new StreanReader (webRes);
var strRes = sr.ReadToEnd();
sr.C ose();
return strRes. Trin(). ToUpper();

}

cat ch( Exception ex)

{
/1l There was an error in making the web request.
thi s. Response. Wite(serviceURL + "<br><br>");
thi s. Response. Wite(ex. Message);
t hi s. Response. End() ;

}

return null;

}

[l <summary>
/11 This function returns a signed URL that will expire
/11 in 1 minute. For nore infornation, see "Create a URL Signature
/1l Using C# and the .NET Framework" in the Amazon O oudFront Devel oper
Gui de:
/11 http://docs. aws. amazon. com AmazonC oudFront /| at est/ Devel oper Gui de/ Cre
at eSi gnat ur el nCShar p. ht ni
/1l <lsummary>
/1] <param nanme="resourcelrl|"></paranr
I'1l <returns></returns>
private string GetSignedURL(string resourcelUrl)
{
/1 Compute expiration date.
var endTi neSpanFromNow = new Ti neSpan(0, 1, 0);
var interval End = (DateTi ne. Ut cNow. Add( endTi meSpanFromNow) ) - new Date
Time(1970, 1, 1, 0, 0, 0O, DateTineKind. Uc);
var endTinestanp = (int)interval End. Total Seconds; // Tinestanp nust be a
whol e number
var expires = endTi mestanp. ToString();
var strPolicy = string. Format (PCLI CY, resourceUrl, expires);

/1 Encrypt the policy.
var bufferPolicy = Encoding. ASCl | . Get Byt es(strPolicy);
var cryptoSHA1 = new SHALCrypt oServi ceProvi der();
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buf ferPolicy = crypt oSHAL. Conput eHash( buf ferPolicy);

var provider RSA = new RSACryptoServi ceProvi der();

provi der RSA. Fr omXm St ri ng( PRI VATE_KEY) ;

var rsaFormatter = new RSAPKCSLSi gnat ureFormatter (provi der RSA);
rsaFormat t er. Set HashAl gori t hn(" SHAL") ;

var signedPol i cyHash = rsaFornmatter. CreateSi gnature(bufferPolicy);

var strSignedPolicy = System Convert.ToBase64String(signedPolicyHash);

/1 Build the query string with the expiration, policy signature,

/1 and d oudFront key pair |D.

var queryString = "Expires={0}&Si gnature={1}&Key-Pair-1d={2}";

queryString = String. Format (queryString, Server. Ul Encode(expires),
Server. Url Encode(strSi gnedPol i cy), Server. Ul Encode(KEYPAIR ID));

var url String = resourceU | + "?" + queryString;

return url String;

}

/1] <summary>

/1l Return a nessage saying this is blocked because of your |ocation,
/1l or return an inmage tag.

/1l <lsummary>

/1] <returns></returns>

public string GetContent()

{
var country = Get CountryCodeFrom P();
if (COUNTRI ES_TO BLOCK. Cont ai ns(country))
{
/1 The country returned fromthe call to the geol ocation service
/1 is listed in the array of blocked countries.
return string. Format (BLOCKED MSG country);
}
el se
{
/1 The country returned fromthe call to the geol ocation service
/1 is NOT listed in the array of bl ocked countries
/] Get a signed URL for the content and display it.
var url = GetSignedURL("C oudFront URL");
var inmg = "<inmg src="{0}" />";
return String. Format (inmg, url);
}
}
</script>

Frequently Asked Questions

How can | ensure that | retrieve the correct IP address of the end user visiting my website?

You can use a variety of methods to get the IP address of the end user visiting your website. Here are

two possible methods:

« If your web server is not connected to the Internet through a load balancer, you can use a web server
variable to get the remote IP address. However, this IP address isn't always the end user's IP address—it
can also be the IP address of a proxy server, depending on how the end user is connected to the Internet.

« If your web server is connected to the Internet through a load balancer, a web server variable may
contain the IP address of the load balancer, not the IP address of the end user. In this configuration,
we recommend that you use the last IP address in the X- For war ded- For http header. This header
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typically contains more than one IP address, most of which are for proxies or load-balancers. The last
IP address in the list is the one most likely to be associated with the end user's geographic location.

If your web server is not connected to a load balancer, we recommend that you use web server variables
instead of the X- For war ded- For header in order to avoid IP address spoofing. The sample code in this
document uses the X- For war ded- For header if the header is present. If you do not want to use this
method to get the IP address of the end user, you can edit the sample code.

Can | use any third-party geolocation service to restrict access to my content in CloudFront?

Yes. You will need an account with the third-party service to call their API, and you will need to modify
the sample code accordingly.

What is the cost of using this solution?

The cost of using a third-party geolocation service will depend on which service provider you use. Current
pricing for CloudFront usage is available on the Amazon CloudFront Pricing page. There are no additional
CloudFront charges for using the CloudFront private-content feature.

Can |l use location information other than country to block access to my content?

If your geolocation service provides information in addition to the country code, your application can use
that information to determine whether you can distribute your content to the end user. Then your application
can generate a CloudFront signed URL as described in this tutorial or in Using a Signed URL to Serve
Private Content in the Amazon CloudFront Developer Guide.

What should I do if the third-party service is not returning the correct information about an end
user?

Confirm that you are correctly calling the API provided by the third-party geolocation service, and that
you are using the correct IP address for the end user. If you are still encountering issues with the third-
party service or with the accuracy of the data that you receive from the service, contact the service vendor
directly.

Additional Services and Documentation

Digital Element Services and Documentation

For information about Digital Element services, see the Digital Element website.

Documentation for Digital Element services is available only with a Digital Element account.

MaxMind Services and Documentation

MaxMind offers a variety of geolocation services and other web services, including the following services:

¢ MaxMind GeolP Omni Web Service, http://www.maxmind.com/app/web_services_omni
« MaxMind JavaScript Web Service, http://www.maxmind.com/app/javascript
¢ Other MaxMind web services, http://www.maxmind.com/app/web_services

The web distribution for each MaxMind API includes documentation and sample programs.

For more information, see Web Services on the MaxMind website.
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Amazon Web Services Documentation

¢ CloudFront, http://aws.amazon.com/documentation/cloudfront
¢ Amazon S3, http://aws.amazon.com/documentation/s3/
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On-Demand Video Streaming Using CloudFront
and Adobe Flash Player

When you stream media files using CloudFront, you provide both your media file and the media player
with which you want end users to play the media file. To use Adobe Flash Player to stream media files
with CloudFront, perform the procedures in the following topics:

Creating an Amazon S3 Bucket (p. 269)

Creating CloudFront Web and RTMP Distributions (p. 269)

Creating a Flash Project Using Adobe Flash Builder (p. 270)

Uploading Media and Flash Builder Files to an Amazon S3 Bucket (p. 272)
Playing the Media File (p. 273)

gk wdPe

This tutorial uses Adobe Flash Builder version 4.6 to generate the files necessary to stream a video using
Adobe Flash Player. For more information about Flash Builder, go to the Flash Builder page on the Adobe
website. For information about downloading a free trial version of Adobe Flash Builder, go to the Down-
loads/Adobe Flash Builder 4.6 page.

For a list of the codecs that Flash Player supports, go to the Supported codecs | Flash Player page on
the Adobe website.

For more information about streaming media using CloudFront, see Working with RTMP Distribu-
tions (p. 60).

Creating an Amazon S3 Bucket

You can upload your media files and your media player files to the same Amazon S3 bucket or to separate
buckets. For this tutorial, you'll create one bucket for both a media file and the Flash Player media player
files. You'll upload the files later in the process, after you create the Adobe Flash Player files.

To create an Amazon S3 bucket

1. Signinto the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

2. Inthe Amazon S3 console, click Create Bucket.
3. Inthe Create Bucket dialog, enter a bucket name.
Important
For your bucket to work with CloudFront, the name must conform to DNS naming require-

ments. For more information, go to Bucket Restrictions and Limitations in the Amazon Simple
Storage Service Developer Guide.

4. Select a region for your bucket. By default, Amazon S3 creates buckets in the US Standard region.
We recommend that you choose a region close to you to optimize latency, minimize costs, or to ad-
dress regulatory requirements.

5. Click Create.

Creating CloudFront Web and RTMP Distributions

To configure CloudFront to stream a media file, you need a CloudFront RTMP distribution. For this tutorial,
you'll also create a CloudFront web distribution to access the .himl file that Adobe Flash Builder creates.
Perform the following two procedures.
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To create a CloudFront web distribution

1. Open the Amazon CloudFront console at https://console.aws.amazon.com/cloudfront/.
2. Click Create Distribution.

3. On the first page of the Create Distribution Wizard, accept the default selection, Web, and click
Continue.

Step 1: Select delivery @
method

Select a delivery method for your content. Leam More

@ Web " Create a web distribution if you want to:
+ Speed up distribution of static and dynamic content, for
example, .html, .css, .php, and graphics files.
RTMP » Distribute media files using HTTP or HTTPS.
. * Add, update, or delete objects, and submit data from web
forms.
» Use Iive streaming to stream an event in real time.
*You store your files in an origin — either an Amazon 53 bucket or

aweb server. After you create the distribution, you can add more
ongins to the distribution.

Gance! m

4. On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To create an Amazon S3 bucket (p. 269). If you have a
lot of Amazon S3 buckets, you can type the first few characters of the bucket name to filter the list.

5. Accept the default values for the remaining fields, and click Create Distribution.

6. After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. (It
also appears on the General tab for a selected distribution.)

To create a CloudFront RTMP distribution

1. Inthe CloudFront console, click Create Distribution.
2. Inthe Create Distribution Wizard, click RTMP, and click Continue.

3. On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To create an Amazon S3 bucket (p. 269). If you have a
lot of Amazon S3 buckets, you can type the first few characters of the bucket name to filter the list.

4. Accept the default values for the remaining fields on the Create Distribution page, and click Create
Distribution.

5. After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. The
domain name also appears on the General tab for a selected distribution.

Creating a Flash Project Using Adobe Flash
Builder

You can use Adobe Flash Builder to automatically create a Flash project, which contains all of the files
necessary to play a media file using Adobe Flash.
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To create a Flash project using Adobe Flash Builder

1. Start Adobe Flash Builder.
2. On the Flash Builder File menu, click New > Flex Project.
3. Enter the following values:

* Project name: Enter a name for your project, for example, CloudFrontStreaming.

« Folder: Specify where you want Flash Builder to save the files for this project. If you don't want to
use the default location, uncheck the Use default location checkbox, and choose another location.

Make note of the location; you'll need it later in the process.
e Application type: Accept the default value, Web.
¢ Flex SDK version: Accept the default value, Use default SDK.

4. To create the project, click Finish.

After Flash Builder creates the project, a new tab that has the name of your project appears in the
Flash Builder user interface. The Source button on the <project-name> tab is selected, and the
Source page contains several lines of XML code.

5. Delete the default XML code on the Source page.
6. Copy the following XML code, and paste it into the blank Source page in Adobe Flash Builder.

<?xm version="1.0" encodi ng="utf-8"?>
<s:Application xmns: fx="http://ns.adobe. con nxm / 2009"
xm ns:s="library://ns. adobe. coni f| ex/ spar k"
xm ns: mx="library://ns. adobe. con fl ex/ nx" m nW dt h="955" nin
Hei ght =" 600" >
<f x: Decl arati ons>
<l-- Place non-visual elenments here, for exanple, services and val ue
objects -->
</ fx: Decl arati ons>
<fx: Scri pt>
<! [ CDATA]
i mport nx.events. Fl exEvent;
import org.osnf.net. Stream ngURLResource; inport org.osnf.net. FMSURL;

protected function vp_preinitializeHandl er(event: Fl exEvent): void
{
var myURL: St r eani ngURLResour ce = new St reani ngURLResource("rtnmp: //RT
MP- DI STRI BUTI ON- DOVAI N- NAMVE/ cf x/ st/ np4: VI DEO- FI LE- NAME- W THOUT- EXTENSI ON') ;

myURL. ur |l | ncl udesFMSAppl i cati onl nstance = true;
myVi deoPl ayer. source = nmyURL;
}
11>
</fx:Script>
<s: Vi deoPl ayer id="nyVi deoPl ayer" autoPlay="true" preinitialize="vp_prein
itializeHandl er(event)" x="32" y="52"/>
</s: Application>

7. Inthe XML code that you pasted into the Source page, replace the following values:

¢ Replace RTMP- DI STRI BUTI ON- DOVAI N- NAMVE with the CloudFront domain name for your RTMP
distribution, for example, s5¢39gqgb8ow64r . cl oudf ront . net .
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10.

¢ Replace VI DEO- FI LE- NAME- W THOUT- EXTENSI ON with the name of your video file, but exclude
the filename extension. For example, if the name of your video is my-vacation.mp4, enter only ny-
vacati on.

Save your changes.
On the Flash Builder Project menu, click Export Release Build.
In the Export Release Build dialog box, accept all default values, and click Finish.

Flash Builder creates the files for your project and saves them in the location that you specified in
Step 3.

Uploading Media and Flash Builder Files to an
Amazon S3 Bucket

When you use Adobe Flash Builder to generate the files for streaming media files, you upload media files
and Flash Builder files to the same Amazon S3 bucket.

To upload your media and Flash Builder files to an Amazon S3 bucket

1.

4.

Sign in to the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

In the Buckets pane, select your bucket, and click Upload.
On the Upload - Select Files page, click Add Files, and add the following files:

¢ Your media file

« The files that Flash Builder generated when you performed the procedure To create a Flash project
using Adobe Flash Builder (p. 271). Upload only the files in the bi n-r el ease directory. You can
exclude the files in the bi n-r el ease/ hi st ory subdirectory.

Upload - Select Files Cancal X

Upload to: || myawsbucket100

3, dlick Add Files. To upload o Amazon 53, chick Enable Enhanced Uploader
downloads a Java™ Applet SE 6 Update 10 or later). To remove files already

No files added...

3 Add Files ) @ Remove Selected Files Enable Enhanced Uploader (BETA) teurrber of fles: 0 Total unload size: O bytes

Sot Datails > || Start Upload | Cancel

Grant public read permissions for the files that you added in the previous step.

a. Click Set Details.
b. On the Set Details page, click Set Permissions.
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c. Onthe Set Permissions page, click Make everything public.

5. Click Start Upload.

Playing the Media File

To play the media file, you display the HTML file that Flash Builder created for your project and that you
uploaded to your Amazon S3 bucket.

To play the media file

1. Enterthe CloudFront URL of the HTML file that Flash Builder created for your project by concatenating
the following values:

http://domai n- name- f or - your - Cl oudFront - di stri buti on/ HTM.-fi | e- nane
For example:

http://dl11111abcdef 8. cl oudfront. net/d oudFront Streamni ng. ht m
2. Inthe video player, click the arrow button.

The video should begin to play.
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On-Demand Video Streaming Using CloudFront
and Flowplayer for Adobe Flash

When you stream media files using CloudFront, you provide both your media file and the media player
with which you want end users to play the media file. To use the Flowplayer for Adobe Flash media
player to stream media files with CloudFront, perform the procedures in the following topics:

1. Uploading Media and Flowplayer Files to an Amazon S3 Bucket (p. 274)
2. Creating CloudFront Web and RTMP Distributions (p. 275)
3. Embedding Video in an HTML Page (p. 276)

Note
To stream video using CloudFront and Flowplayer for Adobe Flash, your users must enable
Javascript in their browsers.

This tutorial is based on version 3.2.12 of Flowplayer for Adobe Flash. For more information about
Flowplayer Flash, go to the Flowplayer Flash website. For a list of the video formats that Flowplayer Flash
supports, go to Video formats in the Flowplayer developer documentation about the Flowplayer develop-
ment environment.

Note
Flowplayer has released an HTML 5 version of their media player. The following procedures
only work with Flowplayer Flash, not with Flowplayer HTMLS5.

For more information about streaming media using CloudFront, see Working with RTMP Distribu-
tions (p. 60).

Uploading Media and Flowplayer Files to an
Amazon S3 Bucket

You can upload your media files and your media player files to the same Amazon S3 bucket or to separate
buckets. For this tutorial, you'll upload an .mp4 media file and the Flowplayer media player files to the
same bucket.

To upload media and Flowplayer files to an Amazon S3 bucket
1. Download the following files from the Flowplayer website:

¢ The Flowplayer media player. After you download Flowplayer, extract the contents of the .zip file.

« flowplayer.rtmp-3.2.10.swf. This is a plugin that allows Flowplayer to stream video using the RTMP
protocol. The file is available on the RTMP page on the Flowplayer website.

2. Sign in to the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

3. Inthe Amazon S3 console, click Create Bucket.

4. Inthe Create Bucket dialog, enter a bucket name.

Important

For your bucket to work with CloudFront, the name must conform to DNS naming require-
ments. For more information, go to Bucket Restrictions and Limitations in the Amazon Simple
Storage Service Developer Guide.
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Select a region for your bucket. By default, Amazon S3 creates buckets in the US Standard region.
We recommend that you choose a region close to you to optimize latency, minimize costs, or to ad-

dress regulatory requirements.

Click Create.
Select your bucket in the Buckets pane, and click Upload.
On the Upload - Select Files page, click Add Files, and add the following files (the Flowplayer

version numbers in your files may be different):

9. Grant public read permissions for the files that you added in the previous step.

flowplayer.controls-3.2.12.swf
flowplayer-3.2.11.min.js
flowplayer-3.2.12.swf
flowplayer.rtmp-3.2.10.swf
Your media file in .mp4 format

Upload - Select Files Cancal X

Upload to: || myawsbucket100

153, dlick Add Files. To upload wh
rloads a Java™ Applet (req

o Amazon 53, chick Enable Enhanced Uploader
w3 SE 6 Update 10 or later). To remove files already

Ho files added...

2 Add Files ) @ Remove Selected Piles Enable Enhanced Uploader (BETA) Mumber of fles: & Total upload size: 0 bytes

Sot Catails > | | Start Upload || Cancel

a. Click Set Details.
b. On the Set Details page, click Set Permissions.
c. Onthe Set Permissions page, click Make everything public.

10. Click Start Upload.

Cr

eating CloudFront Web and RTMP Distributions

To configure CloudFront to stream a media file, you need a CloudFront web distribution for the Flowplayer
files and an RTMP distribution for the media file. Perform the following two procedures to create a web

distribution and an RTMP distribution.

To create a CloudFront web distribution for your Flowplayer files

1. Open the Amazon CloudFront console at https://console.aws.amazon.com/cloudfront/.

2. Click Create Distribution.
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3. On the first page of the Create Distribution Wizard, accept the default selection, Web, and click
Continue.

Step 1: Select delivery 2@
method

Select a delivery method for your content. Leam More

& Wab * Create a web distribution if you want to:
» Speed up distribution of static and dynamic content, for
example, .html, .css, .php, and graphics files.
RTIMP » Distribute media files using HTTF or HTTPS.
. = Add, update, or delete objects, and submit data from web
forms.
* Use live streaming to siream an event in real time.
*You store your files in an origin — either an Amazon 53 bucket or
aweb senver. After you create the distribution, you can add more
ongins to the distribution.

Gance' m

4. On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To upload media and Flowplayer files to an Amazon S3
bucket (p. 274). If you have a lot of Amazon S3 buckets, you can type the first few characters of the
bucket name to filter the list.

5. Accept the default values for the remaining fields, and click Create Distribution.

6. After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. (It
also appears on the General tab for a selected distribution.)

To create a CloudFront RTMP distribution for your media file

1. Inthe CloudFront console, click Create Distribution.
2. Inthe Create Distribution Wizard, click RTMP, and click Continue.

3. On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To upload media and Flowplayer files to an Amazon S3
bucket (p. 274). If you have a lot of Amazon S3 buckets, you can type the first few characters of the
bucket name to filter the list.

4. Accept the default values for the remaining fields on the Create Distribution page, and click Create
Distribution.

5. After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. The
domain name also appears on the General tab for a selected distribution.

Embedding Video in an HTML Page

The following sample HTML file shows you how to stream a video using the web and RTMP distributions
that you created in Creating CloudFront Web and RTMP Distributions (p. 275). To use this sample to
stream your video, perform the following steps:

1. Copy the HTML code below, and paste it into a text editor.

2. Review the comments in the HTML file, and replace the following placeholders with the applicable
values:
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* WEB-DISTRIBUTION-DOMAIN-NAME
* VIDEO-FILE-NAME
* RTMP-DISTRIBUTION-DOMAIN-NAME

3. Save the file with a .html filename extension, for example, f | owpl ayer - exanpl e. ht m .
4. Open the .html file in a web browser, and play your video.

<HTM_>

<HEAD>

<TlI TLE>Amazon C oudFront Stream ng with Fl owpl ayer</ Tl TLE>
</ HEAD>

<BODY>
<H1>This video is streanmed by C oudFront and played in Fl owpl ayer. </ H1>
<l-- This HTM. file plays an MP4 nedia file using Fl owl ayer.

Repl ace all instances of WEB-DlI STRI BUTI ON- DOVAI N- NAME wi t h t he
dormai n nanme of your O oudFront web distribution, for exanple,
dl1111labcdef 8. cl oudfront.net (begins with "d").

Updat e the version nunber that appears in the flowpl ayer-version fil enanmes
with the version nunber of the files that you downl oaded fromthe Fl owpl ayer
website.

The files may not have the same version nunber.

Ensure that URLs don't contain any spaces.
-->

<l-- Call the Flowl ayer JavaScript file. -->
<script src="http://\WEB- DI STRI BUTI ON- DOVAI N- NAME/ f | owpl ayer -
3.2.11. mn.js"></script>

<I-- Style section. Specify the attributes of the player
such as height, width, color, and so on.
-->
<styl e>
a.rtm {

di spl ay: bl ock;

wi dt h: 720px;

hei ght : 480px;

mar gi n: 25px O;

text-align:center;

backgr ound- col or: bl ack;

}
</styl e>
<I-- Replace VIDEO FI LE-NAME with the nanme of your .np4 video file,

excluding the .np4 fil ename extension. For exanple, if you uploaded a file
call ed my-vacation-vi deo. np4, enter mny-vacation-video.

If you're streaming an .flv file, use the follow ng format:
<a class="rtnp" href="VIDEO FI LE- NAMVE"/ >
-->
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<a class="rtnp" href="np4: VI DEO FI LE- NAME"/ >

<script type="text/javascript">
$f ("a.rtnp", "http://WEB-DI STRI BUTI ON- DOVAI N- NAME/ f | owpl ayer-3. 2. 12. swf", {
/] Configure Flowplayer to use the RTMP plugin for stream ng.
clip: {
provider: 'rtnp'

I
/'l Specify the location of the RTMP pl ugin.
pl ugi ns: {

rtnp: {

url: "http://VEB- D STRI BUTI ON- DOVAI N- NAME/ f | owpl ayer. rt np- 3. 2. 10. swf ',

/1 Repl ace RTMP- DI STRI BUTI ON- DOVAI N- NAME wi th t he domai n name of your

/1 O oudFront RTMP distribution, for exanple, s5c39ggb8ow64r. cl oud
front. net.
net ConnectionUrl: 'rtnp://RTMP- DI STRI BUTI ON- DOVAI N- NAVE/ cf x/ st
}
}
1

</script>

</ BODY>
</ HTM_>
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On-Demand Video Streaming Using CloudFront
and JW Player

When you stream media files using CloudFront, you provide both your media file and the media player
with which you want end users to play the media file. To use the JW Player media player to stream media
files with CloudFront, perform the procedures in the following topics:

Uploading Media and JW Player Files to an Amazon S3 Bucket (p. 279)
Creating CloudFront Web and RTMP Distributions (p. 280)

Embedding Video in a Web Page (p. 281)

Uploading the HTML File and Playing the Video (p. 282)

P obdPE

This tutorial is based on the free edition of JW Player version 6.1. For more information about JW Player,
go to the JW Player website. For a list of the video formats that JW Player supports, go to the JW Player
Features page.

For more information about streaming media using CloudFront, see Working with RTMP Distribu-
tions (p. 60).

Uploading Media and JW Player Files to an
Amazon S3 Bucket

You can upload your media files and your media player files to the same Amazon S3 bucket or to separate
buckets. For this tutorial, you'll upload an .mp4 or .flv media file and the JW Player media player files to
the same bucket.

To upload media and JW Player files to an Amazon S3 bucket

1. If you don't already have the files for the JW Player media player, download the player from the
Features page on the JW Player website. Then extract the contents of the .zip file.

2. Signin to the AWS Management Console and open the Amazon S3 console at https://con-
sole.aws.amazon.com/s3/.

3. Inthe Amazon S3 console, click Create Bucket.
4. Inthe Create Bucket dialog, enter a bucket name.
Important
For your bucket to work with CloudFront, the name must conform to DNS naming require-

ments. For more information, go to Bucket Restrictions and Limitations in the Amazon Simple
Storage Service Developer Guide.

5. Select a region for your bucket. By default, Amazon S3 creates buckets in the US Standard region.
We recommend that you choose a region close to you to optimize latency, minimize costs, or to ad-
dress regulatory requirements.

6. Click Create.
7. Select your bucket in the Buckets pane, and click Upload.
8. Onthe Upload - Select Files page, click Add Files, and add the following files:

* jwplayer.flash.swf

¢ jwplayer.html5.js

* jwplayer.js

¢ Your .mp4 or .flv media file.
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upload - Select Flles Cancal [%

Upload tor i) myawsbucket100

whaole folders o Amazon 53, chick Enable Enhanced Uploader
requires Jaya SE 6 Update 10 or later). To remove files already

n 53, dlick Add Files. To u
dowrnloads a Java™ &

No files added...

& Add Files ) @ Remove Selected Files Enable Enhanced Uploader (BETA) Mumber of files: 0 Total upload size: 0 bytes

SetDelails > || Star Upload | Cancel

9. Grant public read permissions for the files that you added in the previous step.

a. Click Set Details.
b. On the Set Details page, click Set Permissions.
c. Onthe Set Permissions page, click Make everything public.

10. Click Start Upload.

Creating CloudFront Web and RTMP Distributions

To configure CloudFront to stream a media file, you need a CloudFront web distribution for the JW Player
files and an HTML file, and an RTMP distribution for the media file. Perform the following two procedures
to create a web distribution and an RTMP distribution.

To create a CloudFront web distribution for your JW Player files

1. Open the Amazon CloudFront console at https://console.aws.amazon.com/cloudfront/.
2. Click Create Distribution.

3. On the first page of the Create Distribution Wizard, accept the default selection, Web, and click
Continue.

Step 1: Select delivery
method

Select a delivery method for your content. Leam More

" Create a web distribution if you want to:

@ Wab
» Speed up distribution of static and dynamic content, for
example, .html, .css, .php, and graphics files.
£ RTMP » Distribute media files using HTTF or HTTPS.

* Add, update, or delete objects, and submit data from web
forms.
* Use live streaming to siream an event in real time.

‘You store your files in an ongin — either an Amazon 53 buckst or
aweb senver. After you create the distribution, you can add more
ongins to the distribution.

Gance! m
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On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To upload media and JW Player files to an Amazon S3
bucket (p. 279). If you have a lot of Amazon S3 buckets, you can type the first few characters of the
bucket name to filter the list.

Accept the default values for the remaining fields, and click Create Distribution.

After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. The
domain name also appears on the Distribution Settings page for a selected distribution.)

To create a CloudFront RTMP distribution for your media file

In the CloudFront console, click Create Distribution.

In the Create Distribution Wizard, click RTMP, and click Continue.

On the second page of the wizard, click in the Origin Domain Name field, and select the Amazon
S3 bucket that you created in the procedure To upload media and JW Player files to an Amazon S3
bucket (p. 279). If you have a lot of Amazon S3 buckets, you can type the first few characters of the
bucket name to filter the list.

Accept the default values for the remaining fields on the Create Distribution page, and click Create
Distribution.

After CloudFront creates your distribution, the value of the Status column for your distribution will
change from InProgress to Deployed. This should take less than 15 minutes.

The domain name that CloudFront assigns to your distribution appears in the list of distributions. The
domain name also appears on the Distribution Settings page for a selected distribution.

Embedding Video in aWeb Page

The following example shows you how to embed a video in a web page using the web and RTMP distri-
butions that you created in Creating CloudFront Web and RTMP Distributions (p. 280).

Note
You can also use the JW Player Setup Wizard to get the code that you add to your HTML file.
For more information, see the Setup Wizard page on the JW Player website.

Perform the following steps:

1. Copy the HTML code below, and paste it into a text editor.
2.  Review the comments in the HTML file, and replace the following placeholders with the applicable
values:
« WEB-DISTRIBUTION-DOMAIN-NAME
* RTMP-DISTRIBUTION-DOMAIN-NAME
¢ VIDEO-FILE-NAME
3. Save the file with a .html filename extension, for example, j wpl ayer - exanpl e. ht i .
<HTML>
<HEAD>

<TI TLE>Amazon Cl oudFront Streaming with JWPl ayer 6</ Tl TLE>
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<l-- Call the JWPlayer JavaScript file, jwplayer.js.

Repl ace VEB- DI STRI BUTI ON- DOVAI N- NAME wi t h t he domai n nanme of your

Cl oudFront web distribution, for exanple, d1234.cloudfront. net

(begins with "d"). This causes a browser to downl oad the JWPlayer file
bef ore stream ng begins.

-->

<script type='text/javascript' src="https://WEB-D STRI BUTI ON- DOVAI N- NAVE/ j wpl ay
er.js'></script>

</ HEAD>

<BODY>
<H1>This video is streaned by d oudFront and played by JWPl ayer 6.</Hl>

<!-- Replace RTMP-DI STRI BUTI ON- DOVAI N- NAME wi t h t he donai n nanme of your
RTMP di stribution, for exanple, s5678.cloudfront.net (begins with "s").

Repl ace VIDEO FI LE-NAME with the name of your .nmp4 or .flv video file,
including the .nmp4 or .flv filenane extension. For exanple, if you upl oaded
my-vacation. np4, enter nmny-vacation. np4.

-->

<di v id="nedi apl ayer' ></di v>
<script type="text/javascript">
j wpl ayer (' nedi apl ayer' ). setup({
file: "rtnp://RTMP-DI STRI BUTI ON- DOVAI N- NAMVE/ cf x/ st/ VI DEO- FI LE- NAMVE",

wi dth: "720",
hei ght: "480"
1)
</script>
</ BODY>
</ HTM_>

Uploading the HTML File and Playing the Video

To play the video using the HTML file that you created in Embedding Video in a Web Page (p. 281), upload
the file to your Amazon S3 bucket, and use the URL for your CloudFront distribution.

To upload the HTML file and play the video

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

Select your bucket, and click Upload.

On the Upload - Select Files page, click Add Files, and add your HTML file.

Grant public read permissions for the HTML file that you added in the previous step.

P obdPE

a. Click Set Details.
b. On the Set Details page, click Set Permissions.
c. Onthe Set Permissions page, click Make everything public.

5. Click Start Upload.
6. To play the video, enter the following URL in a web browser:

http://domai n nane of your O oudFront web distribution/your HTM. file nane
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Amazon CloudFront Resources

Although fairly simple to use, CloudFront is rich in functionality. The resources listed here can help you
learn more about CloudFront.

Topics

Additional Amazon CloudFront Documentation (p. 283)

Getting Support (p. 284)

CloudFront Developer Tools and SDKs (p. 284)

Using CloudFront Logging (p. 284)

Additional Tips from the Amazon Web Services Blog (p. 284)
Invalidating Objects (p. 285)

Distributing Streaming Media (p. 285)

Tools for Configuring Private Content (p. 285)

Using CloudFront with a Content Management System (p. 286)

Additional Amazon CloudFront Documentation

The following related resources can help you as you work with this service.

Amazon CloudFront API Reference — Gives complete descriptions of the API actions, parameters, and
data types, and a list of errors that the service returns.

Document History (p. 287) — A high-level overview of current and previous releases with specific attention
to new features, corrections, known issues, and documentation improvements.

Technical documentation for the Amazon Simple Storage Service (S3) — A detailed discussion of the
Amazon S3 service, including the basics of getting started, an overview of the service, a programming
reference, and an API reference.

Amazon CloudFront product information — The primary web page for information about CloudFront,
including features and pricing information.

Terms of Use — Detailed information about our copyright and trademark; your account, license, and
site access; and other topics.
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Getting Support

Support for CloudFront is available in a number of forms.

¢ Discussion forums — A community-based forum for developers to discuss technical questions related
to CloudFront.

¢ AWS Support Center — This site brings together information about your recent support cases and results
from AWS Trusted Advisor and health checks, as well as providing links to discussion forums, technical
FAQs, the service health dashboard, and information about AWS support plans.

¢ AWS Premium Support Information — The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help you build and run applications on AWS
Infrastructure Services.

¢ Contact Us — Links for inquiring about your billing or account. For technical questions, use the discussion
forums or support links above.

CloudFront Developer Tools and SDKs

See the Developer Tools page for links to developer resources that provide documentation, code samples,
release notes, and other information to help you build innovative applications with AWS.

In addition, Amazon Web Services provides software development kits for accessing CloudFront program-
matically. The SDK libraries automate a number of common tasks, including cryptographically signing
your service requests, retrying requests, and handling error responses.

« AWS SDK for Java — Setup and other documentation
¢ AWS SDK for .NET — Setup and other documentation
¢ AWS SDK for PHP — Setup and other documentation
¢« AWS SDK for Ruby — Setup and other documentation

Using CloudFront Logging

The following AWS blog posts discuss enhancements to CloudFront logging as well as some ways to
analyze access logs.

* AWS Blog — Amazon CloudFront Request Logging (for content delivered via HTTP)

¢ AWS Blog — Amazon CloudFront Now Supports Streaming Access Logs (for content delivered via
RTMP)

e AWS Blog — Enhanced CloudFront Logs, Now With Query Strings

Additional Tips from the Amazon Web Services
Blog

The AWS Blog has a number of posts to help you use CloudFront:

« Improving website performance — Improving Global Application Performance

¢ Creating secure connections using HTTPS — Amazon CloudFront: HTTPS Access, Another Edge
Location, Price Reduction
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¢ Using custom origins — New Amazon CloudFront Feature: Custom Origins
« Learning more about third-party tools for Amazon CloudFront — CloudFront Management Tool Roundup

Invalidating Objects

In addition to the invalidation methods provided by CloudFront, you can use the following third-party tools
to invalidate objects.

Note

These tools were developed by third-party vendors who are not associated with Amazon Web
Services. For information on how to use these tools, please refer to the vendor's documentation
or contact the vendor.

¢ CloudBuddy Personal — http://m1.mycloudbuddy.com/index.html

» CloudBerry Explorer — http://cloudberrylab.com

¢ Ylastic — http://ylastic.com

e Cyberduck — http://cyberduck.ch

¢ Bucket Explorer — http://www.bucketexplorer.com

¢ CloudFront Invalidator — http://www.swook.net/p/cloudfront-invalidator.html

¢ CDN Planet CloudFront Purge Tool — http://www.cdnplanet.com/tools/cloudfront-purge-tool/

You can also search for code samples on Github, https://github.com. Search for the phrase CloudFront
invalidation.

Distributing Streaming Media

The following third-party sources provide additional information on distributing streaming media.

e StreamingMedia.com — How To Get Started With Amazon CloudFront Streaming
* loncannon.net —
¢ iPhone Windowed HTTP Live Streaming Using Amazon S3 and CloudFront Proof of Concept
e HTTP Live Video Stream Segmenter and Distributor
e iPhone Windowed HTTP Live Streaming Server
¢ Flowplayer.org — Bandwidth detection: Make sure you reach your entire audience with good quality
« JW Player — About RTMP Streaming

Tools for Configuring Private Content

In addition to the methods provided by CloudFront, the following third-party tools provide web forms for
configuring your distribution for private content. Some of the tools also provide web forms for creating
signed URLs.

¢ CloudBuddy — Supports configuring a distribution for private content and supports creating signed
URLs.

For more information about using CloudBuddy for CloudFront private content, go to Configuring
CloudFront Distribution and Private Content.

This tool is based on research at CSS CorpLabs for a .NET implementation of CloudFront private URLs.
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« Bucket Explorer — Supports configuring a distribution for private content

For information about using Bucket Explorer for CloudFront private content, go to How to Create a
Private Distribution on a Bucket.

¢ CloudBerry — Supports configuring a distribution for private content and supports creating signed
URLs.

For information about using CloudBerry for CloudFront private content, go to How to Configure Private
Content for CloudFront Streaming with CloudBerry.

For information on setting a default root object, see How to set CloudFront Default Object with CloudBerry

S3 Explorer.

For more information about private content, see the AWS Blog: New Amazon CloudFront Feature: Private
Content.

Using CloudFront with a Content Management
System

You can use CloudFront with several popular content management systems. The following links tell you
how.

Drupal

¢ Drupal.org — CloudFront Installation
¢ DrupalModules.com — CloudFront Drupal Module

Sitecore

¢ NTT Data Advisory Service — AWS CloudFront Sitecore Integration

WordPress

¢ om4.com — Using Amazon CloudFront with WordPress and WordPress MU
e WordPress.org — W3 Total Cache

¢ WordPress.org — Simple Amazon S3 Upload Form

e WordPress.org — OSSDL CDN Off-linker

¢ WordPress.org — My CDN

« Inquisiter.com — Amazon CloudFront CDN with a WordPress Blog
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Document History

The following table describes the important changes to the documentation since the last release of

CloudFront.

* APIVersion: 2014-01-31
» Latest documentation update: August 20, 2014

Change

New Feature

New Feature

New Feature

Description

CloudFront now supports more ciphers for forwarding HTTPS
requests to custom origin servers. For more information, see
Encryption (p. 108).

For web distributions, CloudFront lets you choose whether you want
CloudFront to forward headers to your origin and to cache separate
versions of a specified object based on the header values in viewer
requests. This allows you to serve different versions of your content
based on the device the user is using, the location of the viewer,
the language the viewer is using, and a variety of other criteria. For
more information, see Configuring CloudFront to Cache Objects
Based on Request Headers (p. 78).

Amazon CloudFront now works with AWS CloudTrail to capture
information about every request that your AWS account (including
your IAM users) sends to the CloudFront API. Integrating CloudFront
and CloudTrail lets you determine which requests were made to the
CloudFront API, the source IP address from which each request
was made, who made the request, when it was made, and more.
For more information about using CloudFront with CloudTrail, see
Using AWS CloudTrail to Capture Requests Sent to the CloudFront
API (p. 192).

Date Changed
August 20, 2014

June 26, 2014

May 28, 2014
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Change

New Feature

New Feature

Updated
Documentation

New Feature

New Features

New Feature

New Feature

Description

With this release, for HTTPS viewer requests that CloudFront
forwards to a custom origin, CloudFront validates that one of the
domain names in the SSL certificate on your origin server matches
the domain name that you specify for Origin Domain Name. If the
domain names don't match, CloudFront responds to viewer requests
with an HTTP status code 502 (bad gateway) instead of the
requested objects. To enable this functionality, you must specify an
Origin Protocol Policy of Match Viewer. For more information,
see How to Require HTTPS for Communication between Viewers,
CloudFront, and Your Origin (p. 169).

This release of CloudFront introduces a new field in CloudFront
access logs for web distributions. The t i ne- t aken field shows the
number of seconds between the time a CloudFront edge server
receives a viewer's request and the time that CloudFront writes the
last byte of the response to the server's output queue as measured
on the server. For more information about the file format of
CloudFront access logs for web distributions, see Web Distribution
Log File Format (p. 186).

Live HTTP Streaming Using CloudFront and Adobe Media Server
5.0 (p. 202) has updated procedures for subscribing to Adobe Media
Server and for creating an AWS CloudFormation stack.

This release of CloudFront introduces usage charts that contain a
subset of data from the CloudFront usage report. For more
information, see CloudFront Usage Charts (p. 11).

This release of CloudFront introduces the following new features:

* Redirect viewer HTTP requests to HTTPS: You can now
configure CloudFront to redirect viewer HTTP requests to HTTPS.
For more information, see How to Require HTTPS for
Communication between Viewers, CloudFront, and Your
Origin (p. 169).

e Server Name Indication (SNI) for HTTPS requests with
alternate domain names: If you're using your domain name in
the URLSs for your objects, you can now configure CloudFront to
serve HTTPS requests to users whose browsers support Server
Name Indication (SNI). For more information, see Using Alternate
Domain Names and HTTPS (p. 171).

This release of CloudFront introduces support for HTTP on-demand
streaming of media files in the Microsoft Smooth Streaming format.
For more information, see Configuring On-Demand Smooth
Streaming (p. 57).

This release of CloudFront introduces support for HTTP 1.1. For
more information, see Transfer Encoding (p. 115).

In addition, we added documentation about on-demand progressive
downloads and on-demand Apple HTTP live streaming. For more
information, see Configuring On-Demand Progressive Downloads
and Configuring On-Demand Apple HTTP Live Streaming (HLS) in
the Amazon CloudFront Developer Guide.

Date Changed
May 16, 2014

April 28, 2014

March 18, 2014

March 13, 2014

March 5, 2014

February 20,
2014

February 7, 2014
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Change

New Features

New Features

New Features

New Feature

Description Date Changed

This release of CloudFront introduces geo restriction. If you need | December 18,
to prevent users in selected countries from accessing your content, | 2013

you can configure a CloudFront web distribution to do one of the

following:

« Allow users to access content only if they're in a whitelist of
specified countries.

« Prevent users from accessing content if they're in a blacklist of
specified countries.

For more information, see Restricting the Geographic Distribution
of Your Content (p. 56).

This release of CloudFront introduces the following features: October 15,
2013
« DELETE, OPTIONS, PATCH, POST, and PUT support: You

can now use the DELETE, OPTI ONS, PATCH, PGST, and PUT HTTP
methods in requests that you send to CloudFront. For more
information, see Allowed HTTP Methods (p. 47).

¢ Distribution types renamed: CloudFront download distributions
are now known as web distributions, and streaming distributions
are now known as RTMP distributions.

* New columns in access logs for web distributions: Access
logs for CloudFront web distributions now include three additional
columns for each request: x- host - header , cs- pr ot ocol , and
cs- byt es. For more information, see Web Distribution Log File
Format (p. 186).

This release of CloudFront introduces the following features: September 23,

2013
« Custom error pages: You can now serve error pages with your

own branding and content instead of the default HTTP error
messages, such as "404, page not found." You can also use
custom error pages to serve a static page when your web server
is unavailable. For more information, see Customizing Error
Responses (p. 92).

» Configurable cache duration for error responses: Also known
as error caching minimum TTL, this feature lets you specify how
long you want CloudFront to cache each error at CloudFront edge
locations. CloudFront previously cached all error responses for
five minutes; now you can specify any duration and thereby control
how frequently CloudFront checks with your origin after an error.
For more information, see Customizing Error Responses (p. 92).

You can now include the * wildcard in a CloudFront alternate domain | September 18,
name (CNAME), such as *.example.com. This is useful when you | 2013

want to route all requests for objects in a domain and its subdomains

to a CloudFront distribution. For more information, see Using

Alternate Domain Names (CNAMES) (p. 29).
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Change

Updated
Documentation

Updated
Documentation

New Features

Description Date Changed

Documentation about live streaming with Wowza Media Server 3.6 | September 10,
was added. For more information, see Live HTTP Streaming Using | 2013
Wowza Streaming Engine 4.0 (p. 235).

The documentation about live streaming with Adobe Flash Media | July 31, 2013
Server was replaced with documentation about live streaming with

Adobe Media Server version 5.0. For more information, see Live

HTTP Streaming Using CloudFront and Adobe Media Server

5.0 (p. 202).

This release of CloudFront introduces the following features: June 11, 2013

Authentication with AWS Signature Version 4: If you are using
CloudFront API version 2013-05-12 or later, you must authenticate
requests by using AWS Signature version 4. For more information,
see Authenticating REST Requests in the Amazon CloudFront
API| Reference.

SSL for CloudFront alternate domain names: CloudFront now
supports using HTTPS and using your own domain name in the
URLs for your objects (for example,

http://ww. exanpl e. coni i mage. j pg). For more information,
see Using Alternate Domain Names and HTTPS (p. 171).

In addition, a simultaneous release of Amazon Route 53 introduces
the following CloudFront—related feature:

Amazon Route 53 aliases to CloudFront distributions: Amazon
Route 53 now supports creating alias resource record sets that
route DNS queries to alternate domain names for CloudFront
distributions. You can use this feature both for alternate domain
names at the zone apex (example.com) and alternate domain
names for subdomains (www.example.com). For more information,
see Routing Queries to an Amazon CloudFront Distribution in the
Amazon Route 53 Developer Guide.

New Features | This release of CloudFront introduces the following features: September 27,

2012
Fields for private content in the AWS Management Console:

Settings for private content, which previously could be configured
or changed only using the CloudFront API, can now be configured
or changed in the AWS Management Console. This includes
settings for origin access identities and trusted signers. In addition,
the documentation about private content was reorganized and
clarified.

For more information, see Serving Private Content through
CloudFront (p. 118).

Improvements to the AWS Management Console: Wizards
and dialog boxes in the AWS Management Console have been
resized to simplify viewing on tablet computers without
compromising the appearance for other viewers. In addition, the
number of pages in the Create Distribution wizard was reduced
to simplify the process of creating a new distribution.
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Change Description Date Changed
New Features | This release of CloudFront introduces the following features: September 5,
2012

e Access log improvements for web distributions: For web
distributions, CloudFront access logs now include fields for:

¢ The cookie header in each viewer request, including name-value
pairs and attributes. This field is optional.

¢ The result type of a request (for example, Hit, RefreshHit, or
Miss).

¢ An identifier that uniquely identifies each request (the
CloudFront request ID).

For more information, see Web Distribution Log File
Format (p. 186).

* Cookie support for web distributions: You can now choose
whether you want CloudFront to forward cookies and the
associated cookie attributes to your origin. If so, you can also
choose whether to forward all cookies or just a selected list of
cookies. For more information, see Configuring CloudFront to
Cache Objects Based on Cookies (p. 76).

» Price classes for web and RTMP distributions: You can now
choose a price class that corresponds with the maximum price
that you want to pay for CloudFront service. If you're willing to
accept higher latency for your viewers in some geographic regions
in return for lower cost, you can choose a price class that doesn't
include all CloudFront regions. For more information, see
Choosing the Price Class for a CloudFront Distribution (p. 32).

New Features | This release of CloudFront introduces the following features: June 22, 2012

¢ You can now invalidate objects using the CloudFront console.
For more information, see Invalidating Objects (Web Distributions
Only) (p. 87).

¢ The CloudFront console was updated to better support viewing
on tablet devices.
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Change

New Features

Updated
Documentation

New
Documentation
Updated

Documentation

New Feature

Description Date Changed

This release of CloudFront introduces the following features for web | May 13, 2012
distributions:

« You can forward query strings to your origin. For more information,
see Configuring CloudFront to Cache Based on Query String
Parameters (p. 75).

* You can specify up to 10 origins. For more information, see Values
that You Specify When You Create or Update a Web
Distribution (p. 40).

« You can specify path patterns. For more information, see Values
that You Specify When You Create or Update a Web
Distribution (p. 40).

In addition, the CloudFront console has been updated. For more
information, see Task List for Creating a Web Distribution (p. 36)
and Task List for Streaming Media Files Using RTMP (p. 62).

The Amazon CloudFront Getting Started Guide was merged into
the Amazon CloudFront Developer Guide, and the Amazon
CloudFront Developer Guide was reorganized to enhance usability.

The documentation about working with objects was reorganized April 4, 2012
and clarified. For the revised documentation, see Working with
Objects (p. 72).

Documentation about live streaming with Microsoft 1S Media April 1, 2012
Services version 4.1 was added. For more information, see Live

Smooth Streaming Using Amazon CloudFront and IIS Media

Services 4.1 (p. 220).

The documentation about live streaming with Adobe Flash Media | March 29, 2012
Server was updated with information about Adobe Flash Media
Server version 4.5.

As of July 31, 2013, CloudFront supports live streaming with Adobe
Media Server 5.0. For more information, see Live HTTP Streaming
Using CloudFront and Adobe Media Server 5.0 (p. 202).

This release of CloudFront reduces the minimum TTL value for a March 15, 2012
web distribution. If you don't specify a minimum TTL when you create

a distribution, CloudFront sets the minimum TTL to O seconds. For

more information, go to the following documentation:

¢ CloudFront product page

e "Caching Duration and Minimum TTL" at Request and Response
Behavior for Amazon S3 Origins (p. 101)

e "Caching Duration and Minimum TTL" at Request and Response
Behavior for Custom Origins (p. 106)

e The Cachi ngBehavi or element in the DistributionConfig
Complex Type.
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Change

Updated
Documentation

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

Description

Topics about live streaming with Adobe Flash Media Server and
about geoblocking were moved from a separate document into the
CloudFront Tutorials (p. 202) chapter in this guide.

This release of CloudFront introduces AWS Management Console
support for creating a distribution with a custom origin, restricting
your distribution to HTTPS exclusively, and specifying a default root
object. For more information, go to the Amazon CloudFront product
page or see any of the following topics in the Amazon CloudFront
Developer Guide:

e Task List for Creating a Web Distribution (p. 36)
e Using an HTTPS Connection to Access Your Objects (p. 168)
< Specifying a Default Root Object (Web Distributions Only) (p. 96)

This release of CloudFront includes integration with AWS Identity
and Access Management (IAM). For more information, go to the
Amazon CloudFront product page or Using IAM to Control Access
to CloudFront Resources (p. 178) in the Amazon CloudFront
Developer Guide.

This release of CloudFront includes new APIs to support custom
origins. For more information, go to the Amazon CloudFront product
page or Task List for Creating a Web Distribution (p. 36) in the
Amazon CloudFront Developer Guide.

This release of CloudFront includes new APIs for object invalidation.
For more information, go to the Amazon CloudFront product page
or Invalidating Objects (Web Distributions Only) (p. 87) in the
Amazon CloudFront Developer Guide.

CloudFront now supports the ability to assign a default root object
to your distribution. For more information, see Specifying a Default
Root Object (Web Distributions Only) (p. 96).

Access logging for HTTP distributions now includes a field for query
string parameters. For more information, see Web Distribution Log
File Format (p. 186).

Added support for secure connections using HTTPS. For more
information, see Using an HTTPS Connection to Access Your
Objects (p. 168).

Added logging for RTMP content. For more information, see RTMP
Distribution Log File Format (p. 189).

Reduced the minimum amount of time an object can be on an edge
server from 24 hours to 1 hour. The default, however, remains 24
hours. For more information, see Specifying How Long Objects Stay
in a CloudFront Edge Cache (Expiration) (p. 83).

Added feature to serve private streaming content over a Real-Time
Messaging Protocol (RTMP) and prevent the content from being
downloaded. For more information, see Serving Private Content
through CloudFront (p. 118).

Date Changed
February 2, 2012

April 27, 2011

March 10, 2011

November 9,
2010

August 31, 2010

August 5, 2010

July 14, 2010

June 7, 2010

May 13, 2010

April 13, 2010

March 28, 2010
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Change

New Feature

New Feature

New Guide

Description

Added feature to deliver streaming content over a Real-Time
Messaging Protocol (RTMP) connection. For more information, see
Task List for Streaming Media Files Using RTMP (p. 62).

Added feature to restrict access to your content delivered over
HTTP. For more information, see Serving Private Content through
CloudFront (p. 118).

We've separated the API reference material into its own guide. The
Amazon CloudFront Developer Guide contains general information
about how to use CloudFront, and the Auto Scaling AP| Reference
contains detailed information about the control API requests,
responses, and errors.

Date Changed

December 15,
2009

November 11,
2009

November 11,
2009
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AWS Glossary

For the latest AWS terminology, see the AWS Glossary in the AWS General Reference.
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