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APl Version and Schema Location

Welcome

This is the Amazon CloudFront API Reference. This guide is for developers who need detailed information
about the CloudFront API actions, data types, and errors. For detailed information about CloudFront
features and their associated API calls, go to the Amazon CloudFront Developer Guide.

APl Version and Schema Location

The CloudFront API is versioned using a date. The current version is 2012-05-05. You include the date
as part of the URI in your requests. For more information, go to REST Requests in the Amazon CloudFront
Developer Guide.

Many of the REST API requests and responses include XML. That XML follows the CloudFront schema,
which is located at https://cloudfront.amazonaws.com/doc/2012-05-05/AmazonCloudFrontCommon.xsd.

How Do [...7?

How Do I? Relevant Sections

Get a list of common headers used in all requests | Common REST Headers (p. 2)
Get details about API actions for basic distributions | Actions on Distributions (p. 4)

Get details about API actions for streaming Actions On Streaming Distributions (p. 48)
distributions

Get details about API actions for origin access Actions on Origin Access ldentities (p. 76)
identities
Get details about API actions for invalidations Actions on Invalidations (p. 97)

Get details about the CloudFront API complex types | Complex Types (p. 107)

Get a list of common API errors returned Errors (p. 156)
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Request Headers

Common REST Headers

This section lists the common HTTP headers that CloudFront uses in REST requests.

Request Headers

Header Name

Aut hori zati on

Cont ent - Lengt h

Cont ent - Type

Dat e

Host

Description

The information required for request authentication ().

Length of the message (without the headers) according to
RFC 2616.

Condition: Required if the request body itself contains
information (most toolkits add this header automatically).

The content type of the resource. Example: t ext / pl ai n.
Condition: Required for POST and PUT requests.

The date used to create the signature contained in the

Aut hori zat i on header. The format must be one of the full
date formats specified in RFC 2616 section 3.1.1. For
example: Wed, 05 Apr 2006 21:12:00 GMI.For more
information, go to the RFC 2616 specification.

Condition: Required unless you provide the x- anez- dat e
header (for more information about the request time stamp,
go to REST Requests in the Amazon CloudFront Developer
Guide).

The host being requested. The value must be

cl oudf ront. anmazonaws. com

Condition: Required for HTTP 1.1 (most toolkits add this
header automatically)

Required

Yes

Conditional

Conditional

Conditional

Conditional

API Version 2012-05-05
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Header Name

X-ane-dat e

Description Required

The date used to create the signature contained in the Conditional
Aut hori zat i on header. The format must be one of the full

date formats specified in RFC 2616 section 3.1.1. For

example: Wd, 05 Apr 2006 21:12: 00 GMI. For more

information, go to the RFC 2616 specification.

Condition: Required if you do not provide the Dat e header

(for more information, go to REST Requests in the Amazon
CloudFront Developer Guide).

Request ID Response Header

Each response contains a request ID that you can use if you need to troubleshoot a request with AWS.
The ID is contained in an HTTP header called x- anez- r equest - i d. An example of a request ID is
647cd254- e0d1- 44a9- af 61- 1d6d86ea6b77.

API Version 2012-05-05
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Actions on Distributions

Topics
¢ POST Distribution (p. 5)
e GET Distribution List (p. 16)
¢ GET Distribution (p. 23)
¢ GET Distribution Config (p. 29)
¢ PUT Distribution Config (p. 34)
« DELETE Distribution (p. 45)

This section describes actions that you can perform on distributions. For more information about
distributions, go to Working with Distributions in the Amazon CloudFront Developer Guide.

API Version 2012-05-05
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POST Distribution

Description

This action creates a new download distribution. You can create up to 100 download distributions per
AWS account.

To create a new download distribution, you do a POST on the 2012- 05- 05/ di st ri but i on resource.
The request body must include an XML document with a Di st ri but i onConfi g element. The response
echoes the Di stri buti onConfi g element and returns other information about the distribution. For
more information about download distributions, go to Working with Download Distributions in the Amazon
CloudFront Developer Guide.

To get the status of your request, use the GET Di stri buti on APl action. When the value of the Enabl ed
elementis t r ue and the value of the St at us elementis Depl oyed, your distribution is ready. A distribution
usually deploys in less that 15 minutes. For more information, see GET Distribution (p. 23).

& Important

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to
the format of the XML document that you include in the request body when you create or update
a download distribution or a streaming distribution, and when you invalidate objects. With previous
versions of the API, we discovered that it was too easy to accidentally delete one or more values
for an element that accepts multiple values, for example, CNAMEs and trusted signers. Our
changes for the 2012-05-05 release are intended to prevent these accidental deletions and to
notify you when there's a mismatch between the number of values you say you're specifying in
the Quant i t y element and the number of values you're actually specifying.

Requests

Syntax

POST /2012-05-05/distribution HTTP/ 1.1
Host: cl oudfront.amzonaws. com

Aut hori zation: AWS authentication string
Date: [time stanp]

O her required headers

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stri butionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">
<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>
<Al i ases>
<Quantity>nunber of CNAME aliases</Quantity>
<l-- Optional. Orit when Quantity = 0. -->

<ltens>
<CNANVE>CNAME al i as</ CNAVE>
</ltems>

</ Al'i ases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootbject>
<Ori gi ns>

<Quantity>nunmber of origins</Qantity>

<Itenms>

API Version 2012-05-05
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<Origin>
<l d>uni que identifier for this origin</ld>
<Domai nNane>domai n nanme of ori gi n</ Domai nNanme>

<s30ri gi nconf i g>&P
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ 1 D</ Origi nAccessl dentity>
</ S3Cri gi nConfi g>

<Cust onOr i gi nConf i g>&
<HTTPPor t >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProtocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nPr ot ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Ori gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavior
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quanti ty>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al |l owal | | https-only</ViewerProtocol Policy>
<M nTTL>mi ni mum TTL in seconds</M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>nunber of cache behavi ors</ Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavior
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tems>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>

API Version 2012-05-05
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</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al |
ht t ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni mum TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltens>
</ CacheBehavi or s>
<Comment >corment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>

o Use the S3Ori gi nConfi g element only if you use an Amazon S3 origin for your distribution.

Use the Cust ontOr i gi nConf i g element only if you use a custom origin for your distribution. For
more information about the Cust onmOr i gi nConf i g element and the S3Ori gi nConfi g element,
see DistributionConfig Complex Type (p. 116).

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Elements

Name Description

Di stributionConfig The distribution's configuration information. For more information,
see DistributionConfig Complex Type (p. 116).
Type: Di st ri buti onConfi g complex type
Default: None

Responses

Syntax

201 Created

Location: [UR of new distribution]
X-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Di stribution xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">
<ld>I D for the distribution</1d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>creation date and tinme in
| SO 8601 fornmat</LastMdifiedTi ne>
<l nProgressl nval i dati onBat ches>nunber of invalidation batches being
processed for this distribution</InProgresslnvalidationBatches>

API Version 2012-05-05
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<Donmi nName>Cl oudFront donmi n nane assigned to the
di stributi on</ Domai nName>
<ActiveTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of unique trusted signers from
al | cache behavi ors</ Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber>sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
Aws Account Nunber </ Quantity>
<l tenms>
<KeyPai rl d>active key pair associated with
Aws Account Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
<Cal | er Ref erence>uni que description for this
di stribution config</Call erReference>
<Al i ases>
<Quantity>nunber of CNAME aliases</Qantity>
<l-- Optional. Omtted when Quantity = 0. -->

<ltems>
<CNAME>CNAME al i as</ CNAME>
</ltens>

</ Aliases>
<Def aul t Root Obj ect >URL for default root object</DefaultRoothject>
<Ori gi ns>
<Quantity>nunber of origins</Qantity>
<l tens>
<Ori gi n>
<l d>uni que identifier for this origin</ld>
<Donmi nName>domai n name of ori gi n</ Domai nName>

<S30ri gi nConf i g>&P
<Origi nAccessl dentity>origin-access-identity/
cloudfront/ | D</ Origi nAccessl dentity>
</ S3Ori gi nConfi g>

<Cust onQx i gi nConf i >
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProt ocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
appl i es to</TargetOiginld>
<For war dedVal ues>

API Version 2012-05-05
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<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunmber of trusted signers</Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al | ow-al | | https-only</ViewerProtocol Policy>
<M nTTL>mi ni num TTL in seconds</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quanti ty>nunber of cache behavi ors</ Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOiginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunmber of trusted signers</Quantity>
<l-- Optional. Omt when Quantity = 0. -->
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow-al | |
htt ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni num TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltems>
</ CacheBehavi or s>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>
</Di stribution>

CloudFront returns the S3Ori gi nConf i g element only if you use an Amazon S3 origin for your
distribution.
CloudFront returns the Cust onOr i gi nConf i g element only if you use a custom origin for your
distribution.

API Version 2012-05-05
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Headers

Name Description

Locati on | The fully qualified URI of the new distribution resource just created, for example,
htt ps://cl oudf ront . amazonaws. coni 2012- 05- 05/ di st ri but i on/ EDFDVBD6EXAMPLE

Type: String

Elements

Name Description

Di stribution The distribution's information. For more information, see Distribution Complex
Type (p. 108).
Type: Di stri buti on datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
CNAMEAI r eadyEXi st's One or more of the CNAMES you provided are 409
already associated with a different distribution.
Di stributionAl readyExi sts The caller reference you attempted to create the | 409
distribution with is associated with another
distribution.
InvalidOrigin The Amazon S3 origin server specified does not | 400

refer to a valid Amazon S3 bucket.

I nval i dOri gi nAccessl dentity | The origin access identity is not valid or doesn't | 400
exist.

I nval i dRequi r edPr ot ocol This operation requires the HTTPS protocol. 400
Ensure that you specify the HTTPS protocol in
your request, or omit the Requi r edPr ot ocol s
element from your distribution configuration.

M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header is
set.

TooManyDi stri buti onCNAMES Your request contains more CNAMESs than are 400
allowed per distribution.

TooManyDi stri butions Processing your request would cause you to 400
exceed the maximum number of distributions
allowed.

API Version 2012-05-05
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Example
Error Description HTTP
Status
Code
TooManyTr ust edSi gner s Your request contains more trusted signers than | 400
are allowed per distribution.
Tr ust edSi gner DoesNot Exi st One or more of your trusted signers do not exist. | 400

Example

The following example request creates a new download distribution that has two origins: an Amazon S3
bucket and a custom origin. The request includes a CNAME alias and enables logging.

Sample Request

POST /2012-05-05/distribution HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string
Date: Thu, 17 May 2012 19:37:58 GMI

[ her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stributionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05-05/" >

<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnx/ Cal | er Ref er ence>

<Al'i ases>
<Quantity>1</Quantity>
<ltenms>
<CNAME>Www. exanpl e. com</ CNAMVE>
</ltens>

</ Al'i ases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Quantity>
<ltenms>
<Origi n>
<l d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conk/ Dormai nName>
<S30Ori gi nConfi g>
<Ori gi nAccessl dentity>origi n-access-identity/
cl oudf ront/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Origi n>
<| d>exanpl e- cust om ori gi n</ 1 d>
<Domai nNane>exanpl e. con</ Domai nName>
<Cust onxi gi nConfi g>
<HTTPPor t >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProt ocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>

</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origins>

<Def aul t CacheBehavi or >

API Version 2012-05-05
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<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Quantity>
<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
<AwsAccount Nunber >444455556666</ Aws Account Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Quantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Target Ori gi nl d>exanpl e- cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Quantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | owal | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefi x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stributionConfi g>

Sample Response

201 Created

Location: https://cloudfront.amzonaws. com 2012- 05- 05/ di stri buti on/ EDFDVBD6EX
AVPLE

X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF-8"?>

<Di stribution xm ns="http://cloudfront.amazonaws. com doc/ 2012- 05-05/" >
<| d>EDFDVBD6 EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>

API Version 2012-05-05
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<Last Modi fi edTi mne>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi ne>
<l nProgressl nval i dati onBat ches>1</| nProgressl nval i dati onBat ches>
<Donmi nName>d111111abcdef 8. cl oudf r ont. net </ Dormai nName>
<ActiveTrust edSi gner s>
<Quantity>3</Qantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<l tenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >111122223333</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnk/ Cal | er Ref er ence>

<Ali ases>
<Quantity>1</Qantity>
<l tens>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Qantity>
<l tenms>
<Ori gi n>
<l d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conk/ Domai nNanme>
<S30Ori gi nConfi g>
<Origi nAccessl dentity>origin-access-identity/
cl oudf ront / ETAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Ori gi n>
<l d>exanpl e- cust om ori gi n</ | d>
<Domai nNane>exanpl e. conk/ Domai nNane>
<Cust onxi gi nConfi g>
<HTTPPort >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProtocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>
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</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<Target Ori gi nl d>exanpl e- Anazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Qantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Prot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Qantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Tar get Ori gi nl d>exanpl e-cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Qantity>
<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Pref i x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stri buti onConfi g>
</ Distribution>

Related Actions

¢ GET Distribution List (p. 16)
e GET Distribution (p. 23)
» GET Distribution Config (p. 29)
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¢ PUT Distribution Config (p. 34)
¢ DELETE Distribution (p. 45)
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GET Distribution List

Description

To list the distributions associated with your AWS account, you do a GET on the

2012- 05- 05/ di stri buti on resource. The response includes a Di stri buti onLi st element with
zero or more Di st ri buti onSunmary child elements, each of which corresponds with a distribution. By
default, your entire list of distributions is returned in one page. If the list is long, you can paginate it using
the Max| t ens and Mar ker parameters.

Requests
Syntax

GET /2012-05-05/di stri buti on?Mar ker =val ue&vaxl t ens=val ue HTTP/ 1.1
Host: cl oudfront. anazonaws. com

Aut hori zation: [AWS authentication string]

Date: [tinme stanp]

[ her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Query Parameters

Name Description Required

Mar ker Use this when paginating results to indicate where to beginin | No
your list of distributions. The results include distributions in the
list that occur after the marker. To get the next page of results,
set the Mar ker to the value of the Next Mar ker from the current
page's response (which is also the ID of the last distribution on
that page).
Type: String
Default: All your distributions are listed from the beginning

Max| t errs The maximum number of distributions you want in the response | No
body.
Type: String with a maximum value of 100
Default: 100
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Syntax

200 &K

x-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Di stributionList xm ns="http://cloudfront.amzonaws. com doc/ 2012- 05-05/" >
<Mar ker >val ue specified in request</Marker>
<Next Mar ker >val ue for Marker paraneter in

next request </ Next Marker >

<Maxl| tems>val ue specified in request</Mxltenms>
<IsTruncated>true | fal se</IsTruncated>

<Qu

<t

antity>nunber of distributions created by
current AWS account </ Quantity>
ens>
<Di stri buti onSumary>
<Id>ID for the distribution</Ild>
<St at us>Depl oyed | | nProgress</Status>
<Last Modi fi edTi me>creati on date and tinme in
| SO 8601 format</LastMdifiedTi ne>
<Donai nName>Cl oudFront donai n nane assigned to the
di stributi on</ Domai nName>
<Al i ases>
<Quantity>nunmber of CNAME aliases</Qantity>
<ltenms>
<CNAME>CNAME al i as</ CNAME>
</ltens>
</ Al'i ases>
<Ori gi ns>
<Quantity>nunber of origins</Quantity>
<ltenms>
<Origin>
<l d>uni que identifier for this origin</ld>
<Domai nNane>domai n nanme of ori gi n</ Domai nNanme>

<S3Ori gi nConfi g>o
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ 1 D</ Origi nAccessl dentity>
</ S3Cri gi nConfi g>

<Cust on0r i gi nConf i g>&
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the custom origin
|'i stens on</HTTPSPort >
<Ori gi nProtocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Ori gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
applies to</TargetOriginld>
<For war dedVal ues>
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<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quanti ty>nunber of trusted signers</Quantity>
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al |
ht t ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni mum TTL in seconds</M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>nunber of cache behavi ors</ Quantity>
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quanti ty>nunber of trusted signers</Quantity>
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al | ow al |
ht t ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni mum TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltens>
</ CacheBehavi or s>
<Comment >corment about the distribution</ Comrent >
<Enabl ed>true | fal se</Enabl ed>
</ Di stributi onSummary>
</ltems>
</ DistributionList>

o The S3Ori gi n element is returned only if you use an Amazon S3 origin for your distribution.

The Cust onmr i gi n element is returned only if you use a custom origin for your distribution. For
more information about the Cust omOr i gi n element and the S3Cri gi n element, see
DistributionConfig Complex Type (p. 116).

Elements

The body of the response includes an XML document with a Di st ri buti onLi st element. The following
table lists the child elements of the Di stri buti onLi st element.
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Name Description
Mar ker The value you provided for the Mar ker request parameter.
Type: String

Parent: DistributionList

Next Mar ker If I sTruncat ed is t r ue, this element is present and contains the value
you can use for the Mar ker request parameter to continue listing your
distributions where they left off.

Type: String
Parent: DistributionList

Max| t ens The value you provided for the Max| t ens request parameter.
Type: String
Parent: DistributionList

I sTruncat ed A flag that indicates whether more distributions remain to be listed. If your
results were truncated, you can make a follow-up pagination request
using the Mar ker request parameter to retrieve more distributions in the
list.

Type: String
Valid Values: true | fal se
Parent: DistributionList

Quantity The number of distributions that were created by the current AWS
account.

Type: String
Parent: DistributionList

Itens A complex type that contains one Di stri buti onSunmary element for
each distribution that was created by the current AWS account.

Type: Complex
Child: DistributionSummary
Parent: DistributionList
Di stri buti onSummary Type: An XML structure containing a summary of the distribution. For
information about the child elements, see Distribution Complex
Type (p. 108).
Parent: Items

Special Errors

The action returns no special errors besides the common errors all actions return (for more information,
see Errors (p. 156)).

Examples

The following example request lists the first two of your ten distributions.
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Sample Request

GET /2012-05-05/di stributi on?Maxltenms=2 HTTP/ 1.1
Host: cl oudfront. anazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GVl

[ & her required headers]

Sample Response

200 &K
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stributionList xmns="http://cloudfront.amzonaws. com doc/ 2012- 05-05/" >
<Mar ker >RMPARXS293KSTG/ </ Mar ker >
<Next Mar ker >EMLARXS9EXAMPLE</ Next Mar ker >
<Max| t emrs>2</ Maxl t ens>
<l sTruncat ed>t rue</|sTruncat ed>
<Quantity>1</Quantity>
<Items>
<Di stri buti onSunmary>
<| d>EDFDVBD6EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Modi fi edTi mne>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi me>
<Donmi nName>d11111labcdef 8. cl oudf r ont . net </ Dormai nName>
<Al'i ases>
<Quantity>1</Quantity>
<Itenms>
<CNAME>Www. exanpl e. com</ CNAMVE>
</ltens>
</Aliases>
<Ori gi ns>
<Quantity>2</Quantity>
<Itens>
<Ori gi n>
<| d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conk/ Dormai nName>
<S30Ori gi nConfi g>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
front/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Origi n>
<| d>exanpl e- cust om ori gi n</ 1 d>
<Domai nNane>exanpl e. con</ Domai nName>
<Cust onOxi gi nConfi g>
<HTTPPor t >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProt ocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>

</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origins>

<Def aul t CacheBehavi or >
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<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Quantity>
<l tens>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurber >
<Aws Account Nunber >444455556666</ Aws Account Nurber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Quantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Target Ori gi nl d>exanpl e- cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Quantity>
<l tens>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | owal | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Conment >exanpl e coment </ Conmrent >
<Enabl ed>t r ue</ Enabl ed>
</ Di stributi onSummary>
</ltems>
</ DistributionList>

Sample Request

The following example request gets the next four distributions in your list.

GET /2012- 05-05/di stri buti on?Max| t ens=4?Mar ker =EMLARXS9EXAMPLE HTTP/ 1.1
Host: cl oudfront.anazonaws. com

Aut hori zati on: AWS aut hentication string

Date: Thu, 17 May 2012 19:39: 00 GVI

[ her required headers]

Related Actions

¢ POST Distribution (p. 5)
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» DELETE Distribution (p. 45)
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GET Distribution

Description

To get the information about a distribution, you do a GET on the
2012- 05- 05/ di stri bution/<distribution |D>resource.

Requests
Syntax

GET /2012-05-05/distribution/<distribution ID> HTTP/ 1.1
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS aut hentication string

Date: tine stanp

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
ETag: [ETag value to use |later when doing a PUT or DELETE]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Di stribution xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">

<ld>I D for the distribution</1d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>creation date and tinme in

| SO 8601 fornmat</LastMdifiedTi ne>
<l nProgressl nval i dati onBat ches>nunber of invalidation batches being

processed for this distribution</InProgresslnvalidationBatches>
<Domai nNane>Cl oudFront donmmi n nane assigned to the

di stri buti on</ Domai nNane>
<Act i veTrust edSi gner s>

<Enabl ed>true | fal se</Enabl ed>

<Quantity>nunber of unique trusted signers from all

cache behavi ors</Quantity>
<l tens>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
AwsAccount Nunber </ Quantity>
<l tens>
<KeyPai rld>active key pair associated with

API Version 2012-05-05
23




Amazon CloudFront API Reference
Responses

Aws Account Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stributionConfig xm ns="http://cl oudfront.amzonaws. conf doc/2012- 05- 05/ ">

<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>

<Ali ases>
<Quantity>nunber of CNAME aliases</Quantity>
<l tens>
<CNAME>CNAME al i as</ CNAME>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootOhject>
<Ori gi ns>
<Quantity>nunber of origins</Qantity>
<l tens>
<Ori gi n>
<l d>uni que identifier for this origin</ld>
<Donmi nName>domai n nanme of ori gi n</ Domai nName>

<S30ri gi nCont i g>&B
<Origi nAccessl dentity>origin-access-identity/
cloudfront/ | D</ Origi nAccessl dentity>
</ S3Ori gi nConfi g>

<Cust onQx i gi nConf i >
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProt ocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust onOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
appl i es to</TargetOiginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al | ow-al | | https-only</ViewerProtocol Policy>
<M nTTL>mi ni nrum TTL in seconds</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
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<Quanti ty>nunber of cache behavi ors</ Quantity>
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOiginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunmber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow-al | |
htt ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni num TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltems>
</ CacheBehavi or s>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket to save |ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>
</ Distribution>

o The S3Ori gi nConf i g elementis returned only if you use an Amazon S3 origin for your distribution.

The Cust onx i gi nConf i g element is returned only if you use a custom origin for your distribution.
For more information about the Cust onOri gi nConfi g and S30Ori gi nConfi g elements, see
DistributionConfig Complex Type (p. 116).

Headers
Name Description
ETag The current version of the distribution's information, for example, E2 QARUHEXAMPLE.

For information about using the ETag header value, see PUT Distribution
Config (p. 34).

Type: String
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Elements

Name Description

Di stribution The distribution's information. For more information, see Distribution Complex
Type (p. 108).
Type: Di stri buti on complex type

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return.
For more information, see Errors (p. 156).

Error Description HTTP
Status
Code
NoSuchDi stri bution The specified distribution does not exist. 404
Examples

The following example request gets the information about the EDFDVBD6EXAMPLE distribution.

Sample Request

GET /2012-05-05/di stributi on/ EDFDVBD6EXAMPLE HTTP/ 1.1
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19: 37:58 GMI

[& her required headers]

Sample Response

200 &K
ETag: E2QWRUHEXAMPLE
X-ane-request-id: request_id

<Di stribution xm ns="http://cloudfront.amzonaws. conl doc/2012- 05- 05/ ">
<| d>EDFDVBD6EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Modi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi me>
<l nProgressl nval i dati onBat ches>1</| nProgressl nval i dati onBat ches>
<Donmi nName>d111111abcdef 8. cl oudf r ont . net </ Dormai nName>
<Acti veTrust edSi gner s>
<Quantity>3</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Qantity>
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<l tems>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
<Si gner >

<AwsAccount Nunber >111122223333</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnk/ Cal | er Ref er ence>

<Ali ases>
<Quantity>1</Qantity>
<l tens>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Qantity>
<l tenms>
<Ori gi n>
<l d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conk/ Domai nNanme>
<S30Ori gi nConfi g>
<Ori gi nAccessl dentity>ori gi n-access-identity/cl oud
front/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Ori gi n>
<l d>exanpl e- cust om ori gi n</ | d>
<Domai nNane>exanpl e. conx/ Domai nNane>
<Cust onxi gi nConfi g>
<HTTPPort >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProtocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<Target Ori gi nl d>exanpl e- Anazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
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<Quantity>3</Quantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Prot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Qantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Tar get Ori gi nl d>exanpl e-cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Qantity>
<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Pref i x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stri buti onConfi g>
</ Distribution>

Related Actions

¢ GET Distribution Config (p. 29)
e PUT Distribution Config (p. 34)
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GET Distribution Config

Description

To get a distribution's configuration information, you do a GET on the
2012- 05-05/di stribution/<distribution |ID>/configresource.

Requests
Syntax

GET /2012-05-05/di stribution/<distribution ID>/config HITP/ 1.1
Host: cl oudfront.anmazonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
ETag: [ETag value to use |later when doing a PUT on the config]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Di stributionConfig xm ns="http://cloudfront.anmzonaws. conf doc/2012- 05- 05/ ">
<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>
<Al i ases>
<Quantity>nunber of CNAME al i ases</Quantity>
<l-- Optional. Omtted when Quantity = 0. -->

<l tenms>
<CNAME>CNAME al i as</ CNAME>
</ltems>

</ Al'i ases>
<Def aul t Root Obj ect >URL for default root object</Default RootObject>
<Ori gi ns>
<Quantity>nunber of origins</Quantity>
<l tens>
<Origin>
<l d>unique identifier for this origin</ld>
<Domai nNanme>donai n nane of ori gi n</ Domai nNane>

<s30ri gi nConf i g>&P
<Origi nAccessl dentity>origin-access-identity/cloudfront/
I D</ Ori gi nAccessl dentity>
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</ S3Ori gi nConfi g>

<Cust on0r i gi nConf i g>&
<HTTPPor t >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProtocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nPr ot ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavior
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quanti ty>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tems>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al |l ow-al | | https-only</ViewerProtocol Policy>
<M nTTL>mi ni mum TTL in seconds</M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>nunber of cache behavi ors</ Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<ltems>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</Items>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Policy>all owal |l | https-only</ViewerProtocol Policy>

<M nTTL>m ni mum TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltenms>
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</ CacheBehavi or s>

<Comment >conment about the distribution</ Comrent >

<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>

</ Loggi ng>

<Enabl ed>true | fal se</Enabl ed>

</ Di stributionConfig>

o The S3Ori gi nConfi g elementis returned only if you use an Amazon S3 origin for your distribution.

The Cust onx i gi nConf i g element is returned only if you use a custom origin for your distribution.
For more information about the Cust onOri gi n element and the S3Ori gi nConfi g element, see
DistributionConfig Complex Type (p. 116).

Headers
Name Description
ETag The current version of the configuration, for example, E2QARUHEXAMPLE. For
information about using the ETag header value, see PUT Distribution Config (p. 34).
Type: String
Elements
Name Description
Di stributionConfig The distribution's configuration information. For more information, see

DistributionConfig Complex Type (p. 116).
Type: Di stri buti onConfi g complex type

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
NoSuchDi stri bution The specified distribution does not exist. 404
Examples

The following example request gets the configuration information for the EDFDVBD6EXAMPLE distribution.
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Sample Request

GET /2012- 05- 05/ di stri buti on/ EDFDVBD6EXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GVl

[ & her required headers]

Sample Response

200 &K
ETag: E2QWRUHEXAMPLE
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stributionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnx/ Cal | er Ref er ence>

<Al'i ases>
<Quantity>1</Quantity>
<Itenms>
<CNAME>Www. exanpl e. com</ CNAMVE>
</ltens>

</ Al'i ases>
<Def aul t Root Obj ect >i ndex. ht M </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Quantity>
<Itenms>
<Ori gi n>
<I d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nmyawsbucket . s3. anazonaws. conx/ Dormai nNanme>
<S3Ori gi nConfi g>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
front/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Ori gi n>
<| d>exanpl e-cust om ori gi n</ 1 d>
<Domai nNane>exanpl e. con</ Domai nName>
<Cust onOxi gi nConfi g>
<HTTPPor t >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProt ocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omx i gi nConfi g>

</ Origin>
</ltens>
</ Origins>

<Def aul t CacheBehavi or >
<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Quantity>
<ltens>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
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<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
<AwsAccount Nunber >444455556666</ Aws Account Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Quantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Target Ori gi nl d>exanpl e- cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Quantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | owal | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefi x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stributionConfi g>

Related Actions

¢ GET Distribution (p. 23)
e PUT Distribution Config (p. 34)
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PUT Distribution Config

Description

This action updates the configuration for a download distribution. To update a download distribution using
the CloudFront API, perform the following steps.

For information about updating a distribution using the CloudFront console, go to Listing, Viewing, and
Updating CloudFront Distributions in the Amazon CloudFront Developer Guide. For information about
updating a streaming distribution using the CloudFront API, see PUT Streaming Distribution Config (p. 66).

To update a download distribution using the CloudFront API

1.

Submita GET Di stri buti on Confi grequestto getthe current configuration and the Et ag header
for the distribution. For more information, see GET Distribution Config (p. 29).

Update the XML document that was returned in the response to your GET Di stri buti on Config
request with the desired changes. You cannot change the value of Cal | er Ref er ence. If you try to
change this value, CloudFront returns an | | | egal Updat e error.

& Important

The new configuration replaces the existing configuration; they are not merged. When you
add, delete, or replace values in an element that allows multiple values (for example, CNAME),
you must specify all of the values that you want to appear in the updated distribution. In
addition, you must update the corresponding Quantity element.

Submita PUT Di stribution Confi g requestto update the configuration for your distribution:

 Inthe request body, include the XML document that you updated in Step 2. The request body must
include an XML document with a Di st ri buti onConfi g element.

¢ Set the value of the HTTP I f - Mat ch header to the value of the ETag header that CloudFront
returned when you submitted the GET Di stri bution Confi g requestin Step 1.

Review the response to the PUT Di stri buti on Confi g requestto confirm that the configuration
was successfully updated.

Optional: Submit a GET Di stri buti on request to confirm that your changes have propagated.
When propagation is complete, the value of St at us is Depl oyed. For more information, see GET
Distribution (p. 23).

Important

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to
the format of the XML document that you include in the request body when you create or update
a download distribution or a streaming distribution, and when you invalidate objects. With previous
versions of the API, we discovered that it was too easy to accidentally delete one or more values
for an element that accepts multiple values, for example, CNAMEs and trusted signers. Our
changes for the 2012-05-05 release are intended to prevent these accidental deletions and to
notify you when there's a mismatch between the number of values you say you're specifying in
the Quant i t y element and the number of values you're actually specifying.
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Requests
Syntax

PUT /2012-05-05/distribution/distribution ID/config HTTP/ 1.1
Host: cl oudfront. amazonaws. com

If-Match: [value from ETag header in previous GET response]
Aut hori zation: [AWS authentication string]

[& her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stributionConfig xm ns="http://cloudfront.amzonaws. com doc/2012- 05- 05/ ">
<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>
<Al i ases>
<Quantity>nunmber of CNAME al i ases</Qantity>
<l-- Optional. Ont when Quantity = 0. -->

<l tens>
<CNAME>CNAME al i as</ CNAME>
</ltenms>

</ Al'i ases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootObject>
<Ori gi ns>
<Quantity>nunber of origins</Quantity>
<l tens>
<Origin>
<l d>uni que identifier for this origin</ld>
<Domai nNane>domai n nane of ori gi n</ Domai nNanme>

<S3Ori gi nConfi g>o
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ 1 D</ Origi nAccessl dentity>
</ S3Cri gi nConfi g>

<Cust on0r i gi nConf i g>&
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the custom origin
|'i stens on</HTTPSPort >
<Ori gi nProtocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Onit when Quantity = 0. -->
<l tens>
<AwsAccount Nunber >sel f | AWS account that can create
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si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al | ow-al | |
ht t ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni mum TTL in seconds</M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>nunmber of cache behavi ors</ Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Policy>all owal|l | https-only</ViewerProtocol Policy>

<M nTTL>mi ni mum TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltens>
</ CacheBehavi or s>
<Comment >conment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>

o Use the S3Ori gi nConf i g element only if you use an Amazon S3 origin for your distribution.

Use the Cust ontOr i gi nConf i g element only if you use a custom origin for your distribution. For
more information about the Cust onmOr i gi nConf i g element and the S3Ori gi nConfi g element,
see DistributionConfig Complex Type (p. 116).

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use. For more information, see Common REST Headers (p. 2).
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Name Description Required

I f-Match The value of the ETag header you received when retrieving the Yes
distribution's configuration, for example, E2 QARUHEXAMPLE
Type: String

Request Elements

Name Description

Di stributionConfig The distribution's configuration information. For more information,

see DistributionConfig Complex Type (p. 116).
Type: Di st ri buti onConfi g complex type

Responses
Syntax

200 &K
ETag: [Updated ETag val ue, which can be used to do another PUT or to do a DELETE]

x-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stribution xm ns="http://cloudfront.amzonaws. conf doc/2012- 05- 05/ ">
<l d>I D for the distribution</Id>
<St at us>Depl oyed | | nProgress</Status>
<Last Modi fi edTi me>creati on date and tinme in
| SO 8601 format</LastMdifiedTi ne>
<I nProgressl nval i dati onBat ches>nunber of invalidation batches being
processed for this distribution</InProgresslnvalidationBatches>
<Domai nNane>Cl oudFront domai n nanme assigned to the
di stributi on</ Domai nName>
<Acti veTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunmber of unique trusted signers fromall
cache behavi ors</ Quantity>
<l tems>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
AwsAccount Number </ Quanti ty>
<l tems>
<KeyPai rl d>active key pair associated with
AwsAccount Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
<Cal | er Ref erence>uni que description for this
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di stribution config</CallerReference>

<Ali ases>
<Quantity>nunber of CNAME aliases</ Quantity>
<l tens>
<CNAME>CNAME al i as</ CNAMVE>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootOhject>
<Ori gi ns>
<Quantity>nunber of origins</Qantity>
<l tens>
<Ori gi n>
<l d>uni que identifier for this origin</ld>
<Donmi nName>domai n name of ori gi n</ Domai nName>

<S30r i gi nConf i g>&P
<Origi nAccessl dentity>origin-access-identity/
cloudfront/ | D</ Origi nAccessl dentity>
</ S3Ori gi nConfi g>

<Cust onQx i gi nConf i >
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProt ocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
appl i es to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow-al | |
htt ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni nrum TTL in seconds</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quanti ty>nunber of cache behavi ors</ Quantity>
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
applies to</TargetOiginld>
<For war dedVal ues>
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<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunmber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>all owal |l | https-only</Vi ewerProtocol
Pol i cy>
<M nTTL>mi ni num TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltems>
</ CacheBehavi or s>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>
</ Di stribution>

o The S3Ori gi nConfi g element is returned only if you use an Amazon S3 origin.

The Cust omr i gi nConfi g element is returned only if you use a custom origin. For more information
about the Cust onr i gi nConfi g element and the S3Ori gi nConf i g element, see DistributionConfig
Complex Type (p. 116).

Headers
Name Description
ETag The current version of the configuration, for example, E2QARUHEXAMPLE. For
information about using the ETag header value, see Description (p. 34).
Type: String
Elements
Name Description

Di stribution The distribution's information. For more information, see Distribution Complex
Type (p. 108).
Type: Di stri buti on datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).
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Error Description HTTP
Status
Code
CNAMEAI r eadyExi st s One or more of the CNAMESs you provided are | 409
already associated with a different distribution.
I'll egal Updat e Origin and CallerReference cannot be updated. | 400
I nval i dl f Mat chVer si on The If-Match version is missing or not valid for | 400

the distribution.

I nval i dOri gi nAccessl dentity The origin access identity is not valid or doesn't | 400
exist.

I nval i dRequi r edPr ot ocol This operation requires the HTTPS protocol. 400
Ensure that you specify the HTTPS protocol in
your request, or omit the Requi r edPr ot ocol s
element from your distribution configuration.

M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header
is set.
NoSuchDi stri bution The specified distribution does not exist. 404
Precondi tionFail ed The precondition given in one or more of the 412

request-header fields evaluated to f al se.

TooManyDi st ri buti onCNAMES Your request contains more CNAMESs than are | 400
allowed per distribution.

TooManyTr ust edSi gner s Your request contains more trusted signers than | 400
are allowed per distribution.

Tr ust edSi gner DoesNot Exi st One or more of your trusted signers do not exist. | 400

Examples

The following example request updates the configuration for the EDFDVBD6EXAMPLE distribution.

Sample Request

PUT /2012-05- 05/ di stri buti on/ EDFDVBD6EXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMI

| f-Match: E2QWNRUHEXAMPLE

[ her required headers]

<?xm version="1.0" encodi ng="UTF-8"?>
<Di stributionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05-05/" >
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnx/ Cal | er Ref er ence>
<Al i ases>
<Quantity>1</Quantity>
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<l tens>
<CNAME>WWw. exanpl e. com</ CNAMVE>
</ltens>

</ Al'i ases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Quantity>
<ltenms>
<Origin>
<l d>exanpl e- Amazon S3-ori gi n</1d>
<Domai nNane>nyawsbucket . s3. anazonaws. conx/ Dormai nName>
<S30ri gi nConfi g>
<Ori gi nAccessl dentity>origin-access-identity/cl oud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Cri gi nConfi g>
</ Origin>
<Origin>
<| d>exanpl e- cust om ori gi n</ | d>
<Domai nNane>exanpl e. conk/ Donai nNanme>
<Custon®Orxi gi nConfi g>
<HTTPPor t >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProt ocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Policy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origi ns>

<Def aul t CacheBehavi or >
<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Quantity>
<ltems>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Quantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Target Ori gi nl d>exanpl e- cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Quantity>
<l tens>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
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</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | owal | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefi x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stributionConfi g>

Sample Response

200 XK
ETag: E9LHASXEXAMPLE
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Di stribution xm ns="http://cloudfront.amazonaws. com doc/ 2012- 05-05/" >
<| d>EDFDVBD6 EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Mbdi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi me>
<l nProgressl nval i dati onBat ches>1</| nProgressl nval i dati onBat ches>
<Domai nNane>d111111abcdef 8. cl oudf ront . net </ Domai nNane>
<ActiveTrust edSi gner s>
<Quantity>3</Qantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<ltenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >111122223333</ AwsAccount Nurber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
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<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnk/ Cal | er Ref er ence>

<Ali ases>
<Quantity>1</Qantity>
<l tens>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Qantity>
<l tenms>
<Ori gi n>
<l d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conx/ Domai nNanme>
<S30Ori gi nConfi g>
<Ori gi nAccessl dentity>ori gi n-access-identity/cloud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Ori gi n>
<l d>exanpl e- cust om ori gi n</ |1 d>
<Domai nNane>exanpl e. conx/ Domai nNane>
<Cust onxi gi nConfi g>
<HTTPPort >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProtocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<Target Ori gi nl d>exanpl e- Anazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Qantity>
<l tenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Prot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Qantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Tar get Ori gi nl d>exanpl e-cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Qantity>
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<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nyawsl| ogbucket . s3. anazonaws. conk/ Bucket >
<Pr ef i x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stri buti onConfi g>
</ Distribution>

Related Actions

¢ GET Distribution Config (p. 29)
« DELETE Distribution (p. 45)
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DELETE Distribution

Description

This action deletes a download distribution. To delete a download distribution using the CloudFront API,
perform the following steps.

For information about deleting a distribution using the CloudFront console, go to Deleting a Distribution
in the Amazon CloudFront Developer Guide. For information about deleting a streaming distribution using
the CloudFront API, see DELETE Streaming Distribution (p. 73).

To delete a download distribution using the CloudFront API
1. Disable the download distribution.

a. Submita GET Distribution Confi g requestto getthe current configuration and the Et ag
header for the distribution. For more information, see GET Distribution Config (p. 29).

b. Update the XML document that was returned in the response to your GET Di stri buti on
Conf i g request to change the value of Enabl ed to f al se.

c. SubmitaPUT Distribution Confi grequesttoupdate the configuration for your distribution:

* In the request body, include the XML document that you updated in Step 1b.

» Setthe value of the HTTP I f - Mat ch header to the value of the ETag header that CloudFront
returned when you submitted the GET Di stri buti on Confi g requestin Step la.

For more information, see PUT Distribution Config (p. 34).

d. Reviewtheresponsetothe PUT Di stributi on Confi grequestto confirm that the distribution
was successfully disabled.

e. Submita GET Di stri buti on request to confirm that your changes have propagated. When
propagation is complete, the value of St at us is Depl oyed. For more information, see GET
Distribution (p. 23).

2. Submita DELETE Di stri buti on request. Set the value of the HTTP | f - Mat ch header to the
value of the ETag header that CloudFront returned when you submitted the GET Di stri buti on
Confi g requestin Step la.

3. Review the response to your DELETE Di st ri buti on request to confirm that the distribution was
successfully deleted.

Requests
Syntax

DELETE /2012-05-05/di stribution/<distribution ID> HTTP/ 1.1

Host: cl oudfront. anazonaws. com

If-Match: [value from ETag header in previous GET or PUT response]
Aut hori zation: [AWS authentication string]

Date: [time stanp]

[& her required headers]

API Version 2012-05-05
45


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/HowToDeleteDistribution.html

Amazon CloudFront API Reference
Responses

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Common REST Headers (p. 2)).

Name Description Required
I f-Match The value of the ETag header you received when you disabled the | Yes
distribution. For example: E2QARUHEXAMPLE
Type: String
Responses
Syntax

204 No Content
X-ane-request-id: [Request |D]

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
Di stri buti onNot Di sabl ed The distribution you are trying to delete has | 409

not been disabled.

I nval i dl f Mat chVer si on The If-Match version is missing or not valid for | 400
the distribution.

NoSuchDi stri bution The specified distribution does not exist. 404

Precondi tionFail ed The precondition given in one or more of the | 412
request-header fields evaluated to f al se.

Examples

The following example request deletes the EDFDVBD6EXAMPLE distribution.

Sample Request

DELETE /2012- 05- 05/ di stri buti on/ EDFDVBD6EXAMPLE HTTP 1.1
Host: cl oudfront.amazonaws. com

| f-Match: E2QWRUHEXAMPLE

Aut hori zation: AWS authentication string

[ & her required headers]
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Sample Response

204 No Content
X-ane-request-id: request_id

Related Actions

¢ POST Distribution (p. 5)

e GET Distribution List (p. 16)

e GET Distribution (p. 23)

¢ PUT Distribution Config (p. 34)
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Actions On Streaming Distributions

Topics
¢ POST Streaming Distribution (p. 49)
e GET Streaming Distribution List (p. 55)
¢ GET Streaming Distribution (p. 59)
¢ GET Streaming Distribution Config (p. 63)
¢ PUT Streaming Distribution Config (p. 66)
« DELETE Streaming Distribution (p. 73)

This section describes actions you can perform on streaming distributions. For more information about
streaming distributions, go to Streaming Media Files in the Amazon CloudFront Developer Guide.
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POST Streaming Distribution

Description

This action creates a new streaming distribution. A streaming distribution is similar to a download
distribution, but a streaming distribution streams media files using the Adobe Real-Time Messaging
Protocol (RTMP) instead of serving files using HTTP. You can create up to 100 streaming distributions
per AWS account. For more information about streaming distributions, go to Working with Streaming
Distributions in the Amazon CloudFront Developer Guide.

To create a new streaming distribution, you do a POST on the 2012- 05- 05/ st r eam ng-di stri buti on
resource. The request body must include an XML document with a St r eani ngDi st ri buti onConfig
element. The response echoes the St r eam ngDi stri buti onConfi g element and returns other
information about the streaming distribution.

To get the status of your request, use the GET St ream ng Di stri buti on API action. When the value
of the Enabl ed element is t r ue and the value of the St at us element is Depl oyed, your distribution is
ready. A distribution usually deploys in less that 15 minutes. For more information, see GET Streaming
Distribution (p. 59).

& Important

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to
the format of the XML document that you include in the request body when you create or update
a download distribution or a streaming distribution, and when you invalidate objects. With previous
versions of the API, we discovered that it was too easy to accidentally delete one or more values
for an element that accepts multiple values, for example, CNAMEs and trusted signers. Our
changes for the 2012-05-05 release are intended to prevent these accidental deletions and to
notify you when there's a mismatch between the number of values you say you're specifying in
the Quant i t y element and the number of values you're actually specifying.

Requests

Syntax

POST /2012-05- 05/ stream ng-distribution HTTP/ 1.1
Host: cl oudfront.amzonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[ her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stributionConfig xm ns="http://cloudfront.amzonaws. com doc/ 2012-
05-05/">
<Cal | er Ref erence>uni que description for this
di stribution</Call erReference>
<S30Ori gi n>
<DNSNane>Cl oudFront domai n name assigned to the distributi on</ DNSNane>
<Ori gi nAccessl dentity>origin-access-identity/
cl oudfront/ |1 D</ Ori gi nAccessl dentity>
</ S3Cri gi n>
<Al i ases>
<Quantity>nunber of CNAME aliases</Quantity>
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Responses
<l tenms>
<CNAME>CNAME al i as</ CNAVE>
</ltens>

</ Al'i ases>
<Comment >conment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>nunmber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
</ Stream ngDi stri butionConfig>

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Elements

Name Description

Stream ngDi stributionConfig The streaming distribution's configuration information. For
more information, see StreamingDistributionConfig Complex
Type (p. 137).
Type: St ream ngDi stri buti onConfi g complex type
Default: None

Responses

Syntax

201 Created

Location: [URI of new streaming distribution]
X-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stribution xm ns="http://cloudfront.anazonaws. conf doc/ 2012- 05- 05/ " >

<l d>i d</1d>
<St at us>Depl oyed | | nProgress</Status>
<Last Mbdi fi edTi ne>date and tine in | SO 8601 format</LastMdifiedTi ne>
<Domai nNane>Cl oudFront domai n nane for the distribution</Domai nNane>
<ActiveTrust edSi gner s>

<Enabl ed>true | fal se</Enabl ed>
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<Quantity>nunmber of trusted signers</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber>sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
Aws Account Nunber </ Quantity>
<l tenms>
<KeyPai rl d>active key pair associated with
Aws Account Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref erence>uni que description for this
di stribution</Call erRef erence>
<S3Ori gi n>
<DNSName>Cl oudFr ont domai n nanme assigned to the
di stributi on</ DNSNane>
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ 1 D</ Origi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>nunber of CNAME aliases</ Quantity>
<l tenms>
<CNAME>CNAME al i as</ CNAMVE>
</ltems>
</ Aliases>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quanti ty>nunber of trusted signers</Quantity>
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Headers

Name Description

Locati on | The fully qualified URI of the new streaming distribution resource just created, for example,
ht t ps: // ¢l oudf ront . an@zonaws. cont 2012- 05- 05/ st r eani ng- di st ri but i on/ EGTXBD79EXAMPLE

Type: String
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Elements
Name Description
Streami ngDi stribution The streaming distribution's information. For more information, see

StreamingDistribution Complex Type (p. 131).
Type: St r eanm ngDi st ri buti on datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code

CNAMEAI r eadyExi st s One or more of the CNAMES you provided are 409

already associated with a different distribution.

St ream ngDi stri butionAl read | The caller reference you attempted to create the | 409
yEXi st's streaming distribution with is associated with
another streaming distribution.

InvalidOrigin The origin server specified does not refer to a valid | 400
Amazon S3 bucket.

M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header is
set.

TooManySt ream ngDi stributio | Your request contains more CNAMEs than are 400
NCNAMES allowed per streaming distribution.

TooManySt r eani ngDi stri butions | Processing your request would cause you to 400

exceed the maximum number of streaming
distributions allowed.

Examples

The following example request creates a new streaming distribution that corresponds to the bucket
myawsbucket.s3.amazonaws.com. The request enables logging.

Sample Request

POST /2012-05- 05/ stream ng-distribution HITP/ 1.1
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMVI

[ her required headers]

<?xm version="1.0" encodi ng="UTF-8"?>
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<Stream ngDi stributionConfig xm ns="http://cloudfront.amzonaws. com doc/ 2012-
05- 05/ ">
<Cal | er Ref erence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNane>nyst r eam ngbucket . s3. anazonaws. conx/ DNSName>
<Ori gi nAccessl dentity>ori gi n-access-identity/cloud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S30ri gi n>
<Al i ases>
<Quantity>1</Quantity>
<ltenms>
<CNAME>WWw. exanpl e. com</ CNAMVE>
</ltens>
</ Ali ases>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefix>myprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Quantity>

<l tens>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltenms>

</ Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stributionConfig>

Sample Response

201 Created

Locati on: https://cloudfront.amazonaws. conf 2012- 05- 05/ stream ng-di stri bu
t i on/ EGTXBD79EXAMPLE

X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stribution xm ns="http://cl oudfront.anazonaws. conf doc/ 2012- 05- 05/ " >

<| d>EGTXBD79EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Mbdi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi me>
<Domai nNane>s5c¢39gqb8ow64r . cl oudf ront . net </ Domai nNane>
<ActiveTrust edSi gner s>
<Quantity>1</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<l tems>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
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</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref erence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNanme>nyst r eam ngbucket . s3. anazonaws. con</ DNSNane>
<Ori gi nAccessl dentity>origin-access-identity/cl oud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>1</Qantity>
<l tenms>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>
</ Aliases>
<Comment >exanpl e coment </ Comment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Qantity>

<ltems>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltens>

</ Tr ust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Related Actions

¢ GET Streaming Distribution List (p. 55)

¢ GET Streaming Distribution (p. 59)

¢ GET Streaming Distribution Config (p. 63)
¢ PUT Streaming Distribution Config (p. 66)
¢ DELETE Streaming Distribution (p. 73)
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GET Streaming Distribution List

Description

To list your streaming distributions, you do a GET on the 2012- 05- 05/ st r eam ng-di stri buti on
resource. The response includes a St r eam ngDi stri buti onLi st element with zero or more
Streamni ngDi stri buti onSumary child elements. By default, your entire list of streaming distributions
is returned in one single page. If the list is long, you can paginate it using the MaxI t ens and Mar ker
parameters.

Requests
Syntax

GET /2012-05- 05/ st ream ng-di stri buti on?Mar ker =val ue&vaxI t ens=val ue HITP/ 1.1
Host: cl oudfront.amazonaws. com

Aut horization: [AWS authentication string]

Date: [time stanp]

[ her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Query Parameters

Name Description Required

Mar ker Use this when paginating results to indicate where to beginin | No
your list of streaming distributions. The results include
distributions in the list that occur after the marker. To get the next
page of results, set the Mar ker to the value of the Next Mar ker
from the current page's response (which is also the ID of the last
distribution on that page).
Type: String
Default: All your streaming distributions are listed from the
beginning

Max! t ens The maximum number of streaming distributions you want in the | No
response body.

Type: String with a maximum value of 100
Default: 100
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Responses
Syntax

200 &K
x-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stributionList xm ns="http://cloudfront.anazonaws. coni doc/ 2012- 05-
05/ ">
<Mar ker >val ue specified in request</Marker>
<Next Mar ker >val ue for Marker paraneter in
next request </ Next Marker >
<Maxl| tems>val ue specified in request</Mxltenms>
<IsTruncated>true | fal se</IsTruncated>
<Quantity>nunber of streaning distributions
created by current AWS account </ Quantity>
<l tems>
<Stream ngDi stri buti onSumary>
<l d>i d</ | d>
<St at us>st at us</ St at us>
<Last Modi fi edTi me>ti ne</ Last Modi fi edTi me>
<Donai nName>nane</ Domai nNane>
<S3Ori gi n>
<DNSNane>Amazon S3 bucket nanme</ DNSName>
<Ori gi nAccessl dentity>0Al </ Ori gi nAccessl dentity>
</ S3Ori gi n>
<CNAME>CNAME al i as</ CNAME>
<Comment >conment about the distribution</ Comrent >
<Enabl ed>true | fal se</Enabl ed>
</ St ream ngDi stri buti onSummary>
</ltems>
</ Stream ngDi stri butionLi st>

Elements

The body of the response includes an XML document with a St r eam ngDi st ri buti onLi st element.
The following table lists the child elements of the St r eam ngDi stri buti onLi st element.

Name Description
Mar ker The value you provided for the Mar ker request parameter.
Type: String

Parent: StreamingDistributionList

Next Mar ker If 1 sTruncat ed is t r ue, this element is present and contains the value
you can use for the Mar ker request parameter to continue listing your
streaming distributions where they left off.

Type: String
Parent: StreamingDistributionList

Max| t ens The value you provided for the Max| t ens request parameter.
Type: String
Parent: StreamingDistributionList
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Name Description

I sTruncat ed A flag that indicates whether more streaming distributions remain to be
listed. If your results were truncated, you can make a follow-up pagination
request using the Mar ker request parameter to retrieve more distributions
in the list.

Type: String
Valid Values: true | fal se
Parent: StreamingDistributionList

Quantity The number of streaming distributions that were created by the current
AWS account.

Type: String
Parent: DistributionList

I'tens A complex type that contains one St r eami ngDi stri buti onSummary
element for each distribution that was created by the current AWS
account.

Type: Complex
Child: StreamingDistributionSummary
Parent: DistributionList

StreamningDi stributio | Type: An XML structure containing a summary of the streaming
nSunmary distribution. For information about the child elements, see
StreamingDistribution Complex Type (p. 131).

Special Errors

The action returns no special errors besides the common errors all actions return. For more information
about common errors, see Errors (p. 156).

Examples

The following example request lists the first two of your ten streaming distributions.

Sample Request

GET /2012-05- 05/ stream ng-di stribution?Maxltens=2 HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMI

[& her required headers]

Sample Response

200 &K
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stributionList xm ns="http://cloudfront.anazonaws. coni doc/ 2012- 05-
05/ ">
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<Mar ker >EGTXBD79EXAMPLE</ Mar ker >
<Next Mar ker >ED4L 98 SBEXAMPLE</ Next Mar ker >
<Max| t ems>1</ Max| t ens>
<I sTruncat ed>t rue</ | sTruncat ed>
<Quantity>4</ Quantity>
<l tenms>
<Stream ngDi stri buti onSumary>
<| d>EGTXBD79EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Mbdi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi ne>
<Domai nNane>s5c¢39gqb8ow64r . cl oudf ront . net </ Domai nNane>
<S3Ori gi n>
<DNSNane>nyst r eam ngbucket . s3. anazonaws. conx/ DNSName>
</ S3Ori gi n>
<CNAME>wWWw. exanpl e. com</ CNAMVE>
<CNAME>pr oduct . exanpl e. conx/ CNAVE>
<Conment >Fi rst di stri buti on</ Comment >
<Enabl ed>t r ue</ Enabl ed>
</ St ream ngDi stri buti onSummary>
</ltems>
</ Stream ngDi stri butionLi st>

Sample Request

The following example request gets the next four streaming distributions in your list.

GET /2012- 05- 05/ st r eam ng- di stri buti on?Max| t ems=4?Mar ker =EDAL98SBEXAMPLE HTTP/ 1. 1
Host: cl oudfront.anazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:39: 00 GVI

[ her required headers]

Related Actions

¢ POST Streaming Distribution (p. 49)
¢ DELETE Streaming Distribution (p. 73)
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GET Streaming Distribution

Description

To get the information about a streaming distribution, you do a GET on the
2012- 05- 05/ stream ng-di stribution/<distribution |D>resource.

Requests
Syntax

GET /2012- 05-05/stream ng-di stribution/<distribution ID> HTTP/ 1.1
Host: cl oudfront.anmazonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
ETag: [ETag value to use |later when doing a PUT or DELETE]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Stream ngDi stribution xm ns="http://cl oudfront.anmazonaws. conf doc/ 2012- 05- 05/ " >

<l d>i d</1d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>date and tinme in | SO 8601 fornat</LastMdifiedTi me>
<Donmi nName>Cl oudFront donain nane for the distribution</Donmai nName>
<Act i veTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l tens>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
AwsAccount Nunber </ Quantity>
<l tens>
<KeyPai rl d>active key pair associated with
AwsAccount Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
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</ltens>
</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref erence>uni que description for this
di stribution</Call erRef erence>
<S3Ori gi n>
<DNSName>Cl oudFr ont domai n nanme assigned to the
di stributi on</ DNSNane>
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/1D</ Origi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>nunber of CNAME aliases</ Quantity>
<l tenms>
<CNAME>CNAME al i as</ CNAMVE>
</ltems>
</ Aliases>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quanti ty>nunber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Enabl ed>t rue| f al se</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Headers

Name Description

ETag The current version of the streaming distribution's information, for example,
E2 QARUHEXAMPLE. For information about using the ETag header value, see PUT
Streaming Distribution Config (p. 66).
Type: String

Elements

Name Description

Streani ngDi stribution The streaming distribution's information. For more information, see

StreamingDistribution Complex Type (p. 131).
Type: St r eam ngDi st ri buti on complex type
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Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
NoSuchSt ream ngDi stri bution The specified streaming distribution does | 404
not exist.
Examples

The following example request gets the information about the EGTXBD79EXAMPLE streaming distribution.

Sample Request

GET /2012-05- 05/ st ream ng-di stri buti on/ EDFDVBD6EXAMPLE HTTP/ 1. 1
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMI

[& her required headers]

Sample Response

200 &K
ETag: E2QWRUHEXAMPLE
X-ane-request-id: request_id

<Stream ngDi stribution xm ns="http://cl oudfront. anazonaws. coni doc/ 2012- 05- 05/ " >

<| d>EGTXBD79EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Mbdi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi me>
<Domai nNane>s5¢39gqb8ow64r . cl oudf r ont . net </ Domai nNane>
<Acti veTrust edSi gner s>
<Quantity>3</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<l tenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</Items>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
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</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref erence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNanme>nyst r eam ngbucket . s3. anazonaws. con</ DNSNane>
<Ori gi nAccessl dentity>origin-access-identity/cl oud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>1</Qantity>
<l tenms>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>
</ Aliases>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Qantity>

<ltems>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltens>

</ Tr ust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Related Actions

¢ GET Streaming Distribution Config (p. 63)
¢ PUT Streaming Distribution Config (p. 66)
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GET Streaming Distribution Config

Description

To get a streaming distribution's configuration information, you do a GET on the
2012- 05- 05/ stream ng-di stri bution/<distribution |ID>/configresource.

Requests
Syntax

GET /2012- 05-05/ stream ng-di stribution/<distribution ID>/config HITP/ 1.1
Host: cl oudfront.anmazonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
ETag: [ETag value to use |later when doing a PUT on the config]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Stream ngDi stri butionConfig>

<Cal | er Ref erence>uni que description for this
di stribution</Call er Ref erence>

<S3Ori gi n>
<DNSNane>Cl oudFront donai n nane assigned to the distributi on</ DNSNane>
<Ori gi nAccessl dentity>ori gi n-access-identity/

cl oudfront/1D</ Oigi nAccessl dentity>

</ S30ri gi n>

<Al i ases>
<Quantity>nunber of CNAME al i ases</Quantity>
<ltems>

<CNAME>CNAME al i as</ CNAMVE>

</ltens>

</ Aliases>

<Conmment >conmment about the distribution</ Comrent >

<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket for |ogs</Bucket>
<Prefix>prefix for log file names</Prefix>

</ Loggi ng>

<Tr ust edSi gner s>
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<Quantity>nunmber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Enabl ed>t r ue| f al se</ Enabl ed>
</ Stream ngDi stri butionConfig>

Headers
Name Description
ETag The current version of the configuration, for example, E2QARUHEXAMPLE. For
information about using the ETag header value, see PUT Streaming Distribution
Config (p. 66).
Type: String
Elements
Name Description
Stream ngDi stributio The streaming distribution's configuration information. For more
nConfig information, see StreamingDistributionConfig Complex Type (p. 137).

Type: St r eam ngDi stri buti onConfi g complex type

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
NoSuchSt r eanm ngDi stribution The specified streaming distribution does | 404
not exist.
Examples

The following example request gets the configuration information for the EGTXBD79EXAMPLE streaming
distribution.

Sample Request

GET /2012- 05- 05/ st reami ng-di stri buti on/ EGTXBD79EXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.amazonaws. com
Aut hori zation: AWS authentication string
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Date: Thu, 17 May 2012 19:37:58 GMVI
[& her required headers]

Sample Response

200 XK
ETag: E2QARUHEXAMPLE
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stributionConfig xm ns="http://cloudfront.amzonaws. conm doc/2012-
05- 05/ ">
<Cal | er Ref erence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNane>nyst r eam ngbucket . s3. anazonaws. conx/ DNSName>
<Ori gi nAccessl dentity>ori gi n-access-identity/cloud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>1</Quantity>
<ltenms>
<CNAME>WWw. exanpl e. com</ CNAMVE>
</ltens>
</ Al'i ases>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefix>nmyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Quantity>

<l tens>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltenms>

</ Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stributionConfig>

Related Actions

¢ GET Streaming Distribution (p. 59)
¢ PUT Streaming Distribution Config (p. 66)

API Version 2012-05-05
65




Amazon CloudFront API Reference
PUT Streaming Distribution Config

PUT Streaming Distribution Config

Description

This action updates the configuration for a streaming distribution. To update a streaming distribution using
the CloudFront API, perform the following steps.

For information about updating a distribution using the CloudFront console, go to Listing, Viewing, and
Updating CloudFront Distributions in the Amazon CloudFront Developer Guide. For information about
updating a download distribution using the CloudFront API, see PUT Distribution Config (p. 34).

To update a streaming distribution using the CloudFront API

1.

Submita GET Stream ng Distribution Confi g requestto getthe current configuration and
the Et ag header for the distribution. For more information, see GET Streaming Distribution
Config (p. 63).

Update the XML document that was returned in the response to your GET St reami ng

Di stribution Confi g request with the desired changes. You cannot change the value of
Cal | er Ref er ence or DNSNane. If you try to change either value, CloudFront returns an
111 egal Updat e error.

& Important

The new configuration replaces the existing configuration; they are not merged. When you
add, delete, or replace values in an element that allows multiple values (for example, CNANME),
you must specify all of the values that you want to appear in the updated distribution. In
addition, you must update the corresponding Quantity element.

Submita PUT Streamni ng Distribution Confi g requestto update the configuration for your
distribution:

¢ Inthe request body, include the XML document that you updated in Step 2. The request body must
include an XML document with a St r eam ngDi stri buti onConfi g element.

¢ Set the value of the HTTP I f - Mat ch header to the value of the ETag header that CloudFront
returned when you submitted the GET Streami ng Di stri bution Confi g requestin Step 1.

Review the response to the PUT Streami ng Di stribution Confi g requestto confirm that the
configuration was successfully updated.

Optional: Submit a GET Stream ng Di stri buti on request to confirm that your changes have
propagated. When propagation is complete, the value of St at us is Depl oyed. For more information,
see GET Streaming Distribution (p. 59).

Important

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to
the format of the XML document that you include in the request body when you create or update
a download distribution or a streaming distribution, and when you invalidate objects. With previous
versions of the API, we discovered that it was too easy to accidentally delete one or more values
for an element that accepts multiple values, for example, CNAMEs and trusted signers. Our
changes for the 2012-05-05 release are intended to prevent these accidental deletions and to
notify you when there's a mismatch between the number of values you say you're specifying in
the Quant i t y element and the number of values you're actually specifying.
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Requests
Syntax

PUT /2012-05- 05/ streaning-distribution/distribution Id/config HTTP/1.1
Host: cl oudfront. amazonaws. com

If-Match: [value from ETag header in previous GET response]

Aut hori zation: [AWS authentication string]

[& her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stri butionConfig>
<Cal | er Ref erence>uni que description for this
di stribution</Call erReference>
<S3Ori gi n>
<DNSNane>Cl oudFront donai n nane assigned to the distribution</ DNSNane>
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ | D</COrigi nAccessl dentity>
</ S30ri gi n>
<Al i ases>
<Quantity>nunmber of CNAME al i ases</Quantity>
<ltenms>
<CNAME>CNAME al i as</ CNAME>
</ltens>
</ Al'i ases>
<Comment >conment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>nunber of trusted signers</Quantity>
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Enabl ed>t r ue| f al se</ Enabl ed>
</ Streami ngDi stributionConfig>

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Common REST Headers (p. 2)).

Name Description Required
I f-Match The value of the ETag header you received when retrieving the Yes
streaming distribution's configuration. For example: E2QANRUHEXAMPLE
Type: String
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Request Elements

Name Description Required

St ream ngDi stri buti o | The streaming distribution's configuration information. For | Yes
nConfig more information, see StreamingDistributionConfig
Complex Type (p. 137).

Type: St r eam ngDi stri buti onConfi g complex type

Responses

Syntax

200 X
ETag: [ETag value to use |later when doing a DELETE]
X-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Stream ngDi stribution xm ns="http://cl oudfront.anmazonaws. conf doc/ 2012- 05- 05/ " >

<l d>i d</ | d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>date and tinme in | SO 8601 fornat</LastMdifiedTi me>
<Donmi nName>Cl oudFront donai n nane for the distributi on</Donmai nName>
<Act i veTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l tens>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
Aws Account Nunber </ Quantity>
<l tens>
<KeyPai rl d>active key pair associated with
Aws Account Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r| ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Streani ngDi stri buti onConfi g>
<Cal | er Ref erence>uni que description for this
di stribution</Call er Ref erence>
<S30ri gi n>
<DNSNane>Cl oudFront donmai n nane assigned to the
di stributi on</ DNSNane>
<Origi nAccessl dentity>origin-access-identity/
cloudfront/1D</ Origi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>nunber of CNAME aliases</Quantity>
<l tens>
<CNAME>CNAME al i as</ CNAMVE>
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</ltems>
</ Aliases>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quanti ty>nunber of trusted signers</Quantity>
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Enabl ed>t rue| f al se</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Headers
Name Description
ETag The current version of the configuration, for example, E2QARUHEXAMPLE. For
information about using the ETag header value, see Description (p. 66).
Type: String
Elements
Name Description
Stream ngDi stri bution The streaming distribution's information. For more information, see

StreamingDistribution Complex Type (p. 131).
Type: St ream ngDi stri buti on datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
CNAMEAI r eadyExi st s One or more of the CNAMES you provided are | 409
already associated with a different distribution.
Il l egal Updat e Origin and CallerReference cannot be updated. | 400
I nval i dl f Mat chVer si on The If-Match version is missing or not valid for | 400

the distribution.
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Error Description HTTP
Status
Code
M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header
is set.

NoSuchSt r eam ngDi stri bution The specified streaming distribution does not | 404
exist.

Precondi tionFail ed The precondition given in one or more of the 412
request-header fields evaluated to f al se.

TooManyStream ngDi stributio Your request contains more CNAMEs than are | 400
NCNAMES allowed per streaming distribution.

Examples

The following example request updates the configuration for the EGTXBD79EXAMPLE streaming
distribution.

Sample Request

PUT /2012- 05- 05/ stream ng-di stri buti on/ EGTXBD79EXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.amzonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMI

I f-Match: E2QARUHEXAMPLE

[ her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stributionConfig xm ns="http://cloudfront.amzonaws. com doc/ 2012-
05- 05/ ">
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<S30Ori gi n>
<DNSNane>nyst r eani ngbucket . s3. amazonaws. conx/ DNSName>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
front/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Cri gi n>
<Al i ases>
<Quantity>1</Quantity>
<Itenms>
<CNAME>Www. exanpl e. conm</ CNAMVE>
</ltens>
</ Al'i ases>
<Conmment >exanpl e conment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Quantity>
<Itens>
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<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltenms>
</ Tr ust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stributionConfig>

Sample Response

200 XK
ETag: E9LHASXEXAVPLE
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Stream ngDi stribution xm ns="http://cloudfront.anmazonaws. conf doc/ 2012- 05- 05/ " >

<| d>EGTXBD79EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Mbdi fi edTi me>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi ne>
<Domai nNane>s5c¢39gqgb8ow64r . cl oudf ront . net </ Domai nNane>
<ActiveTrust edSi gner s>
<Quantity>1</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<l tenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</Items>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNanme>nyst r eam ngbucket . s3. anazonaws. con</ DNSNane>
<Ori gi nAccessl dentity>origin-access-identity/cloud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>1</Qantity>
<l tenms>
<CNAME>WwW. exanpl e. conx/ CNAME>
</ltems>
</ Aliases>
<Conmment >exanpl e coment </ Comment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Qantity>
<l tenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunmber >
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</ltems>
</ Tr ust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Related Actions

¢ GET Streaming Distribution Config (p. 63)
« DELETE Streaming Distribution (p. 73)
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DELETE Streaming Distribution

Description

This action deletes a streaming distribution. To delete a streaming distribution using the CloudFront API,
perform the following steps.

For information about deleting a distribution using the CloudFront console, go to Deleting a Distribution
in the Amazon CloudFront Developer Guide. For information about deleting a download distribution using
the CloudFront API, see DELETE Distribution (p. 45).

To delete a streaming distribution using the CloudFront API

1. Disable the streaming distribution.

a.

Submita GET Streami ng Distribution Confi g requestto get the current configuration
and the Et ag header for the distribution. For more information, see GET Streaming Distribution
Config (p. 63).

Update the XML document that was returned in the response to your GET Stream ng

Di stribution Confi grequestto change the value of Enabl ed to f al se.

Submita PUT Streami ng Distribution Confi g requestto update the configuration for
your distribution:

* In the request body, include the XML document that you updated in Step 1b.

» Setthe value of the HTTP I f - Mat ch header to the value of the ETag header that CloudFront
returned when you submitted the GET Stream ng Di stri buti on Confi g requestin Step
la.

For more information, see PUT Streaming Distribution Config (p. 66).

Review the response to the PUT Streami ng Di stribution Confi g requestto confirm that
the distribution was successfully disabled.

Submita GET Stream ng Distributi on request to confirm that your changes have

propagated. When propagation is complete, the value of St at us is Depl oyed. For more
information, see GET Streaming Distribution (p. 59).

2. Submita DELETE Stream ng Di stribution request. Set the value of the HTTP | f - Mat ch
header to the value of the ETag header that CloudFront returned when you submitted the GET
Streaning Distribution Configrequestin Step la.

3. Review the response to your DELETE St reani ng Di stri buti on request to confirm that the
distribution was successfully deleted.

Requests

Syntax

DELETE /2012- 05- 05/ streami ng-di stribution/<distribution ID> HTTP/ 1.1

Host :

cl oudf ront . amazonaws. com

If-Match: [value from ETag header in previous GET or PUT response]
Aut hori zation: [AWS authentication string]
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Date: [tinme stanp]
[& her required headers]

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Common REST Headers (p. 2)).

Name Description Required
I f-Match The value of the ETag header you received when you disabled the | Yes
streaming distribution, for example, E2 QARUHEXAMPLE.
Type: String
Responses
Syntax

204 No Content
X-ane-request-id: [Request |D]

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code

Stream ngDi stri buti onNotDi s The streaming distribution you are trying to 409

abl ed delete has not been disabled.

I nval i dl f Mat chVer si on The If-Match version is missing or not valid for | 400

the distribution.

NoSuchSt r eam ngDi stri bution The specified streaming distribution does not | 404
exist.
Precondi tionFail ed The precondition given in one or more of the | 412

request-header fields evaluated to f al se.

Examples

The following example request deletes the EGTXBD79EXAMPLE streaming distribution.
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Sample Request

DELETE /2012- 05- 05/ st r eam ng-di stri buti on/ EGTXBD79EXAMPLE HTTP 1.1
Host: cl oudfront.amazonaws. com

I f-Match: E2QARUHEXAMPLE

Aut hori zation: AWS authentication string

[ & her required headers]

Sample Response

204 No Content
X-ane-request-id: request_id

Related Actions

¢ POST Streaming Distribution (p. 49)

¢ GET Streaming Distribution List (p. 55)
GET Streaming Distribution (p. 59)

PUT Streaming Distribution Config (p. 66)
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Actions on Origin Access ldentities

Topics
¢ POST Origin Access Identity (p. 77)
e GET Origin Access Identity List (p. 81)
¢ GET Origin Access Identity (p. 85)
¢ GET Origin Access ldentity Config (p. 88)
¢ PUT Origin Access Identity Config (p. 91)
« DELETE Origin Access Identity (p. 95)

This section describes actions you can perform on Amazon CloudFront origin access identities. For more
information about origin access identities, go to Serving Private Content in the Amazon CloudFront
Developer Guide.
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POST Origin Access ldentity

Description

This action creates a new CloudFront origin access identity. You can create up to 100 per AWS account.
For information about why and how you use CloudFront origin access identities, go to Serving Private
Content in the Amazon CloudFront Developer Guide.

To create a new CloudFront origin access identity, you do a POST on the

2012-05- 05/ ori gi n-access-i dentity/cl oudfront resource. The request body must include an
XML document with a d oudFr ont Ori gi nAccessl denti t yConfi g element. The response echoes
the Gl oudFront Ori gi nAccessl denti t yConf i g element and returns other metadata about the origin
access identity.

Requests

Syntax

POST /2012-05-05/ori gi n-access-identity/cloudfront HTTP/ 1.1
Host: cl oudfront.amzonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[& her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cloudfront.amzon
aws. com doc/ 2012- 05- 05/ " >
<Cal | er Ref erence>r ef </ Cal | er Ref er ence>
<Comment >The comment . </ Corment >
</ d oudFront Ori gi nAccessl dentityConfig>

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Elements

Name Description Required

C oudFront Ori gi nAcce | The origin access identity's configuration information. For | Yes
ssldentityConfig more information, see
CloudFrontOriginAccessldentityConfig Complex
Type (p. 146).
Type: O oudFront Ori gi nAccessl dentityConfig
complex type

Default: None
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Responses
Syntax

201 Created
Location: [URl of new origin access identity]
x-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>
< oudFront Ori gi nAccessl dentity xm ns="http://cl oudf ront.anmazonaws. coni doc/ 2012-
05- 05/ ">
<| d>E74FTE3AEXAMPLE</ | d>
<S3Canoni ¢
al User | d>cd13868f 797c227f bea2830611a26f eDa21balb826ab4bed9b7771c9aEXAMPLE</ S3Ca
noni cal User | d>
<C oudFront Ori gi nAccessl denti tyConfi g>
<Cal | er Ref er ence/ >
<Coment / >
</ C oudFront Ori gi nAccessl dentityConfi g>
</ d oudFront Ori gi nAccessl dentity>

Headers

Name Description

Locati on | The fully qualified URI of the new origin access identity just created, for example:
https: //cl oudfront . anazonavs. comi2012- 05- 05/ ori gi n-access-i denti ty/ ¢l oudf ront / EFAFTERAEXAMRLE

Type: String

Elements

Name Description

Cl oudFront Ori gi nAcce The origin access identity's information. For more information, see
ssldentity CloudFrontOriginAccessldentity Complex Type (p. 144).

Type: d oudFront Ori gi nAccessl denti ty datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code
Cl oudFront Ori gi nAccessl de The caller reference you attempted to create the | 409
ntityAl readyExists origin access identity with is associated with

another identity.
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Error Description HTTP
Status
Code
M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header is
set.
TooManyd oudFr ont Ori gi nAc Processing your request would cause you to 400
cessldentities exceed the maximum number of CloudFront origin

access identities allowed.

Examples

The following example request creates a new CloudFront origin access identity.

Sample Request

POST /2012-05-05/ori gi n-access-identity/cloudfront HTTP/ 1.1
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMVI

[ her required headers]

<?xm version="1.0" encodi ng="UTF-8"?>
<Cl oudFront Ori gi nAccessldentityConfig xm ns="http://cloudfront.amazon
aws. conif doc/ 2012- 05- 05/ " >
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Conment >My conment s</ Conment >
</ d oudFront Ori gi nAccessl dentityConfig>

Sample Response

201 Created

Location: https://cloudfront.anmazonaws. conm’ 2012- 05- 05/ ori gi n-access-i den
tity/cloudfront/E74FTE3AEXAMPLE

X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF-8"?>
< oudFront Ori gi nAccessl dentity xm ns="http://cl oudfront.amazonaws. coni doc/ 2012-
05- 05/ ">
<| d>E74FTESAEXAMPLE</ | d>
<S3Canoni cal User | d>
€cd13868f 797c227f bea2830611a26f eDa21balb826ab4bed9b7771c9aEXAMPLE
</ S3Canoni cal User| d>
<Cl oudFront Ori gi nAccessl dentityConfi g>
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >My comment s</ Corment >
</ d oudFront Ori gi nAccessl dentityConfig>
</ d oudFront Ori gi nAccessl dentity>
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Related Actions

¢ GET Origin Access Identity List (p. 81)

¢ GET Origin Access Identity (p. 85)

e GET Origin Access Identity Config (p. 88)
e PUT Origin Access Identity Config (p. 91)
« DELETE Origin Access Identity (p. 95)
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GET Origin Access Identity List

Description

To list your CloudFront origin access identities, you do a GET on the

2012- 05- 05/ ori gi n-access-i dentity/ cl oudf ront resource. The response includes a

Cl oudFront Ori gi nAccessl dentityLi st element with zero or more

Cl oudFront Ori gi nAccessl dentit ySummary child elements. By default, your entire list of origin
access identities is returned in one single page. If the list is long, you can paginate it using the Max| t ens
and Mar ker parameters.

Requests
Syntax

GET /2012-05-05/ori gi n-access-identity/cl oudfront ?Mar ker =val ue&Maxl t ens=val ue
HTTP/ 1.1

Host: cl oudfront. amazonaws. com

Aut hori zation: [AWS authentication string]

Date: [tinme stanp]

[ & her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Query Parameters

Name Description Required

Mar ker Use this when paginating results to indicate where to beginin | No
your list of origin access identities. The results include identities
in the list that occur after the marker. To get the next page of
results, set the Mar ker to the value of the Next Mar ker from
the current page's response (which is also the ID of the last
identity on that page).
Type: String
Default: All your origin access identities are listed from the
beginning

Max! t errs The maximum number of origin access identities you want in the | No
response body.

Type: String with a maximum value of 100
Default: 100
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Responses
Syntax

200 &K
x-ane-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cl oudFront Ori gi nAccessldentityLi st xm ns="http://cloudfront.amazon
aws. coni doc/ 2012- 05- 05/ " >
<Mar ker >val ue specified in request</Marker>
<Next Mar ker >val ue for Marker paraneter in
next request </ Next Marker >
<Maxl| tems>val ue specified in request</Mxltenms>
<IsTruncated>true | false</|sTruncated>
<Quantity>nunber of origin access identities created by
the current AWS account</Quantity>
<l tems>
<Cl oudFront Ori gi nAccessl denti t ySumary>
<l d>i d</ | d>
<S3Canoni cal User | d>user i d</ S3Canoni cal User| d>
<Comment >conment about the origin access identity</Coment>
</ d oudFront Ori gi nAccessl denti t ySunmary>
</ltems>
</ d oudFront Ori gi nAccessl dentityList>

Elements

The body of the response includes an XML document with a Cl oudFr ont Ori gi nAccessl dentityLi st
element. The following table lists the child elements of the O oudFr ont Ori gi nAccessl dent it yLi st
element.

Name Description
Mar ker The value you provided for the Mar ker request parameter.
Type: String

Parent: CloudFrontOriginAccessldentityList

Next Mar ker If 1 sTruncat ed is t r ue, this element is present and contains the value
you can use for the Mar ker request parameter to continue listing your
origin access identities where they left off.

Type: String
Parent: CloudFrontOriginAccessldentityList

Max| t ens The value you provided for the Max| t ens request parameter.
Type: String
Parent: CloudFrontOriginAccessldentityList
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Name Description

I sTruncat ed A flag that indicates whether more origin access identities remain to be
listed. If your results were truncated, you can make a follow-up pagination
request using the Mar ker request parameter to retrieve more items in
the list.

Type: String
Valid Values: true | fal se
Parent: CloudFrontOriginAccessldentityList

Quantity The number of CloudFront origin access identities that were created by
the current AWS account.

Type: String
Parent: CloudFrontOriginAccessldentityList

I'tens A complex type that contains one
Cl oudFront Ori gi nAccessl denti t ySummar y element for each origin
access identity that was created by the current AWS account.

Type: Complex
Child: CloudFrontOriginAccessldentitySummary
Parent: CloudFrontOriginAccessldentityList

d oudFront Ori gi nAccess | Type: An XML structure containing a summary of the origin access
I dentitySumary identity. For information about the child elements, see
CloudFrontOriginAccessldentity Complex Type (p. 144).

Special Errors

The action returns no special errors besides the common errors all actions return (for more information,
see Errors (p. 156)).

Examples

The following example request lists the first two of your ten origin access identities.

Sample Request

GET /2012-05-05/ori gi n-access-identity/cl oudfront ?Maxltens=2 HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19:37:58 GMI

[& her required headers]

Sample Response

200 &K
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cl oudFront Ori gi nAccessl dentityLi st xm ns="http://cloudfront.amazon
aws. conif doc/ 2012- 05- 05/ " >
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<Mar ker >EDFDVBD6 EXAMPLE</ Mar ker >
<Next Mar ker >SEM_LARXS9EXAMPLE</ Next Mar ker >
<Max| t ens>2</ Maxl t ens>
<I sTruncat ed>t rue</ | sTruncat ed>
<Quantity>4</ Quantity>
<l tenms>
<Cl oudFront Ori gi nAccessl denti t ySumary>
<| d>E74FTE3AEXAMPLE</ | d>
<S3Canoni cal User | d>
€cd13868f 797¢c227f bea2830611a26f eDa2lbalb826ab4bed9b7771c9aEXAMPLE
</ S3Canoni cal User | d>
<Conment >Fi rst origin access identity</Coment>
</ d oudFront Ori gi nAccessl denti t ySummary>
<Cl oudFront Ori gi nAccessl denti t ySumary>
<| d>E58SRMRXEXAMPLE</ | d>
<S3Canoni cal User | d>
7d843ae7f 1792436e72691ab96a9c1414b7c3f be2ab739alcf 21b0f e2EXAMPLE
</ S3Canoni cal User | d>
<Comment >Anot her origin access identity</Coment>
</ d oudFront Ori gi nAccessl denti t ySummary>
</ltems>
</ d oudFront Ori gi nAccessl dentitylList>

Sample Request

The following example request gets the next four origin access identities in your list.

GET /2012-05-05/ori gi n-access-identity/cl oudfront ?Maxl t ens=4?Mar k
er =E58SRMRXEXAMPLE HTTP/ 1.1

Host: cl oudfront.anazonaws. com

Aut hori zati on: AWS aut hentication string

Date: Thu, 17 May 2012 19:39: 00 GMI

[ her required headers]

Related Actions

¢ POST Origin Access Identity (p. 77)
¢ DELETE Origin Access ldentity (p. 95)
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GET Origin Access ldentity

Description

To get the information about a CloudFront origin access identity, you do a GET on the
2012- 05- 05/ ori gi n-access-identity/cloudfront/<identity | D>resource.

Requests
Syntax

GET /2012-05-05/ori gi n-access-identity/cloudfront/<identity ID> HTTP/ 1.1
Host: cl oudfront.anmazonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
Et ag: [ETag value to use |ater when doing a PUT or DELETE]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<d oudFront Ori gi nAccessl dentity xm ns="http://cl oudfront.anazonaws. conf doc/ 2012-
05- 05/ ">
<ld/ >
<S3Canoni cal User | d>i d</ S3Canoni cal User | d>
< oudFront Ori gi nAccessl denti tyConfi g>
<Cal | er Ref erence> ref </Call erReference>
<Comment >The conment . </ Conment >
</ d oudFront Ori gi nAccessl dentityConfi g>
</ d oudFront Ori gi nAccessl dentity>

Headers
Name Description
ETag The current version of the origin access identity's information. For example:
E2 QARUHEXAMPLE.
Type: String
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Elements

Name Description

Cl oudFront Ori gi nAcce The origin access identity's information. For more information, see
ssldentity CloudFrontOriginAccessldentity Complex Type (p. 144).

Type: d oudFront Ori gi nAccessl denti ty complex type

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code

NoSuchd oudFr ont Ori gi nAcc The specified origin access identity does | 404

essldentity not exist.

Examples

The following example request gets the information about the CloudFront origin access identity with ID
E74FTE3AEXAMPLE.

Sample Request

GET /2012- 05-05/ ori gi n-access-identity/cl oudfront/E74FTESAEXAMPLE HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19: 37:58 GMVI

[G her required headers]

Sample Response

200 X
ETag: E2QARUHEXAMPLE
X-anz-request-id: request_id

<d oudFront Ori gi nAccessl dentity xm ns="http://cl oudf ront. anazonaws. conf doc/ 2012-
05- 05/ ">
<| d>E74FTE3AEXAMPLE</ | d>
<S3Canoni cal User| d>
cd13868f 797c227f bea2830611a26f e0a21balb826ab4bed9b7771c9aEXAVPLE
</ S3Canoni cal User | d>
<O oudFront Ori gi nAccessl dentityConfi g>
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >My comment s</ Corment >
</ d oudFront Ori gi nAccessl dentityConfi g>
</ d oudFront Ori gi nAccessl dentity>
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Related Actions

e GET Origin Access ldentity Config (p. 88)
e PUT Origin Access Identity Config (p. 91)
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GET Origin Access Identity Config

Description

To get a CloudFront origin access identity's configuration information, you do a GET on the
2012- 05- 05/ ori gi n-access-identity/ d oudFront/<identity ID>/config resource.

Requests
Syntax

GET /2012-05- 05/ ori gi n-access-identity/cloudfront/<identity ID>/config HTTP/ 1.1
Host: cl oudfront.anmazonaws. com

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[G her required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

200 XK
ETag: [ETag value to use |later when doing a PUT on the config]
Xx-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cl oudfront.anmazon
aws. coni doc/ 2012- 05- 05/ " >
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >The comment . </ Comment >
</ d oudFront Ori gi nAccessl dentityConfi g>

Headers
Name Description
ETag The current version of the configuration. For example: E2 QARUHEXAMPLE.

Type: String
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Elements

Name Description

C oudFront Ori gi nAcce | The origin access identity's configuration information. For more information,
ssldentityConfig see CloudFrontOriginAccessldentityConfig Complex Type (p. 146).

Type:  oudFront Ori gi nAccessl denti t yConfi g complex type

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

Error Description HTTP
Status
Code

NoSuchd oudFr ont Ori gi nAcc The specified origin access identity does | 404

essldentity not exist.

Examples

The following example request gets the configuration information for the CloudFront origin access identity
with ID E74FTESAEXAMPLE.

Sample Request

GET /2012- 05- 05/ ori gi n-access-i dentity/cl oudfront/E74FTE3AEXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

Date: Thu, 17 May 2012 19: 37:58 GMVI

[G her required headers]

Sample Response

200 X
ETag: E2QARUHEXAMPLE
X-anz-request-id: request_id

<?xm version="1.0" encodi ng="UTF-8"?>
<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cl oudfront.anazon
aws. coni doc/ 2012- 05- 05/ " >
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >My conment s</ Conment >
</ d oudFront Ori gi nAccessl dentityConfi g>

Related Actions

¢ GET Origin Access Identity (p. 85)
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e PUT Origin Access Identity Config (p. 91)
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PUT Origin Access Identity Config

Description

This action sets the configuration for a CloudFront origin access identity. You use this when updating the
configuration (the only part of the configuration you can update is the comments). You must follow the
same process when updating an identity's configuration as you do when updating a distribution's
configuration. For more information, see PUT Distribution Config (p. 34).

To set an origin access identity's configuration, you do a PUT on the

2012-05-05/origi n-access-identity/d oudFront/<identity I D>/ configresource.The
request body must include an XML document with a G oudFr ont Ori gi nAccessl denti tyConfig
element. The new C oudFr ont Ori gi nAccessl denti t yConfi g configuration replaces the existing
configuration.

If you try to change configuration items that cannot be changed (the caller reference), CloudFront returns
an ||| egal Updat e error.

Requests
Syntax

PUT /2012-05-05/ori gi n-access-identity/cloudfront/<identity ID>/config HTTP/ 1.1
Host: cl oudfront.anmazonaws. com

If-Match: [value from ETag header in previous GET response]

Aut hori zation: [AWS authentication string]

[G her required headers]

<?xm version="1.0" encodi ng="UTF-8"?>
<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cl oudfront.anazon
aws. coni doc/ 2012- 05- 05/ " >
<Cal | er Ref erence>r ef </ Cal | er Ref er ence>
<Comment >The conment . <Comment >
</ d oudFront Ori gi nAccessl dentityConfi g>

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Common REST Headers (p. 2)).

Name Description Required
| f-Match The value of the ETag header you received when retrieving the Yes
identity's configuration. For example: E2 QARUHEXAMPLE
Type: String
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Responses
Request Elements
Name Description Required
Cl oudFront Ori gi nAcce | The identity's configuration information. For more Yes
ssldentityConfig information, see CloudFrontOriginAccessldentityConfig

Complex Type (p. 146).

Type: Cl oudFront Ori gi nAccessl dentityConfig
complex type

Responses
Syntax

200 &K
ETag: [ETag value to use |later when doing a DELETE]
X-anz-request-id: [Request |D]

<?xm version="1.0" encodi ng="UTF-8"?>
<d oudFront Ori gi nAccessl dentity xm ns="http://cl oudfront.anazonaws. conf doc/ 2012-
05-05/">
<l d/>
<S3Canoni cal User| d/ >
<Cl oudFront Ori gi nAccessl denti tyConfi g>
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >The comment . </ Conmrent >
</ d oudFront Ori gi nAccessl dentityConfig>
</ d oudFront Ori gi nAccessl dentity>

Headers
Name Description
ETag The current version of the configuration. For example: E2 QARUHEXAMPLE.
Type: String
Elements
Name Description

C oudFront Ori gi nAcce The origin access identity's information. For more information, see
ssldentity CloudFrontOriginAccessldentity Complex Type (p. 144).

Type: d oudFront Ori gi nAccessl denti ty datatype

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).
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Examples
Error Description HTTP
Status
Code
|1l egal Updat e Origin and CallerReference cannot be updated. | 400
I nval i dl f Mat chVer si on The If-Match version is missing or not valid. 400
M ssi ngBody This operation requires a body. Ensure that the | 400
body is present and the Content-Type header
is set.
NoSuchCl oudFr ont Ori gi nAcc The specified origin access identity does not | 404
essldentity exist.
Precondi tionFail ed The precondition given in one or more of the 412

request-header fields evaluated to f al se.

Examples

The following example request updates the configuration for the CloudFront origin access identity with
ID E7TAFTE3AEXAMPLE.

Sample Request

PUT /2012- 05- 05/ ori gi n-access-identity/cl oudfront/E74FTESAEXAMPLE/ config HTTP/ 1.1
Host: cl oudfront.anazonaws. com

Aut hori zation: AWS aut hentication string

Date: Thu, 17 May 2012 19: 37:58 GMI

I f-Match: E2QANRUHEXAMPLE

[ her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cloudfront.amzon
aws. coni doc/ 2012- 05- 05/ " >
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >A di fferent conmment </ Corment >
</ d oudFront Ori gi nAccessl dentityConfig>

Sample Response

200 &K
ETag: E9LHASXEXAMPLE
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<C oudFront Ori gi nAccessl dentity xm ns="http://cl oudfront.amazonaws. conm doc/ 2012-
05- 05/ ">

<| d>E74FTE3AEXAMPLE</ | d>

<S3Canoni cal User| d>

cd13868f 797c227f bea2830611a26f e0a21balb826ab4bed9b7771c9aEXAVMPLE
</ S3Canoni cal User | d>
<Cl oudFront Ori gi nAccessl denti t yConfi g>
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<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Comment >A di fferent conmment </ Conment >
</ d oudFront Ori gi nAccessl dentityConfi g>
</ d oudFront Ori gi nAccessl dentity>

Related Actions

¢ GET Origin Access ldentity Config (p. 88)
« DELETE Origin Access Identity (p. 95)
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DELETE Origin Access ldentity

Description

This action deletes a CloudFront origin access identity. You must first disassociate the identity from all
distributions (by updating each distribution's configuration to omit the Or i gi nAccessl denti t y element).
Make sure to wait until each distribution's state is Depl oyed before deleting the origin access identity.

To delete an identity, you do a DELETE on the
2012- 05- 05/ ori gi n-access-identity/ d oudFront/<i dentity | D>resource.

Requests

Syntax

DELETE /2012- 05- 05/ ori gi n-access-identity/cloudfront/<identity ID> HTTP/ 1.1
Host: cl oudfront.amzonaws. com

If-Match: [value from ETag header in previous GET or PUT response]

Aut hori zation: [AWS authentication string]

Date: [time stanp]

[ her required headers]

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Common REST Headers (p. 2)).

Name Description Required
I f-Match The value of the ETag header you received from a previous GET or | Yes
PUT request. For example: E2QARUHEXAMPLE
Type: String
Responses
Syntax

204 No Content
X-ane-request-id: [Request |D]

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return (for
more information, see Errors (p. 156)).

API Version 2012-05-05
95



Amazon CloudFront API Reference

Examples

Error Description HTTP
Status
Code

Cl oudFront Ori gi nAccessl de The CloudFront origin access identity is still | 409

ntitylnUse being used by one or more distributions.

I nval i dl f Mat chVer si on The If-Match version is missing or not valid. 400

NoSuchd oudFront Ori gi nAcc The specified origin access identity does not | 404

essldentity exist.

Precondi tionFail ed The precondition given in one or more of the | 412

request-header fields evaluated to f al se.

Examples

The following example request deletes the CloudFront origin access identity with ID E74FTE3AEXAMPLE.

Sample Request

DELETE /2012- 05- 05/ ori gi n-access-i dentity/cloudfront/E74FTESBAEXAMPLE HTTP 1.1
Host: cl oudfront.amazonaws. com

| f-Match: E2QMNRUHEXAMPLE

Aut hori zation: AWS authentication string

[& her required headers]

Sample Response

204 No Content
X-ane-request-id: request_id

Related Actions

¢ POST Origin Access Identity (p. 77)

¢ GET Origin Access Identity List (p. 81)

¢ GET Origin Access Identity (p. 85)

¢ PUT Origin Access Identity Config (p. 91)
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Actions on Invalidations

Topics
¢ POST Invalidation (p. 98)
¢ GET Invalidation List (p. 102)
¢ GET Invalidation (p. 105)

This section describes actions you can perform on invalidations. For more information about invalidating
objects, go to Object Invalidation in the Amazon CloudFront Developer Guide.
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POST Invalidation

Description

This action creates a new invalidation batch request. For more information about invalidation, go to
Invalidating Objects in the Amazon CloudFront Developer Guide.

To create an invalidation batch request, you do a POST on the

2012-05-05/di stribution/[distribution ID]/invalidationresource.The requestbody must
include an XML document with an | nval i dat i onBat ch element. The response echoes the

I nval i dat i onBat ch element and returns other information about the invalidation batch.

& Important

Beginning with the 2012-05-05 version of the CloudFront API, we made substantial changes to
the format of the XML document that you include in the request body when you create or update
a download distribution or a streaming distribution, and when you invalidate objects. With previous
versions of the API, we discovered that it was too easy to accidentally delete one or more values
for an element that accepts multiple values, for example, CNAMEs and trusted signers. Our
changes for the 2012-05-05 release are intended to prevent these accidental deletions and to
notify you when there's a mismatch between the number of values you say you're specifying in
the Quant i t y element and the number of values you're actually specifying.

Requests
Syntax

POST /2012-05-05/di stribution/distribution ID/invalidation HTTP/1.0
Host: cl oudfront. amazonaws. com

Aut hori zation: AWS authentication string

Cont ent - Type: text/xm

O her required headers

<?xm version="1.0" encodi ng="UTF-8"?>
<l nval i dati onBat ch xm ns="http://cl oudfront. amazonaws. conm doc/ 2012- 05- 05/ " >
<Pat hs>
<Quantity>nunber of objects to invalidate</Quantity>
<l tens>
<Path>path to object to invalidate</Path>
</ltens>
</ Pat hs>
<Cal | er Ref erence>uni que identifier for this invalidation batch</CallerRefer
ence>
</l nvalidati onBat ch>

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).
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Responses

Elements

Name Description

I nval i dati onBat ch The batch information for the invalidation. For more information, see
InvalidationBatch Complex Type (p. 150).
Type: | nval i dat i onBat ch complex type
Default: None

Responses

Syntax

HTTP/ 1.0 201 Created
Cont ent - Type: text/xm
Location: https://cloudfront.amazonaws. conl 2012- 05- 05/ di stribution/[distribution
ID/invalidation/[invalidation |ID]
<l nvalidation xm ns="http://cloudfront.amzonaws. conl doc/2012- 05- 05/ ">
<l d>i d</ | d>
<St at us>st at us</ St at us>
<Cr eat eTi me>dat e</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>nunber of objects to invalidate</Quantity>
<l tens>
<Pat h>path to object to invalidate</Path>
</ltems>
</ Pat hs>
<Cal | er Ref erence>uni que identifier for this invalidation batch</Caller
Ref erence>
</Inval i dati onBat ch>
</l nvalidation>

Headers

Name Description

Locati on | The fully qualified URI of the distribution and invalidation batch request, including the
Invalidation ID.

Type: String
Elements
Name Description
I nval i dati on Information about the invalidation. For more information, see Invalidation Complex

Type (p. 148).
Type: I nval i dat i on datatype

API Version 2012-05-05
99



Amazon CloudFront API Reference
Special Errors

Special Errors

The following table lists the special errors returned in addition to the common errors that all actions return
(for more information, see Errors (p. 156)).

Error Description HTTP
Status
Code

TooManyl nval i dati onsl nPr ogr ess | You have exceeded the maximum number of 400

allowable | nPr ogr ess invalidation batch
requests, or invalidation objects.

Examples

The following example request creates a new invalidation batch request. The request invalidates two
image objects and a Flash movie object.

Sample Request

POST /2012-05-05/distribution/distribution ID/invalidation HITP/1.0
Host: cl oudfront.amzonaws. com

Aut hori zation: AWS authentication string

Cont ent - Type: text/xm

<l nval i dati onBatch xm ns="http://cl oudfront. anazonaws. coni doc/ 2012- 05- 05/ ">
<Pat hs>
<Quantity>3</Quantity>
<Itenms>
<Pat h>/i magel. j pg</ Pat h>
<Pat h>/ i mage2. j pg</ Pat h>
<Pat h>/ vi deos/ novi e. f | v</ Pat h>
</ltenms>
</ Pat hs>
<Cal | er Ref erence>20120301090001</ Cal | er Ref er ence>
</Inval i dati onBat ch>

Sample Response

HTTP/ 1.0 201 Created

Cont ent - Type: text/xm

Locati on: https://cloudfront. amazonaws. com 2012- 05-05/di stribution/[Distribution
ID/invalidation/[Invalidation |ID

<l nval idation xm ns="http://cl oudfront.amazonaws. com doc/ 2012- 05- 05/ " >
<| d>| DFDVBD632BHDS5</ | d>
<St at us>l nProgr ess</ St at us>
<Creat eTi me>2009- 11- 19T19: 37: 58Z</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>3</Quantity>
<Itenms>

API Version 2012-05-05
100




Amazon CloudFront API Reference
Related Actions

<Pat h>/ i magel. j pg</ Pat h>
<Pat h>/ i mage2. | pg</ Pat h>
<Pat h>/ vi deos/ novi e. f | v</ Pat h>
</ltens>
</ Pat hs>
<Cal | er Ref er ence>20120301090001</ Cal | er Ref er ence>
</ I nvalidati onBat ch>
</ I nvalidation>

Related Actions

¢ GET Invalidation List (p. 102)
¢ GET Invalidation (p. 105)
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GET Invalidation List

Description

To list your invalidation batches, you do a GET on the 2012- 05- 05/ di stri buti on/{di stribution
I D}/ inval i dati on resource. The response includes an | nval i dati onLi st element with zero or
more | nval i dat i onSummar y child elements. By default, your entire list of distributions is returned in
one single page ordered from most recent to oldest. If the list is long, you can paginate it using the
Max! t ens and Mar ker parameters.

Invalidation history is available for the current and previous billing cycles.

Requests
Syntax

CGET /2012-05-05/distribution/distribution |Dinvalidation?Marker=val ue&vax
Itens=val ue HTTP/ 1.1

Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

O her required headers

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Query Parameters

Name Description Required

Mar ker Use this parameter when paginating results to indicate where to | No
begin in your list of invalidation batches. Because the results are
returned in decreasing order from most recent to oldest, the most
recent results are on the first page, the second page will contain
earlier results, and so on.

To get the next page of results, set the Mar ker to the value of
the Next Mar ker from the current page's response. This value
is the same as the ID of the last invalidation batch on that page.

Type: String
Default: CloudFront lists invalidation batches from most recent
to oldest

Max| t ermrs The maximum number of invalidation batches you want in the | No
response body.

Type: String with a maximum value of 100
Default: 100
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Responses
Syntax

HTTP/ 1.0 200 K
Cont ent - Type: text/xm

<l nval i dati onLi st >
<Mar ker >val ue specified in request</Marker>
<Next Mar ker >val ue for Marker paraneter in
next request </ Next Marker >
<Maxl|tems>val ue specified in request</Mxltenms>
<IsTruncated>true | fal se</IsTruncated>
<Quantity>nunber of invalidation batches created by
current AWS account </ Quantity>
<ltems>
<l nval i dati onSunmar y>
<l d>l nvalidation |ID</1d>
<Status>I nProgress | Conpl et ed</ St at us>
</l nval i dati onSummary>
</ltems>
</InvalidationList>

Elements

Name Description

I nval i dati onLi st Information about invalidation batches. For more information, see
InvalidationList Complex Type (p. 153)
Type: | nval i dati onLi st datatype

Examples

The following example request lists the first two of your ten invalidation batches.

Sample Request

GET /2012-05-05/distribution/distribution IDinvalidation?Maxltens=2 HITP/ 1.1
Host: cl oudfront.amazonaws. com

Aut hori zation: AWS authentication string

O her required headers

Sample Response

HTTP/ 1.0 200 K
Cont ent - Type: text/xm

<l nval i dationLi st>
<Mar ker >EGTXBD79EXANVPLE</ Mar ker >
<Next Mar ker >[ | nval i dati on | D] </ Next Mar ker >
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<Max| t ems>2</ Max| t ens>
<I sTruncat ed>t rue</ | sTruncat ed>
<Quantity>10</Quantity>
<l tenms>
<l nval i dati onSumar y>
<l d>[ Second Invalidation ID]</Id>
<St at us>Conpl et ed</ St at us>
</l nvalidati onSummary>
<l nval i dati onSumar y>
<ld>[First Invalidation ID]</I1d>
<St at us>Conpl et ed</ St at us>
</l nval i dati onSummary>
</ltems>
</InvalidationLi st >

Related Actions

¢ POST Invalidation (p. 98)
¢ GET Invalidation (p. 105)
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GET Invalidation

Description

To get the information about an invalidation, you do a GET on the
2012-05-05/di stribution/distribution ID/invalidationresource.

Requests
Syntax

GET /2012-05-05/distribution/distribution IDinvalidation/invalidation ID HT
TP/ 1.0

Host: cl oudfront.amazonaws. com

Aut hori zation: AWS aut hentication string

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).

Responses
Syntax

HTTP/ 1.0 200 &K
Cont ent - Type: text/xm

<lInvalidation xm ns="http://cloudfront.amzonaws. conl doc/ 2012- 05- 05/ " >
<l d>i d</ | d>
<St at us>st at us</ St at us>
<Cr eat eTi me>dat e</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>nunber of objects to invalidate</Qantity>
<l tens>
<Pat h>path to object to invalidate</Path>
</ltems>
</ Pat hs>
<Cal | er Ref erence>uni que identifier for this invalidation batch</Caller
Ref er ence>
</Inval i dati onBat ch>
</lnvalidation>

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Common REST Headers (p. 2).
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Examples
Elements
Name Description
I nval i dation Information about the invalidation. For more information, see Invalidation Complex
Type (p. 148).
Type: I nval i dat i on complex type
Examples

The following example request gets the information about the invalidation.

Sample Request

CGET /2012-05-05/distribution/distribution ID/invalidation/invalidation |ID HT
TP/ 1.0

Host: cl oudfront. amzonaws. com

Aut hori zation: AWS authentication string

Sample Response

HTTP/ 1.0 200 K
Cont ent - Type: text/xm

<l nval i dati on xm ns="http://cl oudfront.amazonaws. com doc/ 2012- 05- 05/ " >
<| d>| DFDVBD632BHDS5</ | d>
<St at us>l nProgr ess</ St at us>
<Creat eTi ne>2009-11-19T19: 37: 58Z</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>3</Quantity>
<ltens>
<Pat h>/ i magel. j pg</ Pat h>
<Pat h>/ i mage2. | pg</ Pat h>
<Pat h>/ vi deos/ novi e. f | v</ Pat h>
</ltens>
</ Pat hs>
<Cal | er Ref er ence>20120301090001</ Cal | er Ref er ence>
</InvalidationBat ch>
</ I nvalidation>

Related Actions

e POST Invalidation (p. 98)
e GET Invalidation List (p. 102)
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Complex Types

The API uses the following complex types:

« Distribution Complex Type (p. 108)

« DistributionConfig Complex Type (p. 116)

¢ StreamingDistribution Complex Type (p. 131)

« StreamingDistributionConfig Complex Type (p. 137)

¢ CloudFrontOriginAccessldentity Complex Type (p. 144)

¢ CloudFrontOriginAccessldentityConfig Complex Type (p. 146)
 Invalidation Complex Type (p. 148)

¢ InvalidationBatch Complex Type (p. 150)

« InvalidationList Complex Type (p. 153)
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Distribution Complex Type

Description

The Di stributi on complex type describes the information about a distribution. For more information
about distributions, go to Working with Distributions in the Amazon CloudFront Developer Guide.

This complex type is used as a response element in POST Distribution (p. 5) and in GET
Distribution (p. 23).

Syntax

<Di stribution xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ " >
<ld>I D for the distribution</1d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>creation date and tinme in
| SO 8601 fornmat</LastMdifiedTi ne>
<l nProgressl nval i dati onBat ches>nunber of invalidation batches being
processed for this distribution</InProgresslnvalidationBatches>
<Domai nNane>Cl oudFront donmi n nane assigned to the
di stri buti on</ Domai nNane>
<Act i veTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of unique trusted signers
fromall cache behavi ors</ Quantity>
<l tens>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
AwsAccount Nunber </ Quantity>
<l tens>
<KeyPai rl d>active key pair associated with
AwsAccount Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri butionConfig>
<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>
<Al i ases>
<Quantity>nunber of CNAME al i ases</Quantity>
<l-- Optional. Orit when Quantity = 0. -->

<ltens>
<CNAME>CNANE al i as</ CNAME>
</ltens>

</ Aliases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootObject>
<Ori gi ns>
<Quantity>nunber of origins</Qantity>
<l tens>
<Ori gi n>
<l d>uni que identifier for this origin</ld>
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<Donmi nName>domai n name of ori gi n</ Domai nName>

<S30r i gi nConf i g>&P
<Ori gi nAccessl dentity>origin-access-identity/
cloudfront/ | D</ Origi nAccessl dentity>
</ S3Ori gi nConfi g>

<Cust on0x i gi nConf i g>&»
<HTTPPort >HTTP port that the customorigin
|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProt ocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavi or
appl i es to</TargetOiginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al | ow-al | | https-only</ViewerProtocol Policy>
<M nTTL>mi ni nrum TTL in seconds</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quanti ty>nunber of cache behavi ors</ Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavi or
appl i es to</TargetOiginld>
<For war dedVal ues>
<QueryString>true | fal se</QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow-al | |
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htt ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni num TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltems>
</ CacheBehavi or s>
<Coment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Anazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>
</ Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
</ Di stributionConfig>
</Di stribution>

o Use the S3Ori gi nConf i g element only if you use an Amazon S3 origin for your distribution.

Use the Cust ontOr i gi nConf i g element only if you use a custom origin for your distribution. For
more information about the Cust omOr i gi nConfi g and S3Ori gi nConfi g elements, see
DistributionConfig Complex Type (p. 116).

Elements

The following table describes the child elements in the Di stri buti on datatype. They're presented in
the order they appear in the distribution, and not in alphabetical order.

Name Description Required
Id The identifier for the distribution. For example: Yes
EDFDVBD6 EXAMPLE.
Type: String

Default: None

St at us This response element indicates the current status of | Yes
the distribution. When the status is Depl oyed, the
distribution's information is fully propagated throughout
the Amazon CloudFront system.

Type: String
Valid Values: Depl oyed | | nPr ogr ess
Default: None

I nProgr ess The number of invalidation batches currently in Yes
I nval i dati onBat ches progress for this distribution. For more information

about invalidation, go to Object Invalidation in the

Amazon CloudFront Developer Guide.

Type: String

Valid Values: 01|23

Default: None
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Elements

Name Description Required
Last Modi fi edTi me The date and time the distribution was last modified. | Yes

Type: String with date in the format

YYYY-MM-DDThh:mm:ssZ, as specified in the ISO

8601 standard, for example, 2012-05-19T19:37:58Z.

Default: None
Domai nNane The domain name corresponding to the distribution, | Yes

ActiveTrust edSi gners

Enabl ed
(ActiveTrust edSi gners)

for example, d111111abcdef 8. cl oudf ront. net.
Type: String
Default: None

A complex type that lists the AWS accounts, if any,
that you included in the Tr ust edSi gner s complex
type for the default cache behavior or for any of the
other cache behaviors for this distribution. These are
accounts that you want to allow to create signed URLs
for private content.

The Si gner complex type lists the AWS account
number of the trusted signer or sel f if the signer is
the AWS account that created the distribution. The

Si gner element also includes the IDs of any active
CloudFront key pairs that are associated with the
trusted signer's AWS account. If no KeyPai r | d
element appears for a Si gner , that signer can't create
signed URLs.

For more information, go to Using a Signed URL to
Serve Private Content in the Amazon CloudFront
Developer Guide.

Type: Complex type

Default: None

Parent: Di stri bution

Children: Enabl ed, Quantity, ltens

Enabl ed is t r ue if any of the AWS accounts that are
listed in the Tr ust edSi gner s complex type (for the
default cache behavior or for any other cache
behaviors) have active CloudFront key pairs. If not,
Enabl ed is f al se.

For more information, see Act i veTr ust edSi gners.
Type: Boolean

Default: None

Valid Values:true | f al se

Parent: Act i veTr ust edSi gner s
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Name Description Required
Quantity The number of unique trusted signers included in all

(ActiveTrust edSi gners)

Itens
(ActiveTrust edSi gners)

Si gner

AwsAccount Nunber

cache behaviors. For example, if three cache
behaviors all list the same three AWS accounts, the
value of Quanti ty for Acti veTrust edSi gner s will
be 3.

For more information, see Act i veTr ust edSi gner s.
Type: Integer

Default: None

Parent: Act i veTrust edSi gner s

A complex type that contains one Si gner complex
type for each unique trusted signer that is specified in
the Tr ust edSi gner s complex type, including trusted
signers in the default cache behavior and in all of the
other cache behaviors.

For more information, see Act i veTr ust edSi gner s.
Type: Complex

Default: None

Children: Si gner

Parent: Act i veTr ust edSi gner s

A complex type that lists the AWS accounts that were
included in the Tr ust edSi gner s complex type, as
well as their active CloudFront key pair IDs, if any.

For more information, see Act i veTr ust edSi gner s.
Type: Complex

Default: None

Children: AWBAccount Nunber , KeyPai r | ds
Parent: | t ens

An AWS account that is included in the

Tr ust edSi gner s complex type in the default cache
behavior or in any other cache behavior. Valid values
include:

« sel f, which is the AWS account that was used to
create the distribution.

* An AWS account number.

For more information, see Act i veTr ust edSi gner s.
Type: String

Default: None

Parent: Si gner
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Name Description Required
KeyPai r | ds A complex type that lists the active CloudFront key

pairs, if any, that are associated with
Aws Account Nunber .

For more information, see Act i veTr ust edSi gner s.
Type: Complex

Default: None

Parent: Si gner

Quantity (KeyPairlds) The number of active CloudFront key pairs for
AwsAccount Nunber .

For more information, see Act i veTr ust edSi gners.
Type: Integer

Default: None

Parent: KeyPai r | ds

Itens (KeyPairlds) A complex type that lists the active CloudFront key
pairs, if any, that are associated with
AwsAccount Nunber .

For more information, see Act i veTr ust edSi gner s.
Type: Complex

Default: None

Child: KeyPai r1d

Parent: KeyPai r | ds

KeyPairld An active CloudFront key pair Id that is associated
with Aws Account Nunber .

For more information, see Act i veTr ust edSi gner s.
Type: String

Default: None

Parent: | t ems (KeyPai r | ds)

Di stributionConfig The current configuration information for the Yes
distribution.

Type: DistributionConfig Complex Type (p. 116)
Default: None

£ Note
Even though a distribution might be deployed, you must enable the distribution for use before

end users can retrieve content. For more information about enabled and disabled distributions,
go to Parts of a Basic Distribution in the Amazon CloudFront Developer Guide.

Example

The following example shows a distribution with an Amazon S3 origin and a custom origin, as well as
one cache behavior.
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<Di stribution xm ns="http://cloudfront.amazonaws. com doc/ 2012- 05-05/" >
<| d>EDFDVBD6 EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Modi fi edTi mne>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi ne>
<l nProgressl nval i dati onBat ches>1</| nProgressl nval i dati onBat ches>
<Donmi nName>d111111abcdef 8. cl oudf r ont . net </ Donmai nName>
<Acti veTrust edSi gner s>
<Quantity>3</Quantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<l tenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >111122223333</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Qantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
</ KeyPai r | ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Di stri buti onConfi g>
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnk/ Cal | er Ref er ence>

<Ali ases>
<Quantity>1</Qantity>
<l tens>
<CNAME>WwWw. exanpl e. conx/ CNAME>
</ltems>

</ Aliases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Qantity>
<ltenms>
<Ori gi n>
<l d>exanpl e- Amazon S3-ori gi n</|d>
<Domai nNane>nyawsbucket . s3. amazonaws. conk/ Domai nNanme>
<S3Ori gi nConfi g>
<Ori gi nAccessl dentity>ori gi n-access-identity/cl oud
front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Ori gi nConfi g>
</ Origin>
<Ori gi n>
<l d>exanpl e- cust om ori gi n</ | d>
<Domai nNane>exanpl e. conk/ Domai nNane>
<Cust onxi gi nConfi g>
<HTTPPort >80</ HTTPPor t >
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<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProtocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust omOri gi nConfi g>

</ Origin>
</ltems>
</ Oi gi ns>

<Def aul t CacheBehavi or >
<Target Ori gi nl d>exanpl e- Anazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Qantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Prot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Qantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Tar get Ori gi nl d>exanpl e-cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Qantity>
<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Pref i x>exanpl e. com </ Prefi x>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stri buti onConfi g>
</ Distribution>
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DistributionConfig Complex Type

Description

The Di stributi onConfi g complex type describes a distribution's configuration information. For more
information about distributions, go to Working with Distributions in the Amazon CloudFront Developer
Guide.

& Important

When you update the Di st ri buti onConfi g, you replace the entire configuration with a new
one, you don't add to the existing configuration. For example, if you want to add a CNAME alias
to a distribution that already has one, you must specify both the original CNAME alias and the
new one. Otherwise, the updated configuration will contain only the new CNAME alias, not the
original one. This requirement is enforced by the Quant i t y element. For example, if you specify
3 forthe Quant i ty element under Al i ases but you don't specify any CNAMVE elements, CloudFront
returns an error.

The DistributionConfig complex type is used in the following CloudFront API actions:

e POST Distribution (p. 5) (see request parameter)
¢ PUT Distribution Config (p. 34) (see request parameter)
¢ GET Distribution (p. 23) (see response element)

e GET Distribution Config (p. 29) (see response element)

Syntax

<Di stributionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05-05/" >
<Cal | er Ref erence>uni que description for this
di stribution config</CallerReference>
<Al i ases>
<Quantity>nunber of CNAME aliases</Quantity>
<l-- Optional. Ont when Quantity = 0. -->

<l tens>
<CNAME>CNAME al i as</ CNAME>
</ltens>

</ Al'i ases>
<Def aul t Root Obj ect >URL for default root object</DefaultRootbject>
<Ori gi ns>
<Quantity>nunber of origins</Qantity>
<ltenms>
<Ori gi n>
<l d>uni que identifier for this origin</ld>
<Domai nNane>domai n nanme of ori gi n</ Domai nNanme>

<s30ri gi nConf i g>&P
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ 1 D</ Origi nAccessldentity>
</ S3Ori gi nConfi g>

<Cust onOr i gi nConf i g>&
<HTTPPor t >HTTP port that the customorigin
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|'i stens on</HTTPPort >
<HTTPSPor t >HTTPS port that the customorigin
|'i stens on</HTTPSPort >
<Ori gi nProtocol Pol i cy>http-only |
mat ch- vi ewer </ Ori gi nPr ot ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origi ns>

<Def aul t CacheBehavi or >
<TargetOriginld> D of the origin that the default cache behavior
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quanti ty>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Prot ocol Pol i cy>al l owal | | https-only</Vi ewerProtocol Policy>
<M nTTL>mi ni mum TTL in seconds</M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>nunber of cache behavi ors</ Quantity>
<l-- Optional. Ormt when Quantity = 0. -->
<ltenms>
<CacheBehavi or >
<Pat hPattern>pattern that specifies files that this
cache behavi or applies to</PathPattern>
<TargetOriginld> D of the origin that this cache behavior
applies to</TargetOriginld>
<For war dedVal ues>
<QueryString>true | fal se</QeryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers</Quantity>
<l-- Optional. Orit when Quantity = 0. -->
<l tenms>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | ow al |
ht t ps- onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>mi ni mum TTL in seconds for files
speci fied by PathPattern</M nTTL>
</ CacheBehavi or >
</ltens>
</ CacheBehavi or s>
<Comment >corment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
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<Bucket >Amazon S3 bucket to save | ogs in</Bucket>
<Prefix>prefix for log fil enames</Prefix>

</ Loggi ng>
<Enabl ed>t rue |

f al se</ Enabl ed>
</ Di stributionConfig>

o Use the S3Ori gi nConfi g element only if you use an Amazon S3 origin for your distribution.

B Use the Cust ontOr i gi nConf i g element only if you use a custom origin for your distribution.

Elements

The following table describes the child elements inthe Di st ri but i onConf i g datatype. They're presented
in the order they appear in the configuration.

Name

Cal | er Ref erence

Al i ases

Quantity (Aliases)

Description

A unique number that ensures that the request can't be replayed.

If the value of Cal | er Ref er ence is new (regardless of the content of
the Di stri buti onConfi g object), CloudFront creates a new distribution.

If Cal | er Ref er ence is a value you already sent in a previous request
to create a distribution, and if the content of the Di st ri buti onConfi g
is identical to the original request (ignoring white space), CloudFront
returns the same the response that it returned to the original request.

If Cal | er Ref er ence is a value you already sent in a previous request
to create a distribution but the content of the Di stri buti onConfi g is
different from the original request, CloudFront returns a

Di stributi onAl readyExi sts error.

Type: String
Default: None

Constraints: Allowable characters are any Unicode code points that are
legal in an XML 1.0 document. The UTF-8 encoding of the value must
be less than 128 bytes.

Parent: Di stri buti onConfig

A complex type that contains information about CNAMEs (alternate
domain names), if any, for this distribution.

Type: Complex

Default: None

Children: Quantity, | tens
Parent: Di stri butionConfig

The number of CNAMEs, if any, for this distribution.
Type: Integer

Default: None

Parent: Al i ases
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Name

Itens (Aliases)

CNAME

Description

Optional: A complex type that contains CNAME elements, if any, for this
distribution. If Quanti ty is 0, you can omit | t ens.

Type: Complex
Default: None
Children: CNAVE
Parent: Al i ases

A CNAME (alternate domain name) that you want to associate with this
distribution. You can add up to 10 CNAMEs per distribution. For more
information, go to Using CNAMEs in the Amazon CloudFront Developer
Guide.

When you're creating a distribution, if you don't want to specify any
CNAMEsS, specify 0 for Quant ity and omit | t ens

When you're updating a distribution:

* If you want to delete all CNAMESs, change Quanti ty to 0, and delete
I tens.

« If you want to add, change, or remove one or more CNAMESs, change
the value of Quant i t y and specify all of the CNAMEs that you want
to include in the updated distribution.

Type: String

Default: None

Valid Value: A CNAME alias
Parent: | t ens

API Version 2012-05-05
119


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//CNAMEs.html

Amazon CloudFront API Reference

Elements

Name

Def aul t Root Obj ect

Origins

Quantity (Oigins)

Itens (Origins)

Description

The object that you want CloudFront to request from your origin (for
example, i ndex. ht m ) when a viewer requests the root URL for your
distribution (ht t p: / / waww. exanpl e. con) instead of an object in your
distribution

(http: // www. exanpl e. cont product - descri ption. htm).
Specifying a default root object avoids exposing the contents of your
distribution.

If you don't want to specify a default root object when you create a
distribution, include an empty Def aul t Root Obj ect element.

To delete the default root object from an existing distribution, update the
distribution configuration and include an empty Def aul t Root Obj ect
element.

To replace the default root object, update the distribution configuration
and specify the new object.

For more information about the default root object, go to Creating a Default
Root Object in the Amazon CloudFront Developer Guide.

Type: String
Default: None
Valid Value: The name of the object, for example, i ndex. ht m

Constraints: Maximum 255 characters. The name of the object can contain
any of the following characters:

e A-Z a-z
« 09
° _ *$/~|||

» & (passed and returned as &anp; )

Parent: Di stri buti onConfig

A complex type that contains information about origins for this distribution.
Type: Complex

Default: None

Parent: Di stri buti onConfig

Child: Quantity,|ltens

The number of origins for this distribution.
Type: Integer

Default: None

Parent: Ori gi ns

A complex type that contains origins for this distribution.
Type: Complex

Default: None

Children: Origi n

Parent: Ori gi ns
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Name Description

Oigin A complex type that describes the Amazon S3 bucket or the HTTP server
(for example, a web server) from which CloudFront gets your files. You
must create at least one origin.
Type: Complex
Default: None
Parent: | t ens
Children: | d, Donai nNare, and either S3Ori gi nConfi g (when the
origin is an Amazon S3 bucket) or Cust onr i gi nConf i g (when the
origin is an HTTP server)

Id A unique identifier for the origin. The value of | d must be unique within
the distribution.
You use the value of | d when you create a cache behavior. The 1 d
identifies the origin that CloudFront routes a request to when the request
matches the path pattern for that cache behavior. For more information,
see Information About Cache Behaviors in the Amazon CloudFront
Developer Guide.
Type: String
Default: None
Parent: Ori gi n

Domai nNane Amazon S3 origins: The DNS name of the Amazon S3 bucket from

which you want CloudFront to get objects for this origin, for example,
nmyawsbucket . s3. amazonaws. com

Constraints for Amazon S3 origins:

» The bucket name must be between 3 and 63 characters long (inclusive).

» The bucket name must contain only lowercase characters, numbers,
periods, underscores, and dashes.

» The bucket name must not contain adjacent periods.

Custom origins: The DNS domain name for the HTTP server from which
you want CloudFront to get objects for this origin, for example,
www. exanpl e. com

Constraints for custom origins:
» Domai nNanme must be a valid DNS name that contains only a-z, A-Z,
0-9, dot (.), hyphen (-), or underscore (_) characters.

* The name cannot exceed 128 characters.

Type: String
Default: None
Parent: Ori gi n
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Name

S3Origi nConfig

Origi nAccessldentity

Cust onOri gi nConfi g

HTTPPor t

Description

A complex type that contains information about the Amazon S3 origin. If
the origin is a custom origin, use the Cust onOr i gi nConf i g element
instead.

Type: Complex

Default: None

Parent: Ori gi n

Child: Ori gi nAccessl dentity

The CloudFront origin access identity to associate with the origin. Use
an origin access identity to configure the origin so that end users can
only access objects in an Amazon S3 bucket through CloudFront.

If you want end users to be able to access objects using either the
CloudFront URL or the Amazon S3 URL, specify an empty
Ori gi nAccessl dentity element.

To delete the origin access identity from an existing distribution, update
the distribution configuration and include an empty
Ori gi nAccessl dentity element.

To replace the origin access identity, update the distribution configuration
and specify the new origin access identity.

For more information about the origin access identity, go to Using a
Signed URL to Serve Private Content in the Amazon CloudFront
Developer Guide.

For more information about updating the distribution configuration, see
PUT Distribution Config (p. 34).

Type: String
Default: None

Constraints: Must be in format
origin-access-identity/cloudfront/Id

Parent: S30ri gi nConfi g

A complex type that contains information about a custom origin. If the
origin is an Amazon S3 bucket, use the S30ri gi nConfi g element
instead.

Type: Complex
Default: None

Constraints: You cannot use S3Ori gi nConfi g and
Cust onri gi nConfi g in the same origin.

Parent: Ori gi n
Children: HTTPPor t , HTTPSPor t , Ori gi nPr ot ocol Pol i cy

The HTTP port that the custom origin listens on.
Type: Integer

Default: 80

Valid Values: 80, 443, or 1024-65535 (inclusive)
Parent: Cust onr i gi nConfi g
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Name Description
HTTPSPor t The HTTPS port that the custom origin listens on.

Ori gi nProtocol Policy

Def aul t CacheBehavi or

CacheBehavi ors

Quantity
(CacheBehavi or s)

Itens (CacheBehavi ors)

Type: Integer

Default: 443

Valid Values: 80, 443, or 1024-65535 (inclusive)
Parent: Cust omOr i gi nConfi g

The protocol policy that you want CloudFront to use when fetching objects
from your origin server. If you specify ht t p- onl y, CloudFront only uses
HTTP to access the origin. If you specify mat ch- vi ewer , CloudFront
fetches objects from your origin using HTTP or HTTPS, depending on
the protocol of the viewer request.

Type: Ori gi nProt ocol Pol i cy

Valid Values: ht t p- onl y | mat ch- vi ewer
Default: none

Parent: Cust onr i gi nConfi g

A complex type that describes the default cache behavior if you do not
specify a CacheBehavi or element or if files don't match any of the values
of Pat hPat t er n in CacheBehavi or elements. You must create exactly
one default cache behavior.

Type: Complex
Default: None
Parent: Di stri buti onConfi g

Children: Tar get Ori gi nl d, For war dedVal ues, Tr ust edSi gner s,
Vi ewer Pr ot ocol Policy, M nTTL

A complex type that contains zero or more CacheBehavi or elements.
Type: Complex

Default: None

Parent: Di stri buti onConfig

Child: Quantity,ltens

The number of cache behaviors for this distribution.
Type: Integer

Default: None

Parent: CacheBehavi or s

Optional: A complex type that contains cache behaviors for this
distribution. If Quanti ty is 0, you can omit | t ens.

Type: Complex

Default: None

Children: CacheBehavi or
Parent: CacheBehavi or s
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Name

CacheBehavi or

Pat hPattern

Description

A complex type that describes how CloudFront processes requests.

You can create up to 10 cache behaviors. You must create at least as
many cache behaviors (including the default cache behavior) as you have
origins if you want CloudFront to distribute objects from all of the origins.
Each cache behavior specifies the one origin from which you want
CloudFront to get objects. If you have two origins and only the default
cache behavior, the default cache behavior will cause CloudFront to get
objects from one of the origins, but the other origin will never be used.
If you don't want to specify any cache behaviors, include only an empty
CacheBehavi or s element. Don't include an empty CacheBehavi or
element, or CloudFront returns a Mal f or ned XML error.

To delete all cache behaviors in an existing distribution, update the
distribution configuration and include only an empty CacheBehavi or s
element.

To add, change, or remove one or more cache behaviors, update the
distribution configuration and specify all of the cache behaviors that you
want to include in the updated distribution.

For more information about cache behaviors, see Information About
Cache Behaviors in the Amazon CloudFront Developer Guide.

Type: Complex
Default: None
Parent: | t ens

Children: Pat hPat t er n, Tar get Ori gi nl d, For war dedVal ues,
Trust edSi gners, Vi ewer Prot ocol Pol i cy, M nTTL

The pattern (for example, i mages/ *. j pg) that specifies which requests
you want this cache behavior to apply to. When CloudFront receives an
end-user request, the requested path is compared with path patterns in
the order in which cache behaviors are listed in the distribution.

The path pattern for the default cache behavior is * and cannot be
changed. If the request for an object does not match the path pattern for
any cache behaviors, CloudFront applies the behavior in the default cache
behavior.

For more information, see Path Pattern in the Amazon CloudFront
Developer Guide.

Type: String

Constraints: Maximum 255 characters. The name of the object can contain
any of the following characters:

e A-Z a-z

* 0-9

s _ -G/~ @ i+

* *as a character in the string, specified as \ *

* &, passed and returned as &anp;

Default: None
Parent: CacheBehavi or
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Name Description
Target Originld The value of | Dfor the origin that you want CloudFront to route requests

to when a request matches the path pattern either for a cache behavior
or for the default cache behavior.

Type: String
Default: None
Parent: Def aul t CacheBehavi or or CacheBehavi or

For war dedVal ues A complex type that specifies how CloudFront handles query strings.
Type: Complex
Default: None
Parent: Def aul t CacheBehavi or or CacheBehavi or
Child: QueryStri ng

QueryString Indicates whether you want CloudFront to forward query strings to the
origin that is associated with this cache behavior. If so, specify t r ue; if
not, specify f al se.

Type: String

Default: None

Valid Values: true | f al se
Parent: For war dedVal ues

Trust edSi gner s A complex type that specifies the AWS accounts, if any, that you want
to allow to create signed URLSs for private content.

If you want to require signed URLs in requests for objects in the target
origin that match the Pat hPat t er n for this cache behavior, specify t r ue
for Enabl ed, and specify the applicable values for Quantity and |t ens.
For more information, go to Using a Signed URL to Serve Private Content
in the Amazon CloudFront Developer Guide.

If you don't want to require signed URLSs in requests for objects that match
Pat hPat t er n, specify f al se for Enabl ed and 0 for Quantity. Omit
I temns.

To add, change, or remove one or more trusted signers, change Enabl ed
totrue (if it's currently f al se), change Quant i ty as applicable, and
specify all of the trusted signers that you want to include in the updated
distribution.

For more information about updating the distribution configuration, see
PUT Distribution Config (p. 34).

Type: Complex type

Default: None

Parent: Def aul t CacheBehavi or or CacheBehavi or
Children: Enabl ed, Quantity, |l tens

Enabl ed (Trusted Specifies whether you want to require end users to use signed URLS to
Si gner s) access the files specified by Pat hPat t er n and Tar get Ori gi nl d.

Type: Boolean
Default: None
Valid Values: true | f al se
Parent: Tr ust edSi gner s
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Name Description
Quantity The number of trusted signers for this cache behavior.

(Trust edSi gners)

Itens (TrustedSi gners)

Aws Account Nunber

Vi ewer Pr ot ocol Pol i cy

Type: Integer
Default: None
Parent: Tr ust edSi gner s

Optional: A complex type that contains trusted signers for this cache
behavior. If Quant ity is 0, you can omit | t ens.

Type: Complex

Default: None

Children: Ori gin

Parent: Tr ust edSi gner s

Specifies an AWS account that can create signed URLSs. Valid values
include:

» sel f, which indicates that the AWS account that was used to create
the distribution can created signed URLSs.

* An AWS account number. Omit the dashes in the account number.

You can specify up to five accounts in separate Aws Account Nunber
elements. For more information, see the Tr ust edSi gner s element.

Type: String
Default: None
Parent: | t ens

Use this element to specify the protocol that users can use to access the
files in the origin specified by Tar get Ori gi nl d when a request matches
the path pattern in Pat hPat t er n. If you want CloudFront to allow end
users to use any available protocol, specify al | ow al | . If you want
CloudFront to require HTTPS, specify ht t ps.

For more information about requiring the HTTPS protocol, go to Creating
Secure HTTPS Connections in the Amazon CloudFront Developer Guide.

Type: String

Default: None

Valid Values: al | owal | or htt ps

Parent: Def aul t CacheBehavi or or CacheBehavi or

@ Caution

The only way to guarantee that your end users retrieve an object
that was fetched from the origin using HTTPS is never to use
any other protocol to fetch the object. If you have recently
changed from HTTP to HTTPS, we recommend that you clear
your objects' cache because cached objects are protocol
agnostic. That means that an edge location will return an object
from the cache regardless of whether the current request protocol
matches the protocol used previously. For information, see
Specifying How Long Objects Stay in a CloudFront Edge Cache
(Object Expiration) in the Amazon CloudFront Developer Guide.

API Version 2012-05-05
126


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//SecureConnections.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//SecureConnections.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//Expiration.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//Expiration.html

Amazon CloudFront API Reference

Elements

Name Description

M nTTL The minimum amount of time that you want objects to stay in CloudFront
caches before CloudFront queries your origin to see whether the object
has been updated. For more information, see Specifying How Long
Objects Stay in a CloudFront Edge Cache (Object Expiration) in the
Amazon CloudFront Developer Guide.
Type: Long
Default: 0
Valid Values: 0 to ~3,153,600,000 (100 years)
Parent: Def aul t CacheBehavi or or CacheBehavi or

Conment Any comments you want to include about the distribution.
If you don't want to specify a comment, include an empty Conment
element.
To delete an existing comment, update the distribution configuration and
include an empty Comment element.
To add or change a comment, update the distribution configuration and
specify the new comment.
For more information about updating the distribution configuration, see
PUT Distribution Config (p. 34).
Type: String
Default: None
Constraints: Maximum 128 characters
Parent: Di stri butionConfig

Loggi ng A complex type that controls whether access logs are written for the

Enabl ed (Loggi ng)

distribution.

For more information about logging, go to Access Logs in the Amazon
CloudFront Developer Guide.

Type: Complex type

Default: None

Parent: Di stri buti onConfi g
Children: Bucket , Prefi x

Specifies whether you want CloudFront to save access logs to an Amazon
S3 bucket.

If you do not want to enable logging when you create a distribution or if
you want to disable logging for an existing distribution, specify f al se for
Enabl ed, and specify empty Bucket and Prefi x elements.

If you specify f al se for Enabl ed but you specify values for Bucket and
Pr efi x, the values are automatically deleted.

Type: Boolean
Default: None
Valid Values:true | fal se
Parent: Tr ust edSi gner s
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Example
Name Description
Bucket The Amazon S3 bucket to store the access logs in, for example,

nyaws| ogbucket . s3. amazonaws. com

For more information, see the Enabl ed (Logging) element.
Type: String

Default: None

Constraints: Maximum 128 characters

Parent: Loggi ng

Prefix An optional string that you want CloudFront to prefix to the access log
filenames for this distribution, for example, mypr efi x/ .

If you want to enable logging, but you do not want to specify a prefix, you
still must include an empty Pr ef i x element in the Loggi ng element.

For more information, see the Loggi ng element.
Type: String
Default: None

Constraints: Maximum 256 characters; the string must not start with a
slash (/).
Parent: Loggi ng

Enabl ed Whether the distribution is enabled to accept end user requests for
(Di stributionConfig) content.

Type: Boolean

Default: None

Valid Values: true | f al se
Parent: Di stri butionConfig

Example

Example of a distribution configuration with Amazon S3 and custom origins

The following example configuration is for a distribution with both an Amazon S3 origin and a custom
origin.

<Di stri butionConfig xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnx/ Cal | er Ref er ence>

<Al'i ases>
<Quantity>1</Quantity>
<ltenms>
<CNAME>wWwWw. exanpl e. conx/ CNAVE>
</ltens>

</ Ali ases>
<Def aul t Root Obj ect >i ndex. ht m </ Def aul t Root Obj ect >
<Ori gi ns>
<Quantity>2</Quantity>
<ltenms>
<Ori gi n>
<l d>exanpl e- Amazon S3-ori gi n</1d>
<Domai nNanme>nyawsbucket . s3. anazonaws. conx/ Donmai nNanme>
<S3Ori gi nConfi g>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
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front/ E7TAFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Cri gi nConfi g>
</ Origin>
<Origin>
<| d>exanpl e- cust om ori gi n</ | d>
<Domai nNane>exanpl e. conk/ Donai nNanme>
<Custon®Orxi gi nConfi g>
<HTTPPor t >80</ HTTPPor t >
<HTTPSPor t >443</ HTTPSPor t >
<Ori gi nProt ocol Pol i cy>mat ch-vi ewer </ Ori gi nProt ocol Pol i cy>
</ Cust onxi gi nConfi g>

</ Origin>
</ltens>
</ Origi ns>

<Def aul t CacheBehavi or >
<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>3</Quantity>
<l tenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nurmber >
<AwsAccount Nunber >444455556666</ Aws Account Nurmber >
</ltems>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>htt ps-onl y</ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>0</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>1</Quantity>
<CacheBehavi or >
<Pat hPat t er n>*. j pg</ Pat hPat t er n>
<Target Ori gi nl d>exanpl e- cust om ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>fal se</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
<Quantity>2</Quantity>
<ltenms>
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<AwsAccount Nunber >111122223333</ AwsAccount Nunber >
</ltens>
</ Tr ust edSi gner s>
<Vi ewer Pr ot ocol Pol i cy>al | owal | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>86400</ M nTTL>
</ CacheBehavi or >
</ CacheBehavi or s>
<Conment >exanpl e coment </ Conmrent >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefi x>exanpl e. com </ Prefi x>
</ Loggi ng>
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<Enabl ed>t r ue</ Enabl ed>
<Di stri butionConfi g>

Example of a distribution that includes no optional elements

The following example configuration is for a distribution for which all optional elements have been omitted.

<Di stributionConfig xm ns="http://cloudfront.amzonaws. com doc/2012- 05- 05/ ">
<Cal | er Ref er ence>exanpl e. con2012- 04- 11- 5: 09pnk/ Cal | er Ref er ence>
<Al i ases>
<Quantity>0</ Quantity>
</ Al'i ases>
<Def aul t Root Obj ect/ >
<Ori gi ns>
<Quantity>1</Quantity>
<ltenms>
<Origin>
<l d>exanpl e- Amazon S3-ori gi n</1d>
<Domai nNane>nyawsbucket . s3. anazonaws. conx/ Dormai nName>
<S3Cri gi nConfi g/ >

</ Origin>
</ltens>
</ Ori gi ns>

<Def aul t CacheBehavi or >
<Tar get Ori gi nl d>exanpl e- Amazon S3-ori gi n</ Target Ori gi nl d>
<For war dedVal ues>
<QueryString>true</ QueryString>
</ For war dedVal ues>
<Trust edSi gner s>
<Enabl ed>f al se</ Enabl ed>
<Quantity>0</Quantity>
<Vi ewer Pr ot ocol Pol i cy>al | ow al | </ Vi ewer Pr ot ocol Pol i cy>
<M nTTL>3600</ M nTTL>
</ Def aul t CacheBehavi or >
<CacheBehavi or s>
<Quantity>0</ Quantity>
<Comment / >
<Loggi ng>
<Enabl ed>f al se</ Enabl ed>
</ Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Di stributionConfi g>
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StreamingDistribution Complex Type

Description

The St reani ngDi stri buti on complex type describes the information about a streaming distribution.
For more information about streaming distributions, go to Working with Distributions and Streaming Media
Files in the Amazon CloudFront Developer Guide.

This complex type is used as a response element in POST Streaming Distribution (p. 49) and in GET
Streaming Distribution (p. 59).

Syntax

<Stream ngDi stribution xm ns="http://cl oudfront.amazonaws. conf doc/ 2012- 05- 05/ " >

<l d>i d</1d>
<St at us>Depl oyed | | nProgress</ Status>
<Last Mbdi fi edTi me>date and tinme in | SO 8601 fornat</LastMdifiedTi me>
<Donmi nName>Cl oudFront donain nane for the distribution</Donmai nName>
<Act i veTrust edSi gner s>
<Enabl ed>true | fal se</Enabl ed>
<Quantity>nunber of trusted signers for this distribution</Quantity>
<l tens>
<Si gner >
<AwsAccount Nunber >sel f | AWS account nunber </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>nunber of active key pairs for
AwsAccount Nunber </ Quantity>
<l tens>
<KeyPai rl d>active key pair associated with
AwsAccount Nunber </ KeyPai r | d>
</ltems>
</ KeyPai r | ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Stream ngDi stributionConfig>
<Cal | er Ref erence>uni que description for this
di stribution</Call er Ref erence>
<S3Ori gi n>
<DNSNane>Cl oudFront donmai n nane assigned to the
stream ng distributi on</ DNSNane>
<Origi nAccessl dentity>origin-access-identity/
cloudfront/1D</OriginAccessl dentity>
</ S3Ori gi n>
<Al i ases>
<Quantity>nunber of CNAME al i ases</Quantity>
<l tens>
<CNAME>CNAME al i as</ CNAMVE>
</ltems>
</ Aliases>
<Comment >comment about the distribution</ Conment >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket for |ogs</Bucket>
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<Prefix>prefix for log file names</Prefix>

</ Loggi ng>

<Trust edSi gner s>
<Quantity>nunber of trusted signers</Quantity>
<l tenms>

<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >

</ltems>

</ Tr ust edSi gner s>

<Enabl ed>t rue| f al se</ Enabl ed>

</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>

Elements

The following table describes the child elements in the St r eami ngDi st ri but i on datatype. They're
presented in the order they appear in the distribution, and not in alphabetical order.

Name Description

Id The identifier for the streaming distribution. For example:
EGIXBD79EXAMPLE.
Type: String

Default: None

St at us The current status of the streaming distribution. When the status
is Depl oyed, the distribution's information is fully propagated
throughout the Amazon CloudFront system.

Type: String
Valid Values: Depl oyed | | nProgr ess
Default: None

Last Modi fi edTi me The date and time the distribution was last modified.

Type: String with date in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the 1ISO 8601 standard (e.g.,
2012-05-19T19:37:582)

Default: None

Domai nNane The domain name corresponding to the streaming distribution,
for example, s5¢39gqgb8ow64r . cl oudfront. net.
Type: String

Default: None
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Name

ActiveTrust edSi gners

Enabl ed
(ActiveTrust edSi gners)

Quantity
(ActiveTrust edSi gners)

Itens (ActiveTrustedSi gners)

Si gner

Description

A complex type that lists the AWS accounts, if any, that you
included in the Tr ust edSi gner s complex type for this
distribution. These are the accounts that you want to allow to
create signed URLSs for private content.

The Si gner complex type lists the AWS account number of the
trusted signer or sel f if the signer is the AWS account that
created the distribution. The Si gner element also includes the
IDs of any active CloudFront key pairs that are associated with
the trusted signer's AWS account. If no KeyPai r | d element
appears for a Si gner , that signer can't create signed URLSs.

For more information, go to Using a Signed URL to Serve Private
Content in the Amazon CloudFront Developer Guide.

Type: Complex type

Default: None

Parent: St reami ngDi st ri bution
Children: Enabl ed, Quantity, | tens

Enabl ed is t r ue if any of the AWS accounts that are listed in
the Tr ust edSi gner s complex type for this streaming distribution
have active CloudFront key pairs. If not, Enabl ed is f al se.

For more information, see Acti veTr ust edSi gners.
Type: Boolean

Default: None

Valid Values:true | fal se

Parent: Act i veTr ust edSi gner s

The number of trusted signers in the Tr ust edSi gner s complex
type.

For more information, see Act i veTr ust edSi gners.

Type: Integer

Default: None

Parent: Acti veTrust edSi gners

A complex type that contains one Si gner complex type for each
trusted signer that is specified in the Tr ust edSi gner s complex

type.

For more information, see Act i veTr ust edSi gners.
Type: Complex

Default: None

Children: Si gner

Parent: Act i veTr ust edSi gner s

A complex type that lists the AWS accounts that were included
in the Tr ust edSi gner s complex type, as well as their active
CloudFront key pair IDs, if any.

For more information, see Acti veTr ust edSi gners.
Type: Complex

Default: None

Children: AWsAccount Nunber , KeyPai r | ds

Parent: | t ens

API Version 2012-05-05

133


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//PrivateContent.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//PrivateContent.html

Amazon CloudFront API Reference

Elements

Name

Aws Account Nunber

KeyPai r | ds

Quantity (KeyPairlds)

Itens (KeyPairlds)

KeyPairld

St reani ngDi stributi onConfig

Description

An AWS account that is included in the Tr ust edSi gner s
complex type for this streaming distribution. Valid values include:

» sel f, which is the AWS account that was used to create the
distribution.

* An AWS account number.

For more information, see Acti veTr ust edSi gners.
Type: String

Default: None

Parent: Si gner

A complex type that lists the active CloudFront key pairs, if any,
that are associated with Aws Account Nurber .

For more information, see Acti veTr ust edSi gners.
Type: Complex

Default: None

Parent: Si gner

The number of active CloudFront key pairs for
Aws Account Nunber .

For more information, see Acti veTr ust edSi gners.
Type: Integer

Default: None

Parent: KeyPai r | ds

A complex type that lists the active CloudFront key pairs, if any,
that are associated with Aws Account Nurber .

For more information, see Acti veTr ust edSi gners.
Type: Complex

Default: None

Child: KeyPairld

Parent: KeyPai r | ds

An active CloudFront key pair Id that is associated with
Aws Account Numnber .

For more information, see Acti veTr ust edSi gners.
Type: String

Default: None

Parent: | t ens (KeyPai r | ds)

The current configuration information for the streaming
distribution.

Type: StreamingDistributionConfig Complex Type (p. 137)
Default: None
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.2 Note
Even though a distribution might be deployed, you must enable the distribution for use before
end users can retrieve content. To enable a distribution, change the value of the Enabl ed element

for the St r eam ngDi stri buti onConfi g totrue.For more information about the
Stream ngDi stri butionConfi g, see StreamingDistributionConfig Complex Type (p. 137).

Examples

The following example shows a streaming distribution that includes all optional values.

<Stream ngDi stribution xm ns="http://cl oudfront.amazonaws. coni doc/ 2012- 05- 05/ " >

<| d>EGTXBD79EXAMPLE</ | d>
<St at us>Depl oyed</ St at us>
<Last Modi fi edTi ne>2012- 05- 19T19: 37: 58Z</ Last Modi fi edTi ne>
<Domai nNane>s5c¢39gqgb8ow64r . cl oudf r ont . net </ Domai nNane>
<Acti veTrust edSi gner s>
<Quantity>3</Qantity>
<ltenms>
<Si gner >
<AwsAccount Nunber >sel f </ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>1</Quantity>
<l tenms>
<KeyPai r | d>APKAI 72T5DYBXEXAMPLE</ KeyPai r | d>
</ltems>
</ KeyPai r| ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >111122223333</ AwsAccount Nunmber >
<KeyPai r | ds>
<Quantity>1</Quantity>
<KeyPai r | d>APKA9ONS7 QCONEXAMPLE</ KeyPai r | d>
</ KeyPai r| ds>
</ Si gner >
<Si gner >
<AwsAccount Nunber >444455556666</ AwsAccount Nunber >
<KeyPai r | ds>
<Quantity>0</ Quantity>
</ KeyPai r| ds>
</ Si gner >
</ltens>
</ Acti veTrust edSi gner s>
<Strean ngDi stri buti onConfi g>
<Cal | er Ref erence>20120229090000</ Cal | er Ref er ence>
<S30ri gi n>
<DNSNanme>nyst r eam ngbucket . s3. anazonaws. conx/ DNSNane>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
front/ E7T4AFTE3AEXAMPLE</ Ori gi nAccessl dentity>
</ S3Origi n>
<Al i ases>
<Quantity>1</Quantity>
<ltenms>
<CNAME>WwWw. exanpl e. conx/ CNAMVE>
</ltems>
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</ Aliases>
<Comment >exanpl e coment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >nmyaws| ogbucket . s3. amazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Qantity>

<ltenms>
<AwsAccount Nunber >sel f </ AnsAccount Nunber >
</ltens>

</ Tr ust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ Stream ngDi stri buti onConfi g>
</ Stream ngDi stri bution>
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StreamingDistributionConfig Complex Type

Description

The St reani ngDi st ri buti onConfi g complex type describes a streaming distribution's configuration
information. For more information about streaming distributions, go to Working with Distributions and
Streaming Media Files in the Amazon CloudFront Developer Guide.

Usage:

e POST Streaming Distribution (p. 49) (see request parameter)
e PUT Streaming Distribution Config (p. 66) (see request parameter)
e GET Streaming Distribution (p. 59) (see response element)

e GET Streaming Distribution Config (p. 63) (see response element)

Syntax

<Streami ngDi stributionConfig xm ns="http://cloudfront.amzonaws. com doc/ 2012-
05-05/">
<Cal | er Ref erence>uni que description for this distribution</CallerReference>

<S3Ori gi n>
<DNSNane>Cl oudFront domai n name assigned to the distribution</ DNSName>
<Ori gi nAccessl dentity>origi n-access-identity/
cloudfront/ | D</COrigi nAccessl dentity>
</ S30ri gi n>
<Al i ases>
<Quantity>nunber of CNAME aliases</Quantity>
<l tems>
<CNAME>CNAME al i as</ CNAVE>
</ltens>
</ Al'i ases>
<Comment >conment about the distribution</ Comrent >
<Loggi ng>
<Enabl ed>true | fal se</Enabl ed>
<Bucket >Amazon S3 bucket for | ogs</Bucket>
<Prefix>prefix for log file names</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>nunber of trusted signers</Quantity>
<l tems>
<AwsAccount Nunber >sel f | AWS account that can create
si gned URLs</ AwsAccount Nunber >
</ltens>
</ Trust edSi gner s>
<Enabl ed>t r ue| f al se</ Enabl ed>
</ Streani ngDi stributionConfig>

Elements

The following table describes the child elements in the St r eam ngDi st ri buti onConfi g datatype.
They're presented in the order they appear in the configuration.
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Name

Cal | er Ref erence

S3Origin

DNSNane

Description

A unique number that ensures the request can't be replayed.

If the CallerReference is new (no matter the content of the
Stream ngDi stri buti onConfi g object), a new streaming
distribution is created.

If the CallerReference is a value you already sent in a previous
request to create a streaming distribution, and the content of the
St reanmi ngDi stri buti onConfi gisidentical to the original request
(ignoring white space), the response includes the same information
returned to the original request.

If the CallerReference is a value you already sent in a previous

request to create a streaming distribution but the content of the

St ream ngDi stri buti onConfi g is different from the original
request, CloudFront returns a Di stri buti onAl readyExi sts
error.

Type: String
Constraints: Allowable characters are any Unicode code points that

are legal in an XML 1.0 document. The UTF-8 encoding of the value
must be less than 128 bytes.

Default: None
Parent: St r eam ngDi stri buti onConfig

A complex type that contains information about the Amazon S3
bucket from which you want CloudFront to get your media files for
distribution.

Type: Complex

Default: None

Children: DNSNane, Ori gi nAccessl dentity
Parent: St r eam ngDi stri butionConfig

The DNS name of your Amazon S3 bucket to associate with the
distribution, for example, myawsbucket . s3. amazonaws. com

Type: String

Default: None

Constraints: Maximum 128 characters
Parent: S3COri gi n
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Name

Ori gi nAccessldentity

Al i ases

Quantity (Aliases)

Itens (Aliases)

Description

The CloudFront origin access identity to associate with the streaming
distribution. Use an origin access identity to configure the distribution
so that end users can only access objects in an Amazon S3 bucket
through CloudFront.

If you want end users to be able to access objects using either the
CloudFront URL or the Amazon S3 URL, specify an empty
Ori gi nAccessl dentity element.

To delete the origin access identity from an existing distribution,
update the distribution configuration and include an empty
Ori gi nAccessl dentity element.

To replace the origin access identity, update the distribution
configuration and specify the new origin access identity.

For more information, go to Serving Private Content in the Amazon
CloudFront Developer Guide.

Type: String
Default: None

Constraints: Must be in format
origin-access-identity/cloudfront/ID

Parent: S30ri gi n

A complex type that contains information about the CNAME aliases,
if any, that you want to associate with this distribution.

Type: Complex

Default: None

Children: Quantity, | tens

Parent: St r eam ngDi stributionConfig

The number of CNAME aliases, if any, that you want to associate
with this distribution.

Type: Integer
Default: None
Parent: Al i ases

A complex type that contains the CNAME aliases, if any, that you
want to associate with this distribution.

Type: Complex
Default: None
Children: CNAMVE
Parent: Al i ases
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Elements
Name Description
CNAMVE A CNAME alias you want to associate with this streaming
distribution. You can have up to 10 CNAME aliases per streaming
distribution. For more information, go to Using CNAMEs in the
Amazon CloudFront Developer Guide.
When you're creating a distribution, if you don't want to specify any
CNAME aliases, specify O for Quanti ty and omit| t ens
When you're updating a distribution:
 If you want to delete all CNAME aliases, change Quantity to 0,
and delete I t ens.
« If you want to add, change, or remove one or more CNAME
aliases, change the value of Quant i t y and specify all of the
CNAME aliases that you want to include in the updated
distribution.
Type: String
Valid Value: a CNAME alias
Default: None
Parent: Al i ases
Conment Any comments you want to include about the streaming distribution.
Type: String
Constraints: Maximum 128 characters
Default: None
Parent: St r eam ngDi stri butionConfig
Loggi ng A complex type that controls whether access logs are written for

Enabl ed (Loggi ng)

the streaming distribution. For more information, go to Access Logs
in the Amazon CloudFront Developer Guide.

Type: Complex type
Children: Enabl ed, Bucket , Prefi x
Default: None

Specifies whether you want CloudFront to save access logs to an
Amazon S3 bucket.

If you do not want to enable logging when you create a distribution
or if you want to disable logging for an existing distribution, specify
f al se for Enabl ed, and specify empty Bucket and Pr ef i x
elements.

If you specify f al se for Enabl ed but you specify values for Bucket
and Pr ef i x, the values are automatically deleted.

Type: Boolean

Valid Values: true | f al se
Default: None

Parent: Loggi ng

API Version 2012-05-05

140


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//CNAMEs.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide//AccessLogs.html

Amazon CloudFront API Reference

Elements
Name Description
Bucket The Amazon S3 bucket to store the access logs in, for example,
myaws| ogbucket . s3. amazonaws. com
Type: String

Constraints: Maximum 128 characters
Default: None

Prefix An optional string of your choice to prefix to the access log filenames
for this distribution, for example, | ogpr ef i x/ .

If you decide not to use a prefix, you must still include the empty
Pref i x element in the Loggi ng element.

Type: String

Constraints: Maximum 256 characters; the string must not start with
aslash (/).

Default: None

Parent: Loggi ng

Trust edSi gners A complex type that specifies any AWS accounts you want to permit
to create signed URLSs for private content. If you want the distribution
to use signed URLSs, include this element; if you want the distribution
to use public URLs, remove this element. For more information, go
to Serving Private Content in the Amazon CloudFront Developer
Guide.

Type: Complex type

Default: None

Children: Quantity, |tens

Parent: St r eam ngDi stributionConfig

Quantity (TrustedSi gners) | The number of trusted signers, if any, that you want to associate
with this streaming distribution.

Type: Integer
Default: None
Parent: Tr ust edSi gners

Items (TrustedSigners) Optional: A complex type that contains trusted signers, if any, for
this streaming distribution.

Type: Complex

Default: None

Children: AWBAccount Nunber
Parent: Tr ust edSi gner s
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Elements
Name Description
AwsAccount Nunber Specifies an AWS account that can create signed URLSs. Valid values
include:

» sel f, which indicates that the AWS account that was used to
create the distribution can created signed URLSs.

* An AWS account number. Omit the dashes in the account number.

You can specify up to five accounts in separate Aws Account Nunber
elements. For more information, see the Tr ust edSi gner s element.

Type: String
Default: None
Parent: | t ens (TrustedSigners)

Enabl ed Whether the streaming distribution is enabled to accept end user
(SreamngD stributionConfig) | requests for content.

Type: Boolean

Valid Values: f al se |true

Default: None

Parent: St r eam ngDi stri buti onConfig
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Example

Example with CNAMEs

The following streaming distribution configuration is for a streaming distribution that includes all optional
values.

<Stream ngDi stributionConfig xm ns="http://cloudfront.amzonaws. com doc/ 2012-
05- 05/ ">
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<S3Ori gi n>
<DNSNane>nyst r eani ngbucket . s3. amazonaws. conx/ DNSName>
<Ori gi nAccessl dentity>origi n-access-identity/cloud
front/ E7TAFTESAEXAMPLE</ Ori gi nAccessl dentity>
</ S3Cri gi n>
<Al i ases>
<Quantity>1</Quantity>
<Itens>
<CNAME>Www. exanpl e. com</ CNAMVE>
</ltens>
</ Al'i ases>
<Conmment >exanpl e conment </ Conment >
<Loggi ng>
<Enabl ed>t r ue</ Enabl ed>
<Bucket >myaws| ogbucket . s3. anazonaws. conx/ Bucket >
<Prefix>nyprefix/</Prefix>
</ Loggi ng>
<Trust edSi gner s>
<Quantity>1</Quantity>

<ltenms>
<Aws Account Nunber >sel f </ AwsAccount Nunber >
</ltems>

</ Trust edSi gner s>
<Enabl ed>t r ue</ Enabl ed>
</ St ream ngDi stri buti onConfi g>
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CloudFrontOriginAccessldentity Complex Type

Description

The d oudFront Ori gi nAccessl denti ty complex type describes the information about a CloudFront
origin access identity. For information about why and how you use CloudFront origin access identities,
go to Serving Private Content in the Amazon CloudFront Developer Guide.

This complex type is used as a response element in POST Origin Access Identity (p. 77) and in GET
Origin Access ldentity (p. 85).

Syntax

<d oudFront Ori gi nAccessl dentity xm ns="http://cl oudfront.anazonaws. conf doc/ 2012-
05- 05/ ">
<l d>i d</1d>
<S3Canoni cal User | d>canoni cal user id</ Canoni cal Userl d>
<O oudFront Ori gi nAccessl dentityConfi g>
<Cal | er Ref erence>r ef </ Cal | er Ref erence>
<Comment >The conment . </ Conment >
</ d oudFront Ori gi nAccessl dentityConfi g>
</ d oudFront Ori gi nAccessl dentity>

Elements

The following tables describes the child elements in the C oudFr ont Ori gi nAccessl dent i t y datatype.
They're presented in the order they appear in the origin access identity, and not in alphabetical order.

Name Description Required
Id The ID for the origin access identity. For example, Yes
E74FTE3AEXAMPLE.
Type: String

Default: None

S3Canoni cal User | d The Amazon S3 canonical user ID for the origin access | Yes
identity, which you use when giving the origin access
identity r ead permission to an object in Amazon S3.

Type: String
Default: None

Cl oudFront Ori gi nAccess | The current configuration information for the identity. | Yes

I dentityConfig Type: CloudFrontOriginAccessldentityConfig Complex
Type (p. 146)
Default: None
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Example

<C oudFront Ori gi nAccessl dentity xm ns="http://cl oudf ront.amazonaws. conl doc/ 2012-
05- 05/ ">
<| d>E74FTE3AEXAMPLE</ | d>
<S3Canoni cal User| d>
cd13868f 797c227f bea2830611a26f e0a2lbalb826ab4bed9b7771c9aEXAMPLE
</ S3Canoni cal User | d>
<Cl oudFront Ori gi nAccessl denti t yConfi g>
<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>
<Conment >My conment s</ Conment >
</ d oudFront Ori gi nAccessl dentityConfig>
</ d oudFront Ori gi nAccessl dentity>
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CloudFrontOriginAccessldentityConfig Complex
Type
Description

The d oudFront Ori gi nAccessl denti t yConfi g complex type describes an origin access identity's
configuration information. For information about why and how you use CloudFront origin access identities,
go to Serving Private Content in the Amazon CloudFront Developer Guide.

This complex type is used as a request element in POST Origin Access Identity (p. 77) and PUT Origin
Access Identity Config (p. 91).

It is used as a response element in GET Origin Access Identity (p. 85) and GET Origin Access ldentity
Config (p. 88).

Syntax

<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cloudfront.amzon
aws. coni doc/ 2012- 05- 05/ " >

<Cal | er Ref erence>r ef </ Cal | er Ref er ence>

<Comrent >The coment . </ Comment >
</ d oudFront Ori gi nAccessl dentityConfig>

Elements
The following table describes the child elements in the O oudFr ont Ori gi nAccessl denti tyConfig
datatype.

Name Description Required

Cal | er Ref erence A unique number that ensures the request can't be replayed. | Yes

If the CallerReference is new (no matter the content of the
Cl oudFront Ori gi nAccessl denti t yConfi g object), a
new origin access identity is created.

If the CallerReference is a value you already sent in a
previous request to create an identity, and the content of the
Cl oudFront Ori gi nAccessl denti t yConfi g is identical
to the original request (ignoring white space), the response
includes the same information returned to the original
request.

If the CallerReference is a value you already sent in a
previous request to create an identity but the content of the
Cl oudFront Ori gi nAccessl denti t yConfi g is different
from the original request, CloudFront returns a

Cl oudFront Ori gi nAccessl dentit yAl readyExi sts
error.

Type: String
Constraints: Allowable characters are any Unicode code

points that are legal in an XML 1.0 document. The UTF-8
encoding of the value must be less than 128 bytes.

Default: None
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Example
Name Description Required
Conment Any comments you want to include about the origin access | No
identity.
Type: String

Constraints: Maximum 128 characters
Default: None

Example

<Cl oudFront Ori gi nAccessl dentityConfig xm ns="http://cl oudfront.anazon
aws. conif doc/ 2012- 05- 05/ " >

<Cal | er Ref er ence>20120229090000</ Cal | er Ref er ence>

<Comment >My conment s</ Conment >
</ d oudFront Ori gi nAccessl dentityConfi g>
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Invalidation Complex Type

Description

The I nval i dati on complex type describes the information about an invalidation request. For more
information about object invalidation, go to Object Invalidation in the Amazon CloudFront Developer
Guide.

This complex type is a response element in POST Invalidation (p. 98) and in GET Invalidation (p. 105).

Syntax

<lInvalidation xm ns="http://cloudfront.amzonaws. conf doc/ 2012- 05- 05/ ">
<l d>i d</ | d>
<St at us>l nProgress | Conpl et ed</ St at us>
<Cr eat eTi me>dat e</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>nunber of objects to invalidate</Qantity>
<l tens>
<Pat h>path to object to invalidate</Path>
</ltems>
</ Pat hs>
<Cal | er Ref erence>uni que identifier for this invalidation batch</Caller
Ref er ence>
</ I nval i dati onBat ch>
</l nvalidation>

Elements

The following table describes the child elements in the | nval i dat i on datatype.

Name Description

Id The identifier for the invalidation request, for
example, | DFDVBD632BHDS5.
Type: String

Default: None
Parent: Invalidation

St at us The status of the invalidation request. When the
invalidation batch is finished, the status is
Conpl et ed.

Type: String

Valid Values: | nPr ogr ess | Conpl et ed
Default: None

Parent: Invalidation
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Example
Name Description
CreateTi me The date and time the invalidation request was

made.

Type: String with date in the format
YYYY-MM-DDThh:mm:ssZ, as specified in the ISO
8601 standard, for example, 2009-11-19T19:37:58Z

Default: None
Parent: Invalidation

I nval i dati onBat ch The current invalidation information for the batch
request.

Type: InvalidationBatch Complex Type (p. 150)
Default: None
Parent: Invalidation

Example

The following example shows an invalidation batch request response. The request invalidated two image
objects and a Flash movie object.

HTTP/ 1.0 201 Created

Cont ent - Type: text/xm

Location: https://cloudfront.amzonaws. com 2012- 05- 05/ di st ri buti on/ EDFDVBD6EX
AVPLE/ i nval i dati on/ | DFDVBD632BHDS5

<l nval idati on xm ns="http://cl oudfront.amazonaws. com doc/ 2012- 05- 05/ " >
<| d>| DFDVBD632BHDS5</ | d>
<St at us>l nProgr ess</ St at us>
<Creat eTi ne>2009-11- 19T19: 37: 58Z</ Cr eat eTi ne>
<l nval i dati onBat ch>
<Pat hs>
<Quantity>3</Quantity>
<ltens>
<Pat h>/i magel. j pg</ Pat h>
<Pat h>/i mage2. j pg</ Pat h>
<Pat h>/ vi deos/ novi e. f | v</ Pat h>
</ltens>
</ Pat hs>
<Cal | er Ref erence>20120301090001</ Cal | er Ref er ence>
</InvalidationBat ch>
</l nvalidation>
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InvalidationBatch Complex Type

Description

The I nval i dat i onBat ch complex type describes the invalidation batch. For more information about
invalidation, go to Object Invalidation in the Amazon CloudFront Developer Guide.

This complex type is a request element in POST Invalidation (p. 98), and is a response element in GET
Invalidation List (p. 102) and GET Invalidation (p. 105).

Syntax

<l nval i dati onBat ch xm ns="http://cl oudfront. amazonaws. conml doc/ 2012- 05- 05/ " >
<Pat hs>
<Quantity>nunber of objects to invalidate</Quantity>
<l tens>
<Path>path to object to invalidate</Path>
</ltens>
</ Pat hs>
<Cal | er Ref erence>uni que identifier for this invalidation batch</CallerRefer
ence>
</l nvalidati onBat ch>

Elements
The following table describes the child elements in the | nval i dat i onBat ch datatype.

Name Description

Pat hs A complex type that contains information about the objects that you
want to invalidate.

Type: Complex

Default: None

Children: Quantity, |l tens, Cal | er Ref erence
Parent: | nval i dati onBat ch

Quantity The number of objects that you want to invalidate.
Type: Integer
Default: None
Parent: Pat hs

Itens A complex type that contains a list of the objects that you want to
invalidate.

Type: Complex
Default: None

Children: Pat h
Parent: Pat hs
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Elements
Name Description
Pat h The path of the object to invalidate. The path is relative to the

distribution and must begin with a slash (/). For example, to invalidate
the object at

http://dl11111abcdef 8. cl oudf ront . net/i mages/ i mage2. j pg,
you would specify:

<Pat h>/ i mages/ i mage2. j pg</ Pat h>.

You must enclose each invalidation object with the Pat h element
tags.

To invalidate the default root object, specify the path to the object
the same way you specify the path to any other object.

You can make any number of invalidation requests, but you can
have only three invalidation requests per distribution in progress at
one time. Each request can contain up to 1,000 objects to invalidate.
If you exceed these limits, CloudFront returns an error message.
To determine how many invalidation batches are currently in
progress, run GET Distribution (p. 23) and see the value of the

I nProgressl nval i dati onBat ches element.

If the object is a directory and if you have not standardized on a
method for specifying directories—with or without a trailing slash
(HN—we recommend that you invalidate the directory both with and
without a trailing slash, for example, i mages and i nages/ . For
more information, go to How Public URLs Affect the Invalidation of
Directories in the Amazon CloudFront Developer Guide.

If the path includes non-ASCII characters or unsafe characters as

defined in RFC 1783 (http://www.ietf.org/rfc/rfc1738.txt), URL encode
those characters. Do not URL encode any other characters in the

path, or CloudFront will not invalidate the old version of the updated
object.

Type: String

Default: None

Constraints: Maximum 4,000 characters
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Name Description
Cal | er Ref erence A value that you specify to uniquely identify an invalidation request.

CloudFront uses the value to prevent you from accidentally
resubmitting an identical request. Whenever you create a new
invalidation request, you must specify a new value for

Cal | er Ref er ence and change other values in the request as
applicable. One way to ensure that the value of Cal | er Ref er ence
is unique is to use a timestamp, for example, 20120301090000.
If you make a second invalidation request with the same value for
Cal | er Ref er ence, and if the rest of the request is the same,
CloudFront doesn't create a new invalidation request. Instead,
CloudFront returns information about the invalidation request that
you previously created with the same Cal | er Ref er ence.

If Cal | er Ref er ence is a value you already sent in a previous
invalidation batch request but the content of any Pat h is different
from the original request, CloudFront returns an

I nval i dati onBat chAl r eadyExi st s error.

Type: String
Default: None

Constraints: Allowable characters are any Unicode code points that
are valid in an XML 1.0 document. The UTF-8 encoding of the value
must be less than 128 bytes.

Examples

Example of an invalidation batch request

The following example invalidation batch request is for invalidation of two image objects and a Flash
movie object.

<l nval i dati onBatch xm ns="http://cl oudfront.anmazonaws. coni doc/ 2012- 05- 05/ ">
<Pat hs>
<Quantity>3</Quantity>
<ltenms>
<Pat h>/ i magel. j pg</ Pat h>
<Pat h>/ i mage2. j pg</ Pat h>
<Pat h>/ vi deos/ novi e. f | v</ Pat h>
</ltens>
</ Pat hs>
<Cal | er Ref erence>20120301090001</ Cal | er Ref erence>
</Inval i dati onBat ch>
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InvalidationList Complex Type

Description

The I nval i dati onLi st complex type describes the list of invalidation objects. For more information
about invalidation, go to Object Invalidation in the Amazon CloudFront Developer Guide.

This complex type is a response element in GET Invalidation List (p. 102).

Syntax

<l nval i dationLi st>
<Nar ker/ >
<Next Mar ker >l nval i dati on | D</ Next Mar ker >
<Max| t ens>2</ Max| t ens>
<I sTruncat ed>t rue</ | sTruncat ed>
<Quantity>
<ltens>
<l nval i dati onSummary>
<Id>First Invalidation ID</Id>
<St atus>l nProgress | Conpl et ed</ St at us>
</ I nval idationSunmmary>
<l nval i dati onSummary>
<l d>Second I nvalidation |D</Id>
<St atus>l nProgress | Conpl et ed</ St at us>
</ I nvalidationSunmmary>
</ltens>
</l nvalidationList>

Elements

The following table describes the child elements in the | nval i dat i onLi st datatype. They're presented
in the order they appear in the invalidation.

Name Description
Mar ker The value you provided for the Mar ker request parameter.
Type: String

Parent: InvalidationList

Next Mar ker If | sTruncat ed is true, this element is present and contains the value
you can use for the Mar ker request parameter to continue listing your
invalidation batches where they left off.

Type: String
Parent: InvalidationList

Max| t ens The value you provided for the Max| t ens request parameter.
Type: String
Parent: InvalidationList
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Elements
Name Description
I sTruncat ed A flag that indicates whether more invalidation batch requests remain to

be listed. If your results were truncated, you can make a follow-up
pagination request using the Mar ker request parameter to retrieve more
invalidation batches in the list.

Type: String
Valid Values:true | fal se
Parent: InvalidationList

Quantity The number of invalidation batches that were created by the current AWS
account.

Type: String
Parent: DistributionList
Parent: InvalidationList

Itens A complex type that contains one | nval i dati onSunmar y element for
each invalidation batch that was created by the current AWS account.

Type: Complex
Child: InvalidationSummary
Parent: InvalidationList

I nval i dati onSumary A complex type that lists the Invalidation ID and the status of that request.
Type: Complex type
Children: | D, St at us
Parent: Items

API Version 2012-05-05
154



Amazon CloudFront API Reference
Examples

Examples

Example of an invalidation list request response

The following example invalidation batch list request response shows the most recent two invalidation
batch requests in the available history.

HTTP/ 1.0 200 K
Cont ent - Type: text/xm

<l nval i dati onLi st >
<Mar ker/ >
<Next Mar ker >[ I nval i dati on | D] </ Next Mar ker >
<Max| t emrs>2</ Maxl t ens>
<l sTruncat ed>t rue</|sTruncat ed>
<Quantity>76</Quantity>
<Items>
<l nval i dati onSunmar y>
<Id>[First Invalidation ID]</Ild>
<St at us>Conpl et ed</ St at us>
</l nval i dati onSummary>
<l nval i dati onSunmar y>
<l d>[ Second Invalidation ID]</Id>
<St at us>Conpl et ed</ St at us>
</l nval i dati onSummar y>
</Items>
</l nval i dationList>
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Errors

The following table lists the errors that all CloudFront actions return. Errors specific to a particular action

are listed in the topic for that action. For information about the format of error responses, go to REST
Responses in the Amazon CloudFront Developer Guide.

Error Description HTTP Status Code
AccessDeni ed Access denied. 403
| nappr opri at eXML The XML document you provided was 400
well-formed and valid, but not appropriate
for this operation.
I nternal Error We encountered an internal error. Please try | 500
again.
I nval i dActi on The action specified is not valid. 400
I nval i dAr gunment <Parameter name and problem> 400
I nval i dd i ent Tokenl d The AWS Access Key ID you provided does | 403
not exist in our records.
| nval i dHTTPAut hHeader The HTTP authorization header is bad, use | 400
format: AWS
<AWBAccessKeyl d>: <Si gnat ur e>
I nval i dHTTPRequest There was an error in the body of your HTTP | 400
request.
I nval i dURI Could not parse the specified URI. 400
Mal f or medXM- The XML you provided was not well-formed | 400
or did not validate against ourpublished
schema.
M ssi ngd i ent Tokenl d Request must contain AWSAccessKeyld. 403
M ssi ngDat eHeader Authorized request must have a "date" or 400

"x-amz-date" header.
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Error

NoSuchVer si on
Not | npl enent ed

Opt I nRequi red

Precondi ti onFai |l ed

Request Expi r ed

Si gnat ur eDoesNot Mat ch

Description

The API version specified does not exist.
Not implemented.

The AWS Access Key ID needs a
subscription for the service.

The specified If-Match header doesn't match
the ETag header.

Request has expired. Timestamp date is <the
value of the Date or x-amz-date header you
submitted in the request>.

The request signature we calculated does
not match the signature you provided. Check
your AWS Secret Access Key and signing
method. Consult the service documentation
for details.

HTTP Status Code
404

501

403

412

400

403
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CloudFront Resources

The following table lists related resources that you'll find useful as you work with this service.

Resource

Amazon CloudFront Getting Started
Guide

Amazon CloudFront Developer Guide

Amazon CloudFront Release Notes

Technical documentation for the Amazon
Simple Storage Service (S3)

AWS Developer Tools

AWS Management Console

Discussion Forums

AWS Support Center

AWS Premium Support Information

Description

The getting started guide provides instructions for using the
service for the first time.

The developer guide provides a detailed discussion of the
service. It includes an architectural overview and programming
reference.

The release notes give a high-level overview of the current
release. They specifically note any new features, corrections,
and known issues.

The technical documentation provides a detailed discussion
of the service. It includes the basics of getting started, an
overview of the service, programming reference, and API
reference.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS.

The console allows you to perform most of the functions of
Amazon CloudFront without programming.

A community-based forum for developers to discuss technical
questions related to Amazon CloudFront.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and Premium Support (if you are subscribed to this
program).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS Infrastructure Services.
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Resource Description

Amazon CloudFront product information | The primary web page for information about Amazon
CloudFront.

Contact Us A central contact point for inquiries concerning AWS billing,
account, events, abuse, etc.

Conditions of Use Detailed information about the copyright and trademark usage
at Amazon.com and other topics.
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Document History

The following table describes the important changes to the documentation since the last release of
CloudFront.

* API Version: 2012-05-05
e Latest documentation date: May 13, 2012

Change Description Date Changed

New Features | This release of CloudFront includes new API options for download | May 13, 2012
distributions, including:

« Forwarding query strings to your origin.
¢ Multiple origins.
e Path patterns.

For more information, see DistributionConfig Complex Type (p. 116)
in this guide and Working with Download Distributions in the
Amazon CloudFront Developer Guide.

New Feature | This release of CloudFront reduces the minimum TTL value for a | March 15, 2012
download distribution. If you don't specify a minimum TTL when
you create a distribution, CloudFront sets the minimum TTL to O
seconds. For more information, go to the following documentation:

¢ CloudFront product page

 "Caching Duration and Minimum TTL" at Request and Response
Behavior for Amazon S3 Origins

¢ "Caching Duration and Minimum TTL" at Request and Response
Behavior, and Supported HTTP Status Codes for Custom Origins

* The Cachi ngBehavi or element in the DistributionConfig
Complex Type (p. 116).

API Version 2012-05-05
160


http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/WorkingWithDownloadDistributions.html
http://aws.amazon.com/cloudfront/
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorS3Origin.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorS3Origin.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html
http://docs.amazonwebservices.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html

Amazon CloudFront API Reference

Change

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Feature

New Guide

Description

This release of CloudFront includes new APIs to support custom
origins. For more information, go to the CloudFront product page
or Creating a Distribution with a Custom Origin in the Amazon
CloudFront Developer Guide.

This release of CloudFront includes new APIs for object invalidation.
For more information, go to the Amazon CloudFront product page
or Actions on Invalidations (p. 97) in the Auto Scaling API
Reference.

CloudFront now supports the ability to assign a default root object
to your distribution. For more information, see DistributionConfig
Complex Type (p. 116).

Added support for secure connections using HTTPS. For more
information, see DistributionConfig Complex Type (p. 116).

Added information about access logs for streaming distributions.
For more information, see Actions On Streaming
Distributions (p. 48).

You can now specify Tr ust edSi gner s and

Ori gi nAccessl dentitiesinStream ngDistributions.This
change enables you to serve private streaming content over a
Real-Time Messaging Protocol (RTMP). For more information, see
StreamingDistributionConfig Complex Type (p. 137).

Added information about the actions and datatypes for streaming
distributions. For more information, see Actions On Streaming
Distributions (p. 48).

Added information about the actions for CloudFront origin access
identities, which you use to serve private content. For more
information, see Actions on Origin Access ldentities (p. 76).

Also made changes to the descriptions of distributions to include
new elements related to serving private content. For more
information, see Distribution Complex Type (p. 108) and
DistributionConfig Complex Type (p. 116).

We've separated the API reference material into its own guide.
The Amazon CloudFront Developer Guide contains general
information about how to use CloudFront, and the Amazon
CloudFront API Reference contains detailed information about API
requests, responses, and errors.

Date Changed

November 9,
2010

August 31, 2010

August 5, 2010

June 7, 2010

May 13, 2010

March 28, 2010

December 15,
2009

November 11,
2009

November 11,
2009
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