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How Do I... ?

Welcome

Amazon DevPay is an easy-to-use online billing and account management service that makes it easy for
you to sell an Amazon Elastic Compute Cloud AMI or an application built on the Amazon Simple Storage
Service.

This is the Amazon DevPay Developer Guide.

For a description of what's new in this release of the Amazon DevPay Developer Guide, see Document
History (p. 264).

How Do I... ?

How do I? Relevant Sections

Learn about this changes made to this | ¢ Document History (p. 264)
document since the last release.

Learn the basics of Amazon DevPay « Introduction to Amazon DevPay (p. 3)

Version 2007-12-01
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How do I?

Relevant Sections

Understand the business aspects of
Amazon DevPay

« Your Amazon Payments Account (p. 15)

* Your DevPay Activity Page (p. 17)

« How Do You Set Your Product's Price? (p. 19)
e DevPay Fees (p. 20)

e The Cost of AWS Services (p. 24)

¢ Price Components (p. 29)

¢ When and How You Get Paid (p. 37)

¢ Customer Billing (p. 48)

e Customer Refunds and Chargebacks (p. 57)
¢ Customer Support (p. 59)

« Registering Your Product (p. 60)

¢ Making Changes to Your Product (p. 63)

¢ Changing Pricing (p. 64)

¢ Reports (p. 69)

« Recommendations for Product Development (p. 80)
« Testing and Going Live (p. 82)

¢ Advertising Your Product (p. 84)

Learn how to use Amazon DevPay with
an Amazon EC2 AMI

¢ Using DevPay with Your Amazon EC2 AMI (p. 85)

Learn how to use Amazon DevPay with
an Amazon S3 desktop product

¢ Using DevPay with Your Amazon S3 Product (p. 104)
« Setting Up Desktop Products (p. 112)
 License Service API Reference (p. 149)

Learn how to use Amazon DevPay with
an Amazon S3 web product

¢ Using DevPay with Your Amazon S3 Product (p. 104)
¢ Setting Up Web Products (p. 123)
 License Service API Reference (p. 149)

Version 2007-12-01
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Introduction to Amazon DevPay

Topics
¢ What Is Amazon DevPay? (p. 4)
¢ What Is Amazon Payments? (p. 4)
¢ Ways to Use Amazon DevPay (p. 6)
¢ Architectural Overview of Amazon DevPay (p. 6)
¢ Customer Experience (p. 8)
e Customer Access Stored Data (p. 11)

This section gives you an introduction to Amazon DevPay.

Version 2007-12-01
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What Is Amazon DevPay?

What Is Amazon DevPay?

Amazon DevPay is a billing and account management service that enables you to get paid for products
you build on either Amazon EC2 or Amazon Simple Storage Service. Amazon DevPay creates and
manages the order pipeline and billing system for you. Your customers sign up for your product, and we
automatically meter their usage of the underlying AWS service, bill them based on the pricing you set,
and collect their payments. What else is special about DevPay?

¢ You can charge customers for your product; the charges can include recurring charges based on the
customer's usage of AWS services (Amazon EC2 or Amazon S3), a fixed one-time charge, and a
recurring monthly charge.

¢ Your customers can easily sign up and pay for your product with their trusted Amazon.com accounts;
they do not need to sign up for an AWS developer account.

¢ Your customers are authenticated, thus ensuring they have access only to what they should.
« If your customers don't pay their bills, DevPay turns off their access to your product for you.
« Amazon Payments handles payment processing.

With Amazon
DevPay
o You o L Amazo n I
Customer $ DevPay $ You

Basic DevPay Flow
(1 ] Your customer uses an Amazon.com account to sign up and pay for your product. The
sign-up page indicates that you have teamed up with Amazon Payments to make billing
easy and secure.

Your customer pays the price you've defined to use your product.

DevPay subtracts a fixed transaction fee and pays you the difference.

000

You pay the costs of the AWS services your product consumed, and a percentage-based
DevPay fee.

What Is Amazon Payments?

Amazon Payments is the payment processor Amazon DevPay uses to process your customers' payments
and disburse money to you. For more information about Amazon Payments, go to
http://payments.amazon.com. The following sections give you an overview of Amazon Payments and
how it's related to Amazon DevPay.

Amazon Payments and You

To use Amazon DevPay, you need an Amazon Payments account (specifically, an Amazon Payments
Business Account). The money you make from your DevPay customers is deposited into this account.
There are a variety of ways to use Amazon Payments, and they're covered on the Amazon Payments

Version 2007-12-01
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Amazon Payments and Your Customers

web site (http://payments.amazon.com). However, for the purposes of DevPay, you primarily just need
to know that your customers' payments go into your Amazon Payments account. For information about
how you get this account and access it, see Your Amazon Payments Account (p. 15).

Amazon Payments and Your Customers

Amazon Payments processes your DevPay customers' payments. The only Amazon branding that your
customers see in relation to your DevPay product is for Amazon Payments.

Note
The one exception to this is for customers who purchase Amazon EC2 AMI products; they also
see AWS branding because they must be signed up for an Amazon EC2 account.

Your site should make it clear that Amazon Payments is handling the billing for your product. Your
customers will see the Amazon Payments logo on the pages showing the usage and billing data for your
product. We require you to include the Amazon Payments trademark or logo on your site to help make
your customers' experience consistent between your site and our site. The trademark, logo, and guidelines
for using them with Amazon DevPay are available in the co-marketing area of the Developer Connection
web site.

Version 2007-12-01
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Ways to Use Amazon DevPay

Ways to Use Amazon DevPay

You can use Amazon DevPay these ways:

¢ With an Amazon EC2 AMI (for more information, see Using DevPay with Your Amazon EC2 AMI (p. 85))

¢ With a desktop or hosted (web) product that uses Amazon Simple Storage Service (for more information,
see Using DevPay with Your Amazon S3 Product (p. 104))

Architectural Overview of Amazon DevPay

The following figure and discussion explain the major components involved with Amazon DevPay.

Amazon

Register your
product Amazon DevPay

_____————_’ {web portal)

You
Your DevPay Activity page
View your product (web portal)
activity
Your paid AMI functions
‘Eg;r A'Ea;:;: like any AMI you share
B with others
License Service
______,___———"' (web service)
Your Amazon S3 Makes
desktop product programmatic

or web product

requests
\ Amazon 33

(web service)

View their usage and o -
billing information Application Billing page

/" (web portal)

Your
customers
‘-_\\—\‘_ Amazon Payments
Sends e-mail bills (billing group)
to customers

You, your product, and your customers interact with different parts of Amazon.
You:

¢ Register your product with DevPay using a web portal
¢ View your product activity and manage your product and funds using your DevPay Activity page

Version 2007-12-01
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Your Amazon S3 product:

¢ Makes call to the License Service to obtain required credentials for the customer
» Makes calls to Amazon S3

Your Amazon EC2 paid AMI:

» Functions like any AMI you share with others

Your customers:

 View their usage and billing information on their Application Billing page
* Receive billing e-mails from Amazon Payments

Version 2007-12-01
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Customer Experience

Your customers' experience of your product can be divided into three categories:

« Their experience at sign-up
¢ Their general experience at any time when using the product

¢ Their experience monthly when they are billed

Important

When customers buy your product and are later billed for using it, they deal entirely with Amazon
Payments, and not Amazon DevPay. Your customers receive no direct exposure to Amazon
DevPay. Therefore, you don't need to point your customers to the Amazon DevPay documentation
or information for any reason.

At Sign Up

At the time of sign-up, there are two aspects of the customer's experience: the sign-up process and billing
confirmation (if your product has up-front charges).

Sign-Up Process

The following figure and table describe the customers' experience during sign-up.

Customer clicks Customer views

your sign-up link | _g. Eaistomer lag= I _m  productinfo Customer signs up

94 2 3 4
Customer provides Cust
If Amazon EC2 gy ation keyRy oA AN
. — - prompted — -
Paid AMI
5a 5b
Customer provides
If Amazon S3 c“;?rdmses activation key if
Product — |  prompled
6a 6b
Process for Signing Up
1 The customer clicks the sign-up link for your product and is sent to a specific sign-up page

provided by DevPay and branded with Amazon Payments. For example pages of this flow,
see Appendix: The Customer Purchase Experience (p. 199).

2 The customer is prompted to log in using an Amazon.com login.
3 The customer views your product's information and pricing.
4 The customer signs up for your product. After the product purchase, the confirmation page

displays an activation key. The customers are redirected to your web site (to a URL you
specify to DevPay when you register your product) for instructions on using the product.

Version 2007-12-01
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5 If the product is an Amazon EC2 paid AMI:

a. Depending on how you implement your system, your system might need the activation
key. You can prompt the customer for the activation key or get it programmatically as
described later in this guide.

b. The customer can then use the paid AMI.

6 If the product is an Amazon S3 product:

a. The customer downloads and installs your desktop product or uses your web product.

b. Your Amazon S3 product requires the activation key. The product prompts the customer
for the key (for desktop products) or gets the key programmatically (for web products)
and then uses the key to activate itself. Once activated, the product is ready to use at
any time. For additional information about how customers use your product, see Customer
Access Stored Data (p. 11).

Billing Confirmation
If your product has a one-time sign-up fee, a monthly fee, or both, your customers are billed accordingly

at the time of sign-up. They each receive an e-mail from Amazon Payments confirming the sign-up charge
(for more information, see When the Customer Signs Up to Use Your Product (p. 207)).

At Any Time

At any time, customers can use the product and also view their usage and billing information. The following
figure and table describe the process for the latter.

Customer clicks e i : Customer views
link you provide ustomer logs in Application Billing
- page
1 2 3

Process for Viewing Usage and Billing Information

1 The customer goes to your web site and clicks the link you provide for managing the product.
2 The customer is prompted to log in using an Amazon.com login.
3 The customer views the Application Billing page (for more information, see Where Customers

Get Information About Their Bills (p. 51)).

Customers can cancel at any time. For more information, see Customer Cancellation (p. 53).

You might decide to change the price of your product at any time. For more information about how this
affects customers, see Your Customers' Experience of a Price Change (p. 67).

Version 2007-12-01
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Monthly

Customers are billed monthly (for more information, see When Customers Are Billed (p. 50)) and receive
monthly e-mails from Amazon Payments showing the billing amount (for more information, see When the
Customer Is Billed Each Month (p. 209)).

Version 2007-12-01
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Customer Access Stored Data

When customers use your Amazon S3 product, they might end up storing data on Amazon servers. For
example, you could have a product that stores customers' data in Amazon S3 for them. This section
discusses restrictions on access to that data.

Amazon DevPay implements a product-based access control system that is automatically applicable to
your product; you don't have to do anything to implement it. Let's say you have a product called
MagicProduct that uses Amazon S3 and stores images for customers. If John Smith uses MagicProduct
to store his images, he can access those stored images only by using MagicProduct. He can't use some
other product that also uses Amazon S3, and he can't get his own AWS developer account and use
Amazon S3 directly to access the images.

John Smith John Smith John Smith

His own Amazon
$3 application

MagicProduct Another Product

Access?
YES

Access?
NO

Access?
NO

John Smith's data, stored using MagicProduct

Amazon S3 storage

Although DevPay enforces a product-based access control restriction, you can still use the access control
mechanisms implemented by the AWS service your product uses. For example, you can still use the
Amazon S3 access control mechanism with your product. The mechanism's operation is independent of
the DevPay product-based restriction.

If we go back to our previous example: You could design MagicProduct to use the Amazon S3 access
control mechanism so that John Smith could grant his mother access to the images he stored. His mother
could then buy MagicProduct herself and access John's images. However, she couldn't access those
images by using another product that uses Amazon S3. She also couldn't access those images by getting
her own AWS account and using Amazon S3 directly.

John's Mom with
appropriate

John's Mom with
appropriate

Amazon S3
access granted

Amazon S3
access granted

John Smith

MagicProduct MagicProduct Another Preduct

Access?
YES

Access?
YES

Access?
NO

John Smith’s data, stored using MagicProduct

Amazon S3 storage

Another important implication of the product-based restriction is that John Smith can no longer access
his stored data when he cancels his use of MagicProduct. He can't use another product based on Amazon

Version 2007-12-01
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S3 or use Amazon S3 directly to access his data. If he resubscribes to MagicProduct, his images might
or might not be available depending on the Amazon S3 data retention policy.

Important
You should warn your customers that:

¢ They should retrieve their data before they cancel use of your product
« Ifthey don't pay their bills for your product, Amazon will cancel their access to the product and
their data will be unavailable
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Topics
¢ The Business Aspects of DevPay (p. 14)
¢ Using DevPay with Your Amazon EC2 AMI (p. 85)
¢ Using DevPay with Your Amazon S3 Product (p. 104)

This section explains the business aspects of Amazon DevPay (such as product pricing, how you get
paid, etc.), how to use DevPay with an Amazon EC2 AMI, and how to use DevPay with an Amazon S3
application.
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The Business Aspects of DevPay

Topics
¢ Your Amazon Payments Account (p. 15)
¢ Your DevPay Activity Page (p. 17)
¢ How Do You Set Your Product's Price? (p. 19)
¢ DevPay Fees (p. 20)
¢ The Cost of AWS Services (p. 24)
¢ Price Components (p. 29)
¢ When and How You Get Paid (p. 37)
¢ Customer Billing (p. 48)
¢ Customer Refunds and Chargebacks (p. 57)
¢ Customer Support (p. 59)
¢ Registering Your Product (p. 60)
¢ Making Changes to Your Product (p. 63)
¢ Changing Pricing (p. 64)
¢ Reports (p. 69)
¢ Recommendations for Product Development (p. 80)
¢ Testing and Going Live (p. 82)
¢ Advertising Your Product (p. 84)

This section provides information about the business aspects of Amazon DevPay.
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Your Amazon Payments Account

Topics
¢ Getting Your Account (p. 15)
¢ Adding and Verifying Your Bank Account (p. 15)
¢ Your Amazon Payments Balance (p. 16)
¢ Your Transaction History (p. 16)

This section discusses your Amazon Payments account, and how you get and prepare it for use with
Amazon DevPay. Your Amazon Payments account is the account that receives the payments from your
DevPay customers. For more information about Amazon Payments, see What Is Amazon

Payments? (p. 4).

Getting Your Account

Each time you register a product with DevPay, we check to see if the login you used to register the product
has an Amazon Payments Business Account associated with it. If it doesn't, we create one for that login
during product registration. If the login has some other type of Amazon Payments account associated
with it, we upgrade that account to an Amazon Payments Business Account during product registration.
Upgrading is a simple process that requires you to answer a few questions about your business.

If we create a new Amazon Payments account for you, Amazon Payments automatically sends you an
e-mail message about the account. Before you can use the account or DevPay, you must click the link
Amazon Payments provides inside that e-mail to verify your e-mail address.

To verify your e-mail address

1. Check for a message that Amazon Payments has sent to the login e-mail address.

2. Click the link in the e-mail message.

That's all you need to do. Now you can go to Amazon Payments at http://payments.amazon.com to access
your account. Note that you will receive regular e-mails directly from Amazon Payments about the account.

Adding and Verifying Your Bank Account

This section describes how to add a bank account to your Amazon Payments account and then verify
that bank account. You're not required to do this to use DevPay. It's only required if one or both of the
following apply:

* You want to withdraw money from your Amazon Payments account

* You expect to receive more than a total of $10,000 per month from all your DevPay customers (your
account has a limit on it until you verify the bank account)

Note that the bank account verification process can take up to 7 days.

Note
If you already had an Amazon Payments account before you started using DevPay, then you
might already have a verified bank account associated with your Amazon Payments account.

To add and verify your bank account

1. Goto Amazon Payments at http://payments.amazon.com.
2. Log in to your account and click Add a Bank Account.
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3. Follow the instructions presented to you to add a bank account to your Amazon Payments account.
4. Follow the instructions presented to you to verify the bank account.

For more information about any hold periods or limits that might apply to your Amazon Payments account,
refer to the Amazon Payments site.

Your Amazon Payments Balance

You can get your Amazon Payments account balance by going to either Amazon Payments at
http://payments.amazon.com or your DevPay Activity page at http://aws.amazon.com/devpayactivity. For
information about what you can do at your DevPay Activity page, see Your DevPay Activity Page (p. 17).

Two different balances are displayed:

¢ Your total Amazon Payments balance (which includes credit or debit transactions that are not yet
completed)

* The amount available for immediate withdrawal

You can withdraw money from your account by going to either Amazon Payments or your Amazon DevPay
Activity page. For more information about withdrawing money, see Your DevPay Activity Page (p. 17).
Keep in mind that before you can withdraw money from your Amazon Payments account, you must have
a verified bank account associated with it (for more information, see Adding and Verifying Your Bank
Account (p. 15)).

Your Transaction History

Along with the account balance, Amazon Payments also displays your account's transaction history,
which is a list of all the individual transactions involving the account (whether they're related to DevPay
or not).

Your Amazon DevPay Activity page has a DevPay transaction history, which is different from your Amazon
Payments transaction history. The DevPay transaction history includes only the transactions related to
your DevPay products, and each day's charges or deposits are rolled up into one charge or deposit per
day. For example, if you have ten different deposits from DevPay customers on a given day, the DevPay
transaction history shows a single deposit that is the sum of those ten. If you want to see the individual
transaction information for each of the ten deposits, you can find it in the Amazon Payments transaction
history. For an example of the page and the type of entries you might see in the DevPay transaction
history, see Appendix: Example DevPay Activity Pages (p. 239).

The Amazon Payments balance displayed might not reconcile perfectly with the DevPay transaction
history. This can be for two reasons:

¢ You can use the account for reasons other than DevPay
« Some of the transactions in the DevPay transaction history can involve your credit card

Why would your credit card be involved? When we charge you each month (as discussed in subsequent
sections), we first try to collect the money from your Amazon Payments account. If the balance is
insufficient, we charge the remaining amount to your credit card. The charge to your credit card is included
in the DevPay transaction history, but it doesn't affect your Amazon Payments balance.

Note

When we charge you each month, we send you an e-mail. The e-mail doesn't state which account
or accounts we charged. We also don't inform you if the Amazon Payments account balance
was insufficient. We do, however, contact you if we're unable to charge your credit card.
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Your DevPay Activity Page

Your DevPay Activity page is where you manage your DevPay products. It's located at
http://aws.amazon.com/devpayactivity. When you access the page, you're prompted to log in with the
AWS developer login that you used to register the product with DevPay.

From the DevPay Activity page you can:

View the month-to-date usage of all your DevPay products, the corresponding revenue you expect to
receive (assuming your customers pay their bills at the end of the month), and the actual revenue you
have received

View revenue statements for previous months (see the following procedure)

View your Amazon Payments balance and DevPay transaction history (see the following procedure)
Withdraw money into your own bank account (see the following procedure)

View or change DevPay product details (for more information, see Changing Product Information (p. 63))
Change the pricing of a DevPay product (for more information, see Changing Pricing (p. 64))

Cancel your product's use of DevPay (for more information, see Canceling Your Product's Use of
DevPay (p. 63))

Note
The dates displayed on the DevPay Activity page are in Coordinated Universal Time (Greenwich
Mean Time).

Note

During the month, the DevPay Activity page reflects the current month's data up to and through
the previous day. Therefore, on the first day of the month, the page has no data to display yet
and so shows zeros.

To help you better understand the DevPay Activity page and the contents of other related pages, we've
created an example. It shows what the pages would display over a few months when you introduce an
imaginary DevPay product. For more information, see Appendix: Example DevPay Activity Pages (p. 239).

To view a previous month's revenue statement

1.
2.

Go to http://aws.amazon.com/devpayactivity.

When prompted, log in with the AWS developer login you used to register your product with DevPay.
The DevPay Activity page is displayed. By default, it shows your current month-to-date usage and
revenue.

Select a month from the pull-down menu at the top of the page.

The current month-to-date usage and revenue numbers are replaced with the numbers from the
month you selected.

To view your Amazon Payments balance and DevPay transaction history

Go to http://aws.amazon.com/devpayactivity.

When prompted, log in with the AWS developer login you used to register your product with DevPay.
The DevPay Activity page is displayed.

At the bottom of the page, click View DevPay Transaction History.

The DevPay Transaction History page is displayed, showing your transaction history and Amazon
Payments balance.

To understand the amounts that are displayed on this page, see the example discussed in Appendix:
Example DevPay Activity Pages (p. 239).
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Note

The DevPay transaction history is updated as deposits or withdrawals are made during the day.
However, the DevPay Activity page is updated once each day. Because of this, the DevPay
transaction history might show entries that are not yet reflected in the DevPay Activity page.

To withdraw money from your Amazon Payments account

1. Go to your DevPay Transaction History page as described in the preceding procedure.

2. Click Withdraw to bank account (or if you have not yet specified a bank account to use, follow the
instructions presented on the page).

Related Topics

¢ What Is Amazon Payments? (p. 4)

¢ Your Amazon Payments Account (p. 15)
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How Do You Set Your Product's Price?

DevPay allows you to create a product based on an AWS service (Amazon S3 or Amazon EC2) and
charge your customers to use that product. What's the appropriate price to charge for your product?

The price you charge is your decision, but we recommend you understand the following before setting
the price:

¢ The fees to use DevPay (for more information, see DevPay Fees (p. 20))

¢ Your customers' usage and the corresponding cost of the AWS service that your product is based on
(for more information, see The Cost of AWS Services (p. 24))

« The price components available to you (for more information, see Price Components (p. 29))

¢ When and how you get paid (for more information, see When and How You Get Paid (p. 37))

Once you understand the preceding items, you should then think about your product and the price you'd
like to use. When you register your product with DevPay, you must provide the final price for the product.
If at a later date you want to change the product's price, follow the process to change your price. For
more information, see Changing Pricing (p. 64).

Related Topics

¢ Registering Your Product (p. 60)
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DevPay Fees

Topics
¢ Quick Summary of the Fees (p. 20)
¢ Basic Concepts (p. 20)
« When Your Value-Add Is Greater Than or Equal to Zero (p. 20)
e When Your Value-Add Is Less Than Zero (p. 21)
« Examples (p. 22)

This section describes the Amazon DevPay fees and the situations in which they are applicable.

Quick Summary of the Fees
You pay:

¢ 3% of your value-add per customer
* $0.30 per DevPay product for each customer bill we collect

Note

Your value-add per customer is the amount you charge each customer on top of the cost of the
AWS services they used.

When we calculate the 3% fee amount, we use the value-add amount before any $0.30 DevPay
fees have been subtracted.

The following sections give more details and examples of the fees.

Basic Concepts

To describe how the fees work, we'll start by describing some basic concepts.

You create a DevPay product and set a price for it. Your customers buy and use the product. At the end
of each month, we determine three amounts for each customer:

* Customer revenue—The total amount your customer owes for using the product that month
« AWS costs—The costs of AWS services the customer used that month
¢ Your value-add—The difference between the customer revenue and the AWS costs

Your customer revenue is based on the price you set for your product. This includes any one-time sign-up
charge, monthly charge, and usage-based charges.

What you owe AWS for each customer each month varies if your value-add is greater than or equal to
zero, or less than zero.

When Your Value-Add Is Greater Than or Equal to Zero

When the revenue expected from the customer is greater than or equal to the AWS costs, and the customer
actually pays the money, you pay AWS the items shown in the following list and illustration:

* AWS costs
« DevPay fee: 3% of your value-add
» DevPay fee: a $0.30 fee per product for each customer bill we collect
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Note
If you have multiple products, you are assessed $0.30 for each product the customer subscribes
to.
Customer |
Owes for the SCOStl‘Df EWB": | \F’\mc-'tlnl
Month arvice Us | ou Fay
|
| You pay:
|
I 3% of the value-add,
: } Your value-add _-w plus the $.30 Iransaction fee
|
: T ihe AWS costs

If the customer doesn't pay, you pay AWS nothing. If the customer pays part of what's owed for the month
(for example, if the customer pays the monthly charge, but doesn't pay the usage-based charges), then
you pay the AWS costs and 3% DevPay fee in proportion to how much the customer has paid. You still

pay the $0.30 transaction fee. For more information, see If a Customer Doesn't Pay the Monthly Bill (p. 42).

When Your Value-Add Is Less Than Zero

Although it will be unlikely, there might be instances when the expected revenue from the customer is
less than the AWS costs. If this occurs, and the customer actually pays, you pay AWS the items shown
in the following list and illustration:

¢ AWS costs
« DevPay fee: a $0.30 fee per product per customer bill collected

Customes
Owes for the
Month

I

I

I

I

I

: You pay:
I

| — the AWS costs, plus the $0.30 transaction fee
I

I

I

If the customer doesn't pay what's owed (and so you receive no revenue from that customer for the
month), you pay no DevPay fees. You pay only the AWS costs not covered by the expected revenue
amount (as shown in the following illustration). This is equivalent to the absolute value of your value-add
amount.

Caost of AWS
Servica Usad

Arnount
You Pay

If the customer pays part of what's owed, then you pay the AWS costs in proportion to how much the
customer has paid. You still pay the $0.30 transaction fee. For more information, see If a Customer Doesn't
Pay the Monthly Bill (p. 42).

Customer
Cwes for the
Month

|

|

|

|

|

: You pay:

: } only this amount in AWS costs
|

|

|

Cost of AWS
Servica Usad

Amount
You Pay
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Examples

In the following examples, you have an Amazon EC2 AMI that you're selling through DevPay. A customer
uses the AMI during the month of April. The product's pricing scheme includes only usage charges; it has
no one-time or monthly recurring charges. AWS charges for Amazon EC2 based on the costs described
in Allowed Usage-Based Charges (p. 30). However, for simplicity, the examples reflect only some of
those possible costs and assume use of only small instances of the AMI.

Note
The Amazon EC2 prices shown in the following examples were valid when this document was

originally written. The prices might have changed since then. For the current Amazon EC2 prices,
go to the Amazon EC2 product page.

The top table in each example shows your product's price and the corresponding AWS cost for Amazon
EC2.

The bottom table shows your customer's usage amounts during April, the corresponding price the customer
pays, the corresponding Amazon EC2 cost, and your corresponding value-add.

The equation at the bottom shows the total DevPay fees you owe for that customer for the month of April.
Example DevPay Fees When Your Value-Add Is Greater Than or Equal to Zero
In this example, your price results in a value-add that is greater than zero (the revenue your customer

generates in the month is greater than the costs of the AWS service used). In this situation, you pay both
the 3% fee and the $0.30 transaction fee. Note that if your value-add is zero, your 3% DevPay fee is zero.

Price Component | Your Price Amazon EC2 Cost

Usage Charges 50.25 per small instance-hour used $0.10
$0.30 per GB data transferred in £0.10

50.25 per GB data transferred out 5017 (maximurm)

One-time Charge MNone i

Monthly Charge Mone i

Customer’'s Use in April

Customer Cost of
EC2 Dimension Usage Pays EC2
Small instance-hours used 50 Hours $12.50 85.00
GB data transferred in 20 GB $6.00 %2.00
GB data transferred out 10 GB 52.50 $1.70

m Value-add = $21.00 - $8.70 = $12.30

3% DevPay fee on value-add § 037
Transaction fee $ 0.30

Total DevPay fees you owe ﬂ
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Example DevPay Fees When Your Value-Add Is Less than Zero

In this example, your price is lower than in the preceding example and results in a value-add that is less
than zero (the revenue your customer generates in the month is less than the costs of the AWS service

used). In this situation, we don't charge the 3% fee. However, we still charge you the $0.30 transaction
fee when we collect from the customer.

Price Component | Your Price Amazon EC2 Cost
Usage Charges 50.10 per small instance-hour used $0.10

$0.10 per GB data transferred in 50.10

50.15 per GB data transferred out 50,17 (maximum)
One-lime Charge Mone M
Monthly Charge Mone MIA

Customer's Use in April
. Customer Cost of
EC2 Dimension Usage Pays EC2
Small instance-hours used 50 Hours $5.00 55.00
GEB data transferred in 20 GB $2.00 $2.00
GB data transferred out 10 GB 51.50 $1.70
3% DevPay fee on value-add MNIA

Transaction fee § 0.30

Total DevPay fees you owe -

Related Topics

¢ When and How You Get Paid (p. 37)
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The Cost of AWS Services

Topics
¢ The Basics (p. 24)
e The Cost of Tiered Usage Types (p. 24)
¢ The Cost of Regional Bandwidth (p. 27)
e Costs You're Not Responsible For (p. 27)

This section gives information about the money you're responsible for paying to AWS to cover the cost
of AWS services your customers use (e.g., Amazon S3 or Amazon EC2). The first section covers the
basics, and the subsequent sections give details about how we handle particular AWS service costs.

The Basics

At the end of each month, you owe AWS the costs of the AWS service (e.g., Amazon S3 or Amazon EC2)
each customer used during the month. The next sections cover some important details to understand.

You Pay Only What the Customer Has Already Covered

We charge you for the costs of AWS services only after the customer pays you first. This way, you can
use your customers' payments to help cover the costs they incur. Also, the amount we collect never
exceeds what the customer has actually paid you. In general, this means that if a customer doesn't pay
you, we don't charge you for the costs of the AWS services the customer used. For more information
about how this works in real situations involving monthly fees, see If a Customer Doesn't Pay the Monthly
Bill (p. 42).

You Pay Any Costs Not Covered by Expected Revenue

Typically the revenue a customer generates in a given month will be greater than the cost of the AWS
services the customer used (this assumes you've priced your product so that you regularly make money
and don't lose money). However, depending on how you price your product, you might have situations
where the revenue a particular customer generates is less than the corresponding cost of the AWS
services used. In this case, you're responsible for the difference, regardless of whether the customer
pays. For example, if your customer owes you $10, but has used $15 worth of Amazon S3, you're
responsible for paying AWS the $15. But, if the customer doesn't pay the $10, then you're responsible
only for the $5 difference.

The Cost of Tiered Usage Types

This section describes how we charge you for usage types that have a tiered cost structure, such as data
transfer out and Amazon S3 storage. The section also describes how we determine your value-add per
customer given that the usage type has a tiered cost structure applicable across all your customers of a
particular DevPay product.

Note
Although this section focuses specifically on one particular usage type (data transfer out), the
concepts apply to any usage type that has a tiered cost structure.

How We Calculate Your Costs
The AWS services have tiered costs for data transfer out ($0.17 per GB for the first 10 TB/month data

downloaded, $0.13 per GB for the next 40 TB/month, $0.11 per GB for the next 100 TB/month, and $0.10
per GB for any additional bandwidth beyond 150 TB).
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When we charge you for tiered data transfer out costs, we apply the tiered discount on a per-product
basis. In other words, if you have more than one DevPay product, we don't sum the data transfer out
costs across all your DevPay products and then apply the tiered discount. Instead, we sum the costs
used by all the customers using one of your particular DevPay products during the month and then apply
the tiered discount to that particular product's data transfer out accordingly. We then repeat that for each
DevPay product you have.

For example, if during April, your customers download 8 TB for Product A, and 4 TB for Product B, you
are charged $0.17 per GB for Product A's 8 TB and $0.17 per GB for Product B's 4 TB; you aren't charged
as if you used a total of 12 TB ($0.17 per GB for 10 TB and then $0.13 per GB for 2 TB).

Note that you can charge your customers for data transfer out and use a tiered pricing structure like AWS
does. For information about setting tiered pricing for your product's usage-based price components, see
Tiered Usage-Based Pricing (p. 31).

How We Calculate Your Value-Add

Each month, we charge you 3% of your value-add per customer (for more information, see DevPay
Fees (p. 20)). Given that we charge you for data transfer out based on the sum total of all your customers'
use of the product, how do we calculate your value-add per customer?

We first calculate the cost-per-unit of data transfer out across all your customers and then apply that
value to determine each individual customer's cost for data transfer out. The value-add for a particular
customer is then the difference between the amount the customer pays you for data transfer out (based
on your product's price) and the calculated cost for data transfer out for that customer. Following is a
simple (although unlikely) example that illustrates the point.
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Example Value-Add Calculation

In this example, you have only two customers: Joe and Bill. Joe uses 8 TB of data transfer out during the
month, and Bill uses 4 TB (for a total of 12 TB used).

In turn, AWS charges you $0.17 per GB for the first 10 TB of data transfer out used, and $0.13 per GB
for the next 40 TB used. This translates into $174.08 per TB for the first 10 TB, and $133.12 per TB for
the next 40 TB (remember that 1 TB = 1024 GB). This means for the 12 TB Joe and Bill have used, the
AWS costs you owe are: ($174.08 * 10 TB) + ($133.12 * 2 TB) = $1740.80 + $266.24 = $2007.04 (as
shown in the following figure).

Joe's Usage Bill's Usage Total Usage

12TB
8TB
4TB

The cost-per-unit of data transfer out for the month is therefore $2007.04 / 12 TB = $167.25 per TB.

Tier2: $13312* 2TB = § 266.24

Tier1: $174.08* 10 TB = $1740.80

AWS costs you owe: $2007.04

You charge your customers $0.18 per GB data transfer out (or $184.32 per TB). Therefore, Joe pays you
$184.32 * 8 TB = $1474.56, as shown in the following figure. Your value-add for Joe is the price he pays
you, minus the per-unit cost of data transfer out multiplied by his usage: $1474.56 - ($167.25 * 8 TB) =
$1474.56 - $1338.00 = $136.56.

Joe Pays Joe's Cost Your Value-Add
You for Joe
§1474.56
$1338.00 _FYour value-add: $136.56
$167.25*8TB

Bill pays you $184.32 * 4 TB = $737.28, as shown in the following figure. Your value-add for Bill is $737.28
- ($167.25 * 4 TB) = $737.28 - $669.00 = $68.28.

Bill Pays Bill's Cost Your Value-Add
You for Bill
§T3T.28
| | u uj—'r‘our value-add: $68.28
$167.25*4TB
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The Cost of Regional Bandwidth

One of the costs of using Amazon EC2 is regional data transfer. You can charge your customers for their
use of regional data transfer by including it in the price of your paid and supported AMIs.

Regional data transfer covers two items:

« Data transferred in and out between instances in different availability zones in the same region (for
information about availability zones, go to the Amazon Elastic Compute Cloud Developer Guide)

« Data transferred in and out between instances inside the Amazon EC2 network using public IP addresses
or elastic IP addresses, even if the instances are in the same availability zone

AWS charges for both regional data transfer in and regional data transfer out of Amazon EC2 instances.
This means that if both instances involved in the transfer are instances of your paid AMI, the customer
pays you for your regional data transfer price at both ends of the data transfer. You also pay the
corresponding AWS cost for regional data transfer at both ends of the data transfer.

For example, let's say AWS charges $0.01 per GB for regional data transfer, and you charge your
customers $0.05 per GB. The following figure shows the price the customer pays you and the corresponding
cost you pay AWS for data transfer in and out of the instances.

Instance of your paid AMI Instance of your paid AMI
Customer pays you $0.05 per GB Customer pays you 50.05 per GB
You pay AWS $0.01 per GB You pay AWS $0.01 per GB

By contrast, what if the transfer is between an instance of your paid AMI and an instance of the customer's
personal AMI? The following figure shows this situation.

Instance of your paid AMI Instance of the customer's

— personal AMI

Customer pays you $0.05 per GB

Customer pays AWS $0.01 per GB
You pay AWS 50,01 per GB

Costs You're Not Responsible For

You're responsible for paying the costs of the AWS services your customers use. There are several
exceptions to this:

¢ Amazon EC2 elastic IP addresses

¢ Amazon Elastic Block Store (Amazon EBS)
¢ Elastic Load Balancing

¢ Auto Scaling

¢ Amazon CloudWatch

Important
Currently you can't use Elastic Load Balancing (either by itself or in conjunction with Auto Scaling)
with instances of paid or supported AMIs.
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You're not responsible for the AWS costs your customers incur for these features, and you can't include
charges for the features in the price of your DevPay product. Why not?

You can't because AWS bills Amazon EC2 users directly for their use of the features. We do this because
customers can use the features with any instances they launch (or that Auto Scaling launches on their
behalf). That usage is associated with the customer's Amazon EC2 account, not the instance itself or the
owner of the AMI. The instance can be of your paid AMI, someone else's paid AMI, or the customer's
own AMI. Because of this separation, you can't charge for the features in your product's price. For elastic
IP addresses, this applies to the charges for having—but not using—elastic IP addresses and for remapping
elastic IP addresses beyond the number of free mappings allowed each month. For all of the other features,
this applies to all charges related to the feature's use. For a list of the usage-based charges you can
include in your product's price, see Allowed Usage-Based Charges (p. 30).

Related Topics

¢ Price Components (p. 29)
¢ When and How You Get Paid (p. 37)
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Price Components

Topics
¢ Basic Pricing Components (p. 29)
¢ Allowed Usage-Based Charges (p. 30)
¢ Tiered Usage-Based Pricing (p. 31)
e Taxes (p. 36)

This section describes the different components you can use as part of your product's price.

Basic Pricing Components

Your product's price can include three optional parts listed in the following table.

Price Component Description

One-time charge This is a fixed, one-time charge assessed when your customer signs up
to use your product.

If a customer cancels use of your product and then later resubscribes, we
bill that customer the one-time charge again.

Monthly recurring charge | This is a fixed, monthly charge for use of your product. For information
about how this is billed, see When Customers Are Billed (p. 50).

If you include a monthly charge that is small, you should be aware of the
implications. For more information, see When You Have a Small Monthly
Charge (p. 38).

Usage-based charges These are charges based on the usage dimensions of the AWS service
itself. For a list of the usage-based charges for Amazon EC2 and Amazon
S3 and whether you can charge your customers for each of them, see
Allowed Usage-Based Charges (p. 30).

For an example of a price scheme that includes usage-based charges,
see DevPay Fees (p. 20).

For information about using a tiered pricing structure for any of the
usage-based charges, see Tiered Usage-Based Pricing (p. 31).

You can include all, some, or none of the preceding price components when you set your product's price.
For example, you could:

¢ Include only usage-based charges, so the amount your customers pay is based solely on how much
they use the AWS service

Note

You can include one, some, or all of the possible usage-based charges for the particular AWS
service. For example, if your product uses Amazon S3, you could charge your customers for
GB-Month data stored only. Or, you could also include other charges such as the bandwidth
for data uploaded to Amazon S3. Which of the usage-based charges you include in your
product's price is your choice. Regardless, you are responsible for the cost of your customers'
usage for all the dimensions.

¢ Include only fixed charges (a monthly charge, a one-time charge, or both), so that the amount your
customers pay is not related to how much they use the AWS service

¢ Use a combination of usage-based charges and fixed charges

¢ Charge nothing for your product and be entirely responsible for all costs and DevPay fees
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Allowed Usage-Based Charges

You can include usage-based charges in your product's price. However, not all of the available usage-based
charges can be part of your product's price. The following tables show each of the usage-based costs
AWS charges for and whether you can include a corresponding charge in the price of your DevPay
product. For more information about the usage-based costs, go to the Amazon EC2 detail page and the

Amazon S3 detail page.
Note

The list of usage-based costs changes as Amazon EC2 and Amazon S3 release new features.
The pricing examples, fee examples, and DevPay Activity page examples presented in this guide
might not reflect all the currently available usage-based costs the services have. However, the
concepts presented by the examples are still valid.

Amazon EC2

Important

Currently you can't use Elastic Load Balancing (either by itself or in conjunction with Auto Scaling)

with instances of paid or supported AMIs.

Usage-based Cost

Instance-hours: all types/sizes, environments, and
regions that Amazon EC2 makes available

Data transfer in

Data transfer out (the cost is tiered according to

the usage amount; for information about how you
are charged for tiered data transfer out, see The
Cost of Tiered Usage Types (p. 24))

Regional data transfer (for more information about
regional data transfer, see The Cost of Regional
Bandwidth (p. 27))

Elastic IP addresses: cost for non-use of an elastic
IP address

Elastic IP addresses: cost for additional
re-mappings above the number allowed each
month

Amazon Elastic Block Store: cost for storage and
requests for Amazon EBS volumes

Amazon Elastic Block Store: cost for storage and
requests for Amazon EBS snapshots

Auto Scaling

Amazon CloudWatch

Can You Include in Your DevPay Product's
Price?

Yes (you can charge a different price for each
instance type, environment, region, etc.; for more
information, see Your Product's Configuration and
Price (p. 88)).

Yes

Yes

Yes

No (for information about why you can't charge for
it, see Costs You're Not Responsible For (p. 27))

No

No (for information about why you can't charge for
it, see Costs You're Not Responsible For (p. 27))

No
No (for information about why you can't charge for
it, see Costs You're Not Responsible For (p. 27))

No (for information about why you can't charge for
it, see Costs You're Not Responsible For (p. 27))
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Amazon S3

Usage-Based Cost Can You Include in Your DevPay Product's

Price?

Storage: all types (the cost is tiered according to | Yes
the usage amount; for information about how you

are charged for tiered storage, see The Cost of

Tiered Usage Types (p. 24))

Data transfer in Yes

Data transfer out (the cost is tiered accordingto | Yes
the usage amount; for information about how you

are charged for tiered data transfer out, see The

Cost of Tiered Usage Types (p. 24))

Requests: PUT or LIST Yes

Requests: GET and all other requests (no charge | Yes
for DELETE requests)

Related Topics

¢ Tiered Usage-Based Pricing (p. 31)

Tiered Usage-Based Pricing

Topics

Monthly Free Usage Model (p. 31)

Tiered AWS Pricing (p. 32)

Cell Phone Pricing Model (p. 32)

Price Changes with Tiered Pricing (p. 33)

Cancellation and Resubscription in the Same Month (p. 36)

You can specify an unlimited number of tiers for any of the usage-based components of your product's
price. With tiered usage-based pricing, you can charge different rates according to how much your
customers use. For example, if you have a product that uses Amazon S3, you could set your price so
that customers pay $1 per GB-Month for the first 10 GB-Month they use, and they pay $0.90 per GB-Month
for all usage above 10 GB-Month. This section discusses some of the supported pricing models and how
a price change works with tiered pricing.

Note

Even if you set tiered usage-based pricing for your product, the amount you pay AWS for your
customers' usage of AWS services does not change based on their usage. Exception: usage
types with a tiered cost structure (for more information, see The Cost of Tiered Usage

Types (p. 24)).

Monthly Free Usage Model

With this model, you create a pricing plan that lets you give your customers free use of a particular usage
dimension each month, up to a limit you specify. This means you include no monthly or sign-up fee, and
you price the first X units of the particular usage dimension at $0 per unit. Your customers still must
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provide a credit card number when they sign up for your product. Once they exceed the initial free usage
limit during the month, they are charged the price you've set for usage above that limit.

Important
You still must pay the associated AWS costs for your customers' monthly free usage.

For example, perhaps you have an Amazon S3 product and you want to give customers 5 GB-Month
free each month and then charge $3 per GB-Month for storage above that amount. The following table
shows how you would set the tiers.

Price Component Your Price
Monthly fee $0
Sign-up fee $0
Tiers 1. Per GB-Month of storage used (first 5 GB-Month) $0 per GB-Month
2. Per GB-Month of storage used (over 5 GB-Month) $3 per GB-Month
Note
This model doesn't support time-based free usage (for example, where the first month of usage
is free).

A customer who signs up on the last day of the month still gets the entire amount of free usage for that
first month. For example, if the customer signs up on June 30, the customer gets the free X units of free
usage in June, and then gets X units of free usage again in July.

Tiered AWS Pricing

AWS uses tiered pricing for some usage types (for example, the data transfer out for Amazon S3 and
Amazon EC2). We charge a certain amount for the first X TB, then a lower amount for the nextY TB, and
so on.

You might want to pass on some of the AWS tiering discounts to your customers. With tiered usage-based
pricing, you have the option to set your product's price to follow the AWS pricing tiers.

Important

How you can charge your customers for their use tiered usage types is different from how AWS
charges you for your customers' use of them. You charge each customer based on their individual
usage with your DevPay product, whereas AWS charges you based on the total usage across
all the customers of your DevPay product. For more information, see The Cost of Tiered Usage
Types (p. 24).

Cell Phone Pricing Model

You can use tiered usage-based pricing to create a pricing plan that is similar to common cell phone
pricing plans. You have a fixed monthly charge, and with that comes a certain amount of free usage. For
example, perhaps you have an Amazon S3 product and you want to charge a $10 monthly fee that comes
with 5 GB-Month storage. Anything above the first 5 GB-Month costs $1 per GB-Month. Therefore, you
would set the monthly fee to $10 and set the first tier's price at $0 per GB-Month and its boundary at 5
GB-Month. You would then set the second tier's price at $1 per GB-Month for anything over 5 GB-Month.
The following table shows how you would set the tiers.

Price Component Your Price

Monthly fee $10

Version 2007-12-01
32



Amazon DevPay Developer Guide
Price Components

Price Component Your Price
Sign-up fee $10
Tiers 1. Per GB-Month of storage used (first 5 GB-Month) $0 per GB-Month
2. Per GB-Month of storage used (over 5 GB-Month) $1 per GB-Month
Important

At sign-up, we prorate the monthly fee based on when the customer signs up during the month.
Also, if a customer cancels, we refund any unused portion of the monthly fee. Be aware that if
a customer signs up near the end of the month, the prorated amount might be small, but the
customer can still use the first tier for free (the 5 GB-Month of storage in the preceding example).
We recommend you include a one-time sign-up charge (which is non-refundable) to protect
against the loss that could result if a customer signed up late in the month, quickly used the first
tier for free, and then canceled use of the product before the end of the month.

You're not limited to two tiers. For example, you could still have the $10 monthly fee and the first tier set
the same way as in the preceding example. But instead you could set a boundary for the second tier at

10 GB-Month, and then have a third tier where you charge $0.75 per GB-Month for any usage above 10
GB-Month. The following table shows how you would set the tiers.

Price Component Your Price

Monthly fee $10

Sign-up fee $10

Tiers 1. Per GB-Month of storage used (first 5 GB-Month) $0 per GB-Month
2. Per GB-Month of storage used (over 5 GB-Month) $1 per GB-Month
3. Per GB-Month of storage used (over 10 GB-Month) $0.75 per

GB-Month
Note

This model doesn't support a usage limit. For example, you can't set the monthly fee at $10 and
then have AWS limit your customers to using only 20 GB-Month.
Also, this model doesn't support tiered monthly pricing based on usage. For example, you can't
charge $10 per month if the customer uses 5 GB-Month storage, and then $20 per month if the
customer goes above 5 GB-Month or reaches some higher limit.

Price Changes with Tiered Pricing

When you do a price change for your product, you could change the prices for the existing tiers, or you
could change the number of tiers. The following example shows how we charge a customer after you
change the prices for the existing tiers. For information about changing your product's price, see Changing
Pricing (p. 64).

Note
Regardless of whether you change the pricing for the tiers or change the number of tiers, the
costs you pay AWS are not affected by your price change.

In this example, you have a product that has tiered pricing for data transferred in. The boundaries between
tiers occur at 10 GB and 20 GB of data transferred in. The following figure shows the tiered pricing before
and after the price change.
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Before Price Change After Price Change
Tier 3 Tier 3
$0.11/GB $0.14/ GB
20 GB 20 GB
Tier 2 Tier 2
$0.13/GB $0.16/ GB
10 GB 10 GB
Tier 1 Tier 1
$0.15/GB §0.18/ GB
0GB 0GB

A customer uses 25 GB total: 14 GB before the price change, and 11 GB after the price change, as shown
in the following image.

Customer Usage

25 GB total
Tier 3
20 GB 11 GB after price change
[ Tierz |
10 GB
14 GB before price change
Tier 1
0GB

How do we charge the customer for the usage, given the tiered pricing structure and the price change?
The following figure illustrate this.

Customer Usage

| _256Botal |
Tier 3 i — 5 GB used
20 GB at new tier 3 price ($§0.14/ GB)
l4—— 6 GB used
at new tier 2 price ($0.16 / GB)
Tier 2 @ 4GB used
10GB at original tier 2 price {($0.13 / GB)
4— 10 GB used
Tier 1 at original tier 1 price ($0.15/ GB)
0GB
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We charge the original tier 1 price ($0.15 per GB) for the initial 10 GB transferred in and the original tier
2 price ($0.13 per GB) for the next 4 GB. This covers the 14 GB used before the price change. After the
price change, we continue with the tiered measurement, but at the new price. So we charge the new
second tier price ($0.16 per GB) for 6 GB (to make the 20 GB total for the second tier), and then the new
third tier price ($0.14 per GB) for the remaining 5 GB.

The customer's billing statement for the month shows usage before the price change separately from
usage after the price change. For the period before the price change, the statement shows 10 GB of
first-tier usage and 4 GB of second-tier usage. For the period after the price change, the statement only
shows 6 GB of second-tier usage, and 5 GB of third-tier usage. Nothing is shown for the first tier.

What if your price change involves changing the number of tiers? We charge according to the old pricing
scheme until the date of the change. Thereafter, we continue measuring usage, but apply the new pricing
as appropriate to the usage accrued after the price change occurred. For example, let's say you change
the product from having three tiers for data transferred in to having two tiers, as shown in the following
figure.

Before Price Change After Price Change
Tier 3
$0.11/GB
20 GB )
Tier 2
$0.16 / GB
15 GB
Tier 2
$0.13/GB
10 GB
Tier 1 Tier 1
$0.15/GB $0.18/GB
0GB 0GB

As in the preceding example, the customer uses 25 GB total: 14 GB before the price change, and 11 GB
after the price change, as shown in the following image. The image also shows the original pricing scheme's
tier boundaries at 10 GB and 20 GB.

Customer Usage

25 GB total

11 GB after price change

15GB

14 GB before price change

Tier 1
0GB —

The following figure shows how we charge the customer.
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Customer Usage

25 GB total

lag—— 10 GB used
at new tier 2 price ($0.16 | GB)

1 GB used
1568 [ L&~ at new tier 1 price (50.18 / GB)
¥~ 4 GB used

at original tier 2 price ($0.13 / GB)

lg— 10 GB used
Tier 1 at original tier 1 price ($0.15 / GB)

0GB

We charge the original tier 1 price ($0.15 per GB) for the initial 10 GB transferred in and the original tier
2 price ($0.13 per GB) for the next 4 GB. This covers the 14 GB used before the price change. With the
old pricing scheme, the 14 GB of usage puts the customer in the second tier. But with the new pricing
scheme, the customer is still in the first tier. So after the price change, we charge the new first tier price
($0.18 per GB) for 1 GB (to make the 15 GB total for the new first tier boundary), and then the new second
tier price ($0.16 per GB) for the remaining 10 GB.

Cancellation and Resubscription in the Same Month

If a customer cancels use of your product and then resubscribes in the same month, we don't restart the
customer's usage measurements after the resubscription. Instead, we continue the usage measurements
where they left off when the customer canceled. Although we consider it a separate subscription (the
customer must pay any one-time sign-up fee again, etc.), for the purposes of calculating the customer's
usage for the month, we treat it as the same subscription.

Related Topics

¢ Allowed Usage-Based Charges (p. 30)
¢ The Cost of AWS Services (p. 24)

¢ When and How You Get Paid (p. 37)

¢ Changing Pricing (p. 64)

Taxes

Amazon does not provide tax collection services for you. You are responsible for paying the appropriate
taxes (local, state, federal, etc.).
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When and How You Get Paid

Topics
¢ Sign-Up Payments (p. 37)
¢ Monthly Payments (p. 38)
¢ If a Customer Doesn't Pay the Monthly Bill (p. 42)
e E-mails You Receive (p. 46)

This section explains when you get paid and the monthly billing cycle we use to pay you.
You can receive payments at two times:

« When a customer signs up (if you have a sign-up charge, a monthly charge, or both)

¢ At the beginning of the month, for any usage the previous month (if your product has usage-based
charges) and for the current month's monthly charge (if your price includes a monthly charge)

Important

If you think you'll make more than a total of $10,000 each month from all your customers, you
should make sure you have a verified bank account associated with your Amazon Payments
account as soon as possible. You also need a verified bank account if you want to withdraw
money from your Amazon Payments account. For more information, see Adding and Verifying
Your Bank Account (p. 15).

Sign-Up Payments

If your product has a monthly charge, a one-time charge, or both, you receive a payment from the customer
immediately after the customer signs up for your product. The payment consists of the one-time charge
and the prorated monthly charge (based on when the customer signs up during the month). We subtract
the $0.30 DevPay fee and deposit the remainder in your Amazon Payments account. For more information
about the fees charged, see DevPay Fees (p. 20). For information about what happens if the customer's
payment at sign-up is smaller than the $0.30 DevPay fee we subtract, see When You Have a Small
Monthly Charge (p. 38).

How do you know when you've received a customer's sign-up payment? It shows up on your DevPay
transaction history, and it's listed in the DevPay reports. For more information, see Your DevPay Activity
Page (p. 17) and Reports (p. 69).
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Example Sign-Up Payment

Let's say that Joe signs up to use your product (called MyAMI) in the middle of the month (April 16). The
pricing scheme for MyAMI includes usage charges, a one-time charge at sign-up, and a monthly charge.
This example shows the charges when Joe signs up.

Note

AWS charges for Amazon EC2 based on the costs described in Allowed Usage-Based
Charges (p. 30). However, for simplicity, this example reflects only some of those possible costs
and assumes Joe only uses small instances of the AMI.

The following table shows the pricing for MyAMI.

Price Dimension MyAMI Price
One-Time Sign-Up Charge $10.00
Monthly Charge $8.00
Usage Charges | per small instance-hour used $0.25

per GB data transferred in $0.30

per GB data transferred out $0.25

What are Joe's charges when he signs up to use MyAMI on April 16? He pays the sign-up charge of
$10.00, plus the prorated monthly charge, which is 0.5 * $8.00 = $4.00. Therefore his total bill when he
signs up is $14.00. When we receive the payment, we subtract the $0.30 transaction fee and deposit the
remainder ($13.70) into your Amazon Payments account.

When You Have a Small Monthly Charge

If your product's monthly charge is too low, and a customer signs up on or near the last day of the month,
the prorated amount the customer pays might not cover the $0.30 transaction fee we subtract from the
payment. We therefore charge you the difference.

For example, if your monthly fee is $5.00, the prorated amount a customer owes when signing up on the
last day of the month is around $0.17 (depending on the number of days in that month). When we collect
the $0.17, we subtract $0.30 from it, meaning that instead of receiving $0.17, you owe $0.13. One way
to cover this deficit is to include a one-time fee that's large enough to ensure the customer's payment is
always larger than the $0.30 fee. Another way is to charge a monthly fee large enough to avoid the
situation entirely.

If you don't include a one-time sign-up charge or a large enough monthly fee, and you owe small amounts
on customer sign-ups, we don't automatically charge you the small amount when each customer signs
up. Instead, we occasionally aggregate the small amounts from multiple customers and charge you the
aggregated amount. The aggregated charge is listed in your DevPay transaction history as "Charge
(Revenue collected minus $0.30 fee per customer)." For an example of a DevPay transaction history
page, see Appendix: Example DevPay Activity Pages (p. 239).

Monthly Payments

This section describes the process we use to pay you each month, and to collect the DevPay fees and
the costs of AWS services that you owe.
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Overall Timing

After your customers sign up for your product, we bill them monthly on the first day of the month. On that
day, we bill them for the previous month's usage and the current month's fee (assuming the product has
both usage-based and monthly charges). For example, on May 1, we bill them for their usage in April and
for the monthly fee to cover May.

If you think of this from the perspective of the revenue for a particular month (e.g., April), then you can
see that you receive your April revenue at two main times (April 1 and May 1). At any point during April,
you can view your DevPay Activity Page and see how much revenue we've actually collected in April
monthly fees to date, and how much April revenue you expect to receive after we bill your customers for
their April usage on May 1 (for more information about using the page, see Your DevPay Activity

Page (p. 17)).

At the end of April, we summarize the data for that month and display it in the April revenue statement
(for an example, see Appendix: Example DevPay Activity Pages (p. 239)). During May and thereafter, you
can view the April revenue statement and see how much of the April usage-based revenue we've actually
been able to collect from your customers.

The following figure illustrates the concepts of your collected revenue and expected revenue.

April April April
1
12
April 30:
April 1: During April: We summarize your
Customars pay the April Custorners use your estimaled revenue for
monthly fee product the month of April
Met revenue  Mat revenue Mat revenue  Met revenua P UTOEI "81. Met revanue
you're due collected you'ne due collected Ed:’:?; ).\:-\?:rl[e collected
May May
1|
May 1: During May:

We bill your customers for
their April usage and
payments start to come in

Your customers’ payments
for April continue to come in

Total net Total net
revenue you're Ngﬂme revenue you're Nz;mm.le
due for April due for April
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The Monthly Billing Process

As discussed in the preceding section, we bill your customers monthly. We also charge you monthly for

the DevPay fees and for the cost of the AWS services your customers used during the month. This section
describes how the process works. We'll continue to use the month of April as an example and focus on

the May 1 billing cycle. We'll assume that your customers all paid their April monthly fees on April 1 (during
the April 1 billing cycle).

The overall process for the monthly billing cycle is described in the following figure and table.

We subtract $0.30
We bill your Your customers
customers pay and d_eposil We charge you
—- - remaindar —
1 2 3 4

Process for Monthly Billing

1 We bill your customers.
On May 1, we bill your customers for their usage in April and the monthly fee to cover May.

2 Your customers' payments come in during the first few days of May.

3 We subtract the $0.30 DevPay fee per product from each payment and deposit the remaining
amount in your Amazon Payments account.
The customers' payments cover revenues for both April and May: usage-based revenue for April,
and monthly fee revenue for May. However, the $0.30 transaction fee collected on May 1 is
reported on your April DevPay revenue statement.

4 We charge you a few days later.
We calculate your value-add for each customer in April. We then charge you for:

« The 3% DevPay fee on any value-add amount greater than zero for each customer
* The costs of the AWS services each customer used during April

We attempt to charge your Amazon Payments account, and if the balance is insufficient, we
charge the remainder to your credit card.

Note
We aggregate all the 3% fee amounts and AWS costs for your customers and charge
you once, so you don't have a separate individual charge for each customer.

You can withdraw funds from your Amazon Payments account at any time, but we recommend you wait
until after we charge you in step 4 to be sure you have sufficient funds.

Let's continue with the earlier example about Joe who signs up for your product on April 16 (for that
example, see Sign-Up Payments (p. 37)). What happens with the May 1 billing cycle? We'll follow the
four steps in the monthly billing process described in the preceding table.

For step 1, we bill Joe for his usage from sign-up on April 16 through April 30. We also bill him for the
monthly charge that covers all of May. The following figure shows his usage amounts, the corresponding
AWS costs for Amazon EC2, and the details of the bill he pays on May 1. We're currently only interested
in revenue related to April, so we'll ignore the monthly charge that covers May.
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Note

The Amazon EC2 prices shown in the following example were valid when this document was
originally written. The prices might have changed since then. For the current Amazon EC2 prices,
go to the Amazon EC2 product page.

Joe’s use during April (April 16 - April 30)

Small instance-hours used 25 Hours

GB data transferred in 10 GB
GB data transferred out 5GB

Joe's bill on May 1 Joe's Amazon EC2 costs for April
Your price for small Amazon EC2 cost for small
instance-hours used: instance-hours used:
25 hours * $0.25/hour §6.25 25 hours * $0.10/hour $2.50
Your price for Revenue related Amazon EC2 cost for
GB data transferred in: = o April usage: GB data transferred in:
10 GB * $0.30/GB $3.00 $10.50 10 GB * S0.10/GB $1.00
Your price for Amazon EC2 cost for
GB data transferred out: GB data transferred out:
5GB * $0.25/GB $1.25 5GB * 50.17/GB +350.85
Monthly charge for May Revenue Total

. related to
1 month * $8.00/month +58.00 May usage

Total Joe pays on May 1 _

For step 2, we collect Joe's May 1 payment of $18.50. For step 3, we subtract the $0.30 transaction fee
and deposit the remainder ($18.20) in your account.

Total Joe pays on May 1 $18.50
Transaction fee -$ 0.30

Amount deposited in
your account on May 1 $18.20

Step 4 occurs around May 2. We calculate the total revenue Joe generated in April ($24.50) and your

value-add for April ($20.15). We charge you 3% of your value-add (3% * $20.15 = $0.60) plus $4.35 for
the AWS costs for Amazon EC2. The total amount you pay is $4.95.
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Joe's April revenue Your April value-add for Joe

Joe's Amazon EC2 costs

DevPay Fee on value-add:
3% * $20.15 = $0.60

Your value-add

3% DevPay fee on your value-add for April  $ 0.60
Amazon EC2 costs for April  $ 4.35

Amount we charge you around May 2 $ 4.95

The following equation shows your net revenue for Joe for April.

April revenue from Joe's April 16 sign-up payment  $14.00
Transaction fee for Joe's April 16 sign-up payment -$ 0.30
April revenue from Joe’'s May 1 monthly payment + $10.50
Transaction fee for Joe's May 1 monthly payment -$ 0.30
3% DevPay fee on your value-add for April -$ 0.60
Amazon EC2 costs for April -$ 4.35

Your April net revenue $18.95

Related Topics

« Your DevPay Activity Page (p. 17)
¢ Customer Refunds and Chargebacks (p. 57)

If a Customer Doesn't Pay the Monthly Bill

The preceding description of the monthly billing process (see The Monthly Billing Process (p. 40)) assumes
that the customers pay their bills the first time we bill them on the first day of the month (on May 1 in the
preceding example).

What if the customer's payment fails? The details depend on whether your value-add is greater than or
equal to zero, or less than zero. The following table summarizes what happens, and the subsequent
sections give examples.

In either case, we first ask the customer in an e-mail to update the payment method (e.g., the credit card).
Then we try to collect from the customer three more times (on May 7, May 14, and May 21). In the table
and examples that follow, we assume that the first retry attempt (on May 7) succeeds.

Date Value-Add Greater Than or Equal to Zero | Value-Add Less than Zero for That
for That Customer Customer
May 1 We bill the customer and the payment fails | We bill the customer and the payment fails
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Date Value-Add Greater Than or Equal to Zero | Value-Add Less than Zero for That
for That Customer Customer
Around May | We charge you: We charge you:
2
* AWS costs up to the amount of any April | ¢ AWS costs up to the amount of any April
revenue collected to date (e.g., the April revenue collected to date (e.g., the April
monthly fee collected on April 1) monthly fee collected on April 1)
¢ 3% of any value-add collected up to that | ¢« AWS costs not covered by the customer's
point bill (the amount of your (negative)
value-add)
May 7 We: We:
¢ Retry the payment and it succeeds » Retry the payment and it succeeds
 Subtract $0.30 and deposit the remainder | « Subtract $0.30 and deposit the remainder
in your DevPay account in your DevPay account
Around May | We charge you: We charge you:
8
« Any remaining AWS costs we've not * Any remaining AWS costs we've not
collected from you collected from you

* 3% of any value-add collected on May 7

If none of the retry attempts actually succeed, then effectively the actions in the final two rows of the table
don't occur.

The following examples give specific details of how you get paid and pay AWS what you owe when your
value-add is greater than or equal to zero, or less than zero.
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Example When Your Value-Add Is Greater Than or Equal to Zero (Version 1)

If the customer doesn't pay after the first billing attempt, then we don't have any money to deposit into
your account on May 1. However, if your product has a monthly fee, then we probably already collected
the April monthly fee on April 1 and deposited it into your account (minus the $0.30 transaction fee).
Around May 2, we calculate how much April revenue we've collected for you to date and your April
value-add to date. We then charge you for the amount of any AWS costs you owe, up to the amount of
April revenue we've already collected to date. We also charge you 3% of any value-add you have at that
point.

For example, let's say the customer owes $21.00 total for the month of April (as shown in the following
figure). The customer's payment for $11.00 on May 1 fails, but we've already collected $10.00 of the
$21.00 on April 1 (the April monthly fee). Let's also say that your total AWS costs for that customer for
April are $8.00.

On May 2, your value-add to date is $10.00 - $8.00 = $2.00. At that time, we charge you the full $8.00 in
AWS costs (because they're entirely covered by the $10.00 April monthly fee the customer already paid).
We also charge you 3% of your value-add to date, which is 3% * $2.00 = $0.06.

Amount Cost of ANS

h{ lue-#
Customer Service Used Du:: aD:g dd \’jorzugzt
Crwes for April in April Y
- Total
Around 21.00 — rgia'a;'l;:a
May 2 You pay:
1
10.00 800 10.00 J-Value-add 029 - 3% of the valus-add
—» Already 8.00 8.00 The AWS
collected > The costs

on April 1

We try again to collect the $11.00 from the customer on May 7, and the payment succeeds. We immediately
subtract the $0.30 and deposit the remainder in your account. Around May 8, we again calculate how
much April revenue we've collected for you to date and your April value-add to date. We then charge you
for the amount of any AWS costs you still owe, up to the amount of April revenue we've just collected for
you. We also charge you 3% of any new value-add you have at that point.

In this example, because you've already covered the AWS costs for April, the customer's payment is all
value-add (as shown in the following figure). Therefore, at this time we only charge you 3% of your new
value-add. Your new value-add is $21.00 - $10.00 = $11.00, so we collect 3% * $11.00 = $0.33.

Amount Cost of AWS Your Vialue-Add Ameunt
Customer Service Used to Date You Pay
Cwes for April in Agpril
You pay:
2100 | —— 21.00 ! 21.00
Around p Collected New 3% of the new
May 8 on May 7 value-add value-add collected

10.00 10.00 collected 1000
8.00 .00 8.00
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Example When Your Value-Add Is Greater Than or Equal to Zero (Version 2)

This example is the same as the preceding one, except that your total AWS costs for April are higher
than the $10.00 April monthly fee—they are $15.00 instead of $8.00.

Around May 2, we calculate your value-add to date. It's currently $0.00 (because all the money we've
collected to date will be used to cover AWS costs), so we don't charge you a 3% fee at that time. We do,
however, charge you $10.00 in AWS costs (the amount covered by the $10.00 April monthly fee the
customer already paid). You still owe $5.00 in AWS costs, but we won't collect that until after one of the
retry attempts succeeds and your customer pays the remaining April revenue you're owed.

The following figure illustrates the example.

Amount Cost of AWS Yaour Valua-Add Amount
Customer Senvice Used io Date You Pay
Owes for April I Agell
Around 2.0 - —— _protal dug
or Agl
May 2 15.00 15.00 No value- 10.00 You pay:
10.00 10.00 add to date AWS costs up to the
— Already ™ amount collected to
collected date
an April 1

We try again to collect the $11.00 from the customer on May 7, and the payment succeeds. We immediately
subtract the $0.30 and deposit the remainder in your account. Around May 8, we again calculate how
much April revenue we've collected for you to date, your April value-add to date, and any remaining AWS
costs you owe. We then charge you for the amount of any AWS costs you still owe, up to the amount of
April revenue we've just collected for you. We also charge you 3% of any new value-add you have at that
point.

Around May 8, you finally have a value-add that is greater than zero ($21.00 - $15.00 = $6.00, as shown
in the following figure). In this case you can also think of it as the difference between the payment you
just received and the remaining AWS costs you still owe ($11.00 - $5.00 = $6.00). At this time, we collect
the remaining $5.00 in AWS costs you still owe, plus 3% of your value-add (3% * $6.00 = $0.18).

Amaunt Goe-t_of AWS Your Valua-Add Amount
Customer Service Used to Date You Pay
Owes for April In Aprll
You pay:

S 21.00 21.00
MI‘-:IM":I':I — Collectsd } Value-add } 3% of the
i 10,00 on May 7 15.00 1500 callactad 1500 value-add collected
| - ) Remaining AWS
cosis

If instead the customer's $11.00 payment had failed at each retry attempt, you wouldn't get the remaining
$6.00 of your value-add, and we wouldn't get the remaining $5.00 in AWS costs. We also wouldn't collect
the $0.30 transaction fee or the 3% DevPay fee on that $6.00. Finally, we would cancel the customer's
subscription to your product.
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Example When Your Value-Add Is Less Than Zero

This example differs from the two preceding ones in that the amount the customer owes for April is less
than the total AWS costs for April. The revenue is $17.00, whereas the AWS costs are $19.00. Your
value-add is $17.00 - $19.00 = - $2.00.

Here, the customer owes $17.00 total for the month of April, and we've already collected $10.00 of it on
April 1 (the April monthly fee). The customer's payment for $7.00 on May 1 fails. Around May 2, we
calculate how much April revenue we've collected for you to date and charge you two amounts:

« AWS costs up to the amount of revenue already collected (the amount of the April monthly fee)
¢ AWS costs not covered by the total revenue for April (the absolute value of your negative value-add)

So we collect $10.00 in AWS costs (which is covered by the customer's April monthly fee payment of
$10.00), and $2.00 for the AWS costs not covered by the total April revenue. The following figure illustrates
the example.

Amaunt Coe.t_of AWE Your Valus-Add Amount
Customer Service Used You P
- ) g to Date ay
Cwes for April in Agpril
You pay:
Around 19.00 19.00 Negati 19.00 AWS costs not covered
egative -
May 2 17.00 |- — — { —-Total due 17.00 g 17.00 by the customer in April
ay fior April value add
10.00 10,00 for the 10.00
— Already manth —p AWS costs up to the
callémed amount collected to date
on April 1

We try again to collect the $7.00 from the customer on May 7, and the payment succeeds. We immediately
subtract the $0.30 and deposit the remainder in your account. Around May 8, we charge you for the
amount of any AWS costs you still owe, up to the amount of April revenue we've just collected for you.
Because your value-add is negative, we effectively charge you the amount of the customer's payment
(as show in the following figure).

Amourt Cost of AWS Your Value-Add Amount
Customer Service Used io Date You Pay
Owes for April in April
Around 700 b o 19.00 1338 Negative 1'9-0'0 You pay
May 8 Collected value add 7.00 —» Remalning AWS costs
10,00 an May 7 10,00 for the 10.00
month

E-mails You Receive

We send e-mails to you for the following reasons:

« When the monthly revenue and cost statement is available

* When the monthly customer reports are available (for more information, see Reports (p. 69))

¢ When you withdraw money from your Amazon Payments account

« If you attempt to withdraw money from your Amazon Payments account and the withdrawal fails
« When we charge you

« If we have problems charging your credit card
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Note
We send the e-mails to the e-mail address for the AWS developer account you used to register
the DevPay product.
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Customer Billing

Topics

About Customer Accounts (p. 49)

When Customers Are Billed (p. 50)

Where Customers Get Information About Their Bills (p. 51)
Customer Cancellation (p. 53)

When Customers Resubscribe (p. 54)

Where Customers Manage the Payment Method (p. 55)
When Customers Don't Pay (p. 56)

E-mail Contact with Your Customers (p. 56)

This section discusses how we bill your customers and other situations involving your customers' payments.

Important

When customers buy your product and are later billed for using it, they deal entirely with Amazon
Payments, and not Amazon DevPay. Your customers receive no direct exposure to Amazon
DevPay. Therefore, you don't need to point your customers to the Amazon DevPay documentation
or information for any reason. For information about how to handle customers' questions, see
Customer Support (p. 59).
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About Customer Accounts

Each customer who purchases your product must provide the e-mail address and password for an
Amazon.com account during the purchase. The customer can't use that same Amazon.com account to
purchase your product again, unless the customer cancels the account's subscription to the product first.

Note

Each Amazon.com account is identified by an e-mail address and a specific password. It's
possible to have multiple Amazon.com accounts that use the same e-mail address, but different
passwords. AWS developer accounts are just Amazon.com accounts that have been enabled
for use with Amazon Web Services.
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When Customers Are Billed

If your product has a one-time charge, a monthly charge, or both, your customers are immediately billed
when they sign up for your product. The charge includes the one-time charge and the first monthly charge.
The monthly charge is prorated based on when the customer signs up during the month. For an example,
see Sign-Up Payments (p. 37).

Customers are also billed on the first day of each month for:

» The previous month's usage of all Amazon DevPay products they use (for the products that have
usage-based charges)

¢ The monthly charge for the current month (for the products that have a monthly charge)

For an example, see Monthly Payments (p. 38).

They receive a monthly Amazon Payments billing e-mail showing the total amount they have been charged
for all the DevPay products (for more information, see the e-mail template at When the Customer Is Billed
Each Month (p. 209)). They can see more details about their usage on their Application Billing page
(http://lwww.amazon.com/dp-applications). The Amazon Payments bill doesn't show the name of any
underlying AWS service that your DevPay product uses. Only your product's name is displayed.

Note

For customers who are also AWS developers (who use AWS products such as Amazon EC2 or
Amazon S3), this Amazon Payments bill is separate from their AWS developer bill. If the customer
uses Amazon EC2 elastic IP addresses, Amazon Elastic Block Store (Amazon EBS), Auto
Scaling, of Amazon CloudWatch with your paid AMI, any charges for those are part of the
customer's AWS developer bill. For more information, see Costs You're Not Responsible

For (p. 27).
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Where Customers Get Information About Their Bills

At any time, customers can view their Application Billing page (http://www.amazon.com/dp-applications).
This page shows usage and billing information for all the DevPay products they use. You should provide
a link to this page on your web site. Following is an example of the page.

amazonpayments

Application Billing Payment Method Application Activation

Hello, Em ¥ingt. (If yvou're not Em Yingt, click here.)

View Previous Staternent

Billing Statement as of March 20, 20091

Billing Cycle for this Report: March 1 - March 31, 2009

This page shows application achivity and usage charges throuwgh approximately 03/20/2009 17:59 GMT.

Application Name Rate Usage Total($)
Sold by: Skysonsa, Inc,
Wiew/Cancel Application
Recurting monthly charge for April Recurring monthly charge 5,00
$0.150 per GB-Month of storage used 18,343 GB-Month 2,75
$0.100 per GB of data transfer in 0,146 GB 0,01
$0.120 per GB of data transfer out 0,242 GB 0,04
7.80
Sold by: Hambotest
Wiew/Cancel Application
Recurting monthly charge for April Recurring monthly charge 1,50
$0.20 per GB-Month of storage used (First 20 GBE-Month) 20,000 GB-Month 4,00
$0.15 per GB of data transfer out [Greater than 20 39,440 GB-Manth
GB-Manth) 5.92
$0.120 per GB of data transfer in 11,780 GB 1,41
$0.190 per GB of data transfer out 0,385 GB 0.07
$0.020 per 1,000 PUT or LIST requests 493392 requests 9,87
$0.020 per 10,000 GET and all other requests 487746 requests 0,98
23.75
Charges Due on April 1, 20091 31.55

* all charges for this billing cycle will be charged to your credit card on your nest billing date, &pril 1, 2009, The current billing cycle starts March 1, 2009 and ends
March 31, 2009 00:00 GMT, Mot included in the charges displayed here are any additional usage charges you will accrue in this billing cycle,

View a Previous Statement: | February 2009 &)

» Printer Friendly Yersion

The page shows the current month-to-date usage and related costs of all the DevPay products the
customer owns. In this example, the customer owns two different applications. At the end of the month,
the customer is billed and the usage and billing information for the month is archived. The customer can
view the previous month's statement by clicking the link at the top of the page. The customer can view
any month's statement by using the pull-down menu at the bottom of the page. The customer can also
get a printer friendly version of the page.

Below the name of each product on the page is a View/Cancel Application link. The resulting page
displays the product information, the contact information for the company, and the pricing details.
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amazonpayments-

Application Biling | Payment Method Application Activation

Hello, Em Vingt. (If you're not Em Vingt, click here.)

Application Billing > View/Cancel Application

Sky Storage

Application Information
Description: Sky Storage s an application that lets you store files and backup data securely, Sky Storage makes it easy to store any data securely online, and
access L frann ey corpuler just like & lecal hard drive. You can back ug your important files like pholos, home movies, music, business records, and
much more. Sharing files betwaen computers are also easy. ¥ou can move large files batween work and home or share it with your friends and family.

Seller Name: skysonsa, Inc.

Purchase Date: September1d, 2007

Product or Technical
Inquiries: support@skystorage.com

Pricing
Price ($) Pricing Dimension Description
o150 Per GB-Month of This is approximately 200 MP3's stored for a month,

storage used
0,100 per GB of data transfer in This is approxirnately 200 MP2's uploaded,
0,180 per GB of data transfer out  This is approxirnately 200 MP3's dow nloaded,
1,00 one-time charge This charge only occurs at sign up.

5.00  recurring morthly charge This charge only occurs at signup and will be prorated,

» Cancel the use of Sky Storage

If your customers have any billing questions, they should contact us at
<appl i cati on- paynent s@nazon. conp.
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Customer Cancellation

Topics
¢ When a Customer Cancels (p. 53)
¢ If You Want to Cancel a Customer (p. 54)

When a Customer Cancels
Your customers can cancel their use of your product at any time. To cancel, they go to their Application

Billing page, click View/Cancel Application, and then click Cancel the use of [product]. Following is
an example of the resulting page.

amazonpayments-

Application Billing Payment Method Application Activation

Hello, Em Vingt. {If you're not Em Vingt, click here.)

Application Billing > View/Cancel Application > Cancel Application

Cancel Application

Are you sure you want to cancel Sky Storage?

If you choose to cancel Sky Storage, you will no longer be able to use it. Click the button below to confirm that you stll
wish to cancel,

Note: If you have outstanding charges for Sky Storage, they will be charged to your account on November 1, 2007.

For product or technical inquiries, contact help@ skystorage .com.

Keep this Application || Cancel this Application |

When customers cancel, access to your product is discontinued immediately. They can no longer access
any data they have stored with AWS using your product (for example, data stored in Amazon S3 with
your product). For more information about the data, see Customer Access Stored Data (p. 11).

If your product has a monthly charge, the customer immediately receives a refund for any unused portion
of the monthly charge. One-time charges are never refunded in any situation. For information about how
we charge you to cover a customer refund, see Customer Refunds and Chargebacks (p. 57).

DevPay doesn't notify you by e-mail when a customer cancels. For information about determining when
customers cancel, see Reports (p. 69) and Verifying the Customer's Subscription Status (p. 59).

At the end of the month, we bill the customer for any use of your product up to the point of cancellation
(if your product has usage-based charges).
Important

Because customers can't use a different product to access data they store with an AWS service
using your product, you should warn your customers that:

¢ They should retrieve their data before they cancel use of your product

« If they don't pay their bills for your product, we cancel their access to your product and their
data becomes unavailable
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If You Want to Cancel a Customer

If you want to cancel a customer, e-mail us at <DevPay @nazon. con. Note that there isn't a programmatic
way for you to cancel a customer.

When Customers Resubscribe

If your product has a one-time sign-up charge, and a customer cancels use of your product but then later
decides to resubscribe, we assess the one-time sign-up charge again.

If a customer cancels and resubscribes in the same month, the customer's Application Billing page shows
one contiguous period of subscription, and not two separate periods. Also, we don't restart the customer's
usage measurements after the resubscription. Instead, we continue the usage measurements where they
left off when the customer canceled. This is important if your product has tiered pricing. For more
information, see Tiered Usage-Based Pricing (p. 31).
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Where Customers Manage the Payment Method

If customers have issues related to the payment method they use to pay for DevPay products (such as
needing to update credit card information), they should follow your link to the Application Billing page
and then click the Payment Method tab. Following is an example page.

amazonpayments™

Application Biling | Payment Method | Application Activation

Hello, Em Vingt. (If you're not Em Yingt, click here.}

Payment Method

Edit Payment Method

Gurrent Payment Method

Type: Amazon.com Visa [ Edit this Card |

Credit Card Number: HREEEREAEER]11111 -
Expiration Date: 01/2010
Cardholder's Name: Em Wingt

Billing Address: Em Wingt
123 any Street
Any City, State 12345
United States
Phone: 1234567820

If you select a new or different payment method, it will be used for all your applications going forward.
Select a Different Payment Method

These credit cards were selected fram yvour Amazon.com customer account,

Credit Card Credit Card Number Expiration Date Cardholder's Name
ln MasterCard H A QOS2 10/2007 Ern Wingt
i Arnazon.corm Visa sekdohdeokdokiokd] 1444 0i/z010 Ern Wingt

Or Enter a New Payment Method

Payment Type Credit Card Number Expiration Date Cardholder's Nam=
o |visa B | (o1 2] [z008 5] |
Continue @)

A single payment method is used for all DevPay products the customer owns. The customer can change
the payment method, add a new payment method, or change information related to the payment method,
such as the card expiration date or the billing address.
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When Customers Don't Pay

What happens if a customer doesn't pay? If we're unable to charge your customer's credit card, we e-mail
the customer and ask for a valid payment method. We retry the payment up to three times, once each
week. If the customer still hasn't paid after the third retry (21 days after the initial billing attempt), we
cancel the customer's access to your product. Your customer can no longer access any data stored with
AWS using your product.

The amount you pay to AWS decreases if a customer doesn't pay a bill. For more information, see If a
Customer Doesn't Pay the Monthly Bill (p. 42).

DevPay doesn't notify you by e-mail if a customer cancels or doesn't pay. For information about determining
when customers cancel or don't pay, see Reports (p. 69) and Verifying the Customer's Subscription
Status (p. 59).

E-mail Contact with Your Customers

Amazon Payments sends e-mails to your customers regarding the purchase and billing of your product.
For information about when those e-mails are sent and what they look like, see Appendix: E-mails Sent
to Your Customers (p. 206).
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Customer Refunds and Chargebacks

Topics
¢ Refunds (p. 57)
e Chargebacks (p. 58)

Refunds

If your product has a monthly charge, customers automatically receive a refund if:

« They cancel use of the product (for more information, see Customer Cancellation (p. 53)).
We refund the unused prorated portion of the monthly charge.

¢ You decrease the product's monthly charge sometime during the month (for more information, see
Changing Pricing (p. 64))
We refund the net prorated amount at the time of the price change.

In both of these cases, the refund occurs in the same month as the original monthly charge. For example,
if the customer pays the July monthly charge and then cancels in the middle of July, we give the refund
immediately in July (not later in August). Or, if the customer pays the July monthly charge, and then in
the middle of July you decrease your product's monthly charge, we give the refund immediately in July.
This means we're able to take that refund into account when we calculate your July value-add for the
customer in early August. In other words, you don't pay the 3% DevPay fee on money that you've refunded
to the customer.

When we give a refund, we pay the amount on your behalf and then charge you the amount. We first
attempt to collect the money from your Amazon Payments account. If the funds in the account are
insufficient, we bill your credit card for the remaining amount. We do not refund you the $0.30 transaction
fee.

Important
We recommend that you leave money in your Amazon Payments account to cover refunds.

Your DevPay Activity page includes a line item with the sum of the refunds we charged you for during
the month. When we charge you, your DevPay transaction history includes a "Customer Refunds" line
item. The charge can be for a single refund or multiple (we might aggregate any refunds into a single
charge). For an example, see the example pages for July in Appendix: Example DevPay Activity
Pages (p. 239)

Note

If you contact us and ask us to refund a customer for a charge that occurred in a previous month,
we credit you any 3% DevPay fee you paid earlier related to that charge. However, we do not
refund the $0.30 transaction fee.

This type of refund is not included in the refunds line item on your DevPay Activity page. It does,
however, appear in your DevPay transaction history for the month the refund occurred.

Version 2007-12-01
57



Amazon DevPay Developer Guide
Customer Refunds and Chargebacks

Chargebacks

Customers can dispute charges that appear on their credit card bills. When a customer calls the credit
card company to dispute a charge, it's called a chargeback.

When a customer initiates a chargeback, you can contest it. If you don't, or if the customer wins the
chargeback, we return the money to the customer on your behalf and then charge you the amount we
returned to the customer.

For chargebacks classified as "Unauthorized Payments," you can contact us at <devpay @nazon. con»
and we will refund you the cost of AWS services and the associated 3% Amazon DevPay fee that you
paid earlier for the charge in dispute. For chargebacks other than "Unauthorized Payments," if you believe
the chargeback was because of performance related to AWS services, you can appeal to get a refund
of the AWS costs based on the published service-level agreements (SLAs). For more information, go to
the Amazon Web Services Customer Agreement and Amazon Payments User Agreement.

When charging you for a chargeback, we first attempt to collect the money from your DevPay account.
If the funds in the account are insufficient, we bill your credit card for the remaining amount. Chargebacks
do not appear on your DevPay Activity page.

Important
We recommend that you leave money in your Amazon Payments account to cover chargebacks.
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Customer Support

If you need to contact us about your DevPay product, e-mail us at <DevPay @nazon. conp.

If your customers have technical questions about your product, they should contact you. Make sure to
display your contact information on your site. Also, the customer contact information that you provide
during product registration is available from the Application Billing page (for information about the page,
see Where Customers Get Information About Their Bills (p. 51)).

If your customers have any billing questions, they should contact us at
<appl i cati on- paynent s@nazon. conp.

If your customers have issues related to the payment method they use to pay for DevPay products (such
as needing to update credit card information), they should follow the link you provide to the Application
Billing page and then click the Payment Method tab. For an example of this page, see Where Customers
Manage the Payment Method (p. 55).

Important

Verifying the Customer's Subscription Status

When a customer contacts your company for support, your customer service representative might want
to verify whether the customer's subscription to your product is active. AWS offers a way for you to
programmatically determine if the customer has canceled use of your product. How it works depends on
the type of product:

* For Amazon EC2 AMI products, see Verification of a Customer's Subscription Status (p. 99)

¢ For Amazon Simple Storage Service desktop products, see Verification of the Customer's Subscription
Status (p. 120)

« For Amazon Simple Storage Service web products, see Verification of the Customer's Subscription
Status (p. 135)
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Registering Your Product

The Amazon DevPay Getting Started Guide discusses the steps you follow to use DevPay. One of these
steps is registering your product with DevPay. During registration, you provide product information such
as pricing, and you receive information you need to sell your product. The information that follows explains
the steps to registering a product.

Note

AWS must approve your product after you register it. The approval process typically occurs
within one business day. During that time you can begin integrating your product with DevPay.
The process of product registration and approval does not make your product visible to the world.
Customers can't sign up for it until you advertise the purchase URL (which is where customers
sign up). AWS doesn't automatically advertise your product or purchase URL anywhere. For
more information about advertising, see Advertising Your Product (p. 84).

You provide the following information during registration:

« Company name

¢ Product name

¢ Product description (as you want your customers to see it)

¢ Redirect URL (the page you want customers to see after they have purchased the product)

¢ Any terms and conditions you want displayed (optional)

¢ Contact e-mail address and telephone number (to be used by AWS and not displayed to customers)
¢ Contact e-mail or URL (to be displayed to customers)

¢ Pricing for use of the product

The information you display at the redirect URL might vary depending on the type of product. For an
Amazon EC2 AMI, you might display information about the AMI. For an Amazon Simple Storage Service
desktop product, you might display information about downloading and installing the product. For an
Amazon S3 web product, you might display a link taking customers to the site for your product.

Because registration is an important process, the following procedure includes Example links for many
of the steps. Each link takes you to an example web page for that step in the registration process. In the
example pages, we register a fictional product called ABC AMI with DevPay.

Tip

To see the whole set of example pages from start to finish instead of jumping to each one

individually in the following procedure, see Appendix: Product Registration Flow (p. 217).

To register your product

1. Decide which AWS developer account you want to use to register your product.
We recommend you create a new AWS developer account and use it for all DevPay products you
create. Use a business e-mail address as the login for this account (an address not associated with
a specific person).

2. Go to http://aws.amazon.com/devpay and click the sign-up button.
Make sure to create the new AWS developer account with the business e-mail address you determined
in the previous step.

3. Ifyou are prompted, provide the information required to create an Amazon Payments Business
Account.

You're only prompted to do this if you don't already have this type of Amazon Payments account.
For more information, see Your Amazon Payments Account (p. 15).

Example (p. 218)

4. Provide the DevPay product information:
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a. Enter the basic product information (your company's name, the product's name, etc.) and click
Continue.

Example (p. 219)

b. Select which AWS service the product uses (Amazon EC2 or Amazon S3).

If you select Amazon EC2, also select the check boxes for the regions and instance types you
want the product to cover (for more information, see Your Product's Configuration and
Price (p. 88)).

Example (p. 220)

c. Click Continue.

Provide the price for your product:

We recommend you read the sections of this guide about product pricing and fees so you understand
the implications of the price you choose (for more information, see How Do You Set Your Product's
Price? (p. 19)). You can change your product's price later (for more information, see Changing
Pricing (p. 64)).

a. Read the first page (which gives an overview of DevPay pricing) and click Continue.
Example (p. 222)

b. Enter any usage-based charges you want to include and click Continue.

For the usage-based charges, you can set tiered prices (for more information, see Tiered
Usage-Based Pricing (p. 31)).

Example (p. 223)

c. Enter any one-time sign-up charges and recurring monthly charges you want to include and
click Continue.
Example (p. 227)

d. Review your overall product pricing, make any changes you want, and click Continue.
Example (p. 228)

e. Enter any price descriptions you want to include (to give customers additional details about each
of the charges) and click Continue.

Example (p. 229)

Confirm the information you've provided:

a. Onthe Confirmation page, review the information you've provided.
Example (p. 230)

b. Preview what we will display to your customers by clicking Preview Order Page at the bottom
of the page.
Example (p. 232)

Click Return to Previous to go back to the Confirmation page.

Make any changes you want, and when you're satisfied with the information, on the Confirmation
page click Register Product.

A Thank You page is displayed.

Example (p. 236)

The product approval process typically occurs within one business day. During the approval process,
you can begin integrating your product with DevPay.

On the Thank You page, click the link that refers to visiting your product details page.
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The product details page for your product is displayed. This page contains all the information about
your product. For an example of the page, see Product Details Page (p. 237). At the top are the product
code, the product token, and the purchase URL, items you need when integrating with DevPay. You
can return to this page at any time by going to your DevPay Activity page (at
http://aws.amazon.com/devpayactivity) and clicking View Product Details.

If we created an Amazon Payments Business Account for you during product registration and the
Thank You page alerts you, verify your e-mail address with Amazon Payments:

a.

Check for a message that Amazon Payments has sent to the e-mail address you used as the
login when you registered the DevPay product.

Click the link in the e-mail message.

You've verified your e-mail address.

Note
You can't use Amazon DevPay or Amazon Payments until you verify your e-mail address
with Amazon Payments.

Important

If we created an Amazon Payments Business Account for you during product registration, you
might need to associate a bank account with your Amazon Payments account and verify the
bank account. You must do this if you expect to make more than $10,000 total each month from
all your DevPay customers, or if you want to withdraw money from your Amazon Payments
account. For instructions, see Adding and Verifying Your Bank Account (p. 15).
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Making Changes to Your Product

This topic describes how to make changes to your product's information and how to cancel your product's
use of Amazon DevPay.

Changing Product Information

You can change all the basic product information at any time from your DevPay Activity page.

To change product information

1
2
3.
4

Go to your DevPay Activity Page at http://aws.amazon.com/devpayactivity.

When prompted, log in with the AWS developer login you used to register the product with DevPay.
In the table displaying the activity for the product, click View Product Details.

On the resulting page, click Edit.

Canceling Your Product's Use of DevPay

To cancel your product's use of DevPay, contact <DevPay @nazon. conp.

Related Topics

¢ Changing Pricing (p. 64)
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Changing Pricing

Topics
¢ About Price Changes (p. 64)
¢ Important Dates Related to Price Changes (p. 65)
¢ Passive vs. Active Authorization (p. 65)
¢ Changing Your Product's Pricing (p. 66)
¢ Canceling a Pending Price Change (p. 66)
¢ Your Customers' Experience of a Price Change (p. 67)

This section describes how you change your Amazon DevPay product's price.

Note

If the product is for Amazon EC2 AMIs, all of the information in this section also applies to
changing the product's configuration (e.g., which Amazon EC2 regions, environments, or instance
types the DevPay product covers). For more information about DevPay product configuration,
see Your Product's Configuration and Price (p. 88) and Changing a Product's

Configuration (p. 92).

About Price Changes

You can change the pricing for a product that already uses Amazon DevPay. When you change pricing
for your product, the change affects all customers—both existing customers and new ones who sign up
for your product. You cannot change the price just for new customers signing up while leaving existing
customers on the original price.

The timing of a price change affects all customers at the same time; it is not on a per-customer basis
relative to the customer's sign-up date. In other words, you can't set up a price change to automatically
occur six months after the customer signs up.

When you set up a price change, you provide the new pricing information and dates related to the change,
as described in the following sections. You can have only one pending price change. For example, you
can't schedule a price change for June 1 and at the same time schedule a price change for September
1. You must wait for the June 1 price change to occur before you can schedule another price change for
the product. Or, you can cancel the June 1 price change and schedule a new one for September 1.

Note
Price changes occur on Coordinated Universal Time (Greenwich Mean Time).

General Process for a Price Change
1 You schedule the price change. You don't need to get prior approval from AWS for a price
change. You should keep in mind all the pricing guidelines when determining your new price

(for more information, see How Do You Set Your Product's Price? (p. 19)).

2 Amazon Payments sends a notification e-mail to your existing customers making them
aware of the upcoming price change.

3 The price change takes effect, and Amazon Payments sends a confirmation e-mail to your
existing customers confirming that the price change has occurred.

The timing of the steps is discussed in the following section.
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Important Dates Related to Price Changes

When you request a price change for your product, you must specify two dates:

« E-mail Notification—When you want Amazon Payments to send the notification e-mail (to tell your
existing customers about the upcoming price change)

« Effective Date—When you want the price change to go into effect

You can schedule a price change up to 180 days before the effective date.

For information about how a price change and the preceding dates affect the pricing information displayed
to new customers signing up for your product, see New Customers Who Sign Up (p. 67).

Passive vs. Active Authorization

You must specify whether the price change requires passive authorization or active authorization from
your existing customers. We recommend you use passive authorization whenever possible because it is
a better experience for your customers.

Passive Authorization

Existing customers receive the notification e-mail from Amazon Payments regarding the upcoming price
change and don't need to take any action to accept the price change. For the e-mail template, see When
You Schedule a Price Change with Passive Authorization (p. 213). They are switched automatically to the
new price on the effective date. The notification e-mail includes a link to the Application Billing page where
they can cancel if they don't want to accept the price change. For information about customer cancellation,
see Customer Cancellation (p. 53).

You have the opportunity to modify a portion of the e-mail's contents when you schedule the price change.
We recommend you include information about the consequences of canceling. For example, if your
product stores images for your customers, let your customers know their access to those images will be
discontinued when they cancel. For the template we use for the e-mail, see When You Schedule a Price
Change with Passive Authorization (p. 213).

Timing

You must specify a notification e-mail date that is at least 14 calendar days before the price change
effective date.

Active Authorization

Existing customers receive the notification e-mail from Amazon Payments regarding the upcoming price
change, and they must actively accept the price change by going to the URL provided in the e-mail. For
the e-mail template, see When You Schedule a Price Change with Active Authorization (p. 213).

Customers who instead choose to immediately cancel their service have their access to the product
canceled immediately. They receive a refund for any unused portion of the monthly charge. They also
receive an e-mail when their access is canceled. For the e-mail template, see If the Customer Cancels
Use of Your Product (p. 208).

Customers who don't accept or cancel by the time the price change takes effect have their access to the
product canceled when the price change takes effect. They receive a refund for any unused portion of
the monthly charge. They also receive an e-mail when their access is canceled. For the e-mail template,
see If the Customer Doesn't Accept the Price Change by the Deadline, Causing Cancellation (p. 215). If
they want access to the product again, they must sign up for it again. If your product has a one-time
charge, we assess that charge again when they resubscribe.
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As previously mentioned, we send an e-mail to your existing customers requesting they take action to
accept the price change or cancel. You have the opportunity to modify a portion of the e-mail's contents
when you schedule the price change. We recommend you include information about the consequences
of canceling or taking no action. For example, if your product stores images for your customers, let your
customers know their access to those images will be discontinued if they cancel or if they haven't taken
any action when the price change takes effect.

Timing

You must specify a notification e-mail date that is at least one calendar day before the price change
effective date.

Changing Your Product's Pricing

Use the following procedure to change the pricing for your product. At any point before the price change
goes into effect, you can edit the information you submitted.

Important

If you edit the information after the e-mail notifications have already been sent, a new round of
e-mail notifications must be sent that reflect your edited information. If you're using passive
authorization, during editing you must specify new dates that meet the 14-day requirement.

To set up a price change

1. Go to your DevPay Activity page at http://aws.amazon.com/devpayactivity.

2. When prompted, log in with the AWS developer login you used to register the product with DevPay.
3. Inthe table displaying the activity for the product, click Change Pricing.
4

Follow the instructions presented to you to provide the new pricing information and specify dates for
the price change and the corresponding notification e-mail.

Canceling a Pending Price Change

You can cancel a pending price change up to the day before the effective date. If the e-mail notification
informing your customers of the upcoming price change has already been sent, Amazon Payments sends
another e-mail notifying your customers of the cancellation. For the e-mail template, see When You Cancel
an Upcoming Price Change (p. 214).

To cancel a pending price change

1. Gotoyour DevPay Activity page at http://aws.amazon.com/devpayactivity.

2. When prompted, log in with the AWS developer login you used to register the product with DevPay.
3. In the table displaying the activity for the product, click View Product Details.
4,

In the area where the upcoming price change information is listed, click Delete Pricing Plan.

If you're canceling the price change before the e-mail notification alerting your customers has been sent,
the price change is deleted and you see a confirmation page.

If you're canceling the price change after the e-mail notification alerting your customers has already been
sent, you are first prompted to review the new e-mail that will go to your customers to alert them of the
cancellation, and then you receive a confirmation page.
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Your Customers' Experience of a Price Change

How existing customers are notified of and accept a price change is covered in the section Passive vs.
Active Authorization (p. 65).

If your product has a one-time charge and you increase or decrease that charge, existing customers are
not affected. The change to the one-time charge only applies to customers who sign up after the price
change takes effect.

With either passive or active authorization, customers might decide to cancel use of your product because
of the price change. Customers' access to your product is discontinued immediately, and they receive a
refund for any unused portion of the monthly charge. For more information, see Customer

Cancellation (p. 53).

Effect of a Mid-Month Price Change

If the price change occurs in the middle of a month, the customer's Application Billing page (which shows
usage and billing information) displays the old and the new pricing information separately. The customers'
bills are affected as follows:

¢ If the monthly charge increases—Your customers are not billed for that increase until the next regular
monthly billing cycle; however, they'll be charged a prorated amount at that time.
For example, if your product's pricing increases on April 15, the customer isn't billed for that increased
monthly charge on April 15. Instead, on May 1, they're billed to cover the increased monthly charge for
April 15-30 and also to cover the entire monthly charge for May.

¢ If the monthly charge decreases—Your customers are refunded the net prorated amount at the time
of the price change.
The confirmation e-mail that indicates the price change has taken effect includes information about the
refund.

If your product has tiered prices for any of the usage-based components, we always consider the customer's
total usage for the month when determining how to charge the customer before and after the price change.
For more information, see Price Changes with Tiered Pricing (p. 33).

New Customers Who Sign Up
The experience new customers have of a price change depends on when they sign up. The following

figure and table describe new customers' experience at different points during the process of a price
change.

Time | | | -
You Existing The price
schedule the customers change takes
price change are notified effect
Time | When New Customers Sign Up Customer Experience
Point
A Before you schedule a price change | During sign-up, customers see the original pricing.
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Time
Point

When New Customers Sign Up

After you schedule a price change,
but before the e-mail notification
goes to existing customers

After the e-mail notification goes to

existing customers, but before the
price change effective date

After the price change effective date

Customer Experience

During sign-up, customers see the original pricing. They
receive the e-mail notification like everybody else.

During sign-up, customers see the original pricing, and
the new pricing and when it takes effect. If your price
change requires active authorization, the customer's
purchase of the product implies authorization of the price
change.

During sign-up, customers only see the new pricing.
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Reports

Topics
¢ Subscription Report (p. 69)
¢ Revenue Report (p. 71)
¢ Usage Report (p. 76)

Amazon DevPay provides you with three reports to help you understand your revenue, your costs, and
your customers' use of your product.

Subscription Report

DevPay provides a subscription report for your DevPay products. The report is always available at any
time in your DevPay Activity page and always displays information for the current month. You don't have
to generate it. You can modify it to include one DevPay product, or all of your products. The following
table lists the information included in the report.

Item Description

Total Subscriptions To Date That The total number of subscriptions to date that haven't been
Haven't Been Canceled canceled.

New Subscriptions This Month That The total number of customers who subscribed this month
Haven't Been Canceled and have not canceled. When a customer subscribes in the

current month, the value increases by one; if that customer
then cancels in the same month, the value decreases by one,
and the number of cancellations increases by one (see the
next item in this table).

Canceled Subscriptions This Month The total number of canceled subscriptions in the current
month. This includes cancellations of subscriptions created
in the current month and previous months. If a customer
subscribes and cancels multiple times in the current month,
the value increments each time the customer cancels.

To view the subscription report

1. Go to your DevPay Activity page at http://www.amazon/com/devpayactivity.

2. Click View Customer Reports in the table for any of your products.

The DevPay Customer Reports page is displayed, and the report is at the top of the page. You can
view the report for a single product or all of your DevPay products.

Note

In the Revenue section of your DevPay Activity page, we display the number of transactions
that we will charge the $0.30 transaction fee for (see the image below). Do not confuse that
number with the number of customers you have for the product (which is shown in the subscription
report). The number of transactions includes the sign-up payments new customers make, plus
the payments all customers make at the beginning of the next month. For more information, see
the examples covered in Appendix: Example DevPay Activity Pages (p. 239).
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DevPay Activity

Account Number: 12 a9

View: | July 2009 Staterment \8g/

Summary (July 1 - July 31, 2009}
Eilled ($) Collected ($)

Total Revenue 295.84 120,64
AWS Costs -2E32T -0.00
DevPay Fee -3,99 -0,&0
Customer Refunds -6.45 -E.43
Total Net Proceeds 22.13 113.59

ABC AMI Activity (July 1 - July 31, 2009}
View Product Details | Change Pricing | View Customer Reports

Description Details Total (§)
Revenue
Recurring Monthly Charges Monthly charges including prorated amounts 120,64
Arnazon ECZ srmall instance-hours used $0.20 » 21 hours 16,20
Armazon ECZ large instance-hours used $0.50 x 12 hours &.00
Arnazon ECZ x-large instance-hours uszed $0.90 x 170 hours 153,00
205.84
AVWS Costs & DevPay Fee
Arnazon ECZ small instance-hours used $0.10 x 21 hours -8.10
Arnazon EC2 large instance-hours used $0.40 x 12 hours -4.30
Arnazon EC2 x-large instance-haours used $0.80 » 170 hours -126.00
Armazon EC2 data uploaded $0.10 x 479 GB -47,90
Arnazon EC2 data downloaded $0.17 » 391 GB -66.47F
DevPay Fee [3% = $42,87) + -3,5%9
-26F.26

Related Topics

» Revenue Report (p. 71)
» Usage Report (p. 76)
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Revenue Report

The purpose of the revenue report is to help you understand the revenue you've received from each
individual customer, across all your DevPay products (if you have multiple ones). You can use this report
to determine who your customers are, which customers haven't paid their bills, and the difference between
what a customer paid and the corresponding AWS costs you paid.

The report is available in comma-separated value (CSV) format on or around the fifteenth day of each
month. We don't generate a revenue report if you don't have any customers yet.

The report covers revenue from all your customers' activity during the previous month. Each row in the
report lists the revenue and costs associated with an individual customer's use of a single DevPay product.
The report includes subscribed customers even if they didn't use the product during the previous month.

Keep in mind that if your product has a monthly charge, we bill your customers for that on the first day of
the month, along with the charges for their usage the previous month. This means that the revenue for
the monthly charge appears in the next month's report. For example, the report you receive on January
15 includes revenue for your customers' usage in December. However, the monthly charges to cover
January (which we bill customers for on January 1) appear in the February 15 report.

If a customer cancels and then resubscribes to your product in the same month, we present the revenue
from each subscription period separately in that month's report. For example, if the customer cancels on
January 10 and then resubscribes on January 20, the report you receive in February has one row for the
revenue for January 1 to January 10, and a separate row for the revenue for January 20 to January 31.
The value in the Customer Since field for the second subscription period will be January 20.

Important

The revenue report includes sensitive customer information such as the customer's name and
e-mail address. Make sure to take the necessary precautions to keep the information safe. For
more information, go to the Limits on Your Use of Information section in the Amazon Payments
User Agreement.

To view the revenue report

1. Go to your DevPay Activity page at http://www.amazon/com/devpayactivity.

2. Click View Customer Reports in the table for any of your products.
The DevPay Customer Reports page is displayed.

3. Inthe Customer Revenue and Usage Reports section of the page, select the time period for the
report, click Revenue, and click Download Report.
You're prompted to save the CSV report to the location of your choice.

The following table describes each of the columns presented in the report in the order they appear. All
values in the report (except column names) are enclosed in quotation marks.

Column Name Description

Customer Email The customer's e-mail address.
Type: String with 64 characters maximum length
Example: j ohn@xanpl e. com

Customer Name The customer's first and last name.
Type: String with 150 characters maximum length
Example: John Snith
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Column Name Description
Postal Code The postal code from the customer's billing address. For U.S. ZIP

codes, only the five basic digits are included.
Type: String with 32 characters maximum length
Example: 98144

Country Code The I1SO country code for the country in the customer's billing
address. For a list of the ISO country codes, go to the ISO web
site.

Type: String with 2 characters maximum length
Example: US

Billing Period The billing month the report covers.
Type: Date with format MMM-YYYY
Example: DEC- 2007

Application The name of the DevPay product (important if you have multiple
DevPay products).

Type: String with 80 characters maximum length
Example: My Application

Customer Status The status of the customer on the day the report is generated. Note
that you can programmatically determine at any time whether a
customer is active or canceled. For more information, see Verifying
the Customer's Subscription Status (p. 59).

Type: String with 32 characters maximum length

Valid values: Acti ve | Acti vation Pending | Cancel | ed
Activation Pendi ng means that the customer's payment at
sign-up has not yet cleared. Customers with this status are not
actually signed up for the product yet; however, in this report we

display the revenue from the sign-up charge that we are attempting
to collect.

Customer Since The date the customer signed up for the product (and if the product
has up-front fees at sign-up, this is the date the customer's sign-up
payment succeeded). If the customer's status is Act i vati on
Pendi ng, this field is empty. For information about what this field
displays if a customer cancels and then resubscribes in the same
month, see the paragraphs preceding this table.

Type: Date with format DD-MMM-YY

Example: 12- DEC- 07

Cancellation Date The date the customer canceled use of the product. If the customer
hasn't canceled, this field is empty.

Type: Date with format DD-MMM-YY
Example: 15- DEC- 07
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Column Name

Revenue Billed

AWS Costs

DevPay Fee

Refunds Issued

Description

The amount we billed the customer for the product during the
previous month (including applicable sign-up and usage charges),
regardless of whether the customer has subsequently paid the bill.

For the amount the customer has actually paid as of the report
generation date, see the description of the
RevenueCollectedCurrBillPeriod column that follows in this table.

Type: Currency rounded to two decimal places
Example: 12345. 99

The cost to you of the underlying AWS service your customer used.
Because it is a debit, this value is always negative.

Note that this is the total amount we expect to charge you. The
amount we have actually charged you as of the report generation
date is listed in the AWSCostsChargedCurrBillPeriod column. To
understand why the amount we've actually charged you might be
less than the amount we expect to charge you, see If a Customer
Doesn't Pay the Monthly Bill (p. 42). Any additional AWS costs for
the current billing period that we collect after the report generation
date will appear in next month's report, in the
AWSCostsChargedPrevBillPeriod column.

Note that data transfer out is a special case. Because it has a tiered
cost structure, the value used to determine its cost is the
cost-per-unit across the tiers.

For example, let's say that data transfer out costs $0.10 for the first
gigabyte used by all your customers, and $0.20 for the remaining
gigabytes used by all your customers. If you have three customers,
and they each use 0.5 GB, then the total amount of data transfer

out is 1.5 GB. Therefore, the cost-per-unit is: [(0.5 GB * $0.10/GB)
+ (0.5 GB * $0.10/GB) + (0.5 GB * $0.20/GB)] / 1.5 GB=$0.2/ 1.5
GB = $0.13 per GB.

Type: Currency rounded to two decimal places
Example: - 12345. 99

The DevPay fees you owe for the billing period. Because it is a
debit, this value is always negative.

Note that this is the total amount we expect to charge you. The
amount we have actually charged you as of the report generation
date is listed in the DevPayFeeChargedCurrBillPeriod column. To
understand why the amount we've actually charged you might be
less than the amount we expect to charge you, see If a Customer
Doesn't Pay the Monthly Bill (p. 42). Any additional DevPay fees
for the current billing period that we collect after the report
generation date will appear in next month's report, in the
DevPayFeeChargedPrevBillPeriod column.

Type: Currency rounded to two decimal places
Example: - 12345. 99

Refunds we've issued to your customer because of a cancellation
or a price change to the product. Because it is a debit, this value
is always negative.

Type: Currency rounded to two decimal places

Example: - 12345. 99
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Column Name

RevenueCollectedCurrBillPeriod

RevenueCollectedPrevBillPeriod

AWSCostsChargedCurrBillPeriod

AWSCostsChargedPrevBillPeriod

DevPayFeeChargedCurrBillPeriod

Description

Revenue collected for the billing period listed in the report, as of
the report generation date. This includes sign-up charges (if the
customer signed up during the billing period), monthly charges,
and usage charges.

For example, the January 15 report shows sign-up charges we
collected in December for customers who signed up in December,
monthly charges we collected in December to cover December
use, and usage charges we collected in January (up until January
15) for customers who used the product in December. It's possible
we'll collect a customer's payment for December usage after
January 15 (for example on January 21). That revenue will appear
in the February 15 report in the RevenueCollectedPrevBillPeriod
column (see the next entry in this table).

Type: Currency rounded to two decimal places
Example: 12345. 99

Note
The value reported is the value before AWS subtracts the
corresponding DevPay fees.

Revenue collected since the last revenue report for usage during
the months prior to the current billing period (see the preceding
description for RevenueCollectedCurrBillPeriod).

The value reported is the value before AWS subtracts the
corresponding DevPay fees.

Type: Currency rounded to two decimal places
Example: 12345. 99

AWS costs we've actually collected for the billing period listed in
the report, as of the report generation date. Compare this to the
AWS costs we expect to collect (see the description for the
preceding AWS Costs column). Because it is a debit, this value is
always negative.

Type: Currency rounded to two decimal places
Example: - 12345. 99

AWS costs collected since the last revenue report for usage during
the months prior to the current billing period (see the preceding
description for AWSCostsChargedCurrBillPeriod). Because it is a
debit, this value is always negative.

Type: Currency rounded to two decimal places
Example: - 12345. 99

DevPay fees we've actually collected for the billing period listed in
the report, as of the report generation date. Compare this to the
DevPay fees we expect to collect (see the description for the
preceding DevPay Fee column). Because it is a debit, this value
is always negative.

Type: Currency rounded to two decimal places
Example: - 12345. 99
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Column Name Description

DevPayFeeChargedPrevBillPeriod | DevPay fees collected since the last revenue report for usage
during the months prior to the current billing period (see the
preceding description for DevPayFeeChargedCurrBillPeriod).
Because it is a debit, this value is always negative.

Type: Currency rounded to two decimal places

Example: - 12345. 99

Example Revenue Report

Custoner Email, Custoner Nane, Postal Code, Country Code, Billing Period, Applica
tion, Custoner Status, Custoner Since, Cancell ati on Date, Revenue Bill ed, AW

Cost s, DevPay Fee, Refunds | ssued, RevenueCol | ect edCurrBi | | Peri od, RevenueCol | ect ed
PrevBil | Peri od, AWsCost sChar gedCurrBi | | Peri od, AWsCost sChar gedPr evBi | | Peri od,
DevPayFeeChar gedCurrBi | | Peri od, DevPayFeeChar gedPrevBi |l | Peri od

"j oesm th@xanpl e. conf, "Joe Smith", "92009", " US", "FEB-2008", "M/ Product

A", "Cancel | ed", "27- FEB- 08", " 04- MAR- 08", ". 31", "-.14","-.31","0",".31","0", "~

. 14", 0", "-.31","0"

"j anedoe@xanpl e. cont', "Jane Doe", " MAE3W", " CA", "FEB-2008", "M/ Product B","Act
ive","21- FEB-08","","3.54","-.03","-.71","0","3.54","0","-.03","0","-. 71", "0O"
"mar kcooper @xanpl e. cont', "Mar k Cooper", "50014", " US", " FEB-2008", "My Pr oduct
c',"Active","24- FEB-08","","1.1*,"0","-.62","0","1. 1*,"0","0","0","-.62","0"
"samant haj ones@xanpl e. cont', "Sanant ha Jones","NW. 9XN', "GB", "FEB-2008", "My
Product D', "Active","27-DEC O7","","62.28","-40.91","-.94", "0","20.00","0","-

20.00","0","0","0"

Related Topics

e Subscription Report (p. 69)
« Usage Report (p. 76)
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Usage Report

The purpose of the usage report is to help you understand the specific usage details that resulted in the
revenue collected for each individual customer the previous month. You can use this report to understand
the usage patterns of your product and the associated AWS costs.

Like the revenue report, this report is available in comma-separated value (CSV) format on or around the
fifteenth day of each month. We don't generate a usage report if none of your customers used your product
or generated any revenue for you during the previous month.

Each row of the report represents a single revenue item related to a customer's activity with a single
DevPay product. For example, a row might represent the revenue from a sign-up charge, a monthly
charge, or a specific AWS service usage dimension (such as data transfer in or data transfer out). Only
dimensions related to a customer's use during the month are included in the report. For example, if your
product uses Amazon EC2, but the customer didn't transfer any data in or out during the previous month,
the report has no rows for data transfer in or out for that customer.

If a customer cancels and then resubscribes to your product in the same month, we present the revenue
from each subscription period separately in that month's report. For example, if the customer cancels on
January 10 and then resubscribes on January 20, the report you receive in February has one set of rows
for the revenue for January 1 to January 10, and a separate set for the revenue for January 20 to January
31. The value in the Customer Since field for the second subscription period will be January 20.

To view the usage report

1. Gotoyour DevPay Activity page at http://www.amazon/com/devpayactivity.

2. Click View Customer Reports in the table for any of your products.
The DevPay Customer Reports page is displayed.

3. Inthe Customer Revenue and Usage Reports section of the page, select the time period for the
report, click Usage, and click Download Report.
You're prompted to save the CSV report to the location of your choice.

The following table describes each of the columns presented in the report in the order they appear. All
values in the report (except column names) are enclosed in quotation marks.

Column Name Description

Customer Email The customer's e-mail address.
Type: String with 64 characters maximum length
Example: j ohn@xanpl e. com

Billing Period The billing month the report covers.
Type: Date with format MMM-YYYY
Example: DEC- 2007

Application The name of the DevPay product (important if you have multiple DevPay
products).

Type: String with 80 characters maximum length
Example: My Appl i cation
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Column Name

Customer Since

Amazon Web Service

Type

Usage Dimension

Usage Amount

Usage Unit

Revenue Billed

Description

The date the customer signed up for the product (and if the product has up-front
fees at sign-up, this is the date the customer's sign-up payment succeeded).
If the customer's status is Act i vat i on Pendi ng, this field is empty.

Type: Date with format DD-MMM-YY
Example: 12- DEC- 07

The underlying AWS service. The field has a value only when Type is Usage;
otherwise it is empty.

Type: String with 32 characters maximum
Example: AmazonEC2

The type of charge.
Type: String with 32 characters maximum
Valid values:

« DevPayFee—The DevPay fees related to this customer's use of your product

¢ OneTi meFee—The one-time sign-up charge

¢ Ref und—A refund issued because of a cancellation or change to your
product's price

» Subscri pti on—The monthly charge

* Usage—A charge for a usage dimension for the underlying AWS service
See the following description for Usage Dimension.

If the Type column's value is Usage, then this field lists the specific usage
dimension for the revenue reported in this row. For example,
Dat aTr ansf er - | n- Byt es.

The values shown in this field are the same values displayed when you
generate an AWS Usage Report for your AWS developer account (creating
an AWS Usage Report is one of the options you have when you log in to your
AWS developer account).

Type: String with 256 characters maximum length
Example: Dat aTr ansf er - Qut - Byt es

The amount the customer used of the specified dimension.
Type: Number with 24 characters maximum length
Example: 0. 032988

The unit of measure for the specified dimension.
Type: String with 30 characters maximum length
Example: GB

The revenue we billed the customer for the specified dimension, regardless
of whether the customer has actually paid the bill. If the Type column's value
is Ref und, then the value in this field is negative.

Type: Currency rounded to two decimal places

Example: 12345. 99
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Column Name

Costs

Description

If the Type is DevPayFee, this field lists the DevPay fee related to this
customer's use of your product. If the Type is Usage, this field lists the cost
to you of the underlying AWS service the customer used.

Note that data transfer out is a special case. Because it has a tiered cost
structure, the value used to determine its cost is the cost-per-unit across the
tiers.

For example, let's say that data transfer out costs $0.10 for the first gigabyte
used by all your customers, and $0.20 for the remaining gigabytes used by all
your customers. If you have three customers, and they each use 0.5 GB, then
the total amount of data transfer out is 1.5 GB. Therefore, the cost-per-unit is:
[(0.5 GB * $0.10/GB) + (0.5 GB * $0.10/GB) + (0.5 GB * $0.20/GB)] / 1.5 GB
=$0.2/1.5 GB =$0.13 per GB.

Because it is a debit, this value is always negative.
Type: Currency rounded to two decimal places
Example: - 12345. 99
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Example Usage Report

Cust oner Enmil, Custoner Name, Billing Period, Application, Custoner Status, Customner
Si nce, Cancel | ati on Date, Revenue Bil | ed, AW5 Cost s, DevPay Fee, Ref unds | ssued, Rev

enueCol | ectedCurrBil | Peri od, RevenueCol | ect edPrevBi | | Peri od

"j oesm t h@xanpl e. cont', "FEB-2008", "My Product A","27-FEB-08","AmazonS3", "Us

age", "Dat aTransfer-1n-Bytes",".0049798339605331","G&B",". 01", " 0"

"j oesm t h@xanpl e. cont', "FEB-2008", "My Product A","27-FEB-08","AmazonS3", "Us

age", "Dat aTr ansf er - Qut - Byt es", ". 0037920186296105", "&8",". 01", "0O"

"j oesm t h@xanpl e. cont', "FEB-2008", "My Product A","27-FEB-08","AmazonS3", "Us

age", "Requests-Tierl","12310", "Requests",". 25", "-. 12"
"j oesm t h@xanpl e. cont, "FEB- 2008", "My Product A","27-FEB-08"," AnmazonS3"," Us
age", "Requests-Tier2","12737", "Requests",". 03", "-. 01"

"j oesm t h@xanpl e. cont', "FEB-2008", "My Product A","27-FEB-08","AmazonS3", "Us
age", " Ti medSt or age- Byt eHrs", ". 00030796040363353", "GB- Mo", ". 01", " 0"

"j oesm t h@xanpl e. cont, "FEB-2008", "My Product A"',"27-FEB-08","", " DevPay
Fee", "™, """, "", "0","-.31"

"j anedoe@xanpl e. con', " FEB- 2008", "My Product B","21- FEB-08", " AmazonS3", " Us
age", "Dat aTransfer-In-Bytes",".00011754874140024","&8",". 01", " 0"

"j anedoe@xanpl e. con', " FEB- 2008", "My Product B","21-FEB-08", " AmazonS3", " Us
age", "Dat aTr ansf er - Qut - Byt es", ". 00035172142088413","@&8",". 01", " 0"

"j anedoe@xanpl e. cont', " FEB- 2008", "My Product B","21- FEB-08", " AmazonS3", " Us

age", "Requests-Tierl", "893", "Requests",".02","-.01"
"j anedoe@xanpl e. cont', " FEB- 2008", "My Product B","21-FEB-08", " AmazonS3", " Us
age", "Requests-Tier2","22178", "Requests",". 04", "-. 02"

"j anedoe@xanpl e. cont', " FEB- 2008", "My Product B","21- FEB-08", " AmazonS3", " Us
age", " Ti medSt or age- Byt eHrs", ". 000010993909733049", "GB- ", ". 01", " 0"

"j anedoe@xanpl e. cont', " FEB- 2008", "My Product B","21-FEB-08","", "Subscrip
tion" " mw we w3 gpe wqe

"j anedoe@xanpl e. cont', " FEB- 2008", "My Product B","21-FEB-08","", " DevPay

Fee" "n ww we wgu w_ gu

"mar kcooper @xanpl e. cont', " FEB- 2008", "My Product C',"24-FEB-08","","OneTi ne
Fee" "n mw we wqu wqe

"mar kcooper @xanpl e. cont', " FEB- 2008", "My Product C',"24-FEB-08","","Subscrip
tion" ", mw we w o qu wg

"mar kcooper @xanpl e. cont', " FEB- 2008", "My Product C',"24-FEB-08","", " DevPay
Fee" "n ww ww wgu w_ ge

"samant haj ones@xanpl e. cont', " FEB- 2008", "My Product D', "27-DEC

07", "AmazonEC2", "Usage", "BoxUsage", "409", "Hrs","57. 26", "-40. 9"

"samant haj ones@xanpl e. cont', " FEB- 2008", "My Product D', "27-DEC

07", " AmazonEC2", "Usage", "Dat aTransfer-1n-Bytes",".017763266339898", "&8", ". 01", "0O"
"samant haj ones@xanpl e. cont', " FEB- 2008", "My Product D', "27-DEC

07", " AmazonEC2", "Usage", "Dat aTr ansf er - Qut - Byt es", ". 03164594899863", "&B", ". 01", "-
.01"

"samant haj ones@xanpl e. cont', " FEB- 2008", "My Product D',"27-DEC 07","", " Subscrip
tion" " mw o we wgn wqe

"samant haj ones@xanpl e. cont', " FEB- 2008", "My Product D',"27-DEC-07","", " DevPay
Fee" "n mw ww wogu w o g7

Related Topics

¢ Subscription Report (p. 69)
¢ Revenue Report (p. 71)
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Recommendations for Product Development

When developing your product and planning how your system will work, we suggest you follow the
recommendations described in the following table.

Recommendation

Special AWS developer
account for your
products

Amazon Payments
branding

Link to Application
Billing page

Your customer service
contact information

Amazon Payments
contact information

Area for product news
on your site

Activation key

Description

When registering your first product with DevPay, create a single AWS
developer account to use with all your DevPay products. All the products will
then appear on the DevPay Activity page associated with that AWS developer
account. Use a business e-mail address not associated with a specific person
as the login for the account.

On your site, mention that Amazon Payments handles the billing for your
product. Include the Amazon Payments trademark or logo to help orient your
customers. The trademark, logo, and guidelines for using them with Amazon
DevPay are available in the co-marketing area of the Developer Connection
web site.

Display an obvious link to the Application Billing page
(http://www.amazon.com/dp-applications). Explain that this is the location
where customers get usage and billing information about your product, cancel
use of your product, and manage their payment methods.

Display your own customer service information prominently so that customers
know how to contact you with questions about your product.

Display the <appl i cat i on- paynent s@nazon. conr e-mail address. This
is where customers should go with billing questions.

Include an area on your site where you post the latest news or information
about your product, and make customers aware of the area.

When you read the sections in this guide about integrating your product with
DevPay, you'll see that you probably need to obtain an activation key from
DevPay for each customer. Whether you need to do this depends on the type
of product you have and whether you want to verify if a customer is still
subscribed to your product. The details of these situations are discussed later
in the guide.

AWS makes the activation key available to you in several ways discussed
elsewhere in the guide. One of the ways involves customer interaction and
requires the customer to get the key and give it to you. Another way doesn't
involve the customer; instead, you programmatically obtain the key from a
redirect URL. We recommend you use the programmatic method but also
have a backup plan to obtain the key from the customer, should the
programmatic method fail.

Any time you ask the customer to get the activation key for you (for reasons
described in subsequent sections in this guide), display the activate URL
(http://mwww.amazon.com/dp-activate), which goes to a page where customers
can obtain an activation key for your product (for an example, see The
Application Activation Page (p. 203)). Customers must log in with their
Amazon.com login IDs.
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Recommendation Description
Implication of Make customers aware of what happens when they cancel use of your
cancellation product. For example, if your product stores images for them, let the customers

know they can't access those images once they cancel. Caution them to
retrieve their data before canceling (for more information about customer
cancellation and access to data, see Customer Cancellation (p. 53) and
Customer Access Stored Data (p. 11)).

Amazon EC2 sign-up If your product is an Amazon EC2 AMI product, make your customers aware
that they must be signed up for Amazon EC2 to purchase your product.
Customers who are not already signed up for Amazon EC2 will be prompted
to sign up when they purchase your product.

Product security Design your product and system with security in mind. For information about
some possible product risks you should be aware of, see Appendix: Risks to
DevPay Products (p. 261).
If your product is an Amazon EC2 AMI, don't enable root access to the AMI
unless it's necessary. For more information, go to the section about protecting
shared AMIs in the Amazon Elastic Compute Cloud Developer Guide.
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Testing and Going Live

This section describes the process we recommend you follow to test your DevPay product and to take it
into production.

Important
DevPay has no testing sandbox. You can only test your product in a live environment. Remember
that you will incur real charges during testing and your credit card will be charged accordingly.

Overall Process for Testing and Going Live with Your Product

1

10

11

12

Understand how product pricing and DevPay fees work. For more information, see How Do You
Set Your Product's Price? (p. 19). The section links you to several other sections that describe
possible implications of your pricing scheme.

Create an AWS developer account to use when creating your product. We recommend you have
a single AWS developer account for all your DevPay products. Don't use the personal AWS
account of one of the employees in your company.

Determine your pricing and the other product information you'll provide when registering your
product. For more information, see Registering Your Product (p. 60).

Register your product using the AWS developer account you created and get the product token,
product code, and purchase URL for your product. After AWS approves your product, the purchase
URL becomes live and available for anyone to use. Don't expose the purchase URL to the public
yet.

Do any coding required to integrate your product with DevPay. For an Amazon EC2 paid AMI,
see Using DevPay with Your Amazon EC2 AMI (p. 85). For an application using Amazon S3,
see Using DevPay with Your Amazon S3 Product (p. 104).

Use the purchase URL yourself to sign up for your product with a test customer account. You
must provide an active credit card when you sign up. If you use the product with the test customer
account, the credit card is charged accordingly.

If your system is designed to programmatically obtain the activation key, confirm your system
gets it correctly when a test customer signs up for your product.

Use your product with the test customer account you've created.

Watch your DevPay Activity page and the Application Billing page for the test customer. These
show the usage information and corresponding revenue you expect to receive for the usage of
your product by your test customer. For an example of how charges appear on your DevPay
Activity page and DevPay transaction history, see Appendix: Example DevPay Activity

Pages (p. 239).

Look at the revenue your product generates and verify that the product's pricing meets your
requirements. If necessary, make changes to the pricing. For more information, see Changing
Pricing (p. 64).

If you're using the License Service API to validate the status of a customer's subscription, use
the API to confirm the status of your test customer. Confirm the process fits correctly into your
customer support workflow. For more information, see Verifying the Customer's Subscription
Status (p. 59).

Update the product information if you find you need to make any changes. For more information,
see Making Changes to Your Product (p. 63).
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13 | After you're satisfied with the pricing and product information and you're ready to go into production,
make the purchase URL visible to the public. For more information, see Advertising Your
Product (p. 84).
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Advertising Your Product

When you've completed testing of your product and want to let customers buy it, you can advertise your

product through AWS. AWS doesn't automatically advertise your product or purchase URL anywhere;

it's up to you to do it.

To advertise an Amazon S3 application

¢ Post information about the application in the Solutions Catalog on the AWS Developer Connection
site.

To advertise an Amazon EC2 paid AMI

¢ Post information about the AMI in the Solutions Catalog on the AWS Developer Connection site and

on the Amazon Machine Images (AMIs) page on the AWS Resource Center.

For information about co-marketing your product with AWS, go to the co-marketing area of the Developer
Connection site.
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Using DevPay with Your Amazon EC2 AMI

Topics
¢ Overview of DevPay with Amazon EC2 (p. 86)
¢ Your Product's Configuration and Price (p. 88)
¢ The Product Code and AMI Rebundling (p. 89)
 If You Have Multiple AMIs to Sell (p. 90)
¢ Changing a Product's Configuration (p. 92)
¢ Basic Paid AMI Tasks (p. 94)
¢ Frequently Asked Questions (p. 97)
¢ Web Site Development (p. 98)
¢ \erification of a Customer's Subscription Status (p. 99)
¢ Supported AMIs (p. 102)
¢ Additional Details (p. 103)

This section describes how to use Amazon DevPay with Amazon EC2.
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Overview of DevPay with Amazon EC2

Topics
¢ Paid AMIs (p. 86)
e Current Limitations (p. 86)
¢ Summary of How Paid AMIs Work (p. 86)

Paid AMIs

The most popular way to use Amazon EC2 and Amazon DevPay together is by selling an AMI you've

created. An AMI that you sell through DevPay is called a paid AMI.

With a paid AMI, your customers:

Must be signed up to use Amazon EC2 themselves

Important

The process they go through to purchase your AMI product prompts them to sign up for Amazon
EC2 if they aren't already signhed up. However, to reduce any possible confusion, we encourage
you to inform your customers on your site that they must be signed up for Amazon EC2 to
purchase your product.

Buy your paid AMI and then launch instances of it

Always use their own AWS credentials when launching instances; you don't launch instances of your
paid AMI for them with your credentials

Pay the price you set for the paid AMI, and not the normal Amazon EC2 rates

You can also use Amazon EC2 and Amazon DevPay together with a supported AMI. For more information
about supported AMls, see Supported AMIs (p. 102).

Current Limitations

With the current implementation of Amazon DevPay:

Your paid or supported AMIs must be backed by Amazon S3. Paid or supported AMIs backed by
Amazon Elastic Block Store are currently not supported. Therefore, your paid AMIs cannot run Windows
2008 Server or SQL Server 2008 at this time.

You can't use Elastic Load Balancing (either by itself or in conjunction with Auto Scaling) with instances
of paid or supported AMIs.

The discounts from Amazon EC2 Reserved Instances don't apply to paid or supported AMIs. That is,
if you purchase Reserved Instances, you don't get the lower usage price associated with them when
your customers launch your paid or supported AMIs. Also, if your customers purchase Reserved
Instances, and they use your paid or supported AMIs, they continue to pay the price you specified for
the use of your paid or supported AMiIs.

Your customers can't make Spot Instance requests for your paid or supported AMIs; if they do, Amazon
EC2 returns an error.

For more information about any of the preceding Amazon EC2 features, go to the Amazon EC2 product
page.

Summary of How Paid AMIs Work

The following figure and table summarize the basic flow for creating and using paid AMIs.
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Process for Creating and Using Paid AMIs

1

You create an AMI. The AMI must be Amazon S3-backed and not Amazon EBS-backed.
For more information, go to the Amazon Elastic Compute Cloud Developer Guide.

You register your DevPay product with DevPay.

As part of this process, you provide a product description, product pricing, etc. This
registration process creates an 8-character product code for the product, a product token
for the product, and a purchase URL where customers can sign up to use the product. For
more information, see Registering Your Product (p. 60).

You associate the product code with the AMI.

This makes the AMI a paid AMI. For instructions, see Associating a Product Code with an
AMI (p. 94).

You share the AMI with select customers or the public.

For instructions, see Sharing Your Paid AMI with Select Users or the Public (p. 95). Note
that even though you've shared the AMI, because it's a paid AMI (it has a product code
associated with it), no one can use the AMI until they sign up for it (see the following steps).

You make your paid AMI available for sale.

To do this, you make the aforementioned purchase URL available. You can advertise your
paid AMI in the Solutions Catalog on the AWS Developer Connection site and on the Amazon
Machine Images (AMIs) page on the AWS Resource Center.

Customers click the purchase URL and sign up for your product.

For an example of what the customer sees during the purchase process, see Appendix:
The Customer Purchase Experience (p. 199). If they're not already signed up for Amazon
EC2, they'll be prompted to sign up. They purchase your product with their Amazon.com
accounts. They must also have the credentials needed to launch Amazon EC2 instances.

At this point, they have the AMI ID of your paid AMI.

Customers launch instances of your paid AMI.

Because you associated the AMI with the product code, you are charged for the Amazon
EC2 costs (instance-hours and bandwidth) the customers incur when using instances of
that AMI. However, the customers are also charged at the rate you specified during product
registration.

You can associate your DevPay product code with more than one AMI. However, a single AMI
can be associated with only one product code. If you plan to sell multiple AMIs, you could sell
them all under a single product code, or different product codes (by registering multiple DevPay
products). For information about why you might choose a single product code or multiple product
codes, see If You Have Multiple AMIs to Sell (p. 90).
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Each customer's usage for the paid AMI is displayed on their Application Billing page. For more information,
see Where Customers Get Information About Their Bills (p. 51).

At any time, you can confirm the customer is still currently subscribed to your product. For more information,
see Verification of a Customer's Subscription Status (p. 99).

Note

In the preceding process, you associate your product code with your own AMI and sell the AMI
as a DevPay product. There's another scenario for using DevPay with Amazon EC2 in which
you sell software or a service to EC2 users and let them associate your product code with their
own AMIs. For more information, see Supported AMIs (p. 102).

Your Product's Configuration and Price

During product registration (see Registering Your Product (p. 60)), you set up the product and its price.
Specifically, you designate which regions, environments, and instance types the product covers. We call
this configuring your DevPay product (don't confuse this with configuring your AMI, which is different and
covered in the Amazon EC2 documentation).

You configure the product by simply selecting check boxes for the regions, environments, and instance
types that you want the product to support (see the following image, which shows the interface you use
to register and configure the product). In this image, the product is configured for Linux/UNIX AMIs only,
in all available instance types (small, etc.). If you wanted to also sell Windows AMIs under this product
(for example), you would select the corresponding check boxes and provide prices for the specific instance
types you selected. For more information about changing a product's configuration, see Changing a
Product's Configuration (p. 92).

Usage Charges

Specify Your Price for each of the selected instance types. Your customers can
launch ABC AMI on the instance types you have checked below. If you choose not to
charge for a particular pricing dimension, set the price to 0,00 and your customers will
not see that pricing dimension.

US-East (Northem
¥irginia) Region

US-West (Northem

EU (Treland) Region California) Region

Your Price(§) _ Amazon Markup Before Tiered Pricing

(per hourt) EC2 Cost($) ~ DevPay Feest($) (what's this?)
Amazon EC2 running Linux/UNIX

Instance Details

el [7] Small 0,140 0,085 0,055 Add
Large 0,440 0,340 0.100 Add
Extra A
Larga 0.840 0.680 0.160 Add
Double
Extra 1,200 M/ A Add
Box Large
Usage Quadruple
[] Extra 2,400 Ty Add
Large
High-CPU A
Modiuen 0,240 0,170 0.070 Add
High-CPU
Extra 0,840 0,680 0,150 Add
Large

—P [] Amazon EC2 running Windows
[] Amazon EC2 running Windows and SQL Server

Data Transfer _ Amazon _ Markup Before Tiered Pricing
Type Details Your Price($) EC2 Cost($) ~— DevPay Feest($) (what's thiz?)
GB of data
transfer in 0.140 0,100 0,040 Add
GE of data

Data 0,200 0,170 0.020 Add

Transfer transfer out

GB of regional
data transfer 0,020 0,010 0.010 Add
in/out

US-East (Northem US-West (Northem
Yirginia) Region EU (Ireland) Region California) Region
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Associating your product code with an AMI turns it into a paid AMI that you can sell through DevPay.
Letting other EC2 users associate your product code with their AMIs turns those AMIs into supported
AMIs (for more information, see Supported AMIs (p. 102)). Only product owners can associate their product
code with AMIs that don't match the product's configuration. For example, if your product is configured
only for Linux/UNIX AMIs, you can still associate the product code with Windows AMIs, but other EC2
users can't.

Note
You might associate your product code with an AMI that doesn't match the product's configuration
in expectation that you will then update the product's configuration to cover that AMI.

AWS also prevents all EC2 users (including you) from launching instance types that don't match the
product's configuration. For example, if you configure the product only for small instance types, no one
can launch other instance sizes of the AMIL. If they try, Amazon EC2 returns an error.

When you set your product's price, you can include a one-time sign-up charge, a monthly charge, data
transfer charges, and hourly instance charges for the specific instance types the product is configured
for. For information about setting your product's price, see How Do You Set Your Product's Price? (p. 19).
Remember that you're responsible for paying the Amazon EC2 costs (bandwidth and instance-hours)
your customers incur when using an instance of your paid AMI, just as if you were using the AMI yourself.

Note

You are not responsible for any costs related to your customers' use of elastic IP addresses,
Amazon Elastic Block Store, Auto Scaling, or Amazon CloudWatch with your paid AMIs. For
more information, see Costs You're Not Responsible For (p. 27).

Caution

If you configure your product for a particular instance type, your customers can launch that
instance type regardless of the price you set. You can set the price to any value, including $0.00.
Setting the price to $0.00 does not prevent customers from launching that instance type; however,
it prevents that instance type from appearing in your product's price. Customers could still launch
that instance type and incur EC2 costs that you would be responsible for. But, because you set
the price to $0.00, the customers would pay no hourly instance charges. Keep this in mind when
you set the price for your product.

The Product Code and AMI Rebundling

Associating a product code with an AMI turns it into a paid AMI that EC2 users must sign up for to use.
Can you ensure that the product code stays with the AMI if someone rebundles the AMI? The answer
varies for Linux/UNIX AMIs and Windows AMIs. These are described in the following sections.

Linux/UNIX AMIs

If you give the customer root access to your paid Linux/UNIX AMI, the customer can rebundle it. If your
customer uses AWS tools to rebundle the AMI, the rebundled AMI inherits the product code. When
launching instances of the rebundled AMI, the customer is still billed for usage based on your price.
However, if the customer doesn't use the AWS tools when rebundling, the rebundled AMI won't inherit
the product code, and the customer will pay normal Amazon EC2 rates and not your price.

When a customer contacts you for support for a paid AMI, you can confirm your product code is associated
with the AMI and the customer's instance is currently running the AMI. For more information, see Confirming
an Instance Is Running an AMI Associated with a Product Code (p. 95).

If you have software installed on the AMI, the software can retrieve the instance metadata to determine
if the product code is associated with the instance. For more information, see Getting the Product Code
from Within an Instance (p. 95).
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Keep in mind that the preceding methods for confirming the association of the product code with the
instance are not foolproof because a customer with root access to the instance could return false
information indicating the product code is associated with the instance.

Windows AMIs

When you associate a product code with a Windows AMI, the association is permanent. Therefore, we
recommend you keep a separate, base copy of the AMI that has no product code associated with it.

Anyone who purchases a Windows AMI can rebundle it. The product code is automatically transferred
to the rebundled AMI. When EC2 users launch instances of the rebundled AMI, they pay the rates you
set when you registered your DevPay product. In turn, you're charged for the EC2 costs they incur.

If You Have Multiple AMIs to Sell

If you have more than one AMI you want to sell, this section can help you decide whether to create one
or multiple DevPay products to cover your AMIs.

To recap the basic process for creating a paid AMI: you register a DevPay product, receive a product
code, and associate the product code with your AMI (for more information, see Summary of How Paid
AMIs Work (p. 86)). Your customers must sign up for your product before they can launch instances of
your AMI.

You can associate the product code with multiple AMIs, but each AMI can have only one product code.
After an AMI is associated with your product code, it sells for the price you set when you registered the
DevPay product. For information about what happens to the product code when you rebundle an AMI,
see The Product Code and AMI Rebundling (p. 89).

What if you have more than one AMI to sell? For example, let's say you have two Linux/UNIX AMIs and
three Windows AMis to sell. You have three options (also illustrated in the following figure):

» Option 1—Register a single DevPay product that covers them all
¢ Option 2—Register a separate DevPay product for each

» Option 3—Do something in between
For example, you could register one DevPay product for the Linux/UNIX AMIs and another for the
Windows AMIs.
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Product 1
Product Code: 12345678

Option 1 AMI A AMI B:
Linux Linue

AMI C: AMI D= AMI E:
Windows Windows Windows

Product 1 Product 2
Product Code: Product Code:
12345678 98765432
AMI A AMI B:
Linux Lirmax
Option 2

Product 3 Product 4 Product 5

Product Code: Product Code: Product Code:

ABCDEFGH JELMNOPG RSTUMWAXY

AMI C: AMI D: AMIE:
Windows Windows Windows
Product 1 Product 2
Product 1
. Froduct Code: Product Code:
Anllealy (R i 12345678 98765432
AMI A AMI B AMI A AMI B
Linux Linux Liruee Linux
Option 3 or: Or another
variation...
Product 2 Product 3
Product Code: 98765432 Product Code:; ABCDEFGH
AMI C: AMI D: AMIE: AMI C: AMI D: AMI E:

Windows Windows Windows Windows Windows Windows

What's the best path to follow? The answer depends on your needs. The following sections describe
factors to consider as you decide how many DevPay products to create for your multiple AMIs.

Product Pricing

If you charge a monthly fee, that single fee covers the customer's access to all the different AMIs covered
by the product. For example, if the product covers five different types of AMIs (two that use Linux/UNIX
and three that use Windows), the customer can use all five types for the one monthly fee (plus any
usage-based charges). The customer doesn't pay the monthly fee for each type of AMI. This also applies
if your product covers multiple AMIs all of the same type. For example, you could assign a single product
code to 10 Linux/UNIX AMIs, and a customer could use all 10 for the single monthly fee (plus the
usage-based charges). The customer doesn't pay the monthly fee for each of the 10 AMIs.

Amazon EC2 charges different prices depending on the region, environment, instance type, etc. (for more
information, go to the Amazon EC2 detail page.) Likewise, you can specify which regions, environments,
instance types, etc., your product covers, and charge your customers different prices based on those
variables. If you want to vary a specific instance type's hourly charge for one AMI versus another, then
you need more than one DevPay product. For example, if you want to charge $0.25 per small instance-hour
for one Linux/Unix AMI, but $0.35 per small instance-hour for another, then you need a separate DevPay
product for each AMI.
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Customer Experience

Before customers can launch instances of a paid AMI, they must sign up for the DevPay product that
covers that AMI. If you decide to have a separate DevPay product for each AMI you sell, your customers
must go through the purchase process for each AMI they use. You need to decide if this is the customer
experience you want. To see an example of the customer purchase experience, see Appendix: The
Customer Purchase Experience (p. 199).

Costs You Pay

You get the benefit of the tiered pricing structure that AWS uses for data transfer out (for more information,
see The Cost of Tiered Usage Types (p. 24)). AWS applies the tiered pricing to the usage across all
customers of a single DevPay product. Therefore, the more AMIs a single DevPay product covers, the
easier it is for that product to reach the usage levels where you pay a lower cost for data transfer out.

Per-AMI Usage Data

DevPay provides you usage data per product, but not per AMI (for more information, see Usage
Report (p. 76)). If it's important for you to have usage data per AMI, you can register a different DevPay
product for each AMI. However, we recommend you consider the other customer-impacting factors
discussed in this section before choosing this path.

Multiple Versions of a Product

You can have multiple versions of a DevPay product. For example, you could have a regular version and
a more expensive support version that includes customer support that you provide. In this case you would
register a separate DevPay product for each version.

Important

You can't automatically upgrade or migrate a customer between DevPay products. Instead, the
customer must cancel the subscription to the first (we refund any unused portion of the monthly
fee), and then go through the purchase process for the second. No monthly fees, account
information, or usage information can be transferred between the two products.

Changing a Product's Configuration

You might want to change an existing DevPay product's configuration. Changing the configuration simply
means you change which regions, environments, or instance types the DevPay product covers (for more
information about configuration, see Your Product's Configuration and Price (p. 88)). Essentially when
you change a product's configuration, you go through the process of changing the product's price (for
more information, see Changing Pricing (p. 64)).

For example, let's say you have a product that covers one or more Linux/UNIX AMIs, and you also want
to sell some Windows AMIs under the same product code. You can change the product's configuration
to cover your new Windows AMlIs, and as part of that process, you specify the price you want to charge
for the Windows AMIs. We recommend you understand the implications of selling multiple AMIs under a
single or multiple product codes. For more information, see If You Have Multiple AMIs to Sell (p. 90).

Important

We recommend you warn your customers at least 14 days in advance of any change to your
product, especially if you plan to remove items from the configuration. When you change your
product's configuration, you simply walk through the price change wizard, which includes a step
for specifying the product's configuration (see Changing Pricing (p. 64)). As part of the price
change wizard, you can specify a message to include in the price change notification e-mail your
customers get. In that message you can summarize what's changed about the product.

The following diagram and table describe how to change your product's configuration.
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You start the price You update the You write a You complete the
change wizard configuration and summary of price change
=  specify prices |- what's changed | wizard
1 2 3 L —‘
You associate the ¥our customers

The price change

product code with are notified of the goes into effect
the new AMI types ®™  price change -
5 6 7

Process to Change Your Product's Configuration

1

You start the price change wizard.

For more information, see Changing Pricing (p. 64). You can do either an active or a passive
price change.

To add new instance types to the configuration, we recommend you do a passive price
change with at least a 14-day notice.

To remove instance types from the configuration, we recommend you do an active price
change with at least a 14-day notice.

In the price change interface, you add or remove the desired items from the configuration.

Specifically, you select or clear the check boxes for the items you want to add or remove
from the configuration (to see what this looks like, see Your Product's Configuration and
Price (p. 88)). If you add new items, you also specify their prices.

You write a brief summary of how the product has changed.

When you set up the price change, you have the option to include your own message as
part of the notification e-mail Amazon Payments sends to your customers. We recommend
you include a brief summary of the change.

For example, "As of [effective date of price change], your $20 monthly fee will also cover
several Windows AMls that we now offer, in addition to the existing Linux/UNIX AMIs. If you
launch an instance of one of these new Windows AMIs, you will pay the usage prices shown
here. Thank you for using our product!".

You complete the price change wizard.

After preparing any new AMIs you want to sell, you associate the product code with them.

For more information, see Associating a Product Code with an AMI (p. 94) and The Product
Code and AMI Rebundling (p. 89).

Your customers receive the e-mail about the price change.

Up until the price change takes effect, new customers who sign up see both the old and
new pricing, and the date when the new pricing goes into effect.

The price change goes into effect on the date you specified.

Existing and new customers can begin to launch instances of any new AMIs that the product
covers.

Important
If your product configuration change discontinues any instance types, you're not responsible for
any charges your customers accrue for the discontinued instance types after the price change
takes effect.
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Basic Paid AMI Tasks

Topics
¢ Associating a Product Code with an AMI (p. 94)
e Sharing Your Paid AMI with Select Users or the Public (p. 95)
¢ Confirming an Instance Is Running an AMI Associated with a Product Code (p. 95)
¢ Getting the Product Code from Within an Instance (p. 95)

This section describes several tasks you might perform when managing your paid AMIs.
Tip
This section presents the instructions using the Amazon EC2 command line tools. Amazon EC2
also has programmatic APIs (Query and SOAP) and a GUI-based console (at
https://console.aws.amazon.com/). For more information about using the console, go to the
Amazon Elastic Compute Cloud Console and Command Line User Guide. For more information
about using the APIs, go to the Amazon Elastic Compute Cloud Developer Guide and the Amazon
Elastic Compute Cloud API Reference.

Associating a Product Code with an AMI

Each AMI can have a single product code associated with it. You must be the owner of an AMI to associate
a product code with it. You can associate a single product code with more than one AMI. For more
information, see If You Have Multiple AMIs to Sell (p. 90).

Important
You can associate a product code only with Amazon S3-backed AMIs (those using an instance
store root device), and not Amazon EBS-backed AMlIs (those using an Amazon EBS root device).

To associate a product code with an AMI

¢ Use the ec2- nodi fy-i mage-attri but e command:

PROWPT> ec2-nodify-image-attribute am -5bae4b32 --product-code 774F4FF8

pr oduct Codes am - 5bae4b32 pr oduct Code 774F4FF8

To verify the product code is associated with the AMI

e Use the ec2- descri be-i mage- attri but e command:

PROVPT> ec2-descri be-image-attri bute am -5bae4b32 --product-code

pr oduct Codes am - 5bae4b32 pr oduct Code 774F4FF8

You can't change or remove the pr oduct Codes attribute after you've set it. If you want to use the same
image without the product code or associate a different product code with the image, you must reregister
the image to obtain a new AMI ID. You can then use that AMI without a product code or associate the
new product code with the AMI ID. For more information, see The Product Code and AMI

Rebundling (p. 89).
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Sharing Your Paid AMI with Select Users or the Public

If you're creating a paid AMI, after you associate the product code with the AMI, you need to share the
AMI with select customers or the public.

To share an AMI
¢ Use the ec2- nodi fy-i mage-attri but e command.

The following example shares the AMI with the public.

PROWPT> ec2-nodi fy-inage-attribute am -5bae4b32 --1aunch-pernission -a all

| aunchPer m ssi on am - 5bae4b32 ADD group al |

Even though you've shared the AMI, no one can use it until they sign up for your product by going to the
purchase URL. Once customers sign up, any instances of the paid AMI they launch will be billed at the
rate you specified during product registration.

Confirming an Instance Is Running an AMI Associated with
a Product Code

If you have created a product for others to use with their AMIs (the supported AMI scenario), you might
want to confirm that a particular AMI is associated with your product code and a particular instance is
currently running that AMI.

Note

You must be the owner of the product code to successfully call

ec2-confirm product-i nst ance with that product code.

Because your customers don't own the product code, they should describe their instances to
confirm their instances are running with your product code.

To confirm an instance is running an AMI associated with your product code

¢ Use the ec2-confirm product -i nst ance command:

PROWPT> ec2-confirm product-instance 774F4FF8 -i i-10a64379

774F4FF8 i -10a64379 true 111122223333

If the AMI is associated with the product code, t r ue is returned along with the AMI owner's account ID.
Otherwise, f al se is returned.

Getting the Product Code from Within an Instance

A running Amazon EC2 instance can determine if a DevPay product code is attached to itself. The instance
retrieves the product code like it retrieves its other metadata. For information about the retrieval of
metadata, go to the "Instance Metadata" section of the Amazon Elastic Compute Cloud Developer Guide.

The instance retrieves the product code by querying a web server with this REST-like API call:

GET http://169. 254. 169. 254/ 2007- 03- 01/ net a- dat a/ pr oduct - codes
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Following is an example response.

774FAFF8
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Frequently Asked Questions

This section includes several questions commonly asked by Amazon EC2 developers about paid AMIs.

Q:

A:
Q:
A.

> O

Can | sell an AMI that uses an Amazon EBS root device through Amazon DevPay?
No, the AMI must have an instance store root device (must be Amazon S3-backed).
How can Amazon EC2 users determine if a particular AMI is a paid AMI?

By describing the image (ec2di m). An AMI is a paid AMI if a product code is returned. Example:
run ec2di m - o anazon, and the AMI ami-bd9d78d4 will be returned with a product code
(A79ECO0DB).

How can Amazon EC2 users determine what paid AMIs are available?

By describing images (ec2di m) with the "-a" flag. This shows all AMIs the user has access to. The
AMIs with product codes listed are paid AMIs. Example: run ec2di m - a, and the result contains
an AMI with ID ami-bd9d78d4. This is our Demo Paid AMI with product code A79ECODB.

Is there anything that prevents a paid AMI from being rebundled? How can this be restricted?

For Linux/UNIX AMIs: Paid AMIs are comparable to shared AMIs with regards to rebundling and
trying to restrict rebundling. If you choose to allow a user running the AMI to see all of its contents
(for example, by giving root access to the AMI), then the user could easily rebundle these into their
own AMI. For more information, go to Protecting a Shared AMI (Linux and UNIX) in the Amazon
Elastic Compute Cloud Developer Guide.

For Windows AMiIs: Users can rebundle Windows paid AMIs; you can't restrict this.
Will the product code be inherited by the rebundled AMI?

For Linux/UNIX AMils: If your customer uses AWS tools to rebundle the AMI, the product code
associated with the AMI is inherited by the rebundled AMI. When launching the rebundled AMI, the
customer is still billed for usage based on your price. Note that the inheritance of the product code
during rebundling is a convenience feature and not a guarantee that the product code will always
be attached to rebundled AMIs. The customer's workflow could bundle the AMI outside of Amazon
EC2, or the customer could use modified versions of the AWS tools, preventing the product code
from being inherited. You can include software on the AMI that checks the instance's metadata to
determine if the product code is associated with the instance. For more information, see Getting
the Product Code from Within an Instance (p. 95).

For Windows AMIs: The product code associated with the AMI is always inherited by the rebundled
AMI. Therefore, AWS bills any customers who use instances of the rebundled AMI based on the
original product code.

Will the kernel/RAM disk be inherited by the rebundled AMI?
If the AMI is rebundled on an instance that is running with a certain kernel/RAM disk, then the

kernel/RAM disk will be inherited by the rebundled AMI. Note that this is a convenience feature,
and not a guarantee that the kernel/RAM disk will always be attached to rebundled AMIs.

Why can't | query a particular AMI's attributes to see if the AMI is paid?

Only the owner of an AMI can query the AMI attributes. However, anyone can tell if an AMI is paid
by describing images (ec2di m). An AMI is paid if a product code is returned. Example: run ec2di m
-a amazon, and the AMI with ID ami-bd9d78d4 will be returned with a product code (A79ECODB).
Who can use the confi rm product -i nst ance command?

Only the owner of the AMI can use this command. Owners use this command with supported AMIs
to determine if a supported instance with a given product code attached is up and running.

| created my paid AMIs with one AWS developer account, but | want to sell them using a different
AWS developer account. Can | transfer them?

No, you can't automatically transfer AMIs from one account to another. You would have to upload
them again using the second AWS developer account and then register them with DevPay using
that account. Alternately, you could leave the AMIs with the original account (the AMI owner account)
and register them with DevPay using another AWS developer account (the product owner account).
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You could then use the AMI owner account to associate the product code with the AMIs. However,
keep in mind that only the product owner (and not the AMI owner in this case) can use the
ec2-confirm product -i nst ance command, which confirms that an instance is running an AMI
associated with the product owner's product code. For more information about this command, go
to the Amazon Elastic Compute Cloud Developer Guide .

Q: Can my customers use Amazon EBS for persistent data storage with my paid AMI?

A:  Your customers can use Amazon EBS volumes for persistent data storage with instances of your
paid AMI, just like they can with any Amazon EC2 instances. Amazon EBS volumes are associated
with the customer's account and not with an individual instance. Therefore you are not able to charge
your customers for their use of Amazon EBS. AWS charges your customers directly for their use
of Amazon EBS. Your customers use their credentials in the calls to create an Amazon EBS volume
or to attach it to an instance (as they do when they launch an instance of your paid AMI).

Q: Do the discounts from Reserved Instances apply to my paid or supported AMIs?

A:  No. The discounts from Amazon EC2 Reserved Instances don't apply to paid or supported AMIs.
That is, if you purchase Reserved Instances, you don't get the lower usage price associated with
them when your customers launch your paid or supported AMIs. Also, if your customers purchase
Reserved Instances, and they use your paid or supported AMIs, they continue to pay the price you
specified for the use of your paid or supported AMls.

Q: Can customers use Spot Instances with my paid or supported AMIs?

A:  No. If your customers make Spot Instance requests for your paid or supported AMI, Amazon EC2
returns an error.

Web Site Development

It's your responsibility to provide a web site and sign-up process that includes information about your AMI
product, such as its purpose and benefits. In addition, your web site should:

« Provide a sign-up link for your product (the purchase URL you receive when registering your product).
For more information about registering your product, see Registering Your Product (p. 60).

» Follow the recommendations for product development. For more information, see Recommendations
for Product Development (p. 80).
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Verification of a Customer's Subscription Status

If you provide customer support for your paid or supported AMI products, you can confirm that any
customer who calls for support is an active subscriber to the AMI product in question. To do this, you
must integrate with the License Service API (for information, see License Service AP| Reference (p. 149)).

The process for verifying the customer's status is described in the following diagram and corresponding
table.

Customer's You and Your Amazon Web
System System Services (AWS)

o Register your product

Product Code I -
Product Token I

Y

Yo-.:MF;ald €D Create your paid AM| and sell it

Product
Code

o Customer buys your paid AMI...

Y

Receipt
... and the browser

shows the receipt

Redirect URL and redirect URL

... with the activation key and product
code appended to the URL

Activation Key J Product Code J

@) call ActivateHostedProduct

]

PID

9 Customer contacts you for help ... ... you get the PID, call
> VerifyProductSubscriptionByPid ...

 J

—
-

... and receive the status

Process for Confirming Customer Status

(1 ] You register your AMI product with DevPay.

As part of the registration, you receive a product code and a product token. You store those
two values together. For more information about product registration, see Registering Your
Product (p. 60).
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(2] You implement your paid or supported AMI.

For information about paid AMIs, see Summary of How Paid AMIs Work (p. 86). For
information for supported AMIs, see Supported AMIs (p. 102).

e Later, a customer signs up for your AMI product. At the end of the sign-up process, the
customer's browser window splits into two frames. The top frame contains a confirmation
for the purchase. The bottom frame contains the redirect URL that you provided when you
registered your AMI product with DevPay, with two values appended as query parameters:
an activation key and the product code for the AMI product.

For example, if your redirect URL is http://www.example.com/productActivation.html, the
customer would be redirected to
http://www.example.com/productActivation.html?ActivationKey=<activation key
value>&ProductCode=<product code value>.

The activation key is also displayed in the top frame of the window. For information about
why it's displayed there, see Exception Handling for the Redirect URL (p. 101).

(4 ) You provide an application that retrieves the two values appended to the redirect URL. The
application looks up the product token that is associated with the product code. Then the
application makes a signed request to the License Service action Act i vat eHost edPr oduct
(p. 177) with the product token and the activation key. The response includes a persistent
identifier (PID) for the customer. Your application stores the PID.

(5 ] Later, when a customer contacts you for support on one of your AMI products, your customer
service representative looks up the PID for the customer. The application then makes a
signed request to the License Service action Ver i f yProduct Subscri pti onByPi d (p.190)
with the PID and the product code for the AMI product in question. The response confirms
whether the customer is currently subscribed to the AMI product.

Note

The PID represents the relationship between you (the AMI product owner) and the customer.
Even if a customer buys 10 different AMI products from you, you have only one PID for that
customer.
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Exception Handling for the Redirect URL

Although the failure rate for the redirect is expected to be low, your application must be prepared to handle
any failure cases. It's plausible the customer could close the browser window and prevent your application
from retrieving the activation key and product code from the redirect. Your application must handle the
situation in which one or both of the parameters are not available through the redirect. See the suggested
actions in the following table.

Activation | Product Suggested Action
Key Code
Retrieved | Retrieved

No Yes Your web page should display the name of the AMI product and prompt
the customer for the activation key, which was displayed in the top frame
of the browser window.

The customer can then either provide the activation key from the top frame
or obtain a new activation key by clicking the activate URL that you display.

In either case, you should provide a way for the customer to paste the
activation key into a form on your page.

Yes No Your web page should display a list of your AMI products and ask the
customer to select the AMI product just purchased (the one the activation
key is associated with).

The customer can then select the product, enabling your application to
retrieve the product token to use in a request for

Act i vat eHost edPr oduct . If the customer chooses the wrong product,
the request fails.

No No One reason this situation occurs is if the customer closes the browser
window.

Your web page should display a list of your AMI products and ask the
customer to select the AMI product (the one the activation key is associated
with). The page should also prompt the customer for the activation key,
which was displayed in the top frame of the browser window.

The customer can then either provide the activation key from the top frame
or obtain a new activation key by clicking the activate URL that you display.
In either case, you should provide a way for the customer to paste the
activation key into a form on your page.
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Supported AMIs

Another way to use Amazon EC2 and Amazon DevPay together is with a supported AMI. With a supported
AMI, you charge for software or a service you provide that customers use with their own AMIs. The
customer's AMI must be Amazon S3-backed (use an instance store root device) and not Amazon
EBS-backed (use an Amazon EBS root device).

The main difference between a paid AMI and a supported AMI is how the AMI is associated with a product

code:

¢ Paid AMI—You associate your own product code with your own AMI
¢ Supported AMI—Other EC2 users associate your product code with their own AMIs

The following figure and table summarize the flow to create and use supported AMIs.

customers:

Register your Make your
product with product available
DevPay > for sale
1 2
Associate your
5 Launch instances
Buy your product product code with v
—»| theirown AMis - Of their AMIs
3 4 5

Process to Create and Use Supported AMIs

1

You register your product with DevPay.

As part of this process, you provide a product description, configure the product, and specify
its price. This registration process creates an 8-character product code for the product, a
product token for the product, and a purchase URL where customers can sign up to use
the product. For more information, see Registering Your Product (p. 60) and Your Product's
Configuration and Price (p. 88).

Important

DevPay works only with Amazon S3-backed AMls. In your product description,
make it clear your product is for Amazon S3-backed AMIs (those using an instance
store root device), and not Amazon EBS-backed AMIs (those using an Amazon
EBS root device).

You make your product available for sale.

To do this, you make the aforementioned purchase URL available. You can advertise the
product in the Solutions Catalog on the AWS Developer Connection site.

Customers click the purchase URL and sign up for your product.

For an example of what the customer sees during the purchase process, see Appendix:
The Customer Purchase Experience (p. 199). If they're not already signed up for Amazon
EC2, they'll be prompted to sign up. They purchase your product with their Amazon.com
accounts. They must also have an AWS developer account and the credentials needed to
launch Amazon EC2 instances.

At this point, they have the product code.

Customers associate the product code with their own AMIs.
For more information, see Associating a Product Code with an AMI (p. 94).

Version 2007-12-01
102


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=60

Amazon DevPay Developer Guide
Additional Details

5 Customers launch instances of their own AMIs.

Because the customers signed up for your product and then associated your product code
with their AMIs, you are charged for the Amazon EC2 costs (instance-hours and bandwidth)
they incur when using those AMIs. However, the customers are also charged at the rate
you specified during product registration.

Note

Amazon EC2 prevents your customers (but not you as the product code owner) from associating
your product code with AMI types the product isn't configured for. For example, if the product is
configured only for Linux/UNIX AMIs, your customers can't associate the product code with
Windows AMls. Also, Amazon EC2 prevents your customers from launching specific instance
types your product isn't configured for.

Caution

If you configure your product for a particular instance type, your customers can launch that
instance type regardless of the price you set. You can set the price to any value, including $0.00.
Setting the price to $0.00 does not prevent customers from launching that instance type; however,
it prevents that instance type from appearing in your product's price. Customers could still launch
that instance type and incur EC2 costs that you would be responsible for. But, because you set
the price to $0.00, the customers would pay no hourly instance charges. Keep this in mind when
you set the price for your product.

Each customer's usage for the AMI is displayed on their Application Billing page. For more information,
see Where Customers Get Information About Their Bills (p. 51).

At any time, you can confirm the customer is still currently subscribed to your product. For more information,
see Verification of a Customer's Subscription Status (p. 99).

If your product is software that customers install on their AMIs, you can have the software retrieve the
instance metadata to check if the customer has actually associated the product code with the AMI. For
more information, see the section about instance metadata in the Amazon Elastic Compute Cloud
Developer Guide. Keep in mind that for Linux/UNIX AMIs, this method is not foolproof because a customer
with root access could return false information indicating the product code is associated with the instance.

Additional Detalils

This guide covers the basic Amazon EC2 commands for setting up paid and supported AMls.

For complete details about the commands and API calls you can use to manage your paid and supported
AMIs, go to the Amazon Elastic Compute Cloud Developer Guide.
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Using DevPay with Your Amazon S3 Product

Topics
¢ Overview of DevPay with Amazon S3 (p. 105)
¢ Development with Amazon S3 (p. 107)
¢ Quick Reference for Amazon S3 Products (p. 108)
¢ Setting Up Desktop Products (p. 112)
¢ Setting Up Web Products (p. 123)
¢ Using Amazon S3 Copy with DevPay (p. 137)
¢ Using Amazon S3 Logs with DevPay (p. 138)
¢ Using Amazon S3 Requester Pays with DevPay (p. 142)
¢ Using Both a Desktop and Web Product (p. 148)

This section describes what is required to make your Amazon Simple Storage Service product work with
Amazon DevPay.
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Overview of DevPay with Amazon S3

With Amazon DevPay and Amazon S3:

You create a product that uses Amazon S3 and sell it through DevPay
Your Amazon S3 product can be a desktop application or a web application
To use your product, your customers don't have to be signed up to use Amazon S3

Your customers don't need to obtain AWS credentials (like a Secret Access Key and Access Key ID);
you obtain the credentials that DevPay requires and use them on your customers' behalf

Your customers pay the price you set for your product, and not the normal Amazon S3 rates; they won't
be aware that the product uses Amazon S3 (unless you tell them)

Requirements for Amazon S3

To use Amazon DevPay with your Amazon S3 product:

Your product must use the REST interface when calling Amazon S3 (web products may also use
pre-signed URLs). SOAP is not supported.

Your product must create a separate bucket in Amazon S3 for each customer who buys and uses the
product. This is true even if your DevPay product is a hosted product. Each DevPay product can create
up to 100 buckets per customer. For example, a customer who uses three different DevPay products
can have up to 300 DevPay buckets, plus any other buckets created outside of DevPay (i.e., those
created with a personal AWS account).

Once your product has created a bucket and put objects in it, only your product can access that bucket
and the objects in it. For more information about restrictions on data access, see Customer Access
Stored Data (p. 11).

You must be able to do business in the United States and have a U.S. bank account.
For additional requirements see:

¢ Amazon Payments User Agreement

¢ Amazon Web Services Customer Agreement
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Summary of How Amazon S3 Products Work

The following figure and table summarize the basic process for implementing Amazon DevPay products
that use the Amazon Simple Storage Service. The specific details are covered in subsequent sections
and differ for desktop products and web products. For more information about desktop products, see
Setting Up Desktop Products (p. 112). For more information about web products, see Setting Up Web
Products (p. 123).

Register your
Create your prgducl ‘::,“h Inte_gral:e_ product Make product
You product . DevPay Ly identifiers. ~ available for sala
1 2 3 4
Buys the product
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Your DevPay R divation ke product using the credentials obtained calls with those
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Product
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Process for Using an Amazon DevPay Product with Amazon S3
1 You create your product.

2 You register your DevPay product with DevPay (for more information, see Registering Your
Product (p. 60)).

3 You integrate the product token and product code you received from registration into your
product as required for desktop or web products.

4 You make the product available for sale by making the purchase URL available to the public.
You can also advertise the product through AWS (for more information, see Advertising
Your Product (p. 84)).

5 A customer buys the product and gets an activation key.

6 The customer uses the product for the first time.

7 The product gets the activation key (either through an automatic redirect or from the
customer).

8 The product calls the License Service to activate itself using the activation key.

9 The product receives special DevPay credentials specific to the customer and stores them
safely.

10 The product calls Amazon S3 on behalf of the customer and uses the customer's special

DevPay credentials in the call.
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Two Versions of a Product

You can have two versions of a DevPay product. For example, you could have a regular version and a
more expensive "support" version that includes customer support that you provide. In this case you would
register a separate DevPay product for each version.

Important

You can't upgrade or migrate a customer between two DevPay products. Instead, the customer
must cancel the subscription to the first, and then go through the purchase process for the
second. No monthly fees, account information, customer data, or usage information can be
transferred between the two products.

Development with Amazon S3

This section describes development work required for your web site and for your desktop or web product.

Web Site Development

It's your responsibility to provide a web site and sign-up process that includes information about your
product, such as its purpose and benefits. In addition, your web site should handle these items:

¢ Provide a sign-up link for your product (the purchase URL you receive when registering your product).
For more information about registering your product, see Registering Your Product (p. 60).

¢ Follow the recommendations for product development. For more information, see Recommendations
for Product Development (p. 80).

Product Development

The development work required varies for desktop products and web products.

For a quick reference summarizing the important identifiers and authentication used by desktop product
and web products, see Quick Reference for Amazon S3 Products (p. 108).

For all the details for desktop products, see Setting Up Desktop Products (p. 112).

For all the details for web products, see Setting Up Web Products (p. 123).
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Quick Reference for Amazon S3 Products

Topics
¢ Desktop Products (p. 108)
¢ Web Products (p. 109)

The purpose of this section is to bring summary information about identifiers and authentication for desktop
and web products together in one convenient location. The details are given elsewhere in this guide as
indicated.

Desktop Products

Your desktop product uses identifiers for itself and for customers. For information about when the desktop
product uses each of the identifiers, see Authentication and Parameter Requirements (p. 108).

Product Identifiers

Identifier When Obtained

product token When you register your product (for more information, see Registering Your
Product (p. 60)).

Your ldentifiers

Your desktop product uses none of your own identifiers. Your Access Key ID and Secret Access Key are
not used at all by desktop products. For information about your Access Key ID and Secret Access Key,
see Your AWS Access Credentials (p. 154).

Customer Identifiers

Identifier When Obtained

Access Key ID and | When your desktop product calls Acti vat eDeskt opProduct (p.173).
Secret Access Key Note

The Access Key ID and Secret Access Key work only with AWS service
calls associated with Amazon DevPay. They can't be used for regular
AWS service calls.

activation key When the customer buys your product or goes to the activate URL. The desktop
product then gets the activation key from the customer.

user token When your desktop product calls Act i vat eDeskt opPr oduct . The user token is
not the customer's Access Key ID.

Authentication and Parameter Requirements

Desktop products make calls to both the License Service and Amazon S3. The authentication and
parameter requirements are summarized in the following table.
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Note

The License Service actions typically require other parameters in addition to those listed in the
following table. For a complete list of parameters that an action uses, see the action description

in the API reference.

Service or Action

Act i vat eDeskt opPr oduct

Veri fyProduct Subscri pti onByTokens
(p. 194)

Amazon S3

Web Products

Authentication and Parameter Requirements

REST-Query and SOAP calls do not need to be signed.
The requests must be made over HTTPS.

The request must include the product token and the
activation key. The response includes the customer's user
token, Secret Access Key, and Access Key ID.

REST-Query calls must include the customer's Access
Key ID and be signed using the customer's Secret Access
Key. The requests must be made over HTTPS.

SOAP requests are not allowed for this action.

The request must include the product token and the

customer's user token. The response contains a Boolean
value.

REST calls must include the customer's Access Key ID
and be signed using the customer's Secret Access Key.
They must not use your own Access Key ID and Secret
Access Key.

The REST request must include the product token and
the customer's user token.

Important

Amazon S3 requests that use DevPay must be
REST requests or pre-signed URLSs; SOAP
requests are not supported for DevPay.

Your web product uses identifiers for itself, for you, and for customers. For information about when your
web product uses each of the identifiers, see Authentication and Parameter Requirements (p. 110).

Product Identifiers

Identifier When Obtained

product code When you register your product (for more information, see Registering Your

Product (p. 60)).

product token When you register your product.

Your Identifiers

Identifier When Obtained

Access Key ID and | When you created the AWS developer account that you used to register your
Secret Access Key | product (for more information, see Your AWS Access Credentials (p. 154)).
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Customer Identifiers

Identifier When Obtained

activation key When the customer buys your product or goes to the activate URL. Your web
product then gets the activation key from the customer (alternately, your system
can get it directly from AWS; for more information, see The Activation Key (p. 125)).

persistent identifier | When your web product calls Acti vat eHost edPr oduct (p.177).

(PID)

user token When your web product calls Act i vat eHost edPr oduct .

Unlike desktop products, web products do not use a Secret Access Key and Access Key ID for the
customer; only your Secret Access Key and Access Key ID are used.

Authentication and Parameter Requirements

Web products make calls to both the License Service and Amazon S3. The authentication and parameter
requirements are summarized in the following table.

Note

The License Service actions typically require other parameters in addition to those listed in the
following table. For a complete list of parameters that an action uses, see the topic for the action.

Service or Action

Act i vat eHost edPr oduct

Get Act i veSubscri pti onsByPi d
(p. 182)

Veri f yProduct Subscri pti onByPi d
(p. 190)

Authentication and Parameter Requirements

REST-Query calls must include your Access Key ID and be
signed using your Secret Access Key. The requests must
be made over HTTPS.

SOAP requests must use WS-Security and your X.509
certificate. The requests must be made over HTTPS.

The request must include the product token and the activation
key. The response includes the customer's user token and
persistent identifier (PID).

REST-Query calls must include your Access Key ID and be
signed using your Secret Access Key. The requests must
be made over HTTPS.

SOAP requests must use WS-Security and your X.509
certificate. The requests must be made over HTTPS.

The request must include the customer's persistent identifier
(PID). The response contains a list of product codes.

REST-Query calls must include your Access Key ID and be
signed using your Secret Access Key. The requests must
be made over HTTPS.

SOAP requests must use WS-Security and your X.509
certificate. The requests must be made over HTTPS.

The request must include the product code and the
customer's persistent identifier (PID). The response contains
a Boolean value.
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Service or Action

Amazon S3

Authentication and Parameter Requirements

REST calls and pre-signed URLs must include your Access
Key ID and be signed using your Secret Access Key (like
regular Amazon S3 REST calls or pre-signed URLSs that don't
use DevPay).

The REST request must contain the customer's user token.
The product token is required only if your web product is
using a user token created on or before May 15, 2008. Calls
to Acti vat eHost edPr oduct made after that date return
a new type of user token that eliminates the need to include
the product token in the Amazon S3 request. Pre-signed
URLSs your web product creates must include this new type
of user token and should not include the product token.

Important

Amazon S3 requests that use DevPay must be
REST requests or pre-signed URLSs; SOAP requests
are not supported for DevPay.
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Setting Up Desktop Products

Topics
¢ Prerequisites (p. 112)
¢ Overall Authentication Process (p. 112)
¢ Desktop Product Activation (p. 114)
e Making Amazon S3 REST Calls with Desktop Products (p. 117)
¢ Query String Authentication with Desktop Products (p. 118)
¢ Amazon S3 POST with Desktop Products (p. 118)
¢ Desktop Product Exceptions (p. 119)
¢ Verification of the Customer's Subscription Status (p. 120)

This section describes how desktop products work with Amazon DevPay.

The Amazon DevPay Getting Started Guide discusses sample code that demonstrates how to update a
basic Amazon Simple Storage Service library to work with DevPay.

Prerequisites

To integrate your desktop product with Amazon DevPay, you must have the purchase URL and the
product token for your product, which you receive during product registration. Your product needs to use
them as described in the subsequent sections. For more information about product registration, see
Registering Your Product (p. 60).

Overall Authentication Process

Much of the development required to make your product work with Amazon DevPay involves customer
authentication. Your product must integrate with the License Service, which provides your product with
the necessary authentication credentials for the customer. Your product then uses those credentials and
the product token when making a request for Amazon S3 on behalf of that customer. This enables Amazon
to bill the customer for the usage of your product and the Amazon S3 requests the product makes.

Important

Your DevPay product must create a separate bucket in Amazon S3 for each customer who buys
and uses the product. Each DevPay product can create up to 100 buckets per customer. For
example, a customer who uses three different DevPay products can have up to 300 DevPay
buckets, plus any other buckets created outside of DevPay (i.e., those created with a personal
AWS account).

Once your product has created a bucket and put objects in it, only your product can access that
bucket and the objects in it. For more information about restrictions on data access, see Customer
Access Stored Data (p. 11).

The process for customer authentication is described in the following diagram and corresponding steps.
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Overall Authentication Process for Desktop Products

The customer signs up for the product by clicking the purchase URL you received during product
registration, and as part of the process, the customer:

¢ Logs in with an Amazon.com login (or creates a new login; note that this is a regular
Amazon.com login and not an AWS developer account)

¢ Signs up to use your product
¢ Obtains an activation key required by your product

(2] The customer downloads and installs your product.

('3 ] As part of the installation, or immediately after, the product goes through an activation process:

a. Your product obtains the activation key from the customer. For more information, see The
Activation Key (p. 114).

b. Your product sends a request to the License Service to activate itself and obtain a Secret
Access Key, Access Key ID, and user token for the customer. Your request includes the product
token for your product and the customer's activation key. For more information, see The
Request for Activation (p. 115).

c¢. Your product appropriately stores the credentials it has received so the customer can use the
product seamlessly in the future. For more information, see Credential Storage (p. 115).
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(4] Later, when the customer uses the product, the product makes an Amazon S3 REST request on
behalf of the customer. In the process, the product retrieves and uses the Secret Access Key,
Access Key ID, user token, and the product token for the product. For more information, see
Making Amazon S3 REST Calls with Desktop Products (p. 117).

Note

Amazon S3 requests that use DevPay must be REST requests. SOAP requests are not
supported for DevPay. Alternately, your desktop product could use Amazon S3 POSTs
or pre-signed URLSs to access Amazon S3, but for security reasons, we don't recommend
you use those with a DevPay desktop product. For more information about those methods,
see Query String Authentication with Desktop Products (p. 118) and Amazon S3 POST
with Desktop Products (p. 118).

The next sections give additional details about the process.

Desktop Product Activation

Topics
¢ The Activation Key (p. 114)
¢ The Request for Activation (p. 115)
¢ Credential Storage (p. 115)
e Activation and Subscription Timing (p. 116)

Your desktop product must go through a process of activation before each customer can use it. This
process is part of the overall process desktop products follow to work with Amazon DevPay (for more
information, see Overall Authentication Process (p. 112)).

Activation means the product contacts AWS with a key identifying the customer, and AWS replies with
credentials the product must use when making Amazon Simple Storage Service requests for that customer.
The credentials are valid only for your specific product and for the specific customer. The following sections
describe how activation works.

The Activation Key

To purchase your product, the customer goes through a purchase process, which starts when the customer
clicks the purchase URL (for an example of what the customer sees during the purchase process, see
Appendix: The Customer Purchase Experience (p. 199)). At the end of this process, the customer's browser
splits into two frames. The top frame contains a confirmation for the purchase. The bottom frame contains
the redirect URL you provided during product registration.

Also displayed in the top frame of the browser is an activation key that contains information identifying
the customer and the product. The key looks similar to this: ADMAY7 DVLJ TWHI 76 MVBMQEXAMPLE.

Your desktop product needs the activation key in order to get credentials the product needs for that
customer. The following table describes the typical flow for getting the key.

Process for Getting the Activation Key
1 The redirect URL displays a download link where the customer can download your product.

2 The customer downloads and installs the product.
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3 During the installation, the product prompts the customer for the activation key, indicating
that it was displayed in the top frame of the browser window. The product also indicates
that if the activation key is no longer available (if the customer closed the browser, for
example), the customer can get a new key at the activate URL.

4 The customer pastes the key from the browser into the form your product provides. Or if
the key isn't available that way, the customer clicks the link to the activate URL, logs in with
an Amazon login, gets a new activation key, and pastes it into the form.

Activation keys expire one hour after creation for security reasons.

Important

To successfully activate your product, the activation key your desktop product provides to AWS
must be associated with the product token. In other words, do not provide an activation key that
a customer obtained when signing up for some other product that uses Amazon DevPay besides
yours. Your product should not store activation keys.

The Request for Activation

Once the product has the activation key, it activates itself by requesting the License Service action

Act i vat eDeskt opProduct (p.173).The request must include the product token and the customer's
activation key. The response includes the Secret Access Key, Access Key ID, and user token for the
customer. The Secret Access Key and Access Key ID work only with AWS service calls associated with
DevPay. They can't be used for regular AWS service calls.

No harm occurs if your product activates itself more than once. Each time the product activates itself, the
License Service returns a new Secret Access Key, Access Key ID, and user token for the customer.
There might be times when the product needs to reactivate itself (for more information, see Desktop
Product Exceptions (p. 119)). You should design your product so that it can reactivate itself without requiring
the customer to reinstall the product. In this reactivation case, the product should overwrite the old
credentials with the new credentials received during reactivation.

You can also let a customer install your product on multiple desktops (for example, on a work computer
and on a home computer). Each instance of your desktop product that the customer installs needs to
activate separately and receive its own set of credentials to use when making Amazon S3 calls for the
customer. Activating a second or third computer for a customer doesn't invalidate the credentials from
the first computer's activation. The customer can use the same activation key for each computer, or
different ones (the customer can get a new activation key at any time by going to the activate URL).

The requests to activate your desktop product do not require any special authentication (but they must
be made over HTTPS). If you're creating both a desktop version and web version of your product, be
aware that desktop products don't have to authenticate their requests for the License Service, but web
products do (for more information about web product activation, see The Request for Activation (p. 126)).

Credential Storage

Your product should encrypt and store the Secret Access Key, Access Key ID, and user token on the
customer's file system.

Important

The Secret Access Key, Access Key ID, and user token that your product receives work only
for a specific customer and a specific product. If your customer purchases more than one Amazon
DevPay desktop product, there will be a separate set of credentials for each product. For example,
if customer John Smith purchases DevPay Product A and DevPay Product B, there will be a set
of credentials for John Smith associated with Product A, and another set associated with Product
B. It doesn't matter if he bought both products from you or if one was sold by another vendor.
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You must design your products such that each product separates its credentials on John Smith's
system from any other products' credentials.

Activation and Subscription Timing

When customers sign up for your product, they must provide a credit card. However, they're not officially
subscribed until we confirm the credit card is valid (a process known as vetting). The following diagram
and discussion describe the timing of when the customer is officially subscribed.

Activation
o succeeds here o
(2-15 minutes)
A,

Customer arrives at Vetting succeeds
your re-direct URL L -

'''''''' Subscribed = true
Vetting starts e -

--------- Amazon 53 calls
Subscribed = false succeed

Amazon 83 calls fail

(1] When customers sign up for the product, they're redirected to your URL and receive the activation
key. At that point, we start the process of vetting the card. The customer isn't yet officially
subscribed to the product.

(2] The credit card vetting process usually takes 2 minutes, but can take up to 15 minutes. During
this time, your product can activate the customer and get the customer's credentials. However,
until the vetting succeeds, any calls your product makes to Amazon S3 on behalf of the customer
return an error saying the customer isn't signed up for Amazon S3 (the error is Not Si gnedUp).

('3 ] When the vetting succeeds, the customer is then officially subscribed to your product. Within a
few seconds, Amazon S3 begins to accept your product's requests without returning the
Not Si gnedUp error.

Your should design your product to activate the customer and get the customer's credentials immediately
after the customer is redirected to your URL. We recommend immediate activation because activation
keys have a limited lifetime (one hour).

Once your product has activated the customer, it should wait until the customer is officially subscribed
before sending any requests to Amazon S3. The product can determine the subscription status by polling
Veri f yProduct Subscri pti onByTokens at a regular interval (e.g., 30 seconds). Until the customer
is officially subscribed, the action returns f al se for the subscription status. For more information about
the action, see VerifyProductSubscriptionByTokens (p. 194).

During the credit card vetting period, if customers go to their Application Billing page (at
http://www.amazon.com/dp-applications), they see a message that says "Authorizing your account to
access this application."

If the vetting fails, the customer receives an e-mail (see If the Validation of the Customer's Credit Card
Fails (p. 207)). The customer needs to update the payment method with a valid card. Once the payment
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method is updated, we then vet the new information and switch the customer's subscription status to
t r ue (assuming the vet succeeds). For information about how customers update the payment method,
see Where Customers Manage the Payment Method (p. 55).

Making Amazon S3 REST Calls with Desktop Products

Your product will make calls to the Amazon Simple Storage Service on behalf of a customer. These calls
are part of the overall process desktop products follow to work with Amazon DevPay (for more information,
see Overall Authentication Process (p. 112)).

Your product's Amazon S3 requests must be REST requests. Amazon S3 SOAP requests are not
supported with DevPay. This section describes how to make REST requests.

Alternately, your desktop product could use Amazon S3 POSTs or pre-signed URLSs to access Amazon
S3, but for security reasons, we don't recommend you use those with a DevPay desktop product. For
more information about those methods, see Query String Authentication with Desktop Products (p. 118)
and Amazon S3 POST with Desktop Products (p. 118).

Making a REST request to Amazon S3 with DevPay is similar to making a REST request for Amazon S3
without DevPay. These are the differences:

¢ Your product must include the product token and the user token in the Amazon S3 REST request

¢ Your product must sign the request using the customer's Secret Access Key and provide the customer's
Access Key ID in the request instead of your own

Caution
Do not distribute your own Secret Access Key with your product.

Adding the Tokens to Amazon S3 REST Requests

Each request for Amazon S3 that your desktop product makes on behalf of a customer must be a REST
request that includes the product token for your product and the user token for the customer. You include
the tokens in the REST request by adding two x- anez- securi t y- t oken headers: one to hold the product
token, and one to hold the user token.

The following example shows a basic Amazon S3 PUT request that a product registered with DevPay
could make on behalf of a customer.

PUT/ bucket nane/ obj ect nane HTTP/ 1.0

Content-Length: O

Host: s3. amazonaws.com

Date: Wed, 12 Dec 2007 03:40:41 GMI

Aut hori zation: AWS 0GS7553JW4RRM612K02EXAMPLE: f r JI UNSDYpKDt CL

Cwo/ / yl | gDzgEXAMPLE=

X-ane-security-token: {User Token} AAAHVXN cl Rr bgf QpSykBAXO7g/ zG. ... [l ong encoded
token]. ..

X-ane-security-token: {Product Token}M | BzZTCCATagAW BAgl GARB1ge. ... [l ong encoded
token]. ..

Alternately, you can add a single x- anz- secur i t y- t oken header with the product token and user token
separated by a comma.

Amazon S3 returns two errors related to the user token: Expi r edToken and | nval i dToken. For more
information about the errors Amazon S3 returns, see the Amazon Simple Storage Service Developer
Guide.
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Signing the Amazon S3 REST Request

DevPay requests for Amazon S3 are not anonymous, so they require authentication. In general, you sign
REST requests for Amazon S3 with DevPay the same way you sign REST requests without DevPay.

The main difference between REST requests with and without DevPay is whose credentials you use for
the signature. For requests without DevPay, you use your own credentials. For requests with DevPay,
you use the customer's credentials. This means you include the customer's Access Key ID instead of
your own in the Aut hori zat i on header, and you use the customer's Secret Access Key to create the
signature.

The Amazon S3 documentation instructs you to include all headers that start with x- anz in the string to
sign. This means that you must include the two x- anez- securi t y-t oken headers when creating the
signature. For more information, see the Amazon Simple Storage Service Developer Guide.

Query String Authentication with Desktop Products

Amazon Simple Storage Service users can give direct third-party access to their private Amazon S3 data,
without proxying the request. They do this by constructing a "pre-signed" request and encoding it as a
URL that can be used in a browser. This feature is commonly referred to as query string authentication
or pre-signed URLs. For complete information about the Amazon S3 query string authentication feature,
see the REST authentication section in the Amazon Simple Storage Service Developer Guide.

Caution

Query string authentication is designed for use by web products, not desktop products. Although
it's technically possible that your desktop product could use the feature, we strongly discourage
it because it's a less secure way for your desktop product to access a customer's bucket. Any
request your desktop product makes using query string authentication exposes the product token
in clear text, enabling anyone to get the product token and use it maliciously to your detriment.
Using a regular call without query string authentication doesn't expose the product token in clear
text, making it the more secure option. Web products can make calls using query string
authentication without including the product token if they're using a user token created after May
15, 2008. Desktop products cannot.

If you have a desktop product but still want to use query string authentication, we recommend you enable
a server to run a web (hosted) interface to your product, set up the server to handle query string
authentication, and have your customers use that web interface. Thereafter, to use your product, the
customers could use their desktop client or the web interface (their subscription covers both). In this case,
you need to activate the customer's use of the product twice: once with ActivateDesktopProduct (p. 173)
(for use with the desktop client) and once with ActivateHostedProduct (p. 177) (for use with the web
interface). For more information about creating a DevPay web product, see Setting Up Web

Products (p. 123). For information about using query string authentication with a web product, see Query
String Authentication with Web Products (p. 130).

Amazon S3 POST with Desktop Products

Amazon Simple Storage Service users can upload content directly to Amazon S3 using a web browser
and a POST request. For complete information about the Amazon S3 POST feature, see the section on
browser-based uploads using POST in the Amazon Simple Storage Service Developer Guide.

Caution

The Amazon S3 POST feature is designed for use by web products, not desktop products.
Although it's technically possible that your desktop product could use the feature, we strongly
discourage it because it's a less secure way for your desktop product to put data in a customer's
bucket. An Amazon S3 POST by your desktop product exposes the product token in clear text,
enabling anyone to get the product token and use it maliciously to your detriment. Using a regular
PUT call instead doesn't expose the product token in clear text, making it the more secure option.
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Web products can do a POST without including the product token if they're using a user token
created after May 15, 2008. Desktop products cannot.

If you have a desktop product but still want to use the Amazon S3 POST feature, we recommend you
enable a server to run a web (hosted) interface to your product, set up the server to handle Amazon S3
POSTs, and have your customers use that web interface. Thereafter, to use your product, the customers
could use their desktop client or the web interface (their subscription covers both). In this case, you need
to activate the customer's use of the product twice: once with ActivateDesktopProduct (p. 173) (for use
with the desktop client) and once with ActivateHostedProduct (p. 177) (for use with the web interface). For
more information about creating a DevPay web product, see Setting Up Web Products (p. 123). For
information about using an Amazon S3 POST with a web product, see Amazon S3 POST with Web
Products (p. 132).

Desktop Product Exceptions

The following table lists several types of exceptions that your product must handle.

Exception

Errors related to the
activation key

Description

When the product tries to activate
itself, the activation key the customer

How to Handle

For information about handling these
situations, see Errors (p. 169).

provides could be expired, invalid, or
incorrect. Activation keys expire one
hour after creation.

Reactivate the product (see the
following procedure).

If the user token is invalid or expired,
the Amazon Simple Storage Service
returns an error.

Invalid or expired user
token

When the product tries to retrieve the
customer's credentials, any of them
could be missing.

Reactivate the product (see the
following procedure).

Missing user token,
Secret Access Key, or
Access Key ID

When AWS authenticates an Amazon
S3 request, an authentication error
could occur (e.g., if the wrong key is
used or the credentials are
corrupted).

Authentication Error Reactivate the product (see the

following procedure).

If at any time the product consistently receives an error, the product should attempt to reactivate itself.

Reactivating the Product

Your product must be prepared to reactivate itself when certain exceptions listed in the preceding table
occur.

To reactivate the product

1. Prompt the customer to go to the activate URL to get a new activation key (for an example of this
page, see The Application Activation Page (p. 203)).
Prompt the customer for the new activation key.

3. Request Acti vat eDeskt opProduct (p.173) with the new activation key and other required
parameters.

4. Delete the old user token, Secret Access Key, and Access Key ID for that customer.
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5. Store the new user token, Secret Access Key, and Access Key ID appropriately and use them for
future Amazon S3 requests for that customer.

Verification of the Customer's Subscription Status

When a customer contacts your company for support, the customer service representative might want
to verify whether the customer is still subscribed to your desktop product (customers can cancel use of
your product at any time). This information is available from AWS programmatically. This section describes
how your system gets the information.

Process for Verifying the Customer's Subscription Status

1 When your customer completes the process to buy your product, you get the activation key
for that customer. You can get the activation key in different ways. For more information,
see Obtaining the Activation Key (p. 120).

2 You then request Act i vat eHost edPr oduct (p.177) to obtain a persistent identifier (PID)
for the customer. You store the PID.

Note

You might be thinking that for desktop products, you're supposed to call

Act i vat eDeskt opPr oduct and not Act i vat eHost edPr oduct . This is true if
your goal is to get the credentials your desktop product needs so it can make AWS
requests on behalf of the customer. If your goal is to get a customer PID (which is
required to verify the customer's status), then you need to call

Act i vat eHost edPr oduct . Your desktop product installed on the customer's
system must always call Act i vat eDeskt opPr oduct to get the credentials it
needs. Separately, you can optionally call Act i vat eHost edPr oduct to geta
PID.

3 Later, when your customer support representative needs to verify the status of the customer's
subscription, the representative looks up the PID. Your system makes a request to
Veri fyProduct Subscri pti onByPi d (p. 190) with the PID and the product code for the
product in question. The action's response indicates whether the customer is still subscribed
or has canceled use of your product.

Note
The PID represents the relationship between you (the product owner) and the customer. Even
if a customer buys 10 different products from you, you have only one PID for that customer.

Obtaining the Activation Key

The following table describes the ways your application can get the activation key.
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Method Description

From the redirect URL | You can obtain the activation key without interacting with the customer. At
the end of the sign-up process, the customer's browser window splits into
two frames. The top frame contains a confirmation for the purchase. The
bottom frame contains the redirect URL that you provided when you registered
your desktop product with DevPay, with two values automatically appended
as query parameters: the activation key you need and the product code for
the desktop product the customer just purchased.

For example, if your redirect URL is
http://www.example.com/productActivation.html, the customer would be
redirected to
http://www.example.com/productActivation.html?ActivationKey=<activation
key value>&ProductCode=<product code value>.

You provide an application that retrieves the two values appended to the
redirect URL. The application looks up the product token associated with the
product code. Then the application makes a signed request to the License
Service action Act i vat eHost edPr oduct to get the customer's PID.

If you decide to use this method to retrieve the activation key, you should
design your application to handle the situation when the redirect URL fails.
For more information, see Exception Handling for the Redirect URL (p. 121).

From the customer You can obtain the activation key by prompting the customer to provide it.
The customer can get it from the top frame of the browser; the key is
automatically displayed there. The customer can also generate an activation
key at any time by going to the activate URL. You should provide customers
that URL as an alternate method for obtaining the activation key for you.
They'll be asked to log in with an Amazon.com login.

Note

After your customers purchase your desktop product, they download and install it. During the
installation, the installed product prompts the customer for an activation key (for more information,
see Desktop Product Activation (p. 114)). It doesn't matter if the customer provides a different
activation key than the one your other application obtained and used in the

Act i vat eHost edPr oduct request (see step 2 in the preceding process). The activation key
is just a timestamped, short-lived value that represents the relationship between the customer
and your product. At any time, you can ask the customer to go to http://amazon.com/dp-activate,
log in with an Amazon.com login, and obtain another activation key.

Exception Handling for the Redirect URL

Although the failure rate for the redirect is expected to be low, your application must be prepared to handle
any failure cases. It's plausible the customer could close the browser window and prevent your application
from retrieving the activation key and product code from the redirect. Your application must handle the
situation in which one or both of the parameters are not available through the redirect. See the suggested
actions in the following table.
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Activation
Key
Retrieved

No

Yes

No

Product
Code
Retrieved

Yes

No

No

Suggested Action

Your web page should display the name of the desktop product and prompt
the customer for the activation key, which was displayed in the top frame
of the browser window.

The customer can then either provide the activation key from the top frame
or obtain a new activation key by clicking the activate URL.

In either case, you should provide a way for the customer to paste the
activation key into a form on your page.

Your web page should display a list of your DevPay products and ask the
customer to select the product just purchased (the one the activation key
is associated with).

The customer can then select the product, enabling your application to
retrieve the product token to use in a request for

Act i vat eHost edPr oduct . If the customer chooses the wrong product,
the request fails.

One reason this situation occurs is if the customer closes the browser
window.

Your web page should display a list of your DevPay products and ask the
customer to select the product just purchased (the one the activation key
is associated with). The page should also prompt the customer for the

activation key, which was displayed in the top frame of the browser window.

The customer can then either provide the activation key from the top frame
or obtain a new activation key by clicking the activate URL that you display.
In either case, you should provide a way for the customer to paste the
activation key into a form on your page.
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Setting Up Web Products

Topics

Prerequisites (p. 123)

Overall Authentication Process (p. 123)

Web Product Activation (p. 125)

Making Amazon S3 REST Calls with Web Products (p. 128)
Query String Authentication with Web Products (p. 130)
Amazon S3 POST with Web Products (p. 132)

Web Product Exceptions (p. 135)

Verification of the Customer's Subscription Status (p. 135)

This section describes how web products work with Amazon DevPay.

Prerequisites

To integrate your web product with Amazon DevPay, you must have the following items:

¢ The purchase URL, product code, and product token for your product, which you receive during product
registration. Make sure to associate the product code with the product token in your system, so you
can use the product code to look up the product token. For information about product registration, see

Registering Your Product (p. 60).

¢ Your AWS Secret Access Key and accompanying Access Key ID. You'll be using these credentials to
authenticate requests for the License Service and Amazon Simple Storage Service. You received the
AWS Secret Access Key and Access Key ID when you registered with Amazon Web Services as a
developer. For more information, see Your AWS Access Credentials (p. 154).

Overall Authentication Process

Much of the work required to make your product work with Amazon DevPay involves customer
authentication. You product must integrate with the License Service, which provides your product with a
user token for the specific customer. Your product then includes that user token and the product token
when making a request for the Amazon Simple Storage Service on behalf of that customer. This enables
Amazon to bill the customer for the usage of your product and the Amazon S3 requests the product
makes.

Important

Your DevPay product must create a separate bucket in Amazon S3 for each customer who buys
and uses the product. Each DevPay product can create up to 100 buckets per customer. For
example, a customer who uses three different DevPay products can have up to 300 DevPay
buckets, plus any other buckets created outside of DevPay (i.e., those created with a personal
AWS account).

Once your product has created a bucket and put objects in it, only your product can access that
bucket and the objects in it. For more information about restrictions on data access, see Customer
Access Stored Data (p. 11).

Important
It's your responsibility to design your web product so it can recognize each customer who returns
to your site and retrieve the user token associated with that customer.

The process for customer authentication is described in the following diagram and corresponding steps.
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Customer’s Your Product's Amazon Web
System Web Server Services (AWS)

o Sign up for product

Activation Key I
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Your 9 Activate
Product product

Product .
Token
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usar
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User Token I

_—
Call Amazon
53 with user
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Overall Process of Authentication for Web Products

(1 ] The customer signs up for the product by clicking the purchase URL you received during product
registration. When the customer completes the purchase, AWS generates an activation key for
that customer and makes it available to your server. For more information, see The Activation
Key (p. 125).

& Your product sends an authenticated request to the License Service to activate itself and obtain
a user token for the customer. The request includes the product token for your product and the
activation key. For more information, see The Request for Activation (p. 126).

&y Your product appropriately stores the user token it has received. For more information, see
Storage of the User Token (p. 127). Your product should associate the user token with the customer
who is logged in to your web product.
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(4] Later, when the customer uses the product, the product makes an Amazon S3 REST request on
behalf of the customer. In the process, the product retrieves and includes the customer's user
token and the product token in the request. For more information, see Making Amazon S3 REST
Calls with Web Products (p. 128).

Note

Amazon S3 requests that use DevPay must be REST requests or pre-signed URLS;
SOAP requests are not supported for DevPay.

The product token is optional in REST requests if you have the new version of the user
token that Act i vat eHost edPr oduct began returning after May 15, 2008. Pre-signed
URLs must include this new version of the user token and should not include the product
token.

The next sections give additional details about the process.

Web Product Activation

Topics
¢ The Activation Key (p. 125)
¢ The Request for Activation (p. 126)
¢ Storage of the User Token (p. 127)
¢ Exception Handling for the Redirect URL (p. 127)
e Activation and Subscription Timing (p. 127)

Your web product must go through a process of activation before each customer can use it. This process
is part of the overall process web products follow to work with Amazon DevPay (for more information,
see Overall Authentication Process (p. 123)).

Activation means the product contacts AWS with a key identifying the customer, and AWS replies with a
user token the product must use when making Amazon Simple Storage Service requests for that customer.
The user token is valid only for your specific product and for the specific customer. The following sections
describe how activation works.

The Activation Key

To purchase your product, the customer goes through a purchase process, which starts when the customer
clicks the purchase URL (for an example of what the customer sees during the purchase process, see
Appendix: The Customer Purchase Experience (p. 199)). At the end of this process, the customer's browser
splits into two frames. The top frame contains a confirmation for the purchase. The bottom frame contains
the redirect URL you provided during product registration.

When the purchase is complete, AWS generates an activation key that contains information identifying
the customer and the product. The key looks similar to this: ADMAY7DVLJ TWHI 76 MVBVEXAMPLE.

Your web product needs the activation key in order to get the user token for the customer. The following
table describes the different ways AWS makes the key available; you can use any of the ways to get the
activation key.

Method Description

Displayed in the top AWS automatically displays the key in the top frame of the browser.

frame of the customer’s | The first time the customer uses your web product, it prompts the customer

browser to copy and paste the key from the browser window into a form the product
provides.
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Method Description

Appended to the redirect | AWS automatically appends the activation key to the redirect URL as a query
URL parameter, along with the product code.

For example, if your redirect URL is
http://www.example.com/productActivation.html, the customer would be
redirected to
http://www.example.com/productActivation.html?ActivationKey=<activation
key value>&ProductCode=<product code value>.

You have an application that retrieves the activation key and product code.
This method is invisible to the customer and provides a friendlier experience.
However, if you choose this method to obtain the activation key, you must
design your system to handle some possible exceptions. For more information,
see Exception Handling for the Redirect URL (p. 127).

Provided at the activate | AWS provides a URL (http://www.amazon.com/dp-activate) where the

URL customer can go to obtain a new activation key at any time (for an example
of this page, see The Application Activation Page (p. 203)). You should display
the activate URL any time you prompt the customer for the activation key. If
you choose to use one of the other methods in this table, implement this one
as an alternate in case the other method fails.

Activation keys expire one hour after creation for security reasons.

Important

To successfully activate your product, the activation key you provide during activation must be
associated with the product token. In other words, do not provide an activation key that a customer
obtained when signing up for some other product that uses DevPay besides yours. Your product
should not store activation keys.

The Request for Activation

Once the application has the activation key and product code, it looks up the product token associated
with the product code. The application then makes a signed request to the License Service action

Act i vat eHost edPr oduct (p.177). The request must include the product token for the customer and
the customer's activation key. The response includes the user token for the customer.

Note

The product calls Act i vat eHost edPr oduct to activate itself when the customer initially signs
in to use the product. The product might require reactivation at other times. For more information,
see Web Product Exceptions (p. 135).

The requests for Act i vat eHost edPr oduct must be authenticated as follows:

¢ REST-Query Requests—With an HTTPS request and an HMAC-SHA1 signature created with your
Secret Access Key
For more information and instructions, see Authentication of REST-Query Requests (p. 155).

¢ SOAP Requests—With an HTTPS request and a digital signature using the standard X.509 WS-Security
profile
Your product must sign the SOAP message (the body and time stamp) with your private key. The
request must include your X.509 certificate in the SOAP header. For more information about calling
the License Service using SOAP, see Authentication of SOAP Requests (p. 162).
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Storage of the User Token

The user token must be available and ready to use each time the product makes an Amazon Simple
Storage Service request on behalf of the customer. We recommend your product encrypt the user token
and store it securely. If the user token is ever missing, the product must get a new one. For more
information, see Web Product Exceptions (p. 135).

Important
It's your responsibility to design your web product so it can recognize each customer who returns
to your site and retrieve the user token associated with that customer.

Exception Handling for the Redirect URL

Although the failure rate for the redirect is expected to be low, your application must be prepared to handle
any failure cases. It's plausible the customer could close the browser window and prevent your application
from retrieving the activation key and product code from the redirect. Your application must handle the
situation in which one or both of the parameters are not available through the redirect. See the suggested
actions in the following table.

Activation Key Product Code Suggested Action
Retrieved Retrieved
No Yes Your web page displays the name of the web product and

prompts the customer for the activation key, which was
displayed in the top frame of the browser window. The
customer either provides the activation key from the top frame
or obtains a new activation key by clicking the activate URL
that you display. In either case, you need to provide a way
for the customer to paste the activation key into a form on
your page.

Yes No Your web page should display a list of your DevPay products
and ask the customer to select the product just purchased
(the one the activation key is associated with).

The customer can then select the product, enabling your
application to retrieve the product token to use in a request
for Act i vat eHost edPr oduct . If the customer chooses the
wrong product, the request fails.

No No Your web page should display a list of your DevPay products
and ask the customer to select the product just purchased
(the one the activation key is associated with). The page
should also prompt the customer for the activation key, which
was displayed in the top frame of the browser window.
The customer can then either provide the activation key from
the top frame or obtain a new activation key by clicking the
activate URL that you display.
In either case, you should provide a way for the customer to
paste the activation key into a form on your page.

Activation and Subscription Timing

When customers sign up for your product, they must provide a credit card. However, they're not officially
subscribed until we confirm the credit card is valid (a process known as vetting). The following diagram
and discussion describe the timing of when the customer is officially subscribed.
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Activation
o succeeds here o
(2-15 minutes)
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Customer arrives at Vetting succeeds
your re-direct URL L -
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Vetting starts e -

--------- Amazon 53 calls
Subscribed = false succeed

Amazon 83 calls fail

(1] When customers sign up for the product, they're redirected to your URL and receive the activation
key. At that point, we start the process of vetting the card. The customer isn't yet officially
subscribed to the product.

(2] The credit card vetting process usually takes 2 minutes, but can take up to 15 minutes. During
this time, your product can activate the customer and get the customer's credentials. However,
until the vetting succeeds, any calls your product makes to Amazon S3 on behalf of the customer
return an error saying the customer isn't signed up for Amazon S3 (the error is Not Si gnedUp).

('3 ] When the vetting succeeds, the customer is then officially subscribed to your product. Within a
few seconds, Amazon S3 begins to accept your product's requests without returning the
Not Si gnedUp error.

Your should design your product to activate the customer and get the customer's credentials immediately
after the customer is redirected to your URL. We recommend immediate activation because activation
keys have a limited lifetime (one hour).

Once your product has activated the customer, it should wait until the customer is officially subscribed
before sending any requests to Amazon S3. The product can determine the subscription status by polling
Veri f yProduct Subscri pti onByPi d at a regular interval (e.g., 30 seconds). Until the customer is
officially subscribed, the action returns f al se for the subscription status. For more information about the
action, see VerifyProductSubscriptionByPid (p. 190).

During the credit card vetting period, if customers go to their Application Billing page (at
http://www.amazon.com/dp-applications), they see a message that says "Authorizing your account to
access this application."

If the vetting fails, the customer receives an e-mail (see If the Validation of the Customer's Credit Card
Fails (p. 207)). The customer needs to update the payment method with a valid card. Once the payment
method is updated, we then vet the new information and switch the customer's subscription status to

t r ue (assuming the vet succeeds). For information about how customers update the payment method,
see Where Customers Manage the Payment Method (p. 55).

Making Amazon S3 REST Calls with Web Products

Your product will make calls to the Amazon Simple Storage Service on behalf of a customer. These calls
are part of the overall process web products follow to work with Amazon DevPay (for more information,
see Overall Authentication Process (p. 123)).
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Your product's Amazon S3 requests must be REST requests, Amazon S3 POSTSs, or pre-signed URLS.

Amazon S3 SOAP requests are not supported with Amazon DevPay. This section describes how to make
REST requests. For information about using pre-signed URLs with your web product, see Query String

Authentication with Web Products (p. 130). For information about using Amazon S3 POSTs with your web
product, see Query String Authentication with Web Products (p. 130).

Making a REST request to Amazon S3 with DevPay is similar to making a REST request for Amazon S3
without DevPay. The only difference is that your product must include the product token and the user
token in the Amazon S3 request. This has implications for forming the request and for signing the request.

Important

For web products only, the product token is optional in the REST request if the web product is
using the new version of the user token that ActivateHostedProduct (p. 177) began returning after
May 15, 2008. To ensure that a web product user token is the new version, use the
RefreshUserToken (p. 185) action.

Adding the Tokens to Amazon S3 REST Requests

Each Amazon S3 REST request that your web product makes on behalf of a customer must include the
customer's user token. You include the user token in the REST request by adding an
X-anz-security-token header. If you need to pass the product token, you can use the same header
and include both the user token and the product token separated by a comma. Alternately, you can include
a second x- anz- security-token header with the product token.

Important

If your web product has a user token created on or before May 15, 2008, each Amazon S3 REST
request from your product must include the product token. Calls to Act i vat eHost edPr oduct
made after that date return a new type of user token that eliminates the need to include the
product token in the Amazon S3 request.

The following example shows a basic Amazon S3 PUT request that a product registered with DevPay
could make on behalf of a customer.

PUT/ bucket nane/ obj ect nane HTTP/ 1.0

Content-Length: O

Host: s3. amazonaws.com

Date: Sat, 17 May 2008 03:40:41 GV

Aut hori zation: AW 0GS7553JW/4RRVM612KO02EXAMPLE: f r J1 UNSDYpKDt OL

Cwo/ / yl | qDzgEXAMPLE=

X-ane-security-token: {UserToken} AAAHVXN cl Rr bgf QpSykBAXO7g/ zG ... [l ong encoded
token]. ..

X-ane-security-token: {Product Token}M | BzZTCCATagAW BAgl GARBlge. ... [l ong encoded
token]. ..

Amazon S3 returns two errors related to the user token: Expi r edToken and | nval i dToken. For more
information about the errors Amazon S3 returns, see the Amazon Simple Storage Service Developer
Guide.

Signing the Amazon S3 REST Request

DevPay requests for Amazon S3 are not anonymous, so they require authentication. You sign the request
essentially the same way you sign a request without DevPay. You still use your own Secret Access Key
and Access Key ID.

The Amazon S3 documentation instructs you to include all headers that start with x- anz in the string to
sign. This means that you must include any x- anz- securi t y-t oken headers when creating the
signature. For more information, see the Amazon Simple Storage Service Developer Guide.
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Query String Authentication with Web Products

Topics
« Before You Begin (p. 130)
e Scope of Use (p. 130)
¢ Access to Data with Pre-Signed URLs (p. 130)
¢ Who Pays for Data Access Using Query String Authentication? (p. 130)
¢ Using a Pre-Signed URL (p. 131)

Amazon Simple Storage Service users can give direct third-party access to their private Amazon S3 data,
without proxying the request. They do this by constructing a pre-signed request and encoding it as a URL
that can be used in a browser. This feature is commonly referred to as query string authentication or
pre-signed URLSs. This section describes the special work your Amazon DevPay web product must do to
use this feature.

Before You Begin

We assume that you are familiar with using Amazon S3 query string authentication. If you're not, go to
the REST authentication section of the Amazon Simple Storage Service Developer Guide and read about
it, and then come back to this section.

Scope of Use

Query string authentication is designed for use with DevPay web products and not DevPay desktop
products. If you currently have a desktop product and want to use query string authentication, we
recommend you enable a server to run a web (hosted) interface to your product, set up the server to
handle query string authentication, and have your customers use the web interface. Thereafter, to use
your product, the customers can either use the desktop client or the web interface (their subscription
covers both). In this case, you need to activate the customer's use of the product twice: once with
ActivateDesktopProduct (p. 173) (for use with the desktop client) and once with
ActivateHostedProduct (p. 177) (for use with the web interface).

The primary use case for query string authentication is for GETs in a web browser, although you can also
use it programmatically with GETs, PUTs, or DELETEsS.

Access to Data with Pre-Signed URLs

Your web product can make the pre-signed URL available to one person, multiple people, or the entire
public. The person clicking the URL does not need to be subscribed to your DevPay product or use the
URL through your DevPay web product. Anyone can click a pre-signed URL to download data from the
customer's Amazon S3 bucket. This is an exception to the Amazon DevPay data sharing policy (for more
information about data sharing, see Customer Access Stored Data (p. 11)).

Who Pays for Data Access Using Query String Authentication?

Pre-signed URLSs are just another way to download data from the customer's bucket. It might be the
customer, or someone else, who uses the pre-signed URL to download data. However, the customer
pays the price you specify for downloading objects with your DevPay product (the exception to this is if
the bucket is a requester pays bucket; for more information, see Using Amazon S3 Requester Pays with
DevPay (p. 142)). Likewise, you pay AWS for the corresponding Amazon S3 costs that you would for
downloading objects for the customer. If your web product makes the pre-signed URL available to the
general public (for example), millions of people could click the URL and download the object, causing
you and your customer to incur the corresponding costs, which could be significant. Keep this in mind
when deciding who your web product gives the pre-signed URL to and how long the URL will be valid.
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Downloads that originate with a pre-signed URL are included in the download usage statistics and dollar
amount the customer sees on the Application Billing page.

Using a Pre-Signed URL
The following table describes the basic process to use a pre-signed URL with your DevPay web product.
Process for Using a Pre-Signed URL

1 Make sure your web product has the required version of the user token.
For more information, see The Required Version of the User Token (p. 131).

2 Create the URL according to the instructions in the Amazon Simple Storage Service Developer
Guide, with the specific changes required for DevPay products.

For more information, see Changes to the URL (p. 131).

The Required Version of the User Token

To make query string authentication work with your web product, you must use a particular version of the
web product user token, which ActivateHostedProduct (p. 177) began returning after May 15, 2008. This
version of the user token lets you omit the product token from the request, which is desirable because
it's a security risk to send the product token in clear text in the URL. Use the RefreshUserToken (p. 185)
action to ensure your web product has the required version of the user token.

Your web product can still use the original version of the user token in requests that don't use query string
authentication. In that case, the web product must continue to include the product token in the request.
The newer user token is compatible with older requests so you don't have to reconstruct them. That is,
if you have refreshed the user token, you can still send it together with the product token even though
the product token is no longer required.

Changes to the URL

When creating a pre-signed URL for a DevPay bucket, you must add the query parameter
X-ane-security-token to pass the user token and include the user token when creating the signature.
The example that follows shows the x- anz- securi t y-t oken parameter in the request.

The instructions for creating a signature for query string authentication tell you to include any headers
that start with x- anz. When creating the string to sign, you treat the x- anz- securi t y-t oken query
parameter as if it were a header, so that the signature includes the user token. Your web product also
must use your Access Key ID and Secret Access Key to create the signature, as it does for all Amazon
S3 requests it makes on behalf of the customer.

Important
Remember to URL encode the user token when including it as a query parameter in the URL,
but not to URL encode it when including it in the string to sign.
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Example Request

The following example shows an example pre-signed URL that you would use in a web browser. This
URL gets the / phot os/ puppy. j pg object from the customer's bucket. The presence of the user token
enables AWS to bill the customer for the GET request. Line breaks have been added and the user token
has been shortened to make the URL easier to read.

http://johnsm th. s3. anazonaws. coni phot os/ puppy. j pg
?x-anz-security-token={User Token} BAAPXRKI . . . Kczg==
&AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur e=vj byPxybdZaNmz %2 By %8 DEXAMPLE

&Expi res=1141889120

The following example shows the same request in the format that you would use with a programmatic
GET.

GET / phot os/ puppy. j pg?x- anz-security-token={User Token} BAAPXRKI . . . Kczg==&
AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE&
Si gnat ur e=vj by PxybdZaNmGa%2 By %8 DEXAMPLE&
Expi res=1141889120 HITP/ 1.1

Host: johnsmi th.s3. amazonaws. com

Amazon S3 POST with Web Products

Topics
* Before You Begin (p. 132)
¢ Scope of Use (p. 132)
¢ Access to Buckets with a POST (p. 133)
¢ Who Pays for Data Upload Using POST? (p. 133)
¢ Changes to the POST for DevPay (p. 133)

Amazon Simple Storage Service users can upload content directly to Amazon S3 using a web browser
and a POST request. This section describes the special work your Amazon DevPay web product must
do to use this feature.

Before You Begin

We assume that you're familiar with using Amazon S3 POST. If you're not, go to the Amazon Simple
Storage Service Developer Guide and read the section on browser-based uploads using POST, and then
come back to this section.

Scope of Use

The Amazon S3 POST feature is designed for use by DevPay web products and not DevPay desktop
products. If you currently have a desktop product and want to use the POST feature, we recommend you
enable a server to run a web (hosted) interface to your product, set up the server to handle Amazon S3
POSTs, and have your customers use that web interface. Thereafter, to use your product, the customers
could use their desktop client or the web interface (their subscription covers both). In this case, you need
to activate the customer's use of the product twice: once with ActivateDesktopProduct (p. 173) (for use
with the desktop client) and once with ActivateHostedProduct (p. 177) (for use with the web interface).
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Access to Buckets with a POST

Your web product can make the POST form available to one person, multiple people, or the entire public.
The person using the form does not need to subscribe to your DevPay product. This is an exception to
the Amazon DevPay data sharing policy (for more information about data sharing, see Customer Access
Stored Data (p. 11)).

Who Pays for Data Upload Using POST?

Amazon S3 POST is just another way to upload data to the customer's bucket. It might be the customer,
or someone else who uses the POST form to upload data. However, the customer pays the price you
specify for uploading objects with your DevPay product. Likewise, you pay AWS for the corresponding
Amazon S3 costs that you would for uploading objects for the customer.

Uploads that originate with an Amazon S3 POST are included in the upload usage statistics and dollar
amount the customer sees on the Application Billing page.

Changes to the POST for DevPay

With a POST, your web product provides the customer with a web page containing an HTML form. When
the customer clicks the button on the page to upload the object, the page POSTs the HTML form to
Amazon S3. The form includes a policy that your web product constructs. This policy dictates any
restrictions on the content the customer wants to upload. Amazon S3 validates the content against the
policy to make sure it meets your conditions.

When creating the policy and the HTML form, your web product must include two additional items required
for DevPay products:

¢ The x- anz-security-token field in the HTML form

e The x- anez-securi ty-token field in the policy itself

The value for both of the fields must be the user token.

Important

Before the update to Amazon DevPay on May 15, 2008, you were required to provide both the
user token and the product token (separated by a comma) as the value for the
X-anz-security-token field. You can still do that. However, your web product is no longer
required to provide the product token if it's using the user token version that
ActivateHostedProduct (p. 177) began returning as of May 15, 2008. Because it's a security risk
to send the product token in clear text in the request, we recommend your web product use this
newer version of the web product user token and omit the product token when performing POSTs.
Use the RefreshUserToken (p. 185) action to ensure you have the latest version of the web
product user token.
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Example Policy

The following example policy shows the required x- anez- securi ty-t oken field with an example user
token (the token has been shortened for readability).

{
"expiration": "2008-05-01T12: 00: 00. 000Z",

"conditions": [

{"bucket": "johnsmith"},

["starts-with", "$key", "user/eric/"],

{"acl": "public-read"},

{"success_action_redirect": "http://johnsmth.s3. amazonaws. coni success

ful _upload. htm "},
{"x-ane-security-token": "{UserToken}BA4PXRKI .. .Kczg=="},

["starts-with", "$Content-Type", "inage/"],
{"x-ane-neta-uuid": "1436512EXAMPLE"},
["starts-with", "$x-anez-neta-tag", ""]

Example HTML Form

The following example HTML form shows the required x- anz- securi t y-t oken field with an example
user token (the token has been shortened for readability).

<html >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />
</ head>
<body>
<formaction="http://johnsmth.s3.anmazonaws. com " net hod="post" enctype="mu
tipart/formdata">
Key to upload: <input type="input" nane="key" value="user/eric/" [><br />
<i nput type="hi dden" nane="acl" val ue="public-read" />
<i nput type="hi dden" nane="success_action_redirect" value="http://johns
m t h. s3. anazonaws. conf successful _upl oad. htm ™ />
Cont ent - Type: <input type="input" name="Content-Type" val ue="i mage/j peg"
/><br />

<i nput type="hi dden" nane="x-anz-neta-uuid" val ue="1436512EXAMPLE" />
Tags for File: <input type="input" name="x-anez-meta-tag" value="" [><br />

<i nput type="hi dden" name="AWSAccessKeyl d" val ue="AKI Al OSFODNN7EXAMPLE" />

<i nput type="hi dden" name="Policy" val ue="<policy goes here>" />
<i nput type="hi dden" nanme="Signature" val ue="<signature goes here>" />
<i nput type="hi dden" name="x-anz-security-token" val ue="{User
Token} BAAPXRKI . . . Kczg==" />
File: <input type="file" name="file" /> <br />
<l-- The elenents after this will be ignored -->
<i nput type="submit" name="submit" val ue="Upl oad to Amazon S3" />
</forne

</htm >
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Web Product Exceptions

The following table lists several types of exceptions that your product must handle.

Exception

Errors related to the
activation key

Invalid or expired user
token

Missing user token

Description

When the product tries to activate
itself, the activation key the customer
provides could be expired, invalid, or
incorrect. Activation keys expire one
hour after creation.

If the user token is invalid or expired,
the Amazon Simple Storage Service
returns an error.

When the product tries to retrieve the
user token, it could be missing.

How to Handle

For information about handling these
situations, see Errors (p. 169).

Reactivate the product (see the

following procedure).

Reactivate the product (see the
following procedure)

If at any time the product consistently receives an error, the product should attempt to reactivate itself.

Reactivating the Product

Your product must be prepared to reactivate itself when certain exceptions listed in the preceding table

occur.

To reactivate the product

1. Prompt the customer to go to the activate URL to get a new activation key (for an example of this
page, see The Application Activation Page (p. 203)).

a r w DN

Prompt the customer for the new activation key.

Delete the old user token for that customer.

Request Act i vat eHost edPr oduct (p.177) with the new activation key and other required parameters.

Store the new user token appropriately and use it for future Amazon S3 requests for that customer.

Verification of the Customer's Subscription Status

When a customer contacts your company for support, the customer service representative might want
to verify whether the customer is still subscribed to your web product (customers can cancel use of your
product at any time). This information is available from AWS programmatically. This section describes
how your system gets the information.

Process for Verifying the Customer's Subscription Status

1 The first time the customer goes to your web product in a browser and logs in to use it, your
product goes through an activation process (for more information, see Web Product
Activation (p. 125)). As part of this process, the product obtains an activation key for the
customer and requests Act i vat eHost edPr oduct (p. 177).

2 The response from Act i vat eHost edPr oduct includes a persistent identifier (PID) for the
customer. Your product stores the PID.
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Later, when your customer support representative needs to verify the status of the customer's
subscription, the representative looks up the PID. Your system makes a request to

Veri fyProduct Subscri pti onByPi d (p. 190) with the PID and the product code for the
product in question. The action's response indicates whether the customer is currently
subscribed or has canceled use of your product.

Note
The PID represents the relationship between you (the product owner) and the customer. Even
if a customer buys 10 different products from you, you have only one PID for that customer.
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Using Amazon S3 Copy with DevPay

The Amazon Simple Storage Service lets you copy an object. For more information about the Amazon
S3 copy feature, go to the section about copying objects in the Amazon Simple Storage Service Developer
Guide.

To understand how DevPay products can use the copy feature, think of the copy operation as two steps:
the DevPay product reads the object from the source bucket and then writes the object to the destination
bucket. Amazon S3 requires your product to use the same Secret Access Key and Access Key ID for
both steps. Therefore, the DevPay product must have access to the required credentials for the owner
of the source bucket and the owner of the destination bucket.

AWS also has rules about data access with DevPay products (for more information, see Customer Access
Stored Data (p. 11)). These rules affect how your DevPay product can use the copy feature.

Taking into account the preceding requirements, your product can:

« Copy an object to the same bucket
« Copy an object to another bucket that your product has created and is owned by the same customer

« Copy an object to another bucket that your product has created and is owned by a different customer
This works only if your product created both the source and destination buckets (i.e., both customers
used your product to create their buckets) and the required Amazon S3 access control is enabled. For
example, Bob can copy an object from Alice's bucket to his own bucket if he and Alice are both using
your DevPay product and Alice has given him permission to read her object using the Amazon S3
access control lists. Likewise, Alice can copy her object to Bob's bucket if Bob has given Alice write
permission for his bucket.

By contrast, your product cannot:

¢ Copy an object to a bucket created by another DevPay product, even if you own both products and the
same customer owns both buckets

« Copy an object between a bucket created by a DevPay product and a bucket not created by a DevPay
product

The customer who sends the PUT request for the copy is charged your product's price for the copy
request. The customer who owns the bucket where the copy is stored is charged your product's price for
the copy storage. AWS doesn't charge for bandwidth related to copying, so you are charged only for the
normal Amazon S3 PUT request and storage charges whenever your customers copy objects.
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Using Amazon S3 Logs with DevPay

Topics
« Before You Begin (p. 138)
e Overview (p. 138)
* Who Pays for Log File Storage and Download? (p. 138)
e Access to Log Files (p. 139)
¢ Setting Up and Using Logs (p. 139)
e Sharing Log Files (p. 139)

This section covers how Amazon DevPay products can produce reports for customers based on the
Amazon Simple Storage Service server access logs.

Before You Begin

We assume you understand how Amazon S3 server access logs work and how Amazon S3 access control
lists (ACLs) work. If you aren't already familiar with Amazon S3 logs or ACLs, we recommend you read
about them in the Amazon Simple Storage Service Developer Guide first and then come back to this
section.

Overview

You might want your Amazon S3 DevPay product to give your customers reports related to their use of
Amazon S3. Your product can use the information in the Amazon S3 server access logs to produce those
reports. Each record in a bucket's server access log contains details about an individual Amazon S3
request on that bucket, such as the request type, the resource the request worked with, and the date and
time the request was processed.

When you enable logging for a bucket (the source bucket), you specify where you want the logs to be
delivered (the target bucket), and Amazon S3 aggregates available log records into log files and delivers
them to the target bucket (typically every few hours). The target bucket can be the same as the source
bucket or a different bucket. However, the same Amazon S3 user must own both the source and target
buckets.

Note
Because Amazon S3 requires the same user to own both the source and target buckets, you
can't create a single bucket in Amazon S3 to hold all the log files for all your DevPay customers.

Who Pays for Log File Storage and Download?

Log files are essentially just objects in a customer's bucket, so the customer pays the same price you
charge for storing objects and downloading objects with your DevPay product. Likewise, you pay AWS
for the corresponding Amazon S3 costs that you would for storing objects for the customer. AWS does
not charge to enable logging on a bucket, and there is no data transfer charge for log file delivery to the
customer's target bucket.

Because log files are just like other objects in the bucket, any log file storage or access that your DevPay
product performs is included in the usage statistics and dollar amount the customer sees on the Application
Billing page. You should design your product to access the log files efficiently and delete the files as soon
as they are no longer needed so that you minimize costs to the customer.
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Access to Log Files

Because log files are essentially just like the other objects in the customer's bucket, your product accesses
them on behalf of the customer the same way it accesses any other object in the bucket (using the
customer credentials your product obtained from a call to the License Service). Objects in the customer's
bucket (including log files) can be accessed only through your DevPay product (for more information, see
Customer Access Stored Data (p. 11)).

Your DevPay product can use the Amazon S3 access control functionality to share any object in the
customer's bucket with other users of your DevPay product. Likewise, the product can give other users
of your product access to the log files. The important thing to remember is that all requests to access
content in either the source or target bucket must come from your DevPay product. For example, your
customer or another Amazon S3 user who has permission to access data in either bucket can't get access
by using the Amazon S3 Firefox plugin. They must use your product.

Setting Up and Using Logs

This section lists the tasks your product must perform to enable and use logs, and to share logs with
other Amazon S3 users. It is assumed that the target bucket already exists. For specific instructions on
how your product uses the Amazon S3 API to execute these tasks, see the Amazon Simple Storage
Service Developer Guide.

Basic Process for Enabling Logging and Using Logs

1 Your product sets up the target bucket.

This consists of setting the bucket's ACL to grant WRI TE and READ_ACP permissions to the
Amazon S3 log delivery group. This lets Amazon S3 deliver the logs to the target bucket.

2 Your product enables logging on the source bucket.
This consists of modifying the source bucket's BucketLoggingStatus resource.

3 Amazon S3 produces log files and puts them in the target bucket.

4 Your product gets the log files, produces the report for the customer, and deletes the log files.

Sharing Log Files

The following table describes what your product must do to share logs with another user of your product.
For specific instructions on how your product uses the Amazon S3 API to execute these tasks, see the
Amazon Simple Storage Service Developer Guide.

You might want another user of your product to have the ability to read and delete the log files in the
target bucket. That user also needs to be able to list the objects in the bucket to know which log files are
available to read and delete.

To give the other user these abilities, your DevPay product grants the following Amazon S3 permissions:

¢ READ on the target bucket (which enables listing all the objects in the bucket)
* WRI TE on the target bucket (which enables deleting the log files and any other objects in the bucket)

« READ on the BucketLoggingResource for the source bucket (which enables the user to read only the
logs—any other objects in the target bucket can't be read)

The following XML snippet shows an example of the Gr ant elements your product adds to the target
bucket's ACL to allow the log delivery group to write the log files.
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To help you understand how sharing works for log files, this example also shows grants related to sharing
log files with another user of your product with the AWS account login user @xanpl e. com The two
grants are the READ and WRI TE permissions that let the user list the contents of the target bucket and
delete objects from the bucket. The XML snippet that follows this one shows the additional grant required
to let the user actually read the log files.

For complete information about using Amazon S3 access control policies, go to the Amazon Simple
Storage Service Developer Guide.

Example XML for Setting Up the Target Bucket

<G ant >
<G antee xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schera- i nst ance"
Xsi :type="G oup">
<URI >htt p: // acs. amazonaws. coni gr oups/ s3/ LogDel i very</ URI >
</ G ant ee>
<Per m ssi on>WRI TE</ Per i ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schemra- i nst ance"
Xsi :type="G oup">
<URI >htt p: // acs. amazonaws. coni gr oups/ s3/ LogDel i very</ URI >
</ Grant ee>
<Per m ssi on>READ_ACP</ Per m ssi on>

</ Grant >

<l-- The following grants let the user list and delete the objects in the
bucket -->

<G ant >

<G antee xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schera- i nst ance"
xsi : type="AmazonCust ormer ByEmai | " >
<Enmai | Addr ess>user @xanpl e. conx/ Ermai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per m ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schemra- i nst ance"
xsi : type="AmazonCust ormer ByEmai | " >
<Enmi | Addr ess>user @xanpl e. conx/ Ermai | Addr ess>
</ Grant ee>
<Per m ssi on>WRl TE</ Per i ssi on>
</ Grant >

The following XML snippet shows an example of the Bucket Loggi ngSt at us element your product
provides to enable logging on the source bucket. This example:

¢ Uses the Tar get Bucket element to set the target bucket to CustomerA_LogBucket

¢ Uses the Tar get Pr ef i x element to add the literal string Cust oner A- access_I| og- as a prefix to
the name of all the log files

This example also continues with the preceding example of showing how to share log files with the
user @xanpl e. comuser. The following XML includes a READ grant that lets the user actually read the
log files.

For complete information about using the Bucket Loggi ngSt at us element, go to the Amazon Simple
Storage Service Developer Guide.
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Example XML for Enabling Logging on the Source Bucket

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >Cust omer A_LogBucket </ Tar get Bucket >
<Tar get Pr ef i x>Cust omer A- access_I| og-/ </ Tar get Pref i x>

<I-- The following grant lets the user read only the log files in the
target bucket -->
<Tar get G ant s>
<G ant >
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
xsi : type="AmazonCust ormer ByEmai | " >
<Emai | Addr ess>user @xanpl e. conx/ Emai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ G ant >
</ Tar get G ant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>
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Using Amazon S3 Requester Pays with DevPay

Topics
¢ Overview of Amazon S3 Requester Pays (p. 142)
¢ Using Requester Pays with DevPay to Sell Data (p. 142)

This section describes how the Amazon Simple Storage Service Requester Pays feature works with
Amazon DevPay.

Overview of Amazon S3 Requester Pays

Typically, the owner of an Amazon S3 bucket pays all the costs associated with that bucket (for storage,
data transfer, and requests). However, Amazon S3 lets a bucket owner designate a bucket as a Requester
Pays bucket. This means that each requester who accesses objects in that particular bucket pays for
their own data transfer and request costs. The bucket owner still pays the storage costs.

This scenario is useful for Amazon S3 users who want to let the public access objects in their buckets,
but don't want to pay the data transfer and request costs. Essentially the bucket owner designates the
bucket as a Requester Pays bucket, and then requesters add the x- anz- r equest - payer =r equest er
header to the GET requests to indicate that they agree to pay for the data transfer and requests. For
signed URLs, you include r equest Payer =r equest er in the query string. For more information about
Requester Pays buckets, go to Requester Pays Buckets in the Amazon Simple Storage Service Developer
Guide.

Using Requester Pays with DevPay to Sell Data

The Requester Pays feature (used alone) lets you give other Amazon S3 users access to your data, but
you can't make a profit; you can only avoid paying data transfer and request costs.

DevPay (used alone) lets you give access to your data to anyone who is signed up for your product
(regardless if they're Amazon S3 users). But because the DevPay bucket isn't a Requester Pays bucket,
you (as the owner of the bucket) still pay for data transfer and requests (at the DevPay product's price).

You need to use DevPay together with a Requester Pays bucket if you want to charge people a premium
to download your data (the overall process is described in Selling Your Data (p. 146)). Note that because
you're using DevPay, your customers don't have to be Amazon S3 users.

When you register your DevPay product, you specify the price you want customers to pay to download
the data. The price could include a monthly fee, a mark-up on the data transfer out costs, and a mark-up
on the GET request costs. Because the bucket is a Requester Pays DevPay bucket, the customers pay
for the data transfer and requests according to your DevPay product's price when they download your
data.

Important

No matter how you price your product, keep in mind that you're still responsible for all AWS costs
your customers incur, including AWS costs for data transfer and requests (even though the
bucket is a Requester Pays bucket). In other words, your customers pay you your premium to
download the data, but you still pay the basic AWS costs for that download.

Note
When you use DevPay with your Requester Pays bucket, your customers download your data
to a location outside Amazon S3. They don't copy the data from your bucket to theirs.

If you want to use DevPay with a Requester Pays bucket to sell your data, there are some important data
access and pricing considerations you need to understand.
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Data Access

If you want to use DevPay to charge people to download your data, then everyone who accesses the
bucket must be using the same DevPay application to access it (both you and your customers; for more
information, see Customer Access Stored Data (p. 11)). By same DevPay application, we mean tools
that use the same DevPay product code. You and your customers don't all have to be using the same
specific tool; for example, you could create a tool for your own use to upload data, and a separate tool
for your customers to download data. However, both of these tools must use the same DevPay product
code.

This restriction on data access means you must sign up for your own DevPay product and become a
customer. So (as illustrated in the following figure), you play two roles: You're the DevPay product owner,
and you're a customer who owns the Requester Pays bucket. The fact that you play two different roles
has implications for how you price your product.

s Customer
(as a customer)

DevPay DevPay
application application
using your using your

You product code product code

I
I
I
I
I
I
I
I
I
I
I
(as the product |
owner) |
I

I

I

I

I

I

I

I

I

I

I

I

Data in Data out

Your requaster pays bucket

Amazon 53 storage

Product Pricing

To help you understand the pricing considerations, we'll first summarize the roles and responsibilities of
the different players.

You (as the DevPay product owner):

¢ Set the price your customers pay to use your product
¢ Pay AWS the Amazon S3 costs your customers incur

« Pay a 3% DevPay fee on the value-add for each customer and a $0.30 fixed transaction fee per customer
bill collected

« Are billed monthly for the preceding items (you pay with your Amazon Payments account, with your
credit card as a backup if needed)
You (as a customer and the bucket owner):

¢ Pay the product's price to get the data into the bucket and store it

¢ Are billed (as a customer) monthly for the data transfer, storage, monthly fee, etc. (you pay with your
credit card)

Your customers (who buy the data):

¢ Pay the product's price to get the data
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* Are billed monthly for the costs of getting the data

The important point here is that you are a customer of your own product, and you're treated just like any
other customer of your product. You (as the customer) pay to use your product according to the price
you set (as the product owner). This also means that you (as the product owner) pay AWS costs and
DevPay fees based on your use (as a customer), just as you do for any other customer. There is an
important difference, however, between you (as a customer) and the other customers of your product.
You (as a customer) are only interested in uploading and storing data in your Requester Pays bucket.
Your customers are only interested in downloading the data. This difference has implications for how you
design your DevPay application and set your product's price.

One way to handle this difference is to design your DevPay product specifically for selling data from a
Requester Pays bucket. You could price your product so you (as a customer) don't pay to upload and
store the data. The following table shows an example of how you might price your product (for brevity, it
includes pricing only for Amazon S3 in the United States). The "Description" column shows the descriptions
you could include to help customers understand your product's price (for more information, see Your
Description Page (p. 229)).

Dimension Price Description

Monthly fee $10.00 You can access the data as often as you like for a
single low monthly fee, plus data transfer costs

Storage $0.00 [Your customers won't see this pricing dimension in
the product's price]

Data transfer in $0.00 [Your customers won't see this pricing dimension in
the product's price]

Data transfer out $0.18 per GB | You pay this rate per GB to transfer the data out

PUT or LIST requests $0.00 [Your customers won't see this pricing dimension in
the product's price]

GET and all other requests $0.00 [Your customers won't see this pricing dimension in
the product's price]

If the product has a monthly fee, you (as the customer) would be required to pay the monthly fee, just
like any other customer. In this case, we assume the monthly fee covers the costs of the GET requests
(which we don't charge for).

You could set the prices for storage, data transfer in, and PUT or LIST requests at $0.00. This means
you (as a customer) pay nothing to transfer the data into the bucket and store it there.

You could mark up the price for data transfer out. Note that you could also mark up the price for GET
requests (but in this example, we've chosen not to charge for them). So effectively, the price your customers
see in this example includes only a $10.00 monthly fee, and a data transfer out price of $0.18 per GB.

Note

If a request to get the data in your bucket comes from an Amazon EC2 instance, the requester
doesn't pay for data transfer (because data transfer between Amazon S3 and Amazon EC2 is
free).

If you were to set your product's price as listed in the preceding table, what would the charges be if Bob
were to access 500 GB of data in your Amazon S3-US bucket once in the month of April? Let's assume
you upload the data at the beginning of April, and 1000 requests are required to either upload or download
the data. For a list of the costs to use Amazon S3, go to http://aws.amazon.com/s3.
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The following table shows your usage in April as a customer and the corresponding price you pay.

Price Dimension Price You Pay as Customer

Monthly fee $10.00
PUT requests $0.00
Data transfer in (for 500 GB) $0.00
Storage (for 500 GB for entire month) $0.00
Total $10.00

The next table shows the corresponding AWS costs you pay as the product owner.

Price Dimension AWS Costs You Pay as Product Owner

Monthly fee N/A
PUT requests $0.01
Data transfer in (for 500 GB) $50.00
Storage (for 500 GB for entire month) $75.00
Total $125.01

You (as the customer) pay a bill of $10.00 for April. AWS collects the $0.30 transaction fee and gives you
(the product owner) the remaining $9.70. There's no value-add in this case, so you (as the product owner)
pay no 3% DevPay fee for you (as a customer). You (as the product owner) pay the $125.01 in AWS
costs that you (as a customer) incurred in April to upload and store the data.

Now, let's look at Bob's usage. The following table shows his usage in April and the corresponding price
he pays.

Price Dimension Price Bob Pays

Monthly fee $10.00
GET requests $0.00
Data transfer out (for 500 GB) $90.00
Total $100.00

The next table shows the corresponding AWS costs you pay as the product owner.

Price Dimension AWS Costs You Pay as Product Owner
Monthly fee N/A
GET requests $0.001
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Price Dimension AWS Costs You Pay as Product Owner

Data transfer out (for 500 GB) $85.00

Total $85.01
Note

AWS rounds up any line item that is less than a penny to one penny. Therefore, the $0.001
charge for GET requests is rounded up to $0.01.

Bob pays a bill of $100.00 for April. AWS collects the $0.30 transaction fee and gives you (the product
owner) the remaining $99.70. Your value-add for Bob in April is $100.00 - $85.01 = $14.99, so you pay
3% * $14.99 = $0.45 in DevPay fees. You also pay the $85.01 in AWS costs that Bob incurred in April to
download the data. Your net profit for Bob in April is $14.24. You can see that if you get just 10 customers
in April, your profits more than cover the costs to upload and store the data in your bucket during the
month.

Note

If you hadn't designated your DevPay bucket as a Requester Pays bucket, then you as the
bucket owner (and not Bob) would be billed the $90.00 for the data transfer out. This is why it's
important that you use DevPay with a Requester Pays bucket, and not just an ordinary bucket.

How would the numbers for this scenario look in future months? If you continue to sell the data that's
already in the bucket, then you would incur no new data upload costs and pay only for storage, effectively
increasing your profits.

Selling Your Data

The following diagram and table describe the flow for using DevPay with a Requester Pays bucket to sell
your data. The process assumes you use a DevPay upload tool and a separate DevPay download tool.

You create your You create a

DevPay tools to You buy your product
uplead and download i 0 R ot Para bty

You register a DevPay
product and set its

price data — and put data in it
1 2 3 4
You set the Amazon $3 A customer buys your The customer Everyone pays their
ACL on the data product downloads your data monthly bills
—- - —
5 6 7 8

Process for Using DevPay and Requester Pays to Sell Data

1 You register a product with Amazon DevPay and set its price.
In return you get the product code. For more information, see Registering Your Product (p. 60).
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2 You create DevPay tools to upload and download data.

The upload tool must use your product code and (at a minimum) be able to create a Requester
Pays bucket, upload data to it, and set the Amazon S3 ACL on the data.

The download tool must use your product code and be able to include the x- anz- r equest - payer
header in the GET requests for your data.

For more information, go to Requester Pays Buckets in the Amazon Simple Storage Service
Developer Guide.

3 You buy your product, so you can upload your data.

4 You create a Requester Pays bucket and put data in it.
As a customer, you use the DevPay upload tool to create the bucket and put your data in it.

5 You set the Amazon S3 ACL on the data. Make sure you set the read permission on the objects
in the bucket, and not the bucket itself. We recommend you don't give read permission on the
bucket.

You use your upload tool to grant read permission to authenticated users. For more information,
go to Access Control Lists in the Amazon Simple Storage Service Developer Guide.

6 A customer buys your product.

7 The customer downloads your data.

The customer uses your download tool, which includes the x- anz- r equest - payer header in
the GET requests.

8 All the involved parties pay their monthly bills.

You (the customer and bucket owner) pay yourself (the product owner) the product's price to
upload and manage the data.

The customers pay you (the product owner) the product's price to download the data.

You (the product owner) pay all the AWS costs that all your customers incurred, plus the applicable
DevPay fees. Remember that the AWS costs include the costs you incur as a customer, and the
data transfer and request costs your other customers incur.

Related Topics

» DevPay Fees (p. 20)
» Price Components (p. 29)
» When and How You Get Paid (p. 37)
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Using Both a Desktop and Web Product

You can create a desktop version of your product, a web version of your product, or both. The web version
can be a regular web application with a full user interface, or it can be just a web server that performs
the functions you need.

Why would you have both a desktop and web version? Some Amazon S3 features are designed to work
with DevPay web products and not desktop products, such as the POST feature and query string
authentication. If you have a desktop product but still want to use those features, we recommend you
also create a web application or web server to handle them.

Keep the following in mind if you have both a desktop product and web product:

* You use the same product code and product token with both the desktop product and web product
¢ When customers purchase your product, their subscription covers use of both versions

* You must activate each customer twice: once for the desktop version, and once for the web version
(the web version can use an automatic redirect that requires no customer interaction)

¢ The desktop and web products receive different credentials to make Amazon S3 calls for the customer

Related Topics

¢« Amazon S3 POST with Web Products (p. 132)

¢ Query String Authentication with Web Products (p. 130)
¢ Desktop Product Activation (p. 114)

¢ Web Product Activation (p. 125)
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License Service APl Reference

Topics

WSDL Location (p. 149)
Requests (p. 150)

Request Authentication (p. 153)
Responses (p. 167)

Errors (p. 169)

Actions (p. 172)

This section describes the License Service (version 2008-04-28).

WSDL Location

The WSDL for a given version of the License Service can be found at a URL that corresponds to the API
version. For example, the current WSDL for the 2008-04-28 version of the License Service can be found
here:

https://lIs.amazonaws.com/doc/2008-04-28/AmazonLS.wsdl

The WSDL includes the description of the request and response messages.

The previous and only other version of the License Service is 2007-06-05. For information about what
changed with the 2008-04-28 release, see the Amazon DevPay release notes.
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Requests

Topics
« REST-Query Requests (p. 150)
* SOAP Requests (p. 151)

This section describes how to create REST-Query and SOAP requests.

REST-Query Requests

The License Service supports REST-Query requests for calling service actions. REST-Query is also
commonly known as Query or HTTP Query. REST-Query requests are simple HTTPS requests, using
the GET or POST method with query parameters in the URL. REST-Query requests must contain an
Act i on parameter to indicate the action to be performed. The response is an XML document that conforms
to the License Service WSDL. You might use REST-Query requests when a SOAP toolkit is not available
for your platform, or when REST-Query requests are easier to make than a heavier SOAP equivalent.

Important

The REST-Query requests your product creates to call the License Service are not the same as
the REST requests the product creates to call the Amazon Simple Storage Service. Although
they are both HTTP requests, the Amazon S3 REST requests use additional HTTP methods
(such as DELETE) and HTTP headers. Make sure your product follows the instructions here for
forming REST-Query requests when calling the License Service.

Important
All requests to the License Service must be made using HTTPS. HTTP requests are not accepted.

Structure of a REST-Query Request

REST-Query requests are URLs. The following is an example REST-Query request to
Act i vat eHost edPr oduct (p. 177).

https://1s.amazonaws. com ?Act i on=Act i vat eHost edPr oduct &Act i vat i onKey=ADNVAY7DVLIT
VWHI 76 MVBMQEXAMPLE&Pr oduct Token={ Pr oduct Token} AAAHVXNI ¢l Rr bgf QoSykBA. . . . [l ong
encoded token]...&AW5AccessKeyl d=AKI Al OSFODNN7 EXAMPLE&Ver si on=2008- 04- 28

&Ti mest anp=2008- 05- 19T12: 00: 00Z&Si gnat ur e=| B/ P67vCvd DVBQLdof Zxg8E8 SUEXAMPLE=

Because the preceding format is hard to read, all REST-Query examples in this guide are presented in
the following format.

https://1s.amazonaws. com

?Act i on=Act i vat eHost edPr oduct

&Act i vat i onKey=ADMAY7DVLJ TWHI 76 MVBMEXAMPLE

&Pr oduct Token={ Pr oduct Token} AAAHVXNI cl| Rr bgf OpSykBA. ... [l ong encoded token]...
&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Ver si on=2008- 04- 28

&Ti mest anp=2008- 05- 19T12: 00: 00Z

&Si gnat ur e=| B/ P67vCvA@ DVBQLdof Zxg8E8 SUEXAMPLE=

&Si gnat ur eVer si on=1

The first line represents the endpoint of the request. This is the resource the request acts on. This will
always be https:/ /1 s. amazonaws. com for the License Service requests.
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After the endpoint is a question mark (?), which separates the endpoint from the parameters. Each
parameter is separated by an ampersand (&).

The Act i on parameter indicates the action to perform on the requested endpoint. The actions correspond
to the License Service API actions.

Each action uses additional parameters, and they are listed in the topic for each action.

Important
Because REST-Query requests are URLs, you must URL encode the parameter values.

Related Topics

¢ Authentication of REST-Query Requests (p. 155)
* Responses (p. 167)

SOAP Requests

The License Service supports the SOAP message protocol for calling service actions over an HTTPS
connection. The easiest way to use the SOAP interface with your product is to use a SOAP toolkit
appropriate for your programming platform. SOAP toolkits are available for most popular programming
languages and platforms.

Important
All requests to the License Service must be made using HTTPS. HTTP requests are not accepted.

The service's Web Services Description Language (WSDL) file describes the actions along with the format
and data types of the actions' requests and responses. For the location of the WSDL, see WSDL
Location (p. 149). Your SOAP toolkit interprets the WSDL file to provide your product access to the actions.
For most toolkits, your product calls a service action using routines and classes provided or generated
by the toolkit.

The topics for each of the License Service actions describe the request parameters for each action and
their values. You might find it useful to refer to the WSDL file directly to see how the parameters appear

in the XML of the request generated by your toolkit, and to understand how your toolkit makes the actions
available to your product code.

Structure of a SOAP Request

A SOAP request is an XML data structure that your SOAP toolkit generates and sends to the service. As
described by the service WSDL, the root element of this structure is named after the License Service
action. You include the parameters for the request inside the root element, according to the WSDL.

The following example shows the XML for a SOAP message that calls the Acti vat eHost edPr oduct
(p. 177) action. Although you probably won't manually build the SOAP message for a service request, it
is useful to see what your SOAP toolkit tries to produce when provided with the appropriate values. Many
SOAP toolkits require you to build a request data structure similar to the XML to make a request.

<?xm version="1.0" encodi ng="UTF-8" ?>
<soapenv: Envel ope
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<Act i vat eHost edPr oduct xm ns="http://|s. amazonaws. com doc/ 2008- 04- 28/ " >
<Acti vat i onKey>ADVAY7DVLJITWHI 76 MVBMQEXAMPLE</ Act i vat i onKey>
<Pr oduct Token>{ Pr oduct Token} AAAHVXNI cl Rr bgf OpSykBA. ... [l ong encoded
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token] ... </ Product Token>
</ Acti vat eHost edPr oduct >
</ soapenv: Body>
<ti mest anp>
<Cr eat ed>2007- 06- 09T10: 57: 35Z</ Cr eat ed>
<Expi res>2007-06- 09T11: 02: 35Z</ Expi r es>
</ Ti nest anp>
</ soapenv: Envel ope>

Related Topics

¢ Authentication of SOAP Requests (p. 162)
¢ Responses (p. 167)
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Request Authentication

Topics
¢ About Authentication (p. 153)
¢ Authentication of REST-Query Requests (p. 155)
¢ Authentication of SOAP Requests (p. 162)

The subsequent sections discuss authentication in general and the specific authentication methods
required when making REST-Query and SOAP requests for the License Service.

About Authentication

Topics
¢ What Is Authentication? (p. 153)
¢ Your AWS Account (p. 154)
¢ Your AWS Access Credentials (p. 154)

The following sections give basic information about authentication and the identifiers AWS uses.

What Is Authentication?

Authentication is a process for identifying and verifying who is sending a request. The following diagram
shows a simplified version of an authentication process.

1
o Request
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o Request

OK?

. [Request |
G Yes: |neque To

processing...
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I
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General Process of Authentication

The sender obtains the necessary credential.
The sender sends a request with the credential to the recipient.

The recipient uses the credential to verify the sender truly sent the request.

0000

If yes, the recipient processes the request. If no, the recipient rejects the request and
responds accordingly.

During authentication, AWS verifies both the identity of the sender and whether the sender is registered
to use services offered by AWS. If either test fails, the request is not processed further.

For further discussion of authentication, go to the techencylopedia.com entry for authentication. For
definitions of common industry terms related to authentication, go to the RSA Laboratories Glossary.

Your AWS Account

To access any web services offered by AWS, you must first create an AWS account at
http://aws.amazon.com. An AWS account is simply an Amazon.com account that is enabled to use AWS
products; you can use an existing Amazon.com account login and password when creating the AWS
account.

Alternately, you could create a new AWS-enabled Amazon.com account by using a new login and
password. The e-mail address you provide as the account login must be valid. You'll be asked to provide
a credit card or other payment method to cover the charges for any AWS products you use.

From your AWS account you can view your AWS account activity, view usage reports, and manage your
AWS account access identifiers.

Your AWS Access Credentials

When you create an AWS account, AWS assigns you a pair of related identifiers:

» Access Key ID (a 20-character, alphanumeric sequence)
For example: AKIAIOSFODNN7EXAMPLE

» Secret Access Key (a 40-character sequence)
For example: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

These are your AWS access key identifiers.

Caution

Your Secret Access Key is a secret and only you and AWS should know it. It is important to keep
it confidential to protect your account. Store it securely in a safe place. Never include it in your
requests to AWS, and never e-mail it to anyone. Do not share it outside your organization, even
if an inquiry appears to come from AWS or Amazon.com. No one who legitimately represents
Amazon will ever ask you for your Secret Access Key.

The Access Key ID is associated with your AWS account. You include it in authenticated REST-Query
requests to identify yourself as the sender of the request.

The Access Key ID is not a secret, and anyone could use your Access Key ID in requests to AWS. To
provide proof that you truly are the sender of the request, you must also include a digital signature. For
authenticated REST-Query requests, you calculate the signature using your Secret Access Key. AWS
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uses the Access Key ID in the request to look up your Secret Access Key and then calculates a digital
signature with the key. If the signature AWS calculates matches the signature you sent, the request is
considered authentic. Otherwise, the request fails authentication and is not processed.

Viewing Your AWS Access Credentials

Your Access Key ID and Secret Access Key are displayed to you when you create your AWS account.
They are not e-mailed to you. If you need to see them again, you can view them at any time from your
AWS account.

To get your AWS access credentials

1. Gotothe Amazon Web Services web site at http://aws.amazon.com.
2. Point to Your Account and click Security Credentials.

3. Loginto your AWS account.
Your Access Key ID is displayed in the Access Credentials section of the resulting page (following
is an example).

4. To display your Secret Access Key, click Show.

Access Credentials

There are three types of access credentials used to authenticate your requests to AVYS services: (a) access keys, (b)
#.509 certificates, and (c) key pairs. Each access credential type is explained below.

» Access Keys [# %509 Centificates ] Key Pairs

Use access keys to make secure REST or Query protocol requests to any AWS service AP We create one for you
when your account is created — see your access key below.

Your Access Keys
Created Access Key ID Secret Access Key Status
MWovember 13, 2009 AKTAIMG, S0Q Show Active (Make Inactive)
Create a new Access Key

For your protection, you should never share your secret access keys with anyone. In addition, industry best practice
recommends fregquent key rotation.

& Learn more about Access Keys

Authentication of REST-Query Requests

Topics
¢ Which Requests Need to Be Authenticated? (p. 156)
¢ Required Information for Authentication (p. 156)
¢ General Authentication Process (p. 156)
¢ Calculating an HMAC-SHA1 Request Signature (p. 158)
e About the Time Stamp (p. 160)
¢ Java Sample Code for Base64 Encoding (p. 160)
¢ Java Sample Code for Calculating HMAC-SHAL1 Signatures (p. 161)
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Which Requests Need to Be Authenticated?

Authentication requirements for the License Service requests vary for desktop products and web products:

¢ Desktop Products—HTTPS always required; HMAC-SHAL signature required depending on the
License Service action you're calling

¢ Web Products—HMAC-SHAL1 signature and HTTPS required

Required Information for Authentication

REST-Query requests for the License Service that require authentication must include the following items:

¢« AWS Access Key ID—Your Access Key ID, which AWS uses to look up your Secret Access Key. For
more information, see Your AWS Access Credentials (p. 154).

« Date—A request time stamp or a request expiration time. For more information, see About the Time
Stamp (p. 160).

¢ Signature—A valid request signature. You calculate a request signature using your Secret Access
Key, which is a shared secret known only to you and AWS.

¢ Signature Version—Which signature version is being used. This is AWS-specific information that tells
AWS the algorithm you used to form the string that is the basis of the signature. AWS calls the algorithm
we're using signature version 1 (for more information about the algorithm, see Calculating an
HMAC-SHA1 Request Signature (p. 158)).

General Authentication Process

Following is the series of tasks required to authenticate requests to AWS. It is assumed you have already
created an AWS account and received an Access Key ID and Secret Access Key. For more information
about these items, see Your AWS Account (p. 154) and Your AWS Access Credentials (p. 154).

You perform the first three tasks.
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You
o Create a requast: Request
AccessKeyld=
Action= ...
Timestamp = ...
ParameterA =
Create an
HMAC-SHA String based on
" . request contents HMAC
signature: Your Signature
—|— * Calculation *
and
Your Secret Access Key Encoding
wJalrXUtn FEMUKTMDENG/
bPxRACYZEXAMPLEKEY
€) Send the request —m———r
and signature to q
AWS: AccessKeyld = ...
Action = ...
Timestamp = ...
ParamaterA = .., *
Your Signature

Process for Authentication: Tasks You Perform

n You construct a request to AWS.

(2] You calculate a keyed-hash message authentication code (HMAC-SHAL) signature using
your Secret Access Key (for information about HMAC, go to
http://www.fags.org/rfcs/rfc2104.html)

e You include the signature and your Access Key ID in the request, and then send the request
to AWS.

AWS performs the next three tasks.
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o Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
iecl_m Aaoees AccessKeyld = L" ﬂ walrXUtnFEMIKTMDENG!
ey Action = bPxRACY ZEXAMPLEKEY
Timestamp = .
ParameterA = ...
Your Signature
Create an
© s ey
signature: eq HMAC: Signature
+ Calcuaton ) gl |Gy NS
and —
Your Secret Access Key Encoding _—
wlalkXUmFEMIFKTMDENGY
BPxRACYZEXAMPLEKEY
o Compare the two Signature S e Sl
signatures: Calculsied by AWS g ” Yes: Request is authenticated

Ne: Request fails authentication

Process for Authentication: Tasks AWS Performs

(4 ) AWS uses the Access Key ID to look up your Secret Access Key.

(5 ) AWS generates a signature from the request data and the Secret Access Key using the
same algorithm you used to calculate the signature you sent in the request.

O If the signature generated by AWS matches the one you sent in the request, the request is
considered authentic. If the comparison fails, the request is discarded, and AWS returns an
error response.

Calculating an HMAC-SHA1 Request Signature

The request must include an HMAC-SHAL signature. The signature is used as the value for the Si gnat ur e
parameter in the request URL being constructed. The string you use to compute the HMAC signature is
constructed using the method described in the following procedure.

Important

Do not URL encode the concatenated string before computing the signature. URL encode the
computed signature and other query parameters as specified in RFC1738, section 2.2. In addition,
make sure to encode the + character although it is not required by RFC1738. This is required
because the + character is interpreted as a blank space by Sun Java classes that perform URL
decoding.

To calculate an HMAC-SHAL1 signature

1. Create the string you'll use to generate the signature:
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a. Sort all request parameters alphabetically, ignoring case.

Include Si gnat ur eVer si on in the list but not Si gnat ur e. Do not list as "empty" any optional
parameters that are not included in the request. In other words, if no value for Par anmet er Ais
specified in the request, do not include a Par anet er A entry in this sorted list.

b. Form a string by concatenating each request parameter's name with its value.

The format of the string is:

Par am nanmelPar am val uelPar am nane2Par am val ue2. . . Par am nameNPar am val ueN

The parameter names are case sensitive. Do not include any separators in this string, such as
guestion marks (?), ampersands (&), or equals signs (=). Do not URL encode the parameter
values.

This is illustrated with the following request and the corresponding string to be signed (the request
is borrowed from the Amazon Simple Queue Service documentation).

?Act i on=Cr eat eQueue
&QueueNanme=queue?2

&AWBAccessKeyl d=AKI Al OSFCDNN7 EXAMPLE
&Si gnat ur eVer si on=1

&Expi res=2007-01-12T12: 00: 00Z

&\Ver si on=2006- 04- 01

Following is the string to be signed for the preceding request.

Act i onCr eat eQueueAWSAccessKeyl dAKI Al OSFODNN7 EXAMPLEExpi r es2007- 01-
12T12: 00: 00ZQueueNanmequeue?2Si gnat ur eVer si on1Ver si on2006- 04- 01

Calculate an RFC 2104-compliant HMAC-SHAL1 signature, using your Secret Access Key as the key
and the string you just created.

For more information, go to http://www.fags.org/rfcs/rfc2104.html.
Convert the resulting value to base64.

For the preceding string, assuming the Secret Access Key is f ake- secr et - key, this is the base64
encoded value:

W v84EOC Hk 800 Yq6QHgX4AdIf k=

URL encode the resulting value as specified in RFC 1738, section 2.2.

This is required because base64 encoding can result in characters that are not legal in a URL, such
as plus signs (+), slashes (/), and equals signs (=).

For the preceding signature, this is the URL encoded value:

w vB4EQc HQk800Yq6QHg X4AdJIf k¥BD

Pass this final value in the Si gnat ur e request parameter.
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The following Java code shippet constructs the string.

/*

* Assumes paraneters are in a java.util.Mp nanmed paramvap

* where the key is the paraneter nane.

*/

Set <String> sortedKeys = new TreeSet <String>(String. CASE_| NSENSI Tl VE_CRDER) ;
sort edKeys. addAl | ( par amvap. keySet ());

/1 Don't include Signature in the string to sign.
sort edKeys. renmove(“Si gnature”);

StringBuil der stringBuilder = new StringBuilder();
for(String key : sortedKeys) {

stringBuil der. append(key);

stringBuil der. append( par amvap. get (key));

}

Systemout.println("String to sign : " + stringBuilder.toString());

About the Time Stamp

The time stamp (or expiration time) you use in the request must be a dat eTi me object (for more
information, go to http://www.w3.org/TR/xmlschema-2/#dateTime). Although it is not required, we
recommend you provide the time stamp in the Coordinated Universal Time (Greenwich Mean Time) time
zone. For example: 2007-01-31T23:59:59Z.

If you specify a time stamp (instead of an expiration time), the request automatically expires 15 minutes
after the time stamp (in other words, AWS does not process a request if the request time stamp is more
than 15 minutes earlier than the current time on AWS servers). Make sure your server's time is set
correctly.

Important

If you are using .NET you must not send overly specific time stamps, due to different
interpretations of how extra time precision should be dropped. To avoid overly specific time
stamps, manually construct dat eTi nme objects with no more than millisecond precision.

Java Sample Code for Base64 Encoding

HMAC-SHAL request signatures must be base64 encoded. The following sample code shows how to
perform base64 encoding.

package anmazon. webservi ces. conmon;

/**

* This class defines conmon routines for encoding * data in AWS requests.
*/

public class Encoding {

/**

* Performs base64-encodi ng of input bytes.

*

* @aramrawbData * Array of bytes to be encoded.

* @eturn * The base64 encoded string representati on of rawbData.
*/

public static String EncodeBase64(byte[] rawbata) {

return Base64. encodeByt es(rawDat a) ;
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Java Sample Code for Calculating HMAC-SHA1 Signatures

The following Java code sample shows how to calculate an HMAC request signature.

package anmazon. webservi ces. conmon;

import java.security. SignatureException;
i mport javax.crypto. Mac;
i mport javax.crypto. spec. Secr et KeySpec;

/**

* This class defines conmon routines for generating

* authentication signatures for AW requests.

*/

public class Signature {

private static final String HVAC SHA1_ALGORI THM = " HmacSHA1";

/**

* Conputes RFC 2104-conpliant HMAC signature.

* * @aram data

* The data to be signed.

* @aram key

* The signing key.

* @eturn

* The Base64-encoded RFC 2104-conpliant HMAC signature.
* @hrows

* java.security. SignatureExcepti on when signature generation fails
*/

public static String cal cul at eRFC2104HVAC(String data, String key)
throws java.security. SignatureException

{

String result;
try {

/1 get an hmac_shal key fromthe raw key bytes
Secr et KeySpec signi ngkey = new Secr et KeySpec(key. getBytes(), HVAC SHA1_ AL
GORI THV) ;

/1 get an hmac_shal Mac instance and initialize with the signing key
Mac mac = Mac. get |l nst ance( HVAC_SHA1_ALGORI THV) ;
mac. i nit(signi ngKey);

/1 compute the hmac on input data bytes
byte[] rawHmac = nmac. doFi nal (dat a. getBytes());

/'l base64-encode the hnmac
result = Encodi ng. EncodeBase64(rawHmac) ;

} catch (Exception e) {
t hrow new Si gnat ur eException("Failed to generate HVAC : " + e.get Message()):

}

return result;
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Related Topics

¢« REST-Query Requests (p. 150)
¢ Responses (p. 167)

Authentication of SOAP Requests

Topics
¢ Which Requests Need to Be Authenticated? (p. 162)
¢ About WS-Security (p. 162)
¢ What Needs to Be Signed (p. 162)
¢ Message Expiration (p. 162)
¢ X.509 Certificates (p. 163)
¢ Example Request to Use When Troubleshooting (p. 164)

Which Requests Need to Be Authenticated?

Authentication requirements for the License Service requests vary for desktop products and web products:

¢ Desktop Products—HTTPS required
e Web Products—WS-Security and HTTPS required

About WS-Security

WS-Security, which is officially called Web Services Security: SOAP Message Security, is an open
standard published by OASIS that defines mechanisms for signing and encrypting SOAP messages. The
License Service supports version 1.0 of the WS-Security specification. For more information and a link
to the WS-Security 1.0 specification, go to the OASIS-Open web site for WS-Security.

Tip

The easiest way to comply with the WS-Security requirements is to use a SOAP toolkit that

supports WS-Security 1.0 and X.509 certificates.

What Needs to Be Signed

You must sign the Ti nest anp element, and if you're using WS-Addressing, we recommend you also
sign the Act i on header element. Alternately, you can instead sign Ti nest anp, Body, the Act i on header
element, and the To header element. For information about WS-Addressing, go to
http://www.w3.org/Submission/ws-addressing/.

Message Expiration

AWS requires request messages to expire so they can't be used in malicious replay attacks. The best
practice for specifying the expiration of SOAP/WS-Security requests is to include a Ti mest anp element
with an Expi r es child element. In this case, the message expires at the time established in the Expi r es
element.
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If no Ti mest anp element is present in the request, the request is rejected as invalid. If you include a
Ti mest anp element with a Cr eat ed child element but no Expi r es child element, the message expires
15 minutes after the value of the Cr eat ed element.

X.509 Certificates

An X.5009 certificate is a security device designed to carry a public key and bind that key to an identity.
X.5009 certificates are used in public key cryptography. For more information about public key cryptography
and X.509 certificates, go to the techencyclopedia.com entries for "digital signature" and "public key

cryptography".

To use SOAP to access the License Service, you must have a private key and a related X.509 certificate,
and you must associate that X.509 certificate with your AWS developer account. You use the private key
instead of your AWS Secret Access Key to sign SOAP requests (for information about your Secret Access
Key, see Your AWS Access Credentials (p. 154)). For information about obtaining an X.509 certificate
from AWS or using an X.509 certificate you obtained elsewhere, see the following sections.

Note

AWS does not implement a full public key infrastructure. The certificate information is used only
to authenticate requests to AWS. AWS uses X.509 certificates only as carriers for public keys
and does not trust or use in any way any identity binding that might be included in an X.509
certificate.

The WS-Security 1.0 specification requires you to sign the SOAP message with your private key and
include the X.509 certificate in the SOAP message header. Specifically, you must represent the X.509
certificate as a Bi nar ySecuri t yToken as described in the WS-Security X.509 token profile (also
available if you go to the OASIS-Open web site).

Using Your Own X.509 Certificate

If you have an X.509 certificate you want to use, you can upload the certificate to AWS (without the private
key value). This associates the certificate with your AWS account.

AWS accepts any syntactically and cryptographically valid X.509 certificate. Certificates can be self-signed
or signed by any key. The certificate must be in Privacy Enhanced Mail (PEM) format and include a
base64 encoded Distinguished Encoding Rules (DER) certificate body.

Important

When you upload the certificate, AWS checks the certificate's contents to confirm that the
certificate has not expired. AWS doesn't check certificate revocation lists (CRLs) to determine
if the certificate has been revoked, nor does AWS validate the certificate with a certificate authority
(CA) or any trusted third parties.

To upload your own X.509 certificate

1. Go tothe Amazon Web Services web site at http://aws.amazon.com.

2. Point to Your Account and click Security Credentials.

3. Log in to your AWS account.
The Security Credentials page is displayed.

In the Access Credentials section of the page, click the X.509 Certificates tab.
Click Upload Your Own Certificate.

Follow the instructions presented to upload your certificate.
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Using an X.509 Certificate Generated by AWS

If you don't already have an X.509 certificate, or if you want a new certificate to use with AWS, you can
have AWS generate one and automatically associate it with your AWS account. Certificates generated
by AWS are signed by an AWS internal certificate authority.

To have AWS create an X.509 certificate for you

1. Go tothe Amazon Web Services web site at http://aws.amazon.com.

2. Point to Your Account and click Security Credentials.
3. Log in to your AWS account.
The Security Credentials page is displayed.
In the Access Credentials section of the page, click the X.509 Certificates tab.

Click Create a New Certificate.
Your X.509 certificate and corresponding private key are generated.

6. From the dialog box, download your private key file and X.509 certificate file.

Example Request to Use When Troubleshooting

The following example shows the initial portion of a SOAP request that uses WS-Security with an X.509
certificate. If you're using a SOAP toolkit that supports WS-Security and X.509 certificates, the toolkit
constructs the request automatically for you, so you don't have to create a request like this yourself. The
example is included here as a reference to use if you're troubleshooting authentication issues with your
SOAP requests. Several requirements are listed following the example; the numbers highlight where in
the example the requirements are satisfied.

<SQOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p:// schenas. xm soap. or g/ soap/ envel ope/ " >
<SQOAP- ENV: Header >

<wsse: Security xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401-
Wss-wssecurity-secext-1.0.xsd">

<wsse: Bi narySecurityToken
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecur
ity-utility-1.0.xsd"

o Encodi ngType="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
soap- nessage-security-1. 0#Base64Bi nary"

9 Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
x509-t oken-profil e-1. 0#X509v3"
wsu: | d="Cert|d-1064304" >

E [ Your base64 encoded X. 509 certificate.]
</ wsse: Bi narySecurityToken>

<ds: Signature xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedlI nf 0>

<ds: Canoni cal i zat i onMet hod ﬂ http://ww. w3. org/ 2001/ 10/ xm - exc-
cl4n#" ></ ds: Canoni cal i zati onMet hod>

<ds: Si gnat ur eMet hod B Al gorithm="http://ww. w3. org/ 2000/ 09/ xmi dsi g#r sa-
shal"></ds: Si gnat ur eMet hod>
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<ds: Ref erence URI ="#i d- 17984263" >
<ds: Tr ansf or ns>

<ds: Transform G Al gorithne"http://ww. w3. org/ 2001/ 10/ xm - exc-
clan#" ></ ds: Tr ansfor n»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm d
si g#shal" ></ ds: Di gest Met hod>
<ds: Di gest Val ue>0pj Z1+TvgPf 6uG7o+Yp3l 2YdGZ4=</ ds: Di gest Val ue>
</ ds: Ref erence>

<ds: Ref erence URI ="#i d- 15778003" >
<ds: Tr ansf or ns>

<ds: Transform G Al gorithne"http://ww. w3. org/ 2001/ 10/ xm - exc-
cl4an#" ></ ds: Tr ansfor n»
</ ds: Tr ansf or ns>

<ds: Di gest Met hod ﬂ Al gorithm="http://ww.w3. org/ 2000/ 09/ xm d
si g#shal" ></ ds: Di gest Met hod>
<ds: Di gest Val ue>HhRoxBBnt200348f 8nLNZy04AOVE</ ds: Di gest Val ue>
</ ds: Ref erence>

</ ds: Si gnedI nf 0>

<ds: Si gnat ur eVal ue>bnmvx24Qomikd9QQx cl xW | gLk4Qs QBPaKESi 79x479xgbOPESt XM
HZuBAi 91 uuKdNTcf QBUE/ d
j ] HKZKEQRCA LWODN5ZL1RI MHsv+QzJzzvl JFTQ3LQKNr zJzsNe</ ds: Si gnat ur eVal ue>

<ds: Keyl nfo | d="Keyl d-17007273" >

G <wsse: SecurityTokenRef erence
xm ns:wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd" wsu:|d="STRI d-22438818" >
<wsse: Ref erence URI ="#Cert| d-1064304"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
x509-t oken- profil e-1. 0#X509v3" >
</ wsse: Ref erence>
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>

</ ds: Si gnat ure>

<wsu: Ti mest anmp
xm ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecur

ity-utility-1.0.xsd" Bwsu: I d="id-17984263">
<wsu: Cr eat ed>2006- 06- 09T10: 57: 35Z</ wsu: Cr eat ed>
<wsu: Expi res>2006- 06- 09T11: 02: 35Z</ wsu: Expi r es>
</ wsu: Ti mest anp>

</ wsse: Security>
</ SOAP- ENV: Header >
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Requirements for BinarySecurityToken and Signatures

o The Encodi ngType attribute for the Bi nar ySecur i t yToken element must be
ht t p: // docs. oasi s- open. or ¢/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- nessage- secur i ty- 1. 0#Base64B nary.
The Val ueType attribute for the Bi nar ySecuri t yToken element must be
htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken- pr of i | e- 1. 0#X509v3
or
ht t p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken- prof i | e- 1. 0#X609PK Pat hvl.
The Bi nar ySecuri t yToken element must contain the base64 encoding of the leaf X.509 certificate
if the Val ueType is #X509v 3, or it must contain the base64 encoding of the full X.509 certificate
chain if the Val ueType is #X509PKI Pat hv1.

The Al gori t hmattribute of the Canoni cal i zat i onMet hod element must be

http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#.

The Al gori t hmattribute of the Si gnat ur eMet hod element must be

http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal.

The Al gor i t hmattribute of the Tr ansf or melement for each Ref er ence element must be either
http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n# or

http://ww. w3. or g/ TR/ 2001/ REC- xm - ¢14n- 20010315.

The Al gor i t hmattribute of the Di gest Met hod element for each Ref er ence element must be
http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal.

The Keyl nf o element must contain a Secur i t yTokenRef er ence element. The

Secur it yTokenRef er ence element must contain a Ref er ence element with a URI attribute. The
URI attribute must use a local particle reference to identify the Bi nar ySecuri t yToken element
that contains the X.509 certificate (for example: the URI attribute equals #Cer t | d- 1064304 in the
preceding example request).

B You must include a wsu: | d attribute in any message elements that you sign. You can sign any
SOAP header and the entire SOAP Body. Do not sign any other elements (such as children of the
Body element). AWS ignores those elements for the purposes of signature validation, even if you
include a wsu: | D attribute in them. If you sign elements that shouldn't be signed, the signature
validation will fail.

Related Topics

« SOAP Requests (p. 151)
» Responses (p. 167)
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Responses

In response to an action request, the License Service returns an XML data structure that contains the
results of the request. This data conforms to the License Service WSDL. For the location of the WSDL,
see WSDL Location (p. 149).

For SOAP requests, this data structure is the SOAP message body of the response. SOAP toolkits typically
convert the response data into structures for use with your programming language or allow you to specify
your own data bindings.

For REST-Query requests, this data structure is simply the body of the HTTP response. You can use a
data binding method for REST-Query responses or use an XML parser directly to process the information.

Aside from using a message envelope for SOAP, the schema for the results is the same for REST-Query
and SOAP responses. The WSDL defines the response messages, and REST-Query users can access
the WSDL file directly.

Structure of a Successful Response

If the request succeeded, the main response element is named after the action, but with "Response"
appended. For example, Act i vat eHost edPr oduct Response is the response element returned for a
successful Act i vat eHost edPr oduct request. This element contains the following child elements:

« An optional element containing action-specific results; for example, the
Act i vat eHost edPr oduct Response element includes an element called
Acti vat eHost edPr oduct Resul t

* ResponseMet adat a, which contains the Request | d child element

The License Service WSDL includes a description of what the XML response message looks like for each
License Service action.

The following is an example of a successful response.

<Act i vat eHost edPr oduct Response
xm ns="http://|s.amzonaws. com doc/ 2008- 04- 28/ " >
<Acti vat eHost edPr oduct Resul t >
<User Token>
{User Token} AAAHVXN cl Rr bgf OpSykBAXO7g/ zG ... [l ong encoded token]...

</ User Token>
<Persistentldentifier>
PMNGLKRRYHL OXDQKEMKEXAMPLE
</ Persistentldentifier>
</ Acti vat eHost edPr oduct Resul t >
<ResponseMet adat a>
<Request | d>cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67</ Request | d>
</ ResponseMet adat a>
</ Acti vat eHost edPr oduct Response>

Structure of an Error Response

If a request is unsuccessful, the main response element is Er r or Response, regardless of the action's
name. This element contains an Err or element and a Request | d element. Each Er r or includes:

* A Type element that identifies whether the error was a receiver or sender error
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¢ A Code element that identifies the type of error that occurred
* A Message element that describes the error condition in a human-readable form
« ADetail elementthat might give additional details about the error or might be empty

The following is an example of an error response.

<Error Response xm ns="http://|s. amazonaws. com doc/ 2008- 04- 28/ " >
<Error>
<Type>
Sender
</ Type>
<Code>
Expi redActi vat i onKey
</ Code>
<Message>
The activation key has expired
</ Message>
<Detail />
</ Error>
<Request | d>
c75dbclc- af 20- 409a- 95de- 650bba351890
</ Request | d>
</ Error Response>

Related Topics

¢ REST-Query Requests (p. 150)
¢ SOAP Requests (p. 151)
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The following table lists the errors returned by all the License Service API actions. Errors specific to a

particular action are listed in the topic for that action.

Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request

that receives a 503 code.

Name
AccessDeni ed
Cannot Val i dat eCredenti al s

ConflictingQueryPar anet er

El enent Not Si gned
I nternal Error

I nval i dAccessKeyl d

I nval i dActi on

I nval i dAddr ess

I nval i dBat chRequest

I nval i dC i ent Tokenl d

I nval i dHt t pAut hHeader

I nval i dHt t pRequest

I nval i dPar anet er Conbi nati on

I nval i dPar anet er Val ue

I nval i dQuer yPar anet er

I nval i dRequest

I nval i dResponseGr oups

I nval i dSecurity

Description
Access to the resource is denied.
The provided security credentials are not valid.

The query parameter <par anet er > is invalid. Its
structure conflicts with that of another parameter.

The element <el enment > is not signed.
We encountered an internal error. Please try again.

AWS was not able to validate the provided access
credentials.

The action <act i on> is not valid for this web
service.

The address <addr ess> is not valid for this web
service.

Invalid batch request. Reason: <r eason>.

The security token included in the request is invalid
and the caller cannot be identified.

The HTTP authorization header is bad, use format:
<f or mat >.

Invalid HTTP request. Reason: <r eason>.

The parameter <par amet er > cannot be used with
the parameter <par anet er >,

Value <val ue> for parameter <par anet er > is
invalid. Reason: <r eason>.

The query parameter <par anet er > is invalid.
Please see service documentation for correct
syntax.

The service cannot handle the request. Request is
invalid.

The following response groups are invalid:
<groups>.

The provided security credentials are not valid.
Reason: <r eason>.
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Name

I nval i dSecurityToken

I nval i dServi ce
I nval i dURI

I nval i dWBAddr essi ngProperty

Mal f or medSQAPSI gnat ur e

Mal f or medVer si on

M ssi ngActi on

M ssi ngd i ent Tokenl d

M ssi ngCredential s

M ssi ngDat eHeader

M ssi ngPar anet er

M ssi ngSOAPRequest | nf o

M ssi ngWSAddr essi ngPr operty

NoAt t achment Cont ent
NoM MEBoundary
NoSuchVer si on
Request Expi r ed
Request Throttl ed
Requi r esSSL

SOAP11I ncorr ect Dat eFor nat

SQAP11M ssi ngActi on

SoapBodyM ssi ng
SoapEnvel opeM ssi ng
SoapEnvel opePar seErr or

SoapEnvel opeTooDeep

Description

The security token used in the request is invalid.
Reason: <r eason>.

The Web Service <ser vi ce> does not exist.
Could not parse the specified URI: <URI >.

WS-Addressing parameter <par anet er > has a
wrong value: <val ue>.

Invalid SOAP Signature. Reason: <r eason>.

Version not well formed: <ver si on>. Must be in
YYYY-MM-DD format.

No action was supplied with this request.

Request must contain AWSAccessKeyld or X.509
certificate.

AWS was not able to authenticate the request:
access credentials are missing.

Authorized request must have a "date" or
"X-amz-date" header.

The request must contain the parameter
<par anet er >.

Unexpected: missing SOAPRequestinfo from the
request.

WS-Addressing is missing a required parameter:
<par amet er >.

Attachment content is not available.

No MIME boundary found for attachment part.
The requested version ( <ver si on>) is not valid.
Request has expired.

Request is throttled.

SSL connection required for backward compatible
SOAP authentication.

Timestamp must be in XSD date format.

The <Action> request element is missing in SOAP
1.1 request.

Could not find the SOAP body in the request.
Could not find the SOAP envelope in the request.
Could not parse the SOAP envelope.

The SOAP envelope exceeded the maximum
allowed depth.
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Name Description

SoapEnvel opeToolLong The SOAP envelope exceeded the maximum
allowed length.

UnknownEnvel opeNanespace Envelope Namespace must be for either SOAP
1.1: http://schemas.xmlsoap.org/soap/envelope, or
SOAP 1.2:
http://www.w3.0rg/2003/05/soap-envelope.

Unsuppor t edEncodi ngExcept i on Encoding (most likely US-ASCII) not supported -
internal service error.

Unsupport edHt t pVer b The requested HTTP verb is not supported:
<ver b>.

URI TooLong The URI exceeded the maximum limit of <I engt h>.

WSSecuri t yCor rupt Si gnedl nfo Signed info is corrupt.

WSSecuri t yCr eat edDat el ncorr ect For nat Timestamp for created date must be in ISO8601
format.

WSSecuri t yEncodi ngTypeErr or BinarySecurityToken must have EncodingType of
<type>.

WSSecuri t yExpi resDat el ncor r ect For mat Timestamp for expires date must be in ISO8601
format.

WSSecuri tyl ncorrect Val uet ype BinarySecurityToken has bad ValueType.

WSSecuri t yM ssi ngVal uet ype BinarySecurityToken must have attribute
ValueType.

WSSecurityMil ti pl eCredential Error Request must not contain more than one

BinarySecurityToken with valueType <t ype>.

WSSecuri t yMil ti pl eUser naneErr or Request cannot contain more than one
UsernameToken.

WSSecuri tySi gnat ur eError Error while processing signature element.

WBSecuri tySi gnat ureM ssi ng SignatureValue is missing or empty.

WSSecuri t ySi gnedl nf oErr or Error while processing signed info.

WSSecuri t ySi gnedl nf oM ssi ng Request has no Signedinfo.

WSSecuri tyTi mest anpExpi red Request has expired.

WSSecuri tyTi mest anpExpi resM ssi ng Timestamp must have Expires element.

WSSecuri t yTi mest anpM ssi ng Security Header Element is missing the timestamp
element.

WSSecur i t yUser naneCont ai nsPswd UsernameToken must not contain Password.

WSSecuri t yUser nameM ssi ng Request must contain Username element in
UsernameToken.

WSSecuri t yX509Cer t Credenti al Error Request cannot contain both Credential and an

X.509 certificate.
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Name Description
WSSecuri tyMil ti pl eX509Err or Request must not contain more than one
BinarySecurityToken with valueType <t ype> or
<type>.
WSSecuri t yX509Si gnat ur eErr or Failed to check signature with X.509 certificate.
X509Par seErr or Could not parse X.509 certificate.

Actions

Topics
¢ ActivateDesktopProduct (p. 173)
¢ ActivateHostedProduct (p. 177)
¢ GetActiveSubscriptionsByPid (p. 182)
¢ RefreshUserToken (p. 185)
¢ VerifyProductSubscriptionByPid (p. 190)
¢ VerifyProductSubscriptionByTokens (p. 194)

This section describes the License Service actions that you can perform.
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ActivateDesktopProduct

Description

The Act i vat eDeskt opPr oduct action is meant for desktop products or products installed in any type
of distributed location (e.g., desktops, handheld devices, etc.). We recommend that web products use
Act i vat eHost edPr oduct (p. 177).

Calling Act i vat eDeskt opPr oduct provides your desktop product with the following credentials for a
specific customer:

¢ User token
e Secret Access Key
e Access Key ID

Note

The Secret Access Key and Access Key ID that Act i vat eDeskt opPr oduct provides are not
identical to the credentials available from the AWS web site. They work only with AWS service
calls associated with Amazon DevPay. They can't be used for regular AWS service calls.

For information about how your product should store the credentials, see Credential Storage (p. 115).

The credentials must be available and ready to use each time your product makes an Amazon Simple
Storage Service request on behalf of that customer. The items work together as a unit. If one part is
missing, your product must get a whole new set. For more information, see Desktop Product
Exceptions (p. 119).

Your product calls Act i vat eDeskt opProduct to activate itself when the customer initially installs it.
The product might require reactivation at other times. For more information, see Desktop Product
Exceptions (p. 119).

Activation succeeds regardless of whether the credit card the customer presents at sign-up time is valid.
Even though activation succeeds, your product shouldn't send requests to Amazon S3 until the customer
is actually subscribed (which depends on the credit card vetting or sign-up charge succeeding). For more
information about how to confirm when a customer is actually subscribed, see Activation and Subscription
Timing (p. 116).

Request Authentication

Requests for Act i vat eDeskt opPr oduct must be made over HTTPS, but they do not require any other
special authentication.
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Request Parameters

Name Description Required
Action The License Service action to perform. Set this to Conditional
Act i vat eDeskt opPr oduct .
Type: String

Default: None

Condition: Required for REST-Query requests (for more
information, see REST-Query Requests (p. 150)). For SOAP
requests, the action is automatically indicated in the SOAP
request's root element (for more information, see SOAP
Requests (p. 151)).

Acti vati onKey A product activation key, which the product obtains from | Yes
the customer. For more information, see Desktop Product
Activation (p. 114).

Type: String with a maximum 30 characters; the length of
this key could increase in the future

Default: None

Product Token The product token for your product, which is obtained Yes
during product registration. For more information, see
Registering Your Product (p. 60). The product token is
prefixed with the literal string { Pr oduct Token} .
Type: String
Default: None

TokenExpirati on The amount of elapsed time (in seconds) before the user | No
token returned by the service should expire. The user token
never expires unless you use this optional parameter.

Once the user token expires, the product must reactive
itself, or the customer won't be able to use it. For more
information, see Reactivating the Product (p. 119).
Type: xsd:duration (in seconds)

Default: No expiration time

Ver si on The version of the API to use. For example: 2008- 04- 28 | Conditional
Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.
Not applicable to SOAP requests (the API version is
indicated in the namespace).

Response Elements

The response to this action contains the following elements in addition to the elements returned in all
successful responses (for more information, see Structure of a Successful Response (p. 167)).
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Name

AWSAccessKeyl d

Secr et AccessKey

User Token

Errors

Description

The customer's AWS Access Key ID.
Type: String
Ancestor: Act i vat eDeskt opPr oduct Resul t

The customer's Secret Access Key, which you use to sign requests for
Amazon S3.

Type: String

Ancestor: Act i vat eDeskt opPr oduct Resul t

The user token associated with the returned Secret Access Key and Access
Key ID. The user token is prefixed with the literal string { User Token} . The
user token length varies, and we recommend you allot 1024 characters to
store the value in your database. Note that the user token length is currently
much shorter than this, but it could increase or decrease without notice.
Each time you request Act i vat eDeskt opPr oduct for a particular customer,
the user token you receive is different because the creation time is part of
the information included in the token.

Type: String
Ancestor: Act i vat eDeskt opPr oduct Resul t

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).

Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.

Name Description
Expi redAct i vat i onKey The activation key is expired. Activation keys expire one hour after
creation.

Action to take:

1. Prompt the customer to go to the activate URL and generate a
new activation key (the customer is asked to log in with an
Amazon.com login).

2. Prompt the customer for the new activation key.

3. Re-request the action to activate the product with the new
activation key and the other required parameters.

I ncorrect Acti vati onKey The activation key does not correspond to the product token. Each

activation key is associated with a particular customer and a particular
product. This error occurs if you provide an activation key for a
DevPay product other than the one represented by the product token.

Action to take: Follow the instructions listed for
Expi r edActi vati onKey.
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Name Description

I nval i dActi vati onKey The activation key is invalid or malformed.
Action to take: Same action as for Expi r edAct i vat i onKey

I nval i dProduct Token The product token is invalid for the signer.

Action to take: Make sure you have copied the product token correctly.
You can view the product token for your product at any time by
clicking View Product Details on your DevPay Activity page (at
http://aws.amazon.com/devpayactivity).

Examples

The following example REST-Query request activates a desktop product.

Sample Request

https://I|s.amazonaws. con

?Act i on=Act i vat eDeskt opPr oduct

&Act i vat i onKey=ADMAY7DVLJ TWHI 76 MVBMEXAMPLE

&Pr oduct Token={ Pr oduct Token} YLFRL3e4l OHTgGSQa8BCKA. . .. [ | ong encoded token]...
&Ver si on=2008- 04- 28

Sample Response

<Act i vat eDeskt opPr oduct Response>
<Act i vat eDeskt opPr oduct Resul t >
<User Token>
{User Token} AAAHVXN cl Rr bgf OpSykBAXO7g/ zG. ... [l ong encoded token]. ..
</ User Token>
<AWBAccessKeyl d>
AKI Al CSFODNN7 EXAMPLE
</ AWBAccessKeyl d>
<Secr et AccessKey>
wlal r XUt nFEM / K7 VDENG bPxRf i CYEXAMPLEKEY
</ Secr et AccessKey>
</ Acti vat eDeskt opPr oduct Resul t >
<ResponseMet adat a>
<Request | d>
ch919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
</ ResponseMet adat a>
</ Acti vat eDeskt opPr oduct Response>

Related Actions

¢ RefreshUserToken (p. 185)
¢ VerifyProductSubscriptionByTokens (p. 194)
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ActivateHostedProduct

Description

The Act i vat eHost edPr oduct action takes in an activation key for the customer and the product token
for your product and responds with a persistent identifier (PID) and user token for a customer. Whether
your product uses one or both of these depends on the type of product and its needs:

* Amazon Simple Storage Service web products must use the user token (for more information, see
Overall Authentication Process (p. 123)). They can optionally also use the PID (for more information,
see Verification of the Customer's Subscription Status (p. 135)).

« Amazon S3 desktop products can optionally use the PID (for more information, see Verification of the
Customer's Subscription Status (p. 120)).

* Amazon EC2 AMI products can optionally use the PID (for more information, see Verification of a
Customer's Subscription Status (p. 99)).

Note

If you want to use query string authentication with your web product (for more information, see
Query String Authentication with Web Products (p. 130)), you must have a user token returned
by a call made to Act i vat eHost edPr oduct after May 15, 2008. You can update any user
token so that it works with query string authentication by calling RefreshUserToken (p. 185).

Activation succeeds regardless of whether the credit card the customer presents at sign-up time is valid.
Even though activation succeeds, your product shouldn't send requests to Amazon S3 until the customer
is actually subscribed (which depends on the credit card vetting or sign-up charge succeeding). For more
information about how to confirm when a customer is actually subscribed, see Activation and Subscription
Timing (p. 127).

Request Authentication
Requests for Act i vat eHost edPr oduct must be made over HTTPS and authenticated by AWS. For

more information, see Authentication of REST-Query Requests (p. 155) (for REST-Query) or Authentication
of SOAP Requests (p. 162) (for SOAP).

Request Parameters

Name Description Required
Acti on The License Service action to perform. Set this to Conditional
Act i vat eHost edPr oduct .
Type: String

Default: None

Condition: Required for REST-Query requests (for more
information, see REST-Query Requests (p. 150)). For SOAP
requests, the action is automatically indicated in the SOAP
request's root element (for more information, see SOAP
Requests (p. 151)).

Acti vati onKey The activation key. For more information, see The Yes
Activation Key (p. 125).

Type: String with a maximum 30 characters; the length of
this key could change in the future

Default: None
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Name Description Required
AWSAccessKeyl d Your Access Key ID. For more information, see Your AWS | Conditional
Access Credentials (p. 154).
Type: String

Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Expi res The date and time at which the signature included in the | Conditional
request expires.

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: REST-Query requests must include either the
Ti mest anp parameter or the Expi r es parameter, but not
both. For information about handling message expiration
for SOAP requests, see Message Expiration (p. 162).

Product Token The product token for your product, which is obtained Yes
during product registration. For more information about
registration, see Registering Your Product (p. 60). The
product token is prefixed with the literal string
{Product Token}.

Type: String
Default: None

Si gnature A request signature. For more information, see Calculating | Conditional
an HMAC-SHA1 Request Signature (p. 158).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Si gnat ur eVer si on A legacy parameter AWS requires. Set this value to 1. Conditional
Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Ti mest anp The date and time the request is signed. Conditional

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: Authenticated REST-Query requests must
include either the Ti mest anp parameter or the Expi r es
parameter, but not both. For information about handling
message expiration for SOAP requests, see Message
Expiration (p. 162).
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Name

TokenExpi ration

Ver si on

Description Required

The amount of elapsed time (in seconds) before the user | No
token returned by the service should expire. The user token
never expires unless you use this optional parameter.

Once the user token expires, the product must reactive

itself, or the customer won't be able to use it. For more
information, see Reactivating the Product (p. 135).

Type: xsd:duration (in seconds)

Default: No expiration time

The version of the API to use. For example: 2008- 04- 28 | Conditional
Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.
Not applicable to SOAP requests (the API version is
indicated in the namespace).

Response Elements

The response to this action contains the following elements in addition to the elements returned in all
successful responses. For more information, see Structure of a Successful Response (p. 167).

Name

Persi stentldentifier

User Token

Errors

Description

A static identifier of 53 to 64 characters for the customer, specifically used
by developers who own either Amazon EC2 AMI products (for more
information, see Verification of a Customer's Subscription Status (p. 99))
or Amazon S3 desktop products (for more information, see Verification
of the Customer's Subscription Status (p. 120)).

Type: String
Ancestor: Act i vat eHost edPr oduct Resul t

The user token, which is prefixed with the literal string { User Token} .
This is used by Amazon S3 web products (for more information, see
Setting Up Web Products (p. 123)). The user token length varies, and we
recommend you allot 1024 characters to store the value in your database.
Note that the user token length is currently much shorter than this, but it
could increase or decrease without notice.

Each time you request Act i vat eHost edPr oduct for a particular
customer, the user token you receive is different because the creation
time is part of the information included in the token.

Type: String

Ancestor: Act i vat eHost edPr oduct Resul t

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).
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Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request

that receives a 503 code.

Name

Expi redAct i vati onKey

I ncorrectActivati onKey

I nval i dActi vati onKey

I nval i dProduct Token

Examples

Description

The activation key is expired. Activation keys expire one hour after
creation.

Action to take:

1. Prompt the customer to go to the activate URL and generate a
new activation key (the customer is asked to log in with an
Amazon.com login).

2. Prompt the customer for the new activation key.

3. Repeat the request to activate the product with the new activation
key and the other required parameters.

The activation key does not correspond to the product token. Each
activation key is associated with a particular customer and a particular
product. This error occurs if you provide an activation key for a
DevPay product other than the one represented by the product token.

Action to take: Follow the instructions listed for
Expi r edActi vati onKey.

The activation key is invalid or malformed.
Action to take: Same action as for Expi r edAct i vat i onKey.

The product token is invalid for the signer.

Action to take: Make sure you have copied the product token correctly.
You can view the product token for your product at any time by
clicking View Product Details on your DevPay Activity page (at
http://aws.amazon.com/devpayactivity).

The following example REST-Query request gets the user token and PID for a customer.

Sample Request

https://1s. amazonaws. com

?Act i on=Act i vat eHost edPr oduct
&Act i vat i onKey=ADMAY7DVLJ TWHI 76 MVBMEXAMPLE
&Pr oduct Token={ Pr oduct Token} YLFRL3e4l OHTgGSQa8BCKA. . .. [l ong encoded token]...

&Ver si on=2008- 04- 28

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Ti mest anp=2008- 05- 19T12: 00: 00Z
&Si gnat ur e=Dql p3Sd6l j TUAQUf 6 SG EEXWUQEEXAMPLE=

&Si gnat ur eVer si on=1
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Sample Response

<Act i vat eHost edPr oduct Response>
<Act i vat eHost edPr oduct Resul t >
<User Token>
{User Token} AAAHVXN cl Rr bgf OpSykBAXO7g/ zG. ... [l ong encoded token]. ..
</ User Token>
<Persistentldentifier>
PMNGLKRRYHL OXDQKEMKL EXAMVPLE
</ Persistentldentifier>
<Act i vat eHost edPr oduct Resul t >
<ResponseMet adat a>
<Request | d>
cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
</ ResponseMet adat a>
</ Acti vat eHost edPr oduct Response>

Related Actions

e GetActiveSubscriptionsByPid (p. 182)
« RefreshUserToken (p. 185)
¢ VerifyProductSubscriptionByPid (p. 190)
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GetActiveSubscriptionsByPid

Description

The Get Act i veSubscri pti onsByPi d action takes a customer's persistent identifier (PID) and returns
a product code list for the products the customer is actively subscribed to. Only the product codes for
products you own are returned. To use Get Act i veSubscri pti onsByPi d, you must have previously
requested Act i vat eHost edPr oduct (p.177) to get a PID for the customer. For more information about
how to use Get Act i veSubscri pti onsByPi d, see Verification of a Customer's Subscription

Status (p. 99).

Request Authentication
Requests for Get Act i veSubscri pti onsByPi d must be made over HTTPS and authenticated by AWS.

For more information, see Authentication of REST-Query Requests (p. 155) (for REST-Query) or
Authentication of SOAP Requests (p. 162) (for SOAP).

Request Parameters

Name Description Required
Action The License Service action to perform. Set this to Conditional
Get Acti veSubscri pti onsByPi d.
Type: String

Default: None

Condition: Required for REST-Query requests (for more
information, see REST-Query Requests (p. 150)). For SOAP
requests, the action is automatically indicated in the SOAP
request's root element (for more information, see SOAP
Requests (p. 151)).

AWSAccessKeyl d Your Access Key ID. For more information, see Your AWS | Conditional
Access Credentials (p. 154).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Expi res The date and time at which the signature included in the | Conditional
request expires.

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: REST-Query requests must include either the
Ti nmest anp parameter or the Expi r es parameter, but not
both. For information about handling message expiration
for SOAP requests, see Message Expiration (p. 162).

Persi stentldentifier | The customer's PID. Yes
Type: String
Default: None
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Name

Si gnature

Si gnat ur eVer si on

Ti mest anp

Ver si on

Description Required

A request signature. For more information, see Calculating | Conditional
an HMAC-SHA1 Request Signature (p. 158).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

A legacy parameter AWS requires. Set this value to 1. Conditional
Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

The date and time the request is signed. Conditional
Type: String in the format YYYY-MM-DDThh:mm:ssZ, as

specified in the ISO 8601 standard.

Default: None

Condition: Authenticated REST-Query requests must

include either the Ti mest anp parameter or the Expi r es

parameter, but not both. For information about handling

message expiration for SOAP requests, see Message

Expiration (p. 162).

The version of the API to use. For example: 2008- 04- 28 | Conditional
Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.
Not applicable to SOAP requests (the API version is
indicated in the namespace).

Response Elements

The response to this action contains the following element in addition to the elements returned in all
successful responses. For more information, see Structure of a Successful Response (p. 167).

Name

Pr oduct Code

Special Errors

Description

The product code for the product the customer is subscribed to. The
response can contain multiple <Pr oduct Code> elements.

Type: String
Ancestor: Get Act i veSubscri pti onsByPi dResul t

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).
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Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.

Name Description
I nval i dPersi stentldentifier | The persistentidentifier (PID) is invalid or malformed.

M ssi ngPersistentldentifier | The requestis missing the required parameter
Persistentldentifier.

Examples

The following example REST-Query request gets a product code list for the products the customer is
subscribed to.

Sample Request

https://1s. amazonaws. com

?Act i on=Cet Acti veSubscri pti onsByPi d

&Per si stent |l denti fi er =PMNGLKRRYHL OXDQKEMKLEXAMPLE
&Ver si on=2008- 04- 28

&AVBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Ti mest anp=2008- 05- 19T12: 00: 00Z

&Si gnat ur e=Dgl p3Sd6l ] TUAQUf 6 SG EEXWUQEEXAMPLE=

&Si gnat ur eVer si on=1

Sample Response

<Cet Act i veSubscri pti onsByPi dResponse>
<Cet Act i veSubscri pti onsByPi dResul t >
<Pr oduct Code>
6883959E
</ Pr oduct Code>
<Pr oduct Code>
774FAFF8
</ Pr oduct Code>
</ Get Acti veSubscri pti onsByPi dResul t >
<ResponseMet adat a>
<Request | d>
cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
</ ResponseMet adat a>
</ Get Acti veSubscri pti onsByPi dResponse>

Related Actions

¢ ActivateHostedProduct (p. 177)
¢ VerifyProductSubscriptionByPid (p. 190)
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RefreshUserToken

Description

Occasionally AWS might change the contents of the user token to support new functionality. The

Ref r eshUser Token action accepts a user token and returns an up-to-date version of that token. You

can then use the updated token to take advantage of the new functionality. Even if the user token you

send is already the latest version, the action succeeds and returns the latest version of the user token.

For example, after May 15, 2008, the ActivateHostedProduct (p. 177) action began returning a new version
of the user token that allows you to use query string authentication with your web product without having
to pass the product token in clear text in the URL (for more information, see Query String Authentication
with Web Products (p. 130)). You can exchange your existing web product user tokens for the new version
by using Ref r eshUser Token.

Important
Desktop products must use REST-Query to access this action; they cannot use SOAP.

Request Authentication

Requests for Ref r eshUser Token must be made over HTTPS and authenticated by AWS. For more
information, see Authentication of REST-Query Requests (p. 155) (for REST-Query) or Authentication of
SOAP Requests (p. 162) (for SOAP, which is only allowed for web products).

Request Parameters

Name Description Required

Acti on The License Service action to perform. Set this to Conditional
Ref r eshUser Token.

Type: String
Default: None

Condition: Required for REST-Query requests (for more
information, see REST-Query Requests (p. 150)). For SOAP
requests, the action is automatically indicated in the SOAP
request's root element (for more information, see SOAP
Requests (p. 151)).

Addi ti onal Tokens A list of tokens. Currently, the only token you might need | Conditional
to provide in this list is the product token, which you obtain
during product registration. For more information about
registration, see Registering Your Product (p. 60). The
product token is prefixed with the literal string
{Pr oduct Token}.

Type: String
Default: None

Condition: You must provide the product token if the
product is a desktop product, or if it's a web product and
the user token was originally created from a call to

Act i vat eHost edPr oduct made on or before May 15,
2008.
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Name

AWSAccessKeyl d

Expi res

Si gnature

Si gnat ur eVer si on

Description Required

The Access Key ID associated with the Secret Access Key | Conditional
used to sign the request. For desktop products, this is the

customer's Access Key ID. For web products, this is your

Access Key ID. For more information about Access Key

IDs, see Your AWS Access Credentials (p. 154).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

The date and time at which the signature included in the | Conditional
request expires.

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: REST-Query requests must include either the
Ti mest anp parameter or the Expi r es parameter, but not
both. For information about handling message expiration
for SOAP requests, see Message Expiration (p. 162).

A request signature. Desktop products must sign the Conditional
request with the customer's Secret Access Key. Web

products must sign the request with your Secret Access

Key. For more information about creating the signature,

see Calculating an HMAC-SHA1 Request

Signature (p. 158).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

A legacy parameter AWS requires. Set this value to 1. Conditional
Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Version 2007-12-01
186



Amazon DevPay Developer Guide

RefreshUserToken
Name Description Required
Ti mest anp The date and time the request is signed. Conditional

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: Authenticated REST-Query requests must
include either the Ti mest anp parameter or the Expi r es
parameter, but not both. For information about handling
message expiration for SOAP requests, see Message
Expiration (p. 162).

User Token The unexpired user token you want to refresh. Yes
Type: String
Default: None

Ver si on The version of the API to use. You must set this to Conditional
2008- 04- 28 (or newer) to use Ref r eshUser Token.

Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.
Not applicable to SOAP requests (the API version is
indicated in the namespace).

Response Elements

The response to this action contains the following element in addition to the elements returned in all
successful responses. For more information, see Structure of a Successful Response (p. 167).
Name Description

User Token The refreshed user token, which is prefixed with the literal string
{User Token}.

Type: String

Ancestor: Ref reshUser TokenResul t

Errors

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).

Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.
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Name Description
I nval i dd i ent Tokenl d Authentication failure. Note that an invalid user token or product token

might also trigger this error.

Action to take: Make sure you have copied the product token and

user token correctly and that you use the correct credentials when
you sign the request. You can view the product token for your product
at any time by clicking View Product Details on your DevPay Activity
page (at http://aws.amazon.com/devpayactivity).

I nval i dProduct Token The product token is invalid for the signer.

Action to take: Make sure you have copied the product token correctly
and that you use the correct credentials when you sign the request.
You can view the product token for your product at any time by
clicking View Product Details on your DevPay Activity page (at
http://aws.amazon.com/devpayactivity).

I nval i dPar anet er Val ue One or more of the parameters required in the request is missing or
invalid.

Examples

The following example REST-Query request refreshes a user token.

Sample Request

https://1s.amazonaws. com
?Act i on=Ref reshUser Token
&Addi t i onal Tokens={ Pr oduct Token} YLFRL3e4| CHTgGSQa8BOKA. .. . [l ong encoded token]. ..

&User Token={ User Token} AAAHVXN cl Rr bgf OpSykBAXO7g/ zG. ... [l ong encoded token]...
&Ver si on=2008- 04- 28

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Ti mest anp=2008- 05- 19T12: 00: 00Z

&Si gnat ur e=Dql p3Sd6l j TUAQUf 6 SG EEXWUQEEXAMPLE=
&Si gnat ur eVer si on=1

Sample Response

<Ref reshUser TokenResponse>
<RefreshUser TokenResul t >
<User Token>
{User Token} DRTNXLBKkqgl 7Xf pf O EPUD4RI / Qm ... [l ong encoded token]...
</ User Token>
<RefreshUser TokenResul t >
<ResponseMet adat a>
<Request | d>
ch919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
</ ResponseMet adat a>
</ Ref reshUser TokenResponse>
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Related Actions

¢ ActivateDesktopProduct (p. 173)
¢ ActivateHostedProduct (p. 177)
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VerifyProductSubscriptionByPid

Description

The Veri f yProduct Subscri pti onByPi d action lets you verify whether a customer who purchased
your product is actively subscribed to the product (e.g., and hasn't canceled). To use this action, you must
have previously requested Act i vat eHost edProduct (p.177)to geta persistentidentifier (PID) for the
customer.

Request Authentication
Requests for Ver i f yPr oduct Subscri pti onByPi d must be made over HTTPS and authenticated by

AWS. For more information, see Authentication of REST-Query Requests (p. 155) (for REST-Query) or
Authentication of SOAP Requests (p. 162) (for SOAP).

Request Parameters

Name Description Required
Acti on The License Service action to perform. Set this to Conditional
Veri f yProduct Subscri pti onByPi d.

Type: String

Default: None

Condition: Required for REST-Query requests (for more
information, see REST-Query Requests (p. 150)). For SOAP
requests, the action is automatically indicated in the SOAP
request's root element (for more information, see SOAP
Requests (p. 151)).

AWSAccessKeyl d Your Access Key ID. For more information, see Your AWS | Conditional
Access Credentials (p. 154).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

Expi res The date and time at which the signature included in the | Conditional
request expires.

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: REST-Query requests must include either the
Ti mest anp parameter or the Expi r es parameter, but not
both. For information about handling message expiration
for SOAP requests, see Message Expiration (p. 162).

Persi stentldentifier | The customer's PID. Yes
Type: String
Default: None
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Name

Pr oduct Code

Si gnature

Si gnat ur eVer si on

Ti mest anmp

Ver si on

Description Required

The product code for your product, which you obtained Yes
during product registration. For more information, see
Registering Your Product (p. 60).

Type: String
Default: None

A request signature. For more information, see Calculating | Conditional
an HMAC-SHA1 Request Signature (p. 158).

Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

A legacy parameter AWS requires. Set this value to 1. Conditional
Type: String
Default: None

Condition: Required for REST-Query requests. Not
applicable to SOAP requests.

The date and time the request is signed. Conditional
Type: String in the format YYYY-MM-DDThh:mm:ssZ, as

specified in the ISO 8601 standard.

Default: None

Condition: Authenticated REST-Query requests must

include either the Ti mest anp parameter or the Expi r es

parameter, but not both. For information about handling

message expiration for SOAP requests, see Message

Expiration (p. 162).

The version of the API to use. For example: 2008- 04- 28 | Conditional
Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.
Not applicable to SOAP requests (the API version is
indicated in the namespace).

Response Elements

The response to this action contains the following elements in addition to the elements returned in all
successful responses. For more information, see Structure of a Successful Response (p. 167).

Name

Subscri bed

Description

Whether the customer is currently subscribed to your product.
Type: Boolean

Valid Values: true | fal se

Ancestor: Veri f yProduct Subscri pti onByPi dResul t
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Errors

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).

Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.

Name Description
I nval i dPersi stentldentifier | The persistent identifier (PID) is invalid or malformed.

I nval i dProduct Token The product token is invalid for the signer.

Action to take: Make sure you have copied the product token
correctly. You can view the product token for your product at any
time by clicking View Product Details on your DevPay Activity
page (at http://aws.amazon.com/devpayactivity).

M ssi ngPersi stentldentifier | The request is missing the required parameter
Persistentldentifier.

M ssi ngProduct Token The request is missing the required parameter Pr oduct Token.

Examples

The following example REST-Query request verifies if a customer is still subscribed to the product.

Sample Request

https://I|s.amazonaws. coni

?Acti on=Veri fyProduct Subscri pti onByPi d

&Per si stent | denti fi er =PMNGLKRRYHL OXDQKEMKL EXAMPLE
&Pr oduct Code=774F4FF8

&Ver si on=2008- 04- 28

&AWBAccessKey! d=AKI Al OSFODNN7 EXAMPLE

&Ti mest anp=2008- 05- 19T12: 00: 00Z

&Si gnat ur e=Dql p3Sd6l j TUAUF 6 SG EEXWUQEEXAMPLE=

&Si gnat ur eVer si on=1

Sample Response

<Veri f yProduct Subscri pti onByPi dResponse>
<Veri f yProduct Subscri pti onByPi dResul t >
<Subscri bed>
true
</ Subscri bed>
</ Veri fyProduct Subscri pti onByPi dResul t >
<ResponseMet adat a>
<Request | d>
cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
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</ ResponseMet adat a>
</ Veri fyProduct Subscri pti onByPi dResponse>

Related Actions

¢ ActivateHostedProduct (p. 177)
e GetActiveSubscriptionsByPid (p. 182)
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VerifyProductSubscriptionByTokens

Description

The Veri f yProduct Subscri pti onByTokens action lets desktop products verify whether the customer
who purchased and installed the product is actively subscribed to it (that is, the customer hasn't canceled
the subscription). For example, a desktop product might call Veri f yPr oduct Subscri pti onByTokens
each time the customer opens the product. If the subscription is no longer active, the desktop product
can disable the customer's access.

Important
You must use REST-Query to access this action; using SOAP is not allowed for this action.

Request Authentication

Requests for Ver i f yProduct Subscri pti onByTokens must be made over HTTPS and authenticated
by AWS. For more information, see Authentication of REST-Query Requests (p. 155).

Important

The desktop product must sign the request using the customer's Secret Access Key and Access
Key ID (which were obtained from a previous request the desktop product made to

Act i vat eDeskt opPr oduct (p.173)).

Request Parameters

Name Description Required

Acti on The License Service action to perform. Set this to Yes
Veri f yProduct Subscri pti onByTokens.

Type: String
Default: None

AWBAccessKeyl d The Access Key ID of the customer, which the desktop Yes
product obtained from a request to
Acti vat eDeskt opPr oduct .

Type: String
Default: None

Expi res The date and time at which the signature included in the | Conditional
request expires.

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: The request must include either the Ti mest anp
parameter or the Expi r es parameter, but not both.
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Name Description Required

Product Token The product token for your product, which you obtained | Yes
during product registration. For more information, see
Registering Your Product (p. 60). The product token is
prefixed with the literal string { Pr oduct Token} .

Type: String
Default: None

Si gnature A request signature. For more information, see Calculating | Yes
an HMAC-SHA1 Request Signature (p. 158).You must use
the customer's Secret Access Key and Access Key ID
instead of your own when creating the signature.

Type: String
Default: None
Si gnat ur eVer si on A legacy parameter AWS requires. Set this value to 1. Yes
Type: String
Default: None
Ti mest anp The date and time the request is signed. Conditional

Type: String in the format YYYY-MM-DDThh:mm:ssZ, as
specified in the ISO 8601 standard.

Default: None

Condition: The request must include either the Ti mest anp
parameter or the Expi r es parameter, but not both.

User Token The user token for the customer, which the desktop product | Yes
received from a request to Act i vat eDeskt opPr oduct .
The user token is prefixed with the literal string
{User Token}.

Type: String
Default: None
Ver si on The version of the API to use. For example: 2008- 04- 28 | Conditional
Type: String
Default: 2007- 06- 05

Condition: Highly recommended for REST-Query requests.

Response Elements

The response to this action contains the following elements in addition to the elements returned in all
successful responses. For more information, see Structure of a Successful Response (p. 167).
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Name Description

Subscri bed Whether the customer is currently subscribed to your product.
Type: Boolean
Valid Values:true | fal se

Ancestor: Veri f yProduct Subscri pti onByTokensResul t

Errors

The errors listed in the following table are returned in addition to the errors returned by all actions. For
more information, see Errors (p. 169).

Important

We might throttle requests to the License Service as necessary. When we throttle, we return a
503 (service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.

Name Description

I nval i dd i ent Tokenl d Authentication failure. Note that an invalid user token or product token
might also trigger this error.

Action to take: Make sure you have copied the product token and
user token correctly and that you use the correct credentials when
you sign the request. You can view the product token for your product
at any time by clicking View Product Details on your DevPay Activity
page (at http://aws.amazon.com/devpayactivity).

I nval i dProduct Token The product token is invalid for the signer.

Action to take: Make sure you have copied the product token correctly
and that you use the correct credentials when you sign the request.
You can view the product token for your product at any time by
clicking View Product Details on your DevPay Activity page (at
http://aws.amazon.com/devpayactivity).

I nval i dPar anet er Val ue One or more of the parameters required in the request is missing or
invalid.

Examples
The following example REST-Query request verifies if a customer is still subscribed to the product.

Sample Request

https://1s. amazonaws. com

?Acti on=Veri fyProduct Subscri pti onByTokens

&Pr oduct Token={ Pr oduct Token} AAAHVXNI cl| Rr bgf QpSykBA. ... [l ong encoded token]...
&User Token={ User Token} AAAHVXN cl| Rr bgf OpSykBAXO7g/ zG. ... [l ong encoded token]...
&Ver si on=2008- 04- 28

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Ti mest anp=2008- 05- 19T12: 00: 00Z
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&Si gnat ur e=Dql p3Sd6l j TUAQUf 6 SG EEXWUQEEXAMPLE=
&Si gnat ur eVer si on=1

Sample Response

<Veri f yProduct Subscri pti onByTokensResponse>
<Veri f yProduct Subscri pti onByTokensResul t >
<Subscri bed>
true
</ Subscri bed>
</ Veri fyProduct Subscri pti onByTokensResul t >
<ResponseMet adat a>
<Request | d>
cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67
</ Request | d>
</ ResponseMet adat a>
</ Veri fyProduct Subscri pti onByTokensResponse>

Related Actions

¢ ActivateDesktopProduct (p. 173)
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Topics
¢ Appendix: The Customer Purchase Experience (p. 199)
¢ Appendix: E-mails Sent to Your Customers (p. 206)
¢ Appendix: Product Registration Flow (p. 217)
¢ Appendix: Example DevPay Activity Pages (p. 239)
¢ Appendix: Risks to DevPay Products (p. 261)
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Appendix: The Customer Purchase Experience

Topics
¢ The Product Purchase Flow (p. 200)
¢ The Application Activation Page (p. 203)
¢ The Application Billing Page (p. 204)

This appendix describes what your customers see when purchasing DevPay products.

Important

When customers buy your product and are later billed for using it, they deal entirely with Amazon
Payments, and not Amazon DevPay. Your customers receive no direct exposure to Amazon
DevPay. Therefore, you don't need to point your customers to the Amazon DevPay documentation

or information for any reason.
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The Product Purchase Flow

To purchase your product, customers first click the purchase URL that you present to them (you receive
the URL when you register your product; for more information, see Registering Your Product (p. 60)).
They then go through a series of web pages that are branded with Amazon Payments. The following
example pages mention several fictional companies and products. For example, a company called
Skysonsa, Inc. is selling a product called Sky Storage.

Your customers are first prompted to log in with an Amazon.com login. The page indicates that you've
teamed up with Amazon Payments to bill for the product.

amazonpayments

Skysonsa, Inc. has teamed with Amazon Payments to make billing
quick, easy, and secure.

Please sign in to buy Sky Storage.

Amazon.com Sign In

You may sign in using your existing Amazon.com account or you can create a new
account by selecting "I am a new customer."

Enter your e-mail address:

> 1am a new customer.
(¥ou'll create a passwaord later)

(3 1am a returning customer,
and my password is:

Forgot your password? Click here

Has your e-mail address changed since your last
order?

About Amazon.com Sign In

Amazon.com Sign In allows you to log in to applications that use Amazon technology using
your Amazon.com account. To protect your information, you should only enter your
Amazon.com e-mail address and password into a web site if the address of the site starts
with https://www.amazon.com {see your browser address bar to check this). You can find
out about how your personal infarmation is protected in our Privacy Notice.

Amazon Payments, Inc. is a wholly owned subsidiary of Amazon.com that provides a safe
means to process transactions online. Amazon Payments does not share your financial
information {such as credit card information) with any seller using Amazon Payments without
your consent. All infarmation associated with your use of Amazon Payments will be handled
in accordance with the terms of the Amazon Payments Privacy Notice.

Conditions of Use | Privacy Motice
@ 2007, Amazon.com, Inc or its Affiliates,
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Your customers are next presented with the product details you provided when you registered the product
with DevPay. If you have a monthly charge, a one-time charge, or both, the initial fee the customers are
charged at sign-up is displayed in the top right corner of this page. The page also displays information
about the credit card on file that will be used if the customer decides to purchase the product. At the
bottom, the page includes links to the Billing Services Agreement and the terms and conditions you
specified for your product. If customers want to purchase your product, they click Place your order.

amazonpayments
Review the information below, then click "Place your order.” Place your order
Total due today
. [ Ch it . [ Ch
One-time charge: $1.00 Epvm:.-r*t Tf:??d. \Change ) EllllS_g .ﬂ:ddress. \Change |
: 123l - m ¥ing

monthly charge: . $125 | Expi 10/2010 123 Any Strest

¥ Charge: Ary City, State 12345
Total: $2.25 Phone:

Application Information
Sky Storage
Sky Storage is an application that lets you store files and backup data securely. Sky Storage
makes it easy to store any data securely online, and access it from any computer just like a
local hard drive. ¥You can back up your important files like photos, home mowies, music,
business records, and much more. Sharing files between computers is also easy.

Sky Storage Pricing

One-Time and Monthly Charges

Pricing Dimension Your Price ($) Description
One-Time Charge 1.00 This charge only ocours at
sign-up.
Recurring Monthly Charge 5.00

Usage Charges - US Standard Region

Usage Type Your Price ($) Details Description
GE of data 0,100 per GB This iz approxirmately 200 MP3's
Data transfer in uploaded.
Transfer GB of data 0,180 per GB This iz approxirmately 200 MP3's
transfer out downloaded.
Storage GEB-Month of 0.150 per GB-Mo This is approximately 200 MP3's
9 storage used stored a month,

Mote: Shy Storage is sold by Skysansa, Inc. Armazon Payrents will charge your credit card for any one time
and recurring charges outlined in the pricing above, Until you cancel your subscription to Sky Storage, any
recurring charges will be charged on the 1st of every ronth and will include any applicable usage charges,

Terms and Conditions

By clicking the 'Place your Order' button, you indicate that you have read and agree to the
Billing Services Agresment.

Review the information above, then click "Place your order." J Place your order
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After they click Place your order, the purchase is processed and the browser window splits into two
frames. The top frame contains the activation key. The bottom frame contains the redirect URL you
provided when you registered the product with DevPay.

JUntitled Document - Mozilla Firefox

":-_" x ﬂ [ hitps > Google
=
- Close [u]
amazonpayments e
@ Thank you for signing up for Sky Storage.
Armazon Payments charged your credit card $2.25 for the total due today, & corfirmation email has been sent to you,
An activation key may be required as part of Sky Storage's registration Activation Key:
process. If required, copy the activation key displayed to the right AAPFAL S0 s s X QXRF2Q
and enter it where Sky Storage specifies. Expires September 18, 2007 11:324M PST
Sky Storage is sold by Skysonsa, Inc.
=
X XX Sky Storage Home | Contact Us | Search |7
@ How Does It Work? @ Windows Users:
Download Sky Storage (2.4 MB)
@ News and Updates
Sky Storage Blo Requirements:
® sky B E -- Windows 2000 or later
@ Manage Your Account -- 5 MB of disk space

At this point, the customer has purchased the product and can begin using it.
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The Application Activation Page

Depending on the type of product you have and how you design your system, you might need to prompt
your customers to provide you the activation key. Customers might not have the activation key, so you
should point them to the activate URL (http://www.amazon.com/dp-activate) to get one. The activate URL
goes to the Application Activation page. Following is an example.

amazonpayments"

Application Billing Payment Method | Application Activation

Hello, Em ¥Yingt. {If you're not Em Yingt, click here.)

Application Activation
Generate an Application Activation Key

An activation key may be required as part of an application's registration process. If your application requires it, follow the
steps below,

Step 1: Click onthe Generate Key link to generate an activation key for an application.
Step 2: Copy the actvation key,
Step 3! Click on Go to Application to access the application.

Step 4: Paste the activation key if and where the application specifies,

Application Name Seller Name Activation Key (what's this?) Application Link
Sky Storage sky St s Go to Application
View/Cancel Application ¥ wtarags Lompany ALpI4ry . QXRF20

Cenerste anew kew

S_WiftSDuI’CE o wildfire Computing Systems ¥ Generate Key Go to Application
Wiew/Cancel Application

Titanic Drive varuna Systems, Inc. % Generate Key Go to Application
Miew/Cancel Application

The top part of the page has instructions for generating an activation key. The bottom part shows a list
of the DevPay products the customer has purchased. The key is associated with a specific DevPay
product, so the customer must generate a key for the appropriate product. If you try using the License
Service with an activation key for another product, you get an error.

What happens to the key after the customer generates it depends on your system. This page instructs
the customer to click the Go to Application link on the right side of the page. That link goes to the redirect
URL you provided when you registered the product with DevPay (for more information, see Registering
Your Product (p. 60)). We automatically append the activation key and product code to the redirect URL
as query parameters, so if your system is set up to retrieve those values programmatically, then the
customer just needs to click that link. Alternately, your system might need the customer to paste the key
somewhere. If the location is not the destination of the redirect URL, then you need to make it clear to
the customer where to paste the activation key.
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The Application Billing Page

After customers have used the product, they can view their usage and corresponding costs on the

Application Billing page (at http://www.amazon.com/dp-applications). This page is available at any time
and shows usage and billing information for all the DevPay products they use. You should provide a link

to this page on your web site.

The following image shows an example Application Billing page for a customer who has purchased

paid AMls.

amazonpayments

Application Billing Payment Method

Application Activation

Hello, Joe Johnson. {If you're not Joe Johnson, click here.)

View Previous Staternent

Billing Statement as of March 20, 20091

Billing Cycle for this Report: March 1 - March 31, 2009
This page shows application achivity and usage charges through approximately 03/20/2009 17:59 GMT.
Application Name Rate

Sold byt AMIMakers, Inc,
Wiew/Cancel Application

Recurring monthly charge for April
Amazon EC2 running Linux /UNIX
$0.140 per Small instance-hour [ar partial hour) consurmed

$0.540 per Extra Large instance-hour (ar partial hour)
consurned

Bandwidth
$0.140 per GB of data transfer in
$0.200 per GB of data transfer out
$0.020 per GB of regional data transfer infout

Sold by: Hambotest
wiew!Cancel Application

Recurring monthly charge for April
Amazon EC2 running Linux /UNIX
$0.1320 per Small instance-hour [or partial hour) consurned
Bandwidth
$0.110 per GB of data transfer in
$0.190 per GB of data transfer out (First 10240 GB)
$0.020 per GB of regional data transfer infout

Charges Due on April 1, 20091

Usage

Recurring monthly charge

55 Hrs
19 Hrs

390,443 GB
584,251 GB
2,892 GB

Recurring rmonthly charge

9 Hrs

31,997 GB

51.002 GB
5,513 GB

Total($)

19,939

13.9¢

54,66
11&.85
0,08
213.22

3.52
3.69
0.11

21.49

236.71

1 all charges for thiz billing cycle will be charged to vour credit card on your nest billing date, April 1, 2009, The current billing cycle starts March 1, 2009 and ends
March 21, 2009 00:00 GMT, Mot included in the charges displayed here are any additional usage charges you will accrue in this billing cycle,

wiew a Previous Statement: Februars 2009 89

> Printer Friendly Yersion

The next image shows an example Application Billing page for a customer who has purchased products

based on Amazon S3.
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amazonpayments

Application Billing Payment Method Application Activation

Hello, Em Yingt. (If you're not Em Yingt, click here.)

View Previous Staternent

Billing Statement as of March 20, 20091

Billing Cycle for this Report: March 1 - March 31, 2009

This page shows application achivity and usage charges through approximately 03/20/2009 17:59 GMT.

Application Name Rate Usage Total($)
Sold byt Skyzonsa, Inc,

Wiew'Cancel Application
Recurting ronthly charge for April Recurting monthly chargs 5.00
$0.150 per GB-Month of storage used 18.343 GB-Month 2,75
$0.100 per GB of data transfer in 0.14¢& SB 0,01
40,180 per GB of data transfer out 0,242 G5B 0.04
7.80

Sold byt Hambotest

Wiew'Cancel Application
Recurting ronthly charge for April Recurting monthly chargs 1.50
$0.20 per GB-Month of storage used (First 20 GB-Month] 20.000 GB-Month 4,00

$0.15 per GB of data transfer out (Greater than 20 39.440 GB-Month

GB-Manth] 3.92
40,120 per GB of data transfer in 11,780 GB 1,41
$0.190 par GB of data transfer out 0.285 GB 0.07
$0,020 per 1,000 PUT or LIST requests 493592 requests 9,87
40,020 par 10,000 GET and all other requests 487746 requests 0.92
23.73
Charges Due on April 1, 20091 31.55

1 all charges for thiz billing cycle will be charged to vour credit card on your nest billing date, April 1, 2009, The current billing cycle starts March 1, 2009 and ends
March 31, 2009 00:00 GMT, Metincluded in the charges displayed here are any additional usage charges you will accrue in thiz billing cycle,

View a Previous Statement: Februan, 2009 &y

> Printer Friendly Yersion
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Appendix: E-mails Sent to Your Customers

Topics
¢ E-mails Related to Sign-Up or Cancellation (p. 207)
¢ E-mails Related to Billing (p. 209)
¢ E-mails Related to Price Changes (p. 213)

This appendix shows the templates we use when sending e-mails to your customers.
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E-mails Related to Sign-Up or Cancellation

This section includes the following e-mails:

¢ When the Customer Signs Up to Use Your Product (p. 207)
« If the Validation of the Customer's Credit Card Fails (p. 207)
« |If the Customer Cancels Use of Your Product (p. 208)

When the Customer Signs Up to Use Your Product

Subj ect: Your [product nane] Purchase
Greetings from Anmazon Paynents,

Thank you for purchasing [product nane], which is sold and supported

by [conpany nane]. Amazon Paynments is processing paynents for your
subscription to [product nane]. |f you have any questions about this
application, including technical support, please contact the provider at
[contact e-mail or URL].

[ conpany nane] may ask you for an Activation Key. |If you do not have an
Activation Key, you can generate a new key at any tinme by visiting the
foll owi ng web page:

http://ww. amazon. com dp- acti vate

[If there is a sign-up charge, a nonthly charge, or both, the follow ng
par agraph is included:]

On [date of sign up], Amazon Payments has charged your credit card on file
with us in the anobunt of $[total anount] for your purchase

of [product nane]. Cdick here to view this transaction.

You have aut horized Amazon Paynents to charge your credit card for any
recurring fees associated with your use of [product nane] until you cancel
your subscription. You will receive an e-nmail notificati on when we charge
your credit card on the first day of each nonth.

To view your transaction, review account history, change your credit card,
or cancel your subscription, please visit the follow ng web page:
http://ww. amazon. com dp-appl i cati ons

If you have any questions regarding this paynment, please contact us at
appl i cati on- paynment s@nazon. com

Si ncerely,
Amazon Payments

If the Validation of the Customer's Credit Card Fails

Subject: Billing Alert From Amazon Paynents

Greetings from Anmazon Paynents,
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Amazon Paynents is perfornming the billing for your purchased application(s).
We were unable to verify the paynent nmethod used. You nust provide a valid
paynment nmethod to continue using your application(s).

Pl ease update your payment nethod by visiting the foll owi ng web page:
http://ww. anmazon. com dp-appl i cati ons

If you have any questions regarding your paynent nethod, please contact us at
appl i cati on- paynent s@nazon. com

Si ncerely,
Amazon Paynents

If the Customer Cancels Use of Your Product

Subj ect: Cancellation of [product nane]
Greetings from Amazon Paynents,

This e-mail confirms that you have cancel ed your use of [product nane]

sold by [conpany nane]. You will no longer be able to use this application.
You will be billed at the end of the nonth for any use of this application
prior to cancellation; after that you will receive no nore bills for [product
nane] .

[If there is arefund related to the cancellation, the follow ng paragraph is
i ncl uded: ]

You will be issued a refund in the amount of [refund amount] for this
application. This refund amount is the prorated portion of the nonthly fee
based on the nunmber of days remaining in the nonth.

Addi tional information regarding your paynents for this application is
avai l abl e at the followi ng web page:
http://ww. anmazon. com dp-appl i cati ons

If you have any questions regarding your cancellation of this application,
pl ease contact application-paynments@umazon.com For all other

questions regarding an application, including technical support, please
contact [conpany nane] at [contact e-mmil or URL].

Si ncerely,
Amazon Paynents

Version 2007-12-01
208




Amazon DevPay Developer Guide
E-mails Related to Billing

E-mails Related to Billing

This section includes the following e-mails:

¢ When the Customer Is Billed Each Month (p. 209)

 If the Customer's Credit Card Charge Fails During Billing (p. 209)
¢ When the Customer Changes the Payment Method (p. 210)

¢ When a Retry Attempt Succeeds (p. 210)

¢ When the First or Second Retry Attempt Fails (p. 211)

¢ When the Final Retry Attempt Fails (p. 211)

When the Customer Is Billed Each Month

Subj ect: Your Bill from Amazon Paynents for [billing period]
G eetings from Amazon Paynents,

Amazon Payments is processing paynents for your subscription to the
application(s) listed below On [date of charge] we charged the credit
card you currently have on file with us in the anount of $[total anmount]
for your use of application(s) during [billing period]. dick here to view
informati on about this transaction.

Application Details:

Application: Product name
Sol d by: Conpany nane
Contact information: Contact e-mail or URL

Addi tional information regarding your bill, individual application charges,
and your account history are available at the foll ow ng web page:
http://ww. amazon. com dp-appl i cati ons

You can al so change your credit card or cancel your subscriptions
to any of the applications at this web site.

If you have any questions regarding paynent, please contact us at
appl i cati on- paynment s@nazon.com For all other questions, including
techni cal support, please contact the provider using the information
provi ded above.

Si ncerely,
Amazon Paynents

If the Customer's Credit Card Charge Fails During Billing

Subject: Billing Alert from Amazon Paynents
G eetings from Amazon Paynents,

Amazon Payments is performing the billing for your purchased application(s).

Version 2007-12-01
209




Amazon DevPay Developer Guide
E-mails Related to Billing

We have been unable to charge your credit card for [total anpunt]

for your use of [product nane(s)] during [billing period].

Pl ease update your payment nethod by visiting the foll owi ng web page:
http://ww. anmazon. com dp-appl i cati ons

Application details:

Application: [product nane]
Sol d by: [conpany nane]
Contact information: [contact e-mail or URL]

If you have any questions regarding this paynent, please contact us at
appl i cati on- paynent s@nazon.com For all other questions regarding

an application, including technical support, please contact the provider
using the information |isted above.

Si ncerely,
Amazon Paynents

When the Customer Changes the Payment Method

Subj ect: Account Alert from Amazon Paynents
Greetings from Amazon Paynents,

This e-mail is to confirmthat you recently updated the paynent nethod

on file with us. This paynent nethod will be used for all of your application
charges going forward. You can review your changes by visiting the

foll owi ng web page:

http://ww. amazon. com dp-appli cati ons

If you have any questions regarding your paynment nethod, please contact us at
appl i cati on- paynent s@nazon. com

Si ncerely,
Amazon Paynents

When a Retry Attempt Succeeds

If the customer's payment fails the first time, we retry three more times as necessary (7 days later, 14
days later, and 21 days later). If one of those retry attempts succeeds, we send the following e-mail to
the customer.

Subject: Billing Alert from Amazon Paynents
G eetings from Amazon Paynents,

We have successfully retried and charged your credit card

the amount of [anount] for [billing period]. Your [billing period]

bill is now paid in full. To view information about the applications and
details about this charge, go to the foll owi ng web page:

http://ww. amazon. com dp-appl i cati ons
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If you have any questions regarding paynent, please contact us at
appl i cati on- paynent s@nazon. com

For all other questions, including technical support, please contact
the provider. Information for the provider can be found at
http://ww. amazon. com dp- appl i cati ons.

Si ncerely,
Amazon Paynents

When the First or Second Retry Attempt Fails

If the customer's payment fails the first time, we retry 7 days later, and then 14 days later if necessary.
When either of these retry attempts fails, we send the following e-mail to the customer.

Subject: Billing Alert from Amazon Paynents
Greetings from Amazon Paynents,

Amazon Payments is performing the billing for your purchased application(s).
This is a rem nder that we have been unable to charge your credit card for
[anpbunt] for [billing period].

Pl ease update your paynment nethod by visiting the foll ow ng web page:
http://ww. amazon. com dp-appl i cati ons

Pl ease note that access to your application(s) will be cancelled if you fail
to pay this bill.

To view information about the applications and details about this charge,
go to the foll owi ng web page:
http://ww. amazon. com dp-appl i cati ons

If you have any questions regarding this payment, please contact us at
appl i cati on- paynment s@unazon. com

For all other questions regarding an application, including technical
support, please contact the provider. The information about the provider
can be found at http://ww. amazon. conf dp-appl i cati ons.

Si ncerely,
Amazon Paynents

When the Final Retry Attempt Fails

If the third (and final) retry attempt fails, we cancel the customer's access to all DevPay applications and
send the following e-mail to the customer.

Subject: Billing Alert from Amazon Paynents
Greetings from Amazon Paynents,

Amazon Paynents is perfornming the billing for your purchased application(s).
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After several attenpts, we have been unable to charge your credit card for
[amount] for [billing period]. As a result, your access to the follow ng
application(s) bel ow has been cancel | ed.

Application Details:

Application: Application nanme
Sol d by: Conpany nane
Contact information: contact e-mail or URL

To view informati on about the applications or details of this charge, go to
the foll owi ng web page:
http://ww. amazon. com dp-appl i cati ons

If you have any questions regarding this paynent, please contact us at
appl i cati on- paynent s@nazon. com

Si ncerely,
Amazon Paynents
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E-mails Related to Price Changes

This section includes the following e-mails:

¢ When You Schedule a Price Change with Passive Authorization (p. 213) (for information about passive
price changes, see Passive vs. Active Authorization (p. 65))

¢ When You Schedule a Price Change with Active Authorization (p. 213) (for information about active
price changes, see Passive vs. Active Authorization (p. 65))

¢ When You Cancel an Upcoming Price Change (p. 214)
¢ When a New Price for Your Product Goes Into Effect (p. 214)
¢ |If the Customer Doesn't Accept the Price Change by the Deadline, Causing Cancellation (p. 215)

When You Schedule a Price Change with Passive
Authorization

Subj ect: Price Change for [product nane]
Greetings from Amazon Paynents,

[company nane] is changing the price of [product nane]
on [price change effective date].

[Details of new price]

You will be charged the new price for this application starting
[price change effective date].

You can cancel your subscription to the application at any tine by visiting
the foll owi ng web page:
http://ww. anazon. com dp- appl i cati ons?pr oduct Code=pr oduct code

If you have any questions regarding this price change, please contact
[company nane] directly at [contact e-mail or URL].

[If you requested to add your own nessage to this e-mail, the following is in
cl uded: ]
Here is a nmessage from [conpany nane] regarding this price change:

[ Your nessage]

Si ncerely,
Amazon Paynents

WhenYou Schedule a Price Change with Active Authorization

Subj ect: Price Change for [product nane]
Greetings from Amazon Paynents,

[ conpany nane] is changing the price of [product nane]
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on [price change effective date].
[Details of new price]

In order to continue using this application after

[price change effective date], you nust agree to the new price
by visiting the foll owi ng web page:

http://ww. amazon. com dp- appl i cati ons?product Code=pr oduct code

Failure to accept this price change will result in the cancellation of your
subscription to [product nane].

If you have any questions regarding this price change, please contact
[conpany nane] directly at [contact e-mail or URL].

[1f you requested to add your own nessage to this e-nmail, the following is in
cl uded: ]
Here is a nessage from[conpany nane] regarding this price change:

[ Your nessage]

Si ncerely,
Amazon Paynents

When You Cancel an Upcoming Price Change

You can cancel a scheduled price change up to the day before the price change's effective date. If you
cancel after the e-mail notification has already been sent to your customers, Amazon Payments sends
another e-mail to alert them of the cancellation.

Subj ect: Price Change Cancel ed for [product nane]
G eetings from Amazon Paynents,

[ conpany nane] has decided not to change the price for [product nane].
You will continue to pay the current price of this application.

You can view a summary of your current and past charges by visiting
the foll owi ng web page:
http://ww. amazon. com dp-appl i cati ons

If you have any questions, please contact [conpany nane] at [contact e-mail or
URL] .

Si ncerely,
Amazon Paynents

When a New Price for Your Product Goes Into Effect

Subj ect: Pricing Change for [product nane]

G eetings from Amazon Paynents,
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This e-mail confirms that as of [price change effective date],
the price of [product nane] sold by [conpany nane]
is now

[ new pricing sunmary]

[If your product has a nonthly charge that has increased
with the price change, the follow ng paragraph is included:]

You will see a one-tinme charge on your next bill to cover the increased
mont hly cost of [product nane] from[old nonthly charge anount]
to [new nonthly charge anount] for the remai nder of this nonth.

[If your product has a nonthly charge that has decreased
with the price change, the follow ng paragraph is included:]

You will be issued a refund for the decreased nonthly cost of [product nane]
from[old nonthly charge anbunt] to [new nonthly charge anount]
for the remai nder of this nonth.

Addi tional information regarding your paynents for this application is
avai l abl e at the foll owi ng web page:
http://ww. anmazon. com dp-appl i cati ons

If you have any questions regarding this price change, please contact
[ conpany nane] at [contact e-mail or URL].

Si ncerely,
Amazon Paynents

If the Customer Doesn't Accept the Price Change by the
Deadline, Causing Cancellation

Subj ect: Use of [product nane] Cancel ed
G eetings from Amazon Paynents,

Your access to [product nane] sold by [conpany nane]

has been cancel ed because you chose not to accept the new price for

the application, which went into effect on [price change effective date].
You will no longer be able to use this application. You will be billed at
the end of the nonth for any use of this application through

[cancel l ation date]; after that you will receive no nore bills for

[ product nane].

[If arefund is applicable (see Custoner Cancellation (p. 53)), the follow ng
par agraph is included:]

You will be issued a refund in the amount of [refund amount] for
this application. This refund anbunt is the prorated portion of the nonthly
fee based on the nunber of days remamining in the nonth.

If you have questions, please contact [conpany nane]
at [contact e-mail or URL].
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Si ncerely,
Amazon Paynents
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Appendix: Product Registration Flow

Topics
¢ Amazon Payments Account Page (p. 218)
¢ Product Information Page (p. 219)
¢ Which Amazon Web Services Page (p. 220)
¢ Pricing Overview Page (p. 222)
¢ Usage Charges Page (p. 223)
¢ One-Time Charge and Monthly Charges Page (p. 227)
* Review Pricing Page (p. 228)
¢ Your Description Page (p. 229)
¢ Confirmation Page (p. 230)
¢ Preview Order Page (p. 232)
¢ Thank You Page (p. 236)
¢ Product Details Page (p. 237)

This appendix shows the web pages you see when registering a DevPay product. Specifically, it shows
two things:

« The full registration flow for a fictional DevPay product called ABC AMI, which is a paid AMI

¢ Specific pages from the registration of another fictional DevPay product called Sky Storage, which uses
Amazon S3

The flows for registering a paid AMI product and an Amazon S3 product are essentially the same. However,
the pages for setting the usage-based pricing for an Amazon S3 product (e.g., Sky Storage) are slightly
different and so are presented here. The Sky Storage pages show how to set tiered pricing (available for
both Amazon EC2 products and Amazon S3 products). For more information, see Tiered Usage-Based
Pricing (p. 31).
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Amazon Payments Account Page

When you register your product, you're first asked to log in with an AWS developer login (for more
information, see Registering Your Product (p. 60)). If you decide to create a new AWS developer account
for your DevPay products as we recommend, you first go through the steps to set up that account (providing
a password, a payment method, a billing address, etc.). Those pages are not shown here. For more
information about product development recommendations, see Recommendations for Product
Development (p. 80).

After your AWS developer account is set up, we check our records to see if you have an Amazon Payments
Business Account associated with that developer account. If you don't, then on this page, you provide
the information we need so we can create that account.

amazon
webservices™ Register Your Product

AMAZON PRYM-I:NIS ACCOUNT

Welcome John Smith | Hot You?

Amazon DevPay uses Amazon Payments to process payments from your customers,
This step will open an Amazon Payments Business account for you,

amazonpayments”
Create an Amazon Payments Business Account

Business Name: AMIMakers, Inc.

Business Address: AMIMakers, Inc.
1200 12th Ave, §
Seattle, WA | Edit |
98144
(206) 555-2222

Mote: This email
address and
phone number

H . will be made
Customer service phone n(g;g?fal;i 206 GEE 2220 available to your

customers,

Customer Service Email Address: customercontact@amimakers.com

Sales Website:
[aptional)

Type of Ownership: Sole Proprietorship
Primary Business Category: Computer Hardware & Software

Date Established: 12/01/2007 | (rom/ddiywyy)

Security Questions

Select two questions below that we can use to verify your identity and provide an
addition level of security,

Security Question 1: Date and month of wour birthday (MM-DDY
Answer: 03-18
Security Question 2: Your favorite color?

Answer: Burnt sienna

By clicking continue you agree to the terrns and conditions of the Privacy Motice and User
Agreerment [including your consent to receive legal notices about your account electronically),

|_ Back -_I Continue Q

Return to the registration procedure. (p. 60)
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Product Information Page

On the next page, the product registration process begins. You enter the information about your product
(the name, description, etc.).

amazon
webservices™ Register Your Product

)
PRODUCT INFORMATION
Welcome John Smith

Product Information

The infarmation you provide below is exactly what your customers will see when
they purchase your product.

Company Name:
Product Name:

Product Description:

Product Redirect URL:

AMIMakers, Inc.
ABC AMI

Product description for ABC AMI

Please enter plain text only

http://abeami.amimakers.com

Please provide the web site address of the page -,n&u want
your custorners to be directed to after they have completed
their purchase,

Terms and Conditions (optional)

If you wish, Amazon DevPay can require all customers to agree to Terms and
Conditions that apply to the use of your product before they purchase it. If you
would like to present Terms and Conditions, please enter them below, Otherwise,
just leave this field blank.

Terms and Conditions for ABC aMI

Pleaze enter plain taxt anly

Contact Information
Please provide your contact information for product related issues.

Contact email address: T internalcontact@amimakers.com

Contact telephone
number:T

Email address or URL for
customers with product
or technical inquiries:

206 555 1111

customercontact@amimakers, com
Thiz will be dizplayed to custorners

* Thiz information will be used for Amazon to contact you regarding any product related izsuesz and will not
be displayed to your customers,

Back | |_Continue @)

Return to the registration procedure. (p. 60)
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Which Amazon Web Services Page

On this page, you select which AWS service your product uses.

amazon
webservices” Register Your Product

)
PRODUCT INFORMATION

Which Amazon Web Services does ABC AMI use?

) Amazon Simple Storage Service {Amazon 83)
) Amazon Elastic Compute Cloud {Amazon EC2)

|- Back -.I Continue Qj'

If you select Amazon EC2, you must also specify which Amazon EC2 Regions and instance types your
product covers.

Note

The following image shows check boxes for three Regions and several instance types. In the
future, Amazon EC2 might support additional Regions or instance types, so the interface might
look different than the image shown here.
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amazon
webservices™

) Amazon Simple Storage Service (Amazon S3)
(*) Amazon Elastic Compute Cloud (Amazon EC2)
Which Armazon ECE regions and environments do you want wour custamers to
be able to run ABC AMI on? Your custormers will only be able to run ABC AMI an
the environments and instance types that you select,
us-west {Northern California) Region
[0  amazon EC2 running Linus/ UM
O amazon EC2 running Windows
O  amazon EC2 running Windows and SQL Server
US-East (Morthern Virginia) Region
Amazon ECZ running Linus/UMIX
Which Amazon ECZ instance types will ABC AMI run on?
small
Large
Extra Large
Double Extra Large
[0 Quadruple Extra Large
High-CPU Medium
High-CPU Extra Large
O  amazon EC2 running Windows
[0  amazon EC2 running Windows and SQL Server
EU (Ireland} Region
O  amazon EC2 running Linus/UNIX
O amazon EC2 running Windows
O  amazon EC2 running Windows and SQL Server

| Back | | Continue 91-

Return to the registration procedure. (p. 60)
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Pricing Overview Page

This page is the first in a series in which you specify your product's price. The first page gives an overview
of DevPay product pricing.

amazon

webservices”
Welcome John Smith | Mot vou?
PRICING USAGE OME-TIME & REVIEW YOUR
OVERVIEW :  CHARGES @ MONTHLY CHARGES = PRICING : DESCRIPTION

In the following pages yvou will define the price that your customers will pay
for ABC AMI. You can include one-time, recurring monthly, and/or
usage-based charges.

Each month customers pay you based on the price you set, and we collect
from you the cost of the AWS services (e.g., Amazon EC2) the customers
consume plus the DevPay fees described below,

Amazon DevPay Fees

3% of wour value-add, which is the difference between the revenue
collected from a customer and the cost of AWS services {e.g., Amazon
EC2) that the customer used. We charge you this fee anly if the revenue
from the customer is greater than the cost,

$0.30 per product for each bill we collect from your customer,
Important Pricing Consideration
If you set your price so that your customer's bill {e.g., £20.00} is less than

the cost of AWS services that the customer used {e.qg., $22.00), then you
are responsible for the difference ($2.00),

| Back | | Continue Q.'

Return to the registration procedure. (p. 60)
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Usage Charges Page

Topics
¢ Usage Charges for ABC AMI (p. 224)
e Usage Charges for Sky Storage (p. 225)

On this page, you enter any usage charges you want to include as part of the product's price. When you
enter a value for a particular pricing dimension, the corresponding AWS service cost and your markup
(before DevPay fees are subtracted) are displayed in the table.

Note
The following image shows tabs for three Regions and rows for several instance types. Amazon
EC2 might support additional Regions or instance types in the future, so the interface might look

different than the image shown here.
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Usage Charges for ABC AMI

_ i
“iEfamazon
§F  webservices™ Register Your Product

PRICING INFORMATION

PRICING USAGE ONE-TIME & REVIEW YOUR
OVERVIEW CHARGES MONTHLY CHARGES PRICING DESCRIPTION

Usage Charges

Specify Your Price for each of the selected instance types. Your customers can
launch &BC &MI on the instance types you have checked below. If you choose not to
charge for a particular pricing dimension, set the price to 0.00 and your customers will
not see that pricing dimension.

US-East (North ) US-West (North
VIWTI'M(J Region. EU (Ireland) Region I:alif:r‘niat;;.lgi::ln

Your Prce($) Amazon Markup Before Tiered Prcing

(per hourt) ~ EC2 Cost($) — DevPay Feest($) (what's this?)
Amazon EC2 running Linux /UNIX

Instance Details

E Small | 0.140 0,085 0,055 Add
[¥] Large [ 0,440 0,340 0,100 Add
Extra [
Large | 0.840 0,680 0.160 Add
Double :
[ extra 1,200 N/A Add
Box Large :
Usage Quadruple .
Extra 2,400 NEA Add
Large :
High-CcPU T
E Medium | 0,240 0,170 0.070 Add
High-CPU !
Extra 0,840 0.680 0.160 Add
Large '

[] Amazon EC2 running Windows
[[] Amazon EC2 running Windows and SQL Server

Data Transfer _ Amazon _ Markup Before Tiered Pricing
Type Details Your Price($) EC2 Cost($) ~ DevPay Feest($) (what's this?)
GB of data I
transferin | 0.140 0,100 0.040 Add
GB of data [

Tr.Dr.ut;Qr transfer out | 0.200 0,170 0.0z0 Add
GB of regional E
data tansfer 0,020 0,010 0,010 Add
infout )

US-East (Northem US-West (Northem

Yirginia) Region
Motes: You cannot
Store, Elastic Lo

them directly for this. Learn more,

EU (Ireland) Region California) Region

Elastic IP address Armazon Elastic Block
cing, Auto Scaling, or Amazon CloudWatch with vour Paid AMIs; AWE bills

T Your Markup Before DevPay Fees: The difference betwean 'Vour Price' and the 'Amszon EC2 Cost',
|_Back | | Continue @3

Return to the registration procedure. (p. 60)
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Usage Charges for Sky Storage

You see a different set of pricing dimensions if your product is based on Amazon S3. Following is the
relevant part of the page for Sky Storage.

Note
The following image shows tabs for three Regions. Amazon S3 might support additional Regions
in the future, so the interface might include additional tabs.

US VWest (Northem Asia Pacific (Singapore)

U5 Standard Region EU (Ireland) Region

California) Region Region
, _ _ Amazon _ Markup Before Tiered Pricing
Usage Type FEEls T () 53 Cost($) = DevPay Feest(f] (what's thiz?)
GB-Month of storage 0.000 0,150 -0,150 Add
used
Storage GE-Month of Reduced
Redundancy Storage 0.000 0,100 -0,100 Add
used
1,000 PUT ar LIST 0.000 0.010 -0.010 Add
Reamrests requests
10,000 GET and all 0.000 0,010 -0,010 Add
other requests
Data GE of data transferin 0.000 0,000 0,000 Add
Transfer | o of data transfer out 0.000 0,150 -0.150 add

U5 West (Northermn
California) Region

1t Your Markup Before DevPay Fees: The difference between 'Vour Price’ and the "Armazon S3 Cost

Asia Pacific (Singapore)

U% standard Region Region

EU (Ireland) Region

You can set tiers for any of the usage-based price components (for information about tiered pricing, see
Tiered Usage-Based Pricing (p. 31)).

To add tiered pricing
1. Click Add in the Tiered Pricing column
The image that follows shows an example of the resulting window that is displayed.

2. Click Add Tier for each tier you want to add.
You can add as many tiers as you want.

3. Enter the tier value and corresponding price for each tier.
4. When you're done, click Save & Close.

The following image shows Sky Storage's tiered pricing for GB-Month of storage used.
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Close

Tiered pricing allows you to specify a price for your product that changes based on usage amount,

Click Add Tier for each tier you want to add. Enter the tier value and corresponding price for each
tier. When you are done, click Save & Close,

| &3 Add Tier |
Amazon
Tiers - [l Web Service = Markup Before
Price($) Price($) DevPay Fees($)
per GB-Month of storage used
1. 040 0.15 0,25 Remouve Tier

(First 5| GB-Manth)
per GB-Maonth of storage used

2. [Hext 10| GB-Month) 0.30 0,15 0.15 Rermove Tier
[qreater than 5 GB-Manth through 15 GB-Manth)

per GB-Month of storage used

* (Quer 15 GB-Month) 020 0.15 0.05

| €& Remove Tiering |

| Save&Close | | Mext:Data Transferln @)

Close

Return to the registration procedure. (p. 60)

Version 2007-12-01
226



Amazon DevPay Developer Guide
One-Time Charge and Monthly Charges Page

One-Time Charge and Monthly Charges Page

On this page, you enter any sign-up charges and monthly charges you want to include as part of the
product's price.

amazon
webservices” Register Your Product

PRICING IN;ORMATIL‘I N

PRICING USAGE OMNE-TIME & REVIEW YOUR
OVERVIEW - CHARGES @ MONTHLY CHARGES @ PRICING @ DESCRIPTION

One-Time and Monthly Charges

You may set a one-time sign-up charge (e.g., $10.00 licensing charge) and/or a
monthly charge {e.g., $5.00 subscription charge) for the use of ABC AMI,

DevPay charges a $0.30 fee per transaction. One-time and/or monthly charges can
be used to cover that caost.

The monthly charge will be prorated for the month when your customers sign up. In
subsequent months, they will be charged this fee at the beginning of each month.

If you choose not to set a one-time or monthly charge, set the Your Price column
to 0.00 and your customers will not see that charge.

Pricing Di - Your _ Amazon _ Markup Before

rcing imension Price($] EC2 Cost($) ~— DewvPay Feest ()
One-time Charge 5.00 M 5.00
Monthly Charge¥ 19,99 MiA 19,99

1 Your Markup Before DevPay Fees: The difference between "Vour Price' and the '&mazon EC2 Cost',

* plonthly Charge: The monthly charge will be prorated for the first month,
| Back | [ Continue @)

Return to the registration procedure. (p. 60)
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Review Pricing Page

This page shows a summary of the pricing information you've provided in the previous pages. You can
change any part of the pricing from this page.

amazon
webservices” Register Your Product
O

PRICING IH“FDRMATIOH

PRICING USAGE ONE-TIME & REVIEW YOUR
QVERVIEW CHARGES MONTHLY CHARGES PRICING DESCRIPTION

Review Your Pricing
If you want to further edit your price, click the Change buttons below,
Usage Charges | Change |

US-East (Northern
¥irginia) Region

US-West (Northem

EU (Ireland) Region California) Region

Your Price(§) _ Amazon Mardup Before

Tostacce Details (par hourt) ~ EC2 Cost() ~ DevPay Feest($)

Amazon EC2 running Linux /UNIX

Small 0.140 0.085 0.05%
Large 0.440 0.240 0,100
Extra Large 0.840 0.680 0,160
UE::- Double Exu—..-. Large N_-':r- 0.000 N.-'::"-
Quadruple Extra Large Ni & 0.000 HiA
High-CPU Medium 0.240 0.170 0.070
High-CPU Extra Large 0.840 0.680 0.160

Amazon EC2 running Windows
Amazon EC2 running Windows and SQL Server

Data Transfer Type Details Your Price($) - Ecz’;‘:&‘a = D:::;WF Bct?:)

GB of data transferin 0,140 0,100 0,040

Data GB of data transfer out 0,200 0.170 0.020
Transfe

nater GB of regional data 0.020 0.010 0.010

transfer in /out

US-East (Northern
¥irginia) Region

US-West (Northem

EU (Ireland) Region California) Region

one-Time and Monthly Charges | Change |

At sign-up we bill the customer the one-time charge and the prorated monthly charge for
the first month,

Each maonth, we bill the customer the monthly charge and any usage charges.

A 5 4 Your A 4 i
Pricing Dimension ica($) - Ec2 Cost($) = DevPay +($)
One-time Charge 5.00 NfA 5.00
Monthly Charge#® 19,99 HiA 19,99

1 Your Markup Before DevPay Fees: The difference between "Your Price’ and the 'Amazon ECZ Cost

# Monthly Charge: The monthly charge will be prorated for the first month,
Back | | Continue Q

Return to the registration procedure. (p. 60)
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Your Description Page

On this page you can optionally provide descriptions for any of the charges.

For ABC AMI, we enter a fictional description for one pricing dimension to show you how it appears to
customers.

amazon
webservices” Register Your Product

PRICING INFORMATION

PRICING USAGE ONE-TIME & REVIEW YOUR
OVERVIEW CHARGES MONTHLY CHARGES PRICING DESCRIPTION

Your Description (option:

This is what your customer will see when they sign up for ABC AMI. You may enter any
additional information you want to show your customers to help them understand ABC
AMI pricing. For example, you may describe 'GB-month of storage used' as, “This stores
about 200 MP3s a month®,

ABC AMI Pricing
US-East (Northern Virginia) Region
Your Price

Instance ($) Details Description
Amazon EC2 running Linux/UNIX

per hour (or parkial
Small 0,140 howr) consumed ABC AMI's description of this pricin

per hour (or partial
Large 0.440 hour) consurmed Enter your optional description her

e per hour (or partial

NSage Extra Large 0.540 hour) consurmed Enter your optional description her
per hour (or partial
High-CPU Medium 0.240 howr) consurmed Enter your optional description her
High-CPU Extra per hour (or partial
9 0.240 howr) consurned Enter pour optional description her
Large L
Your Price
Data Transfer Type (%) Details Description
GB of data . .
transfer in 0,140 per GB |Enter your optional description her
Data EB of data 0.200 per GB Enter your optional description her
transfer out
Transfer
GB of regional .
data transfer 0.020 per GB Enter pour optional description her
in/out
Your Price
Pricing Dimension (%) Description
One-time Charge 5.00 Enter your optional description her
Recurring Monthly Charge 19,99 Enter your optional description her

I_- Back | [ Continue !_g-

Return to the registration procedure. (p. 60)
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Confirmation Page

The Confirmation page displays a summary of the product information for you to review. You can make
changes from this page. Clicking Preview Order Page at the bottom of the page shows the information
as it will be displayed to your customers (for an example, see Preview Order Page (p. 232)).

The Confirmation page is long, so we've displayed it here in two parts.

amazon
webservices” Reaqister Your Product

C{J.NHR_I';MTIU'J

Please review your product information and pricing for ABC AMI.
Click "Register Your Product™ at the bottom of the page when you are done.

ABC AMI Product Information (Change )

Company Name: AMIMakers, Inc.
Product Name: ABC AMI
Product Description: Product description for ABC AMI

Product Redirect URL: http://abcami.amimakers.com

ABC AMI Contact Information (Change)

Please note, this information will not be shown to customers.

Contact Email Address: internalcontact@amimakers.com
Contact Phone Number: 206 555 1111

Contact Information for
Customers with Product or customercontact@amimakers.com
Technical Inquiries:

ABC AMI Terms and Conditions (Change )
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ABC AMI Pricing Information (Change )

US-East (Northern Virginia) Region

Your Price
Instance ($) Details Description
Amazon EC2 running Linux /UNIX

per hour (or partial hour) ABC AMI's description of this pricing

Small 0.140 consumed .
itern.
per hour (or partial hour)
Large 0.440 consumed
Box per hour (or partial hour)
Usage Extra Large 0.840 consumed
per hour (or partial hour)
High-CPU Medium 0.240 consumed
High-CPU Extra per hour (or partial hour)
0.840 consumed
Large
Your Price
Data Transfer Type ($) Details Description
if‘ll of data transfer 0.140 per GB
Data GB of data transfer
Transfer out 0.200 per GB
GEB of regional data
transferin/out 0.020 par GB
Your Price
Pricing Dimension ($) Description
One-time Charge S5.00
Recurring Monthly Charge 19.99

ABC AMI Terms and Conditions

By clicking the 'Register Product' button, you agree to the Amazon Web Services Customer
Agreement.

Preview the ABC AMI order page as it will be displayed to your customers. | Preview Order Page _|

Click "Register Product” to enable Amazon DevPay to bill for your product.

Return to the registration procedure. (p. 60)
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Preview Order Page

Topics
¢ Preview Page for ABC AMI (p. 233)
¢ Preview Page for Sky Storage (p. 235)

This page shows what your customers see when they purchase your product. The Place your order
button displayed on this preview page is inactive, so you can't click the button and go through the purchase
experience from here. However, if you want to see an example of the full purchase experience, see
Appendix: The Customer Purchase Experience (p. 199).
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Preview Page for ABC AMI

amazonpayments
p—

Review the information below, then click "Place your order.”

Total due today

One-time charge: £5.00 Payment Method: | change | Billing Address: [ Change |
: Wisar ***-11111 Em ¥ingt
P ted
roratad racuring £19.99 Exp: 10/2010 123 Any Street
P ¥

thly ch : i
monthly charge Any City, State 12345
Total: $24.99 Phone:

Application Information
ABC AMI

Product description for ABC AMI

ABC AMI Pricingt

One-Time and Monthly Charges

: Pricing Dimension Your Price ($) Description
One-Time Charge 5.00
Recurring Monthly Charge 19,99

Usage Charges - US-East (Northern Virginia) Region

Instance Your Price ($) Details Description
Amazon EC2 running Linux /UNIX
Small 0,140 per hour [or partial hour) ABC AMI's description of this pricing
consured itern,
Large 0.440 per hour [or partial hour)
consurned
Box Usage Extra Large 0.840  per hour {or partial hour)
consumed
High-CPU Medium 0,240 per hour [or partial hour)
consurned
High-CPU Extra 0.240 per hour [or partial hour)
Large consumed
Data Transfer Type Your Price ($) Details Description
GB of data transfer 0.140 per GB
in
Data GEB of data transfer 0.200 per GB
Transfer out
GEB of regional data 0,020  per GB

transferin /out

* Price includes the Armazon EC2 price. If you use Amazon Elastic IP addresses, Amazon Elastic Block Store, Auto Scaling,
or Amazon CloudWatch, you will be charged separately. At this time, you cannot use Elastic Load Balancing with
instances of ABC AMI

* Arnazon EC2 with Windows Authentication Services and Armazon EC2 with Windows Authentication Services and SGL are
deprecated and will be removed from Amazon DevPay producks in November 2009,

Mote: ABC AMI iz sold by AMIMakers, Inc., Amazon Payments will charge your credit card for any one time and recurring
charges outlined in the pricing above, Until you cancel your subscription to ABC AMI, any recurring charges will be charged
on the 1st of every month and will include any applicable usage charges.,

Terms and Conditions

By clicking the 'Place your Order' button, you indicate that you have read and agree to the Billing
Services Agreement and ABC AMI Terms of Use.

Review the information above, then click “Place your order.”
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Return to the registration procedure. (p. 60)
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Preview Page for Sky Storage

amazonpayments
e ——

Review the information below, then click “Place your order.”

Total due today
One-time charge: £5.00 Payment Method: Lhan%¢ | pilling Address: | hange )
. Visa: ***-11111 Em Wingt
P ted

rorated reeurming £19.99 Exp: 10/2010 123 Any Street
p ¥

thly charge: .
montnly cnarge Any City, State 12345
Total: $24.99 Phone:

Application Information
Sky Storage

Product description for Sky Storage

Sky Storage Pricing

One-Time and Monthly Charges

Pricing Dimension Your Price (%)
One-Time Charge 5,00
Recurring Monthly Charge 19,99

Usage Charges - US Standard Region

Usage Type Your Price ($) Details
Data Transfer GB of data transferin 0.150 per GB
GEB of data transfer out 0.z200 per GB
GEB-Month of storage used 0.400 per GB-Mo (First 5 GE-Month)

0.300 per GB-Mo (Greater than 5 GE-Manth
through 15 GB-Month]

0.200 per GB-Mo (Cver 15 GB-Month)

Storage

Usage Charges - EU (Ireland) Region

Usage Type Your Price ($) Details

GB-Month of storage used 0.400 per GB-Mo (First 5 GB-Month]

0,300 per GB-Mo (Greater than 5 GE-Manth
through 15 GB-Month)

0.200 per GB-Mo (Cuer 15 GE-Manth)
GB of data transferin 0.150 per GB
GB of data transfer out 0.z200 per GB

Storage

Data Transfer

Mote: Sky Storage is sold by Skysonsa, Inc. Amazon Payments will charge your credit card for any one time
and recurring charges outlined in the pricing above, Until you cancel your subscription to Sky Storage, any
recurring charges will be charged on the 1st of every month and will include any applicable usage charges.

Terms and Conditions

By clicking the 'Place your Order' button, you indicate that you have read and agree to the
Billing Services Agreement and Sky Storage Terms of Use,

Review the information above, then click “Place your order.”

Return to the registration procedure. (p. 60)
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Thank You Page

This is the page that is displayed after you click Register Product on the preceding Confirmation page.

If we created an Amazon Payments account for you during product registration, the page instructs you
to verify your e-mail address with Amazon Payments (for more information, see Getting Your
Account (p. 15).

The page also instructs you to click visit your product detail page to go to the page where your product
identifiers are displayed (for an example of the Product Details page, see Product Details Page (p. 237)).

amazon
webservices” Register Your Product

CON HR-I-‘IATION

ABC AMI has been submitted for approval to Amazon DevPay.

& Wait, you're not quite done yet.

Check your email and click the verification link.

Amazon Payments has just sent a message to johnsmithS@esample.com. Please verify
wour email address by clicking the link in that message. This is mandatory — your Amazon
DevPay product will not be approved until this has been done. Once your product is
approved, you will receive an email,

Start integrating with Amazon DevPay.

Yisit the Amazon DevPay Activity page at http:/faws. amazon.com/devpayactivity and
click ¥iew Product Details to get your product identifiers or review/change infarmation
about your product,

Return to the registration procedure. (p. 60)
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Product Details Page

The Product Details page contains the information you provided about your product, as well as items
you need in order to integrate the product with DevPay (the product code, etc.). You can view this page
at any time by going to your DevPay Activity Page at http://aws.amazon.com/devpayactivity and clicking

View Product Details.
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Product Registration Information

Your application requires the credentials listed below, as described in the Amazon DevPay Developer Guide.
When you are ready to sell ABC AMI, you can direct your customers to the Purchase URL below.

Status: Pending Approval (as of October 30, 2009)
Product Code: [Product Code here]
Product Identification Please take care to safeguard this token, which you should never share with others directly, To

Token: learn how to integrate it securely with your product, please refer to the Amazon DevPay
Developer Guide,

+ Show

Purchase URL: [Purchase URL here]

Product Information (Change )
L

Company Name: AMIMakers, Inc.
Product Name: ABC AMI
Product Redirect URL: http://abcami.amimakers.com

Contact Email internalcontact@amimakers.com

Address:
Contact Phone 206 555 1111
Number:
E-mail address or URL customercontact@amimakers.com

for customers with
product or technical
inquires:
(This will be displayed to
customers)

Product Description:
Product description for ABC AMI

Terms and Conditions:
Terms and Conditions for 4ABC AMI

ABC AMI Pricing Plan | Change-l

One-Time and Monthly Charges

Pricing Dimension Your Price (%) Description
One-Time Charge 5.00
Recurring Monthly Charge 19,99

Usage Charges - US-East (Northern Virginia) Region

Instance Your Price ($) Details Description
Amazon EC2 running Linux /UNIX
Small 0,140  per hour (or partial hour) ABC AMI's description of this pricing
consumed itern.
Large 0.440  per hour (or partial hour)
consume
Box Usage Extra Large 0,840  per hour (or partial hour)
consume
High-CPU Medium 0.240  per hour (or partial hour)
consume
High-CPU Extra 0.840  per hour (or partial hour)
Large consumed
Data Transfer Type Your Price ($) Details Description
GB of data transfer 0,140  per GB
in
Data GB of data transfer 0,200  per GB
Transfer out
GB of regional data 0,020  per GB
transfer in /fout

» Cancel ABC AMI

"Q Return to Previous

Return to the registration procedure. (p. 60)
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Appendix: Example DevPay Activity Pages

This appendix walks through a simple example in which you create an imaginary DevPay product to see
what the numbers look like on the DevPay Activity page and in the DevPay transaction history over a

period of a few months. The goal is to familiarize you with the pages and help you understand the billing,
collection, and revenue reporting process DevPay uses. The example covers multiple months because:

¢ The billing and collection cycle for a single month's revenue spans two months

¢ We want to show the DevPay Activity page during a month when you have both existing customers
and new ones signing up

In this example, you create a paid AMI called ABC AMI. You begin selling ABC AMI in June 2009. The
following table shows the price you charge and the corresponding AWS cost.

Note

The Amazon EC2 prices shown here were valid when this document was originally written. The
prices might have changed since then. For the current Amazon EC2 prices, go to the Amazon
EC2 product page.

Pricing Dimension Your Price AWS Cost
Sign-up charge $0.00 N/A
Monthly charge $20.00 N/A
Small instance-hour (or part) used $0.20 $0.10
Large instance-hour (or part) used $0.50 $0.40
Extra-large instance-hour (or part) used $0.90 $0.80
Data transfer in $0.00 $0.10
Data transfer out $0.00 $0.17

Note that you don't charge customers for data transfer in and out. It's an unusual pricing scheme, but
we've chosen it to shorten and simplify the example. Also, to keep the example short, we're ignoring any
other instance types and EC2 features (like high-CPU instances, regional data transfer, Elastic Block
Store, etc.). For the full list of usage-based costs for Amazon EC2, see Allowed Usage-Based

Charges (p. 30).

The following sections show the activity for your products over a period of three months:

¢ June (p. 240)
e July (p. 251)
¢ August (p. 259)
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June

Topics
¢ Your June DevPay Activity Page on June 14 (p. 240)
¢ Your June DevPay Activity Page at the End of June (p. 245)
¢ Your DevPay Transaction History in June (p. 248)
e Your June DevPay Activity Page in Early July (p. 250)

On June 1 you introduce ABC AMI, and several days later people begin signing up for it. During June,
five people sign up. They pay a prorated monthly charge to cover the remaining portion of June.

Your June DevPay Activity Page on June 14

We'll first focus on what your DevPay Activity Page looks like in the middle of June after your customers
have been using ABC AMI for a while.

Usage

The following table shows your customers' usage details as of June 14. By this date, only three of the
five customers who will sign up in June have signed up and started to use ABC AMI. Customer A signed
up on June 3, Customer B on June 4, and Customer C on June 5. Notice that Customer C signs up to
use your product, but doesn't use it during June.

Customer
Small instance-hours used 0 8 0 8
Large instance-hours used 3 0 0 3
X-large instance-hours used 5 0 0 5
GB data uploaded 64 40 0 104
GB data downloaded 35 10 0 45

Revenue

The next table shows your revenue as of June 14. This includes actual revenue and expected revenue.
The actual revenue covers the prorated monthly fees your customers already paid at sign-up. The expected
revenue covers their usage up to June 14 (they don't actually pay that money until we bill them on July
1). In this example, your usage-based revenue comes only from small, large, and extra-large instances
used. Remember that to keep the example short, we're ignoring all other usage-based dimensions for
Amazon EC2 (such as high-CPU instance types, Elastic Block Store, regional data transfer, etc).

Customer
June prorated monthly fee $18.67 $18.00 $17.33 $54.00
Small instance-hours used $0.00 $1.60 $0.00 $1.60
Large instance-hours used $1.50 $0.00 $0.00 $1.50
X-large instance-hours used $4.50 $0.00 $0.00 $4.50
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Customer

Total $24.67 $19.60 $17.33 $61.60

AWS Costs

The next table shows the AWS costs you owe based on your customers' usage amounts. These costs
are based on the amount AWS charges for Amazon EC2.

Note

The Amazon EC2 prices shown here were valid when this document was originally written. The
prices might have changed since then. For the current Amazon EC2 prices, go to the Amazon
EC2 product page.

Customer
Small instance-hours used $0.00 $0.80 $0.00 $0.80
Large instance-hours used $1.20 $0.00 $0.00 $1.20
X-large instance-hours used $4.00 $0.00 $0.00 $4.00
GB data uploaded $6.40 $4.00 $0.00 $10.40
GB data downloaded $5.95 $1.70 $0.00 $7.65
Total $17.55 $6.50 $0.00 $24.05

Value-Add

The next table shows your value-add for each customer, which is the difference between the revenue
from the customer and the AWS costs the customer incurred (both of these values are shown in the
preceding tables).

Customer
Revenue $24.67 $19.60 $17.33
AWS Costs $17.55 $6.50 $0.00
Value-Add $7.12 $13.10 $17.33
3% DevPay Fee on $0.21 $0.39 $0.52

Value-Add

As of June 14, each of the individual value-add amounts that you expect to receive from your customers
is greater than zero. The sum of them is $7.12 + $13.10 + $17.33 = $37.55 (we calculate the value-add

amounts per individual customer, but we're mentioning this summed value because it explicitly appears
on the DevPay Activity page).

We charge you a 3% DevPay fee on each value add amount that is greater than zero. This means that
as of June 14, you owe $0.21 + $0.39 + $0.52 = $1.13.
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DevPay Activity Page

The preceding tables show the details of the usage, revenue, and value-add amounts for each customer
up to June 14. We present a summary of this information across all your customers on your DevPay
Activity page, which you can view at any time. Following is an image of your DevPay Activity page on
June 14, which shows the month-to-date summary for ABC AMI.

Note

During the month, the DevPay Activity page reflects the current month's data up to and through
the previous day. Therefore, on the first day of the month, the page has no data to display yet
and so shows zeros.

The dates displayed on the DevPay Activity page and related pages are in Coordinated Universal
Time (Greenwich Mean Time).

The page is divided into two main areas: the main summary and then a larger area containing a table for
each DevPay product you have. The Summary section at the top summarizes the revenue, costs, and
fees across all your DevPay products (in this example you have only one product). It shows both the
revenue you expect to receive (assuming all your customers pay their bills), and the actual revenue that
we have collected. You can come back to this page at any time to see how much of your expected revenue
for the month we've collected from your customers. Note that during the month, there is typically a big
difference between the expected values and the collected values, because we don't bill you or your
customers for much of that money until after the end of the month.

Following the summary is a table for each DevPay product you have. Each table has three sections:

* The top part shows the product's name and three links on the right:

» View Product Details—Displays the information you provided when you registered the product. You
can edit the information there. The page also displays the purchase URL, product code, and product
token for the product.

« Change Pricing—Steps you through the process of changing the product's price (for more information,
see Changing Pricing (p. 64)).

» View Customer Reports—Takes you to a page where you can access the DevPay reports (for more
information, see Reports (p. 69)).

¢ The middle part of the table shows the revenue the product has generated during the month. Currently

it shows month-to-date values as of June 14.

» The bottom part shows the costs the product incurred during the month. The section includes both the

AWS service costs (in this case, the costs of Amazon EC2) and the DevPay fees. Currently it shows
month-to-date values as of June 14.
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DevPay Activity

Yiew: Current activity for this maonth

Summary (snapshot as of June 14, 2009)
@) Erected () Collected ()

Total Revenue &1.60 54,00
DevPay Fee =2.93 -0.90
AVWS Costs -24.05 -0.00
Total Net Proceeds 34.62 53.10

ABC AMI ACti'U'itv (snapshot as of June 14, 2009)
View Product Details | Change Pricing | View Customer Reports

Description Details Total ($)
Revenue
Recurring Monthly Charges Monthly charges including prorated armnounts o 54,00
Armazon EC2 small instance-hours used £0.200 % 2 hours 1.60
Arnazon EC2 large instance-hours uzed $0.500 % 3 hours> 1.50
Arnazon EC2 x-large instance-hours used $0.900 x 5 hours 4,50
61.60
AWS Costs & DevPay Fee
Arnazon EC2 small instance-hours used $0.100 = & hours -0.80
Armazon ECZ large instance-hours used $0.400 x 3 hours -1,20
Armmazon EC2 x-large instance-hours used $0.200 = 5 hours> Totals -4,00
Arnazon EC2 data uploaded $0,100 % 104 GB 524.05 -10.40
Armazon ECZ data downloaded $0,170 = 45 GB -7.E5
DeuPay Fee (3% = $37.55) + (& transactions x $0.30) -2.93
-26.98

(1] The summary includes two columns: Expected and Collected. The Expected column shows:

« Your total expected revenue for June to date (assuming your customers pay their bills when
we bill them on July 1)

* The DevPay fees you're expected to pay for June to date

« The AWS costs you're expected to pay when we bill you after July 1 (the amount is based on
your customers' usage of your product to date in June)

For June to date, you expect to receive $61.60 in revenue. You've already received $54.00 of
that in the form of prorated monthly fees, so the $54.00 shows up in the Collected column.

You're also expected to pay $2.93 in DevPay fees for June to date. You've already paid $0.90
of that in the form of the $0.30 transaction fees we subtracted when your first three customers
signed up and paid the prorated monthly charges. We'll bill you for any remaining fees you owe
after July 1.

Finally, you're also expected to pay $24.05 in AWS costs for June to date. However, we won't
bill you for that until after July 1, so 0.00 is displayed in the Collected column for now.

[ 2 ] $54.00 is the total of the prorated monthly charges your three customers paid immediately when
they signed up. The description says "Monthly charges including prorated monthly amounts," but
at this point you have only prorated monthly amounts. Next month you'll have both full monthly
charges and prorated amounts because your existing customers will be charged full monthly
fees, and then more people will sign up and be charged prorated monthly fees.

'our customers have used 8 small, 3 large, and 5 extra-large instance hours by June 14. The
3 A h ds I, 31 d5 I i h by J 14.Th
page shows the price they pay you for this usage and the corresponding costs you pay to AWS.
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(4] The DevPay fee includes 3% of the sum of the individual value-add amounts that are greater
than zero. These were shown in a preceding table to be $7.12 for Customer A, $13.10 for Customer
B, and $17.33 for Customer C, and they total $37.55.
The DevPay fee also includes the $0.30 transaction fee that we collect each time we charge your
customers. Therefore we include six instances of the $0.30 fee because we charged each of
your three customers when they signed up during June, and we will charge them on July 1 for
their June usage.

Note

The July 1 bill will cover your revenue for both June (usage) and July (monthly fees);
however, the $0.30 transaction fee per customer collected on July 1 is reported on the
June statement.

Notice that the number of transactions shown here (six) does not equal the number of customers
you currently have (three). To get the number of customers you have for a product, use the
subscription report (for more information, see Subscription Report (p. 69)).

Important

In the main Revenue section of the table, there could be a slight discrepancy between the math
shown in the Details column (in the middle) and the value in the Totals column (on the right).
This is due to rounding. We round sub-penny charges up to a whole penny, and we round charges
over a penny up or down to the closest penny.
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Your June DevPay Activity Page at the End of June

Now we'll look at your DevPay Activity page at the end of June. After June 14, your three existing customers
continue to use ABC AMI, and two new customers sign up (one on June 15 and the other on June 20).
The following tables (which are similar in format to the preceding ones) show your ABC AMI customers'
usage, revenue, and value-add details at the end of June.

Usage
Customer

Small instance-hours 0 12 2 9 1 24
used

Large instance-hours 5 0 6 0 0 11
used

X-large instance-hours 5 0 4 11 30 50
used

GB data uploaded 72 43 22 112 68 317
GB data downloaded 35 10 19 14 44 122
Revenue

The next table shows your revenue as of the end of June. This includes actual revenue and expected
revenue. The actual revenue covers the prorated monthly fees your customers already paid at sign-up.
The expected revenue covers their usage through the end of June.

Customer

June prorated monthly $18.67 $18.00 $17.33 $10.67 $7.33 $72.00
fee

Small instance-hours $0.00 $2.40 $0.40 $1.80 $0.20 $4.80
used

Large instance-hours $2.50 $0.00 $3.00 $0.00 $0.00 $5.50
used

X-large instance-hours $4.50 $0.00 $3.60 $9.90 $27.00 $45.00
used

Total $25.67 $20.40 $24.33 $22.37 $34.53 $127.30

AWS Costs

The next table shows the AWS costs you owe based on the usage amounts shown in the preceding
usage table.
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Customer
Small instance-hours $0.00 $1.20 $0.20 $0.90 $0.10 $2.40
used
Large instance-hours $2.00 $0.00 $2.40 $0.00 $0.00 $4.40
used
X-large instance-hours $4.00 $0.00 $3.20 $8.80 $24.00 $40.00
used
GB data uploaded $7.20 $4.30 $2.20 $11.20 $6.80 $31.70
GB data downloaded $5.95 $1.70 $3.23 $2.38 $7.48 $20.74
Total $19.15 $7.20 $11.23 $23.28 $38.38 $99.24
Value-Add

At the end of June, we again calculate the individual value-add amount for each customer (as shown in
the following table). Note that some of the amounts are less than zero, meaning you have no value-add
for that particular customer (and therefore pay no 3% DevPay fee for that customer; you still, however,
pay the $0.30 transaction fee).

Customer
Revenue $25.67 $20.40 $24.33 $22.37 $34.53
AWS Costs $19.15 $7.20 $11.23 $23.28 $38.38
Value-Add $6.52 $13.20 $13.10 -$0.91 - $3.85
3% DevPay $0.20 $0.40 $0.39 N/A N/A
Fee on
Value-Add

The value-add amounts for Customer D and E are less than zero because based on the price you set for
ABC AMI, the prorated monthly fee they paid plus the usage-based revenue wasn't enough to cover the
AWS costs they incurred. Depending on their usage in July (a month where they pay the full $20.00
monthly fee), you might have a value-add amount that is greater than zero for each of them.

The following table compares the value-add amounts for Customers A—C on June 14 and at the end of
June.

Customer
Value-add on June 14 $7.12 $13.10 $17.33
Value-add at end of June $6.52 $13.20 $13.10

We use the final sum at the end of June as the basis for the 3% DevPay fee that you pay after July 1.
However, the DevPay Activity page is updated daily with the current sum of all value-add amounts greater
than zero.
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DevPay Activity Page

Following is the final June 2009 DevPay Activity page that summarizes the details in the preceding tables.

DevPay Activity

View:  June 2009 Statement

GO,

Summary (June 1 - June 30, 2009)

o Billed ($) Collected ($)
Total Revenue 127.30 F2.00
DevPay Fee =3.98 -1.50
AWS Costs -99,24 -0,00
Total Net Proceeds $24.08 $70.50

ABC AMI Activity (June 1 - June 30, 2009}

¥View Product Details | Change Pricing | View Customer Reports

Description Details Total (§)
Revenue
Recurring Monthly Charges Manthly charges including prorated amounts 72.00
Arnazon EC2 srmall instance-hours used $0.200 = 24 hours 4,20
Armazon ECZ large instance-hours used $0.500 x 11 hours 5.50
Arnazon EC2 x-large instance-hours used $0.900 x S0 hours 45.00
127.30
AVWS Costs & DevPay Fee
Armazon ECZ small instance-hours used $0.100 x 24 hours -2.40
Arnazon EC2 large instance-hours used $0.400 x 11 hours Totals -4.40
Arnazon EC2 x-large instance-hours used $0.800 = S0 hours $99.24 -40,00
Armazon EC2 data uploaded $0.100 x 317 GB -31.70
Arnazon EC2 data downloaded $0.170 = 122 GB -20.74
DevPay Fee 9 (3% x $32.82) + (10 transactions x $0.30) -3.98
-103.22

e n the summary, the Expected label has changed to Billed to reflect that the month is closed
and we're moving on to the end-of-month billing cycle.

Your total revenue for June is $127.30. You've already received $72.00 in the form of prorated
monthly fees (shown in the Collected column).

You're expected to pay $3.98 in DevPay fees for June. You've already paid $1.50 of that in the
form of the $0.30 transaction fees we subtracted when your five customers signed up and paid
the prorated monthly charges. After July 1, we'll bill you for any remaining fees you owe.

Finally, you're expected to pay $99.24 in AWS costs for June. However, we won't bill you for that
until after July 1, so 0.00 is displayed in the Collected column for now.

The additional two customers have signed up since June 14, so the $72.00 is the total of the
L 2
prorated monthly charges all five customers paid when they signed up.

('3 ] The DevPay fee includes 3% of the sum of the individual value-add amounts that are greater
than zero. These were shown in a preceding table to be $6.52 for Customer A, $13.20 for Customer
B, and $13.10 for Customer C, and they total $32.82.

The DevPay fee also includes the $0.30 transaction fee we collect each time we charge your
customers. Therefore we include 10 instances of the $0.30 fee because we charged each of your
five customers when they signed up during June, and we will charge them on July 1 for their June
usage.

Note

The July 1 bill will cover your revenue for both June (usage) and July (monthly fees);
however, the $0.30 transaction fee per customer collected on July 1 is reported on the
June statement.
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Your DevPay Transaction History in June

At the bottom of the DevPay Activity page is a link to your DevPay Transaction History page. Following
is the page at the end of June. It shows each deposit and charge related to DevPay. We aggregate all
the deposits that occur on a single day, and all charges that occur on a single day.

DevPay Transaction History

Your Amazon Payments Balance (as of June 30, 2009} » Withdraw to Bank Account
Total Balance: $70.50

Balance Awvailable for Withdrawal: £70,50

DevPay Transaction History {as of June 30, 2009)

View: | Alltransactions for: | Last 30 days

Date (MM D0 Description Amount (£
06,/20/2009

Deposit (Revenue collacted minus $0.30 fee par customer) 7.03
06/15,/2000

Deposit (Revenue collected rminus $0.30 fee per customer) 10,37
06/05/2009

Deposit (Revenue collected rminus $0.30 fee per custorner) 17.03
06,/04,/2009

Deposit (Revenue collected rminus $0.30 fae per custorner) 17.70
06,/03,/2009

Deposit (Revenue collacted minus $0.30 fee par customer) 18,37

The deposits are the prorated monthly charges your customers paid when they signed up during June.
The sum total of their payments is $72.00 (which is shown on the preceding Account Activity page). If
you subtract the $0.30 transaction fees (5 x $0.30), the result is $70.50. This is the current total balance
displayed on the page.

Note

The DevPay transaction history is updated continuously as deposits or withdrawals are made
during the day. However, the DevPay Activity page is updated once each day. Because of this,
the DevPay transaction history might show entries that are not yet reflected in the DevPay Activity

page.

The following table shows the entries you can expect to see in the DevPay transaction history. For all
entries where we collect money from you, we indicate whether we charge your Amazon Payments account
or your credit card.

Entry Description

Deposit (Revenue collected A deposit we make into your account when we collect money from

minus $0.30 fee per customer) | your customers. For more information, see When and How You Get
Paid (p. 37).

Charge (Revenue collected A charge we make for the net amount you owe if the revenue

minus $0.30 fee per customer) | collected from your customer is less than the $0.30 fee you owe for
that customer. We typically aggregate these types of charges because
they're very small (less than $0.30), so the listed amount might cover
multiple charges. For more information, see When You Have a Small
Monthly Charge (p. 38).
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Entry

AWS Costs and 3% DevPay
Fees for MM/YYYY

Customer Refunds

Withdrawal

Note

Description
The monthly charge we make for:

» The cost of AWS services used by your customers (for more
information, see The Cost of AWS Services (p. 24))

» The 3% DevPay fees on each individual value-add amount greater
than zero (for more information, see DevPay Fees (p. 20))

A charge we make for any recent refunds we have processed for
your customers. For more information, see Customer Refunds and
Chargebacks (p. 57).

A withdrawal you make from your Amazon Payments account to your
bank account. For more information, see Your Amazon Payments
Account (p. 15).

The account balance displayed on the DevPay Transaction History page does not necessarily
reflect all the items displayed in the DevPay transaction history. For more information, see Your
Amazon Payments Account (p. 15).
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Your June DevPay Activity Page in Early July

You can view your June DevPay Activity Page in July to see how much of the June revenue you've
received. We update the numbers in the Collected column daily with the latest information.

Following is the June DevPay Activity page as displayed in July after we've billed your customers and
charged you for the AWS costs and DevPay fees. We've successfully collected the remaining revenue
(and deposited it into your Amazon Payments account) and successfully charged you for all the costs
and remaining fees you owe. Therefore, the amounts in the Collected column match the amounts in the
Billed column. To see how those remaining deposits and charges appear in your DevPay Transaction
History, see Your DevPay Transaction History for July (p. 255).

DevPay Activity
Wiew: | June 2009 Staterment &
Summary (June 1 - June 30, 20097

Billed (%) Collected ($)
Total Revenue 127,20 127,20
DewPay Fee -3.98 -3.98
AWS Costs -99,24 -99,24
Total Net Proceeds $24.08 $24.08

ABC AMI Activity (June 1 - June 30, 2009)
View Product Details | Change Pricing | View Customer Reports

Description Details Total ($)
Revenue
Recurring Monthly Charges Monthly charges including prorated arnounts 72,00
Armazon EC2 small instance-hours used $0.200 % 24 hours 4,20
Arnazon EC2 large instance-hours used $0.500 % 11 hours 5.50
Arnazon ECZ x-large instance-hours used $0,900 x 50 hours 45,00
127.30
AWS Costs & DevPay Fee
Arnazon ECZ srmall instance-hours uzed $0.100 % 24 hours -2.40
Arnazon ECZ large instance-hours used $0.400 % 11 hours -4,40
Amazon EC2 x-large instance-hours uszed $0.200 x 50 hours -40,00
Arnazon EC2 data uploaded $0,100 = 317 GB -31.70
Arnazon ECZ data downloaded $0,170 = 122 GB -20,74
DewPay Fee (3% = $32.82) + (10 transactions = $0.30) -3,98

-103.22
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July

Topics
¢ Your July DevPay Activity Page at the End of July (p. 251)
¢ Your DevPay Transaction History for July (p. 255)
¢ Your July DevPay Activity Page on August 4 (p. 256)
e Your July DevPay Activity Page after August 8 (p. 258)

On July 1 we bill your five customers for their June usage and the July monthly fees. In this example,
their payments all come in immediately. In the next day or so, we charge you for the costs of Amazon
EC2 used by your customers in June, and for the 3% DevPay fee on the value-add amount per customer.
For more information about how we collect the 3% fee, see When and How You Get Paid (p. 37).

During July, two more people sign up for ABC AMI (for simplicity, we'll say they both sign up on July 16).
You receive the new customers' prorated monthly fees to cover the rest of July when they sign up. Also,
Customer B cancels on July 21, and we issue the customer a prorated refund for the remaining days in
July. We still bill the customer on August 1 for any pre-cancellation usage. At the end of July, you have
six customers signed up for ABC AMIL.

Your July DevPay Activity Page at the End of July

Your customers use ABC AMI during July. The following tables (which are similar in format to the preceding
ones for June) show your customers' usage, revenue, and value-add details at the end of July.

Usage

Customer

Small 0 10 9 13 0 0 49 81
instance-hours
used

Large 0 0 0 0 0 12 0 12
instance-hours
used

X-large 8 0 4 3 155 0 0 170
instance-hours
used

GB data uploaded 118 14 34 98 82 57 76 479

GB data 44 19 60 120 21 49 78 391
downloaded

Revenue
The next table shows your revenue at the end of July. This includes actual revenue and expected revenue.

The actual revenue covers the full July monthly fees your first five customers paid on July 1, plus the
prorated monthly fees the two new customers paid at sign-up. For Customer B, the July monthly fee in
the table is still listed as $20.00. We'll account for the cancellation refund we give Customer B elsewhere.
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The expected revenue covers all the customers' usage during July (they don't actually pay that money
until we bill them on August 1).

Customer

July monthly fee $20.00 | $20.00 | $20.00 | $20.00 | $20.00 | $10.32 | $10.32 | $114.19
(full or prorated)

Small $0.00 $2.00 $1.80 $2.60 $0.00 $0.00 $9.80 | $16.20
instance-hours
used

Large $0.00 $0.00 $0.00 $0.00 $0.00 $6.00 $0.00 $6.00
instance-hours
used

X-large $7.20 $0.00 $3.60 $2.70 | $139.50 $0.00 $0.00 | $153.00
instance-hours
used

Total $27.20 | $22.00 | $25.40 | $25.30 | $159.50 | $16.32 | $20.12 | $295.84

AWS Costs

The next table shows the AWS costs you owe based on the usage amounts shown in the preceding
usage table.

Customer

Small $0.00 $1.00 $0.90 $1.30 $0.00 $0.00 $4.90 $8.10
instance-hours
used

Large $0.00 $0.00 $0.00 $0.00 $0.00 $4.80 $0.00 $4.80
instance-hours
used

X-large $6.40 $0.00 $3.20 $2.40 | $124.00 $0.00 $0.00 | $136.00
instance-hours
used

GB data uploaded | $11.80 $1.40 $3.40 $9.80 $8.20 $5.70 $7.60 | $47.90

GB data $7.48 $3.23 | $10.20 | $20.40 $3.57 $8.33 | $13.26 | $66.47
downloaded
Total $25.68 $5.63 | $17.70 | $33.90 | $135.77  $18.83 | $25.76 | $263.27
Value-Add

The next table shows your value-add for each customer, which is the difference between the revenue
from the customer and the AWS costs the customer incurred. Note that the table also has a row to show
the refund we gave Customer B for the unused portion of the $20.00 monthly fee.
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Customer
Revenue $27.20 $22.00 $25.40 $25.30 | $159.50 $16.32 $20.12
Refund $0.00 $6.45 $0.00 $0.00 $0.00 $0.00 $0.00
AWS Costs $25.68 $5.63 $17.70 $33.90 | $135.77 $18.83 $25.76
Value-Add $1.52 $9.92 $7.70 - $8.60 $23.73 -$2.51 - $5.64
3% DevPay Fee on $0.05 $0.30 $0.23 N/A $0.71 N/A N/A

Value-Add

At the end of July, only some of the individual value-add amounts that you can expect to receive from
your customers are greater than zero. In terms of the 3% DevPay fees, you will owe $0.05 + $0.30 +
$0.23 + $0.71 = $1.29 when we charge you after August 1.

DevPay Activity Page

Following is the final July 2009 DevPay Activity page that summarizes the details in the preceding tables.

DevPay Activity

View:  July 2009 Statement

- July 31, 2009)

© sited ()

Summary {(July 1

GO

Collected ($)

Total Revenue 295.84 120.64
DevPay Fee -3.99 -0,&0
AWS Costs 26327 -0.00
Customer Refunds -6.45 -6, 45
Total Net Proceeds 22.13 113.59

ABC AMI Activity (July 1 - July 31, 2009)

View Product Details | Change Pricing | View Customer Reports

Description Details Total ($)
Revenue
Fecurring Monthly Charges Monthly charges including prorated armounts 9120.64
Arnazon EC2 srmall instance-hours used $0.200 % 51 hours 16,20
Arnazon EC2 large instance-hours used $0.500 % 12 hours £.00
Amazon EC2 x-large instance-hours uszed $0.900 x 170 hours 152,00
205.84
AWS Costs & DevPay Fee
Arnazon EC2 srall instance-hours used 40,100 % 51 hours -8,10
Armazon EC2 large instance-hours used $0.400 % 12 hours Totals -4,80
Arnazon EC2 x-large instance-hours used 40,800 % 170 hours 5263.27 -126.00
Armazon ECZ data uploaded $0.,100 x 479 GB -47.90
Amazon ECZ data downloaded $0.170 x 391 3B SBE. 47
DevPay Fee 0(3% % $42.87) + (9 transactions x $0.30) =3.99
-267.26
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(1] Your total revenue for July is $295.84. You've already received $120.64 in the form of full and
prorated monthly fees (shown in the Collected column).
You're expected to pay $3.99 in DevPay fees for July. You've already paid $0.60 of that in the
form of the $0.30 transaction fees we subtracted when your two new customers paid the prorated
monthly charges at sign-up.
You're expected to pay $263.27 in AWS costs for July. However, we won't bill you for that until
after August 1, so 0.00 is displayed in the Collected column for now.
Finally, Customer B canceled on August 21. We refunded the customer the prorated amount to
cover the 10 remaining days in July ($6.45). We then charged you that amount.

9 The $120.64 is the sum of:

» The $100.00 in monthly charges for July for the five existing customers (billed on July 1)

* The $20.64 in prorated monthly charges for July for your two new customers (billed when they
signed up)

The five existing customers were billed on July 1 for the $100.00, along with the usage charges
for June (discussed in the section for June). In this example, the payments came in immediately
on July 1 (shown on the following DevPay Transaction History page).

On July 16 you received the money you were due from the $20.64 prorated monthly charges.

(3] The DevPay fee includes 3% of the sum of the individual value-add amounts that are greater
than zero. These were shown in a preceding table to be $1.52, $9.92, $7.70, and $23.73, and
they total $42.87.

The DevPay fee also includes the $0.30 transaction fee we collect each time we charge your
customers. Therefore we're charging nine instances of the $0.30 fee to cover:

« When we billed the two new customers for the sign-up charges

* When we later bill all seven customers for their July usage (on August 1). Even though one of
your customers canceled in July, we still charge that customer for any pre-cancellation usage.

Note

The August 1 bill will cover your revenue for both July (usage) and August (monthly
fees); however, the $0.30 transaction fee per customer collected on August 1 is reported
on the July statement.
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Your DevPay Transaction History for July

Following is the DevPay Transaction History page at the end of July.

DevPay Transaction History

Your Amazon Payments Balance {as of July 31, 2009} » Withdraw to Bank Account
Total Balance: $137.66

Balance Available for Withdrawal: §137.66

DevPay Transaction History {as of July 31, 2009)

view: | Alltransactions for: | Last 30 days

Date (MM/DDAYYY) Description Amount ($]
07/21/2009

Customer Refunds (DevPay Account charged) -£.45
07/16/2009

Deposit (Revenue collected rminus $0,30 fee per custorner) 20,04
07/02,/2009

AWS Costs and 3% DevPay Fees for 06/2009 (DevPay Account charged] -100.22
07/01,2009

Deposit [Revenue collected minus $0.20 fee per customer) 153,20

Starting at the bottom of the page:

The July 1 deposit of $153.80 corresponds to the July 1 billing of your customers for their June usage
and the July monthly fees. To recap: On July 1 your customers paid $55.30 for their usage in June and
$100.00 for the July monthly fee, so the total they paid was $55.30 + $100.00 = $155.30. If you subtract
the $0.30 transaction fee per customer, the result is $153.80.

On July 2 we charged you $99.24 for the cost of Amazon EC2 your customers used in June, plus $0.98,
which is the 3% DevPay fee on the total of the value-add amounts greater than zero. The total charge
is $100.22.

On July 16 you received the $20.04 in prorated payments from the two new customers who signed up
that day. To recap: Those two customers paid $20.64 when they signed up. If you subtract the $0.30
transaction fee per customer, the result is $20.04.

On July 21, Customer B canceled, and we charged you for that refund.
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Your July DevPay Activity Page on August 4

On August 1 we bill your customers for their July usage and the August monthly fees. A day or so later,
we bill you for the costs of Amazon EC2 used by your customers in July, and for the DevPay fees you
owe for July. Customer A's payment of $27.20 on August 1 fails, but it succeeds when we retry the
payment on August 7. Following is the July DevPay Activity page as displayed on August 4. The summary
table at the top has been updated to reflect the latest amounts collected.

Note

If we initially can't collect a customer's payment, we contact the customer by e-mail to provide
a valid credit card. We then retry the collection three times, once every 7 days. If after 21 days
our retries are still unsuccessful, that payment remains uncollected. We cancel the customer's
access to your product. For more information about what happens when a customer doesn't
pay, see If a Customer Doesn't Pay the Monthly Bill (p. 42).

DevPay Activity

View: | July 2009 Staterent B3 &y
Summary (July 1 - July 31, 2009;

Billed (%) Collected (%)
Total Revenue 295,84 288.64/0
DevPay Fee =3.99 -3.64
AWS Costs -263.27 -257.59
tustomer Refunds -6.45 -6.45 \\'6
Total Met Proceeds 22.13 20.96

ABC AMI Activity (July 1 - July 31, 2009)
View Product Details | Change Pricing | Wiew Customer Reports

Description Details Total ($)
Revenue
Recurring Monthly Charges Maonthly charges including prorated amounts 120,64
Arnazon EC2 small instance-hours used $0.200 = 21 hours 16.20
Armazon ECZ large instance-hours used $0.500 % 12 hours £.00
Arazon EC2 x-large instance-hours used $0.900 x 170 howurs 153,00
295.84
AWS Costs & DevPay Fee
Armazon ECZ small instance-hours used $0,100 % 51 hours -8.10
Arazon EC2 large instance-hours used $0.400 x 12 hours -4,80
Arnazon EC2 x-large instance-hours used $0,800 = 170 hours -136.00
Armazon ECZ data uploaded $0,100 = 479 GB -47,90
Arnazon EC2 data downloaded $0.170 = 391 SB -E5.47
DewPay Fee (3% = $42.87) + (2 transactions = $0.30) =3.99
-267.26

o Customer A's payment of $27.20 failed, so out of the $295.84 in revenue you're due, you're
missing $7.20 in Customer A's usage-based revenue (leaving $288.64 collected so far). The
other $20.00 Customer A was supposed to pay on August 1 was to cover the August monthly
payment. The August DevPay Activity page would reflect that some of the August revenue was
not yet collected.

(2] Because Customer A's payment failed on August 1, you haven't yet paid all the DevPay fees you
owe. Specifically, you haven't paid the $0.30 transaction fee for Customer A's payment, and you
haven't paid the 3% DevPay fee (of $0.05) on Customer A's $1.52 value-add. Therefore, of the
$3.99 in DevPay fees you owe, you've paid only $3.64 of it as of August 4. After Customer A's
$27.20 payment succeeds, we'll subtract the $0.30 from the payment and later charge you the
$0.05.
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3] Because Customer A's payment failed, you don't have enough July revenue from Customer A to
cover the AWS costs that Customer A incurred in July ($25.68). So far, Customer A has paid you
only $20.00 (the July monthly fee paid on July 1). Therefore, when we collect the AWS costs for
July from you on August 2, for Customer A, we collect only $20.00. Therefore, of the $263.27 in
AWS costs you owe for July, you've paid only $257.59 as of August 4. Later, if Customer A's
$27.20 payment goes through, then we can collect the remaining $5.68 in AWS costs (and you'l

get your remaining $7.20 in revenue).

To see how the August 1 deposits and August 2 charges appear in your DevPay Transaction History,
see August (p. 259).
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Your July DevPay Activity Page after August 8
We're able to collect Customer A's payment of $27.20 on August 7. Following is the July DevPay Activity

page after August 8 (when we collected the remaining AWS costs and DevPay fees). The summary table
at the top has been updated to reflect the latest amounts collected.

DevPay Activity

View: | July 2009 Statement |50/
Summary (July 1 - July 31, 2009}

gilled (%) collected (%)
Total Revenue 295,84 295,84
DevPay Fee -3,99 -3,99
AWS Costs -2E3. 27 SZEE 2T
Customer Refunds -6.45 -6.45
Total Net Proceeds 22.13 22.13

ABGC AMI Activity (July 1 - July 31, 2009}
View Product Details | Change Pricing | View Customer Reports

Description Details Total ($)
Revenue
Recurring Monthly Charges Monthly charges including prorated amounts 120,64
Amazon ECZ small instance-hourz used $0.200 x 21 hours 16.20
Arnazon EC2 large instance-hours used $0.500 % 12 hours 6,00
Amazon ECZ x-large instance-hours used $0.900 x 170 hours 153.00
295.84
AWS Costs & DevPay Fee
Arnazon EC2 small instance-hours used $0.100 = 21 hours -5.10
Armazon ECZ large instance-hours used $0.400 x 12 hours -4, &80
Arnazon EC2 x-large instance-hours used $0.200 = 170 hours -136.00
Arnazon EC2 data uploaded $0.100 = 479 GB -47,20
Armazon EC2 data downloaded $0.170 x 391 GB -EE,47
DeuPay Fee (3% x $42.871 + (9 tranzactions = $0.30) -3.99
-267.26

Customer A's payment of $27.20 succeeded, so you finally received the remaining $7.20 in revenue. We
subtracted the $0.30 transaction fee from the payment and deposited the remainder in your Amazon
Payments account. On August 8, we charged your account the remaining $5.68 in AWS costs you owe
and the 3% DevPay fee of $0.05 you owe. At this point, you've received all of your July revenue, and
we've collected all the AWS costs and DevPay fees for July.

To see how the August 7 deposits and August 8 charges appear in your DevPay Transaction History,
see August (p. 259).
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August

In this section, we'll just look at the DevPay Transaction History page so you can see how the charges
for July are collected given Customer A's initial failed payment.

DevPay Transaction History

Your Amazon Payments Balance (as of August 31, 2009) » Withdraw to Bank Account
Total Balance: $6¢€.20

Balance Available for Withdrawal: $66,20

DevPay Transaction History {as of August 31, 2009)

Yiew: | Alltransactions for: | Last 30 days

Date (MM DD YY) Description Amount ($]
08/14,/2009

Wwithdrawal (DevPay Account to bank account [ending in 2533]) -100,00
08/08/20090

AWS Costs and 3% DevPay Fees for 07/200% (DevPay Account charged) -5.73
08/07 /2009

Deposit (Revernue collected rminus $0,30 fee per custorner) 26,90
08,/02/2009

AWS Costs and 3% DevPay Fees for 07/2009 (DevPay Account charged) -255.83
08/01,2009

Deposit (Revenue collected minus $£0.20 fee per customer] 2EE,20

Starting from the bottom of the page:

» The August 1 deposit corresponds to the August 1 billing of your customers for their July usage and
the August monthly fees. The total billed amount includes $175.20 for the July usage and $120.00 for
the August monthly fees (totaling $295.20). However, Customer A's payment of $27.20 fails. Therefore,
you receive the total amount minus Customer A's payment, minus the $0.30 transaction fee per customer
payment collected ($295.20 - $27.20 - ($0.30 * 6)) = $266.20.

¢ On August 2 we charge you $258.83. This includes two amounts:

» $257.59 for the cost of Amazon EC2 your customers used in July. For Customer A, we collect only
the EC2 costs up to the amount of revenue we've already collected. Therefore, we collect $20.00,
which is equivalent to the July monthly fee we've already collected from Customer A. The total amount
of AWS costs for Customer A is $25.68, so you still owe $5.68.

» $1.24 for the 3% DevPay fee on the value-add amounts we've collected from your customers (all
except Customer A, whose payment failed). The total 3% fee you owe for all your customers is $1.29,
but we won't collect the 3% fee for Customer A ($0.05) until that payment succeeds.

» On August 7, we retry Customer A's $27.20 payment and it succeeded. We deposited $26.90 into your
account ($27.20 minus the $0.30 fee).

¢ On August 8, we charge you $5.73. This includes two amounts:

+ $5.68 for the remaining AWS costs for Customer A

» $0.05 for the 3% DevPay fee on Customer A's value-add for July (3% * $1.52)
» On August 14, you withdraw $100.00 to your bank account.

Important

If you had decided to withdraw money from your account in June or July, it's possible the balance
on August 2 wouldn't have covered the $257.59 charge. If that had been the case, we would
have charged the remaining amount to your credit card. We recommend you plan ahead and
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leave sufficient funds in your Amazon Payments account to cover the charge for AWS costs and
DevPay fees.
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Appendix: Risks to DevPay Products

All Internet-based products are subject to risk. This appendix outlines several possible threats to Amazon
S3 DevPay products (they're not applicable to paid or supported AMIs). Keep these in mind when designing
your product.

Malicious User Impersonates a Desktop Product

Who experiences the risk: You

A malicious user who understands how DevPay works signs up to use your DevPay desktop product.
The user then extracts the product token from the product and uses the token with another product. You
become liable for the charges incurred by the other product.

You should design your desktop product to guard your product token.

Malicious User Steals a Customer's Credentials

Who experiences the risk: Your customer

A malicious user steals customer credentials from an insecure desktop or database and impersonates
the customer. The customer is then billed for the malicious user’s use of the product.

You should harden or obfuscate all stored credentials. Encourage your customers to closely monitor their
bills and usage.

Malicious User Re-Signs Requests

Who experiences the risk: You

This is a classic "man-in-the-middle" attack. A malicious user who understands how DevPay works doesn't
want to pay the prices required by a DevPay product. He signs up for his own AWS developer account
and signs up to use the AWS service your DevPay product uses. He inserts a man in the middle attack,
whereby he removes the DevPay product token from the request, inserts his own AWS developer
credentials, and re-signs the request. He receives your product’s functionality at the normal AWS service
price (instead of the higher price charged by you), and you receive no revenue for his use of your product.
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Amazon DevPay Resources

The following table lists related resources that you'll find useful as you work with DevPay.
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Resource

Amazon DevPay Getting Started Guide

Amazon DevPay Release Notes

Technical documentation for related
AWS services

AWS Developer Resource Center

Discussion Forums

AWS Support Center

Product information about Amazon
DevPay

E-mail address for questions related to
your DevPay product:
<DevPay@nazon. conp

Contact Us

Conditions of Use

Description

The getting started guide describes the major tasks required
to use DevPay. We recommend you read the getting started
guide first. It also shows how to update an example Amazon
S3 application to work with DevPay. Instructions for Java,
C++, and Ruby are included.

The Release Notes give a high-level overview of the current
release. They specifically note any new features, corrections,
and known issues.

You might need the documentation for Amazon EC2 or
Amazon S3. For those documents, go to the
http://aws.amazon.com/documentation.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS.

A community-based forum for developers to discuss technical
questions related to Amazon Web Services.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and AWS Premium Support (if you are subscribed to
this program).

The primary web page for information about Amazon DevPay.
This e-mail address is only for questions about the business
side of your DevPay product. For technical questions, use

the Discussion Forums.

A central contact point for inquiries concerning AWS billing,
account, events, abuse, etc.

Detailed information about the copyright and trademark usage
at Amazon.com.
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Document History

This documentation is associated with the 2007-12-01 release of Amazon DevPay. This guide was last
updated on 29 January 2013.

Change Description Release Date
General Added an expanded breadcrumb to the HTML version, and reduced | in this release
Update the front matter content.

Amazon EC2 | Updated the information about paid and supported AMIs to reflect | 13 December
Spot Instances | that DevPay does not support Spot Instances. For more information, | 2009
see Current Limitations (p. 86).

New Region Updated images of the product registration process to include the | 2 December

new US-West (Northern California) Region. 2009
Amazon Updated the information about paid and supported AMis to reflect | 2 December
EBS-Backed | that DevPay only supports Amazon S3-backed AMIs (those that use | 2009
AMIs an instance store root device), and not Amazon EBS-backed AMIs

(those that use an Amazon EBS root device).

Activation Added information about the timing of activation vs. the timing of 3 August 2009
Timing when the customer is subscribed to DevPay products that use

Amazon S3. For more information, see Activation and Subscription

Timing (p. 116) for desktop products, and see Activation and

Subscription Timing (p. 127) for web products.

Auto Scaling | Added information about Auto Scaling and Amazon CloudWatch and | 18 May 2009
and Amazon | their use with paid or supported AMIs. For more information, see
CloudWatch Costs You're Not Responsible For (p. 27).

Elastic Load Updated the guide to discuss that Elastic Load Balancing is currently | 18 May 2009
Balancing not available for use with instances of paid or supported AMIs. For
more information, see Allowed Usage-Based Charges (p. 30).
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Glossary

activate URL

activation

activation key

active authorization

AMI

Application Billing

confirmation e-mail

DevPay Activity

notification e-mail

paid AMI

passive authorization

persistent identifier (PID)

The location where your customers can generate a new activation key for your
product, should you request it. This is the URL http://www.amazon.com/dp-activate.

The process your product goes through to prepare itself for the customer's use.
During activation, your product obtains the required credential or credentials for
the customer.

An encoded string that represents the relationship between a customer and a
DevPay product the customer has purchased. AWS generates this value when
the customer completes the purchase of the product. You use the key to obtain
credentials related to the customer and product.

When you inform customers of a price change for your product, and they have to
take action to accept the price change. If they don't take the action to accept the
price change, their access to your product is canceled when the price change
takes effect.

Amazon Machine Image. This is an encrypted machine image that contains all
the information necessary to boot instances of your software in Amazon EC2.

This is the location where your customers manage the DevPay products they've
purchased. This is the URL http://www.amazon.com/dp-applications.

The e-mail Amazon Payments sends to your customers to notify them that a price
change you scheduled has taken effect.

This is the location where you manage your DevPay products. This is the URL
http://aws.amazon.com/devpayactivity.

The e-mail Amazon Payments sends to your customers to notify them of an
upcoming price change you've scheduled.

An Amazon EC2 AMI that an Amazon EC2 user registers with DevPay and then
sells to other Amazon EC2 users who want to use the AMI.

When you inform customers at least 14 days in advance of a price change for
your product, and they don't have to take any action to accept the price change.

An encoded string that represents the relationship between a customer and the
owner of DevPay products. After a customer purchases one of your products,
you can use the PID to confirm the status of the customer's subscription to the
product.
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PID
pre-signed URL
product activation

product code

product identification token

product token

purchase URL

query string authentication

redirect URL

Requester Pays

REST-Query

supported AMI

user token

value-add

See persistent identifier (PID).
A URL that uses query string authentication.
See activation.

One of the items provided to you when you register a product with DevPay. The
product code is an 8-character string that identifies your product to AWS.

See product token.

One of the items provided to you when you register a product with DevPay. The
product token is a long encoded string that identifies the product to AWS. You
might also see the product token referred to as the product identification token.

One of the items provided to you when you register a product with DevPay. This
is the URL where your customers can purchase your product. When you advertise
your product, you provide the purchase URL as the sign-up link for customers to
use.

An Amazon S3 feature that lets you place the authentication information in the
HTTP request query string instead of in the Aut hor i zat i on header. This enables
your product to give anyone easy URL-based access to objects in the customer's
bucket.

The page on your own web site that you want customers to see at the end of the
purchase process for your product. You provide the URL when you register the
product with DevPay.

An Amazon S3 feature that allows a bucket owner to specify that anyone who
requests access to objects in a particular bucket pays the data transfer and request
costs.

Also known as Query or HTTP Query. This is a type of HTTP request that generally
uses only the GET or POST HTTP method and a query string with parameters.
Compare this with REST, which is a type of HTTP request that uses any HTTP
method (GET, DELETE, POST, etc.), a resource, HTTP headers, and possibly
a query string with parameters. For comparison, the License Service offers a
REST-Query interface, whereas the Amazon Simple Storage Service offers a
REST interface.

An Amazon EC2 AMI which is owned by one developer, but uses a service or
software sold and supported by another developer.

A customer credential returned to your product during product activation. The
user token is a long, encoded string used by AWS to identify the customer. Your
product provides the customer's user token in each request for Amazon S3 the
product makes on behalf of the customer. Every user token generated for a
particular customer differs from the others because the creation time is one of
the items making up the token value.

The amount you charge each customer on top of the cost of the AWS services
they used.
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Document Conventions

This section lists the common typographical and symbol use conventions for AWS technical publications.

Typographical Conventions

This section describes common typographical use conventions.

Convention Description/Example

Call-outs A call-out is a number in the body text to give you a visual reference. The
reference point is for further discussion elsewhere.

You can use this resource regularly.o

Code in text Inline code samples (including XML) and commands are identified with a
special font.
You can use the command j ava -ver si on.

Code blocks Blocks of sample code are set apart from the body and marked accordingly.

#1s -1 [var/ww/ htnd/index. htm
-rWrwr-- 1 root root 1872 Jun 21 09: 33
/var/ww/ ht m /i ndex. ht

# date

Wed Jun 21 09: 33:42 EDT 2006

Emphasis Unusual or important words and phrases are marked with a special font.
You must sign up for an account before you can use the service.

Internal cross references | References to a section in the same document are marked.
See Document Conventions (p. 267).
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Convention

Logical values,
constants, and regular
expressions, abstracta

Product and feature
names
Operations

Parameters

Response elements

Technical publication
references

User entered values

User interface controls
and labels

Variables

Description/Example

A special font is used for expressions that are important to identify, but are
not code.

If the value is nul |, the returned response will be f al se.

Named AWS products and features are identified on first use.
Create an Amazon Machine Image (AMI).

In-text references to operations.
Use the Get Hl TResponse operation.

In-text references to parameters.
The operation accepts the parameter Account | D.

In-text references to responses.

A container for one Col | ecti onPar ent and one or more
Col | ectionltens.

References to other AWS publications. If the reference is hyperlinked, it is
also underscored.

For detailed conceptual information, see the Amazon Mechanical Turk
Developer Guide.

A special font marks text that the user types.
At the password prompt, type MyPasswor d.

Denotes named items on the Ul for easy identification.
On the File menu, click Properties.

When you see this style, you must change the value of the content when you
copy the text of a sample to a command line.

% ec2-register <your - s3- bucket >/image.manifest
See also the following symbol convention.
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Symbol Conventions

This section describes the common use of symbols.

Convention Symbol Description/Example

Mutually (Parentheses | and | Within a code description, bar separators denote options from
exclusive | vertical | bars) which one must be chosen.

parameters

% data = hdfread (start | stride | edge)

Optional [square brackets] Within a code description, square brackets denote completely
parameters optional commands or parameters.

XML variable

text % sed [-n, -quiet]

Use square brackets in XML examples to differentiate them from
tags.

<Cust oner | d>[ | D] </ Cust oner | d>

Variables <arrow brackets> Within a code sample, arrow brackets denote a variable that
must be replaced with a valid value.

% ec2-regi ster <your-s3-bucket>/imge. mani f est
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Application Billing page, 51
I n d eX authentication
for desktop products, 112
for License Service requests, 153

A for web products, 123

Access Key ID, 108 Auto Scaling, 27

account balance, 15, 16, 239 AWS costs, 24, 248

account history, 16, 17, 239

account, Amazon Payments, 15 B

activate URL, 203 balance for Amazon Payments account, 16
ActivateDesktopProduct, 114, 173 bandwidth charges, 24, 27, 32
ActivateHostedProduct, 125, 177

bank account, 4, 15
billing customers, 37, 48
browser-based uploads with POST
with desktop products, 118
with web products, 132

activation
desktop products, 112, 114
web products, 123, 125
activation key, 80, 108

activity page for product owner, 17 bucket limits, 105
advertising your product, 84
Amazon CloudWatch, 27 C
Amazon EBS, 27
Amazon EC2 in Europe, 30 canceling a customer, 54
Amazon Elastic Block Store, 27 cancellation
Amazon Payments, 4, 15 by customer, 53
Amazon Payments and logo, 4 for customer non-payment, 56
Amazon S3, 104 of a customer by you, 54
bucket limits, 105 of DevPay by you, 63
copying objects, 137 verifying customer cancellation, 59, 190, 194
data when customer doesn't pay, 56
accessing, 11 changing
how affected by cancellation, 11, 53 pricing, 64, 213
URL structure, 104 product configuration, 64
desktop products, 112 product information, 63
logging, 138 chargebacks, 58
POST charges (as listed in your transaction history), 248
with desktop products, 118 configuration for AMIs
with web products, 132 about, 88
query string authentication changing, 64, 92
with desktop products, 118 copying Amazon S3 objects, 137
with web products, 130 customer
Requester Pays, 142 billing, 48, 209
web products, 123 cancellation, 53
AMs, 85 experience, 8
and activation key, 99 nonpayment, 56
and Amazon CloudWatch, 27 notification of new customer, 69
and Amazon Elastic Block Store, 27 purchase experience, 199
and Auto Scaling, 27 refunds, 57
and elastic IP addresses, 27 sign-up, 37, 50, 199
and product code, 94 support, 59
and regional data transfer, 27
FAQs, 97 D
in Europe, 30 dashboard
product configuration, 88, 92 for customers, 51
rebundling, 97 for product developer, 17, 239
selling multiple AMls, 90 data in S3
Windows, 30 accessing, 11
API for License Service, 149 how affected by cancellation, 11, 53
Application Activation page, 203 URL structure, 104
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data transfer charges, 24, 27, 32 monthly charge for customers, 29
deposits and charges, 239 moving from one product to another, 92, 107
DevPay Activity page, 17, 239
DevPay fees, 20, 37 N
DevPay transaction history, 16, 17 new customers, notification of, 69
number of customers, 69
E
e-mails P
Eg ;gztoféers' 206 paid AMIs, 85
EBS, 27 and activation key, 99

and Amazon CloudWatch, 27
and Amazon Elastic Block Store, 27
and Auto Scaling, 27
and elastic IP addresses, 27
and product code, 94
and regional data transfer, 27
FAQs, 97
product configuration, 88, 92
rebundling, 97
Reserved Instances, 86, 97
selling multiple AMls, 90
payments to you, 37
persistent identifier (PID), 69
desktop products, 120
EC2 paid AMIs, 99
GetActiveSubscriptionsByPid, 182
summary of when used, 108
VerifyProductSubscriptionByPid, 190
web products, 135
POST
with desktop products, 118
with web products, 132

EC2 paid AMls, 85
and activation key, 99
and Amazon CloudWatch, 27
and Amazon Elastic Block Store, 27
and Auto Scaling, 27
and elastic IP addresses, 27
and product code, 94
and regional data transfer, 27
FAQs, 97
in Europe, 30
product configuration, 88, 92
rebundling, 97
Reserved Instances, 86, 97
selling multiple AMIs, 90
Windows, 30
Elastic Block Store, 27
elastic IP addresses, 27
Elastic Load Balancing, 30
errors for License Service, 169
Europe, Amazon EC2 in, 30

F pre-signed URLs
fees, DevPay, 20 with desktop products, 118
fraud risks, 261 with web products, 130
pricing
G changing, 64, 213
GetActiveSubscriptionsByPid, 182 components, 29
going live, 82 hOW to set, 19
tiers, 31
product code, 60
H summary of when used, 108
hacking risks, 261 web products, 190
product configuration
L about, 88
; : changing, 64, 92
o oroas. 149 product information, 60, 63

use with desktop products, 115 product registration, 217

. . duct token, 60

use with EC2 paid AMIs, 99 pro ’

use with web products, 126 desktop products, 112, 194
limits on buckets. 105 ' summary of when used, 108

logging with Amazon S3 DevPay products, 138 web products, 123
logo usage, 4 production, 82

’ purchase URL, 60
M

migrating from one product to another, 92, 107
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Q

query string authentication
with desktop products, 118
with web products, 130

R

rebundling an AMI, 89
RefreshUserToken, 185
refunds for customers, 57
regional data transfer, 27
registering product, 60, 217
reports
based on Amazon S3 logs, 138
DevPay reports, 69
Requester Pays buckets, 142
Reserved Instances, 86, 97
REST-Query requests for License Service, 151
revenue report, 69
risks, 261

S

S3, 104
bucket limits, 105
copying objects, 137
data
accessing, 11
how affected by cancellation, 11, 53
URL structure, 104
desktop products, 112
logging, 138
POST
with desktop products, 118
with web products, 132
query string authentication
with desktop products, 118
with web products, 130
Requester Pays, 142
web products, 123
Secret Access Key, 108
security risks, 261
selling your product, 84
sign-up charge for customers, 29
signing up for DevPay, 60
SOAP requests for License Service, 150
subscription report, 69
subscription status, 116, 127
support, customer, 59

T
taxes, 36
testing, 82

tiered pricing, 31
tiered usage types, 24, 32
transaction history, 16, 17
transactions, 239

U

upgrading from one product to another, 92, 107
URL structure for S3 data objects, 104
usage charges for customers, 29
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