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How Do I...?

Welcome

This is the User Guide for Amazon Elastic Compute Cloud (Amazon EC2). This guide picks up where
the Amazon Elastic Compute Cloud Getting Started Guide leaves off.

e Note

The content from the Amazon Elastic Compute Cloud Developer Guide is now included here in
the user guide. This user guide helps you understand the infrastructure components that Amazon
EC2 provides and how to use them. The guide shows you how to access Amazon EC2 with a

web-based GUI, with command line tools, and programmatically through the Amazon EC2 API.

Amazon EC2 is a web service that provides resizeable computing capacity—literally server instances in
Amazon's data centers—that you use to build and host your software systems. With Amazon EC2, you
can get access to infrastructure resources using APIs or web tools and utilities.

How Do I...7?

How Do I? Relevant Topics

Get a general product overview and information Amazon EC2 product page
about pricing

Get a quick hands-on introduction to Amazon EC2 | Amazon Elastic Compute Cloud Getting Started
Guide

Get a quick summary of the basic infrastructure Introduction to Amazon EC2 (p. 3)
components that Amazon EC2 provides

Get detailed information about how to use the Using Amazon EC2 (p. 14)
Amazon EC2 components and features, with
instructions for several different interfaces

Find available libraries for programmatically Available Libraries (p. 371)
accessing Amazon EC2

Get started using the command line tools (i.e., the | Setting Up the Tools (p. 354)
Amazon EC2 API tools)

APl Version 2011-07-15
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How Do I...?

How Do I? Relevant Topics

Get started using the Query or SOAP API for Making API Requests (p. 364)
Amazon EC2

APl Version 2011-07-15
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What Is EC2?

Introduction to Amazon EC2

Topics
¢ What Is EC2? (p. 3)
¢ Basic Infrastructure Components (p. 3)
¢ Available Interfaces (p. 10)
¢ How You're Charged for EC2 (p. 12)
¢ What's Next? (p. 12)

What Is EC27?

Amazon Elastic Compute Cloud (Amazon EC?2) is a web service that provides resizeable computing
capacity—literally, server instances in Amazon's data centers—that you use to build and host your software
systems. You can get access to the infrastructure resources that EC2 provides by using APIs, or web
tools and utilities.

With EC2, you use and pay for only the capacity that you need. This eliminates the need to make large
and expensive hardware purchases, reduces the need to forecast traffic, and enables you to automatically
scale your IT resources to deal with changes in requirements or spikes in popularity related to your
application or service.

Basic Infrastructure Components

Topics
¢ Amazon Machine Images and Instances (p. 4)
¢ Regions and Availability Zones (p. 5)
e Storage (p. 6)
¢ Root Device Storage (p. 8)
¢ Databases (p. 8)
¢ Networking and Security (p. 8)
¢ Monitoring, Auto Scaling, and Load Balancing (p. 9)
¢ AWS lIdentity and Access Management (p. 10)

APl Version 2011-07-15
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Amazon Machine Images and Instances

You might be considering creating a new application to run in the cloud, or moving an existing application
from your own servers into the cloud. To do either, you should understand the infrastructure available in
the cloud and how it's similar or different from your own data centers. This section gives a brief description

of the main components that EC2 provides.

Amazon Machine Images and Instances

An Amazon Machine Image (AMI) is a template that contains a software configuration (e.g., operating
system, application server, and applications). From an AMI, you launch instances, which are running
copies of the AMI. You can launch multiple instances of an AMI, as shown in the following figure.

Launch
instances ? Instance
¥
? Instance
Template s
(AMI)
? Instance
=~

Your instances keep running until you stop or terminate them, or until they fail. If an instance fails, you
can launch a new one from the AMI.

You can use a single AMI or multiple AMIs depending on your needs. From a single AMI, you can launch
different types of instances. An instance type is essentially a hardware archetype. As illustrated in the
following figure, you select a particular instance type based on the amount of memory and computing
power you need for the application or software that you plan to run on the instance. For more information
about the available instance types, see Instance Families and Types (p. 68).

Launch
different
instance

types

Large
Instance

High-CPU
Extra Large
Instance
Template
(ANMI) High-Memory

Double Extra
Large Instance

APl Version 2011-07-15
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Regions and Availability Zones

Amazon publishes many AMIs that contain common software configurations for public use. In addition,
members of the AWS developer community have published their own custom AMIs. For more information,
go to Amazon Machine Images (AMIS).

You might only need to use AMIs that Amazon or other reputable sources provide, and you can simply
customize the resulting instances (e.g., run a script) to provide the data or software you need each time
you launch an instance. You can also create your own custom AMI or AMIs; then you can run your
application by launching one of your custom AMIs.

For example, if your application is a web site or web service, your AMI could be preconfigured with a web
server, the associated static content, and the code for all dynamic pages. Alternatively, you could configure
your AMI to install all required software components and content itself by running a bootstrap script as
soon as the instance starts. As a result, after launching the AMI, your web server will start and your
application can begin accepting requests.

For information about AMIs and instances, see Using AMIs (p. 15) and Using Instances (p. 68).

Regions and Availability Zones

Amazon has data centers in different areas of the world (e.g., North America, Europe, Asia, etc.).
Correspondingly, EC2 is available to use in different Regions. By launching instances in separate Regions,
you can design your application to be closer to specific customers or to meet legal or other requirements.
Prices for Amazon EC2 usage vary by Region (for more information about pricing by Region, go to the
Amazon EC2 Pricing page).

Each Region contains multiple distinct locations called Availability Zones (illustrated in the following
diagram). Each Availability Zone is engineered to be isolated from failures in other Availability zones and
to provide inexpensive, low-latency network connectivity to other zones in the same Region. By launching
instances in separate Availability Zones, you can protect your applications from the failure of a single
location.

APl Version 2011-07-15
5


http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=171
http://aws.amazon.com/ec2/pricing

Amazon Elastic Compute Cloud User Guide
Storage

Amazon EC2

Region: us-east-1 Region: eu-west-1

Availability Zone

Other Region...

For more information about the available Regions and Availability Zones, see Using Regions and Availability
Zones (p. 313).

Storage

When using EC2, you might have data that you need to store. The two most commonly used storage
types are:

¢ Amazon Simple Storage Service (Amazon S3)
« Amazon Elastic Block Store (Amazon EBS) volumes

Amazon S3
Amazon S3 is storage for the Internet. It provides a simple web service interface that enables you to store

and retrieve any amount of data from anywhere on the web. For more information about Amazon S3, go
to the Amazon S3 product page.

Amazon EBS Volumes

Amazon EBS provides your instances with persistent, block-level storage. Amazon EBS volumes are
essentially hard disks that you can attach to a running instance.

APl Version 2011-07-15
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Instance

ﬁ‘ - ;’

Attach

EBS Volume

Volumes are especially suited for applications that require a database, a file system, or access to raw
block-level storage.

You can attach multiple volumes to an instance. To keep a back-up copy, you can create a snapshot of
the volume. As illustrated in the following figure, snapshots are stored in Amazon S3.

Instance

EBS Volume

Create
snapshot

ﬁ EBS Snapshot
. in Amazon S3

You can create a new Amazon EBS volume from a snapshot, and attach it to another instance, as
illustrated in the following figure.

Instance A Instance B
EBS Volume New EBS
— Volume
Creale
snapshot Create

volume
r:j EBS Snapshot
.| in Amazon S3

You can also detach a volume from an instance and attach it to a different one, as illustrated in the
following figure.

APl Version 2011-07-15
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Instance A Instance B

EBS Volume o Same EBS Volume

For more information about Amazon EBS volumes, see Amazon Elastic Block Store (p. 125).

Ephemeral Storage

Some instance types offer ephemeral storage, also referred to as instance store. This is storage that
does not persist if the instance is stopped or terminated. For more information, see Amazon EC2 Instance
Storage (p. 150).

Root Device Storage

When EC2 was first introduced, all AMIs were backed by Amazon EC2 instance store, which means the
root device for an instance launched from the AMI is stored in instance store. After we introduced Amazon
EBS, we also introduced AMIs that are backed by Amazon EBS, which means the root device for an
instance launched from the AMI is an Amazon EBS volume. The description of an AMI includes which
type it is (you'll see the root device referred to in some places as either ebs (for Amazon EBS-backed)
or instance store (for Amazon instance store-backed). This is important because there are significant
differences in what you can do with each type of AMI. For a discussion of these differences, see Using
Amazon EBS-Backed AMIs and Instances (p. 176).

Databases

The application you're running on EC2 might need a database. Following are two common ways to
implement a database for your application:

¢ Use Amazon Relational Database Service (Amazon RDS), which enables you to easily get a managed
relational database in the cloud

* Launch an instance of a database AMI, and use that EC2 instance as the database

Amazon RDS offers the advantage of handling your database management tasks, such as patching the
software, backing up and storing the backups, etc. For more information about Amazon RDS, go to the
Amazon RDS product page.

Networking and Security

Each instance is launched into the Amazon EC2 network space and assigned a public IP address.
Instances can fail or terminate for reasons outside of your control. If one fails and you launch a replacement
instance, the replacement will have a different public IP address than the original. However, your application
might need a static IP address. Amazon EC2 offers elastic IP addresses for those situations. For more
information, see Using Instance IP Addresses (p. 281).

You use security groups to control who can access your instances. These are analogous to an inbound
network firewall that allows you to specify the protocols, ports, and source IP ranges that are allowed to
reach your instances. You can create multiple security groups and assign different rules to each group.
You can then assign each instance to one or more security groups, and we use the rules to determine
which traffic is allowed in to the instance. You can configure a security group so that only specific IP
addresses or specific security groups have access to the instance.

APl Version 2011-07-15
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The following figure shows a basic three-tier web-hosting architecture running on Amazon EC2 instances.
Each layer has a different security group (indicated by the dotted line around each set of instances). The
security group for the web servers only allows access from hosts over TCP on ports 80 and 443 (HTTP
and HTTPS) and from instances in the App Servers security group on port 22 (SSH) for direct host
management.

The security group for the app servers allows access from the Web Servers security group for web
requests, and from your corporate subnet over TCP on port 22 (SSH) for direct host management. Your
support engineers could log directly into the application servers from the corporate network, and then
access the other instances from the application server boxes.

The DB Servers security group permits only the App Servers security group to access the database
servers.

Amazon EC2
Security Group
Firewall
Web ‘ 1 Port 80 (HTTP) and 443 (HTTPS)
Servers of web layer open to Internet
Only permit
web layer
access to app
layer |
A : Only port 22 (SSH) of app layer
S erssrs I_ open to developers in corporate
: network
Only permit !
app layer
access to DB '
layer :
DB : x h All other traffic denied
Servers |
I
I
EBS Volume

For more information about security groups, see Using Security Groups (p. 296).

Monitoring, Auto Scaling, and Load Balancing

AWS provides several features that enable you to do the following:
¢ Monitor basic statistics for your instances and Amazon EBS volumes
For more information, see Monitoring Your Instances and Volumes (p. 339).

¢ Automatically scale your EC2 capacity up or down according to conditions you define
For more information, go to the Auto Scaling Developer Guide.

APl Version 2011-07-15
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« Automatically distribute incoming application traffic across multiple EC2 instances
For more information, go to the Elastic Load Balancing Developer Guide.

AWS ldentity and Access Management

Amazon EC2 integrates with AWS |dentity and Access Management (IAM), a service that lets your
organization do the following:

¢ Create users and groups under your organization's AWS account

« Easily share your AWS account resources between the users in the account
« Assign unique security credentials to each user

¢ Granularly control users access to services and resources

¢ Get a single AWS bill for all users under the AWS account

For example, you can use |IAM with Amazon EC2 to control which users under your AWS account can
create AMIs or launch instances.
For general information about IAM, go to:

¢ Identity and Access Management (IAM)
¢ AWS ldentity and Access Management Getting Started Guide
¢ Using AWS ldentity and Access Management

For specific information about how you can control User access to Amazon EC2, go to Integrating with
Other AWS Products in Using AWS Identity and Access Management.

Avalilable Interfaces

Topics
¢ AWS Management Console (p. 10)
¢« Command Line Tools (API Tools) (p. 11)
¢ Programmatic Interface (p. 11)

AWS provides different interfaces to access EC2.

AWS Management Console

The AWS Management Console is a simple web-based GUI (see the following screenshot). For more
information about using the console, go to the Amazon Elastic Compute Cloud Getting Started Guide.

APl Version 2011-07-15
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Command Line Tools (APl Tools)

S3 ECZ ¥PC Elastic MapReduce | CloudFront  RDS SNS

Navigation —IMyInstances |

Region: = S East * i Launch Instance Instance Actions |+ || Reservedinstances | = I:G‘ ShowHide | o Refresh
+ EC2 Dashboard viewing: Al Instances @ All Instance Types m
Name ' Instance Type Status . Lifecycle Public DNS
INSTANCES e .
Web Server ﬂ i-841948e9 mi.small | @ running normal ec2-67-202-15-66. compute-1.
» Instances
» Spot Requests
IMAGES
> AMIs
» Bundle Tasks 1 EC2 Instance selected
ELASTIC BLOCK STORE | @ EC2 Instance: i-841943e9
» Volumes i [
Description Monitorning | | Tags |

> Snapshots

AMI ID: ami-08722661 fone: us-gast-1h
METWORKING & SECURITY Security Groups: B0_22_open Type: ml.zmall
» Elastic IPs .

. Status: running Owner: 043708602122

» Security Groups
> Placement Groups VRCID: - Subnet ID: -
» Load Balancers Yirtualization: paravirtual Placement Group:
> Key Pairs Reservation: r-7de6gsl? RAM Disk ID: -

Platform: - Key Pair Name: GSG_Keypair

Kernel ID: aki-407d9529 Monitoring: basic

AMI Launch Index: 0 Elastic IP: -

Root Device: fdevwfsdal Root Device Type: ehs

O I TR N .

Command Line Tools (APl Tools)

EC2 provides a Java-based command-line client that wraps the EC2 SOAP API. For more information,

see Getting Started with the Command Line Tools (p. 352).

Programmatic Interface

The following table lists how you can access EC2 programmatically.

Type of Access Description

AWS SDKs AWS provides the following SDKs:

* AWS SDK for Java
» AWS SDK for .NET
« AWS SDK for PHP

APl Version 2011-07-15
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Type of Access Description

Third-Party Libraries Developers in the AWS developer community also provide their own libraries,
which you can find at the following AWS developer centers:

* AWS Java Developer Center
« AWS PHP Developer Center
* AWS Python Developer Center

AWS Ruby Developer Center
« AWS Windows and .NET Developer Center

EC2 API If you prefer, you can code directly to the EC2 API (Query or SOAP).

For more information, see Making API Requests (p. 364), and go to Amazon
Elastic Compute Cloud API Reference.

How You're Charged for EC2

With EC2, you pay for only what you use, and there's no minimum charge. Your charges are broken down
into these general parts:

¢ Instance usage
¢ Data transfer
« Storage

For a complete list of charges and specific prices, go to the Amazon EC2 pricing page.

To see your bill, go to your AWS Account Activity page.

What's Next?

This section introduced you to the basic infrastructure components that EC2 offers. What should you do
next?

Get a Hands-On Introduction to EC2

If you haven't walked through the Amazon Elastic Compute Cloud Getting Started Guide, we recommend
you do that next. In that guide, you'll do a quick hands-on exercise where you launch an instance and
connect to it.

Understand Differences Between the Cloud and
Your Data Center

You need to understand the key differences between running your application on infrastructure in the
cloud versus on servers in your own data center. For more information, go to the technical whitepaper:
Architecting for the Cloud: Best Practices.
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Start Thinking about Instance Failure and Fault
Tolerance

It's important for you to design your application to handle the failure of a cloud infrastructure component.
For example, EC2 instances will eventually fail; it's just a matter of when. An instance failure isn't a problem
if your application is prepared for it. For more information, go to the technical whitepaper: Building
Fault-Tolerant Applications on AWS.

For a complete list of the AWS whitepapers, go to the AWS Cloud Computing Whitepapers page.

Learn More about EC2

The next section in this guide (Using Amazon EC2 (p. 14)) describes in more detail the technical aspects
of the infrastructure components that were briefly described in the preceding sections. We recommend
you understand how these components work before designing your application or service to run on EC2.
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Using Amazon EC2

Topics

Using AMls (p. 15)

Using Instances (p. 68)

Using Storage (p. 124)

Using Amazon EBS-Backed AMIs and Instances (p. 176)
Using Instances of Your Virtual Machine in Amazon EC2 (p. 193)
Reserved Instances (p. 223)

Spot Instances (p. 229)

Failure Resilient Application Concepts (p. 256)

Amazon EC2 Credentials (p. 257)

Listing and Filtering Your Resources (p. 262)

Using Tags (p. 267)

Using Instance IP Addresses (p. 281)

Using Security Groups (p. 296)

Using Regions and Availability Zones (p. 313)

Micro Instances (p. 320)

Using Cluster Instances (p. 327)

Auto-Scaling and Load Balancing Your Instances (p. 337)
Monitoring Your Instances and Volumes (p. 339)

Using Public Data Sets (p. 346)

Amazon Virtual Private Cloud (p. 349)

Canceling Amazon EC2 (p. 350)

This section expands on the basic concepts presented in the preceding section (see Introduction to
Amazon EC2 (p. 3)), and includes procedures for using the EC2 components and features. This section
also gives important details about some special types of instances (e.g., micro instances, cluster compute
instances).

The procedures in this section include instructions for the AWS Management Console, the command line
tools (i.e., the API tools), and the EC2 Query API. In the HTML version of this document, you can show
instructions for a single interface. There is an interface selection menu in the upper-right corner of pages.
Select your interface of choice to hide all others, or select All to show the instructions in all available
interfaces.
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For an introduction to using the AWS Management Console, go to the Amazon Elastic Compute Cloud
Getting Started Guide.

For information about setting up the command line tools, see Setting Up the Tools (p. 354). For detailed
information about each command, go to the Amazon Elastic Compute Cloud Command Line Reference.

For information about using the EC2 API, see Making API Requests (p. 364). For detailed information
about each API action, go to the Amazon Elastic Compute Cloud API Reference.

Using AMIs

Topics
e AMI Basics (p. 15)
¢ Creating Your Own AMIs (p. 17)
e Sharing AMIs Safely (p. 47)
¢ Amazon Linux AMI Basics (p. 55)
¢ Enabling Your Own Linux Kernels (p. 61)

This section gives information about AMIs, the basic building blocks of Amazon EC2. Before accomplishing
anything with Amazon EC2, you must understand the concepts in this section.

AMI Basics

An Amazon Machine Image (AMI) contains all information necessary to boot instances of your software.
For example, an AMI might contain all the software to act as a web server (e.g., Linux, Apache, and your
web site) or it might contain all the software to act as a Hadoop node (e.g., Linux, Hadoop, and a custom
application). You launch one or more instances of an AMI. An instance might be one web server within
a web server cluster or one Hadoop node.

Available AMIs

A large selection of public AMIs are available from Amazon and the Amazon EC2 community. For more
information, go to Amazon Machine Images (AMIs) at the AWS web site.

The AWS Management Console (at http://aws.amazon.com/console) enables you to search for AMIs that
meet specific criteria, and then launch instances of those AMIs. For example, you can view the AMIs
Amazon has provided, or the AMIs the EC2 community has provided, or AMIs that use certain platforms
(e.g., Windows, Red Hat, CentOS, Ubuntu), etc.

You might find that public AMIs suit your needs. However, you might want to customize a public AMI and
then save that customized AMI for your own use (i.e., create a new AMI). For more information about
creating your own AMIs, see Creating Your Own AMIs (p. 17).

After you create a new AMI, you can keep it private so that only you can use it, or you can share it with
only specific AWS accounts that you specify. Another option is to make your customized AMI public so
that the EC2 community can use it. Building safe, secure, usable AMIs for public consumption is a fairly
straightforward process, if you follow a few simple guidelines. For information on how to use shared AMIs
and how to share AMIs, see Using Shared AMIs (p. 101) and Sharing AMIs Safely (p. 47).

APl Version 2011-07-15
15


http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/latest/GettingStartedGuide/
http://docs.amazonwebservices.com/AWSEC2/latest/CommandLineReference/
http://docs.amazonwebservices.com/AWSEC2/latest/APIReference/
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=171
http://aws.amazon.com/console

Amazon Elastic Compute Cloud User Guide

AMI Basics

Paid AMIs are AMiIs that you purchase from developers or AMIs that come with service contracts from
organizations such as Red Hat. If you're interested in selling an AMI to other developers, go to
http://aws.amazon.com/devpay to learn about Amazon DevPay.

To help categorize and manage your AMIs, you can assign tags of your choice to them. For more
information, see Using Tags (p. 267).

Storage for the Root Device

All AMIs are categorized as either backed by Amazon EBS or backed by instance store. The former
means that the root device is an Amazon EBS snapshot and appears as an Amazon EBS volume when
an instance is launched from the AMI. The latter means that the root device is stored in Amazon S3 and
appears as instance store when an instance is launched from the AMI.

There are other important differences between the two types of AMIs. For an in-depth discussion of these
differences, see Using Amazon EBS-Backed AMIs and Instances (p. 176). The following table gives a
quick summary of the differences.

Characteristic

Boot Time

Size Limit

Root Device Location

Data Persistence

Upgrading

Charges

AMI Creation/Bundling

Stopped State

Related Topics

Amazon EBS-Backed
Usually Less than 1 minute
1TiB

Amazon EBS volume

Data persists on instance failure and
can persist on instance termination

The instance type, kernel, RAM disk,
and user data can be changed while
the instance is stopped.

Instance usage, Amazon EBS volume
usage, and Amazon EBS snapshot
charges for AMI storage

Uses a single command/call
Can be placed in stopped state where

instance is not running, but the
instance is persisted in Amazon EBS

¢ Launching and Using Instances (p. 74)

¢ Connecting to Instances (p. 110)
¢ Creating Your Own AMils (p. 17)
¢ Sharing AMIs Safely (p. 47)

¢ Using Tags (p. 267)

Amazon instance store-backed
Usually Less than 5 minutes

10 GiB

Instance storage

Data persists for the life of the
instance; nonroot devices can use

Amazon EBS

Instance attributes are fixed for the life
of an instance

Instance usage and Amazon S3
charges for AMI storage

Requires installation and use of AMI
tools

Cannot be in stopped state; instances
are running or not
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Creating Your Own AMIs

Topics
¢ Overview of the AMI Creation Process (p. 17)
¢ Creating Amazon EBS-Backed AMIs (p. 18)
¢ Bundling Amazon EC2 instance store-backed Windows AMIs (p. 21)
e Bundling Amazon EC2 instance store-backed Linux/UNIX AMIs (p. 25)
¢ Creating Paid AMIs (p. 38)

When the available public AMIs do not address what you're looking for, you have a number of options
for obtaining just the right AMI for your needs. You can create your own AMIs from scratch or from
customized instances.

i Note

Although some customers and third-party documentation refer to creating AMIs as bundling, we
use the term in this documentation only to refer to the process of creating Amazon EC2 instance
store-backed AMls.

Creating your own AMIs helps you make the most of Amazon EC2. Your AMIs become the basic unit of
deployment; they enable you to rapidly boot new custom instances as you need them. This section gives
an overview of your options, maps the process flow, identifies the tools you need, and walks you through
the steps.

We assume that you have considered the public AMIs and decided that they don't meet your requirements.
We also assume that you're familiar with AMI and instance concepts.

For background information, see the following sections:

¢ Using AMIs (p. 15)

¢ Using Instances (p. 68)

¢ Root Device Storage (p. 8)

¢ Amazon Elastic Block Store (p. 125)

For information about available AMIs , see Amazon Machine Images (AMIs) on the web.

Overview of the AMI Creation Process

The root storage device you select for the AMI determines the process you must follow to create the AMI.
It's either an Amazon EBS-backed AMI or an Amazon EC2 instance store-backed AMI. There are significant
differences between Amazon EBS-backed and Amazon EC2 instance store-backed AMIs, including AMI
size limits and storage and persistence of data. For information on the differences between these choices,
see Summary of Differences (p. 176).

First, select the root storage device, then you'll have an idea of the process for creating the AMI:

¢ Amazon EBS-Backed AMIs—General process applies to Windows and Linux/UNIX systems.
For information, see Creating Amazon EBS-Backed AMls (p. 18).

¢« Amazon EC2 instance store-backed AMIs—Separate processes apply to Windows and Linux/UNIX
systems.
The process depends on the operating system you want.

« Amazon EC2 instance store-backed Windows AMIs—Can start only with a Windows instance.
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For information, see Bundling Amazon EC2 instance store-backed Windows AMIs (p. 21).

* Amazon EC2 instance store-backed Linux/UNIX AMIs—Start with an existing AMI or a fresh
installation.
For information about bundling Amazon EC2 instance store-backed Linux/UNIX AMIs, see Bundling
Amazon EC2 instance store-backed Linux/UNIX AMIs (p. 25).

To start with an existing Amazon EC2 instance store-backed AMI, see From an Existing AMI (p. 27).
To start with a fresh installation, see From a Loopback (p. 30).

Interfaces for AMI Creation and Management

You can use different interfaces to create AMIs depending on the type of AMI you want. If you are creating
Amazon EBS-backed AMIs for Linux/UNIX or Windows systems, or if you are bundling Amazon EC2
instance store-backed Windows AMIs, you can use the command line, the API, or the AWS management
console. If you are creating Amazon EC2 instance store-backed Linux/UNIX systems, you will need to
install AMI tools on the instance you are preparing to bundle. For information about AMI tools, see Tools
You Need (p. 26).

Each discussion of a specific AMI creation process identifies the tools that can be used as well as how
to use them.

For background information about tools, see the following sections in the Amazon Elastic Compute Cloud
(EC2) documentation:

¢ Available Interfaces (p. 10)
¢ Getting Started with the Command Line Tools (p. 352)

Creating Amazon EBS-Backed AMIs

You can create an AMI that uses an Amazon EBS volume as its root device with Windows or Linux/UNIX
operating systems.

The process is simple. You start with an Amazon EBS-backed AMI (for example, one of the public AMIs
that Amazon provides), and modify it to suit your particular needs. You can't create an Amazon EBS-backed
AMI starting with an Amazon EC2 instance store-backed instance.

If the AMI you start with doesn't already have the storage devices you want attached, you can add them
by creating EBS volumes or using block device mapping. To create EBS volumes, use

ec2-creat e-vol unme and ec2- at t ach- vol une or Cr eat eVol une and At t achVol une. You also can
call ec2-run-i nst ances or Runl nst ances with block device mapping information for the devices you
want to add. For more information about block device mapping, see Block Device Mapping (p. 166).

& Important

If you customize your instance with ephemeral storage devices or additional EBS volumes besides
the root device, the new AMI contains block device mapping information for those storage devices
and volumes. When you then launch an instance from your new AMI, the instance automatically
launches with the additional devices and volumes.

When you have a running instance in the state you want, use ec2- cr eat e- i mage or Cr eat el nage
and specify the instance ID. Amazon EC2 powers down the instance, takes images of any volumes that
were attached, creates and registers the AMI, and then reboots the instance. It takes several minutes for
the entire process to complete. If you customized the local instance with storage devices or additional
EBS volumes besides the root device, the new AMI contains block device mapping information for those
storage devices. When you launch an instance from your new AMI, the instance automatically launches
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with the additional devices. The instance stores, also called ephemeral stores, are new and don't contain
any data from the instance store of the original instance used to create the AMI.

The reason Amazon EC2 powers down the instance before creating the AMI is to ensure that everything
on the instance is stopped and in a consistent state during the creation process. If you're confident that
your instance is in a consistent state appropriate for AMI creation, you can add the --no-reboot flag to
ec2- creat e-i mage or Cr eat el mage that tells Amazon EC2 not to power down and reboot the instance.
You can't specify this flag when creating the AMI in the AWS console. With this flag, the instance remains
running throughout the AMI creation process. Some file systems, such as xfs, can freeze and unfreeze
activity, making it safe to create the image without rebooting the instance.

. Note

Amazon EBS-backed instances are stored as Amazon EBS data. Standard storage rates apply.
Sysprep does not automatically run for Amazon EBS-backed Windows instances.

Process for Creating Amazon EBS-Backed AMIs

The following diagram and table describe the process for creating an Amazon EBS-backed AMI. The
information is applicable to both Linux/UNIX and Windows AMIs.

Launch instance

of Amazon EBS- ci'-'ﬁtomize :;inat:-;nt:?:z
backed AMI | —» nstance
1 2 3

General Tasks in Creating Amazon EBS-Backed AMls

1 Start by launching an instance of an Amazon EBS-backed AMI that is similar to the AMI you want
to create. For example, you might take a public AMI that uses the operating system you want to
use for your AMI.

The instance must be from an Amazon EBS-backed AMI; you can't start with an instance of an
Amazon EC2 instance store-backed AMI.

2 When the instance is running, customize it as you want. For example, you could attach additional
Amazon EBS volumes, or load applications or data on to the instance.

& Important
If you customize your instance with ephemeral storage devices or additional EBS volumes
besides the root device, the new AMI contains block device mapping information for

those storage devices and volumes. When you then launch an instance from your new
AMI, the instance automatically launches with the additional devices and volumes.

3 When the instance is set up the way you want it, create an image from that instance.

Special Cases

In some cases, the general tasks in creating Amazon EBS-backed AMIs don't apply:
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¢ You don't have the original AMI to launch instances from.
In this case, you can create an Amazon EBS-backed AMI by registering a snapshot of a root device.
You must own the snapshot and it must be a Linux/UNIX system (this process is not available for
Windows instances). For more information about creating an AMI this way, see Launching an Instance
from a Snapshot (p. 188).

* You have an Amazon EC2 instance store-backed Linux/UNIX AMI.
In this case, you can convert the AMI to be backed by Amazon EBS. You cannot convert a Windows
AMI backed by instance store. For more information about converting a Linux/UNIX AMI, see Converting
Amazon EC2 instance store-backed AMIs to EBS-Backed AMIs (p. 21).

How to Create Amazon EBS-Backed AMIs

You perform the tasks of creating an Amazon EBS-backed AMI by using the AWS Management Console,
the command line tools, or the API. The following section describes the steps using these tools and
interface.

AWS Management Console

For instructions that use the AWS Management Console, see Creating an Image from a Running
Instance (p. 184).

Command Line Tools
To create an Amazon EBS-backed AMI

1. Enter the following command to create an image:

PROVWPT> ec2-create-inmage -n your _inmage_nane instance_id

For example:

PROWPT> ec2-create-image -n "My AM" i-eb977f 82

Amazon EC2 creates an image and returns an AMI ID.

| MACE ani - 8675309

2. If you want to check whether the AMI is ready, enter the following command:

$ ec2-describe-inmages -0 self

Amazon EC2 returns information about the AMI.

API

To create an Amazon EBS-backed AMI

¢ Construct the following Query request to create an image:

https://ec2. anazonaws. conl
?Act i on=Cr eat el mage
&l nstancel d=i nstance_id
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&Nane=My_ Ani
& ..auth paraneters...

In the following example response, Amazon EC2 creates the image and returns its AMI ID.

<Cr eat el mageResponse xm ns="http://ec2. amazonaws. con’ doc/ 2011-07-15/" >
<i nagel d>am - 8675309</ i nagel d>
</ Cr eat el mageResponse>

AMI creation can take time. You can check whether the AMI is ready by using .

Converting Amazon EC2 instance store-backed AMIs to EBS-Backed AMIs

There's no simple API or button in the AWS Management Console that converts an existing Amazon EC2
instance store-backed AMI to an Amazon EBS-backed AMI.

& Important

Itisn't possible to convert an Amazon EC2 instance store-backed Windows AMI. You need to
take a public Amazon EBS-backed Windows AMI, modify it to meet your specifications, and then
create an image from it. For information, see Creating an Image from a Running Instance (p. 184).

You can convert Amazon EC2 instance store-backed Linux/UNIX AMIs to EBS-backed systems. The
following table describes the process.

Process for Converting a Linux/UNIX Amazon EC2 instance store-backed AMI to an
EBS-Backed AMI

1 Copy the AMI's root device information to an Amazon EBS volume. For more information, see
the related task listin Amazon EC2 Root Device Storage Usage Scenarios (p. 162)

2 Create a snapshot of that volume. For more information, see Creating an Amazon EBS
Snapshot (p. 139).

3 Register the image with a block device mapping that maps the root device name of your choice
to the snapshot you just created. For an example of how to register an image, see Automatically
Attaching Volumes (p. 186).

You might find it useful to refer to available blog posts that discuss conversion. The following are two
example blogs; AWS, however, takes no responsibility for the completeness or accuracy of the content:

« http://lwww.elastician.com/2009/12/creating-ebs-backed-ami-from-s3-backed.html
« http://coderslike.us/2009/12/07/amazon-ec2-boot-from-ebs-and-ami-conversion/

Bundling Amazon EC2 instance store-backed Windows AMIs

You can create Amazon EC2 instance store-backed AMIs with Windows systems. Because you can't
create Amazon EC2 instance store-backed Windows AMIs from scratch, you must start with a Windows
instance, customize it to meet your requirements, and then use the command line tools, the API, or
console to bundle the instance and register the image.

APl Version 2011-07-15
21


http://www.elastician.com/2009/12/creating-ebs-backed-ami-from-s3-backed.html
http://coderslike.us/2009/12/07/amazon-ec2-boot-from-ebs-and-ami-conversion/

Amazon Elastic Compute Cloud User Guide
Creating Your Own AMIs

e Note

Before bundling an instance, you can configure the instance using the EC2Config service. For
more information, see Appendix C: Windows Configuration Service (p. 392).

For information about Windows instance types, see Windows Instance Types (p. 71). For information
about connecting to Windows instances, see Connecting to Windows Instances (p. 121)

The following diagram shows the general tasks in bundling Amazon EC2 instance store-backed Windows
AMls.

Prepare Windows Bundle customized Register bundled
S3-backed instance > instance - image
1 2 3

After you've prepared your instance, the bundling process performs the following tasks, which are listed
in the order that they usually take place:

¢ Excludes any ephemeral drives (i.e., the D: drive on your instance is not included in the bundled AMI)
« Compresses the image to minimize bandwidth usage and storage requirements

¢ Encrypts and signs the compressed image to ensure confidentiality and authenticates the image against
its creator

¢ Splits the encrypted image into manageable parts for upload

¢ Runs syspr ep to strip out computer-specific information (e.g., the MAC address and computer name)
to prepare the Windows image for virtualization

¢ Creates a manifest file that contains a list of the image parts with their checksums

¢ Puts all the parts of the AMI into an Amazon S3 bucket you specify

I Note

All Amazon EC2 instance store-backed AMIs are loaded from Amazon S3 storage. When you
create the AMI, you must upload it to an existing account on Amazon S3. Amazon S3 stores data
objects in buckets, which are similar in concept to directories. Buckets have globally unique
names and are owned by uniqgue AWS accounts.

@ Caution

Instance store drives (e.g., the D: drive) are not included in the bundled AMI. Instance store
drives and their data are deleted when the instance is terminated. You must store any data that
you want to use with the new AMI on the root drive or an Amazon EBS volume. For more
information about Amazon EBS volumes, see Amazon Elastic Block Store (p. 125).

You cannot launch the new AMI until the bundling is complete and you have registered it. The bundling
process can take time and you can monitor the task by using the ec2- descri be- bundl e-t asks
command. While bundling is in progress, the task moves through a succession of states, including
"waiting-for-shutdown," "storing," and "complete” states. The output during the process looks like this:

BUNDLE bun-1509ed7c i-cb2a81a0 nybucket nyi nage 2010- 03-19T08: 22: 48+0000 2010-
03-19T08: 23: 50+0000 bundling 12%
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When bundling is complete, the status changes to "complete."

You must register your bundled image with Amazon EC2, so Amazon EC2 can locate it and run instances
based on it. You don't have to register the bundled image immediately after the bundle task completes.
You can still register the bundled image even if the bundle task no longer appears in your list of completed
bundle tasks (each task remains on the list for only a limited time).

It Note

If you make any changes to the source image stored in Amazon S3, you must reregister the
image.

How to Bundle Amazon EC2 instance store-backed Windows AMIs

You can use the AWS Management Console, command line, or API to bundle Amazon EC2 instance
store-backed Windows AMIs.

AWS Management Console

Bundling and registering Amazon EC2 instance store-backed Windows images using the console is easy.
You can click buttons for each task.

To bundle Amazon EC2 instance store-backed AMls

1. Logintothe AWS Management Console. Decide on the Windows instance you want to use, and
prepare the instance to meet your specifications.

For information about running an instance, see Running an Instance (p. 84).
2. Right-click the instance you customized and select Bundle Instance (S3 AMI).

The Bundle Instance dialog box opens. It shows the ID of the instance you want to bundle.

3. Provide your Amazon S3 Key Name and the Amazon S3 Bucket Name where you want the new
AMI to be stored, and then click Bundle.

You should see the Bundle Instance message box informing you that you successfully made the
bundling request. The message box also provides the Bundle Task ID.

Click View Bundling Tasks to see the status of the task. Click Close to close the message box.
r Note
The Bundle Tasks status can show waiting-for-shutdown when Amazon EC2 is bundling

an Amazon EC2 instance store-backed instance. Amazon EC2 shuts down the instance,
bundles it, and puts the new bundle into Amazon S3.

4. Navigate to the list of your AMIs when the bundling task is complete, right-click the newly-bundled
AMI, and then select Register New AMI.

The Register Image dialog box opens. Provide the AMI Manifest Path and click Register.

Command Line Tools

To bundle Amazon EC2 instance store-backed AMls

1. Log in to the Windows instance and modify it to meet your requirements.
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i Note

We highly recommend that you change the password of the AMI. If you use the Amazon
EC2-provided password, write it down so you can access instances launched from this AMI.
You cannot get the password of new instances using the ec2- get - password command.

2. If you want to reduce your startup time, delete any temporary files on your instance using the Disk
Cleanup tool, defragment your system using Disk Defragmenter, and zero out free space using
sdelete -c C\.

You can download the sdel et e utility from the sdelete Download Page orthe Microsoft Web Site

3. Enter the following command to bundle the instance into Amazon S3 on your local system where
you have installed the API tools (not on the instance you are bundling):

PROVPT> ec2- bundl e-i nstance <instance_i d> -b <bucket_nanme> -p <bundl e_nane>
-0 <access_key id> -w <secret_access_key>

The <i nst ance_i d> is the name of the instance, <bucket _name> is the name of the bucket in
which to store the AMI, and <bundl e_nane> is the common name for the files to store in Amazon
S3.

i Note

To perform this task, you need your AWS Access Key ID (<aws-access-key-id>) and AWS
Secret Access Key (<aws-secret-access-key>). For more information, see How to Get Your
Access Key ID and Secret Access Key (p. 259).

The ec2-bundle-instance utility uploads the bundled AMI to a specified bucket. If you have used
Amazon S3 before, you can use any of your existing buckets or just give ec2-bundle-instance any
name that makes sense to you. If the specified bucket does not exist, the command creates it. If the
specified bucket belongs to another AWS account, ec2-bundle-instance fails, and you have to
specify a different name.

The following is an example of a fully specified ec2- bundl e- i nst ance command.

PROVPT> ec2-bundl e-i nstance -31c2425a -b nybucket -p nyinmage -o AKI
ADQKE4SARGYLE -w eV1dHVi ZS5j b20vd2F0Y2g/ dj 1SUSNKMT| ze TNKSQ==
BUNDLE bun-e3a4418a i -31c2425a nybucket mnyi nage 2010-03-
19T08: 22: 48+0000 2010- 03- 19T08: 22: 48+0000 pendi ng

Amazon EC2 shuts down the instance, saves it as an AMI, and restarts it.
4. Enter the following command to register the image:

PROWPT> ec2-regi ster <your-s3-bucket>/inmage. manifest.xm -n inage_nane
I MAGE ani - 2bb65342

Amazon EC2 returns an AMI identifier, the value next to the | MAGE tag (ami - 2bb65342 in the
example) that you can use to run instances.

API

The following procedure mirrors the steps used with the command line tools.
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To bundle Amazon EC2 instance store-backed AMIs

1. Log in to the Windows instance and modify it to meet your requirements.

2. Construct the following request to bundle the instance into Amazon S3 on your local system where
you have installed the API tools (not on the instance you are bundling):

https://ec2. anazonaws. con!

?Act i on=Bundl el nst ance

&l nst ancel d=-i - e468cd8d

&St or age. S3. AWBAccessKeyl d=10QWXFEV71ZS32XQFTR2

&St or age. S3. Bucket =ny- bucket

&St or age. S3. Pref i x=wi nam

&St or age. S3. Upl oadPol i cy=eyJl eHBpcnFO0aWul j ogl j | wivDgt MDgt Mz BUMDg6NDK6MDI al i
wi Y29uZd 0aVWucyl 61 Ft 7l mI1Y2t | dCl 61 CJt eS1i dWNr ZXQ f Sxbl nNOYXJO0cy13aXRol i w
gl i RrZXki LCA bXkt bmV3LW t YWdI | | OseyJhY2wi G Ai ZWW LW 1bnRsZS1y ZWFk I n1df Q¥8D¥8D
&St or age. S3. Upl oadPol i cySi gnat ur e=f h5t yyy QD8WACCEt hj 3nl G\t IMJ¥3D

&Aut hPar ans

e Note

To perform this task, you need your AWS Access Key ID (<aws-access-key-id>) and AWS
Secret Access Key (<aws-secret-access-key>). For more information, see How to Get Your
Access Key ID and Secret Access Key (p. 259).

For information about the Bundl el nst ance command, see Bundlelnstance in the Amazon Elastic
Compute Cloud API Reference.

3. Construct the following command to register the image:

https://ec2. amazonaws. con!

?Acti on=Regi st er | nage

& magelocati on=ful | - pat h-t o- anmazon- nani f est
&Aut hPar ans

Amazon EC2 returns an AMI identifier that you can use to run instances.

Bundling Amazon EC2 instance store-backed Linux/UNIX
AMiIs

Topics
¢ Tools You Need (p. 26)
¢ From an Existing AMI (p. 27)
¢ From a Loopback (p. 30)

For Linux/UNIX systems, you have two common ways to prepare Amazon EC2 instance store-backed
AMis. The easiest method (A) involves launching an existing public AMI and modifying it according to
your requirements. For more information, see From an Existing AMI (p. 27).

Another approach (B) is to build a fresh installation either on a stand-alone machine or on an empty file
system mounted by loopback. The process entails building an operating system installation from scratch.
After you've built the installation package to your satisfaction, you must bundle it using the AMI tool for
bundling volumes and register it using the command line tool for registering images. For information, see
From a Loopback (p. 30).
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The following diagram shows the general tasks in creating Amazon EC2 instance store-backed Linux/UNIX
AMls.

Customize a Linux/ Upload the key and Bundle customized
UNIX instance - certificate - image - Upload bundle =  Register image
(LY
st A 1 2 3 4 5
Create Amazon $3-
backed Linux/UNIX
AMis

8 Install Linux/UNIX

OS on clean root file
system

Bundle image of new

installation Upload bundle | | Register image

3 4
1 2

This section discusses the steps for creating AMIs from an existing file and from a loopback, and some
basics about the AMI tools.

Tools You Need

Amazon created the Amazon EC2 AMI tools to help you perform specific tasks for Amazon EC2 instance
store-backed Linux/UNIX AMIs. You use these AMI tools, which are a set of command line utilities, for
bundling and uploading Amazon EC2 instance store-backed Linux/UNIX AMIs. You also use these AMI
tools for managing these bundled images. For information about the specific AMI tools, see AMI Tools
Reference in the Amazon Elastic Compute Cloud Command Line Reference.

When you bundle an Amazon EC2 instance store-backed Linux/UNIX AMI and you start with an instance,
you use the AMI tools for bundling and uploading the bundle, and then you use the API tools to register
the image. If you are creating an Amazon EC2 instance store-backed AMI via loopback, you first prepare
the instance, then use the AMI tools to bundle before you use the API tools to register the image you
created.

If you are starting with an instance of an Amazon public AMI, it might already have the AMI tools installed.
Try running the command ec2- bundl e- vol to check if the instance already has the AMI tools.

If the tools are already installed, you can jump to the section that discusses the bundling process you
want to complete:

e From an Existing AMI (p. 27)
¢ From a Loopback (p. 30)

If the tools aren't installed, read on. This section describes installation and usage information when using
AMI tools.
Install the AMI Tools

The AMI tools are available in both a Zip file and as an RPM suitable for running on Fedora Core with
Ruby 1.8.2 (or greater) installed. You need root privileges to install the software.

For information about installing the AMI tools, go to Amazon EC2 AMI Tools.
To install the AMI tools

1. Install Ruby using the YUM package manager.

# yuminstall ruby

2. Install the AMI tools RPM.
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# rpm-i ec2-am-tool s-Xx.Xx-xxxx.i386.rpm

View the AMI Tools Documentation
This section describes how to view Linux/UNIX documentation.
To view the manual for each tool

¢ Append - - manual to the command that invokes the tool.

# ec2-bundl e-i nmage - - manual

To view help for each tool

* Append - - hel p to the command that invokes the tool.

# ec2-bundl e-i nage --hel p

From an Existing AMI

To quickly and easily get a new working AMI, start with an existing public AMI or one of your own. You
can then modify it and create a new AMI.

Ir 2 Note

Before you select an AMI, determine whether the instance types you plan to launch are 32-bit
or 64-bit. For more information, see Instance Families and Types (p. 68).

Make sure you are using GNU Tar 1.15 or later.

The following diagram shows the general tasks in creating Amazon EC2 instance store-backed Linux/UNIX
AMls from an existing AMI.

Customize a Linux/ Upload the key and Bundle customized
UNIX instance - certificate - image —- Upload bundle - Register image
1 2 3 4 5

Tasks to Use an Existing AMI to Create a New AMI

1 Customize an Instance (p. 28)

2 Upload the Key and Certificate (p. 28)

3 Bundle a Customized Image (Requires Root Privileges) (p. 29)
4 Upload a Bundled AMI (p. 37)
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5 Register the AMI (p. 38)

Customize an Instance
Customizing an instance involves the following series of steps:

1. Selecting an AMI from available AMls.
2. Launching an instance from the AMI you selected.

3. Making changes to (thus, customizing) the instance, such as altering the Linux configuration, adding
software, and configuring web applications.

For more information, see Launching and Using Instances (p. 74).

After you've launched an instance according to your specifications, proceed to the next steps to create
a new AMI using the customized instance.

Upload the Key and Certificate

Your new AMI should be encrypted and signed to ensure that only you and Amazon EC2 can access it.
To make this happen, you must upload your Amazon EC2 private key and X.509 certificate to an instance
store directory on your running instance. The private key and the certificate will be used in the AMI bundling
process. For information on obtaining your Amazon EC2 private key and X.509 certificate, see How to
Create an X.509 Certificate and Private Key (p. 259).

An Amazon Linux AMI mounts the instance store on /media/ephemeralO. If you are using an Amazon
Linux AMI, you must first login to your running instance as ec2-user and use the following code to grant
write permissions to the instance store before you can upload the private key and the certificate.

$ sudo chnod 777/ medi a/ ephener al 0

I Note

Non Amazon Linux AMIs use different login names (for example, root, ubuntu, etc.,) and a different
location to mount the instance store (for example, /mnt).

To upload your Amazon EC2 private key and X.509 certificate

«  Copy your Amazon EC2 private key and X.509 certificate to the directory where an instance store
is mounted using a secure copy function such as SCP.

The following code shows the syntax to use with the scp command.

$ scp -i <keypair_name> <private_keyfile> <certificate_file> <user
name>@dns_| ocati on>
<instance store directory>

Where,
Parameter Description
keypai r _name Name of your key pair.
private_keyfile File that contains the private key.

APl Version 2011-07-15
28



Amazon Elastic Compute Cloud User Guide
Creating Your Own AMIs

Parameter

certificate file
user nane

dns_| ocati on

i nstance store directory

t_ Note

Description

File that contains the certificate.
Login name you use to log in to your instance.
DNS location of the instance within Amazon EC2.

Directory where your instance store is mounted.

It is important to upload the key and certificate files into the instance store directory of your
instance to prevent them from being bundled with the new AMI.

Amazon EC2 returns the name of the files and some performance statistics.

Example

The following is an example of a fully specified scp command using the Amazon Linux AMI.

$ scp ~-i id_rsa-gsg-keypair
cert - HKZYKTAI GECMXYI BH3HXV4ZBZ(QB5CLO. pem

ec2-user @c2-67-202-51-223. conput e- 1. amazonaws. com / medi a/ epherner al 0
pk- HKZYKTAI G2ECMXYI BH3HXVAZBZQE5CLO. pem 100% 717 0.7KB/s  00: 00
cert - HKZYKTAI GECMXYI BH3HXV4ZBZ(QB5CLO. pem

100% 685 0. 7KB/ s

00: 00

pk- HKZYKTAI GECMXYI BH3HXV4ZBZQB5CLO. pem

Bundle a Customized Image (Requires Root Privileges)

When you have the image that meets your specifications, you need to bundle it.

To bundle a customized image

¢ Enter the following command:

# ec2-bundl e-vol -k <private keyfile> -c <certificate file> -u <user_id>

The <pri vat e_keyfi | e>is the file that contains the private key, <certi fi cate_fil e>is the file
that contains the certificate, and <user _i d> is the ID associated with your AWS account.

- Note

Make sure to disable SELinux when running ec2- bundl e- vol .

r Note

The user ID is your AWS account ID without dashes. It consists of 12 to 15 characters, and
it's not the same as your Access Key ID. For information about viewing your account ID, see
Viewing Your Account ID (p. 260).
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Example

This command bundles the local machine root file system.

# ec2-bundl e-vol -k pk-HKZYKTAI QECMXY| BH3HXV4ZBZ(B5CLO. pem - ¢ cert - HKZYK
TAI RECMXYI BH3HXV4ZBZ(B5CLO. pem -u 999988887777

Pl ease specify a value for arch [i386]:
Copying / into the inmage file /tnp/imge...
Excl udi ng:

/ sys

1+0 records in

1+0 records out

1048576 bytes (1.0 MB) copied, 0.00172 s, 610 MB/s
nmke2fs 1.40.4 (31-Dec-2007)

Bundling i mage file...
Splitting /tnp/inmage.tar.gz.enc...
Created i nage. part. 00
Created image.part. 01

Created inmage.part. NN

Generating digests for each part...
Di gests generat ed.

Creating bundle manifest...

ec2- bundl e-vol conpl ete.

From a Loopback

Creating AMiIs through a loopback involves doing a full operating system installation on a clean root file
system, but avoids having to create a hew root disk partition and file system on a physical disk. After you
have installed your operating system, you can bundle the resulting image as an AMI with the

ec2- bundl e-i mage command, which is part of the AMI tools (and not an API action). For more information
about the ec2- bundl e- i mage command and the AMI tools, go to the Amazon Elastic Compute Cloud
Command Line Reference.

i Note

This method works only with AMIs that use instance stores for their root devices. This method
is not applicable for AMIs backed by Amazon EBS.

Before you select an AMI, determine whether the instance types you plan to launch are 32-bit
or 64-bit. For more information, see Instance Families and Types (p. 68).

Make sure you are using GNU Tar 1.15 or later.
These examples use Fedora Core 4. Please make any adjustments for your distribution.

The following diagram shows the general tasks in creating Amazon EC2 instance store-backed Linux/UNIX
AMis from a loopback.

Install Linux/UNIX
0S5 on clean root file
system

Bundle image of new

» installation _g» Uploadbundle | ' Registerimage

3 4
1 2
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Tasks to Create a New AMI Through a Loopback

1 Install Linux/UNIX and Prepare the System

. Create a File to Host the AMI (p. 31)
. Create a Root File System Inside the File (p. 31)
. Mount the File through Loopback (p. 32)
. Prepare for the Installation (p. 33)
. Install the Operating System (p. 34)
Configure the Operating System (p. 35)

DO QO O T D

2 Bundle the Loopback File Image (p. 36)
3 Upload a Bundled AMI (p. 37)

4 Register the AMI (p. 38)

Create a File to Host the AMI

The dd utility can create files of arbitrary sizes. Make sure to create a file large enough to host the operating
system, tools, and applications that you will install. For example, a baseline Linux/UNIX installation requires
about 700 MB, so your file should be at least 1 GB.

To create afile to host the AMI

« Enter the following command:

# dd if=/dev/zero of =i nage_nane bs=1M count =si ze

The <i mage_nane> is the name of the image file you are creating and <si ze> is the size of the file
in megabytes.

Example

The following example creates a 1 GB file (1024*1 MB).

# dd if=/dev/zero of =ny-inage.fs bs=1M count =1024
1024+0 records in
1024+0 records out

Create a Root File System Inside the File

The nkf s utility has several variations that can create a file system inside the image file you are creating.
Typical Linux/UNIX installations default to ext 2 or ext 3 file systems.

To create an ext 3 file system

¢ Enter the following command:

# nke2fs -F -j <inmage_nanme>

The <i mage_nane> is the name of the image file.
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Example

The following example creates an ext 3 file system.

# nke2fs -F -j ny-image.fs
nke2fs 1.38 (30-Jun-2005)
Fi | esystem | abel =
CS type: Linux
Bl ock size=4096 (| o0g=2)
Fragnment size=4096 (| og=2)
131072 i nodes, 262144 bl ocks
13107 bl ocks (5.00% reserved for the super user
First data bl ock=0
Maxi mum fi |l esyst em bl ocks=268435456
8 bl ock groups
32768 bl ocks per group, 32768 fragnments per group
16384 i nodes per group
Super bl ock backups stored on bl ocks:
32768, 98304, 163840, 229376

Witing inode tables: done
Creating journal (8192 bl ocks): done
Witing superbl ocks and filesystem accounting information: done

This filesystemw ||l be automatically checked every 24 nounts or
180 days, whichever cones first. Use tune2fs -c or -i to override.

Mount the File through Loopback

The loopback module enables you to use a normal file as if it were a raw device, which gives you a file
system within a file. Mounting a file system image file through loopback presents it as part of the normal
file system. You can then modify it using your favorite file management tools and utilities.

To mount the file through loopback

1. Enter the following command to create a mount point in the file system where the image will be
attached:

# nmkdi r <i mage_nount poi nt >

The <i mage_nount poi nt > is the location where the image will be mounted.
2. Mount the file system image:

# nount -o |loop <image_nanme> <image_nount poi nt >

The <i mage_nane> is the name of the image file and <i mage_nount poi nt > is the mount location.

Example

The following commands create and mount the my-image.fs image file.

# nkdir /mmt/ec2-fs
# mount -0 loop ny-inmage.fs /mt/ec2-fs
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Prepare for the Installation

Before the operating system installation can proceed, you must create and prepare the newly created
root file system.

To prepare for the installation

1.

Create a / dev directory and populate it with a minimal set of devices. You can ignore the errors in
the output.

# nkdir /mmt/ec2-fs/dev

# [ sbi n/f MAKEDEV -d <i nage_nount poi nt >/ dev -x consol e
# [ sbi n/f MAKEDEV -d <i nage_nount poi nt >/ dev -x null

# [ sbi n/f MAKEDEV -d <i nage_nount poi nt >/ dev -x zero

The <i mage_nount poi nt > is the mount location.
Create the f st ab file within the / et ¢ directory and add the following:

/dev/sdal / ext 3 defaul ts 11
none /dev/pts devpts gid=5,node=620 0 O
none /dev/shm tnpfs defaul ts 00
none / proc proc defaul ts 00
none / sys sysfs defaul ts 00

Create a temporary YUM configuration file (e.g., yum xen. conf ) and add the following content.

[ mai n]

cachedi r =/ var/ cache/ yum
debugl evel =2

| ogfile=/var/log/yuml og
excl ude=*-debugi nfo
gpgcheck=0

obsol etes=1

reposdi r =/ dev/ nul |

[ base]

nane=Fedora Core 4 - $basearch - Base
mrrorlist=http://fedora.redhat.conm downl oad/ m rrors/fedora-core-$rel easever
enabl ed=1

[ updat es-r el eased]

nane=Fedora Core 4 - $basearch - Rel eased Updates
mrrorlist=http://fedora.redhat.com downl oad/ m rrors/updates-rel eased-
fc$rel easever

enabl ed=1

This step ensures that all the required basic packages and utilities are installed. You can locate this
file anywhere on your main file system (not on your loopback file system) and is used only during
installation.

Enter the following:

# nkdir <i mage_nount poi nt >/ proc
# nount -t proc none <i mage_nount poi nt >/ proc
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The <i nage_nount poi nt > is the mount location. A gr oupadd utility bug in the shadow-uti | s
package (versions prior to 4.0.7-7) requires you to mount the new pr oc file system manually with
the preceding command.

Example

These commands create the / dev directory and populate it with a minimal set of devices:

# nkdir /mmt/ec2-fs/dev

# [ sbin/ MAKEDEV -d /mt/ec2-fs/dev -x consol e
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

# [ sbin/ MAKEDEV -d /mt/ec2-fs/dev -x nul
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

# [ sbin/ MAKEDEV -d /mt/ec2-fs/dev -x zero
MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

MAKEDEV: nkdir: File exists

This example creates and mounts the / mt / ec2- f s/ pr oc directory.

# nkdir /mt/ec2-fs/proc
# nount -t proc none /mt/ec2-fs/proc

Install the Operating System

At this stage, the basic directories and files are created and you are ready to install the operating system.
Depending on the speed of the host and network link to the repository, this process might take a while.

To install the operating system

¢ Enter the following command:

# yum-c <yumconfiguration_file> --installroot=<image_nount point> -y groupin
stall Base

The <yum configurati on_fil e>is the name of the YUM configuration file and
<i mage_nount poi nt > is the mount location.

You now have a base installation, which you can configure for operation inside Amazon EC2 and
customize for your use.
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Example

This example installs the operating system at the / rmt / ec2- f s mount point using the yum xen. conf
YUM configuration file.

# yum -c yum xen.conf --installroot=/mt/ec2-fs -y groupinstall Base
Setting up Group Process
Setting up repositories

base 100% | | 1.1 kB 00: 00
updat es-r el eased 100% | | 1.1 kB 00: 00
conps. xni 100% | | 693 kB 00: 00
conps. xni 100% | | 693 kB 00: 00
Setting up repositories

Readi ng repository nmetadata in fromlocal files

primary. xm . gz 100% | | 824 kB 00: 00
base D HHHHRRHHHH SRR H AR R 2772] 2772
Added 2772 new packages, deleted 0 old in 15.32 seconds

primary. xm . gz 100% | | 824 kB 00: 00

updat es- r e: H#HHHHHHBHHHHHH B HHHH PR H T H PR 2772) 2772
Added 2772 new packages, deleted 0 old in 10.74 seconds

Conpl et e!

Configure the Operating System

After successfully installing the base operating system, you must configure your networking and hard
drives to work in the Amazon EC2 environment.

To configure the operating system

1. Edit(orcreate)/ mt/ec2-fs/etc/sysconfig/network-scripts/ifcfg-ethOandmake sure
it contains at least the following information:

DEVI CE=et h0
BOOTPROTO=dhcp
ONBOOT=yes
TYPE=Et her net
USERCTL=yes
PEERDNS=yes

I PV6I NI T=no

It Note

The Amazon EC2 DHCP server ignores hostname requests. If you set DHCP_HOSTNAME,
the local hostname will be set on the instance but not externally. Additionally, the local
hostname will be the same for all instances of the AMI, which might be confusing.

2. \Verify that the following line appears in the / mt / ec2- f s/ et ¢/ sysconfi g/ net wor k file so that
networking starts:

NETWORKI NG=yes

3. Add the following lines to / mt / ec2- f s/ et ¢/ f st ab so that local disk storage on / dev/ sda2 and
swap space on / dev/ sda3 are mounted at system startup:
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/dev/sda2 [ mmt ext 3 defaul ts 00
/ dev/ sda3 swap swap defaul ts 00
r_ Note

The / dev/ sda2 and / dev/ sda3 storage locations only apply to small instances. For more
information on instance storage, see Amazon EC2 Instance Storage (p. 150).

4. Allocate appropriate system run levels so that all your required services start at system startup. For
example, to enable the service ny- ser vi ce on multiuser and networked run levels, enter the following
commands:

# chroot /mt/ec2-fs /bin/sh
# chkconfig --level 345 ny-service on
# exit

Your new installation is successfully installed and configured to operate in the Amazon EC2
environment.

5. Enter the following commands to umount the image:

# unount <i mage_nount poi nt >/ proc
# unount -d <i mage_nount poi nt >

The <i mage_nount poi nt > is the mount location.

Example

The following example unmounts the installation from the / mt / ec2- f s mount point.

# unmount /mt/ec2-fs/proc
# umount -d /mt/ec2-fs

Bundle the Loopback File Image

To bundle the loopback file image

¢ Enter the following command:

# ec2-bundl e-image -i <i mage_nane>.ing -k <private_keyfile> -c <certific
ate file> -u <user_id>

The <i mage_nane> is the name of the image file, <pri vat e_keyfi | e> is the file that contains the
private key, <certifi cate_fil e>is the file that contains the certificate, and <user _i d> is the ID
associated with your AWS account.

2 Note

The user ID is your AWS account ID without dashes. It consists of 12 to 15 characters, and
it's not the same as your Access Key ID. For information about viewing your account ID, see
Viewing Your Account ID (p. 260).
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Example

This command bundles an image created in a loopback file.

# ec2-bundl e-i mage -k pk-HKZYKTAI QECMXY| BH3HXV4ZBZ(E5CLO. pem - ¢ cert - HKZYK
TAI ECMXYI BH3HXV4ZBZ(QBE5CLO. pem -u 999988887777 -i image.ing -d bundled/ -p
fred -r x86_64

Pl ease specify a value for arch [i386]:

Bundling i mage file...

Splitting bundled/fred.gz.crypt...

Created fred. part. 00

Created fred.part. 01

Created fred. part.02

Created fred. part.03

Created fred.part.04

Created fred. part. 05

Created fred. part. 06

Created fred. part. 07

Created fred. part.08

Created fred. part.09

Created fred.part. 10

Created fred.part. 11

Created fred. part. 12

Created fred.part.13

Created fred.part. 14

Cenerating digests for each part...

Di gests generat ed.

Creating bundle nmanifest...

ec2-bundl e-i nage conpl et e.

Upload a Bundled AMI

You must upload the bundled AMI to Amazon S3 before Amazon EC2 can access it. This task is necessary
when you create Amazon EC2 instance store-backed AMIs from an existing file or from a loopback. Use
ec2- upl oad- bundl e to upload the bundled AMI that you created earlier. Amazon S3 stores data objects
in buckets, which are similar to directories.

Buckets must have globally unique names. The ec2- upl oad- bundl e utility uploads the bundled AMI
to a specified bucket. If the specified bucket does not exist, it will be created. If the specified bucket exists
and belongs to another AWS account, the ec2- upl oad- bundl e command will fail.

To upload the bundled AMI

« Enter the following command:

# ec2-upl oad-bundl e -b <bucket> -m <nani fest _path> -a <access_key> -s
<secret _key>

The <bucket > is the target bucket (you can bundle to a "subfolder”; e.g., my-bucket/ami-image-folder),
<access_key> isyour AWS Access Key, and <secr et _key> is your AWS Secret Key. The - m
<mani f est _pat h> is the full path to the manifest file (e.g., /tmp/image.manifest.xml).

The AMI manifest file and all image parts are uploaded to Amazon S3. The manifest file is encrypted
with the Amazon EC2 public key before being uploaded.
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Register the AMI

Your must register your image with Amazon EC2, so Amazon EC2 can locate it and run instances based
on it. This task is necessary when you create Amazon EC2 instance store-backed AMIs from an existing
file or from a loopback.

e Note
If you make any changes to the source image stored in Amazon S3, you must reregister the
image.

To register the AMI that you created and uploaded to Amazon S3

¢ Enter the following command (note that it's part of the Amazon EC2 API tools, and not the AMI tools):

PROVPT> ec2-regi ster <your-s3-bucket>/inmage. mani fest.xm -n inage_nane
| MAGE ami - 2bb65342

Amazon EC2 returns an AMI identifier, the value next to the | MAGE tag (am - 2bb65342 in the example),
that you can use to run instances.

Creating Paid AMIs

Topics
¢ Amazon DevPay and Paid AMIs (p. 38)
¢ Product Registration (p. 42)
¢ Associating a Product Code with an AMI (p. 43)
e Sharing Your Paid AMI (p. 44)
¢ Confirming an Instance Is Running with a Product Code (p. 44)
¢ Getting the Product Code from Within an Instance (p. 45)
e Supported AMIs (p. 45)

This section gives an introduction to Amazon DevPay and paid AMIs, which are AMIs you sell to other
Amazon EC2 users.

& Important

Amazon DevPay does not support Amazon EBS-backed AMiIs. All paid AMIs must be backed
by Amazon instance store.

Amazon DevPay and Paid AMIs

A paid AMI is an AMI that you sell to other Amazon EC2 users. They pay you according to the price you
set. To be able to create a paid AMI, you use Amazon DevPay. What is Amazon DevPay?

& Important

Amazon DevPay does not support Amazon EBS-backed AMiIs. All paid AMIs must be backed
by Amazon instance store.
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Amazon DevPay is a billing and account management service that enables you to get paid for an AMI
you create and that other Amazon EC2 users use. Amazon DevPay creates and manages the order
pipeline and billing system for you. Your customers sign up for your AMI, and Amazon DevPay automatically
meters their usage of Amazon EC2, bills them based on the pricing you set, and collects their payments.
DevPay offers the following:

¢ You can charge customers for your Amazon EC2 instance store-backed AMI; the charges can include
recurring charges based on the customer's usage Amazon EC2, a fixed one-time charge, and a recurring
monthly charge.

¢ Your customers can easily sign up and pay for your Amazon EC2 instance store-backed AMI with their
trusted Amazon.com accounts.

« Your customers are authenticated, thus ensuring they have access only to what they should.
« If your customers don't pay their bills, DevPay turns off their access to your AMI for you.
* Amazon Payments handles payment processing.

With Amazon
DevPay

Your Amazon
Customer . DevPay $ You
3 _
Basic DevPay Flow

1 Your customer uses an Amazon.com account to sign up and pay for your Amazon EC2 instance
store-backed AMI. The sign-up page indicates that you have teamed up with Amazon Payments
to make billing easy and secure.

2 Your customer pays the price you've defined to use your product.
3 DevPay subtracts a fixed transaction fee and pays you the difference.

4 You pay the costs of Amazon EC2 that your Amazon EC2 instance store-backed AMI used, and
a percentage-based DevPay fee.

For more information about Amazon DevPay, refer to the Amazon DevPay Developer Guide.
Summary of How Paid AMIs Work
With a paid AMI, your customers:

¢ Must be signed up to use Amazon EC2 themselves
« Buy your paid Amazon EC2 instance store-backed AMI and then launch instances of it

¢ Always use their own AWS credentials when launching instances; you don't launch instances of your
paid AMI for them with your credentials

« Pay the price you set for the paid AMI, and not the normal Amazon EC2 rates

& Important

The discounts you get with Amazon EC2 Reserved Instances don't apply to Amazon DevPay
products. That is, if you purchase Reserved Instances, you don't get the lower price associated
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with them when your customers launch your paid or supported AMIs. Also, if your customers
purchase Reserved Instances, when they use your paid or supported AMIs, they continue to pay
the price you specified for the use of your paid or supported AMlIs. For more information about
Reserved Instances, see ??77.

You can also use Amazon EC2 and Amazon DevPay together with a supported AMI. For more information
about supported AMIs, see Supported AMIs (p. 45).

The following figure and table summarize the basic flow for creating and using paid AMIs.

e Note

Detailed information about most of the following steps is provided in the Amazon DevPay
Developer Guide.

Register your Associate your N A
roduct with product code with . your pa
You: Create an AMI P! DevPay o the AMI . Share the paid AMI | vaitabic for sald
1 2 3 4 L

N Launch instances
Your Buy your paid AMI | of your paid AMI

customers:
6 T

Paid AMI Process

1 You create an Amazon EC2 instance store-backed AMI as described elsewhere in this
guide.
2 You register a product with Amazon DevPay.

For more information, see Product Registration (p. 42). As part of this process, you provide
a product description, product pricing, etc. This registration process creates a product code
for the product and a URL where customers can sign up to use the product (called the
purchase URL).

3 You use an Amazon EC2 command or API call to associate the product code with your
Amazon EC2 instance store-backed AMI.

For more information, see Associating a Product Code with an AMI (p. 43). This makes the
AMI a paid AMI.

4 You use an Amazon EC2 command or API call to share the Amazon EC2 instance
store-backed AMI with select customers or the public.

For more information, see Sharing Your Paid AMI (p. 44).
It Note

Even if you share a paid AMI and it has a product code, no one can use the AMI
until they sign up for it (see the following steps).
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5 You make your paid AMI available for sale.

To do this, you make the aforementioned purchase URL available. You can advertise your
paid AMI in the Solutions Catalog on the AWS Developer Connection site and on the Amazon
Machine Images (AMIs) page on the AWS Resource Center.

6 Customers use the purchase URL you provide to sign up for and purchase your product.

If they're not already signed up for Amazon EC2, they'll be prompted to sign up. They
purchase your product with their Amazon.com accounts. They must have the credentials
needed to launch Amazon EC2 instances. At this point, they have the AMI ID (from step 5).

7 Customers then launch an Amazon EC2 instance specifying the AMI ID.

Because you associated the shared AMI with the product code, the customers are charged
at the rate you set. For more information, see Paying for AMIs (p. 103).

I Note

You can associate your DevPay product code with more than one Amazon EC2 instance
store-backed AMI. However, a single AMI can be associated with only one product code. If you
plan to sell multiple AMIs, you could sell them all under a single product code, or different product
codes (by registering multiple DevPay products). For information about why you might choose
a single product code or multiple product codes, go to If You Have Multiple AMIs to Sell in the
Amazon DevPay Developer Guide.

Each customer's bill for the AMI is displayed on their Application Billing page, which shows the activity
for DevPay products. Also, at any time, you can confirm the customer is still currently subscribed to your
product. For more information, refer to the Amazon DevPay Developer Guide.

It Note

In the preceding process, you associate your product code with your own Amazon EC2 instance
store-backed AMI and sell the AMI as a DevPay product. There's another scenario for using
DevPay with Amazon EC2 in which you sell software or a service to EC2 users and let them
associate your product code with their own Amazon EC2 instance store-backed AMIs. For more
information, see Supported AMIs (p. 45).

The Product Code and AMI Rebundling

Associating a product code with an AMI turns it into a paid AMI that EC2 users must sign up for to use.
Can you ensure that the product code stays with the AMI if someone rebundles the AMI? The answer
varies for Linux/UNIX AMIs and Windows AMIs. These are described in the following sections.

Linux/UNIX AMIs

If you give the customer root access to your paid Linux/UNIX AMI, the customer can rebundle it (for more
information, see Creating Your Own AMIs (p. 17)). If your customer uses AWS tools to rebundle the AMI,
the rebundled AMI inherits the product code. When launching instances of the rebundled AMI, the customer
is still billed for usage based on your price. However, if the customer doesn't use the AWS tools when
rebundling, the rebundled AMI won't inherit the product code, and the customer will pay normal Amazon
EC2 rates and not your price. Also, a customer with root access could find some other way to remove
the product code from the AMI.

When a customer contacts you for support for a paid AMI, you can confirm your product code is associated
with the AMI and the customer's instance is currently running the AMI. For more information, go to
Confirming an Instance Is Running with a Product Code (p. 44).
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If you have software installed on the AMI, the software can retrieve the instance metadata to determine
if the product code is associated with the instance. For more information, see Getting the Product Code
from Within an Instance (p. 45).

Keep in mind that the preceding methods for confirming the association of the product code with the
instance are not foolproof because a customer with root access to the instance could return false
information indicating the product code is associated with the instance.

Windows AMIs

When you associate a product code with a Windows AMI, the association is permanent. Therefore, we
recommend you keep a separate, base copy of the AMI that has no product code associated with it.

Anyone who purchases a Windows AMI can rebundle it (for more information, see Creating Your Own
AMIs (p. 17)). The product code is automatically transferred to the rebundled AMI. When EC2 users
launch instances of the rebundled AMI, they pay the rates you set when you registered your DevPay
product. In turn, you're charged for the EC2 costs they incur.

Product Registration

You must register a product with Amazon DevPay. The product can cover a single Amazon EC2 instance
store-backed AMI that you want to sell or multiple Amazon EC2 instance store-backed AMIs. During
registration, you provide product information such as pricing, and you receive information you need to
sell your product.

& Important

The Amazon DevPay Developer Guide covers the procedure for registering your product with
Amazon DevPay. Before you register your product, we recommend you read the information in
that guide about how to set your AMI's price and how billing for Amazon DevPay products works.

You provide the following information during registration:

 Company name

* Product name

¢ Product description (as you want your customers to see it)

¢ Redirect URL (the page you want customers to see after they have purchased the product)

¢ Any terms and conditions you want displayed (optional)

¢ Contact e-mail address and telephone number (to be used by AWS and not displayed to customers)
¢ Contact e-mail or URL (to be displayed to customers)

¢ The specific Regions, environments, and instance types the product covers

« Pricing for use of the product (you can set different prices based on Region, environment, and instance

type)
The information you display at the redirect URL should give information about the AMI.
Registration provides you with the following information:

* Product code
¢ Product token
* Purchase URL

You need the product code and purchase URL to integrate your product with DevPay as described in
Summary of How Paid AMIs Work (p. 39) and Supported AMIs (p. 45). You need the product token if
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you're going to set up your system to later verify whether a customer is still subscribed to your product.
For more information, refer to the Amazon DevPay Developer Guide.

I Note

AWS must approve your product after you register it. The approval process typically takes one
business day.

Associating a Product Code with an AMI

You must be the owner of an Amazon EC2 instance store-backed AMI to associate a product code with
it. Each AMI can have only a single product code associated with it, but you can associate a single product
code with more than one AMI. You might do this if you have similar versions of an AMI (for example, a
32-bit version and a 64-bit version), you've assigned them all the same price, and you'd like to minimize
the number of Amazon DevPay product codes you have (to make your bookkeeping easier).

To associate a product code with an AMI

« Enter the following command:

PROVPT> ec2-nodi fy-image-attribute <am _i d> --product-code <product_code>

The <ami _i d>is the AMI ID and <pr oduct _code> is the product code.

To verify the product code is associated with the AMI

¢ Enter the following command:

PROVWPT> ec2-describe-image-attribute <ami _id> --product-code

You can't change or remove the pr oduct Codes attribute after you've set it. If you want to use the same
image without the product code or associate a different product code with the image, you must reregister
the image to obtain a new AMI ID. You can then use that AMI without a product code or associate the
new product code with the AMI ID.

Example

The following example associates the ami-2bb65342 AMI with the 774F4FF8 product code.

PROVPT> ec2-nodi fy-i mage-attri bute am -2bb65342 --product-code 774FAFF8

pr oduct Codes am - 2bb65342 pr oduct Code 774F4FF8

This example verifies that the product code is associated with the AMI.

PROWPT> ec2-describe-image-attribute am -2bb65342 --product-code

pr oduct Codes am - 2bb65342 pr oduct Code 774F4FF8
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Sharing Your Paid AMI

After you associate the product code with the Amazon EC2 instance store-backed AMI, you need to share
the AMI with select customers or the public by using the ec2- nodi f y-i mage- at tri but e command.

To share the AMI

¢ Enter the following command:

PROWPT>  ec2-nodi fy-image-attribute <am _id> --launch-perm ssion -a all

The <ami_id> is the AMI ID.

Even though you've shared the AMI, no one can use it until they sign up for your product by going to the
purchase URL. Once customers sign up, any instances of the paid AMI they launch will be billed at the
rate you specified during product registration.

Example

The following example shares the ami-2bb65342 AMI with the public.

PROVPT> ec2-nodi fy-i mage-attri bute am - 2bb65342 --1aunch-permi ssion -a all

| aunchPer m ssi on am - 2bb65342 ADD group al |

Confirming an Instance Is Running with a Product Code

If you have created a product for others to use with their AMIs (the supported AMI scenario), you might
want to confirm that a particular AMI is associated with your product code and a particular instance is
currently running that AMI.

. Note

You must be the owner of the product code to successfully call ec2-confirm-product-instance
with that product code.

Because your customers don't own the product code, they should describe their instances to
confirm their instances are running with your product code.

To confirm an instance is running an AMI associated with your product code

¢ Enter the following command:

PROVPT> ec2-confirmproduct-instance <product_code> -i <instance>

The <pr oduct _code> is the product code and <i nst ance> is the instance.

If the AMI is associated with the product code, t r ue is returned with the AMI owner's account ID. Otherwise,
f al se is returned.
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Example

The following example confirms whether the i-10a64379 instance is running the 6883959E product code.

PROVPT> ec2-confirm product-instance 6883959E -i i-10a64379

6883959E i - 10a64379 true 495219933132

Getting the Product Code from Within an Instance

A running Amazon EC2 instance can determine if has an Amazon DevPay product code. The instance
retrieves the product code similarly to how retrieves other metadata. For more information about retrieving
metadata, see Using Instance Metadata (p. 95).

To retrieve a product code, query a web server with this REST-like API call:

GET http://169. 254. 169. 254/ 2007- 03- 01/ net a- dat a/ pr oduct - codes

Amazon EC2 returns a response similar to the following:

774FAFF8

Supported AMIs

Supported AMIs are different from paid AMIs. With a supported AMI, you charge for software or a service
you provide that customers use with their own AMls.

The main difference between a paid AMI and a supported AMI is how the AMI is associated with a product
code:

¢ Paid AMI—You associate your own product code with your own AMI
¢ Supported AMI—Other EC2 users associate your product code with their own AMIs

& Important

If your customers purchase Reserved Instances, they don't get the Reserved Instance price
discount with supported AMIs. That is, if they associate your product code with their AMIs, they
don't get the lower price associated with their Reserved Instances when they launch those AMIs.
They always pay the price that you specified for your DevPay product. For more information
about Reserved Instances, see Reserved Instances (p. 223).

The following figure and table summarizes the flow for creating and using supported AMIs.

Register your Make your

product with product available
You: DevPay - for sale

1 2
Associate your
p Launch instances
Your Buy your product pmdyci code with n
—» their own AMis - CULIE =
customers: 3 4 5
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Supported AMI Process

1

You register a product with Amazon DevPay.

For more information, see Product Registration (p. 42). As part of this process, you provide
a product description, product pricing, etc. This registration process creates a product code
for the product and a URL where customers can sign up to use the product (called the
purchase URL).

You make your product available for sale.

Customers use the purchase URL to sign up for and purchase your product.

If they're not already signed up for Amazon EC2, they'll be prompted to sign up. They
purchase your product with their Amazon.com accounts. They must have the credentials
needed to launch Amazon EC2 instances. At this point, they have the product code (from
step 2).

Customers then use an Amazon EC2 command or API call to associate the product code
with their Amazon EC2 instance store-backed AMIs.

For more information, see Associating a Product Code with an AMI (p. 43).

Customers then launch one or more instances of the AMIs.

Because the customers associated their AMIs with the product code, they are charged at
the rate you set.

Note

Amazon EC2 prevents your customers (but not you as the product code owner) from associating
your product code with AMI types the product isn't configured for. For example, if the product is

configured only for Linux/UNIX AMIs, your customers can't associate the product code with

Windows AMIs. Also, Amazon EC2 prevents your customers from launching specific instance
types your product isn't configured for. For more information about product configuration, go to
Your Product's Configuration and Price in the Amazon DevPay Developer Guide.

Each customer's bill for the AMI is displayed on their Application Billing page, which shows the activity
for DevPay products. For more information, refer to the Amazon DevPay Developer Guide.

When a customer contacts you for support for an AMI, you can confirm your product code is associated
with the AMI and the customer's instance is currently running the AMI. For more information, see Confirming
an Instance Is Running with a Product Code (p. 44).
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Sharing AMIs Safely

Topics
¢ Protecting a Shared AMI (Linux/UNIX) (p. 47)
e Sharing AMIs (p. 51)

Shared AMIs are AMIs that developers build and make available for other AWS developers to use. Building
safe, secure, usable AMIs for public consumption is a fairly straightforward process if you follow a few
simple guidelines.

For additional information about sharing AMIs safely, go to the following articles on the AWS Developer
Resources website.

¢ How To Share and Use Public AMIs in A Secure Manner
¢ Public AMI Publishing: Hardening and Clean-up Requirements

For information on building shared AMIs, see Protecting a Shared AMI (Linux/UNIX) (p. 47). For information
on sharing AMIs, see Sharing AMIs (p. 51).

Protecting a Shared AMI (Linux/UNIX)

Following these guidelines produces a better user experience, makes your users' instances less vulnerable
to security issues, and helps protect you.

To build a shared AMI, follow these guidelines:

Shared AMI Guidelines

1 Update the AMI Tools at Boot Time (p. 47)

2 Disable Password-Based Logins for Root (p. 48)
3 Install Public Key Credentials (p. 49)

4 Disabling sshd DNS Checks (optional) (p. 50)

5 Identify Yourself (p. 50)

6 Protect Yourself (p. 51)

7 Protect Paid AMIs (p. 51)
it 2 Note

These guidelines are written for Fedora distributions, but the principles apply to any AMI. You
might need to modify the provided examples for other distributions. For other distributions, review
their documentation or search the AWS forums in case someone else has done it already.

Update the AMITools at Boot Time

For AMIs backed by instance store, we recommend that your AMIs download and upgrade the Amazon
EC2 AMI creation tools during startup. This ensures that new AMIs based on your shared AMIs will have
the latest AMI tools.
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To update the AMI tools at startup on Fedora

« Add the followingtorc. | ocal :

# Update the Amazon EC2 AM creation tools

echo " + Updating ec2-am -tool s"

wget http://s3.amazonaws. com ec2- downl oads/ ec2- am -t ool s. noarch. rpm && \
rpm -Uvh ec2-am -tool s.noarch. rpm && \

echo " + Updated ec2-am -tool s"

Use this method to automatically update other software on your image.

e Note

When deciding which software to automatically update, consider the amount of WAN traffic that
the update will generate (your users will be charged for it) and the risk of the update breaking
other software on the AMI.

i Note

The preceding procedure applies to Fedora distributions. For other distributions:

On most Red Hat systems, add these steps to your /etc/rc.d/rc. | ocal script.
On Gentoo systems, add themto/ et ¢/ conf. d/ | ocal . | ocal .
On Ubuntu systems, add themto/etc/rc. | ocal .

On Debian, you might need to create a start up scriptin/ et c/init. danduseupdate-rc.d
<scri pt nanme> def aul ts 99 (where <scri pt nane> is the name of the script you created)
and add the steps to this script.

Disable Password-Based Logins for Root

Using a fixed root password for a public AMI is a security risk that can quickly become known. Even
relying on users to change the password after the first login opens a small window of opportunity for
potential abuse.

To solve this problem, disable password-based logins for the root user. Additionally, we recommend you
randomize the root password at boot.

To disable password-based logins for root

1. Openthe/etc/ssh/sshd_confi g file with a text editor and locate the following line:

#Per m t Root Logi n yes

2.  Change the line to:

Per m t Root Logi n wi t hout - passwor d

The location of this configuration file might differ for your distribution, or if you are not running
OpenSSH. If this is the case, consult the relevant documentation.
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3. Torandomize the root password, add the following to your boot process:

if [ -f "/froot/firstrun" ] ; then
dd if=/dev/urandom count =50| md5sum passwd --stdin root
rm-f /root/firstrun

el se
echo "* Firstrun *" && touch /root/firstrun

i Note

This step assumes that a /root/firstboot file is bundled with the image. If the file was not
created, the root password will never be randomized and will be set to the default.

It Note

If you are using a distribution other than Fedora, you might need to consult the documentation
that accompanied the distribution.

Remove SSH Host Key Pairs

If you plan to share an AMI derived from a public AMI, remove the existing SSH host key pairs located
in / et ¢/ ssh. This forces SSH to generate new unique SSH key pairs when someone launches an
instance using your AMI, improving security and reducing the likelihood of "man-in-the-middle" attacks.

The following list shows the SSH files to remove.

» ssh_host_dsa_key

¢ ssh_host_dsa_key.pub
» ssh_host_key

¢ ssh_host_key.pub

* ssh_host_rsa_key

¢ ssh_host_rsa_key.pub

& Important

If you forget to remove the existing SSH host key pairs from your public AMI, our routine auditing
process will notify you and all customers running instances of your AMI of the potential security
risk. After a short grace period, we will mark the AMI private.

Install Public Key Credentials

After configuring the AMI to prevent logging in using a password, you must make sure users can log in
using another mechanism.

Amazon EC2 allows users to specify a public-private key pair name when launching an instance. When
a valid key pair name is provided to the Runl nst ances API call (or through the command line API tools),
the public key (the portion of the key pair that Amazon EC2 retains on the server after a call to

Cr eat eKeyPai r or | npor t KeyPai r) is made available to the instance through an HTTP query against
the instance metadata.
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To login through SSH, your AMI must retrieve the key value at boot and append it to
/root/.ssh/aut hori zed_keys (or the equivalent for any other user account on the AMI). Users will
be able to launch instances of your AMI with a key pair and log in without requiring a root password.

if [ ! -d/root/.ssh ] ; then
nkdir -p /root/.ssh
chrmod 700 /root/.ssh
f
# Fetch public key using HTTP
curl http://169.254.169. 254/ at est// net a- dat a/ publ i c- keys/ 0/ openssh-key >
[t p/ ny- key
if [ $2 -eq 0] ; then
cat /tnp/ny-key >> /root/.ssh/authorized_keys
chnod 700 /root/.ssh/authorized_keys
rm/tnp/ ny-key
f

This can be applied to any user account; you do not need to restrict it to root.
£ Note
Rebundling an instance based on this image includes the key with which it was launched. To

prevent the key's inclusion, you must clear out (or delete) the aut hor i zed_keys file or exclude
this file from rebundling.

Disabling sshd DNS Checks (optional)

Disabling sshd DNS checks slightly weakens your sshd security. However, if DNS resolution fails, SSH
logins will still work. If you do not disable sshd checks, DNS resolution failures prevent all logins.

To disable sshd DNS checks

1. Openthe/ et c/ ssh/ sshd_confi g file with a text editor and locate the following line:

#UseDNS yes

2. Change the line to:

UseDNS no

It Note
The location of this configuration file can differ for your distribution or if you are not running
OpenSSH. If this is the case, consult the relevant documentation.

Identify Yourself

Currently, there is no easy way to know who provided a shared AMI because each AMI is represented
by an account ID.
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We recommend that you post a description of your AMI, and the AMI ID, in the Amazon EC2 developer
forum. This provides a convenient central location for users who are interested in trying new shared AMIs.
You can also post the AMI to the Amazon Machine Images (AMIs) page.

Protect Yourself

The previous sections described how to make your shared AMIs safe, secure, and usable for the users
who launch them. This section describes guidelines to protect yourself from the users of your AMI.

We recommend against storing sensitive data or software on any AMI that you share. Users who launch
a shared AMI might be able to rebundle it and register it as their own. Follow these guidelines to help you
to avoid some easily overlooked security risks:

« Always delete the shell history before bundling. If you attempt more than one bundle upload in the
same image, the shell history contains your secret access key.

» Bundling a running instance requires your private key and X.509 certificate. Put these and other
credentials in a location that is not bundled (such as the instance store).

¢ Exclude the ssh authorized keys when bundling the image. The Amazon public images store the public
key used to launch an instance with its ssh authorized keys file.

e Note

Unfortunately, it is not possible for this list of guidelines to be exhaustive. Build your shared AMIs
carefully and take time to consider where you might expose sensitive data.

Protect Paid AMlIs

The simplest way to prevent users from rebundling paid AMIs that you create is to not provide root access
to the AMI and to pay attention to security announcements that involve privilege escalations. Amazon
EC2 requires you to have root access on any AMI that you rebundle.

If you must provide root access to an AMI, Amazon EC2 tools are designed to protect the product code.
Although this is effective, it is not guaranteed and users might create AMIs using other tools.

To ensure users cannot rebundle your paid AMIs, we recommend that you configure your application to
check the instance metadata to verify that the product code is intact.

Sharing AMls

Amazon EC2 enables you to share your AMIs with other AWS accounts. This section describes how to
share AMIs using the Amazon EC2 command line tools.

e Note

Before proceeding, make sure to read the security considerations of sharing AMIs in the Protecting
a Shared AMI (Linux/UNIX) (p. 47) section.

AMils have a | aunchPer ni ssi on property that controls which AWS accounts, besides the owner's, are
allowed to launch instances of that AMI. By modifying an AMI's | aunchPer mi ssi on property, you can
allow all AWS accounts to launch the AMI (make the AMI public) or only allow a few specific accounts to
launch the AMI.

The | aunchPer m ssi on attribute is a list of accounts and launch groups. Launch permissions can be
granted by adding or removing items from the list. Explicit launch permissions for accounts are granted
or revoked by adding or removing their AWS account IDs. The only launch group currently supported is
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the al | group, which makes the AMI public. The rest of this section refers to launch groups simply as
groups. Launch groups are not the same as security groups and the two should not be confused. An AMI
can have both public and explicit launch permissions.

£ Note

You are not billed when your AMI is launched by other AWS accounts. The accounts launching
the AMI are billed.

Making an AMI Public

To make an AMI public

e Addthe al I group tothe AMI's | aunchPer m ssi on.

PROWPT> ec2-nodi fy-image-attribute <am _id> --launch-perm ssion -a all

The <ami _i d> parameter is the ID of the AMI.

To check the launch permissions of an AMI

« Enter the following command, where <ani _i d> is the ID of the AMI.

PROVWPT> ec2-describe-image-attribute <am _id> -|

To make an AMI private again

* Remove the al | group from its launch permissions, where <ami _i d> is the ID of the AMI.

PROWPT> ec2-nodi fy-image-attribute <am _id> -1 -r all

This will not affect any explicit launch permissions for the AMI or any running instances of the AMI.

Example

This example makes the ami-2bb65342 AMI public.

PROWPT> ec2-nodify-inage-attribute anm -2bb65342 --launch-permnission -a all
| aunchPer m ssi on am - 2bb65342 ADD group al |

This examples displays the launch permissions of the ami-2bb65342 AMI.

PROWPT> ec2-descri be-inmage-attribute am -2bb65342 -|
| aunchPer m ssi on am - 2bb65342 group al |

This example removes the al | group from the permissions of the ami-2bb65342 AMI, making it private.

PROVPT> ec2-nodi fy-image-attribute am -2bb65342 -1 -r all
| aunchPer m ssi on am - 2bb65342 REMOVE gr oup al |

APl Version 2011-07-15
52




Amazon Elastic Compute Cloud User Guide
Sharing AMls Safely

Sharing an AMI with Specific AWS Accounts

You can share an AMI with specific AWS accounts without making the AMI public. All you need is the
account ID.

To grant explicit launch permissions

 Enter the following command:

PROWPT> ec2-nodi fy-image-attribute <am _id> -1 -a <user_id>

The <ami _i d> is the ID of the AMI and <user _i d> is the account ID, without hyphens.

To remove launch permissions for an account

¢ Enter the following command:

PROVPT> ec2-nodi fy-image-attribute <am _id> -1 -r <user_id>

The <ami _i d>is the ID of the AMI and <user _i d> is the account ID, without hyphens.

To remove all launch permissions

¢ Enter the following command to remove all public and explicit launch permissions:

PROVWPT> ec2-reset-image-attribute <am _id> -I

The <ami _i d> is the ID of the AMI.

I Note

The AMI owner always has rights to the AMI and is unaffected by this command.
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Example

The following example grants launch permissions to the AWS account with ID 999988887777 for the
ami-2bb65342 AMI:

PROWPT> ec2-nodi fy-image-attri bute am -2bb65342 -1 -a 999988887777
| aunchPer m ssi on am - 2bb65342 ADD userld 999988887777

The following example removes launch permissions from the AWS account with 1D 999988887777 for
the ami-2bb65342 AMI:

PROWPT> ec2-nodi fy-image-attri bute am -2bb65342 -1 -r 999988887777
| aunchPer m ssi on am - 2bb65342 REMOVE userld 999988887777

The following example removes all public and explicit launch permissions from the ami-2bb65342 AMI:

PROVWPT> ec2-reset-image-attribute ani -2bb65342 -1
| aunchPer mi ssi on am - 2bb65342 RESET

Publishing Shared AMIs

After you create a shared AMI, you can publish information about it in the Amazon EC2 Resource Center.

To publish your AMI

1. Postitin the Public AMIs Folder of the Amazon Web Services Resource Center, and include the
following information:

« AMIID

* AMI name (for Amazon EBS-backed AMIs) or AMI manifest (for Amazon EC2 instance store-backed
AMIs)

* Publisher

* Publisher URL

« OS/ Distribution

¢ Key Features

« Description

» Daemons / Services

* Release Notes

2. If you want to, you can paste the following information into the document. You must be in HTML edit
mode.

<strong>AM &nbsp; I D. </strong>[am -id]<br />

<strong>AM &nbsp; Mani fest: </strong>[bucket/image. manifest.xm]<br />
<h2>About this &M ; </ h2>

<ul >

<l i >Published by [Publisher] (<a href="http://ww.nysite.coni>[ht
tp://wwv. nysite.conl</a>).<br />

</li>
<li>[ Key Features] <br />
</li>

<li>[Description]</li>
<li>This image contains the foll owi ng daenons / services:
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<ul >

<li>[ Daenon 1]</1i>
<li>[ Daenon 2]</1i>
</ ul >
</li>
</ ul >
<h2><st r ong>Wat &#39; s New?</ strong></ h2>The fol | owi ng changes were nmade on
[Date].<br />
<ul >

<li>[ Rel ease Notes 1]</li>

</ul >

<span style="font-size: x-snall; font-famly: courier new, couri
er " >&nbsp; &nbsp; &nbsp; &bsp; &nbsp; - &nbsp; [ Not e 1] </ span><br />
<span style="font-size: x-snall; font-famly: courier new, couri
er " >&nbsp; &nbsp; &nbsp; &bsp; &nbsp; - &nbsp; [ Not e 2] </ span><br />
<span style="font-size: x-snall; font-famly: courier new, couri
er " >&nbsp; &nbsp; &nbsp; &bsp; &nbsp; - &nbsp; [ Not e 3] </ span><br />
<ul >

Amazon Linux AMI Basics

The Amazon Linux AMI is a supported and maintained Linux image provided by Amazon Web Services
(AWS) for use on Amazon Elastic Compute Cloud (Amazon EC2). It is designed to provide a stable,
secure, and high-performance execution environment for applications running on Amazon EC2. It also
includes several packages that enable easy integration with AWS, including launch configuration tools
and many popular AWS libraries and tools.

Amazon Linux AMI is similar to CentOS in file system layout and package management. Applications
built for CentOS should run without recompilation on the Amazon Linux AMI. The AMIs come pre-installed
with the Extra Packages for Enterprise Linux (EPEL) repositories. However, these repositories are disabled
by default. AWS provides ongoing security and maintenance updates to all instances running the Amazon
Linux AMI. The Amazon Linux AMI is configured for use only in Amazon EC2 and is provided at no
additional charge to Amazon EC2 users.

Finding the Amazon Linux AMI

For a list of the latest Amazon Linux AMIs, go to Amazon Linux AMI.

Launching and Connecting to an Amazon Linux Instance

After locating your desired AMI, note its AMI ID. You can use the AMI ID to launch and then connect to
your instance.

The Amazon Linux AMI does not allow remote root SSH by default. Also, password authentication is
disabled to prevent brute-force password attacks. To enable SSH logins to a running Amazon Linux AMI,
you must provide your key pair to the instance at launch. You must also set the security group used to
launch your instance to allow SSH access. By default, the only account that can log in remotely via SSH
is ec2-user. The ec2-user has sudo privileges. If you want to enable remote root log in, please be aware
that it is less secure than relying on key pairs and a secondary user.
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For information on launching and using your Amazon Linux instance, go to Launching and Using Instances.
For information on connecting to your Amazon Linux instance, go to Connecting to Linux/UNIX Instances
from Linux/UNIX.

Identifying Amazon Linux AMI Images

Each image contains a unique / et ¢/ i nage- i d that identifies the AMI. This file contains information
about the image.

Following is an example of the / et ¢/ i mage-i d file:

# cat /etc/imge-id

mage_name="anen- am "

mage_ver si on="2011. 09"

mage_ar ch="x86_64"

mage_fil e="anmen-am -2011. 09. 1. x86_64. ext 4"
mage_st anp="610f - 3a9e"

mage_dat e="20110921183121"

reci pe_nane="anen am "

reci pe_i d="2aacabdd- b34f - 4a46- 8281- d2471ce38631"

The i mage_nane, i mage_ver si on, and i mage_ar ch items come from the build recipe that Amazon
used to construct the image. The i nage_st anp is simply a unique random hex value generated during
image creation. The i mage_dat e item is in YYYYMMDDhhmmss format, and is the UTC time of image
creation. The r eci pe_nane and r eci pe_i d refer to the name and ID of the build recipe Amazon used
to construct the image, which identifies the current running version of the Amazon Linux AMI. This file
will not change as you install updates from the yum repository.

Amazon linux AMIs contain a/ et ¢/ syst em r el ease file that specifies the current release that is
installed. This file is updated through yum and is part of the system-release r pm

Following is an example of / et c/ syst em r el ease file:

# cat /etc/systemrel ease
Amazon Linux AM rel ease 2011. 09

An Amazon Linux AMI also contains a machine readable version of the / et ¢/ syst em r el ease file
found in/ et c/ syst emr el ease- cpe and follows the CPE specification from MITRE (CPE).

Included AWS Command Line Tools

The following popular command line tools for AWS integration and usage have been included in the
Amazon Linux AMI:

¢ aws-apitools-common

¢ aws-apitools-mon

e aws-apitools-ec2

« aws-apitools-elb

¢ aws-apitools-rds

¢ aws-apitools-as

¢ aws-apitools-iam

* aws-apitools-ses
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» aws-apitools-cfn

To simplify the configuration of these tools, a simple script has been included to prepare
AWS_CREDENTIAL_FILE, JAVA_HOME, AWS_PATH, PATH, and product-specific environment variables
after a credential file has been installed.

Also, to allow the installation of multiple versions of the API and AMI tools, we have placed symlinks to
the desired versions of these tools in / opt / aws, as described here:
¢ /opt/aws/bin—Symlink farm to /bin directories in each of the installed tools directories.

 /opt/aws/{apitools|amitools}—Products are installed in directories of the form [name]-version and symlink
[name] attached to the most recently installed version.

 /opt/aws/{apitools|amitools}/[name]/environment.sh—Used by /etc/profile.d/aws-apitools-common.sh
to set product-specific environment variables (EC2_HOME, etc.).

Cloud-init

Cloud-init is an open source application built by Canonical that is used to bootstrap Linux images in a
cloud computing environment such as Amazon EC2. The Amazon Linux AMI contains a customized
version of Cloud-init. It enables you to specify actions that should happen to your instance at boot time.
You can pass desired actions to Cloud-init through the user data fields when launching an instance. This
means you can use common AMIs for many use cases and configure them dynamically at startup. The
Amazon Linux AMI also uses Cloud-init to perform initial configuration of the ec2-user account.

For more information about Cloud-init, go to https://-help.ubuntu.com/-community/-Cloudinit.
The Amazon Linux AMIs use the following Cloud-init actions (configurable in /etc/sysconfig/cloudinit):

* action: INIT (always runs)
» Setting a default locale.

« Setting the hostname.

» Parsing and handling user data.
 action: CONFIG_SSH

» Generating host private SSHkeys.

» Adding user's public SSHkeys to .ssh/authorized_keys for easy login and administration.
¢ action: PACKAGE_SETUP

* Preparing yum repo.

» Handles package actions defined in user data.
¢ action: RUNCMD

* Runs a shell command.
 action: RUN_USER_SCRIPTS

» Executes user scripts found in user data.

« action: CONFIG_MOUNTS
* Mounts ephemeral drives.

Supported User-Data Formats

Cloud-init supports user-data handling of a variety of formats:
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» Gzip
« If user-data is gzip compressed, Cloud-init will decompress the data and handle as appropriate.
 MIME multipart

« Using a MIMI multipart file you can specify more than one type of data. For example, you could
specify both a user-data script and a cloud-config type. Each part of the multipart file can be handled

¢ Base64 decoding

* If user-data is base64 encoded, Cloud-init determines if it can understand the decoded data as one
of the supported types. If it understands the decoded data, it will decode the data and handle as
appropriate. If not, it returns the base64 data intact.

¢ User-Data script

* Begins with "#!" or "Content-Type: text/x-shellscript".

» The script will be executed by "/etc/init.d/Cloud-init-user-scripts” level during first boot. This occurs
late in the boot process (after the initial configuration actions were performed).

¢ Include file

* Begins with "#include" or "Content-Type: text/x-include-url".

« This content is an include file. The file contains a list of URLS, one per line. Each of the URLs will be
read, and their content will be passed through this same set of rules. The content read from the URL
can be gzipped, MIME-multi-part, or plain text.

* Cloud Config Data

« Begins with "#cloud-config" or "Content-Type: text/cloud-config".

« This content is cloud-config data. See the examples for a commented example of supported config
formats.

¢ Cloud Boothook
 Begins with "#cloud-boothook" or "Content-Type: text/cloud-boothook".

 This content is boothook data. It is stored in a file under /var/lib/cloud and then executed immediately.

« This is the earliest "hook" available. Note that there is no mechanism provided for running it only
once. The boothook must take care of this itself. It is provided with the instance ID in the environment
variable INSTANCE_ID. Use this variable to provide a once-per-instance set of boothook data.

Repository Configuration

Amazon Linux AMI is configured with both main and update repositories enabled. When a new Amazon
Linux AMI is released, the repository configuration follows the latest release, making it possible for the
instance to be upgraded to the latest release with a simple yum upgr ade. If you wish to prevent your
instance from upgrading to the latest release, remove or comment out the r el easever variable in

/ et ¢/ yum conf .You can also set the r el easever variable to a specific AMI version to prevent the
upgrade from taking place and to lock in to a specific version. For example, r el easever =2011. 09.

Adding Packages

In addition to the packages included in the Amazon Linux AMI, Amazon provides a yum repository
consisting of common Linux applications for use inside of Amazon EC2. The Amazon Linux AMI is
configured to point to this repository by default for all yum actions. The packages can be installed by
issuing yum commands. For example:

# sudo yuminstall httpd
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The packages available from the Amazon Linux AMI yum repository in Amazon EC2 are designed to
work with the Amazon Linux AMI. In addition, the Amazon Linux AMI has been built to be binary-compatible
with the CentOS series of releases, and therefore packages built to run on CentOS should also run on
the Amazon Linux AMI.

& Important

Instances running in an Amazon Virtual Private Cloud (VPC) need to have an Internet Gateway
attached to the VPC to contact the yum repository. For more information on Amazon VPC, go to
the Amazon Virtual Private Cloud User Guide.

If you find that the Amazon Linux AMI does not contain an application you need, you can simply install
the application directly on your Amazon Linux AMI instance. The Amazon Linux AMI uses RPM and yum
for package management, and that will likely be the simplest way to install new applications. You should
always check to see if an application is available in our central Amazon Linux AMI repository first because
many applications are available there. These applications can easily be added to your AMI instance.

To upload your applications onto an Amazon Linux running instance, use scp or sf t p and then configure
the application by logging on to your instance. Your applications can also be uploaded during the instance
launch by using the PACKAGE_SETUP action from built-in Cloud-init package. For more information, see
Cloud-init.

Accessing Source Packages for Reference

You can view the source of packages you have installed inside Amazon EC2 for reference purposes by
using tools provided in the Amazon Linux AMI. Source packages are available for all of the packages
included in the Amazon Linux AMI and the online package repository. Simply determine the package
name for the source package you want to install and use the get_reference_source command to view
source within your running instance. For example:

# get _reference_source -p httpd

Following is a sample response:

Request ed package: httpd
Found package from |l ocal RPM database: httpd-2.2.20-1.16.anenl
Correspondi ng source RPMto found package : httpd-2.2.20-1.16. angnl.src.rpm

Are these paraneters correct? Please type 'yes' to continue: yes
Sour ce RPM downl oaded to: /usr/src/srpm debug/ httpd-2.2.20-1.16. anmenl. src.rpm

The source RPM will be placed in the /usr/src/srpm/debug directory of your running Amazon EC2 instance.
From there it can be unpacked, and, for reference, you can view the source tree using standard RPM
tools. After you finish debugging, the package will be available for use in Amazon EC2.

(L\‘ Important

Instances running in an Amazon Virtual Private Cloud (Amazon VPC) need to have an Internet
Gateway attached to the VPC to contact the yum repository. For information on Amazon VPC,
go to the Amazon Virtual Private Cloud User Guide.
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Developing Applications

A full set of Linux development tools is provided in the yum repository for the Amazon Linux AMI. To
develop applications on the Amazon Linux AMI, simply select the development tools you need with yum.
Alternatively, many applications developed on CentOS and other similar distributions should run on the
Amazon Linux AMI.

Instance Store Access

The instance store drive ephemeral0 is mounted in /media/ephmeral0 only on Amazon instance
store-backed AMIs. This is different than many other images that mount the instance store drive under
/mnt.

Product Life Cycle

You can get started by launching the latest Amazon Linux AMI in Amazon EC2. The Amazon Linux AMI
will be updated regularly with security and feature enhancements. If you do not need to preserve data or
customizations on your running Amazon Linux AMI instances, you can simply relaunch new instances
with the latest updated Amazon Linux AMI. If you do need to preserve data or customizations on your
running Amazon Linux AMI instances, you can maintain those instances through the Amazon Linux AMI
yum repositories. As the Amazon Linux AMI is updated, all of the updated packages will also be provided
through these repositories, and you can chose to apply these updates to your running instances. Older
versions of the AMI and update packages will continue to be available for launch in Amazon EC2, even
as new Amazon Linux AMI versions are released. However, in some cases, if you're seeking support for
an older version of the Amazon Linux AMI through Amazon Premium Support, we might ask you to move
to newer versions as part of the support process.

& Important

Instances running in an Amazon Virtual Private Cloud (Amazon VPC) need to have an Internet
Gateway attached to the VPC to contact the yum repository. For information on adding an Internet
Gateway to your Amazon VPC, go to the Amazon Virtual Private Cloud User Guide.

Security Updates

Security updates are provided via the Amazon Linux AMI yum repositories and updated Amazon Linux
AMils. Security alerts will be published in the Amazon Linux AMI Security Center. For more information
on AWS security policies or to report a security problem, visit the AWS Security Center.

Amazon Linux AMlIs are configured to download and install security updates at launch time. This is
controlled via a Cloud-init setting called r epo_upgr ade. The following snippet of cloud-init configuration
shows how you can change the settings in the user data text you pass to your instance initialization:

# cl oud-config
repo_upgr ade: security

The possible values for the r epo_upgr ade setting are as follows:

e security
» Apply outstanding updates that Amazon marks as security updates.
* bugfix

* Apply updates that Amazon marks as bug fixes. Bug fixes are a larger set of updates, which include
security updates and fixes for various other minor bugs.
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« all
» Apply all applicable available updates, regardless of their classification.

* none
» Do not apply any updates to the instance on startup.

The default setting for r epo_upgr ade is security. That is, if you don't specify a different value in your
user data, by default the Amazon Linux AMI will perform the security upgrades at launch for any packages
installed at that time. Amazon Linux AMI will also notify you of any updates to the installed packages by
listing the number of available updates upon login using the not d . To install these updates, you will need
to run sudo yum upgr ade on the instance.

& Important

Instances running in an Amazon Virtual Private Cloud (Amazon VPC) need to have an Internet
Gateway attached to the VPC to contact the yum repository. For information on adding an Internet
Gateway to Amazon VPC, go to the Amazon Virtual Private Cloud User Guide.

Support

Support for installation and use of the base Amazon Linux AMI is included through subscriptions to AWS
Premium Support. For more information, go to Premium Support.

You're encouraged to post any questions you have on using the Amazon Linux AMI to the Amazon EC2
forums.

You can report bugs either to Premium Support or the Amazon EC2 forums.

Enabling Your Own Linux Kernels

Topics
¢« PVGRUB: A New Amazon Kernel Image (p. 62)
* Configuring the GRUB (p. 62)
¢ Amazon EBS Volumes on a PVGRUB-Enabled AMI (p. 63)
¢ Amazon Kernel Image IDs (p. 63)
¢ Compatible PVGRUB Kernels (p. 65)
¢ PVGRUB Supported File Systems (p. 65)
¢ Using the User-Provided Kernel (p. 66)
¢ Amazon Support for PVGRUB (p. 67)
¢ Technical Notes for Advanced Users (p. 67)

Amazon EC2 allows you to load a para-virtual Linux kernel within an Amazon Machine Image (AMI) or
Amazon EBS volume. You have the option to create images that contain a kernel and initrd (initial RAM
disk), and behave in a manner that is closer to traditional virtual or physical Linux installations. By enabling
you to boot from the kernel within volumes, this feature allows you to seamlessly upgrade the kernel on
Amazon EBS-backed instances. We expect that AMI providers will update their AMIs to use this new
feature, and most Amazon EC2 users will be able to begin managing their own kernels when these
updated AMIs become available. Your AMI provider can tell you when it plans to support this feature.
However, if you want to begin managing your own kernel now, the following section shows how. This
process assumes general knowledge of Amazon EC2 AMI bundling and registration, as well as knowledge
of how to install kernel packages and configure GRUB on your Linux systems.

APl Version 2011-07-15
61


http://docs.amazonwebservices.com/AmazonVPC/latest/UserGuide/VPC_Internet_Gateway.html
http://aws.amazon.com/premiumsupport/
http://developer.amazonwebservices.com/connect/forum.jspa?forumID=30
http://developer.amazonwebservices.com/connect/forum.jspa?forumID=30

Amazon Elastic Compute Cloud User Guide
Enabling Your Own Linux Kernels

PVGRUB: A New Amazon Kernel Image

To enable user-provided kernels, Amazon has published Amazon Kernel Images (AKIs) that use a system
called PVGRUB. PVGRUB is a para-virtual “mini-OS” that runs a version of GNU GRUB, the standard
Linux boot loader. PVGRUB selects the kernel to boot by reading /boot/grub/menu.lst from your image.
It will load the kernel specified by your image and then shut down the “mini-OS,” so that it no longer
consumes any resources. One of the advantages of this solution is that PYGRUB understands standard
grub.conf or menu.lst commands, which allows it to work with most existing Linux distributions.

The following task list describes what you need to do to enable an AMI to use PVGRUB AKI to run a
user-provided kernel.

Enabling an AMI to Run A User-Provided Kernel
1 | Install an Amazon EC2-compatible kernel.
2 | Generate an initrd.
3 | Populate /boot/grub/menu.lst referencing your kernel.
4 | Select an appropriate AKI ID from the Amazon Kernel Image IDs section that follows.
5 | Bundle the AMI and set the default to your chosen AKI.
6 | Upload and register your new AMI.

7 | For existing AMIs, you can simply specify the appropriate AKI ID when you call Runinstances or
when you use the AWS Management Console.

It Note

To update an existing AMI to use a user-provided kernel, re-launch the AMI and follow steps 1
through 6 specified in the preceding task list.

For procedures associated with the preceding task list, see Using the User-Provided Kernel (p. 66).

Configuring the GRUB

PVGRUB contains a full-featured version of GRUB. In order for PVGRUB to boot, a GRUB menu.Ist file
must exist in the image. For most distributions, you have two options for the GRUB configuration:

« Option 1: Install GRUB and allow the default kernel installation scripts to handle the installing and
updating the GRUB configuration. The steps necessary to install GRUB will vary depending on your
Linux distribution, but typically GRUB will be available as a package you can install online.

¢ Option 2: Populate a general /boot/grub/menu.lst. An example of a menu.Ist configuration file for
booting an AMI with a PVGRUB AKI follows.

(ﬁ Important

Your must modify your own menu.lst for your specific environment.
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default O
timeout 3
fallback 1

title Vanilla EC2 Kernel 2.6.32.10
root (hdO)
kernel /boot/vm inux-2.6.32.10- ACME_SYS EC2 root =/ dev/sdal
initrd /boot/initrd-2.6.32.10- ACME_SYS EC2

title Ubuntu EC2 2.6.32.302-EC
root (hdO)
kernel /boot/ubuntu-ec2 root=/dev/sdal
initrd /boot/initrd-ec2

We recommend that you use option two to control the kernel booting for two reasons. First, Amazon EC2
users don’t have interactive control over the boot process because there is no keyboard access. GRUB
will proceed without user interaction. Second, and most important for Amazon EBS-backed images, you
want to protect against distributions that auto-update the kernel breaking your image. By not relying on
the auto-update mechanism and explicitly choosing which kernel you run, you reduce the risk of an
incompatible kernel becoming the default kernel.

A fallback kernel does not have to be specified in your menu.Ist, but we recommend that you have a
fallback when you test new new kernels. GRUB can fall back to another kernel in the event that the new
kernel fails. Having a fallback kernel allows the instance to boot even if the new kernel is not found.

Amazon EBS Volumes on a PVGRUB-Enabled AMI

There are two special things you should consider when you use a PVGRUB-enabled image to mount
EBS volumes. First, for Amazon EBS volumes the first partition must be a boot partition. Second, if you
plan to use a logical volume manager (LVM) with Amazon EBS volumes, you need a separate boot
partition outside of the LVM. Then you can create logical volumes with the LVM. PVGRUB expects to
find the menu.Ist in /boot/grub. As a result, if the boot partition is mounted in at /boot, menu.Ist will be
found in /boot/boot/grub.

Amazon Kernel Image IDs

Several PVGRUB AKIs are available depending on the type and location of your instance. There are AKls
for 32-bit and 64-bit architecture types, with each having one AKI for partitioned images and another AKI
for partitionless images. You must choose an AKI with "hd0" in the name if you want a raw or unpartitioned
disk image (most images). Choose an AKI with "hd00" in the name if you want an image that has a partition
table.

Most vendors, such as Fedora, Red Hat, Ubuntu, and Novell, use unpartitioned disk images. This means
that they use the hd0 variants of PVGRUB; almost without exception most users will want to use the hd0
variants.

i Note

You cannot use the 64-bit version of PVGRUB to start a 32-bit kernel.

The following AKI IDs should be used by users who are either registering new AMIs or who want to launch
existing AMIs using PVGRUB. Each AKI type is available in all five Amazon EC2 Regions:

e US-East-1
aki-4¢c7d9525 ec2-public-images/pv-grub-hd00-V1.01-i386.gz.manifest.xml
aki-4e7d9527 ec2-public-images/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml
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aki-407d9529 ec2-public-images/pv-grub-hd0-V1.01-i386.gz.manifest.xml
aki-427d952b ec2-public-images/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-525ea73b ec2-public-images/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-8eb5ea7e7 ec2-public-images/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-805ea7e9 ec2-public-images/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-825ea7eb ec2-public-images/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

* US-West-1
aki-9da0f1d8 ec2-public-images-us-west-1/pv-grub-hd00-V1.01-i386.gz.manifest.xml
aki-9fa0Oflda ec2-public-images-us-west-1/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml
aki-99a0fldc ec2-public-images-us-west-1/pv-grub-hd0-V1.01-i386.gz.manifest.xml
aki-9baOflde ec2-public-images-us-west-1/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-87396bc2 ec2-public-images-us-west-1/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-81396bc4 ec2-public-images-us-west-1/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-83396bc6 ec2-public-images-us-west-1/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-8d396bc8 ec2-public-images-us-west-1/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

* US-West-2
aki-dee26fee ec2-public-images-us-west-2/pv-grub-hd00-V1.01-i386.gz.manifest.xml
aki-90e26fa0 ec2-public-images-us-west-2/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml
aki-dce26fec ec2-public-images-us-west-2/pv-grub-hd0-V1.01-i386.9z.manifest.xml
aki-ace26f9c ec2-public-images-us-west-2/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-c0e26ff0 ec2-public-images-us-west-2/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-94e26fad ec2-public-images-us-west-2/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-c2e26ff2 ec2-public-images-us-west-2/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-98e26fa8 ec2-public-images-us-west-2/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

* EU-West-1
aki-47eec433 ec2-public-images-eu/pv-grub-hd00-V1.01-i386.9z.manifest.xml
aki-41eec435 ec2-public-images-eu/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml
aki-4deec439 ec2-public-images-eu/pv-grub-hd0-V1.01-i386.gz.manifest.xml
aki-4feec43b ec2-public-images-eu/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-8a6657fe ec2-public-images-eu/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-60695814 ec2-public-images-eu/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-64695810 ec2-public-images-eu/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-62695816 ec2-public-images-eu/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

¢ AP-SouthEast-1
aki-6fd5aa3d ec2-public-images-ap-southeast-1/pv-grub-hd00-V1.01-i386.gz.manifest.xml
aki-6dd5aa3f ec2-public-images-ap-southeast-1/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml
aki-13d5aa41l ec2-public-images-ap-southeast-1/pv-grub-hd0-V1.01-i386.gz.manifest.xml
aki-11d5aa43 ec2-public-images-ap-southeast-1/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-a0225af2 ec2-public-images-ap-southeast-1/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-a6225af4 ec2-public-images-ap-southeast-1/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-a4225af6 ec2-public-images-ap-southeast-1/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-aa225af8 ec2-public-images-ap-southeast-1/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

* AP-NorthEast-1
aki-d209a2d3 ec2-public-images-ap-northeast-1/pv-grub-hd0-V1.01-i386.gz.manifest.xml
aki-d409a2d5 ec2-public-images-ap-northeast-1/pv-grub-hd0-V1.01-x86_64.gz.manifest.xml
aki-d609a2d7 ec2-public-images-ap-northeast-1/pv-grub-hd00-V1.01-i386.gz.manifest.xml
aki-d809a2d9 ec2-public-images-ap-northeast-1/pv-grub-hd00-V1.01-x86_64.gz.manifest.xml

APl Version 2011-07-15
64



Amazon Elastic Compute Cloud User Guide
Enabling Your Own Linux Kernels

aki-e85df7e9 ec2-public-images-ap-northeast-1/pv-grub-hd00_1.02-i386.gz.manifest.xml
aki-ea5df7eb ec2-public-images-ap-northeast-1/pv-grub-hd00_1.02-x86_64.gz.manifest.xml
aki-ec5df7ed ec2-public-images-ap-northeast-1/pv-grub-hd0_1.02-i386.gz.manifest.xml
aki-ee5df7ef ec2-public-images-ap-northeast-1/pv-grub-hd0_1.02-x86_64.gz.manifest.xml

Compatible PVGRUB Kernels

There are a number of Linux distributions that have compatible Amazon EC2 kernels. The following is a
brief, non-comprehensive list of kernels that we have worked with the maintainers to test:
* Fedora 8-9 Xen kernels

¢ Fedora 13 (2.6.33.6-147 and higher)

¢ Fedora 14 and later

» SLES/openSUSE 10.x, 11.0, 11.1 Xen

» SLES/openSUSE 11.x EC2 Variant

* Ubuntu EC2 Variant kernels

e Ubuntu 11.04 and later

¢ RHEL 5.x kernels

¢ RHEL 6.x kernels

e CentOS 5.x kernels

¢ CentOS 6.x kernels

¢ Gentoo (see FAQ)

It is possible that your specific Linux kernel will not boot using the new PVGRUB method. If you find that
to be the case, you should select a different kernel or use a non-PVGRUB AKI to boot your instance.

Ir 2 Note

Kernels that disable the pv-ops XSAVE hypercall are known to work on all instance types, whereas
those that enable this hypercall will fail to launch in some cases. Similarly, non-pv-ops kernels
that do not adhere to the Xen 3.0.2 interface might fail to launch in some cases.

PVGRUB Supported File Systems

Since PVGRUB is a para-virtual version of GRUB 0.97, it has all the limitations of GRUB. Most importantly,
this means that it will not work properly for certain disk layouts or file system types. The following are the
/boot file systems that PVGRUB can boot from:

* EXT2/3/4

* XFS

* ReiserFS

* BTRFS (beta)

e 2 Note

These are the /boot file systems that we have tested and verified. Others could boot from
PVGRUB, but haven't been tested.
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Using the User-Provided Kernel

The

following procedure gives an example of how to enable a openSUSE AMI to use the PVGRUB AKI

to run a user-provided kernel by rebundling from a running instance.

Important

The specific details of configuring your AMI to use PVGRUB will vary depending on your exact
Linux environment. The following example is for openSUSE 11.2.

To use the PVGRUB AKI with an openSUSE AMI

1.

Install an Amazon EC2-compatible kernel from the command line on your running Linux instance.

# rpm —ivh /tnp/ kernel -ec2-2.6.35-rc4.8.1. x86_64.rpm

war ni ng: /tnp/ kernel -ec2-2.6.35-rc4.8.1.x86_64.rpm Header V3 DSA si gnature:
NOKEY, key | D a29f6635

Prepari ng. . . B A
[ 100%

1: ker nel - ec2 B A
[ 100%

Ker nel image: / boot/vm i nux- 2. 6. 35-rc4-8-ec2
Initrd i mage: /boot/initrd-2.6.35-rc4-8-ec2
Root devi ce: /dev/ sdal (nounted on / as ext3)

Feat ur es: bl ock
14807 bl ocks

Generate an initrd on your running Linux instance.

# nkinitrd

Ker nel image: / boot/vm i nux-2.6.35-rc4-8-ec2
Initrd i mage: /boot/initrd-2.6.35-rc4-8-ec2
Root devi ce: / dev/ sdal (nounted on / as ext3)
Feat ur es: bl ock

14806 bl ocks

Populate /boot/grub/menu.lst referencing your kernel on your running Linux instance.

& Important

Your must modify your own menu.lst for your specific environment.

default O
tinmeout 3

title EC2
root (hdO)
kernel /boot/vminux-ec2 root=/dev/sdal
initrd /boot/initrd-ec2
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4. Select an appropriate AKI ID from the Amazon Kernel Image IDs section that follows. For this host,
we've chosen aki-427d952b, because we are bundling an AMI.

5. For new AMIs or Amazon EBS volumes, bundle the AMI and set the default to your chosen AKI from
your running Linux instance.

# ec2-bundl e-vol -r x86_64 -d /mt -p openSUSE-11.2-PVGRUB -u [AWS-1D] -k
/ mt/pkey.pem-c /mt/cert.pem-s 10240 -e /mmt,/root/.ssh --kernel aki-
427d952b

6. Upload the bundle from your running Linux instance to Amazon S3.

# ec2-upl oad- bundl e -b MyReal | yCool Bucket Locati on -m/mt/openSUSE- 11. 2- PV
GRUB. nani fest.xm -a MyAccessKey -s MSecr et Key

7. Register the AMI with the AKI (aki-427d952b) from your desktop using the Amazon EC2 command
line tools.

$ ec2-register —nane openSUSE-11. 2- PVGRUB MyReal | yCool Bucket Loca
tion/ openSUSE- 11. 2- PVGRUB. nani f est . xni

Amazon Support for PVGRUB

Amazon supports the use of PVGRUB to load a kernel of your choice for your AMI. However, we cannot
provide support for your kernel itself or failures caused by the use of a kernel that does not meet the
requirements of PVGRUB. To avoid the situation in which a kernel does not work consistently or at all,
we recommend that you use a known good kernel, select a non-PVGRUB AKI, or seek support from your
AMI vendor. Unfortunately, due to the wide and varied kernel landscape, it is impossible for Amazon to
provide support for all kernel varieties.

Technical Notes for Advanced Users

The following information is provided to assist those who are familiar with compiling kernels. Many Linux
distributions provide documentation on how to compile a kernel in kernel source packages. For users
compiling 2.6.30+ kernels, Amazon recommends using the PVOps method described below. Amazon is
unable to offer support for compiling your own kernel.

openSUSE and Gentoo Kernels

Both openSUSE and Gentoo provide native source code that enables compiling an Amazon EC2 capable
kernel. For openSUSE, the configuration options are part of the mainline 11.2 and higher, while Gentoo
provides a Xen-compatible in the "xen-sources" portage package. For both distributions, please use the
following kernel configuration options:

CONFIG_XEN_COMPAT_00002_AND_LATER=y
CONFIG_XEN_COMPAT=0x030002
CONFIG_HOTPLUG_CPU=y

Option 1: Patching vanilla or other distribution kernels (apply Xen DomU patchset)

The process of patching any kernel (vanilla or distribution) is an advanced topic. For instructions, see
“kernel/Documentation/applying-patches.txt” under the kernel source tree for instructions.

The same patchset that is used with openSUSE and Gentoo can be applied to a vanilla kernel.org kernel.
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http://-code.google.com/-p/-gentoo-xen-kernel/-downloads/-list

2.6.29: http://-lists.xensource.com/-archives/-html/-xen-users/-2009-04/-msg00004.html|
http://-lists.xensource.com/-archives/-html/-xen-devel/-2009-06/-msg00127.html

2.6.30: http://-lists.xensource.com/-archives/-html/-xen-devel/-2009-07/-msg00027.html

2.6.31: http://-lists.xensource.com/-archives/-html/-xen-users/-2009-10/-msg00342.html

2.6.31-9: http://-lists.xensource.com/-archives/-html/-xen-users/-2009-12/-msg00411.html

2.6.31-10: http://-lists.xensource.com/-archives/-html/-xen-users/-2010-01/-msg00032.html

2.6.31-14 and 2.6.32-1 :http://-lists.xensource.com/-archives/-html/-xen-users/-2010-04/-msg00091.html

Option 2: Patching vanilla or other distribution kernels (PVOps)

For PVOps kernels, you can elect to disable the XSAVE hypercall in the guest. The following patch works
against 2.6.32 through 2.6.35 kernels.

arch/ x86/ xen/ enlighten.c | 1+
1 files changed, 1 insertions(+), O deletions(-)

diff --git a/arch/x86/xen/enlighten.c b/arch/x86/xen/enlighten.c
i ndex 52f 8el9..6db3d67 100644
--- alarch/ x86/xen/enlighten.c
+++ b/ arch/ x86/ xen/ enl i ghten.c
@»-802,6 +802,7 @@static void xen_wite_cr4(unsigned |ong cr4)
{
cr4 & ~X86_CR4_PCE;
cr4 &= ~X86_CR4_PSE;
+ cr4 & ~X86_CR4_OSXSAVE;

native_wite_cr4(cr4);
}

1.6.6.1

Using Instances

Topics
¢ Instance Families and Types (p. 68)
¢ Instance Usage (p. 73)
¢ Launching and Using Instances (p. 74)
¢ Connecting to Instances (p. 110)

After an AMI is launched, the resulting running system is called an instance. This section gives information
about instances and their basic characteristics. It also describes how to launch an instance and connect
to it.

Instance Families and Types

Topics
¢ Available Instance Types (p. 69)
¢ Windows Instance Types (p. 71)
¢ Compute Resources Measurement (p. 72)
¢ |/O Resources (p. 72)
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* Instance Tags (p. 72)

Amazon EC2 instances are grouped into the general families described in the following table.

Family Description
Standard Have memory-to-CPU ratios suitable for most general purpose applications
Micro Provide a small amount of consistent CPU resources and allow you to burst CPU

capacity when additional cycles are available. They are well suited for lower
throughput applications and web sites that consume significant compute cycles
periodically (for more information, see Micro Instances (p. 320) )

High-CPU Have proportionally more CPU resources than memory (RAM) and are well suited
for compute-intensive applications

High-Memory Have proportionally more memory resources and are well suited for high throughput
applications, such as database and memory caching applications

Cluster Compute | Have a very large amount of CPU coupled with increased networking performance,
making them well suited for High Performance Compute (HPC) applications and
other demanding network-bound applications (for more information, see Cluster
Instance Concepts (p. 327) )

Cluster GPU Provide general-purpose graphics processing units (GPUSs), with proportionally
high CPU and increased network performance for applications that benefit from
highly parallelized processing. They're well suited for HPC applications as well as
rendering and media processing applications (for more information, see Cluster
Instance Concepts (p. 327) )

u/ Tip
One of the advantages of Amazon EC2 is that you pay by the instance hour, which makes it
convenient and inexpensive to test the performance of your application on different instance
families and types. A good way to determine the most appropriate instance family and instance
type is to launch test instances and benchmark your application.

Available Instance Types

When you launch an instance, you specify the instance type (the value in the Name column in the following
table). We launch an m1.small if you don't specify a particular instance type.

Type CPU Memory | Local Storage Platform | I/O Name
Small 1 EC2 Compute 1.7GB 160 GB instance 32-bit Moderate | m1.small
Unit (1 virtual core storage (150 GB
with 1 EC2 plus 10 GB root
Compute Unit) partition)
Large 4 EC2 Compute 7.5GB 850 GB instance 64-bit High m1l.large
Units (2 virtual cores storage (2 x 420 GB
with 2 EC2 plus 10 GB root
Compute Units partition)
each)
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Type

Extra Large

Micro

High-CPU
Medium

High-CPU
Extra Large

High-Memory
Extra Large

High-Memory
Double Extra
Large

High-Memory
Quadruple
Extra Large

Cluster
Compute
Quadruple
Extra Large

Cluster
Compute
Eight Extra
Large

CPU

8 EC2 Compute
Units (4 virtual cores
with 2 EC2
Compute Units
each)

Upto 2 EC2
Compute Units (for
short periodic
bursts)

5 EC2 Compute
Units (2 virtual cores
with 2.5 EC2
Compute Units
each)

20 EC2 Compute
Units (8 virtual cores
with 2.5 EC2
Compute Units
each)

6.5 EC2 Compute
Units (2 virtual cores
with 3.25 EC2
Compute Units
each)

13 EC2 Compute
Units (4 virtual cores
with 3.25 EC2
Compute Units
each)

26 EC2 Compute
Units (8 virtual cores
with 3.25 EC2
Compute Units
each)

33.5 EC2 Compute
Units (2 x Intel Xeon
X5570, quad-core
"Nehalem"
architecture)

88 EC2 compute
units (2 x Intel Xeon
CPU with 8 cores)

Memory

15GB

613 MB

1.7GB

7GB

17.1 GB

34.2GB

68.4 GB

23 GB

60.5 GB

Local Storage

1690 GB instance
storage (4 x 420 GB
plus 10 GB root
partition)

None (use Amazon
EBS volumes for
storage)

350 GB instance
storage (340 GB
plus 10 GB root
partition)

1690 GB instance
storage (4 x 420 GB
plus 10 GB root
partition)

420 GB instance
storage (1 x 420
GB)

850 GB instance
storage (1 x 840 GB
plus 10 GB root
partition)

1690 GB instance
storage (2 x 840 GB
plus 10 GB root
partition)

1690 GB instance
64-bit storage (2 x
840 GB plus 10 GB
root partition)

3370 GB instance (2
x 840 GB plus 10
GB root partition)

Platform

64-bit

32-hit or
64-bit

32-bit

64-bit

64-bit

64-bit

64-bit

64-bit

64-bit

I/O
High

Low

Moderate

High

Moderate

High

High

Very
high (10
Gbps
Ethernet)

Very
high (10
Gbps
Ethernet)

Name

ml.xlarge

t1.micro

cl.medium

cl.xlarge

m2.xlarge

m2.2darge

m2.4xlarge

cclaxarge

cc2.8xarge
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Type CPU Memory | Local Storage Platform | 1/O Name
Cluster GPU | 33.5 EC2 Compute | 22 GB 1690 GB instance (2 | 64-bit Very cglaxarge
Quadruple Units (2 x Intel Xeon | (see note | x 840 GB plus 10 high (10
Extra Large | X5570, quad-core | after this | GB root partition) Gbps
"Nehalem" table) Ethernet)
architecture), plus 2
NVIDIA Tesla
M2050 "Fermi"
GPUs
It 2 Note

The cgl.x4large instance type has 23 GB of memory, with 1 GB reserved for GPU operation.
The 22 GB doesn't include the on-board memory of the GPUs, which is 3 GB per GPU for the
NVIDIA Tesla M2050.

Windows Instance Types

Amazon EC2 instances can run Microsoft Windows Server 2003, Microsoft Windows Server 2008 or
Microsoft Windows Server 2008 R2. The Windows AMiIs provide you with all standard Microsoft Windows
Server functionality.

Using Amazon EC2 instances running Windows is similar to using instances running Linux/UNIX. The
following are the major differences between instances that use Linux/UNIX and Windows:

¢« Remote Desktop—To access Windows instances, you use Remote Desktop instead of SSH.

* Administrative Password—To access Windows instances the first time, you must obtain the
administrative password (available through the AWS Management Console, the command line tools,
or the EC2 API).

¢ Bundling—Amazon instance store-backed Windows instances use different bundling procedures than
Amazon instance store-backed Linux/UNIX instances. For more information, go to Creating an Instance
Store-Backed Windows AMI in the Amazon EC2 Microsoft Windows Guide .

Amazon EC2 currently provides the following Windows AMIs:

¢ Microsoft Windows Server 2003 (32-bit)
¢ Microsoft Windows Server 2003 (64-bit)
¢ Microsoft Windows Server 2008 (32-bit)
¢ Microsoft Windows Server 2008 (64-bit)
« Microsoft Windows Server 2008 R2 (64-bit)

The Windows public AMIs that Amazon provides are unmodified versions of Windows with the following
two exceptions: we added drivers to improve the networking and disk 1/0 performance and we created
the Amazon EC2 configuration service. The Amazon EC2 configuration service performs the following
functions:

* Randomly sets the Administrator password on initial launch, encrypts the password with the user’s
SSH key, and reports it to the console. This operation happens upon initial AMI launch. If you change
the password, AMIs that are created from this instance use the new password.

¢ Configures the computer name to the internal DNS name. To determine the internal DNS name, see
Using Instance IP Addresses (p. 281).
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» Sends the last three system and application errors from the event log to the console. This helps
developers to identify problems that caused an instance to crash or network connectivity to be lost.

For more information about the EC2 configuration service, see Appendix C: Windows Configuration
Service (p. 392).

Compute Resources Measurement

Transitioning to a utility computing model changes how developers are trained to think about CPU
resources. Instead of purchasing or leasing a particular processor to use for several months or years,
you are renting capacity by the hour. Because Amazon EC2 is built on commodity hardware, over time
there might be several different types of physical processors underlying different virtual EC2 instances.
Our goal is to provide a consistent amount of CPU capacity regardless of the actual underlying hardware.

Amazon EC2 uses a variety of measures to provide each instance with a consistent and predictable
amount of CPU capacity. To make it easy for developers to compare CPU capacity between different
instance types, we defined an Amazon EC2 Compute Unit. One EC2 Compute Unit provides the equivalent
CPU capacity of a 1.0-1.2 GHz 2007 Opteron or 2007 Xeon processor. This is also the equivalent to an
early-2006 1.7 GHz Xeon processor referenced in our original documentation.

e Note

We use several internal benchmarks and tests to manage the consistency and predictability of
the performance of an Amazon EC2 Compute Unit. For more information, go to the Instance

page.

To find out which instance works best for your application, we recommend launching an instance and
using your own benchmark application. This helps you determine which instance type works best for your
specific use case.

/O Resources

Amazon EC2 provides virtualized server instances. Whereas some resources like CPU, memory, and
instance storage are dedicated to a particular instance, other resources such as the network and the disk
subsystem are shared among instances. If each instance on a physical host tries to use as much of one
of these shared resources as possible, each receives an equal share of that resource. However, when
a resource is under-utilized, you are often able to consume a higher share of that resource while it is
available.

The different instance types provide higher or lower minimum performance from the shared resources
depending on their size. Each of the instance types has an I/O performance indicator (low, moderate,
high, etc.). Instance types with high 1/O performance have a larger allocation of shared resources. Allocating
larger share of shared resources also reduces the variance of 1/0 performance. For most applications,
moderate /O performance is more than enough. However, for applications that require greater or more
consistent 1/0 performance, consider instances with higher 1/0 performance.

Instance Tags

To help categorize and manage your instances, you can assign tags of your choice to them. For more
information, see Using Tags (p. 267) .
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Instance Usage

The instance is your basic computation building block. Amazon EC2 offers multiple instance types from
which you can choose. You can run as many or as few instances as you need at any given time.

It Note

By default, you can run up to 20 instances. If you need more than 20 instances, please complete
the Amazon EC2 Instance Request Form.

For information about available instance types, see Instance Families and Types (p. 68).

Once launched, an instance looks very much like a traditional host. You have complete control of your
instances; you have root access to each one and you can interact with them as you would any machine.

Here are some suggestions for making the best use of Amazon EC2 instances:

« Do not rely on an instance's local storage for valuable, long-term data.
When instances fail, the data on the local disk is lost. Use a replication strategy across multiple instances
to keep your data safe, or store your persistent data in Amazon S3, or use Amazon EBS.

« Define images based on the type of work they perform.
For "Internet applications," you might define one image for database instances and another for web
servers. Image creation and storage are cheap and easy operations, so you can individualize and
customize as necessary. Specialized images can result in smaller AMI sizes, which boot considerably
faster.

« Monitor the health of your instances.
For more information, go to the Amazon CloudWatch product page.

* Keep your Amazon EC2 firewall permissions as restrictive as possible.
Only open up permissions that you require. Use separate security groups to deal with instances that
have different security requirements. Consider using additional security measures inside your instance
(such as using your own firewall). If you need to log in interactively (SSH), consider creating a bastion
security group that allows external login and keep the remainder of your instances in a group that does
not allow external login. For more information about security groups, see Using Security Groups (p. 296)
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Launching and Using Instances

Topics
¢ Finding a Suitable AMI (p. 74)
¢ Getting an SSH Key Pair (p. 76)
¢ Adding Rules to the Default Security Group (p. 82)
¢ Running an Instance (p. 84)
¢ Stopping and Starting Instances (p. 88)
¢ Ensuring ldempotency (p. 90)
¢ Enabling Termination Protection for an Instance (p. 92)
¢ Using Instance Metadata (p. 95)
¢ Using Shared AMIs (p. 101)
¢ Paying for AMIs (p. 103)
¢ What to Do If an Instance Immediately Terminates (p. 106)
¢ Getting Console Output and Rebooting Instances (p. 108)

This section describes how to launch instances and retrieve instance-specific data from within the instance.
It also covers launching shared AMIs and security risks associated with running shared AMIs.

e 2 Note

If you create an AMI in one Region, you cannot launch it in another Region without migrating it.
For information on Regions, see Region and Availability Zone Concepts (p. 313). For information
on migrating AMIs, refer to the ec2- i gr at e- bundl e section in the Amazon Elastic Compute
Cloud Command Line Reference.

Related Topics

¢ Using AMIs (p. 15)
¢ Using Instances (p. 68)

Finding a Suitable AMI

This section describes how to find an AMI.
AWS Management Console

To find a suitable AMI

1. Logintothe AWS Management Console and click the Amazon EC2 tab.

2. Click AMiIs in the Navigation pane.
The console displays your AMIs and all public AMIs.

3. To reduce the number of displayed AMIs, select options from the Viewing list boxes. For example,
you might want to display Amazon images.

4. After locating your desired AMI, write down its AMI ID. You can use this to launch instances of the
AMI or register your own AMI, using this as a baseline.
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Command Line Tools

To find a suitable AMI
1. Use the ec2-describe-images command.
u/ Tip
You can filter this list to return only certain types of AMIs of interest to you. For more information

about how to filter the results, go to ec2-describe-images in the Amazon Elastic Compute
Cloud Command Line Reference.

The command lists your AMIs and Amazon's public AMIs. The following example shows only part of
the resulting output.

PROVPT> ec2-describe-imges -o self -0 amazon

I MAGE ami - d8699bb1l ammzon/am -vpc-nat-1.0.0-beta.i386-ebs amazon avail abl e

public 1386 nachine aki-407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-33d88c5f 8

I MAGE ami - c6699baf anmmazon/ami -vpc-nat-1.0.0-beta. x86_64-ebs amazon avail abl e

public x86_64 machi ne aki-427d952b  ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-57d88c3b 8

I MAGE ami - 30f 30659 anmazon/ anzn-am -0. 9. 7-bet a. i 386- ebs anazon avail abl e public
i 386 machi ne aki-407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-d895cdb3 10

I MAGE ami - Oaf 30663 amazon/ anen-am -0. 9. 7- bet a. x86_64- ebs amazon avail abl e

public x86_64 machi ne aki-427d952b ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-f295cd99 10

I MAGE ami - 3ac33653 anmazon/ anzn-am - 0. 9. 8- bet a. i 386- ebs anazon avail abl e public
i 386 machi ne aki -407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-14ba967f 10

I MAGE ami - 38¢33651 amazon/ anmen-am -0. 9. 8- bet a. x86_64- ebs anmazon avail abl e

public x86_64 machi ne aki-427d952b ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-10b9957b 10

I MAGE ami - 08728661 anmazon/ anzn-am - 0. 9. 9-bet a. i 386- ebs anazon avail abl e public
i 386 machi ne aki-407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-674a930d 10

I MAGE ami -2272864b amazon/ anmen-am - 0. 9. 9- bet a. x86_64- ebs anmazon avail abl e

public x86_64 machi ne aki-427d952b ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-8926ffe3 10

I MAGE ani - 76f 0061f anmzon/ anen-am -2010. 11. 1- bet a. i 386- ebs anazon avail abl e

public 386 nmachi ne aki-407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-cba692al 8

I MAGE ami - 74f 0061d anmzon/ anzn-ami - 2010. 11. 1- bet a. x86_64- ebs anazon avai |l abl e

public x86_64 machi ne aki-427d952b  ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-ffa69295 8

I MAGE anmi - 8c1f ece5 amazon/ anen- ani - 2011. 02. 1. i 386- ebs amazon avail abl e public
i 386 machi ne aki -407d9529 ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap-22fc264e 8

| MAGE ani - 8elf ece7 amazon/ anmen-ami -2011. 02. 1. x86_64- ebs anazon avail abl e

public x86_64 machi ne aki-427d952b ebs paravirtual xen

BLOCKDEVI CEMAPPI NG / dev/ sdal snap- a6fc26ca 8

In the following sections, we're going to launch an instance of the AMI with ID ani - b232d0db.
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To find a suitable AMI

¢ Construct the following Query request, which returns all Amazon-owned AMIs:

https://ec2. anazonaws. con!
?Act i on=Descri bel mages
&User . 1=amazon

& ..auth paraneters. ..

Following is an example response.

<Descri bel magesResponse xm ns="http://ec2. amazonaws. com doc/ 2011- 07-15/" >
<i magesSet >
<itene
<i magel d>am - 8c1f eceb5</i magel d>
<i magelLocat i on>amazon/ anen-ani - 2011. 02. 1. i 386- ebs</i mageLocati on>

<i mageSt at e>avai | abl e</i mageSt at e>
<i mageOmner | d>137112412989</ i mageOnner | d>
<i sPubl i c>true</i sPublic>
<archi t ecture>i 386</ archi tecture>
<i mageType>nachi ne</ i mageType>
<ker nel | d>aki - 407d9529</ ker nel | d>
<i mageOmner Al i as>anmazon</ i nageOmer Al i as>
<name>anen- am - 2011. 02. 1. i 386- ebs</ nane>
<descri pti on>Amazon Linux AM i 386 EBS</descri ption>
<r oot Devi ceType>ebs</r oot Devi ceType>
<r oot Devi ceNanme>/ dev/ sdal</r oot Devi ceName>
<bl ockDevi ceMappi ng>
<itemp
<devi ceName>/ dev/ sdal</ devi ceNanme>
<ebs>
<snapshot | d>snap- 22f c264e</ snapshot | d>
<vol uneSi ze>8</ vol uneSi ze>
<del et eOnTer m nat i on>t r ue</ del et eOnTer mi nati on>
</ ebs>
</itenpr
</ bl ockDevi ceMappi ng>
<virtualizationType>paravirtual </virtualizati onType>
<hyper vi sor >xen</ hyper vi sor >
</itenpr
</i magesSet >

Getting an SSH Key Pair

Topics
¢ How to Generate Your Own Key and Import It to AWS (p. 77)
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» How to Have AWS Create the Key Pair for You (p. 79)

Public AMI instances have no password, and you need a public/private key pair to log in to them. The
public key half of this pair is embedded in your instance, allowing you to use the private key to log in
securely without a password. After you create your own AMIs, you can choose other mechanisms to
securely log in to your new instances.

You can have multiple key pairs, and each key pair requires a name. Be sure to choose a hame that is
easy to remember.

You have two options for getting a key pair:
« Generate it yourself.
You can use a third-party tool such as OpenSSH, and then import the public key to AWS using either
the ec2-i nport - keypai r command or the | npor t KeyPai r action.
¢ Have AWS generate it for you.
You can use the AWS Management Console, the ec2- add- keypai r command, or the Cr eat eKeyPai r
action.
AWS doesn't store a copy of the private key for either option. Amazon EC2 only stores the public key,
and associates it with a friendly name that you specify for the key pair.

i Note

If you are using PUTTY in Windows, you must convert the private key to PuTTY's format. For
more information on using PuTTy with Amazon EC2, see Connecting to Linux/UNIX Instances
from Windows Using PUTTY (p. 116).

How to Generate Your Own Key and Import It to AWS

This section describes how to import a public key to AWS from a key pair you've created with a third-party
tool.

You can easily create an RSA key pair on Windows or Linux using the ssh- keygen command line tool
(provided with the standard OpenSSH installation). Java, Ruby, Python, and many other programming
languages provide standard libraries for RSA key pair creation.

EC2 accepts the following formats:

¢ OpenSSH public key format (e.g., the format in ~/.ssh/authorized_keys)

« Base64 encoded DER format

¢ SSH public key file format as specified in RFC4716

EC2 does not accept DSA keys. Make sure your key generator is set up to create RSA keys.
Supported lengths: 1024, 2048, and 4096.

Command Line Tools

To import a public key

1. Generate the key pair with a third-party tool of your choice.
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Use ec2-i nport - keypai r to import the public key file to AWS. The following example names the
key pair gsg- keypai r . The response displays the MD5 public key fingerprint as specified in section
4 of RFCA4716.

PROWPT> ec2-import-keypair gsg-keypair --public-key-file C\keys\nykey. ppk
KEYPAI R gsg- keypai r
1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

To import the public key

1.

Generate the key pair with the third-party tool of your choice.

Use | npor t KeyPai r to import the public key file to AWS. The following Query example names the
key pair gsg- keypai r . You must base64 encode the public key material before sending it to AWS.

https://ec2. anazonaws. coni ?Act i on=I nport KeyPai r

&KeyNanme=gsg- keypai r

&Publ i cKeyMat eri al =LS0t LS1CRUdJ Ti BDRVJUSUZJ QOFURSOt LSOt DQpNSUl DZHp

DQOFI Q2dBdOI CQMJIROFQal RyR3pQ

TUEWRONTcUdTSW z RFFFQKIRVUFNRK 14QBpBSkJIn Tl ZCQVI UDQpBbFZUTVJI Nd O VRWIRWUVFL RXdw
QXK Zi M RIWI 5dE1Rd3dDZ1l EVI FRTEV3TkJWWVU14SVRBZkJINnTl ZCQULUDQuHRUZYVX CTWEX
MXBKR1Zr TFVGenmve Vnl ZVzVqW NCRFFUQWWGdzB3T1RBM) 16 RXI NVFEz TXpWYUZ3MHhNREEZ DQoN
ek V5 TVRRMD16VITENRKI 4@BpBSkJInTl ZCV UQWKW/ELSTXdFUM EVI FRSOV3cEJi VOY2Y] | 0dVKky
OXRNUMN\BDQGUM EVI FRTEV3NUIWWMU10UkdWM pXeHzZj R1Z5Y3pFVk 1CTUdBMWFQXhNTW USn Vi

RCGhxZWOMAVHU FNSUd mDQpNQTBHQLNx RLNJ Y] NEUUVCQVFVQUEORO5BRENCaVFLQTIRQLdCaz Bo
Qyt r cExBRnp2YKFQc3ULTDUShbFMMUNI 0DQpr ZEpaMIRFak1pLOl w2ZDSzhpS2hWYW 1W t HSnJt

NDdMJHZCaFVKVK 91 eHVUUOVXak FDNml ybDJzKzl SWKV] DQoFZXg0T]j | 4Z1 pCZGOR AzdEgwZ2Nu
W dl bXZ4aFBr TEt oRTdpZmVi NmNGWUh RdHp HRnRPQOZQTnd USE9 2 VDES DQoy R31 Zb1Vy U3BDVGFC
UU EQVFBQTBx Y3dW/EFPQrdOVKhROEIBZj hFQkFNQOJhQXdGZ1l EVI | woEFRSCOCQXd3DQpDZ11 J
S3dZkJRVUhBAOI 3REFZRFZSMFRBUUgV Qk FJ d0FEQWRCZO5WSFEORUZNUVULRVNUTUZZUz dy TDNX
TUJLDQpgej MkVXZ5TThnVHIEUVI KS29aSWh2YO5BUWVG] FBRGIZRUFNW dDZ11 JWHRLWFMLNHVQ
bU5j OTRONWRNC 3kr DQpCMDZ3W/VNd Ud4WUJI 2e GQv SUVWWTFLRVEY Z0hpZUdMU21j UM4c2JXTTdt

Kzcr YmBUNe 2U2hLbUlj bl kzWkRTDQuWRVFZZ25qcEt 1aEZRd2pmaVpTUEC 1TUGGSVENNdKVQS3I T
TUpDVGxpdTdTTj M R2J3cFU5Uzg3K21GWRt sMERTDQPZN | r bEl 5SWer U3ROOTg9DQot LSOt LUWVO
RCBDRVJ USUZJ QOFURSOt LSOt EXAMPLE

&Aut hPar ans

The response includes the MD5 public key fingerprint as specified in section 4 of RFC4716.

<I nport KeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2011-07-15/">
<request | d>7a62c49f - 347e- 4f c4- 9331- 6e8eEXAMPLE</ r equest | d>
<keyNane>gsg- keypai r </ keyNane>
<keyFi nger pri nt >
1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f
</ keyFi nger pri nt >
</ | mpor t KeyPai r Response>
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How to Have AWS Create the Key Pair for You
AWS Management Console

To generate a key pair

1. Log into the AWS Management Console and click the Amazon EC2 tab.

2. Click Key Pairs in the Navigation pane.
The console displays a list of key pairs associated with your account.

3. Click Create Key Pair.
The Key Pair dialog box appears.

4. Enter a name for the new key pair in the Key Pair Name field and click Create.
You are prompted to download the key file.

5. Download the key file and keep it in a safe place. You will need it to access any instances that you
launch with this key pair.
Command Line Tools

To generate a key pair

1. Use ec2- add- keypai r. The following example names the resulting key pair gsg- keypai r.

PROWPT> ec2- add- keypai r gsg-keypair

Amazon EC2 returns a private key, similar to the one in the following example.

KEYPAI R gsg- keypai r

1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

----- BEG N RSA PRI VATE KEY-----

M | EoQ BAAKCAQBULFg5uj Hrt mlj nut SuoO8Xe56L1 T+HWBv/ xkaa39Est MB/ aFxTHgElI Q JLChp
HungX@9VTc8r c1bWl kdi 230H5egk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQK anl n3ZBl FW/Edp5a3qg4Dhj G UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3LpGZy g/

ebl U q1qTbHkLbCC2r 7RTn8vpQWHp47BGVYG GSBMpTRP5hnbzzugj 3i t ki LH U39S2sJCIO0Tr Jx5
i 8BygR4s3nHKBj 8l +ePQxGLk GbF6R4y g6s ECmiXn17 MRQVXODNHZb AgMBAAECgQEAY1t si Usl wDl 5
91CXi r kYGuVf LyLf | Xenxf | 50nDFms/ munTgl oHO7t r Oor i HDRSK7wWMEY/ YY5YkcXNo7nmv UVD1pM
ZNUJs7r wOgZRTr f 7Lyl aJ58kCcyaj wBTs CAe4LPbFaHnS1d6K8r Xh6406WjWAST sB61 Cnt 1kGQ 7
3wcf gt 5ecl u4Tzf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG31 6MIDOFEQRcCSi gGj +4/ nti FUSA
SWB4dMor pb9FNSI cf 9dcLxVM7/ 6KxgJINf Zc 9XWe Uw7 7Jg8x92Zd0f VhHOUx51 ZC+Uv SKWB4dyf cl

t EBC3p9bbU9VGY Y5VLCAI | b4qQKBgQDLI CR4GXr | kswH32Yt BBMUVgLGOMIOh9H OOnKAc2nBCnl
j UESI pzRj Tedc9l 2qgi | MUTwt gnw42auSCzbUe YMURPt Day Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
xWOMC0dt V6i PkCN7gQOgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5j wKBgQCKkpHi 2El Sh1uRkhxI j yWC
i DG K6JBRsM/pLbcOv5dKwP5al o1f mdR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFnQbyhsbm
rdLNLDL4+TcnT7c62/ aHOlohYaf / VCbRht LI Bf qGoQc7+sAc8vinKkesnF7CgCEKDy F/ dhr x YAQKB
gC0i ZzzNAapayz1+JcVTwwEi d6j 9JqNXbBc+Z22YwM +TOFv/ P/ hwkX/ ypeOXnl UcwOl h/ Yt GBVAC
DQsz7LcY1HgXi HKYNWN XgwwO+roi Chj xVEKSAsTTI f nK4VSCvU9BxDbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUH4YmVpHA0GAbZ2 X7 XvoeEO+uZ58/ BGKO GHBYHBDI Xt zMhdJr 15HTY] xK7OgTZm
gK+8zp4L9l bvLCDMIOBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSedXEMNTZWNAQI | x3kR5aHcuk CgYA9T+Zr vimLFOseQPbLKknn7EghXI j BaT
P8TTVW 6bdPi 23ExzxZn7KOdr f cl YRph1LHVpAONV/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSh4g==

----- END RSA PRI VATE KEY-----

You must save the private key to a local file so that you can use it later.
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. Create afile named i d_r sa- gsg- keypai r and paste the entire key generated in step 1, including

the following lines.

. Confirm that the file contents looks similar to the following and save the file.

You can save the file in any directory, but if you do not put it in your current directory, you should
specify the full path when using commands that require the key pair.

M | EoQ BAAKCAQBULFg5uj Hrt mlj nut SuoO8Xe56L1 T+HVBv/ xkaa39Est MB/ aFxTHgElI Q JLChp
HungX@9VTc8r c1bWI kdi 230H5egk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQF anl n3ZBl FW/Edp5a3q4Dhj G UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3LpGZy g/

ebl U q1lqTbHkLbCC2r 7RTn8vpQNH47BGVYG GSBMpTRP5hnbzzugj 3i t ki LH U39S2sJCJI0Tr Ix5
i 8BygR4s3nHKBj 8l +ePQxGLk GbF6R4y g6s ECmiXn17 MRQVXODNHZb AgMBAAECGQEAY1t si Usl wDl 5
91CXi r kYGUVf LyLf I Xenxf | 50nDFms/ nunTgl oHO7t r Oor i HDRSK7wWMVEY/ YY5Yk e XNo7mv UVD1pM
ZNUJs7r WOgZRTr f 7Lyl aJ58kCcyaj wBTsC4e4LPbFaHAS1d6K8r Xh6406W)\WA S sB61 Cnr 1kGQ 7
3wcf gt 5ecl u4TZzf 00E9I H n+2eRl srj BdeORi 7Ki UNC/ pAG231 6MIDOFEQRcCSi gGj +4/ nti FUSA
SWB4dMor pb9FNSI cf 9dcLxVMZ/ 6KxgJNf Zc 9XW Uw7 7Jg8x92Zd0f VhHOUx 51 ZC+Uv SKWB4dyf cl

t EBC3p9bbU9VGy Y5VLCAI | b4qQKBgQDLI CR4GXr | kswH32Yt BBMUVGLGOMIOh9H OOnKAc2nmBCnl
j UESI pzRj Tedc9l 2qgi | MUTwt gnw42auSCzbUe YMURPt Day Q7 p6Aj Muj p9EPent SVOK9v XYLOPt co
XxV@MO0dt V6i PkKCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5j wKBgQCKkpHi 2EI Sh1uRkhx! j yWC
i DG K6JBRsM/pLbcOv5dKwP5al o1f mdR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY50SI JU+OKFmQbyhsbm
rdLNLDL4+TcnT7c62/ aHOlohYaf / VCbRht LI Bf qGoQc7+sAc8vnkKkesnF7CqCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTWwEI d6j 9IqNXbBc+Z2YwM +TOFv/ P/ hwkX/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcYIHgXi HKYNWA XgwwOroi Chj xvEKSdsTTI f nK4VSCOvU9Bx DbQHj di NDIbL6oar 92UN7V
r BYvChJZF7LvUHAYnmVpHAOGALbZ2 X7 Xvoe EO+uZ58/ BGKO GHByHBDI Xt zvhdJr 15HTY] xK7QgTZm
gK+8zp4L9l bvLGCDMI OBV t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMgCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSedXEMNTZWNAQI | x3kR5aHcuk CgYAST+Zr vimLFOseQPbLKknn7EghXI j BaT
P8TTVW 6bdPi 23ExzxZn7KQdr f ¢l YRph1LHVpAONV/ x2xALI f 91UB+v50hy1oDoasLOgi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5394 CK72f y5Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSh4g==

----- END RSA PRI VATE KEY-----

. If you're using OpenSSH (or any reasonably paranoid SSH client), you should set the permissions of

this file so it is only readable by you.

On Linux and UNIX, enter the information in the following example.

$ chnod 400 id_rsa-gsg-keypair ; Is -1 id_rsa-gsg-keypair

You receive output similar to the following example.

R 1 fred flintstones 1701 Jun 19 17:57 id_rsa-gsg-keypair

API

To generate a key pair

1.

Construct the following Query request.

APl Version 2011-07-15
80




Amazon Elastic Compute Cloud User Guide
Launching and Using Instances

https://ec2. anazonaws. conf
?Act i on=Cr eat eKeyPai r
&KeyNanme=gsg- keypai r

& ..auth paraneters...

Following is an example response.

<Cr eat eKeyPai r Response xm ns="http://ec2. amazonaws. conf doc/ 2011-07-15/">

<keyName>gsg- keypai r </ keyNane>

<keyFi ngerpri nt >

1f: 51: ae: 28: bf : 89: €9: d8: 1f: 25: 5d: 37: 2d: 7d: b8: ca: 9f : f 5: f 1: 6f

</ keyFi ngerpri nt >

<keyMaterial >----- BEG N RSA PRI VATE KEY-- - - -
M | EoQ BAAKCAQBULFg5uj Hrt mlj nut SuoO8Xe56LI T+HVBv/ xkaa39Est M3/ aFxTHgEl Q JLChp
HungXQ@9VTc8r c1bWI kdi 230H5eqk MHCGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQ anl n3Z@8Bl FWEdp5a3qg4Dbhj d UKToHVbi cL5E+g45zf BO5wW yywWZf eW UUF3LpGZy q/
ebl U q1qTbHKLbCC2r 7RTn8vpQNp47BGVY&E GSBMp TRP5hnbzzugj 3i t ki LH U39S2sJCJ0Tr Jx5
i 8BygR4s3nmHKB;j 81 +ePQxGLk GhFER4Y g6s ECmXn17 MRQVXODNHZb AgMBAAECGQEAY1t si Usl wDl 5
91CXi r kYQUVS LyLf | Xenxf | 50nDFrs/ munirql oHO7t r Oor i HDREK7WMEY/ YY5Ykc XNo7my UVD1pM
ZNUJs7r WogZRTr f 7Lyl aJ58kCQcyaj w8Ts CAe4LPbFaHWS1d6K8r Xh6406WJWLSr sB6I Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 0CE9I H n+2eRl srj BdeOR 7Ki UNC/ pAG3I 6MIDOFEQRcCSi gG +4/ nti FUSA
SWBAdMor pb9FNSI cf 9dcLxVIMZ/ 6KxgJNF Zc 9XW Uw77Jg8x92Zd0f VhHOUx51 ZC+Wv SKWB4dyf cl
t EBC3p9bbWIVGY Y5VLCAI | b4qQKBgQDLI OR4GXr | kswF32Yt BBMUVgLGOMPOhIH COnKAc2n8Cni
j UESI pzRj Tedc9l 2qgi | MUTwt gnw42auSCzbUe YMURPt Day Q7p6A] Muj p9EPent SVOK9v XYLOPt co
xV@MO0dt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5) wKBgQCKkpHi 2El Sh1uRkhx! j ywWC
i DO K6JBRsM/pLbcOv5dKwP5al o1f miR5PJaV2qvZS) 5CYNpMAy 1/ EDNTY5CSI JU+OKFmbyhsbm
r dLNLDL4+TcnT7¢c62/ aHO1ohYaf / VChRht LI Bf qGoQc7+sAc8vimKkesnF7CqCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTwwE d6j 9JqNXbBc+Z22YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcYLHgXi HKYNWAY XgwnOroi Chj xvEkSdsTTI f nK4VSOvU9BxDbQHj di NDIbL60oar 92UN7V
r BYvChJZF7LvUH4YmV/pHA0GAbZ2 X7 Xvoe EO+uZ58/ BGKO GHBYHBDI Xt zMhdJr 15HTY] xK7OgTZm
gK+8zp4L9l bvLGDMICBVT t 32XPEWIVI 8t wCz FH+Cs W.QADZMZKSs Bas OZ/ h1FwhdMyCMEY+Q zd4
JZKj TSu3i 7vhvx6RzdSedXEMNTZWNA Q! | x3kR5aHcukCgYA9T+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTvW 6bdPi 23ExzxZn7KQdr f ¢l YRph1LHVpAONV/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SWj6VTdhr / 5@994CK72f y5Why ERbD] Ul dHaK3MB49JJuf 8¢ Sr vSh4g==
----- END RSA PRI VATE KEY-----</keyMaterial >
</ Cr eat eKeyPai r Response>

You must save the private key to a local file so that you can use it later.

Create a file named i d_r sa- gsg- keypai r and paste the entire key generated in step 1, including
the following lines.

REEEEE BEG N RSA PRI VATE KEY----- "
REEEEE END RSA PRI VATE KEY----- "

Confirm that the file contents looks similar to the following and save the file.

You can save the file in any directory, but if you do not put it in your current directory, you should
specify the full path when using commands that require the key pair.

----- BEG N RSA PRI VATE KEY-- - - -
M | EoQ BAAKCAQBULFg5uj Hrt mlj nut SuoO8Xe56LI T+HVBv/ xkaa39Est M3/ aFxTHgEl Q JLChp
HungXQ@9VTc8r c1bWI kdi 230H5eqk MHGhv EwgaOHWASUM | 4030/ | X+0f 2Uc POKCOVUR+j x71Sg
5AUS2EQ anl n3Z(Bl FWEdp5a3qg4Dbhj A UKToHVbi cL5E+g45zf BO5wW yywwWZf eW UUF3LpGZyq/
ebl U q1qTbHKLbCC2r 7RTn8vpQNp47BGVY&E GSBMp TRP5hnbzzugj 3i t ki LH U39S2sJCJ0Tr Jx5
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4.

i 8BygR4s3nmHKBj 81 +ePQxGLk GbF6R4y g6s ECmXn17 MRQVXODNHZbAgIMBAAECHQEAY1t si Usl wDl 5
91CXi r kYQUVS LyLf | Xenxf | 50nDFrs/ munirql oHO7t r Oor i HDREK7WMEY/ YY5YKcXNo7my UVD1pM
ZNUJs7r WogZRTr f 7Lyl aJ58kCQcyaj w8Ts CAe4LPbFaHWS1d6K8r Xh6406WJWLSr sB6I Cnr 1kGQ 7
3wcf gt 5ecl u4TZf 0CE9I H n+2eRl srj BdeOR 7Ki UNC/ pAG3I 6MIDOFEQRcCSi gG +4/ nti FUSA
SWBAdMor pb9FNSI cf 9dcLxVIMZ/ 6KxgJNF Zc 9XW Uw77Jg8x92Zd0f VhHOUx51 ZC+W SKWB4dyf cl

t EBC3p9bbWIVGY Y5VLCAI | b4qQKBgQDLI O24GXr | kswiF32Yt BBMUVGLGOMPOhOH OnKAc2nB8Cl
j UESI pzRj Tedc9l 2qgi | MUTwt gnw42auSCzbUe YMURPt Day Q7p6A] Muj p9EPent SVOK9v XYLOPt co
xV@MO0dt V6i PkCN7gQgi ZXPRKaFbWADp16p8UAI vS/ a5XXk5) wKBgQCKkpHi 2EI ShiuRkhx! j ywC
i DG K6JBRsM/pLbcOv5dkwP5al 01f miR5PJaV2qvZSj 5CYNpMAy 1/ EDNTY5CS| JU+OKFbyhsbm
r dLNLDL4+TcnT7¢c62/ aHO1ohYaf / VChRht LI Bf qGoQc7+sAc8vimKkesnF7CqCEKDy F/ dhr x YAQKB
gQ0i ZzzNAapayz1+JcVTwWwwE d6j 9JqNXbBc+Z22YwM +TOFv/ P/ hwk X/ ypeOXnl UcwOl h/ Yt GBVAC
DQbsz7LcYLHgXi HKYNWAY XgwnOroi Chj xvEkSdsTTI f nK4VSOvU9BxDbQHj di NDIbL60oar 92UN7V
r BYvChJZF7LvUH4YmV/pHA0GALZ2 X7 Xvoe EO+uZ58/ BGKO GHBYHBDI Xt zMhdJr 15HTY] xK7OgTZm
gK+8zp4L9l bvLGOMICGBVT t 32XPEWIVI 8t wCz FH+CsW.QADZMZKSs Bas O/ h1FwhdMyCMeY+Q zd4
JZKj TSu3i 7vhvx6RzdSedXEMNTZWNA QI | x3kR5aHcukCgYA9T+Zr vimLFOseQPbLknn7EqhXI j BaT
P8TTVW 6bdPi 23ExzxZn7KQdr f ¢l YRph1LHVPAONV/ x2xALI f 91UB+v50hyloDoasL0gi j 1houRe
2ERKKdwz 0ZL9SW)6VTdhr / 5@&94CK72f y5\Why ERbDj Ul dHaK3MB49JJuf 8¢ Sr vSbh4g==

----- END RSA PRI VATE KEY-----

If you're using OpenSSH (or any SSH client), you should set the permissions of this file so it is
readable only by you.

On Linux and UNIX, enter the information in the following example.

$ chnod 400 id_rsa-gsg-keypair ; Is -1 id_rsa-gsg-keypair

You receive output similar to the following example.

B 1 fred flintstones 1701 Jun 19 17:57 id_rsa-gsg-keypair

Adding Rules to the Default Security Group

Before you can log in to an instance, you must authorize access.

This section describes how to add rules that allow HTTP access on port 80, SSH access on port 22, and
Remote Desktop (RDP) access on port 3389. This enables the instance to be reached on port 80 from
the Internet and enables you to administer the instance over SSH or RDP.

AWS Management Console

To authorize access to your instance

1.
2.

Log in to the AWS Management Console and click the Amazon EC2 tab.

Click Security Groups in the Navigation pane.

The console displays a list of security groups that belong to the account.
Select the default security group.

Its rules appear on the Inbound tab in the lower pane.

To add the HTTP rule:

a. Select HTTP from the Create a new rule menu.
b. Click Add Rule.
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The rule is added to the list of rules on the right. However, the rule isn't applied to the group until
you click Apply Rule Changes (which you'll do after you've added all the rules). Notice that the
rules are highlighted in blue, and there's an asterisk on the Inbound tab. These signs indicate
that you haven't yet applied the rule changes.

5. To add the SSH rule:

a. Select SSHfrom the Create a new rule menu.
In the Source field, enter your public IP address (e.g., 192.0.2.1/32).

c. Click Add Rule.
The rule is added to the list of rules.

6. To add the RDP rule:

Select RDP from the Create a new rule menu.
In the Source field, enter your public IP address (e.g., 192.0.2.1/32).

c. Click Add Rule.
The rule is added to the list of rules.

7. Click Apply Rule Changes.

The new rules now apply to the default security group. Notice that the rules are no longer highlighted
in blue, and the asterisk no longer appears on the Inbound tab.

Command Line Tools

To authorize access to your instance

¢ Enter the ec2- aut hori ze commands.

PROWPT> ec2-authorize default -p 22 -s your-|ocal -system s-public-ip-ad
dress/ 32

PERM SSI ON default ALLOANS tcp 22 22 FROM CIDR your-
| ocal -system s-public-ip-address/32

PROWPT> ec2-authorize default -p 3389 -s your-local -systemn s-public-ip-ad
dress/ 32

PERM SSI ON default ALLOANS tcp 3389 3389 FROM Cl DR
your - | ocal -system s-public-ip-address/ 32

PROWPT> ec2-authorize default -p 80

PERM SSI ON default ALLOANS tcp 80 80 FROM Cl DR
0.0.0.0/0

Because we didn't specify otherwise, your instance was launched in your def aul t group. The first
command authorizes network access from your local system to instances in your default group on the
standard SSH port (22). The second command authorizes RDP access (port 3389) from your local
system to instances in the default security group. Similarly, the third command opens up the standard
HTTP port (80).
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API

To authorize access to your instance

Construct the following Query requests. The first two of the following requests give your local system
the ability to use SSH (port 22) or Remote Desktop (port 3389) to connect to any instance in the
"default" security group. The third command allows all port 80 traffic into all instances in the "default
security group.

https://ec2. anazonaws. con!

?Act i on=Aut hori zeSecurityG oupl ngress

&G oupNane=def aul t

&l pPermi ssions. 1.1 pProtocol =tcp

&l pPerm ssi ons. 1. FronPort =22

&l pPer i ssi ons. 1. ToPort =22

&l pPer m ssions. 1. | pRanges. 1. G dr | p=your -1 ocal - systenl s- publ i c-i p-address/ 32
&AUTHPARANS

https://ec2. anazonaws. con!

?Act i on=Aut hori zeSecurityG oupl ngress

&G oupNane=def aul t

&l pPermi ssions. 1.1 pProtocol =tcp

&l pPerm ssi ons. 1. FronPort =3389

&l pPermi ssi ons. 1. ToPort =3389

&l pPerm ssions. 1. | pRanges. 1. G dr | p=your -1 ocal - systeni s- publ i c-i p-address/ 32
&AUTHPARANMS

https://ec2. anazonaws. con!

?Act i on=Aut hori zeSecurityG oupl ngress

&G oupNane=def aul t

&l pPermi ssions. 1. | pProtocol =tcp

&l pPerm ssi ons. 1. FronPort =80

&l pPer i ssi ons. 1. ToPort =80

&l pPermi ssions. 1.1 pRanges. 1. Cidrl p=0.0.0.0/0
&AUTHPARANMS

Following is an example response.

<Aut hori zeSecurityG oupl ngressResponse xm ns="http://ec2. amazon
aws. coni doc/ 2011- 07- 15/ ">
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Aut hori zeSecurityG oupl ngr essResponse>

Running an Instance

This section describes how to run an instance.

AWS Management Console

To launch an instance

1.
2.

Log in to the AWS Management Console and click the Amazon EC2 tab.
Click Instances in the Navigation pane.
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The console displays a list of running instances.

3. Click Launch Instance.
The Launch Instance wizard opens with the Quick Start tab displayed.

4. If you are launching a Linux/UNIX instance, locate the Basic 32-bit Amazon Linux AMI and click
its Select button. If you are launching a Windows instance, locate a Windows AMI and click its Select
button.

I Note

We recommend launching basic AMils for this tutorial, but you can launch any AMI.

5. Confirm the following settings and click Continue.

* The Number of Instances is set to 1.
e The Availability Zone is setto No Pr ef er ence.
e The Instance Typeissetto Snal | (nml.small).

* The button for Launch Instances is selected.

The second Instance Details pages is displayed with advanced instance options.

6. Click Continue to accept the default settings for the advanced options.
The third Instance Details page displays. Here you can specify tags for the instance (for more
information, see Using Tags (p. 267) ).

7. Click Continue to accept the default tag settings.
The Create Key Pair page is displayed.

8. Select Choose from your existing Key Pairs, and then select a key pair you've created (see Getting
an SSH Key Pair (p. 76)).

The Configure Firewall page is displayed.

9. Select Choose one or more of your existing Security Groups, and select def aul t, because
you've already configured the def aul t security group (see Adding Rules to the Default Security
Group (p. 82)).

i Note

After an instance is running, you can't change which security groups it belongs to.

10. Click Continue, and then Launch to begin launching your instance.

Command Line Tools

To launch an instance

1. Use the ec2-run-i nst ances command.

PROWPT> ec2-run-instances am -3ac33653 -k gsg-keypair

Amazon EC2 returns output similar to the following example.
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RESERVATI ON r-f25e6f9a 999988887777 def aul t
I NSTANCE i - 85b435ee am - 3ac33653 pendi ng gsg- keypair
0 ml.smal| 2010-03-30T08: 01: 36+0000 us- east - la aki - 407d9529
nmoni t ori ng-di sabl ed ebs

2. Look for the instance ID in the second field and write it down.
You use it to manipulate this instance (including terminating it when you are finished).

It takes a few minutes for the instance to launch.

3. The following command displays the launch status of the instance.

PROWPT> ec2-descri be-instances i-85b435ee

RESERVATI ON r - f 25e6f 9a 999988887777  defaul t

I NSTANCE i - 85b435ee ani - 3ac33653 ec2-67-202-28-13. conput e- 1. anazonaws. com

domlJ) 12- 31- 39- 00- 78- 93. conpute- 1. i nternal runni ng gsg-keypair 0 ml.small 2010-

03-30T08: 01: 36+0000 us-east-la aki-407d9529 nonitoring-di sabl ed 67.202. 28. 13
10. 254. 127. 97 ebs

BLOCKDEVI CE / dev/ sdal vol - 02a2a46b 2010- 03- 30T08: 01: 44. 000Z

& Important

After launching an instance, you are billed hourly for running time. When you are finished, make
sure to terminate any instances that you started.

When the instance state in the field just before the key pair name reads "running", the instance has started
booting. There might be a short time before it is accessible over the network, however. The first DNS
name is your instance's external DNS name, i.e. the one that can be used to contact it from the Internet.
The second DNS name is your instance's local DNS name, and is only contactable by other instances
within the Amazon EC2 network. The DNS names of your instances are different than those shown in
the preceding example and you should use yours instead. The examples in this guide use the public DNS
name.

If the instance's state immediately goes to "terminated" instead of "running"”, you can get information
about why the instance didn't launch. For more information, see What to Do If an Instance Immediately
Terminates (p. 106).

API

To launch an instance

e Construct the following Query request.

https://ec2. amazonaws. con!

?Act i on=Runl nst ances

&l magel d=ami - 3ac33653

&VvaxCount =1

&M nCount =1

&KeyNanme=gsg- keypai r

&Pl acenent . Avai | abi | i t yZone=us- east - 1a
& ..auth paraneters...

Following is an example response.
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<Runl nst ancesResponse xm ns="http://ec2. amazonaws. com doc/ 2011-07-15/">
<reservationl d>r-47a5402e</reservati onl d>
<owner | d>999988887777</ owner | d>
<gr oupSet >
<itemp
<groupl d>def aul t </ gr oupl d>
</itenpr
</ groupSet >
<i nst ancesSet >
<itemp
<i nst ancel d>i - 2ba64342</ i nst ancel d>
<i magel d>am - 3ac33653</i magel d>
<i nst anceSt at e>
<code>0</ code>
<nane>pendi ng</ name>
</i nstanceSt at e>
<pri vat eDnsNanme></ pri vat eDnsNane>
<dnsName></ dnsNane>
<keyName>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<i nst anceType>ni. snmal | </ i nst anceType>
<l aunchTi ne>2007-08-07T11: 51: 50. 000Z</ | aunchTi nme>
<pl acenment >
<avai |l abi | i t yZone>us- east - 1la</ avai l abi | i t yZone>
</ pl acenent >
<noni t ori ng>
<enabl ed>f al se</ enabl ed>
</ moni t ori ng>
</itenpr
</i nstancesSet >
</ Runl nst ancesResponse>

To view the status of a launched instance

¢ Construct the following Query request.

https://ec2. amazonaws. con!
?Acti on=Descri bel nst ances
&l nst ancel d=i - 2ba64342

& ..auth paraneters..

Following is an example response

<Descri bel nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2011-07- 15/ ">

<reservationl d>r-47a5402e</reservati onl d>
<owner | d>999988887777</ owner | d>
<gr oupSet >

<itenp

<gr oupl d>def aul t </ gr oupl d>

<litenr
</ gr oupSet >
<i nst ancesSet >

<itenp
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<i nst ancel d>i - 2ba64342</ i nst ancel d>
<i magel d>am - 3ac33653</i magel d>
<i nst anceSt at e>
<code>16</ code>
<nane>r unni ng</ name>
</instanceSt at e>
<pri vat eDnsNanme></ pri vat eDnsNanme>
<dnsName></ dnsNane>
<keyName>gsg- keypai r </ keyNane>
<am Launchl ndex>0</ am Launchl ndex>
<i nst anceType>ni. snmal | </ i nst anceType>
<l aunchTi ne>2007-08-07T11: 51: 50. 000Z</ | aunchTi nme>
<pl acenent >
<avai |l abi | i t yZone>us- east - 1la</ avai l abi | i t yZone>
</ pl acenent >
<noni t ori ng>
<enabl ed>f al se</ enabl ed>
</ moni t ori ng>
</itenpr
</i nstancesSet >
</ Descri bel nst ancesResponse>

If the instance's state immediately goes to "terminated"” instead of "running”, you can get information
about why the instance didn't launch. For more information, see What to Do If an Instance Immediately
Terminates (p. 106).

Stopping and Starting Instances

This section describes how to stop and start instances that use Amazon EBS volumes as their root
devices.

When an instance is stopped, it is shut down, and any data stored in RAM is not preserved. You're not
billed for hourly usage or data transfer, but you're billed for any Amazon EBS volume storage. You can
start the instance at any time with a start request. Each time you transition an instance from stopped to
started, we charge a full instance hour, even if transitions happen multiple times within a single hour.

It Note

If you try to stop an instance that uses an instance store as its root device, you receive an error.

When you start a stopped instance, the IP address is likely to change. By default, the
Ec2ConfigService service (Windows) changes the instance hostname to match the new IP and
initiates a reboot.

Important

-

If an instance reboots (intentionally or unintentionally), the data on the instance store will survive.
However, under the following circumstances the data in the instance store will be lost:

* Failure of an underlying drive.

¢ Running an instance on degraded hardware.
» Stopping an Amazon EBS-backed instance.
¢ Terminating an instance.
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AWS Management Console

To stop and start an instance

1.
2.

Log in to the AWS Management Console and click the Amazon EC2 tab.

Click Instances in the Navigation pane.

The console displays a list of running instances.

Select an instance, select Instance Actions, and click Stop Instance.

A confirmation dialog box appears.

Click the Yes, Stop Instance.

The instance is stopped and saved as a shapshot.

To restart the stopped instance, select Stopped Instances from the Viewing list box.
The newly stopped instance appears in the list.

Select the instance, select Instance Actions, and click Start Instance.
The instance begins restarting.

Command Line Tools

To stop and start an instance

1.

Use the ec2- st op- i nst ances command.

PROVPT> ec2-stop-instances i-10a64379

Amazon EC2 returns output similar to the following example.

I MAGE i -10a64379 running stopping

. Usethe ec2-start-instances command.

PROVPT> ec2-start-instances i-10a64379

Amazon EC2 returns output similar to the following example.

| MAGE i-10a64379 stopped pendi ng

API

To stop an instance

Construct the following Query request.

https://ec2. amazonaws. conf
?Act i on=St opl nst ances

&l nstancel d. 1=i - 10a64379
& ..auth paraneters...
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Following is an example response.

<St opl nst ancesResponse xm ns="http://ec2. amazonaws. conf doc/ 2011-07-15/" >
<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itenp
<i nst ancel d>exanpl ei nst ancei d</i nst ancel d>
<current St at e>
<code>64</ code>
<name>st oppi ng</ nanme>
</ current St at e>
<previ ousSt at e>
<code>16</ code>
<name>r unni ng</ name>
</ previ ousSt at e>
</instancesSet >
</ St opl nst ancesResponse>

To start an instance

¢ Construct the following Query request.

https://ec2. anazonaws. conl
?Action=Startlnstances

&l nstancel d. 1=i - 10a64379
& ..auth paraneters...

Following is an example response.

<StartlnstancesResponse xm ns="http://ec2. amazonaws. com doc/ 2011-07-15/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<i nst ancesSet >
<itenp
<i nst ancel d>exanpl ei nst ancei d</i nst ancel d>
<current St at e>
<code>0</ code>
<nane>pendi ng</ name>
</ current St at e>
<previ ousSt at e>
<code>80</ code>
<nane>st opped</ name>
</ pr evi ousSt at e>
<litemp
</instancesSet >
</ Startl nstancesResponse>

Ensuring ldempotency

When you launch an instance through the API or the command line tools (i.e., the API tools), you can
optionally provide a client token to ensure the request is idempotent. If timeouts or connection errors
occur, you can repeat the request and be sure you haven't launched more instances than you intended.
The token must be a unique, case-sensitive string of up to 64 ASCII characters.
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If you repeat the request with the same client token, the same response is returned for each repeated
request. The only information that might vary in the response is the state of the instance (e.g., pending).
The client token is included in the response when you describe the instance.

If you repeat the request with the same client token, but change another request parameter, Amazon
EC2 returns an | denpot ent Par anmet er M smrat ch error.

The client token is valid for at least 24 hours after the termination of the instance. You should not reuse
a client token for another call later on.

You can use the same client token for the same request across different Regions. For example, if you
send an idempotent request to launch an instance in the us-east-1 Region, and you use the same exact
call (with the same client token) in each of the other Regions, the result is a different running instance in
each Region.

The following table shows common response codes and the recommended course of action.

Code Retry Comments

200 (OK) No effect After you receive a 200, the request has succeeded
and any further retries have no effect.

400 (Client Error) Not recommended A 400 response typically indicates the request will
never succeed (for example when a specified
parameter value is not valid). In certain specific
cases relating to resources that are transitioning
between states, a repeat of the request could
possibly succeed (e.g., launching an instance
against an Amazon EBS volume that is currently
transitioning to the available state).

500 (Server Internal Recommended These errors are generally transient. Repeat the

Error) request with an appropriate back-off strategy.

503 (Server Recommended These errors can occur in times of extreme load.

Unavailable) Repeat the request with an appropriate back-off
strategy.

Command Line Tools

To send an idempotent request to launch instances

 Addthe--client-token option to your request with a unique, case-sensitive string of up to 64
ASCII characters.

PROWPT> ec2-run-instances am -b232d0db -k gsg-keypair --client-token
550e8400- €29b- 41d4- a716- 446655440000

API

To send an idempotent request to launch instances

¢ Addthe d i ent Token parameter to your Query request with a unique, case-sensitive string of up
to 64 ASCII characters.
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https://ec2. anazonaws. conf
?Act i on=Runl nst ances
&l magel d=ami - 3ac33653

&C i ent Token=550e8400- e29b- 41d4- a716- 446655440000
& ..auth paranmeters...

Enabling Termination Protection for an Instance

It Note

The following information applies to instances of Amazon EBS-backed AMIs or Amazon EC2
instance store-backed AMIs.

By default, you can terminate any instances you launch. If you want to prevent accidental termination of
the instance, you can enable termination protection for the instance. The instance's

Di sabl eApi Ter mi nat i on attribute controls whether the instance is protected. A value of t r ue means
the instance is protected and can't be terminated; a value of f al se means it's not protected and can be
terminated. You can specify whether an instance is protected either at launch time or after the instance
is running. You can modify this attribute while the instance is running or stopped (for Amazon EBS-backed
instances).

AWS Management Console
By default, termination protection is disabled for an instance at launch time.

To enable termination protection for an instance at launch time

D In the Request Instances Wizard, select the check box for Termination Protection.

Request Instances Wizard

~
I}
N

Provide the details for your instance(s), You may also decide whether you want to laurd
"spot" instances.

Number of Instances: 1 Availability Zone: Ma Prefarance

Instance Type: Srnall (m1.small, 1.7 GB) -

Termination Protection: [ ] Prevention against accidental termination. 4‘—

® Launch Instances

’C‘\E Instances let you pay for I:Dmpute u:ag,au:pcy_$y the hDur with no Ic:ng teigl

"y JEII".CIEI" " s il T L sttt e pm it et e

To enable termination protection for an instance after it's launched

1. Inyour list of instances, right-click the instance and select Change Termination Protection.
A confirmation dialog box appears with the current status of termination protection.
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2.

Click Yes, Enable.

Now the instance cannot be terminated until you disable termination protection.

You can use the same procedure to disable termination protection for the instance. You can enable and
disable this attribute of an instance as often as you want.

Command Line Tools

By default, termination protection is disabled for an instance at launch time.

To enable termination protection for an instance at launch time

Add - - di sabl e-api -t erm nation tothe ec2-run-instances command.

PROWPT> ec2-run-instances am _id --disable-api-termnation ...

To enable termination protection for an instance after it's launched

1.

View the current value for the attribute with the following command.

PROWT> ec2-describe-instance-attribute instance_id --disabl e-api-term nation

Following is a sample response.

di sabl eApi Term nati on i -87ad5eec fal se

Enable termination protection with the following command.

PROWT> ec2-nodify-instance-attribute instance_id --disable-api-termnation
true

Following is a sample response.

di sabl eApi Term nati on i - 87adbeec true

To disable termination protection for an instance

Disable termination protection for the instance with the following command.

PROWT> ec2-nodify-instance-attribute instance_id --disable-api-termnation
fal se

Following is a sample response.

di sabl eApi Term nati on i -87ad5eec fal se
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You can enable and disable this attribute of an instance as often as you want.

API

By default, termination protection is disabled for an instance at launch time.

To enable termination protection for an instance at launch time

Issue a Query request for Runl nst ances similar to the following example and include
Di sabl eApi Ter mi nati on=t r ue.

https://ec2. amazonaws. com ?Acti on=Runl nst ances
&l magel d=ani - 60a54009

&vaxCount =3

&M nCount =1

&Di sabl eApi Ter mi nati on=true

&Pl acenent . Avai | abi | it yZone=us-east - 1b

&\bni t ori ng. Enabl ed=t r ue

&AUTHPARANMS

For information about the auth parameters, go to Common Query Parameters in the Amazon Elastic
Compute Cloud API Reference.

To enable termination protection for an instance after it's launched

1.

Issue the following Query request to get the current value of the di sabl eApi Ter mi nat i on attribute.

https://ec2. anazonaws. con

?Acti on=Descri bel nstanceAttri bute
&l nst ancel d=i - 87ad5eec

&At t ri but e=di sabl eApi Terni nati on
&AUTHPARANS

Following is an example response.

<Descri bel nst anceAttri but eResponse xm ns="http://ec2. anazonaws. com doc/ 2011-
07-15/">

<r equest | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>

<i nst ancel d>i - 87ad5eec</i nst ancel d>

<di sabl eApi Ter m nati on>

<val ue>f al se</ val ue>

</ di sabl eApi Ter i nati on>

</ Descri bel nst anceAttri but eResponse>

Issue the following Query request to modify the di sabl eApi Ter m nati on attribute.

https://ec2. anazonaws. con!

?Acti on=Mbdi f yl nstanceAttri bute
&l nst ancel d=i - 87ad5eec

&Di sabl eApi Ter mi nati on. Val ue=true
&AUTHPARANS

Following is an example response.
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<Mbodi fyl nst anceAttri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2011-
07-15/">
<request | d>59dbf f 89- 35bd- 4eac- 99ed- be587EXAMPLE</ r equest | d>
<return>true</return>
</ Modi fyl nst anceAttri but eResponse>

To disable termination protection for an instance

¢ Issue the following Query request to modify the di sabl eApi Ter m nati on attribute.

https://ec2. anazonaws. con!

?Acti on=Mbdi f yl nstanceAttribute

&l nst ancel d=i - 87ad5eec

&Di sabl eApi Ter mi nati on. Val ue=f al se
&AUTHPARANS

Following is an example response.

<Mbodi fyl nst anceAttri but eResponse xm ns="http://ec2. amazonaws. coni doc/ 2011-
07-15/">

<return>true</return>
</ Modi fyl nst anceAttri but eResponse>

You can enable and disable this attribute of an instance as often as you want.

Using Instance Metadata

Topics
¢ Data Retrieval (p. 95)
¢ Use Case: AMI Launch Index Value (p. 99)

Amazon EC2 instances can access instance-specific metadata as well as data supplied when launching
the instances. This data can be used to build more generic AMIs that can be modified by configuration
files supplied at launch time.

For example, if you run web servers for various small businesses, they can all use the same AMI and
retrieve their content from the Amazon S3 bucket you specify at launch. To add a new customer at any
time, simply create a bucket for the customer, add their content, and launch your AMI.

Metadata is divided into categories. For a list of the categories, see Appendix B: Metadata
Categories (p. 390).

Data Retrieval

An instance retrieves the data by querying a web server using a Query API. The base URI of all requests
ishttp://169. 254. 169. 254/ | atest/.
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Security of Launch Data

Although only your specific instance can access launch data, the data is not protected by cryptographic
methods. You should take suitable precautions to protect sensitive data (such as long lived encryption
keys).

It Note

You are not billed for HTTP requests used to retrieve metadata and user-supplied data.

Metadata Retrieval

Requests for a specific metadata resource returns the appropriate value or a 404 HTTP error code if the
resource is not available. All metadata is returned as text (content type t ext / pl ai n).

Requests for a general metadata resource (i.e. an URI ending with a/ ) return a list of available resources
or a 404 HTTP error code if there is no such resource. The list items are on separate lines terminated by
line feeds (ASCII 10).

Examples

The following examples list HTTP GET requests and responses. You can use a tool such as curl or wget
to make these types of requests.

This example gets the available versions of the metadata. These versions do not necessarily correlate
with an EC2 API version.

CGET http://169. 254. 169. 254/
1.0
2007-01-19
2007-03-01
2007-08- 29
2007-10-10
2007-12-15
2008-02-01
2008-09-01
2009-04- 04
2011-01-01

This example gets the top-level metadata items. Some of these items are available only for instances in
a VPC. For more information about each of these items, see Appendix B: Metadata Categories (p. 390).

GET http://169. 254. 169. 254/ | at est/ net a- dat a/
amid

am -l aunch-i ndex

am - mani fest-path

bl ock- devi ce- mappi ng/
host nanme

i nst ance-action

i nstance-id

i nstance-type

kernel -id

| ocal - host nanme

| ocal -i pv4

nmac

net wor k/
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pl acenent/

publ i c- host nane
public-ipv4d
publ i c- keys/
reservation-id
security-groups

This example gets the value of some of the metadata items from the preceding example.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ am - nani f est - pat h
nmy-am s/ spand-i nage. mani f est. xm

GET http://169. 254. 169. 254/ | atest/ neta-data/am -id

am - 2bb65342

GET http://169. 254. 169. 254/ | at est/ net a-data/reservation-id
r-feab54097

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ host nanme
ec2-67-202-51-223. conput e- 1. amazonaws. com

This example gets the list of available public keys.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ publ i c- keys/
O=ny- publ i c- key

This example shows the formats in which public key 0 is available.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ publ i c- keys/ 0/
openssh- key

This example gets public key 0 (in the OpenSSH key format).

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ publ i c- keys/ 0/ openssh- key
ssh-rsa AAAA. .. .. WZEf my- publ i c- key

This example gets the product code.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ pr oduct - codes
T74FAFF8

This example gets an instance's Media Access Control (MAC) address.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ nac
02: 29: 96: 8f : 6a: 2d

This example shows the network information available for a VPC instance.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ networ k/ i nter
faces/ macs/ 02: 29: 96: 8f : 6a: 2d/

| ocal - host nane

| ocal -i pv4s

nac

public-ipv4ds
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security-group-ids

subnet-id
subnet -i pv4-ci dr- bl ock
vpc-id

vpc-i pv4-cidr- bl ock

This example gets a VPC instance's subnet ID.

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ net wor k/ i nter
faces/ macs/ 02: 29: 96: 8f : 6a: 2d/ subnet-i d
subnet - be9b61d7

This example shows the network information available for an EC2 instance (one not running in a VPC).

GET http://169. 254. 169. 254/ | at est/ net a- dat a/ net work/ i nter
faces/ macs/ 03: 15: 28: 7g: 5b: 8a/

| ocal - host nane

| ocal -i pv4s

nac

public-i pv4ds

publ i c- host nane

User Data Retrieval

When you launch an instance, you can specify user data, which is available for all instances in the
reservation to retrieve. You can also add (or modify) user data to Amazon EBS-backed instances when
they're stopped. Requests for the user data returns the data as-is (content type

appl i cati on/ x- oct et stream).

It Note
All user-supplied data is treated as opaque data; what you give us is what you get back. It is the
responsibility of the instance to interpret this data appropriately.

Example

This shows an example of returning comma-separated user-supplied data.

GET http://169. 254. 169. 254/ | at est/ user-data
1234,fred, reboot,true | 4512,jinmbo, | 173,,,

This shows an example of returning line-separated user-supplied data.

GET http://169. 254. 169. 254/ | at est/ user-data
[ general]
i nstances: 4

[instance- 0]
s3-bucket: fred

[instance- 1]
reboot-on-error: yes
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You can modify the user data for an Amazon EBS-backed instance while the instance is stopped. For
more information, see Modifying Attributes of a Stopped Instance (p. 189).

Use Case: AMI Launch Index Value

In this example, Alice wants to launch four instances of her favorite database AMI with the first acting as
master and the remainder acting as replicas.

The master database configuration specifies various database parameters (e.g., the size of store) while
the replicas' configuration specifies different parameters, such as the replication strategy. Alice decides
to provide this data as an ASCII string with a pipe symbol (| ) delimiting the data for the various instances:

store-si ze=123PB backup-every=5mn | replicate-every=1lmn | replicate-every=2mn
| replicate-every=10mn | replicate-every=20mn

The st or e- si ze=123PB backup- ever y=5m n defines the master database configuration,
repl i cat e- ever y=1mi n defines the first replicant's configuration, r epl i cat e- ever y=2ni n defines
the second replicant's configuration, and so on.

Alice launches four instances.

PROVPT> ec2-run-instances am -2bb65342 -n 4 -d "store-si ze=123PB backup-
every=5min | replicate-every=lmn | replicate-every=2mn | replicate-every=10m n
| replicate-every=20m n"

RESERVATI ON r-feab54097 598916040194 def aul t

I NSTANCE i - 3ea74257 am - 2bb65342 pending 0 ni.small 2010-03-19T13: 59: 03+0000
us-east-1la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

I NSTANCE i - 31a74258 ami - 2bb65342 pending O ni. smal | 2010-03-19T13: 59: 03+0000
us-east-1la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

| NSTANCE i - 31a74259 ami - 2bb65342 pending O ni.smal |l 2010-03-19T13: 59: 03+0000
us-east-1la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

I NSTANCE i - 31a7425a am - 2bb65342 pending 0 ni.small 2010-03-19T13: 59: 03+0000
us-east-1la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

After they're launched, all instances have a copy of the user data and the common metadata shown here:

« AMI id: ami-2bb65342

¢ Reservation ID: r-fea54097

* Public keys: none

¢ Security group names: default
* Instance type: ml.small

However, each instance has certain unique metadata.

Instance 1
Metadata Value
instance-id i-3ea74257
ami-launch-index 0
public-hostname ec2-67-202-51-223.compute-1.amazonaws.com
public-ipv4 67.202.51.223
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Metadata
local-hostname

local-ipv4

Instance 2

Metadata
instance-id
ami-launch-index
public-hostname
public-ipv4
local-hostname

local-ipv4

Instance 3

Metadata
instance-id
ami-launch-index
public-hosthame
public-ipv4
local-hostname

local-ipv4

Instance 4

Metadata
instance-id
ami-launch-index
public-hostname
public-ipv4
local-hostname

local-ipv4

Value
ip-10-251-50-35.ec2.internal
10.251.50.35

Value

i-31a74258

1
ec2-67-202-51-224.compute-1.amazonaws.com
67.202.51.224

ip-10-251-50-36.ec2.internal

10.251.50.36

Value

i-31a74259

2
ec2-67-202-51-225.compute-1.amazonaws.com
67.202.51.225

ip-10-251-50-37.ec2.internal

10.251.50.37

Value

i-3la7425a

3
ec2-67-202-51-226.compute-1.amazonaws.com
67.202.51.226

ip-10-251-50-38.ec2.internal

10.251.50.38

Therefore, an instance can determine its portion of the user-supplied data through the following process.
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Metadata Discovery Process

1 Determine the index in the launch group.

GET http://169. 254. 169. 254/ | at est/ net a-dat a/ am - | aunch-i ndex
1

2 Retrieve the user data.

GET http://169.254. 169. 254/ | atest/ user - data
st ore-si ze=123PB backup-every=5nmin | replicate-every=lmn | replicate-
every=2min | replicate-every=10nmin | replicate-every=20mn

3 Extract the appropriate part of the user data.

user_data.split(']|"')[am _l aunch_i ndex]

Using Shared AMIs

This section describes how to find and safely use shared AMIs. One of the easiest ways to get started
with Amazon EC2 is to use a shared AMI that has the components you need and add custom content.

Find Shared AMlIs

To find shared AMls

¢ Enter the ec2-describe-images command (or the abbreviated ec2dim command) with a flag to filter
the results.
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Example

The following command displays a list of all public AMIs. The - x al | flag shows AMIs executable by all
AWS accounts (i.e., AMIs with public launch permissions). This includes AMIs you own with public launch
permissions.

PROVPT> ec2dim -x all

The following command displays a list of AMIs for which you have explicit launch permissions. AMIs that
you own are excluded from the list.

PROVPT> ec2dim -x sel f

The following command displays a list of AMIs owned by Amazon.

PROVPT> ec2di m -0 anmazon

The following command displays a list of AMIs owned by a particular AWS account.

PROWPT> ec2dim -0 <target_uid>

The <t ar get _ui d> is the account ID that owns the AMIs you're looking for.

u) Tip
You can filter this list to return only certain types of AMIs of interest to you. For more information

about how to filter the results, go to ec2-describe-images in the Amazon Elastic Compute Cloud
Command Line Reference.

Safe Use of Shared AMIs

You launch AMIs at your own risk. Amazon cannot vouch for the integrity or security of AMIs shared by
other EC2 users. Therefore, you should treat shared AMIs as you would any foreign code that you might
consider deploying in your own data center and perform the appropriate due diligence.

Ideally, you should get the AMI ID from a trusted source (a web site, another EC2 user, etc). If you do
not know the source of an AMI, we recommend that you search the forums for comments on the AMI

before launching it. Conversely, if you have questions or observations about a shared AMI, feel free to
use the AWS forums to ask or comment.

Amazon's public images have an aliased owner and display anmazon in the userld field. This allows you
to find Amazon's public images easily.

e 2 Note

Users cannot alias an AMI's owner.

If you plan to use a shared AMI, review the following table to confirm the instance is not doing anything
malicious.
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Launch Confirmation Process

1 Check the ssh authorized keys file. The only key in the file should be the key you used to
launch the AMI.

2 Check open ports and running services.

3 Change the root password if it is not randomized on startup. For more information on
randomizing the root password on startup, see Disable Password-Based Logins for
Root (p. 48).

4 Check if SSH allows root password logins. See Disable Password-Based Logins for

Root (p. 48) for more information on disabling root based password logins.

5 Check whether there are any other user accounts that might allow backdoor entry to your
instance. Accounts with super user privileges are particularly dangerous.

6 Verify that all cron jobs are legitimate.

Paying for AMIs

Topics
¢ Find Paid AMIs (p. 103)
¢ Purchase a Paid AMI (p. 104)
¢ Launch a Paid AMIs (p. 104)
¢ Using Paid Support (p. 105)
« Bills for Paid and Supported AMIs (p. 106)

Amazon EC2 integrates with Amazon DevPay, allowing developers to charge other EC2 users for the
use of their AMIs or to provide support for instances. To learn more about Amazon DevPay go to the
Amazon DevPay Developer Guide. For more information about charging for the use of your AMIs, or
providing support, see Creating Paid AMIs (p. 38).

This section describes how to discover paid AMIs, launch paid AMIs, and launch instances with a support
product code. Paid AMIs are AMIs you can purchase from other developers.

It Note

All paid AMIs are backed by Amazon instance store.

Find Paid AMIs

There are several ways you can determine what paid AMIs are available for you to purchase. You can
look for information about them on the Amazon EC2 resource center and forums. Alternatively, a developer
might give you information about a paid AMI directly.

You can also tell if an AMI is a paid AMI by describing the image with the ec2-describe-images command.
This command lists the product code associated with an AMI (see the following example). If the AMI is
a paid AMI, it has a product code. Otherwise, it does not. You can then go to the Amazon EC2 resource
center and forums, which might have more information about the paid AMI and where you can sign up
to use it.
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e Note

You must sign up for a paid AMI before you can launch it.

To check if an AMI is paid

« Enter the following command:

PROVPT> ec2-descri be-i mages <am _id>

The <am _i d> is the AMI ID.
The command returns numerous fields that describe the AMI. If a product code (e.g. D6F6052A) is
present in the output, the AMI is a paid AMI.

Example

This example shows an ec2-describe-images call describing a paid AMI. The product code is ACD42B6F.

PROVWPT> ec2-descri be-i mages am - a5bf 59cc

| MAGE am - a5bf 59cc cl oudm n- 2. 6- pai d/ i mage. mani f est . xm 541491349868
avai |l abl e public ACD42B6F i 386 machi ne

i nstance-store

Purchase a Paid AMI

You must sign up for (purchase) the paid AMI before you can launch it.

Typically a seller of a paid AMI presents you with information about the AMI, its price, and a link where
you can buy it. When you click the link, you're first asked to log in with an Amazon.com login, and then
you are taken to a page where you see the paid AMI's price and you confirm you want to purchase the
AMI.

& Important

You don't get the discount from Amazon EC2 Reserved Instances with paid AMIs. That is, if you
purchase Reserved Instances, you don't get the lower price associated with them when you
launch a paid AMI. You always pay the price that the seller of the paid AMI specified. For more
information about Reserved Instances, see ??7?.

Launch a Paid AMIs

This section describes how to launch paid AMIs and launch instances with a support product code.
After you purchase a paid AMI, you can launch instances of it. Launching a paid AMI is the same as

launching any other AMI. No additional parameters are required. The instance will be charged according
to the rates set by the owner of the AMI (which will be more than the base Amazon EC2 rate).

To launch a paid AMI

¢ Enter the following command:

PROVPT> ec2-run-instances <am _id>
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The <ami _i d> is the AMI ID.

it Note
The owner of a paid AMI will be able to confirm if a particular instance was launched using their

paid AMI.

Example

This example shows the command used to launch the ami-2bb65342 AMI.

PROVPT> ec2-run-instances ami -2bb65342

RESERVATI ON r-a034c7c9 999988887777 defaul t

I NSTANCE i - 31a7425a ami - 2bb65342 pending O ni.snal|l 2010-03-19T13: 59: 03+0000
us-east - la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

Using Paid Support

The paid AMI feature also allows developers to offer support for software (or derived AMIs). Developers
can create support products that you can sign up to use. With this model, the developer provides you
with a product. During sign-up for the product, the developer gives you a product code for that product,
which you must then associate with your own AMI. This allows the developer to confirm that your instance
is eligible for support. It also ensures that when you run instances of the product, you are charged according
to the developer's terms for the product.

& Important

If you've purchased Amazon EC2 Reserved Instances, you can't use them with supported AMIs.
That is, if you associate a product code with one of your AMIs, you don't get the lower price
associated with your Reserved Instances when you launch that AMI. You always pay the price
that the seller of the support product specified. For more information about Reserved Instances,
see ?777.

To associate the product code with your AMI

« Enter the ec2-modify-image-attribute command:

PROWPT> ec2-nodi fy-i nage-attribute <am _id> --product-code <product_code>

The <ami _i d> is the AMI ID and <pr oduct _code> is the product code.

& Important

Once set, the product code attribute cannot be changed or removed.

To launch a paid AMI, no additional parameters are required for ec2- r un- i nst ances. The instance is
charged according to the rates set by the AMI owner.
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Example

The following command associates the ami-2bb65342 AMI with the 774F4FF8 product code.

PROWPT> ec2-nodify-inage-attribute am -2bb65342 --product-code 774FAFF8
pr oduct Codes am - 2bb65342 pr oduct Code 774F4FF8

The following command launches the ami-2bb65342 paid AMI.

PROVPT> ec2-run-instances ami -2bb65342

RESERVATI ON r-a034c7c9 999988887777 defaul t

I NSTANCE i - 31a7425a ami - 2bb65342 pending O ni.snal |l 2010-03-19T13: 59: 03+0000
us-east - la aki-94c527fd ari-96c527ff nonitoring-disabled ebs

Bills for Paid and Supported AMIs

At the end of each month, you receive an email with the amount your credit card has been charged for
using the paid or supported AMIs during the month. This bill is separate from your regular Amazon EC2
bill.

At any time, you can view the usage information for your paid and supported AMIs (go to
http://www.amazon.com/dp-applications).

What to Do If an Instance Immediately Terminates

We recommend that when you launch an instance, you immediately check its status to confirm that it
goes to the running status and not terminated.

Why would an Amazon EBS-backed instance immediately terminate? Following are a few reasons why:

¢ You've reached your volume limit. Your account is limited to 5000 volumes, or 20 TiB in total volume
storage, whichever you reach first. You can request to increase your volume limit by completing the
Amazon EBS Volume Limit Request Form.

¢ The AMI is missing a required part.

¢ The snapshot is corrupt.

This section describes how to get information about why the instance terminated.
AWS Management Console

To get information about why the instance terminated

1. Gotothe Instances page in the console and view the instance details.
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2.

1 EC2 Instance selected =
d EC2 Instance:

Description Manitaring

AMI ID: ami-f94aas90 fane: us-east-1b
Security Groups: 22_80_open Type: ml.small
Status: stopped Owner: 043708602122
Reservation: r-36dbalSe Ramdisk 1D:

Platform: - Key Pair Name: GSG_Keaypair
Kernel 1D: - Monitoring: disabled

AMI Launch Indesx: i} Elastic 1P:

Root Device: fdevisdal Root Device Type: ebs

Block Dewices: fdevfedal=yol-07 af646e: attached: 2010-02-23T00:55:24.0002 Falze
Lifecycle: normal

Public DNS:

Private DNS:

Launch Time: 2010-02-22 16:55 PST

State Transition Reason: Wser initiated (2010-02-24 02:36:20 GMT) ,‘_

Look at the State Transition Reason.

The field shows information about why the instance terminated. For a normal instance, the field is
usually blank or shows User initiated if you've requested to stop or start the instance.

Command Line Tools

To get information about why the instance terminated

1.

Use the ec2-describe-instances command in verbose mode:

PROWPT> ec2-describe-instances instance_ id -v

When you use verbose mode, the response includes the underlying SOAP request and the SOAP
XML response.

In the XML response that's displayed, locate the st at eReason element. It looks similar to the
following example.

<st at eReason>

<code>Cl i ent. Userlniti at edShut down</ code>

<nmessage>C i ent. UserlnitiatedShutdown: User initiated shutdown</nessage>
</ st at eReason>

The preceding example shows what's displayed for a normal instance that you've stopped. For the
instance that terminated immediately, the code and nessage elements will describe the reason for
the termination (e.g., Vol uneLi m t Exceeded).
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API

To get information about why the instance terminated

1. Construct the following Query request. For information about the auth parameters, go to Common
Query Parameters in the Amazon Elastic Compute Cloud API Reference.

https://ec2. anazonaws. con!
?Acti on=Descri bel nst ances
& ..auth paraneters...

2. Inthe XML response that's displayed, locate the st at eReason element. It looks similar to the
following example.

<st at eReason>

<code>Client. Userlnitiat edShut down</ code>

<message>Cient. UserlnitiatedShutdown: User initiated shutdown</nmessage>
</ st at eReason>

The preceding example shows what's displayed for a normal instance that you've stopped. For the
instance that terminated immediately, the code and message elements will describe the reason for
the termination (e.g., Vol uneLi i t Exceeded).

Getting Console Output and Rebooting Instances

Console output is a valuable tool for problem diagnosis. It is especially useful for troubleshooting kernel
problems and service configuration issues that could cause an instance to terminate or become unreachable
before its SSH daemon can be started.

Similarly, the ability to reboot instances that are otherwise unreachable is valuable for both troubleshooting
and general instance management.

Amazon EC2 instances do not have a physical monitor through which you can view their console output.
They also lack physical controls that allow you to power up, reboot, or shut them down. To allow these
actions, we provide them through the Amazon EC2 API and the command line tools.

Console Output

For Linux/UNIX instances, the Amazon EC2 instance console output displays the exact console output
that would normally be displayed on a physical monitor attached to a machine. This output is buffered
because the instance produces it and then posts it to a store where the instance's owner can retrieve it.

For Windows instances, the Amazon EC2 instance console output displays the last three system event
log errors.

The posted output is not continuously updated; only when it is likely to be of the most value. This includes
shortly after instance boot, after reboot, and when the instance terminates.

I Note

Only the most recent 64 KB of posted output is stored, which is available for at least 1 hour after
the last posting.
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You can retrieve the console output for an instance using Get Consol eQut put . For more information,
go to the Amazon Elastic Compute Cloud API Reference or Amazon Elastic Compute Cloud Command
Line Reference.

It Note

Only the instance owner can access the console output.

Instance Reboot

Just as you can reset a machine by pressing the reset button, you can reset Amazon EC2 instances
using Reboot | nst ances. For more information, go to the Amazon Elastic Compute Cloud API Reference
or Amazon Elastic Compute Cloud Command Line Reference.

@ Caution

For Windows instances, this operation performs a hard reboot that might result in data corruption.
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Connecting to Instances

Topics
¢ Authorize Network Access to Your Instances (p. 110)
e Connecting to Linux/UNIX Instances from Linux/UNIX (p. 112)
¢ Connecting to Linux/UNIX Instances from Windows Using PUTTY (p. 116)
e Connecting to Windows Instances (p. 121)

This section describes how to connect to instances that you launched and how to transfer files between
your local machine and your Amazon EC2 instance. For information on launching instances, see Launching
and Using Instances (p. 74).

Prerequisites

« Enable SSH/RDP traffic—Open the instance's SSH or RDP port
Before you try to connect, ensure that your Amazon EC2 instance accepts incoming traffic on the proper
port. For Linux/UNIX instances, open port 22 for SSH access. For Windows instances, open port 3389
for RDP access. For more information, see Authorize Network Access to Your Instances (p. 110).

¢ SSH/RDP client—Install an SSH or RDP client
Most Linux and UNIX machines include an SSH client by default. You can check for an SSH client by
typing ssh at the command line. If your machine doesn't recognize the command, the OpenSSH project
provides a free implementation of the full suite of SSH tools. For more information, go to
http:/mww.openssh.org. Likewise, most Windows machines include an RDP client. For more information,
go to the Microsoft website.

¢ Instance ID—Get the ID of your Amazon EC2 instance
Retrieve the Instance ID of the Amazon EC2 instance you want to access. The Instance ID for all your
instances are available in the AWS Management Console or through the CLI command
ec2-describe-instances.

¢ Private key—Get the path to your private key
You'll need the fully qualified path of the private key file associated with your instance. For more
information on key pairs, see Getting an SSH Key Pair (p. 76).

To connect to an Amazon EC2 Linux/UNIX instance, use SSH. To connect to an Amazon EC2 Windows
instance, use the Remote Desktop Protocol (RDP). The following sections provide more information on
how to connect to your instance with these protocols.

Authorize Network Access to Your Instances

By default, Amazon EC2 instances do not permit access on any ports. To access your instance with SSH
or RDP, your instance must allow incoming traffic on port 22 or 3389, respectively. To open a port for
incoming traffic, add a security group rule to a security group that includes your instance. You can use
the AWS Management Console or the command line tools (i.e., API tools). If you use the command line
tools, use them on your local system, not on the instance itself.

The following instructions authorize incoming SSH or RDP traffic for your instance, but only from your
local system's public IP address. If your IP address is dynamic, you must authorize access each time it
changes. To allow additional IP address ranges, add a new security group rule for each range.

& Important

Get the public IP address of your local machine by going to a search engine (Google, Yahoo,
Bing, etc.). Enter "what is my IP address" and use one of the provided services.
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AWS Management Console

To add a rule to a security group forSSH or RDP access

Go to the Amazon EC2 console in the AWS Management Console.

2. Click Security Groups in the Navigation pane.
The console displays a list of security groups that belong to the account.

3. Select an EC2 security group that includes your instance.
Its rules appear on the Inbound tab in the lower pane.

1 Security Group selected
@ Security Group: sg-Zeacs45a

Details Inbound

Create a Custormn TCP rule [+] TCceP
new rule: Port (Service) Source Action
Port range: BO (HTTF) 0.0.0.0/0 Delete
{e.g., 80 or 49152-65535)
Source: 0.0.0.0/0
{e.g., 192.168.2.0/24, sg-47ad482e, or
12345675830/ /default)

op Add Rule

4. To add a rule for SSH or RDP:

a. From the Create a new rule: drop-down list, selectSSH or RDP.

b. Inthe Source field, specify your local system's public IP address in CIDR notation. For example,
if your IP address is 203.0.113.0, enter 203.0.113.0/32.

5. Click Add Rule.
An asterisk appears on the Inbound tab.

6. Click Apply Rule Changes.
The new rule is created and applied to all instances that belong to the security group.

Command Line Interface

To add a rule to a security group for SSH access

¢ Enter the ec2- aut hori ze command to open port 22 (SSH port) to your IP address.
The following example adds a rule to the default security group that allows incoming traffic on port
22 from your IP address.

PROWPT> ec2-authorize default -p 22 -s your_ip_address/32
GROUP def aul t
PERM SSI ON default ALLOAS tcp 22 22 FROM CI DR your _i p_address/ 32
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To add a rule to a security group for RDP access

Enter the ec2- aut hori ze command to open port 3389 (SSH port) to your IP address.
The following example adds a rule to the default security group that allows incoming traffic on port
22 from your IP address.

PROWPT> ec2-authorize default -p 3389 -s your_ip_address/32
GROUP def aul t
PERM SSI ON default ALLONS tcp 3389 3389 FROM CI DR your i p_address/ 32

Connecting to Linux/UNIX Instances from Linux/UNIX

Topics

¢ Connect to Linux/UNIX Instances from Linux/UNIX with SSH (p. 112)
e Transfer Files to Linux/UNIX Instances from Linux/UNIX with SCP (p. 114)

This section describes how to connect to Linux and UNIX instances using SSH and SCP on a Linux/UNIX
machine.

Connect to Linux/UNIX Instances from Linux/UNIX with SSH

Prerequisites

Enable SSH traffic—Open the instance's SSH port
Before you try to connect, ensure that your Amazon EC2 instance accepts incoming SSH traffic (usually
on port 22). For more information, see Authorize Network Access to Your Instances (p. 110).

SSH client—Install an SSH client

Most Linux and UNIX machines include an SSH client by default. You can check for an SSH client by
typing ssh at the command line. If your machine doesn't recognize the command, the OpenSSH project
provides a free implementation of the full suite of SSH tools. For more information, go to
http://www.openssh.org.

Instance ID—Get the ID of your Amazon EC2 instance

Retrieve the Instance ID of the Amazon EC2 instance you want to access. The Instance ID for all your
instances are available in the AWS Management Console or through the CLI command
ec2-describe-instances.

Instance's public DNS—Get the public DNS of your Amazon EC2 instance

Retrieve the public DNS of the Amazon EC2 instance you want to access. You can find the public DNS
for your instance using the AWS Management Console or by calling the CLI command

ec2-descri be-i nst ances. The format of an instance's public DNS is
ec2-w-x-y-z-compute-1l.amazonaws.com where w, X, y, and z each represents a humber between 0
and 255 inclusive.

Private key—Get the path to your private key
You'll need the fully qualified path of the private key file associated with your instance. For more
information on key pairs, see Getting an SSH Key Pair (p. 76).

To use SSH to connect

1.

If you've launched a public AMI that you have not rebundled, run the ec2- get - consol e- out put
command on your local system (not on the instance), and locate the SSH HOST KEY FI NGERPRI NTS
section. For more information, go to ec2- get - consol e- out put in the Amazon Elastic Compute
Cloud Command Line Reference.
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PROWPT> ec2-get-consol e-output instance_id

ec2: ----- BEG N SSH HOST KEY FI NGERPRI NTS- - - - -

ec2: 2048 bc:89:29:c6:45:4b: b3:e2:cl:41:81:22:ch:3c:77:54
/et c/ ssh/ssh_host _key. pub

ec2: 2048 fc:8d:0c: eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66
/etc/ ssh/ssh_host_rsa_key. pub

ec2: 1024 b5:cd: 88:6a:18: 7f: 83:9d: 1f: 3b: 80: 03: 10: 17: 7b: f5
/etc/ ssh/ssh_host_dsa_key. pub

ec2: ----- END SSH HOST KEY FI NGERPRI NTS-- - - -

Note the fingerprints so that you can compare them to the fingerprints of the instance.

In a command line shell, change directories to the location of the private key file that you created
when you launched the instance.

Use the chnod command to make sure your private key file isn't publicly viewable. For example, if
your private key file were My_Keypai r . pem you would enter:

chrmod 400 My_Keypair. pem

Connect to your instance using the instance's public DNS name (available through the AWS
Management Console or the ec2- descri be- i nst ances command). For example, if the key file
is M/_Keypai r. pemand the instance's DNS name is
ec2-184-72-204-112.compute-1.amazonaws.com, use the following command.

ssh -i /exanpl e/ M/_Keypai r. pemr oot @c2- 184-72- 204- 112. conput e- 1. amazonaws. com

it Note
Some AMIs let you log in as root, but some require that you log in with the username ec2-user.

For log in information for your chosen AMI, contact your AMI provider directly or go to Amazon
Machine Images(AMIs) page, then locate and click your AMI on the list.

You'll see a response like the following.

The authenticity of host 'ec2-184-72-204-112. conpute-1. amazonaws. com
(10.254.142.33)"

can't be established.

RSA key fingerprint is fc:8d:0c:eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66.
Are you sure you want to continue connecting (yes/no)? yes

& Important

If you've launched a public AMI, verify that the fingerprint matches the fingerprint from the
output of the ec2- get - consol e- out put command. If it doesn't, someone might be
attempting a "man-in-the-middle" attack.

Enter yes.

You'll see a response like the following.
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Warni ng: Permanently added 'ec2-184-72-204-112. conput e-1. amazonaws. coni
(RSA)
to the list of known hosts.

Transfer Files to Linux/UNIX Instances from Linux/UNIX with SCP

One way to transfer files between your local machine and a Linux/UNIX instance is to use Secure Copy
(SCP). This section describes how to transfer files with SCP. The procedure is very similar to the procedure
for connecting to an instance with SSH.

Prerequisites

Enable SSH traffic—Open the instance's SSH port
Before you try to connect, ensure that your Amazon EC2 instance accepts incoming SSH traffic (usually
on port 22). For more information, see Authorize Network Access to Your Instances (p. 110).

SCP client—lInstall an SCP client

Most Linux and UNIX machines include an SCP client by default. If yours doesn't, the OpenSSH project
provides a free implementation of the full suite of SSH tools, including an SCP client. For more
information, go to http://www.openssh.org.

Instance ID—Get the ID of your Amazon EC2 instance

Retrieve the Instance ID of the Amazon EC2 instance you want to access. The Instance ID for all your
instances are available in the AWS Management Console or through the CLI command
ec2-describe-instances.

Instance's public DNS—Get the public DNS of your Amazon EC2 instance

Retrieve the public DNS of the Amazon EC2 instance you want to access. You can find the public DNS
for your instance using the AWS Management Console or by calling the CLI command

ec2-descri be-i nst ances. The format of an instance's public DNS is
ec2-w-x-y-z-compute-1.amazonaws.com where w, X, y, and z each represents a number between 0
and 255 inclusive.

Private key—Get the path to your private key
You'll need the fully qualified path of the private key file associated with your instance. For more
information on key pairs, see Getting an SSH Key Pair (p. 76).

The following procedure steps you through using SCP to transfer a file. If you've already connected to
the instance with SSH and have verified its fingerprints, you can start with the step that contains the SCP
command (step 4).

To use SCP to transfer afile

1.

If you've launched a public AMI that you have not rebundled, run the ec2- get - consol e- out put
command on your local system (not on the instance), and locate the SSH HOST KEY FI NGERPRI NTS
section. For more information, go to ec2- get - consol e- out put in the Amazon Elastic Compute
Cloud Command Line Reference.

PROWPT> ec2-get-consol e-output instance_id

ec2: ----- BEG N SSH HOST KEY FI NGERPRI NTS- - - - -

ec2: 2048 bc:89:29:c6:45:4b: b3:e2:cl:41:81:22:ch:3c:77:54
/ etc/ ssh/ssh_host _key. pub

ec2: 2048 fc:8d:0c: eb: 0e: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66
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/etc/ ssh/ssh_host_rsa_key. pub

ec2: 1024 b5:cd: 88:6a: 18: 7f: 83:9d: 1f: 3b: 80: 03: 10: 17: 7h: f5
/etc/ ssh/ssh_host _dsa_key. pub

ec2: ----- END SSH HOST KEY FI NGERPRI NTS- - - - -

Note the fingerprints so that you can compare them to the fingerprints of the instance.

In a command line shell, change directories to the location of the private key file that you created
when you launched the instance.

Use the chnod command to make sure your private key file isn't publicly viewable. For example, if
your file were My_Keypai r . pem you would enter:

chmod 400 My_Keypair. pem

Transfer a file to your instance using the instance's public DNS name (available through the AWS
Management Console or the ec2- descri be- i nst ances command). For example, if the key file
is My_Keypai r . pem the file to transfer is samplefile.txt, and the instance's DNS name is
ec2-184-72-204-112.compute-1.amazonaws.com, use the following command to copy the file to the
ec2-user home directory.

scp -i My_Keypair.pemsanmplefile.txt ec2-user@c2-184-72-204-112. conput e-
1. amazonaws. com ~

it Note
Some AMIs let you log in as root, but some require that you log in with the username ec2-user.

For log in information for your chosen AMI, contact your AMI provider directly or go to Amazon
Machine Images(AMIs) page, then locate and click your AMI on the list.

You'll see a response like the following.

The authenticity of host 'ec2-184-72-204-112. conpute-1. amazonaws. com
(10.254.142. 33)"

can't be established.

RSA key fingerprint is fc:8d:0c: eb: Oe: a6: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66.
Are you sure you want to continue connecting (yes/no)? yes

& Important

If you've launched a public AMI, verify that the fingerprint matches the fingerprint from the
output of the ec2- get - consol e- out put command. If it doesn't, someone might be
attempting a "man-in-the-middle" attack.

Enter yes.

You'll see a response like the following.

Warni ng: Permanent|y added 'ec2-184-72-204-112. conput e- 1. anazonaws. coni
(RSA)

to the list of known hosts.

Sending file nodes: C0644 20 sanplefile.txt
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Si nk: C0644 20 sanplefile.txt
sanpl efile.txt 100% 20 0. OKB/ s 00: 00

To transfer files in the other direction, i.e., from your Amazon EC2 instance to your local machine, simply
reverse the order of the host parameters. For example, to transfer the samplefile.txt file from your Amazon
EC2 instance back to the home directory on your local machine as samplefile2.txt, use the following
command on your local machine.

scp -i My_Keypair.pem ec2-user @c2-184-72-204- 112. conput e- 1. amazon
aws. com ~/ sanpl efile.txt ~/sanplefile2.txt

Connecting to Linux/UNIX Instances from Windows Using
PUuTTY

Topics
e Getting PUTTY (p. 116)
e Converting Your Private Key (p. 117)
¢ Connecting Using PuTTY SSH (p. 118)
¢ Transferring Files with PSCP (p. 121)

To connect to your Linux/UNIX instance from a Windows machine, use an SSH client. The following
instructions explain how to use PuTTY, a free SSH client for Windows machines.

Prerequisites

* Enable SSH traffic—Open the instance's SSH port
Before you try to connect, ensure that your Amazon EC2 instance accepts incoming SSH traffic (usually
on port 22). For more information, see Authorize Network Access to Your Instances (p. 110).

* Instance ID—Get the ID of your Amazon EC2 instance
Retrieve the Instance ID of the Amazon EC2 instance you want to access. The Instance ID for all your
instances are available in the AWS Management Console or through the CLI command
ec2-describe-instances.

¢ Instance's public DNS—Get the public DNS of your Amazon EC2 instance
Retrieve the public DNS of the Amazon EC2 instance you want to access. You can find the public DNS
for your instance using the AWS Management Console or by calling the CLI command
ec2-descri be-i nst ances. The format of an instance's public DNS is
ec2-w-x-y-z-compute-1.amazonaws.com where w, X, y, and z each represents a number between 0
and 255 inclusive.

¢ Private key—Get the path to your private key
You'll need the fully qualified path of the private key file associated with your instance. For more
information on key pairs, see Getting an SSH Key Pair (p. 76).

Getting PUTTY

To download and install PuTTY

¢ Go to http://www.chiark.greenend.org.uk/~sgtatham/putty/ and follow the instructions there.
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e Note

Other tools in the PUTTY suite are PuTTYgen, a key generation program, and pscp, a secure
copy command line tool. The different PUTTY tools are separate applications. You can install
them separately or install the entire suite with a simple Windows installer. The following instructions
assume you've installed the entire suite and can access all the components from the Windows
Start menu.

Converting Your Private Key

PuTTY does not natively support the private key format generated by Amazon EC2. Fortunately, PuTTY
has a tool called PuTTYgen, which can convert keys to the required PuUTTY format.

To convert your private key

1. Start PuTTYgen (e.g., from the Start menu, click All Programs > PuTTY > PuTTYgen).

2. Click Load and browse to the location of the private key file that you want to convert (e.g.,
GSG_Keypai r. pen). By default, PuTTYgen displays only files with extension . ppk; you'll need to
change that to display files of all types in order to see your . pemkey file. The private key file must
end with a newline character or PuTTYgen cannot load it correctly.

.
PuT T Private ey Files [*.ppk w

1

3. Select your . pemkey file and click Open.

PuTTYgen displays the following message.

PulTYgen Motice El

(Dpen3sH 35H-2 private kew),

Tao use this ke with PUTTY, vou need ko
use the "Save private key" command to
save it in PUTTY's own Format.

\il) Successfully imported foreign key

When you click OK, PuTTYgen displays a dialog box with information about the key you loaded,
such as the public key and the fingerprint. The keys that Amazon EC2 generates are 1024-bit SSH-2
RSA keys.

4. Click Save private key to save the key in PuTTY's format.
PuTTYgen asks if you want to save the key without a passphrase.
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5.

6.

PuT I gen Warning |z|

] Are wou sure you wank ko save this key
[3 without a passphrase to proteck it?

| wes | [ Mo

Click Yes.
It Note

A passphrase on a private key is an extra layer of protection, so even if your private key is
discovered, it will not be usable without the passphrase. The downside to using a passphrase
is that it makes automation harder because human intervention is needed to log on to an
instance, or copy files to an instance. For this exercise, we're not using a passphrase.

Name the key with the same name you used for the key pair (e.g., GSG_Keypair). PUTTY automatically
adds the . ppk file extension.

Your private key is now in the correct format for use with PUTTY. You can now connect to your instance
using PuTTY's SSH client.

Connecting Using PUTTY SSH

You'll connect by starting a PUTTY SSH session.

To use SSH to connect

1.

If you've launched a public AMI that you have not rebundled, run the ec2- get - consol e- out put
command on your local system (not on the instance), and locate the SSH HOST KEY FI NGERPRI NTS
section. For more information, go to ec2- get - consol e- out put in the Amazon Elastic Compute
Cloud Command Line Reference.

PROWPT> ec2-get-consol e-out put instance_id

ec2: ----- BEG N SSH HOST KEY FI NGERPRI NTS- - - - -

ec2: 2048 bc:89:29:c6:45:4b: b3:e2:¢cl1:41:81:22:cbh:3c:77:54
/et c/ ssh/ ssh_host _key. pub

ec2: 2048 fc:8d:0c:eb:Oe: ab: 4a: 6a: 61: 50: 00: c4: d2: 51: 78: 66
[ etc/ssh/ssh_host_rsa_key. pub

ec2: 1024 b5:cd: 88:6a:18: 7f: 83: 9d: 1f: 3b: 80: 03: 10: 17: 7b: f5
[ etc/ssh/ssh_host_dsa_key. pub

ec2: ----- END SSH HOST KEY FI NGERPRI NTS- - - - -

Note the fingerprints so that you can compare them to the fingerprints of the instance.

Start PUTTY (e.g., from the Start menu, click All Programs > PuTTY > PuTTY).
A dialog box opens with a Category menu on the left side. On the right side, the basic options for
your PUTTY session are displayed.
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In the Host Name field, enter the public DNS name of your instance (available through the AWS
Management Console or the ec2- descri be- i nst ances command). You can optionally prefix the
DNS name with ec2- user @to automatically log in with superuser privileges when the session opens.

E2 PuTTY Configuration

Cateqgany:

=) Sezsion Bazic ophions for your PuT T zeszion
L.Dggmg Specify the destination you want b connect to

= Terminal

Hoszt Mame [or [P address) Bot

K.eyboard
Bel |eu:2-1 34-72-204-112 compute-1 .amazu:une| |22 |
Features Connection type:

=) wirdow (O Baw () Telnet (O Rlogin & 55H ) Senial
A

PREATEnGe Load, zave or delete a stored zezsion
Behaviour
Tranzlation Saved Seszionz
Selection | |
Colours :
Default Settings

=) Connection @]
Data T
b
Rlogin

S55H
Serial Claze window on exit:
CrAlways o Mever () Only on clean exit
About ] [ Help ] [ Open l [ LCancel

In the Category menu, under Connection, click SSH, and then Auth.
The options controlling SSH authentication are displayed.

Click Browse and navigate to the PuTTY private key file you generated in the preceding section.
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E2 PuTTY Configuration

Cateqgany:
[=- Terminal e Options contraling SSH authentication
K.epbioard
Bzl [ ] Bypass authentication entirely (SSH-2 only)
o Zeatures Authentication rmethods
it
Appearance Atternpt authentication uzing Pageant
Behaviour [ ] &ttempt TIS or CroptoCard auth [S5HA1]
Tranzlation Attermpt “keyboard-interactive auth [55H-2]
EE:ECHDH Authentication parameters
alours
- Cannection [ ] &llows agent fonwarding
Data [ ] &llows attempted changes of usemame in S5H-2
Prowsy Prirvate key file for authentication:
Telnet C:hkeys\GEG_Keypair ppk
Rlagin
[=-55H
K.eu
TTY
=11
Tunrels
Bugs W
About ] [ Help Open l [ Cancel
Click Open.

An SSH session window opens and PuTTY displays a security alert asking if you trust the host you're
connecting to.

& Important

If you've launched a public AMI, verify that the fingerprint in the security alert matches the
fingerprint from the output of the ec2- get - consol e- out put command. If it doesn't,
someone might be attempting a "man-in-the-middle" attack.

Click Yes.

In the SSH session window, log in as root (or ec2-user) if you didn't as part of starting the SSH
session.

£ Note
Some AMis let you log in as root, but some require you to log in with the username ec2-user.
For log in information for your chosen AMI, contact your AMI provider directly or go to Amazon
Machine Images(AMIs) page, then locate and click your AMI on the list.

t_ Note

If you specified a passphrase when you converted your private key to PuTTY's format, you
must provide that passphrase when you log in to the instance.
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Transferring Files with PSCP

The PUTTY Secure Copy Client (PSCP) is a command-line tool that lets you transfer files between your
Windows machine and your Linux/UNIX instance.

To use PSCP, you'll need the private key you generated in Converting Your Private Key (p. 117). You'll
also need the public IP address of your Linux/UNIX instance.

The following example transfers the file sanpl e_fi | e. t xt from a Windows machine to the / usr/ | ocal
directory on a Linux/UNIX instance:

Pronpt >pscp -i C \GSG Keypair.ppk C\sanple_file.txt root@c2-184-72-204-
112. conput e- 1. anazonaws. com /usr/ | ocal / sanpl e_file. txt

If you prefer a graphical user interface (GUI), you can use an open source GUI tool named WinSCP. For
more information, go to the WinSCP website.

Connecting to Windows Instances

Topics
¢ Connect to Windows Instances with RDP (p. 121)
¢ Transfer Files to Windows Instances from Windows (p. 124)

This section describes how to connect to instances running Windows from local machines running
Windows, Linux/UNIX, or Mac OS.

Prerequisites

¢ Enable RDP traffic—Open the instance's RDP port
Before you try to connect, ensure that your Amazon EC2 instance accepts incoming RDP traffic (usually
on port 3389). For more information, see Authorize Network Access to Your Instances (p. 110).

¢ RDP client—Install an RDP client
Windows machines include an RDP client by default. For Mac OS X, you can use Microsoft's Remote
Desktop Client. For Linux/UNIX, you can use rdesktop.

¢ Instance ID—Get the ID of your Amazon EC2 instance
Retrieve the Instance ID of the Amazon EC2 instance you want to access. The Instance ID for all your
instances are available in the AWS Management Console or through the CLI command
ec2-describe-instances.

¢ Private key—Get the path to your private key
You'll need the fully qualified path of the private key file associated with your instance. For more
information on key pairs, see Getting an SSH Key Pair (p. 76).

Connect to Windows Instances with RDP

To connect to a Windows instance, you must retrieve the initial administrator password first, and then
use it with Remote Desktop. You'll need the contents of the private key file that you created when you
launched the instance (e.g., GSG_Keypai r. pemn).

e Note

The Windows password is only generated the first time an AMI is launched. It is not generated
for rebundled AMIs or after the password is changed on an instance.
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The password is encrypted using the key pair that you provided and stored within the <password>
tags of the console output.

To connect to your Windows instance

1. If you've launched a public AMI that you have not rebundled, get the instance's RDP certificate.

a.
b.

Go to the AWS Management Console and locate the instance on the Instances page.

Right-click the instance and select Get System Log.
The System Log dialog box is displayed (it might take a few minutes after the instance is
launched before the RDP certificate is available).

System Log: i-b5ec3adb Cancel X

A thumbprint is a series of hexadecimal numbers enclosed in a <THUMBPRI NT> tag. For example,
a thumbprint might look like

<THUVBPRI NT>2C81502A74D7B112DF801E460A16F53DFFA202A7</ THUMBPRI NT>. Note
the thumbprints so that you can compare them to the thumbprints of the instance.

2. Retrieve the initial administrator password:

Navigate to the directory where you stored the private key file when you launched the instance.
Open the file in a text editor and copy the entire contents (including the first and last lines, which
contain BEGIN RSA PRIVATE KEY and END RSA PRIVATE KEY).

Go to the AWS Management Console and locate the instance on the Instances page.
Right-click the instance and select Get Windows Password.

The Retrieve Default Windows Administrator Password dialog box is displayed (it might take
a few minutes after the instance is launched before the password is available).
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Retrieve Default Windows Administrator Password Caneal X

To access this instance remately (€.9., Remote Desktop Connection), you will
need your Windows Administrator password. & default password was created
when the instance was launched and is available encrypted in the system log.

To decrypt your password, you will need your key pair for this instance. Simply
copy & paste the contents of youwr private key file into the text box balow,
then chck Decrypt Password.

»
& Instance:

* Ragquired fisld

Encrypted
Passwond: NLgéMpw ZUhIEmzwbB6 1031/ mNkrSlHlyvBd 1 +6TIHESG. ..

Key Pair: GSG_Keypair.pem
Mot Ta download and save this when you

crey

Private Key*:

Please inchude the entire text, {17
and End lines (¢ ~--BEGIN R5A

e. Paste the contents of the private key file into the Private Key field.

Retrieve Default Windows Administrator Password Cancal X

To access this instance remately (e.g., Remote Desktop Connaction), you will
need your Windows Administrator password, A default password was created
whan the instance was launched and s avadable encrypted in the system log.

To decrypt your password, you will need your key pair for this instance. Simply
copy & paste the contents of your private key file into the text box below,
then chck Decrypt Password.

P
& Instance:

* Requered field

Encrypted

Password: NLigsMjvZUh1EmzwbB& 103,/ /mikrSHi0yBd1+6TIHES. ..

Kay Palr: GSG_Keypar.pam

pted to dewnload and save this wher

created your key pair

Private Key*: =-=-===HEGIN ESA FRIVATE KEY===== [~
MIIEcwIBAAKCAQEASERWDCOIpt dbDX 1Kz ==
jekzoFedtxtusib0TVuV IV TEazZdniln
tgHdwlwH
HtefLlrttptEl+xLoli 91 KdSELAXE PogiH L0
Pl de the erbee text, iIncdud he Bogin

Decrypd Password

f.  Click Decrypt Password.
The console returns the default administrator password for the instance.

g. Save the password. You will need it to connect to the instance.

3. Connect to the instance using Remote Desktop:

a. Go tothe AWS Management Console and locate the instance on the Instances page.
b. Right-click the instance and select Connect.

Click Download shortcut file.
Save the shortcut file to a convenient location on your local machine.

APl Version 2011-07-15
123



Amazon Elastic Compute Cloud User Guide
Using Storage

Launch the shortcut file.

Log in using Admi ni st r at or as the username and the administrator password you got in the
previous task as the password.
The Amazon EC2 instance returns a security alert.

f.  To verify the instance, click View Certificate.
The Certificate page appears.

g. Click the Details tab.
The Details page appears.

h. Select Thumbprint and verify its value against the value you wrote down previously.

& Important

If you've launched a public AMI, verify that the thumbprint matches a thumbprint from
the instance's RDP certificate. If it doesn't, someone might be attempting a
"man-in-the-middle" attack.

i. Ifit matches, click OK and then Yes.
The Remote Desktop Connection client connects to the instance.

Transfer Files to Windows Instances from Windows

One way to transfer files between an Amazon EC2 Windows instance and your local Windows machine
is to use the local file sharing feature of Windows Remote Desktop. If you enable this option in your
Windows Remote Desktop Connection software, you can access your local files from your Amazon EC2
Windows instances. You can access local files on hard disk drives, DVD drives, portable media drives,
and mapped network drives.

For information about this feature, go to the Microsoft Support website or go to The most useful feature
of Remote Desktop | never knew about on the MSDN Blogs website.

Using Storage

Topics
e Amazon Elastic Block Store (p. 125)
¢ Amazon Simple Storage Service (p. 149)
¢ Amazon EC2 Instance Storage (p. 150)
*« Amazon EC2 Storage Options Quick Reference (p. 159)
¢ Root Device Storage (p. 159)
¢ Block Device Mapping (p. 166)

This section is intended to give you information about the primary data storage options supported by
Amazon Elastic Compute Cloud. These storage options include Amazon Elastic Block Store (Amazon
EBS), Amazon Simple Storage Service (Amazon S3), and Amazon EC2 instance storage. After reading
this section, you should have a good idea of how you can use these storage options to meet your specific
requirements.

Amazon EC2 provides you with flexible, cost effective, and easy-to-use data storage options for your
instances. Each option has a unique combination of performance and durability. These storage options
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can be used alone or with others to suit the requirements of your application. For example, you can use
Amazon Simple Storage Service (Amazon S3) to store backup copies of your data and applications. You
can use Amazon Elastic Block Store (Amazon EBS) as a primary storage device for your data requiring
frequent and granular updates. Amazon instance storage is ideal for using as temporary storage for
constantly changing information, such as caches and buffers.

Amazon Elastic Block Store (Amazon EBS) is a durable, block-level storage volume that you can attach
to a single Amazon EC2 running instance. Amazon EBS volumes behave like raw, unformatted, external
block devices you can attach. They persist independently from the running life of an Amazon EC2 instance.
After an Amazon EBS volume is attached to an instance, you can use it like any other physical hard drive.
For more information, see Amazon Elastic Block Store (p. 125).

Amazon Simple Storage Service (Amazon S3) is a repository for Internet data. Amazon S3 provides
access to reliable, fast, and inexpensive data storage infrastructure. It is designed to make web-scale
computing easy by enabling you to store and retrieve any amount of data, at any time, from within Amazon
EC2 or anywhere on the web. For more information, see Amazon Simple Storage Service (p. 149).

Amazon EC2 instance store provides temporary block-level storage for Amazon EC2 instances. When
an instance is created from an Amazon Machine Image (AMI), in most cases it comes with a preconfigured
block of pre-attached instance store. Instance store is also known as an ephemeral store. The data on
the instance store volumes persists only during the life of the associated Amazon EC2 instance. For more
information, see Amazon EC2 Instance Storage (p. 150).

Everytime you launch an instance from an AMI, a root storage device is created for that instance. The
root storage device is created either from a template stored in Amazon S3 or from an Amazon EBS
snapshot and contains all the information necessary to boot the instance. The template on Amazon S3
is copied onto the instance store when the instance is launched. All Amazon AMlIs are categorized as
either backed by Amazon EC2 instance store or backed by Amazon EBS, depending on where the root
device information is stored. There are significant differences between the instances launched from these
two types of AMIs. These differences determine the design and the architecture of your applications. For
more information, see Root Device Storage (p. 159).

Every AMI and instance has a block device mapping structure that specifies the block devices attached
to the instance. A block device mapping structure contains one or more items, and each item describes
the mapping for a single block device. Each item specifies the device name, and whether the device is
mapped to an instance store, an Amazon EBS volume, or to nothing. Block device mapping information
is included as part of the AMI details displayed in the AWS Management Console. You can also get the
information by describing the AMI with the command line tools or API. For more information, see Block
Device Mapping (p. 166).

Amazon Elastic Block Store

Topics
¢« Amazon EBS Usage Scenarios (p. 127)
e APl and Command Overview (p. 130)
¢ Creating an Amazon EBS Volume (p. 131)
¢ Attaching the Volume to an Instance (p. 133)
¢ Describing Volumes and Instances (p. 135)
¢ Making an Amazon EBS Volume Available for Use (p. 137)
¢ Creating an Amazon EBS Snapshot (p. 139)
¢ Describing Snapshots (p. 140)
¢ Modifying Snapshot Permissions (p. 142)
e Detaching an Amazon EBS Volume from an Instance (p. 144)
¢ Deleting an Amazon EBS Snapshot (p. 147)
¢ Deleting an Amazon EBS Volume (p. 148)
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Amazon Elastic Block Store (Amazon EBS) provides block level storage volumes for use with Amazon
EC2 instances. Amazon EBS volumes are highly available and reliable storage volumes that can be
attached to any running instance. The attached Amazon EBS volumes are exposed as storage volumes
that persist independently from the life of the instance.

You can attach multiple volumes to the same instance within the limits specified by your AWS account.
As per your AWS account, you can have up to 5000 EBS volumes or 20Tib in total volume storage,
whichever you reach first. Each EBS volume can be from 1GiB to 1TiB. If you find the default volume
limits not meeting your specific requirements, go to the Amazon EBS Volume Limit Request Form to
request for more.

Data Availability

When you create an Amazon EBS volume in an Availability Zone, it is automatically replicated within that
zone to prevent data loss due to failure of any single hardware component. After you create a volume,
you can attach it to any Amazon EC2 instance in the same Availability Zone. Once attached, the volume
appears as a native block device similar to a hard drive or other physical device. At that point, the instance
can interact with the volume just as it would with a local drive; the instance can format the EBS volume
with a file system such as ext3 (Linux) or NTFS (Windows) and install applications. You use the file system
to access the stored files.

An EBS volume can be attached to only one instance at a time within the same Availability Zone. However,
multiple volumes can be attached to a single instance. If you attach multiple volumes to a device that you
have named, you can stripe data across the volumes for increased I/O and throughput performance.

You can get monitoring data for your Amazon EBS volumes at no additional charge (this includes data
for the root device volumes for Amazon EBS-backed instances). For more information, see Monitoring
Amazon EBS Volumes (p. 343).

Data Persistence

An Amazon EBS volume is off-instance storage that can persist independently from the life of an instance
(An exception to this rule is an EBS volume created and attached to an instance at launch. See the
following paragraph for more information). On instance termination, the attached EBS volume automatically
detaches from the instance with the data intact. The volume can then be reattached to a new instance,
allowing for quick recovery. If you are using an EBS-backed instance, you can stop and restart that
instance without affecting the data stored in the attached volume. The volume remains attached throughout
the stop-start cycle. This allows you to process and store the data set indefinitely, only using the processing
and storage resources when required. The data set persists in the volume until the volume is deleted.
After a volume is deleted it cannot be attached to any instance.

It Note

You continue to pay for the volume usage as long as the data persists.

EBS volumes that are created and attached to an instance at launch are, by default, deleted when that
instance is terminated. This behavior can be modified by changing the value of the flag

Del et eOnTer mi nati on to f al se while launching the instance. The modified value causes the volume
to persist after the instance is terminated. This volume becomes available to be attached to another
instance. EBS volumes attached to an instance after it is already running are, by default, not deleted on
instance termination.

I Note

If the EBS volume is created when the instance is created, then the termination of the instance
deletes the volumes by default. If the volume is created explicitly, then it must be deleted explicitly.
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Snapshots

Amazon EBS provides the ability to create snapshots (backups) of any Amazon EC2 volumes. A snapshot
of an EBS volume causes a copy of the data in the volume to be written to Amazon S3, where it is stored
redundantly in multiple Availability Zones. After writing data to a volume, you can periodically create a
snapshot of the volume to use as a baseline for new volumes. The volume need not be attached to a
running instance in order to take a snapshot. The snapshots can be used to create multiple new Amazon
EBS volumes, expand the size of a volume, or move volumes across Availability Zones. When a new
volume is created using a snapshot, it is an exact replica of the original volume. By optionally specifying
a different volume size or a different Availability Zone, you can use this functionality to increase the size
of an existing volume or to create duplicate volumes in new Availability Zones. The snapshots can also
be shared with specific AWS accounts or made public.

Amazon EBS snapshots are incremental backups, meaning that only the blocks on the device that have
changed since your last snapshot will be saved. If you have a device with 100GiB of data, but only 5GiB
of data have changed since your last snapshot, only the 5GiB of modified data will be stored back to
Amazon S3. Even though snapshots are saved incrementally, the snapshot deletion process is designed
so that you need to retain only the most recent snapshot in order to restore the volume.

To help categorize and manage your volumes and snapshots, you can tag them with metadata of your
choice. For more information, see Using Tags (p. 267).

Amazon EBS Usage Scenarios

Amazon EBS is used when data changes frequently and requires long-term persistence. Amazon EBS
is particularly well-suited for use as the primary storage for a file system, database, or for any applications
that require fine granular updates and access to raw, unformatted block-level storage. Amazon EBS is
particularly helpful for database-style applications that frequently encounter many random reads and
writes across the dataset.

The combination of Amazon EC2 and Amazon EBS makes it easy to design and develop steps to optimize
the performance and resource utilization of your servers and storage devices.

The following task lists describe some o