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Before You Begin

Elastic Load Balancing Developer
Guide

Welcome to the Elastic Load Balancing Developer Guide. Amazon Web Services (AWS) provides Elastic
Load Balancing to automatically distribute your incoming application traffic across multiple Amazon Elastic
Compute Cloud (Amazon EC?2) instances. It detects unhealthy instances and reroutes traffic to healthy
instances until the unhealthy instances have been restored. Elastic Load Balancing automatically scales
its request handling capacity in response to incoming traffic.

The Elastic Load Balancing Developer Guide gives you basic information about Elastic Load Balancing
so you can make an informed decision about choosing to use it. This guide also helps you decide how
to use Elastic Load Balancing in specific user scenarios. You can choose which one is right for you.

Before You Begin

How Do I... Relevant Topics

Learn about the business case for Elastic | Elastic Load Balancing product information
Load Balancing

Learn about how Elastic Load Balancing | What is Elastic Load Balancing? (p. 3)
works and decide whether Elastic Load

Balancing is the right choice for my use

case

Where Do | Start?

We recommend that you read What is Elastic load Balancing to get answers to your question on basics.
Then, to familiarize yourself with Elastic Load Balancing, you should walk through Get Started with Elastic
Load Balancing. This tutorial will show you how to create a basic load balancer.

If you are a new AWS customer, you are eligible to use the free usage tier for twelve months following
your AWS sign-up date. The free tier includes 750 hours per month of Amazon EC2 Micro Instance usage,
and 750 hours per month of Elastic Load Balancing, plus 15 GB of data processing.
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How Do | Use Elastic Load Balancing?

Where Do |... Relevant Topics

Learnif | am eligible to use the free usage | AWS Free Usage Tier
tier for twelve months following my AWS
sign-up date

Learn how to create a basic load balancer | Get Started With Elastic Load Balancing (p. 11)
and register my Amazon EC2 instances
with the load balancer

If you've used load balancing in a physical hardware environment, you'll know how to evaluate the behavior
of the load balancer in that context. If you are planning to use load balancing in a cloud environment, you
need to be aware of some of the Elastic Load Balancing features that might affect your load balancing
scenario.

Elastic Load Balancing supports the load balancing of applications using HTTP, HTTPS (secure HTTP),
TCP, and SSL (secure TCP) listener protocols and allows you to choose the protocols for both the front-end
(client to load balancer) and the back-end (load balancer to back-end instance) connections.

Elastic Load Balancing provides several different interfaces you can use to manage your load balancers.
You can create, access, and manage your load balancers using the AWS Management Console, the
command line interface (CLI), or the Query API. You will have to install command line interface and the
Query API before you can use them.

Where Do | ... Relevant Topics

Learn about the best practices you can | Best practices in Evaluating Elastic load Balancing
use to evaluate and test Elastic Load
Balancing for your use case

Learn about the different listener Choosing Listeners for Your Load Balancer (p. 34)
protocols supported by Elastic Load
Balancing

Learn how to install the interfaces needed | Get Set Up with Elastic Load Balancing Interfaces (p. 20)
for accessing the Elastic Load Balancing

How Do | Use Elastic Load Balancing?

Elastic Load Balancing provides several features that help you load balance your applications effectively.
You can create and use your load balancer either for Amazon EC2 or within Amazon Virtual Private Cloud
(Amazon VPC), depending on where you've launched your EC2 instances.

Where Do |... Relevant Topics

Learn more about how to use the various | Using Elastic Load Balancing (p. 39)
features supported by Elastic Load
Balancing

Learn more about scenarios specific to | Deploying Elastic Load Balancing in Amazon EC2 (p. 41)
my instances launched in Amazon EC2

Learn more about scenarios specific to | Deploying Elastic Load Balancing in Amazon VPC (p. 67)
my instances launched in Amazon VPC

APl Version 2011-11-15
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What Is Elastic Load Balancing?

If you have managed an enterprise network, you know how valuable load balancers can be. With a load
balancer, you can add and remove servers as your needs change without disrupting the overall flow of
information. If one server fails, the load balancer will stop sending traffic to it. The load balancer offers
clients a single point of contact, and it can also serve as the first line of defense against attacks on your
network. You can offload the work of encryption and decryption to the load balancer, so your servers can
focus on their main task.

Load balancers are just as useful in cloud computing. Amazon Web Services (AWS) provides Elastic
Load Balancing to manage traffic on a fleet of Amazon Elastic Compute Cloud (Amazon EC2) instances.
Elastic Load Balancing has all the advantages of an on-premises load balancer, plus it offers the following
benefits:

« Distribution of requests to Amazon EC2 instances (servers) in multiple Availability Zones in a way that
minimizes the risk of overloading one single instance. And if an entire Availability Zone goes offline,
Elastic Load Balancing routes traffic to instances in other Availability Zone.

¢ Continuous monitoring of the health of Amazon EC2 instances registered with the load balancer and
send the request only to the healthy instances. If an instance becomes unhealthy, Elastic Load Balancing
stops sending traffic to that instance and spreads the load across remaining healthy instances.

¢ Support for an end-to-end traffic encrytion on those networks that uses secure (HTTPS/SSL) connections.

« Takes over the encryption and decryption work from the Amazon EC2 instances and manages it centrally
on the load balancer.

¢ Supports the sticky session feature, which is the ability to "stick" user sessions to specific Amazon EC2
instances.

¢ Association of the load balancer with your domain name. Because the load balancer is the only computer
that is exposed to the Internet, you don'’t have to create and manage public domain names for the
instances that the load balancer manages. You can point the instance's domain records at the load
balancer instead and scale as needed (either adding or removing capacity) without having to update
the records with each scaling activity.

¢ When used in a Virtual Private Cloud (VPC), supports creation and management of security groups
associated with your Elastic Load Balancing to provide additional networking and security options.

« Supports use of both the Internet Protocol version 4 (IPv4) and Internet Protocol version 6 (IPv6).

As with all Amazon Web Services, you pay only for what you use. For Elastic Load Balancing, you pay
for each hour or portion of an hour that the service is running, and you pay for each gigabyte of data that
is transferred through your load balancer. For current pricing information for Elastic Load Balancing, go
to Elastic Load Balancing Pricing.

APl Version 2011-11-15
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How Elastic Load Balancing Works

How

If you are a new AWS customer, you are eligible to use the free usage tier for twelve months following
your AWS sign-up date. The free tier includes 750 hours per month of Amazon EC2 Micro Instance usage,
and 750 hours per month of Elastic Load Balancing, plus 15 GB of data processing. For information about
the free usage tier, go to AWS Free Usage Tier.

Elastic Load Balancing Works

Elastic Load Balancing consists of two components: the load balancers and the controller service. The
load balancers monitor the traffic and handle requests that come in through the Internet. The controller
service monitors the load balancers, adding and removing capacity as needed and verifying that the load
balancers are functioning properly.

You have to create your load balancer before you can start using it. Each load balancer you create must
have a unique Domain Name System (DNS) name. For example, if you create a load balancer named
myLB in the US East Region, your load balancer might have a DNS name such as
myLB-1234567890.us-east-1.elb.amazonaws.com.

You have to register the instances that you want to load balance with the load balancer. Elastic Load
Balancing registers your load balancer with your instances using the IP addresses. When the instance
is stopped and then started, the IP address associated with your instance changes. This prevents the
load balancer from routing traffic to your restarted instance. Elastic Load Balancing gives you the option
to de-register your instance from the load balancer after you've stopped your instance, and then register
the load balancer with your instance after you've restarted.

Your load balancer monitors and routes the incoming traffic to the registered instances. Your load balancer
also monitors the health of the instances and ensures that the traffic goes to healthy instances. When
the load balancer detects an unhealthy instance, it stops routing the traffic to that instance and resumes
the routing when the instance has been restored to a healthy state. Elastic Load Balancing performs
health checks on your instances using the configuration you provide regardless of whether the instance
is in a healthy or unhealthy state.

Amazon EC2 provides the ability to launch your instances in multiple Availability Zones. You can configure
your load balancer to load balance incoming application traffic across multiple instances in a single
Availability Zone or across multiple instances in several Availability Zones in the same Region. For
example, if you choose to load balance multiple instances across two Availability Zones and all the
instances in the first Availability Zone become unhealthy, the load balancer will route traffic to the healthy
instances in the other Availability Zone. When you use multiple Availability Zones, it is important to keep
approximately the same capacity in each Availability Zone registered with the load balancer.

Using Auto Scaling with Elastic Load Balancing makes it easy to increase or decrease your back-end
capacity to meet varying traffic levels. For example, you could set a condition declaring that when the
number of healthy instances behind a load balancer goes down to two, two or more instances are launched.
Or, you could set a condition to monitor the latency of the load balancer, and when the latency exceeds
certain time period, such as three seconds, capacity is increased. You can also use AWS Management
Console to register or deregister instances used by the load balancer as the capacity requirements of
your application change over time.

Overview of Elastic Load Balancing

Elastic Load Balancing Concepts

This topic introduces you to Elastic Load Balancing basics you need to understand before you create
your load balancer.

APl Version 2011-11-15
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Elastic Load Balancing Concepts

Load Balancer

A load balancer is represented by a DNS name and a set of ports. The load balancer is the destination

to which all requests intended for your application should be directed. Each load balancer can distribute
requests to multiple EC2 instances. Load Balancers can span multiple Availability Zones within an EC2
region, but they cannot span multiple regions.

To create or work with a load balancer in a specific region, use the corresponding regional service endpoint.
For information about regions and endpoints supported by Elastic Load Balancing, go to Regions and
Endpoints.

If no endpoint is explicitly specified, the US East (Northern Virginia) Region endpoint is used by default.

Elastic Load Balancing automatically generates a DNS name for each load balancer. You can map any
other domain name (such as www.example.com) to the automatically generated DNS name using CNAME.
Or you can use an Amazon Route 53 alias for the load balancer's DNS name. Amazon Route 53 provides
secure and reliable routing to the infrastructure that uses AWS products, such as Amazon EC2, Amazon
Simple Storage Service (Amazon S3), or Elastic Load Balancing. For more information on using Amazon
Route 53 for your load balancer, see Using Domain Names with Elastic Load Balancing (p. 90). For
information about CNAME records, see the CNAME Record Wikipedia article.

Registering EC2 Instances

Elastic Load Balancing registers your load balancer with your EC2 instances using the IP addresses that
are associated with your instances.

When the instance is stopped and then restarted, the IP address associated with your instance changes.
Your load balancer cannot recognize the new IP address, which prevents it from routing traffic to your
instances. You can de-register your Amazon EC2 instances from your load balancer after you stop your
instance, and then register the load balancer with your instance after you've restarted. For more information
on deregistering and registering your EC2 instances, see De-Registering and Registering Amazon EC2
Instances (p. 85).

Availability Zones and Regions

A load balancer can distribute traffic to instances across all Availability Zones within a region. Elastic
Load Balancing does not distribute traffic across regions.

For critical applications, we recommend that you distribute incoming traffic across multiple Availability
Zones by registering multiple Availability Zones with your load balancer and registering your EC2 instances
in each registered Availability Zone.

Incoming traffic is load balanced equally across all Availability Zones enabled for your load balancer, so
it is important to have approximately equivalent numbers of instances in each zone. For example, if you
have ten instances in Availability Zone us-east-1a and two instances in us-east-1b, the traffic will still be
equally distributed between the two Availability Zones. As a result, the two instances in us-east-1b will
have to serve the same amount of traffic as the ten instances in us-east-1a. As a best practice, we
recommend you keep an equivalent or nearly equivalent number of instances in each of your Availability
Zones. So in the example, rather than having ten instances in us-east-1a and two in us-east-1b, you
could distribute your instances so that you have six instances in each Availability Zone.

For more information, see Expanding a Load Balanced Application to an Additional Availability Zone (p. 59).
Sticky Sessions

By default, a load balancer routes each request independently to the application instance with the smallest
load. However, you can use the sticky session feature (also known as session affinity), which enables
the load balancer to bind a user's session to a specific application instance. This ensures that all requests
coming from the user during the session will be sent to the same application instance.

APl Version 2011-11-15
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Elastic Load Balancing Concepts

The key to managing the sticky session is determining how long should your load balancer consistently
route the user's request to the same application instance. If your application has its own session cookie,
then you can set Elastic Load Balancing to create the session cookie to follow the duration specified by
the application's session cookie. If your application does not have its own session cookie, then you can
set Elastic Load Balancing to create a session cookie by specifying your own stickiness duration. You
can associate stickiness duration for only HTTP/HTTPS load balancer listeners.

« For more information about creating cookies that allow duration-based session stickiness, see Enabling
Duration-Based Session Stickiness (p. 95).

¢ For more information about creating cookies that allow application-specific session stickiness, see
Enabling Application-Controlled Session Stickiness (p. 97).

An application instance must always receive and send two cookies: A cookie that defines the stickiness
duration and a special Elastic Load Balancing cookie named AWSELB, that has the mapping to the
application instance.

HTTPS Support

HTTPS Support is a feature that allows you to use the SSL/TLS protocol for encrypted connections (also
known as SSL offload). This feature enables traffic encryption between your load balancer and clients
that initiate HTTPS sessions with your load balancer.

To use HTTPS Support you simply upload your certificate and key and then create a load balancer (or
create or update a listener for an existing load balancer) that uses the HTTPS (Secure HTTP) or SSL
(Secure TCT) protocol. To upload your certificate and key, you can use the AWS Management Console
when you create your load balancer. Alternatively, you can upload the certificate and key using the tools
provided by AWS Identity and Access Management (IAM). For more information on uploading SSL
certificates, see Managing Server Certificates in the AWS Identity and Access Management documentation.

For more information about the advantages of using HTTPS Support, see Advantages of Using HTTPS/SSL
with Elastic Load Balancing (p. 35). For information about creating a load balancer that uses HTTPS,
see Creating a Load Balancer With SSL Cipher Settings and Back-end Server Authentication (p. 42).

X-Forwarded-For Support

The X- For war ded- For request header helps you identify the IP address of a client. Because load
balancers intercept traffic between clients and servers, your server access logs contain only the IP address
of the load balancer. To see the IP address of the client, use the X- For war ded- For request header.
Elastic Load Balancing stores the IP address of the client in the X- For war ded- For request header and
passes the header along to your server.

The X- For war ded- For request header takes the following form:

X- Forwar ded- For: client| PAddress

The following example is an X- For war ded- For request header for a client with an IP address of
203. 0. 113. 7.

X- For war ded- For: 203.0.113.7

The following example is an X- For war ded- For request header for a client with an IPv6 address of
2001: DB8: :/ 32: 21f: 5bf f: f ebf: ce22.

‘X— Forwar ded- For: 2001: DB8::/32:21f:5bff:febf:ce22

APl Version 2011-11-15
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Architectural Overview

If you have back-end application instances in multiple Availability Zones, the X- For war ded- For request
header can contain one or more load balancer IP addresses. Because Elastic Load Balancing uses a
different load balancer for each Availability Zone, a client request can be passed from one load balancer
to another before reaching a back-end application instance. For example, if you have back-end instances
in Availability Zones US-east-1a and US-east-1b, a client request might be handled initially by the load
balancer in US-east-1a. If Elastic Load Balancing determines that this request should be routed to
US-east-1b, the load balancer in US-east-1a routes the request to the load balancer in US-east-1b. This
rerouting may occur if there are no healthy instances in US-east-1a or if sticky sessions are used and
the back-end instance is in US-east-1b. Each of the load balancers adds its IP address to the

X- For war ded- For request header.

If more than one load balancer is involved in a client request, the X- For war ded- For request header
takes the following form:

X- Forwar ded- For: clientl PAddress, previousLoadBal ancer| PAddress

The following example is an X- For war ded- For request header that arrived at a back-end application
instance in the US-east-1b Availability Zone. The client (203. 0. 113. 7) made a request that arrived first
at a load balancer in US-east-1a (10. 12. 33. 44). Subsequently, the load balancer for US-east-1a routed
the request to the load balancer in US-east-1b (10. 73. 23. 88).

X- For war ded- For: 203.0.113.7, 10.12.33.44, 10.73.23.88

X-Forwarded-Proto Support

The X- For war ded- Pr ot o request header helps you identify the protocol (HTTP or HTTPS) that a client
used to connect to your server. Your server access logs contain only the protocol used between the server
and the load balancer; they contain no information about the protocol used between the client and the
load balancer. To determine the protocol used between the client and the load balancer, use the

X- For war ded- Pr ot o request header. Elastic Load Balancing stores the protocol used between the
client and the load balancer in the X- For war ded- Pr ot o request header and passes the header along
to your server.

Your application or website can use the protocol stored in the X- For war ded- Pr ot o request header to
render a response that redirects to the appropriate URL.

The X- For war ded- Pr ot o request header takes the following form:

X- Forwar ded- Proto: ori gi nati ngProtocol

The following example contains an X- For war ded- Pr ot o request header for a request that originated
from the client as an HTTPS request:

X- For war ded- Prot o: HTTPS

Architectural Overview

The following diagram shows how the various components of the Elastic Load Balancing work together.
The remainder of this section provides a step-by-step view of the flow of events that takes place when a
client requests a URL served by your applications.
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User
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This example assumes that you have created a load balancer, created a custom domain name and
associated your load balancer with the domain name using a CNAME entry in DNS, and have registered
your instances with it.

1. Theclientsends a URL request to DNS servers to access your application. The DNS server responds
with a DNS name. For example, myLB-1234567890.us-east-1.elb.amazonaws.com.

2. The client looks for the resolution of the DNS name sent by the DNS server. The DNS entry is
controlled by Amazon because your application instances are under the amazonaws.com domain.
The Amazon DNS servers return one or more IP addresses.

3. The client then opens a connection to the machine at the provided IP address. The instance at this
address is the load balancer you created.

4. The load balancer checks the health states of all the registered EC2 application instances within the
selected Availability Zones and will begin routing trafic to instances that have met the healthy threshold
defined in the health check configuration.

5. The load balancer routes the client request to the healthy EC2 application instance identified in the
previous step. At this point, the client is communicating with one of your EC2 instances through your
load balancer. The load balancer listeners can be configured to use either HTTP, HTTPS, TCP, or
SSL protocols for both front-end connection (client to load balancer) and back-end connection (load
balancer to back-end instance).

it Note
Amazon Route 53 is AWS's highly available and cost-effective DNS service. Using Amazon
53's Alias records will provide performance improvements as the clients will then need to

only make a single request to resolve the domain name. Also, queries to Alias records are
free of charge.

Available Interfaces

You can access and work with your load balancer using one of the following interfaces:

APl Version 2011-11-15
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Integration With AWS Services

« AWS Management Console—A simple web-browser interface that you can use to create and manage
your load balancers without using additional software or tools. On the AWS site, you can open the
console by clicking Sign in to the AWS Console.

¢ Command Line Interfaces (CLI)—A Java-based command-line client that wraps the SOAP API.
¢ Programmatic Interface— SDKs provided by AWS, third-party libraries, and Elastic Load Balancing

Query API.

For information on installing and using the command line interfaces, Query APIls, and SDKs provided by
AWS, see Get Set Up with Elastic Load Balancing Interfaces (p. 20).

Integration With AWS Services

Elastic Load Balancing integrates with the following AWS services to provide solutions to help your load
balancer improve availability and scalability of your applications.

Amazon Web Services

Amazon EC2

Auto Scaling

Amazon CloudWatch

Amazon Route 53

AWS Identity and Access
Management (IAM)

Solutions

Runs your back-end application instances.

Creates capacity groups of instances that can grow or shrink on demand.
For more information, go to the Auto Scaling Developer Guide.

Collects the data provided by your load balancer and presents it as
readable, near real-time metrics. These metrics can be used to monitor
the health state of your instances. You can create an Amazon
CloudWatch alarm to send notification to an Auto Scaling policy if an
individual metric goes outside of what you consider an acceptable range.
For more information on using Amazon CloudWatch with your load
balancer, see Monitoring Your Load Balancer Using CloudWatch (p. 99).
For information on Amazon CloudWatch go to the Amazon CloudWatch
Developer Guide.

Provides secure and reliable routing to your application instances. Route
53 automatically routes queries to the nearest DNS server in a global
network of DNS servers, resulting in low latency. You can use Route 53
to translate friendly domain names like www.example.com into IP
addresses like 192.0.2.1. For information on using Amazon Route 53
to create a custom domain name for your load balancer see Using
Domain Names with Elastic Load Balancing (p. 90). For information on
Amazon Route 53, go to the Amazon Route 53 Developer Guide.

Manages users and user permissions in AWS. IAM provides central
control over users and security credentials. Use IAM to create create
multiple users who can use AWS products, each with individual security
credentials, all controlled by a single AWS account. For information on
specifying user permissions for Elastic Load Balancing resources, see
Controlling User Access to Your AWS Account (p. 105). For information
on AWS Identity and Access Management, go to Using IAM.

The following diagram shows how the various services in AWS integrate with Elastic Load Balancing.
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Where Do | Go From Here

HTTR/HTTPS/
TCPR/SSL

User p&"ll/u"/
Client -
—
—
-

—

-

/

-
@ -
Elastic Load Balancer

HTTP/HTTPS/
TCR/S5L

EC2Z Instances with
CloudWatch
(Optional)

Auto Scaling
{Optional)

HTTR/HTTPS/
TCPR/SSL

EC2 Instances with
CloudWatch
(Optional)

\

AWS Management
Console

AWS DNS

Route 53 Zone Apex

(Optional}

AWS Clouy

.——— ELB Operations/Settings

Where Do | Go From

« You might want to test drive Elastic Load Balancing by creating a basic load balancer and registering
your EC2 instances with the newly created load balancer. Get Started with Elastic Load Balancing (p. 11)
provides information on creating a basic load balancer using the AWS Management Console.

* You might want to explore some common user scenarios for Elastic Load Balancing. Before you do
this, you must install the tools and interfaces that you plan to use to access your load balancer. For
information on installing the command line interfaces and using the Query API, go to Get Set Up with

Elastic Load Balancing Interfaces.

¢ For detailed instructions on using Elastic Load Balancing in Amazon EC2, go to How Do | Use Elastic

Load Balancing in Amazon EC2

» For detailed instructions on using Elastic Load Balancing in Amazon Virtual Private Cloud(VPC), go to

Requests/Traffic

Here

How Do | Use Elastic Load Balancing in Amazon VPC.

APl Version 2011-11-15

10

ELB Owner/
1AM User


http://docs.amazonwebservices.com/ElasticLoadBalancing/latest/DeveloperGuide/ProgrammingGuide.html
http://docs.amazonwebservices.com/ElasticLoadBalancing/latest/DeveloperGuide/ProgrammingGuide.html
http://docs.amazonwebservices.com/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
http://docs.amazonwebservices.com/ElasticLoadBalancing/latest/DeveloperGuide/UserScenarios.html
http://docs.amazonwebservices.com/ElasticLoadBalancing/latest/DeveloperGuide/UserScenariosForVPC.html

Elastic Load Balancing Developer Guide

Get Started with Elastic Load
Balancing

Topics
e Task 1: Configure Listeners (p. 12)
¢ Task 2: Configure Health Check (p. 14)
¢ Task 3: Register Amazon EC2 Instances (p. 15)
¢ Task 4: Review Settings (p. 16)
¢ Task 5: Create a Load Balancer (p. 17)
¢ Task 6: Delete Your Load Balancer (p. 18)

After you read What Is Elastic Load Balancing? (p. 3), and you decide you want load balancing for your
Amazon Elastic Compute Cloud instances, it's time to get started with basic load balancing tasks. Your
first task will be to create a load balancer.

The following task list gives you a general overview of the steps you'll need to follow to create a basic
load balancer. After this task list you'll step through detailed procedures for each part of the creation
process.

Creating a Basic Load Balancer

1 | Configure the listeners for your load balancer by specifying the ports and protocols to use for
front-end connection (client to load balancer) and back-end connection (load balancer to back-end
instance).

Configure a health check for your Amazon EC2 back-end instances.
Register your Amazon EC2 instances with the load balancer.
Review settings.

Create and test your load balancer.

o g A~ WDN

[Optional] Delete your load balancer.
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Elastic Load Balancing Developer Guide
Task 1: Configure Listeners

The following step-by-step instructions will help you create a basic load balancer using the AWS
Management Console, a point-and-click web-based interface. Before you get started with the console,
be sure you've done the following:

¢ Sign up for Amazon Web Services (AWS). If you haven't signed up for AWS yet, go to
http://aws.amazon.com and click the Sign Up Now button.

It Note

If you are a new AWS customer, you are eligible to use the free usage tier for twelve months
following your AWS sign-up date. The free tier includes 750 hours per month of Amazon EC2
Micro Instance usage, and 750 hours per month Elastic Load Balancing plus 15GB of data
processing. For more information on what is available on the free tier, go to AWS Free Usage
Tier.

¢ Sign in to the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2/.

¢ Launch Amazon EC2 instances with HTTP access on port 80. You'll be registering these instances
with your load balancer. For more information about launching Amazon EC2 instances, see Launching
and Using Instances in the Amazon Cloud Compute User Guide.

& Important

The load balancer you're about to create will be live (and not running in a sandbox). If you are
not signed up for free usage tier, you will incur the standard Elastic Load Balancing usage fees
for the load balancer until you terminate it. The total charges will be minimal (typically less than
a dollar), if you complete the Getting Started in one sitting and delete your load balancer when
you are finished. For more information about Elastic Load Balancing usage rates, go to the Elastic
Load Balancing product page.

Click Task 1: Configure Listeners (p. 12) to get started.

Task 1: Configure Listeners

To configure listeners for your load balancer
1. Start the Create Load Balancer wizard:

a. Inthe Amazon EC2 Console Dashboard page, click Load Balancers in the Navigation pane.
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Region:

Getting Started =

= US East (Virginia) +

EC2 Dashboard To start using Amazon EC2 you will want to launch a virtual server, known as

Scheduled Events an Amazon EC2 instance.

INSTANCES

Instances Launch Instance

Spot Requests
Reserved Instances

Note: Your instances will launch in the US East (\Virginia) region.
=/ IMAGES
AMIs
Bundle Tasks Service Health -

ELASTIC BLOCK STORE |}
Volumes
Snapshots Current Status Details

Service Status

NETWORK & SECURITY o Amazon EC2 (US East - N. Virginia) Service is operating normally
Security Groups

Elastic IPs

Placement Groups Availability Zone Status
Current Status Details
Key Pairs

Network Interfaces

* View complete service health details

@ us-east-1a Availability zone is operating normally

b. Onthe Load Balancers page, click Create Load Balancers.

2. Onthe DEFINE LOAD BALANCER page, make the following selections:

a. Enter a name for your load balancer (e.g., MyLoadBal ancer).

b. Leave CreatelLB inside set to EC2 because in this example you'll create your load balancer in
Amazon EC2.

it Note
If you want to create a load balancer for your EC2 instances inside Amazon Virtual

Private Cloud (Amazon VPC), see Deploying Elastic Load Balancing in Amazon
VPC (p. 67)

c. Leave Listener Configuration set to the default value for this example.

& Important

The default settings require that your Amazon EC2 HTTP servers are active and
accepting requests on port 80.
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Task 2: Configure Health Check

Create a New Load Balancer Cancel %

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name so
that you can identify it from other load balancers you might create. You will also need to configure ports and protocols for
your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances.
By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer Name: Myl oadBalancer

Create LB inside: pC2 -
Listener
Configuration:
Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port  Actions
HTTP 80 HTTP 80
HTTP ~ HTTP ~ [ osave |

3. Click Continue.

Task 2: Configure Health Check

Now that you have defined the load balancer's name and have kept the default settings for the listener
ports, you're ready to use the CONFIGURE HEALTH CHECK page of the Create Load Balancer wizard.

Elastic Load Balancing routinely checks the health of each load-balanced Amazon EC2 instance based
on the configurations that you specify. If Elastic Load Balancing finds an unhealthy instance, it stops
sending traffic to the instance and reroutes traffic to healthy instances.

To configure a health check for your Amazon EC2 instances

1. Onthe CONFIGURE HEALTH CHECK page of the Create a New Load Balancer wizard, set the
following configurations:

a. Leave Ping Protocol set to its default value of HTTP.
b. Leave Ping Port set to its default value of 80.

Elastic Load Balancing pings the port you choose (in this example, port 80) to send health check
gueries to your Amazon EC2 instances.

& Important
Your Amazon EC2 instances must accept incoming traffic on the ping port. This example

assumes that each of your instances has a working HTTP server that accepts incoming
traffic on port 80.

c. Inthe Ping Path field, replace the default value with a single forward slash ("/").
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Task 3: Register Amazon EC2 Instances

Create a New Load Balancer Cancel X

Your load balancer will automatically perform health checks on your EC2 instances and orly route traffic to instances that
pass the health check. If an nstance fails the health check, it is automatically removed from the load balancer. Customize
the health check to meet your specific needs.

Configuration Options:

Ping Pratocol: HTTP =
Ping Port: 0
Ping Path: |

Elastic Load Balancing sends health check queries to the path you specify in Ping Path. This
example uses a single forward slash so that Elastic Load Balancing sends the query to your
HTTP server's default home page, whether that default page is named i ndex. ht i ,

defaul t. htm , or a different name.

d. Leave the Advanced Options set to their default values.

nced Optis

Create a New Load Balancer Cancel [x

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that
pass the health check. If an instance fails the health check, it is automatically removed from the load balancer. Customize
the health check to meet your specific needs.
Configuration Options:

Ping Protocol: HTTP -

Ping Port: 50
Ping Path: /
Advanced Options:

Time to wait when receiving a response from

Response Timeout: 5 Secends the health check (2 sec - 60 sec).

. » ; :
Health Check Interval: 05  Minutes i&n;ol::‘r:.:]of time between health checks (0.1 min
Number of consecutive health check failures

Unhealthy Threshold: 2345678910 before declaring an EC2 instance unhealthy.

Number of consecutive health check successes

Healthy Threshold: 234567 8 910 before declaring an EC2 instance healthy.

2. Click Continue.

Task 3: Register Amazon EC2 Instances

Now that you've made your configuration choices you're ready to add your EC2 instances using the ADD
INSTANCES page of the Create Load Balancer wizard.
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Task 4: Review Settings

To register your Amazon EC2 instances

1. Onthe ADD INSTANCES page, check the boxes in the Select column to add instances to your load
balancer.

Create a New Load Balancer Cancel [x

The table below lists all your running EC2 Instances that are not already behind another load balancer or part of an
auto-scaling capacity group. Check the boxes in the Select column to add those instances to this load balancer.

Manually Add Instances to Load Balancer:

Select  Instance Name State Security Groups Availability Zor
i-770af21c & running default us-east-lc *
1-5b8b7030 @ running default us-east-lc |2
&) i-Thad2alf ) running default us-east-1c
o i-0504626f @ running default us-east-1c
i-dce129b1 @ running default us-east-1d
i-2aBf5547 & running default us-east-1d

select all | select none

Availability Zone Distribution:

2 instances in us-east-1c
2 instances in us-east-1d
0 instances in us-east-1a

2. Click Continue.

Task 4: Review Settings

Now that you've added your EC2 instances to your load balancer it's time to use the REVIEW page of
the Create a New Load Balancer wizard to review the settings you have selected.

To review your settings

1. Onthe Review page of the Create a New Load Balancer wizard, check your settings. You can
make changes to the settings by clicking the edit link for each setting.

It Note

The settings can be modified even after you've created your load balancer. Use command
line interface (CLI) or the Query API to modify settings on your existing load balancer. For
information on installing and using the tools, see Get Set Up with Elastic Load Balancing
Interfaces (p. 20)
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Task 5: Create a Load Balancer

Create a New Load Balancer Cancel [x

REVIEW

Load Balancer Name: MylLoadBalancer
Port Configuration:

80 (HTTP) forwarding to 80 (HTTP)
Edit Load Balancer Definitio

Ping Target: HTTP:80:/ Unhealthy Threshold: 2
Timeout: 5 Healthy Threshold: 10

Interval: 0.5
dit Health Chec
EC2 Instances: i-770af21c, i-5b8b7030, i-dcel129b1, i-2a8f5547
dit EC2 Instance Selection

VPC:
Subnets:

Please review your selections on this page.

< Back Clicking "Create" will launch vour load balancer.
Check the Amazon EC2 product page for load

balancer pricing info

2. Click Create.

Task 5: Create a Load Balancer

Now that you've made your configuration choices, added your instances, reviewed your selections, and
have clicked Create, you're ready to create your load balancer.

To create your load balancer

1. After you click Create button in the REVIEW page, a confirmation window opens. Click Close.

Create a New Load Balancer Cancel X

Your load balancer has been creaved

Note: It may take a few minutes for your instances to become active in the new load balancer.
View my load balancers and check their status.

Back Close:

2. When the confirmation window closes, the Load Balancers page opens. Your new load balancer
now appears in the list.

Q%, Create Load Balancer E Show/Hide .G' Refresh

Load Balancer Name DNS Name Port Configuration Availability Zones

] ,+, my-load-balancer my-load-balancer-631164733.us-east-1.elb.amazonaws.com 80 (HTTP) forwarding to 80 (HTTP} = us-east-1c

] WMylLoadBalancer Myl oadBalancer-1167077822 us-east-1.elb.amazonaws con 80 (HTTP) forwarding to 80 (HTTP) = us-east-1c, us-easD
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Task 6: Delete Your Load Balancer

3. Select the check box next to your load balancer.

A set of tabs opens with details about your new load balancer.

pad Balz el

2 Create Load Balancer | 3§ Delste [13 showsHide | i Refresh
Load Balancer Name DNS Name Port Configuration Availability Zones

(] .+-, my-load-balancer my-load-balancer-631164733 us-east-1.elb.amazonaws.com 80 (HTTP) forwarding to 80 (HTTP) = us-east-1c

+ MyLoadBalancer MylLoadBalancer-1167077822.us-east-1.elb.amazonaws.con 80 (HTTP) forwarding to 80 (HTTP) = us-east-1c, us-east-1d

1 Load Balancer selected
.| % Load Balancer: MyLoadBalancer

Description Instances Health Check Security

DNS Name: oadBalancer-1167077822.us-east-1.elb.amazonaws Record)
ipv6.MyLoadBalancer- S-east-1.elb.amazonaws.com (AAAA Record)

dualstack.MylLoadBalancer-1167077822.us-east-1.elb.amazonaws.com (A or AAAA Record)

Note: Because the set of 1P addresses associated with a LoadBalancer can change over time,

you should never create an "A" record with any specific IP address. If you want to use a friendly

DNS name for your LoadBalancer instead of the name generated by the Elastic Load Balancing

service, you should create a CMAME record for the LoadBalancer DNS name, or use Amazon Route 53

to create a hosted zone. For more information, see the Using Domain Names With Elastic Load Balancing

4. Totest your load balancer, copy the DNS Name value that is listed in the Description tab and paste
it into the address field of an Internet-connected web browser. If your load balancer is working, you
will see the default page of your HTTP server.

Congratulations! You've successfully created a basic load balancer. The load balancer is live and has
started incurring the standard Elastic Load Balancing usage fees. You can either delete the load balancer
now and incur minimal hourly (typically less than a dollar) charges, or continue using the load balancer.

Ir 2 Note

If you are a new AWS customer and are using the free usage tier, you can continue using the
load balancer. Go to AWS Free Usage Tier to check the number of hours available to you.

¢ For information on deleting your load balancer, see the following section.

« Elastic Load Balancing supports the load balancing of applications using HTTP, HTTPS (Secure HTTP),
TCP, and SSL (Secure TCP) listener protocols. For a quick overview of the different configurations
available for your load balancer, see Elastic Load Balancing Listener Configurations Quick
Reference (p. 36).

¢ For information on some common Elastic Load Balancing user scenarios, and the tasks needed to
accomplish efficient distribution of application loads among your Amazon EC2 instances, see Using
Elastic Load Balancing (p. 39).

¢ For information about Elastic Load Balancing usage rates, go to the Elastic Load Balancing product
page.

Task 6: Delete Your Load Balancer

As soon as your load balancer becomes available, you're billed for each hour or partial hour that you
keep the load balancer running. After you've decided that you no longer need the load balancer, you can
delete it.
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Task 6: Delete Your Load Balancer

To delete your load balancer

1. Onthe Amazon EC2 Console Dashboard page, click Load Balancers in the Navigation pane.

2. Onthe Load Balancers page, select the check box next to the load balancer you want to delete,
and then click Delete.

0!'. Create Load Balancer | | #€ Delete L.E Show/Hid

Load Balancer Name DNS Name Port Configuration Availability Zones
] + my-load-balancer my-load-balancer-531164733 us-east-1.elb.amazonaws.com 80 (HTTP) forwarding to 80 (HTTP) = us-east-1c
+ MyLoadBalancer MyLoadBalancer-1167077822. us-east-1.elb.amazonaws.com 80 (HTTP) forwarding to 80 (HTTP) = us-east-1c, us-east-1d

3. Inthe Delete Load Balancer windows, click Yes, Delete.

Delete Load Balancer Cancel [x

Are you sure you want to delete the following
load blancer?

* MylLoadBalancer

‘ Close H Yes, Delete |

Elastic Load Balancing deletes the load balancer. As soon as the load balancer is deleted, you stop
incurring charges for that load balancer.

£ Note

Even after you delete a load balancer, the Amazon EC2 instances associated with the load
balancer continue to run. You will continue to incur charges on the Amazon EC2 instances
while they are running. For information on stopping your EC2 instances, go to Stopping and
Starting Instances in the Amazon EC2 User Guide. For information on 