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How Do I...?

Welcome

The Amazon Route 53 Developer Guide gives developers an overview of how Route 53 works as a DNS
service, explains how to use the Route 53 console and the Route 53 API to create new domains and
subdomains that use Route 53 as the DNS service, and how to migrate existing domains and subdomains
to Route 53, explains how to work with hosted zones and resource record sets, and explains how to make
API requests.

How Do I...7?

How Do I? Relevant Topic

Get Started Getting Started with Route 53 (p. 10)
Understand whether Route 53 is right for my | Amazon Route 53 detail page

use case

Use the Route 53 console Getting Started: Creating a Domain that Uses

Route 53 (p. 10)

Create a new domain that uses Route 53 Creating a Domain that Uses Route 53 as the DNS
using either the console or the API Service (p. 17)

Migrate an existing domain to Route 53 using | Migrating an Existing Domain to Route 53 (p. 22)
either the console or the API

Make API requests Making API Requests (p. 90)

Get reference information about the Route 53 | Amazon Route 53 API Reference
API

API Version 2012-02-29
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Hosted Zones

What Is Route 53 and How Does It
Work?

Route 53 is a scalable Domain Name System (DNS) web service. It provides secure and reliable routing
to your infrastructure that uses Amazon Web Services (AWS) products, such as Amazon Elastic Compute
Cloud (Amazon EC2), Elastic Load Balancing, or Amazon Simple Storage Service (Amazon S3). You
can also use Route 53 to route users to your infrastructure outside of AWS.

Route 53 is an authoritative DNS service, meaning it translates friendly domains names like
www.example.com into IP addresses like 192.0.2.1. Route 53 responds to DNS queries using a global
network of authoritative DNS servers, which reduces latency. For a list of the locations of Route 53 DNS
servers, see The Amazon Route 53 Global Network on the Amazon Route 53 detail page.

You can manage your DNS records through the Route 53 console or the Route 53 API, or set account-level
user and access management through the AWS Identity and Access Management (IAM) API.

See the following topics for more information about how Route 53 works.

Topics
¢ Hosted Zones (p. 2)
e DNS Domain Name Format (p. 3)
¢ Supported DNS Resource Record Types (p. 4)
¢ NS and SOA Records that Route 53 Creates for a Hosted Zone (p. 6)
¢ Limits on Route 53 API Requests and Entity Counts (p. 7)
¢ DNS Constraints and Behaviors (p. 8)
¢ Route 53 Pricing (p. 9)
e AWS lIdentity and Access Management (p. 9)

Hosted Zones

A hosted zone is a collection of resource record sets hosted by Route 53. Like a traditional DNS zone
file, a hosted zone represents a collection of resource record sets that are managed together under a
single domain name. Each hosted zone has its own metadata and configuration information.

API Version 2012-02-29
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DNS Domain Name Format

The resource record sets contained in a hosted zone must share the same suffix. For example, the
example.com hosted zone can contain resource record sets for www.example.com and
www.aws.example.com subdomains, but cannot contain resource record sets for a www.example.ca
subdomain.

You can use the Route 53 console or API to create, list, modify, and delete hosted zones and their resource
record sets. The following table describes the actions you can perform on a Route 53 hosted zone and
provides links to how-to and reference topics.

Action Using the Route 53 Console Using the Route 53 API
Create a hosted zone See Creating a Hosted See POST CreateHostedZone.
Zone (p. 36).

Get information about the See Getting the Name Servers for | See GET GetHostedZone.
name servers for your a Hosted Zone (p. 38).
hosted zone

Delete a hosted zone See Deleting a Hosted See DELETE DeleteHostedZone.
Zone (p. 44).
List your hosted zones See Listing the Hosted Zones for | See GET ListHostedZones.

an AWS Account (p. 40).

DNS Domain Name Format

A DNS domain name consists of a series of labels separated by dots. Each label can be up to 63 bytes
long. The total length of a domain name cannot exceed 255 bytes including the dots. Route 53 supports
any valid domain name.

You can use any ASCII character from 0 to 255 decimal, but you must use escape codes in the format
\three-digit octal code touse any of the following characters:

¢ Characters 000 to 040 octal (0x00 to 0x20 hexadecimal)

¢ Characters 177 to 377 octal (Ox7F to OxFF hexadecimal)

¢ . (period), character 056 octal (Ox2E hexadecimal), when used as a character in a domain name. When
using . as a delimiter between labels, you do not need to use an escape code.

For example, to create a hosted zone for the subdomain flibar under the domain example.com, you would
specify f\ 374bar . exanpl e. com

For a list of ASCII characters and the corresponding octal codes, do an Internet search on "ascii table".

You can include any of the following characters without using escape codes:
0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnop
gqrstuvwxyz!"#$% &' ()*+,-/:;<=>2@[\]1*_"{|}~.

For alphabetic characters, regardless of whether you specify upper-case letters, lower-case letters, or
the corresponding letters in escape codes, Route 53 stores them internally as lower-case letters.

If the domain name includes any characters other than ato z, 0 to 9, - (hyphen), or _ (underscore), the
Route 53 Li st Resour ceRecor dSet s API action returns the characters as escape codes in the format
\three-digit octal code.Thisis true whether you specified the characters as characters or as
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escape codes when you created the resource record set. The Route 53 console displays the characters
as characters, not as escape codes.

Supported DNS Resource Record Types

Route 53 supports the DNS resource record types that are listed in this section. Each record type also
includes an example of how to format the Val ue element when you are accessing Route 53 using the
API.

Note

For resource record types that include a domain name, enter a fully qualified domain name, for
example, www.example.com. The trailing dot is optional; Route 53 assumes that the domain
name is fully qualified. This means that Route 53 treats www.example.com (without a trailing
dot) and www.example.com. (with a trailing dot) as identical.

A Format
An A record Val ue element must take the format of an IPv4 address in dotted decimal notation.

Example

<Val ue>192. 0. 2. 1</ Val ue>

AAAA Format

An AAAA record Val ue element must take the format of an IPv6 address, in colon-separated hexadecimal
format.

Example

<Val ue>2001: 0db8: 85a3: 0: 0: 8a2e: 0370: 7334</ Val ue>

CNAME Format

A CNAME Val ue element is the same format as a domain name.

Important

The DNS protocol does not allow you to create a CNAME record for the top node of a DNS
namespace, also known as the zone apex. For example, if you register the DNS name
example.com, the zone apex is example.com. You cannot create a CNAME record for
example.com, but you can create CNAME records for www.example.com,
newproduct.example.com, and so on.

In addition, if you create a CNAME record for a subdomain, you cannot create any other resource
record sets for that subdomain. For example, if you create a CNAME for www.example.com,
you cannot create any other resource record sets for which the value of the Name field is
www.example.com.

Route 53 also supports alias resource record sets, which allow you to route queries to an Elastic Load
Balancing load balancer, an Amazon S3 bucket that is configured as a static website, or another Route 53
resource record set. Aliases are similar in some ways to the CNAME resource record type; however, you
can create an alias for the zone apex. For more information, see Creating Alias Resource Record

Sets (p. 64).

API Version 2012-02-29
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Example

<Val ue>host nane. exanpl e. conx/ Val ue>

MX Format

An MX record Val ue element consists of two fields: a decimal number that represents the priority of the
MX record, and the domain name of a mail host, for example, mai | . exanpl e. com

Example

<Val ue>10 mai | . exanpl e. conk/ Val ue>

NS Format

An NS record Val ue element is the same format as a domain name.

Example

<Val ue>ns- 1. exanpl e. conx/ Val ue>

PTR Format

A PTR record Val ue element is the same format as a domain name.

Example

<Val ue>host nane. exanpl e. conx/ Val ue>

SOA Format

An SOA record Val ue element consists of seven fields. The first two fields are formatted as domain
names and represent the primary authority for the zone and the contact details for the zone administrator,
respectively. The remaining five fields are decimal numbers representing the zone serial number, refresh
time, retry time, expire time, and minimum time to live (TTL), respectively.

Example

<Val ue>ns- 2048. awsdns- 64. net hostmaster.awsdns.com 1 1 1 1 60</Val ue>

SPF Format

An SPF record Val ue element is the same format as a TXT format record. For information about SPF
record format, refer to the applicable documentation. For information about TXT format, see TXT
Format (p. 6).

API Version 2012-02-29
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SRV Format

Example

<Val ue>"v=spfl ip4:192.168.0.1/16 -all"</Val ue>

SRV Format

An SRV record Val ue element consists of four space-separated values. The first three values are decimal
numbers representing priority, weight, and port. The fourth value is a domain name. For information about
SRV record format, refer to the applicable documentation.

Example

<Val ue>10 5 80 host nanme. exanpl e. conx/ Val ue>

TXT Format

A TXT record Val ue element is a space separated list of double-quoted strings. A single string cannot
exceed 255 characters. In addition to the characters that are permitted unescaped in domain names,
space is allowed in TXT strings. All other octet values must be quoted in octal form. Unlike domain names,
case is preserved in character strings, meaning that Ab is not the same as aB. You can include a literal
guote in a string by escaping it.

Example

<Value>"this is a string" "a string with a \" quote init" "a string with a
\ 100 strange character in it"</Val ue>

NS and SOA Records that Route 53 Creates for
a Hosted Zone

For each hosted zone you create, Route 53 automatically creates four name server (NS) records and
one SOA record. Don't change these records.
Topics

¢ Name Server (NS) Records (p. 6)

¢ The Start of Authority (SOA) Record (p. 7)

Name Server (NS) Records

The name server records that Route 53 automatically creates at the apex of your hosted zone are the
authoritative name servers for your zone. You should not modify these records or add more name servers.
The names of Route 53 name servers look like this:

¢ ns-2048.awsdns-64.com

¢ ns-2049.awsdns-65.net

¢ ns-2050.awsdns-66.0rg

¢ ns-2051.awsdns-67.co.uk

API Version 2012-02-29
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The Start of Authority (SOA) Record

After you create a hosted zone, update your registrar's or your DNS service's name server records, as
applicable, to refer to the Route 53 name servers:

If you created a domain that uses Route 53 as the DNS service, see Updating the Registrar's Name
Servers (p. 20).

If you migrated an existing domain to Route 53, see Updating Your DNS Service's Name Server
Records (p. 25).

If you created a subdomain that uses Route 53 without migrating the parent domain, see Delegating
Responsibility for the Subdomain to Route 53 (p. 30).

If you migrated a subdomain to Route 53 without migrating the parent domain, see Delegating
Responsibility for the Subdomain to Route 53 (p. 34).

The Start of Authority (SOA) Record

The SOA record identifies the base DNS information about the domain, for example:

ns-2048. awsdns- 64. net. host naster. exanpl e.com 1 7200 900 1209600 86400

The elements of the SOA record include:

The host that created the SOA record, for example, ns- 2048. awsdns- 64. net .

The email address of the administrator in a format with the @symbol replaced by a period, for example,
host mast er . exanpl e. com The default value is an amazon.com email address that is not monitored.

A revision number to increment when you change the zone file and distribute changes to secondary
DNS servers, for example 1.

A refresh time in seconds that secondary DNS servers wait before querying the primary DNS server's
SOA record to check for changes, for example 7200.

The retry interval in seconds that a secondary server waits before retrying a failed zone transfer, for
example 900 (15 minutes). Normally, the retry time is less than the refresh time.

The expire time in seconds that a secondary server will keep trying to complete a zone transfer, for
example 1209600 (two weeks). If this time expires prior to a successful zone transfer, the secondary
server will expire its zone file. This means that the secondary server will stop answering queries because
it considers its data too old to be reliable.

The minimum time to live (TTL). This value helps define the length of time that an NXDOMAIN result,
which indicates that a domain does not exist, should be cached by a DNS resolver. Caching this negative
result is referred to as negative caching. The duration of negative caching is the lesser of the SOA
record's TTL or the value of the minimum TTL field. The default minimum TTL on Route 53 SOA records
is 900 seconds. To change the TTL for resource record sets, including SOA resource record sets, use
the ChangeResour ceRecor dSet s API. For more information, see ChangeResourceRecordSets in
the Amazon Route 53 API Reference.

Limits on Route 53 API Requests and Entity
Counts

Route 53 API requests are subject to the following limitations.

API Version 2012-02-29
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Request Limitation

ChangeResour ceRecor dSet s requests | «

Route 53 API requests .

A request cannot contain more than 100 Change elements.

A request cannot contain more than 1000
Resour ceRecor d elements.

The sum of the number of characters (including spaces) in
all Val ue elements in a request cannot exceed 32,000
characters.

All requests: Five requests per second per AWS account.
If you submit more than five requests per second, Route 53
returns an HTTP 400 error (Bad r equest ). The response
header also includes a Code element with a value of
ThrottlingandaMessage elementwith a value of Rat e
exceeded.

ChangeResourceRecordSets requests: If Route 53 can't
process a request before the next request arrives, it will
reject subsequent requests for the same hosted zone and
return an HTTP 400 error (Bad r equest ). The response
header also includes a Code element with a value of

Pri or Request Not Conpl et e and a Message element
with a value of The request was rejected because
Route 53 was still processing a prior
request.

Route 53 entities are subject to the following limitations.

Entity Limitation

Hosted zones 100 per AWS account. You can request a higher limit at
http://aws.amazon.com/route53-request.

Resource record sets 10,000 per hosted zone. You can request a higher limit at
http://aws.amazon.com/route53-request.

Resource records 100 per resource record set.

DNS Constraints and Behaviors

DNS messaging is subject to factors that affect how you create and use hosted zones and resource
record sets. This section explains these factors.

Maximum Response Size

To comply with DNS standards, responses sent over UDP are limited to 512 bytes in size. Responses
exceeding 512 bytes are truncated and the resolver must re-issue the request over TCP. If the resolver
supports EDNSO (as defined in RFC 2671), and advertises the EDNSO option to Route 53, Route 53
permits responses up to 4096 bytes over UDP, without truncation.

API Version 2012-02-29
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Authoritative Section Processing

For successful queries, Route 53 appends name server (NS) resource record sets for the relevant hosted
zone to the Authority section of the DNS response. For names that are not found (NXDOMAIN responses),
Route 53 appends the start of authority (SOA) resource record set (as defined in RFC 1035) for the
relevant hosted zone to the Authority section of the DNS response.

Additional Section Processing

Route 53 appends resource record sets to the Additional section. If the records are known and appropriate,
the service appends A or AAAA resource record sets for any target of an MX, CNAME, NS, or SRV record
cited in the Answer section. For more information about these DNS record types, see Supported DNS
Resource Record Types (p. 4).

Route 53 Pricing

As with other AWS products, there are no contracts or minimum commitments for using Route 53—you
pay only for the hosted zones you configure and the number of queries that Route 53 answers. For more
information, see Route 53 Pricing.

AWS ldentity and Access Management

Route 53 integrates with AWS Identity and Access Management (IAM), a service that lets your organization
do the following:

¢ Create users and groups under your organization's AWS Account

¢ Easily share your AWS Account resources between the users in the account
¢ Assign unique security credentials to each user

¢ Granularly control users access to services and resources

¢ Get a single AWS bill for all users in the AWS Account

For example, you can use IAM with Route 53 to control which users in your AWS Account can create a
new hosted zone or change resource record sets.

For information about using Route 53 with IAM, see Controlling User Access with IAM (p. 86).
For general information about IAM, go to:

¢ Identity and Access Management (IAM)
¢ AWS Identity and Access Management Getting Started Guide
¢ Using AWS ldentity and Access Management

API Version 2012-02-29
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Getting Started with Route 53

Whether you are creating a new DNS domain or subdomain, or migrating an existing domain or subdomain,
getting started with Route 53 is easy: create an AWS account if you don't already have one, create a
hosted zone and some resource record sets in the Route 53 console, and then update your domain
registrar to use the Route 53 name servers. The procedures in this chapter take you through the entire
process for creating a new domain that uses Route 53. We also explain your other options for accessing
Route 53.
Topics

¢ Getting Started: Creating a Domain that Uses Route 53 (p. 10)

¢ How to Use the Route 53 Console, API, AWS SDKs, and Command-Line Tool (p. 14)

Getting Started: Creating a Domain that Uses
Route 53

You can use the procedures in the following example to create a domain that uses Route 53 as the DNS
service.

Step 1: Sign Up for an AWS Account

To use Route 53, sign up for an AWS account if you don't already have one.

Note

When you sign up for an account, AWS automatically signs up the account for all services. You
are charged only for the services that you use.

To sign up for an AWS account

1. Go to http://aws.amazon.com, and then click Sign Up Now.
2. Follow the on-screen instructions.

Part of the sign-up procedure involves receiving a phone call and entering a PIN using the phone
keypad.

API Version 2012-02-29
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Step 2: Register Your Domain Name

Register your domain name. For a list of registrar web sites that you can use to register your domain
name, see ICANN.org. After your registrar notifies you that your domain name is successfully registered,
you can create a Route 53 hosted zone for the domain.

Step 3: Create a Hosted Zone

To create a domain that uses Route 53 as the DNS service, start by creating a Route 53 hosted zone.
Route 53 stores information about your domain in the hosted zone.

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

To create a hosted zone using the Route 53 console

1.

Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

In the Route 53 console, above the left pane, click Create Hosted Zone.

@ Create Hosted Zone. & Refresh | @ Help

Search: € 4 1821 0f1 Hosted Zones & Create Hosted Zone

Domain Mame Hosted Zone 1D Record Set Count Comment Dumaiwame: |

Domain for new g

I le.com. 2 he nam
] example.com. product The name

for example, example.com.
e indlude the name of
wample.com or

Create Hosted Zane

In the right pane, enter a domain name and, optionally, a comment. For more information about a
field, see the tool tip for the field.

Below the right pane, click Create Hosted Zone.

Step 4: Create Resource Record Sets in Your
Route 53 Hosted Zone

Now that you have a hosted zone, you can create resource record sets. For example, if you want a user
who enters example.com in a web browser to be routed to a host that has the IP address 192.0.2.234,
you would create a resource record set for example.com with a Type of A and a Value of 192.0.2.234.

API Version 2012-02-29
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Step 4: Create Resource Record Sets in Your Route 53
Hosted Zone

To create resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
2. On the Hosted Zones page, do one of the following:
« Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

* Double-click the row for the hosted zone.

Hosted Zones

') Ga to Record Sets ) &3 Create Hosted Zone || 3§ Delete Hosted Zone ' Refresh | @ Help

Saarch: |€ € tto1ot1bostedzanes » 3]  Hosted Zone Details
Domain Name Hosted Zone ID Record Set Count Comment Domain Name: example.com.
Domain for new :
[¥]  example.com. ke i 2 Hosted Zone ID:
product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ng-588.awsdns-09.net

* Before the Domain Name System wil siart lo route
qusites for this domain i Routs 53 name S8Ivers, you
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
25 anplicable. For more infarmation, sée Help,

3. Onthe Record Sets page, above the left pane, click Create Record Set.

€ Bock to Fosted Zones ([ Create Record Set (2 showMise | &2 Refresh || & Help

Search: any Type [=| [ Adases Only [Iweighted Only |4 € twzof2fcceasas 3 3]  Create Record Set
MName Type Value TTL Region  Weight  Set ID Name: exarnple com
11617 awsdns-61.0rg. Type: | A= I1Pvs address [=]
Bl | exmpie.com. ns z:zi::'f:::;;z?uk 172800 Alias: Oves @ o
nes-588 awsdns-00.net. )
[ example com SOA  ng1517.awsdnsE10rg, awedns 800 TTL (Seconds): 300 || 4m || &m || 0 || 14
Value:

P4 address. Enter multple addresses
on separate nes.

Exampie;
182.0.2.235
198.61.100 234

Routing Policy: @ Simple  © weighted 7 Latency

Route £3 responds to queries basad only on the values in this record. Leam
Mare

Create Record Set

4. Inthe right pane, enter the applicable values. For information about a field, see the tool tip for the
field.

Edit Record Set

Mamg: example.com LY

?

Type: The domain name for this record set. Each label can be up to
63 characters long, and the total length of the domain name
. can be up to 255 characters. To change the name of a record
Alias: | cet, click the pencil icon.

5. Below the right pane, click Create Record Set.
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Currently, the only way to verify that changes have propagated is by using the GetChange API action.
Changes generally propagate to all Route 53 name servers in a couple of minutes. In rare circumstances,
propagation can take up to 30 minutes.

Step 5: Update the Registrar's Name Server
Records

Important

Use the following procedure only if you are creating a domain. If you're migrating an existing
domain, or creating or migrating a subdomain, see the corresponding procedure in the applicable
section:

¢ Migrating an existing domain to Route 53: see Updating Your DNS Service's Name Server
Records (p. 25).

« Creating a subdomain that uses Route 53 without migrating the parent domain: see Delegating
Responsibility for the Subdomain to Route 53 (p. 30).

¢ Migrating a subdomain to Route 53 without migrating the parent domain: see Delegating
Responsibility for the Subdomain to Route 53 (p. 34).

Update the name server (NS) records with your registrar to refer to the Route 53 name servers. Perform
the following procedure.

1.

If the registrar has a method to reset the TTL settings for their name servers, we recommend that
you reset the settings to 900 seconds. This limits the time during which client requests will try to
resolve domain names using obsolete name servers. You will need to wait for the duration of the
previous TTL for resolvers and clients to stop caching the DNS records with their previous values.
A common default setting is 172800 seconds (two days). After the TTL settings expire, you can safely
delete the records that are stored at the previous provider and make changes only to Route 53.

Note
The TTL setting is only an issue if you have queried the domain, so the domain name and
IP address are cached with DNS resolvers.

In the Route 53 console, get the name servers in the delegation set for your Route 53 hosted zone:

a. Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

b. On the Hosted Zones page, click the name of the hosted zone.

c. Inthe right pane, make note of the four servers listed for Delegation Set.

Using the method provided by the registrar for the domain, replace the name servers in the registrar's
NS records with the four Route 53 name servers that you looked up in the previous step.
Depending on the TTL settings for the name servers for the parent domain, the propagation of your
changes to DNS resolvers can take 48 hours or more. During this period, DNS resolvers may still
answer requests with the name servers for the registrar. In addition, client computers may continue
to have the previous name servers for the domain in their cache.

For more information about using Route 53, see Additional Route 53 Resources (p. 113)
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How to Use the Route 53 Console, API, AWS
SDKs, and Command-Line Tool

You can access Route 53 using the Route 53 console, the Route 53 API, AWS SDKs, or the dnscur | . pl
utility.
Topics

¢ The Route 53 Console (p. 14)

¢ The Route 53 API (p. 15)

¢ AWS SDKs that Support Route 53 (p. 15)

¢ The dnscurl.pl Command-Line Tool (p. 15)

The Route 53 Console

The Route 53 console lets you create, delete, and list Route 53 hosted zones and resource record sets.

Note

Some ad-blocking plugins for web browsers interfere with Route 53 console operations, which
can cause the console to behave unpredictably. If you installed an ad-blocking plugin for your
browser, we recommend that you add the URL for the Route 53 console,
https://console.aws.amazon.com/route53/home, to the whitelist for the plugin.

To access the Route 53 console

e Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

To display help for the Route 53 console

« To display help for a field, move the cursor over the field name.

» %@ Create Hosted Zone ' Refresh | @ Help
e 14 & 181ofiHostedZones 3]  Create Hosted Zone
Domain Name Hosted Zone 1D Record Set Count Comment Dumairhﬂnme: |
Domain for new £
] example.com. - 2 et The name of the domain, for example, example.com.
prod All record sets in the hosted zone include the name of

r example, www.example.com or
operations.tokye.example.com.

Create Hosted Zone

« To display help for hosted zones or for record sets, click Help.
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2 Refresh (| @ Help |«

Hosted Zone Details Help for Route 53 Hosted Zones

A hosted zone is a collection of resource record sets

for a specified domain. After you create a hosted zone =
Hosted Zone ID: for a domain (for example, example.com), you create
resource record sets to tell the Domain Name Systemn
how you want traffic to be routed for that domain.

Domain Name: example.com.

Record Set Count: 2

Comment: Domain for new product .
y The name of each resource record set in a hosted

Delegation Set *: ns-1517.awsdns-61.org zone must end with the name of the hosted zone. For
0 ns-143.awsdns-17.com example, the example.com hosted zone can contain
ns-1825 awsdns-36.co.uk resource record sets for www.example.com and
ns-588 awsdns-09.net accounting.tokyo example com subdomains, but

* Before the Domsin Nams System will start fo cannot contain resource record sets for a

queries for this domain fo Route 53 name servers, you www.example.ca subdomain.

must updale the name senver records either with the

current DNS senvice or with the registrar for the domain, Before the Domain Name System will start to route

a5 appiicabie. For more information, see Help. queries for a domain to Route 53 name servers, you
must update the name server records either with the
current DNS service or with the registrar for the -

The Route 53 API

The Route 53 APl is a REST API that you can use to create, delete, and list Route 53 hosted zones and
resource record sets. (When using the API, you change a resource record set by deleting the existing
one and creating a new one.) For information about the Route 53 API, see the Amazon Route 53 API
Reference. For information about how to use the API, including how to authenticate REST requests, see
Making API Requests (p. 90).

AWS SDKs that Support Route 53

AWS SDK for Java version 1.2.13 and later includes a client for Route 53. For more information, see
AWS SDK for Java.

AWS SDK for .NET version 1.4.1 and later includes a client for Route 53. For more information, see AWS
SDK for .NET.

AWS SDK for Ruby version 1.6.0 and later includes a client for Route 53. For more information, see AWS
SDK for Ruby.

The dnscurl.pl Command-Line Tool

The dnscurl . pl command-line tool is a Perl script that lets you call Route 53 API actions from a Linux
command line. When you run dnscur | . pl and specify the applicable arguments for a given action,
dnscurl . pl calculates the Route 53 authentication signature, then calls Curl, a popular tool for interacting
with HTTP services. Curl passes the arguments to Route 53, and Route 53 processes the request and
returns the results.

You can get dnscurl . pl on the Route 53 Authentication Tool for Curl page. Save dnscur | . pl on the
executable path, and make it executable by running the following command at a Linux command prompt:

chnod 755 dnscurl . pl

Note
We have tested dnscur | . pl on Linux and Mac OS.
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Some customers have successfully configured Windows clients so that they can run dnscur | . pl .
For more information, see the Route 53 forum.

Before you run dnscur | . pl , install the following software:

e Curl version 7.15.5 or later.
¢ Perl, which you can download from Perl.org. dnscur | . pl was tested with Perl version 5.8.8.
¢ The following Perl modules, which you can download from CPAN:
« Digest::HMAC_SHA1
* FindBin
* MIME::Base64
* Getopt::Long
* File:Temp
* File::Basename
* Fentl
* |O::Handle

For an example of how to use dnscurl . pl , see Example: Using dnscurl.pl (p. 104).
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Creating a Domain that Uses
Route 53 as the DNS Service

You can use Route 53 as the DNS service for any registered domain name. This section explains how
to create a domain that uses Route 53 as the DNS service.

The following table summarizes the process.

Process for Creating a Domain that Uses Route 53 as the DNS Service

1

2

Register your domain name. See Registering Your Domain Name (p. 17).
Create a Route 53 hosted zone for your domain. See Creating a Hosted Zone (p. 18).

Add resource record sets to your Route 53 hosted zone. See Creating Resource Record
Sets (p. 18).

API only: Confirm that your changes have propagated to all Route 53 DNS servers. See Checking
the Status of Your Changes (API Only) (p. 20).

Note

Currently, the only way to verify that changes have propagated is by using the GetChange
API action. Changes generally propagate to all Route 53 name servers in a couple of
minutes. In rare circumstances, propagation can take up to 30 minutes.

Update your registrar's name server records. See Updating the Registrar's Name Servers (p. 20).

Registering Your Domain Name

Route 53 requires you to use a registered domain name. Before creating your Route 53 DNS service,
make sure that you have registered the domain name that you want to use. For a list of registrar web
sites you can use to register your domain name, go to ICANN.org.

After your registrar notifies you that your domain name is successfully registered, you can create a
Route 53 hosted zone for the domain.
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Important
You can create a hosted zone only for a domain that you have permission to administer. Typically,
this means that you own the domain, but you may also be developing an application for the

domain owner.

Creating a Hosted Zone

To create a domain that uses Route 53 as the DNS service, start by creating a Route 53 hosted zone.
Route 53 stores information about your domain in the hosted zone.

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

To create a hosted zone using the Route 53 console, perform the following procedure. To create a hosted
zone using the Route 53 API, use the Cr eat eHost edZone action. For more information, see POST
CreateHostedZone in the Amazon Route 53 API Reference.

To create a hosted zone using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, above the left pane, click Create Hosted Zone.

]

Domain Name

example.com.

@ Create Hosted Zone:

Hosted Zone 1D

o Refresh | @ Help

£ 1to10f 1 Hosted Zones & Create Hosted Zone

Record Set Count Comment Dumaiwame:

Domain for new

2
product

Create Hosted Zane

3. Inthe right pane, enter a domain name and, optionally, a comment. For more information about a

field, see the tool tip for the field.

4. Below the right pane, click Create Hosted Zone.

Creating Resource Record Sets

You can create resource record sets using either the Route 53 console or the Route 53 API. The resource
record sets that you create in Route 53 will become the resource record sets that DNS uses after you
update your registrar's name server records, as explained in Updating the Registrar's Name Servers (p. 20),

later in the process.
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Caution

Do not create additional name serve (NS) or start of authority (SOA) records in the Route 53
hosted zone, or delete the existing records.

To create resource record sets using the Route 53 console, perform the following procedure. To create
resource record sets using the Route 53 API, use the ChangeResour ceRecor dSet s action. For more
information, see POST ChangeResourceRecordSets in the Amazon Route 53 API Reference.

To create resource record sets using the Route 53 console

1. Signinto the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
2. On the Hosted Zones page, do one of the following:
« Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

* Double-click the row for the hosted zone.

¥ GotoRecord Sets ) T3 Create Hosted Zone || 3§ Delete Hosted Zone 2 Refresh | @ Help

- 14 4 4io1of1HostedZones 3 3]  Hosted Zone Details
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: example.com.
i Domain for new Hosted Zone ID:
]  example.com. + 2 .
P product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.0fg
ns-143 awsdns-17.com
ns-1825 awsdns-36.co.uk
ns-588. awsdns-09.net

* Before the Domain Name Sysiem wi SIS o route
queries for this domait fo Route 53 name S8Ivers. pou
st updiaie the name sener records either with the
current ONS service or with e registrar for the domain,
a5 apolcable. For more infrmation, see Hejo,

3. Onthe Record Sets page, above the left pane, click Create Record Set.

€ Buck 1o Hosted Zones. T stawise || @ Renesn || £ e
Search: any Type [=] [ Aliases Only [TWeighted Only 1€ € iwzeolzRecssses 3 3|  Create Record Set
Mamea Type Value TTL Region  Weight Set ID Name: example com
1es-1517_awsdns-51.org. Type: | A-IPvd podress [=]
ns-143. awsdns-17.com.
Bl | exampie.com. NS hs1e2s awsins26 couk Traeno Alias: Cves @ o
nes-G88. awsdns-09.nat. ;
TTL {Seconds):
O examgle com SOA  ns1517 awsdnsB1og, ausdns 900 L ¥ 300 | || gm0 |20

Value:

1244 address, Enter multple addresses.
on separate ines

Exampis:
19202235
19864100234

Routing Policy: @ Simple  © weighted 7 Latency
Route £3 responds to quenes basad only on the vakues in s record. Leam

Mare

Create Record Set

4. Inthe right pane, enter the applicable values. For information about a field, see the tool tip for the
field.
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5.

Edit Record Set

Name: examplecom %
e The domain name for this record set. Each label can be up to
63 characters long, and the total length of the domain name
. can be up to 255 characters. To change the name of a record
Alias: set, click the pencil icon.

Type:

Below the right pane, click Create Record Set.

Checking the Status of Your Changes (API Only)

Creating a new hosted zone and changing resource record sets take time to propagate to the Route 53
DNS servers. If you are using the Route 53 API, you can use the Get Change action to determine whether
your changes have propagated. For more information, see GET GetChange in the Amazon Route 53 API
Reference.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

Updating the Registrar's Name Servers

After your changes to Route 53 resource record sets have propagated to the Route 53 DNS servers (see
Checking the Status of Your Changes (API Only) (p. 20)), update your registrar's name server (NS)
records to refer to the Route 53 name servers. Perform the following procedure.

1.

If the registrar has a method to change the TTL settings for their name servers, we recommend that
you reset the settings to 900 seconds. This limits the time during which client requests will try to
resolve domain names using obsolete name servers. You will need to wait for the duration of the
previous TTL for resolvers and clients to stop caching the DNS records with their previous values.
A common default setting is 172800 seconds (two days). After the TTL settings expire, you can safely
delete the records that are stored at the previous provider and make changes only to Route 53.

Note
The TTL setting is only an issue if you have queried the domain, so the domain name and
IP address are cached with DNS resolvers.

In the Route 53 console, get the name servers in the delegation set for your Route 53 hosted zone:

a. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

b. On the Hosted Zones page, click the name of the hosted zone.

c. Inthe right pane, make note of the four servers listed for Delegation Set.

Alternatively, you can use the Get Host edZone action. For more information, see GetHostedZone
in the Amazon Route 53 API Reference.

Using the method provided by the registrar for the domain, replace the name servers in the registrar's
NS records with the four Route 53 name servers that were returned when you submitted the
Get Host edZone request in the previous step.

Some registrars only allow you to specify name servers using IP addresses; they don't allow you to
specify fully qualified domain names. If your registrar requires using IP addresses, you can get the
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IP addresses for your name servers using the dig utility (for Mac, Unix, or Linux) or the nslookup
utility (for Windows).

Depending on the TTL settings for the name servers for the parent domain, the propagation of your
changes to DNS resolvers can take 48 hours or more. During this period, DNS resolvers may still
answer requests with the name servers for the registrar. In addition, client computers may continue
to have the previous name servers for the domain in their cache.

For more information about working with your hosted zone, see the following related topics.

Related Topics

¢ Getting the Name Servers for a Hosted Zone (p. 38)
¢ Listing the Hosted Zones for an AWS Account (p. 40)
¢ Deleting a Hosted Zone (p. 44)

¢ Listing Resource Record Sets (p. 54)
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Migrating an Existing Domain to
Route 53

You can use Route 53 as the DNS service for any registered domain name. The procedures in this section
explain how to migrate an existing domain to use Route 53 as the DNS service.

Important

You can create a hosted zone only for a domain that you have permission to administer. Typically,
this means that you own the domain, but you may also be developing an application for the
domain owner.

The following table summarizes the process.
Process for Migrating an Existing Domain to Route 53
1 Create a Route 53 hosted zone for your domain. See Creating a Hosted Zone (p. 23).

2 Get resource record sets from the current DNS service for the domain that you are migrating.
See Getting Resource Record Sets from Your DNS Service Provider (p. 23).

3 Add resource record sets to your Route 53 hosted zone. See Creating Resource Record
Sets (p. 24).

4 API only: Confirm that your changes have propagated to all Route 53 DNS servers. See Checking
the Status of Your Changes (API Only) (p. 25).

Note

Currently, the only way to verify that changes have propagated is by using the GetChange
API action. Changes generally propagate to all Route 53 name servers in a couple of
minutes. In rare circumstances, propagation can take up to 30 minutes.

5 Update the name server records with your current DNS service to use the Route 53 name servers
assigned to your hosted zone. See Updating Your DNS Service's Name Server Records (p. 25).
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Creating a Hosted Zone

To migrate a domain from your existing DNS service, start by creating a Route 53 hosted zone. Route 53
stores information about your domain in the hosted zone.

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

To create a hosted zone using the Route 53 console, perform the following procedure. To create a hosted
zone using the Route 53 API, use the Cr eat eHost edZone action. For more information, see POST
CreateHostedZone in the Amazon Route 53 API Reference.

To create a hosted zone using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, above the left pane, click Create Hosted Zone.

@ Create Hosted Zone. @ Refresh | @ Help

search; | € 4 1tofoftHostedZones ¥ & Create Hosted Zone

Domain Mame Hosted Zone 1D Record Set Count Comment Dumaiwame: |

E Domain for new 7

1  example.com. 2 duct The name of the domain, for example, example.com.
pr All record zone include the name of

w.example.com or

Create Hosted Zane

3. Inthe right pane, enter a domain name and, optionally, a comment. For more information about a
field, see the tool tip for the field.

4. Below the right pane, click Create Hosted Zone.

Getting Resource Record Sets from Your DNS
Service Provider

To simplify the process of migrating an existing domain to Route 53, get resource record sets from the
DNS service provider that is currently servicing the domain. You can use this information as a basis for
creating Route 53 resource record sets; you will continue to use most of the same records after you
transfer your domain to Route 53.

How you get the existing resource record sets depends on which company you are currently using as
your DNS service provider. Typically your DNS service provider will give you a zone file, but they might
also give you the information in another format. Try asking customer support for your records list or zone
file information.
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Records that you are likely to migrate include:

¢ A (Address) records, which associate a domain name (example.com) with the IP address of the home
page for the domain (192.0.2.3)

¢ Mail server (MX) records

* CNAME records, which reroute queries for one domain name (www.example.com) to another domain
name (example.com)

¢ Other A records, CNAME records, or other supported DNS record types. For a list of supported record
types, see Supported DNS Resource Record Types (p. 4).

Creating Resource Record Sets

Using the resource record sets that you got from your current DNS service provider as a starting point,
create corresponding resource record sets in the Route 53 hosted zone. The resource record sets that
you create in Route 53 will become the resource record sets that DNS uses after you update your current
DNS service's name server records, as explained in Updating Your DNS Service's Name Server
Records (p. 25), later in the process.

Caution
Do not create additional name serve (NS) or start of authority (SOA) records in the Route 53
hosted zone, or delete the existing records.

To create resource record sets using the Route 53 console, perform the following procedure. To create
resource record sets using the Route 53 API, use the ChangeResour ceRecor dSet s action. For more
information, see POST ChangeResourceRecordSets in the Amazon Route 53 API Reference.

To create resource record sets using the Route 53 console

1. Signinto the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Onthe Hosted Zones page, do one of the following:

« Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

» Double-click the row for the hosted zone.

inated 75
¥ GotoRecord Sets ) %9 Create Hosted Zone | 3§ Delete Hosted Zone ' Refresh || @ Help

Search: 1101 of 1 Hosted Zones B Hosted Zone Details
Domain Mame Hosted Zone 1D Record Sel Count Comment Domain Name: example.com.
7] example.com 2 Domain for new Hosted Zone ID:
- i ) product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.0rg
ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ns-588. awsdns-09.net

* Before the Domain Name System will Siart fo route
queries for this domait fo Route 53 name S8Ivers. pou
st updiaie the name sener records either with the
curment DINS service or with the regisivar far the damain,
a5 apolcable. For more infrmation, see Hejo,

3. Onthe Record Sets page, above the left pane, click Create Record Set.
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example.com + R

<€ Buck 1o Hosted Zones. [ Showniise || & Remesh || @ Hep
Search: any Type [=| [ Adases Only [Iweighted Only |4 € twzof2fcceasas 3 3]  Create Record Set
Name Type Value TTL Region  Weight Set ID Name: example com
ns-1617_ awsdns-51.0rg. Type: | A= IPvd address [=]
[ examgie com. NS ::—‘:g:::z:—s‘l;c\::w 172800 Alias: Tves ®po

nes-G88. awsdns-09.net.

TTL (Seconds): | im || &m || || 14
[ examgle com SOA  ns1517.awsdnsEiong, awsdng. 500 300 LA

Value:

1244 address, Enter multple addresses.
on separate ines

Exampis:
19202235
19859100234

Routing Policy: @ Simple  © weighted 7 Latency

Route £3 responds. to queries basad onky on the values in this record. Leam
Mare

Create Record Set

4. Inthe right pane, enter the applicable values. For information about a field, see the tool tip for the
field.

Edit Record Set

Name: example com b Y

Type: e The domain name for this record set. Each label can be up to
63 characters long, and the total length of the domain name
Ali | can be up to 255 characters. To change the name of a record
ias:

Y set, click the pencil icon.

5. Below the right pane, click Create Record Set.

Checking the Status of Your Changes (APl Only)

Creating a new hosted zone and changing resource record sets take time to propagate to the Route 53
DNS servers. If you are using the Route 53 API, you can use the Get Change action to determine whether

your changes have propagated. For more information, see GET GetChange in the Amazon Route 53 API
Reference.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

Updating Your DNS Service's Name Server
Records

After your changes to Route 53 resource record sets have propagated to the Route 53 DNS servers (see
Checking the Status of Your Changes (API Only) (p. 25)), update your previous DNS service's name
server (NS) records to refer to the Route 53 name servers. Perform the following procedure.

To update your DNS service's hame server records to refer to Route 53 name servers

1. Optional: Using the method provided by your previous DNS service, back up the zone file for the
domain.
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2. If your previous DNS service has a method to change the TTL settings for their name servers, we
recommend that you reset the settings to 900 seconds. This limits the time during which client requests
will try to resolve domain names using obsolete name servers. You will need to wait for the duration
of the previous TTL for resolvers and clients to stop caching the DNS records with their previous
values. A common default setting is 172800 seconds (two days). After the TTL settings expire, you
can safely delete the records that are stored at the previous provider and make changes only to
Route 53.

3. Inthe Route 53 console, get the name servers in the delegation set for your Route 53 hosted zone:

a. Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

b. On the Hosted Zones page, click the name of the hosted zone.

c. Inthe right pane, make note of the four servers listed for Delegation Set.

Alternatively, you can use the Get Host edZone action. For more information, see GetHostedZone
in the Amazon Route 53 API Reference.

4. Using the method provided by your DNS service, replace the name servers in your previous DNS
service's NS records with the four Route 53 name servers that were returned when you submitted
the Get Host edZone request in the previous step.

Depending on the TTL settings in your previous DNS service's NS records, the propagation of your
changes to DNS resolvers can take 48 hours or more. During this period, DNS resolvers may still
answer requests with the name servers for your previous DNS service. In addition, client computers
may continue to have the previous name servers for the domain in their cache.

To learn more about working with your hosted zone, see the following related topics.

Related Topics

¢ Getting the Name Servers for a Hosted Zone (p. 38)
¢ Listing the Hosted Zones for an AWS Account (p. 40)
¢ Deleting a Hosted Zone (p. 44)

¢ Listing Resource Record Sets (p. 54)
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Creating a Subdomain that Uses
Route 53 without Migrating the
Parent Domain

This section explains how to create a subdomain that uses Route 53 as the DNS service without migrating
the parent domain from another DNS service.

Process for Creating a Subdomain that Uses Route 53 without Migrating the Parent Domain
from another DNS Service

1 Create a Route 53 hosted zone for the subdomain. See Creating a Hosted Zone for the New
Subdomain (p. 27).

2 Add resource record sets for the new subdomain to your Route 53 hosted zone. See Creating
Resource Record Sets (p. 28).

3 API only: Confirm that your changes have propagated to all Route 53 DNS servers. See Checking
the Status of Your Changes (API Only) (p. 30).

Note

Currently, the only way to verify that changes have propagated is by using the GetChange
API action. Changes generally propagate to all Route 53 name servers in a couple of
minutes. In rare circumstances, propagation can take up to 30 minutes.

4 Delegate responsibility for the subdomain to Route 53. See Delegating Responsibility for the
Subdomain to Route 53 (p. 30).

Creating a Hosted Zone for the New Subdomain

When you want to use Route 53 as the DNS service for a new subdomain without migrating the parent
domain, you start by creating a hosted zone for the subdomain. Route 53 stores information about your
subdomain in the hosted zone.

API Version 2012-02-29
27


http://docs.aws.amazon.com/Route53/latest/APIReference/API_GetChange.html

Amazon Route 53 Developer Guide
Creating Resource Record Sets

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

To create a hosted zone using the Route 53 console, perform the following procedure. To create a hosted
zone using the Route 53 API, use the Cr eat eHost edZone action. For more information, see POST
CreateHostedZone in the Amazon Route 53 API Reference.

To create a hosted zone using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, above the left pane, click Create Hosted Zone.

@ Create Hosted Zone: &' Refresh | @ Help

Search: € 4 1tofoftHostedZones ¥ & Create Hosted Zone

D“mai“[g“"“": companymig.example com
"

The name of the n, for example, example.com.

Create Hosted Zane

3. Inthe right pane, enter a domain name and, optionally, a comment. For more information about a
field, see the tool tip for the field.

4. Below the right pane, click Create Hosted Zone.

Creating Resource Record Sets

You can create resource record sets using either the Route 53 console or the Route 53 API. The resource
record sets that you create in Route 53 will become the resource record sets that DNS uses after you
delegate responsibility for the subdomain, to Route 53, as explained in Delegating Responsibility for the
Subdomain to Route 53 (p. 30), later in the process.

Caution
Do not create additional name serve (NS) or start of authority (SOA) records in the Route 53
hosted zone, or delete the existing records.

To create resource record sets using the Route 53 console, perform the following procedure. To create
resource record sets using the Route 53 API, use the ChangeResour ceRecor dSet s action. For more
information, see POST ChangeResourceRecordSets in the Amazon Route 53 API Reference.

To create resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
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2. Onthe Hosted Zones page, do one of the following:

« Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

» Double-click the row for the hosted zone.

Hosted Zones

> GotoRecord Sets ) @ Create Hosted Zone || 3§ Delete Hosted Zone

& Refresh || @ Help

Soarch: [€ € 1t020t2bosnazones 3 ] Hosted Zone Detalls
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: companymig.example com.
companymtg.example.com, AREMEETRENS 2 Company meeting Hosted Zone ID: =5l i

live stream
Record Set Count: 2

Comment: Company maating live
shraam

1 Delegation Set *: ns-1893 awsdns-44_co.uk

ns-402 awsdns-50.com
ns-613 awsdns-12.net
ns-1204 awsdns-22_org

* Before the Domain Name System wil starf fo roufe
guenas for this domain fo Route 53 NSme SENVers, you
must ypdate the meame server necords ather with the
current DNS service or with the registrar for the domain,
a5 applcabie. For more imformation, see Help.

3. Onthe Record Sets page, above the left pane, click Create Record Set.

companymgt.example.com = Record Sets

£ Back to Hoated Zones (Ll Craate Racord Sat

(I} shewtids | & Rebash | @ Hep
Smarch: &y Type [ =] U] Aliasas anty [ Weightad Onfy |4 & ttozolzRecodses » ] Create Record Set

MName Type Walue TTL Region Wweight | Set ID Name: companymgt example. com

5624 awsdns-14.net Type: | A-IPvs address =]

n5-2027 awsdns-61.co
companymgt.example.c NS 1349, awsdns—40.or¢ 172600 Alias: Tves &N

n5-244 awsdns-30.con

TIL {Seconds):

companymgt.example.c SOA ns-624.awsdns-14.net | 900 (Faconds): 300 | | dm [|.5m [} th || 4d

Valwe: |

1Pt addres=. Enter mutipie addresses
©n separsis ines.

182.0.2.235
198.61.100.234

Routing Policy: @ Simple ) Weighted 7 Latency

Routs 53 responds bo quariss basad only on the valuss. in this record. Learn
Mere

Creste Record Set

4. Inthe right pane, enter the applicable values. For information about a field, see the tool tip for the

field.

Edit Record Set

Namg example.com L Y
Type- ?
yYpe:

The domain name for this record set. Each label can be up to
63 characters long, and the total length of the domain name
can be up to 255 characters. To change the name of a record
set, click the pencil icon.

Alias:

5. Below the right pane, click Create Record Set.
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Checking the Status of Your Changes (API Only)

Creating a new hosted zone and changing resource record sets take time to propagate to the Route 53
DNS servers. If you are using the Route 53 API, you can use the Get Change action to determine whether
your changes have propagated. For more information, see GET GetChange in the Amazon Route 53 API
Reference.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

Delegating Responsibility for the Subdomain to
Route 53

After your changes to Route 53 resource record sets have propagated (see Checking the Status of Your
Changes (API Only) (p. 30)), delegate responsibility for the subdomain to Route 53 by updating the zone
file for the DNS service of the parent domain. Perform the following procedure.

1. Using the method provided by your DNS service, back up the zone file for the parent domain.

2. Inthe Route 53 console, get the name servers in the delegation set for your Route 53 hosted zone:

a. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

b. On the Hosted Zones page, click the name of the hosted zone.

c. Inthe right pane, make note of the four servers listed for Delegation Set.

Alternatively, you can use the Get Host edZone action. For more information, see GetHostedZone
in the Amazon Route 53 API Reference.

3. Using the method provided by the DNS service of the parent domain, add NS records for the
subdomain to the zone file for the parent domain. In these NS records, specify the four Route 53
name servers that are associated with the hosted zone that you created in Step 1.

Caution

Do not add a start of authority (SOA) record to the zone file for the parent domain. Because the
subdomain will use Route 53, the DNS service for the parent domain is not the authority for the
subdomain.

If your DNS service automatically added an SOA record for the subdomain, delete the record
for the subdomain. However, do not delete the SOA record for the parent domain.

For more information about working with Route 53, see the following related topics.
Related Topics

¢ Getting the Name Servers for a Hosted Zone (p. 38)
e Listing the Hosted Zones for an AWS Account (p. 40)
¢ Deleting a Hosted Zone (p. 44)

¢ Listing Resource Record Sets (p. 54)
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Migrating a Subdomain to Route 53
without Migrating the Parent
Domain

This section explains how to migrate a subdomain to use Route 53 as the DNS service without migrating
the parent domain from another DNS service.

Process for Migrating a Subdomain to Route 53 without Migrating the Parent Domain from
another DNS Service

1

Create a Route 53 hosted zone for the subdomain. See Creating a Hosted Zone for the Subdomain
that You Are Migrating (p. 32).

Get resource record sets from the current DNS service for the parent domain. See Getting
Resource Record Sets for the Parent Domain (p. 32).

Add resource record sets for the subdomain to your Route 53 hosted zone. See Creating Resource
Record Sets (p. 33).

API only: Confirm that your changes have propagated to all Route 53 DNS servers. See Checking
the Status of Your Changes (API Only) (p. 34).

Note

Currently, the only way to verify that changes have propagated is by using the GetChange
API action. Changes generally propagate to all Route 53 name servers in a couple of
minutes. In rare circumstances, propagation can take up to 30 minutes.

Delegate responsibility for the subdomain to Route 53. See Delegating Responsibility for the
Subdomain to Route 53 (p. 34).
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Creating a Hosted Zone for the Subdomain that
You Are Migrating

If you want to use Route 53 as the DNS service for a subdomain that you are migrating from another
DNS service without migrating the parent domain, you start by creating a hosted zone for the subdomain
that you are migrating. Route 53 stores information about your subdomain in the hosted zone.

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

To create a hosted zone using the Route 53 console, perform the following procedure. To create a hosted
zone using the Route 53 API, use the Cr eat eHost edZone action. For more information, see POST
CreateHostedZone in the Amazon Route 53 API Reference.

To create a hosted zone using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, above the left pane, click Create Hosted Zone.

@ Creote Hosted Zone

Saarch: € € 1ioiofiHestedZones 3 3 Create Hosted Zone

'[g‘"“e: comp g.example.com

The name of the demain, fer example, example.com.
al he hosted zone include the name of
www.example.com ar

.com.

Create Hosted Zane

3. Inthe right pane, enter a domain name and, optionally, a comment. For more information about a
field, see the tool tip for the field.

4. Below the right pane, click Create Hosted Zone.

Getting Resource Record Sets for the Parent
Domain

To simplify the process of migrating an existing subdomain to Route 53, get resource record sets from
the DNS service provider that is currently servicing the parent domain. You can use this information as
a basis for creating Route 53 resource record sets; you will continue to use most of the same records
after you transfer your subdomain to Route 53.
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How you get the existing resource record sets depends on which company you are currently using as
your DNS service provider. Typically, your DNS service provider will give you a zone file, but they might
also give you the information in another format. Try asking customer support for your records list or zone
file information.

Creating Resource Record Sets

Using the resource record sets that you got from your current DNS service provider as a starting point,
create corresponding resource record sets in the Route 53 hosted zone that you created for the subdomain.
The resource record sets that you create in Route 53 will become the resource record sets that DNS uses
after you delegate responsibility for the subdomain to Route 53, as explained in Delegating Responsibility
for the Subdomain to Route 53 (p. 34), later in the process.

Caution
Do not create additional name serve (NS) or start of authority (SOA) records in the Route 53
hosted zone, or delete the existing records.

To create resource record sets using the Route 53 console, perform the following procedure. To create
resource record sets using the Route 53 API, use the ChangeResour ceRecor dSet s action. For more
information, see POST ChangeResourceRecordSets in the Amazon Route 53 AP| Reference.

To create resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
2. On the Hosted Zones page, do one of the following:
¢ Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

* Double-click the row for the hosted zone.

¥ GotoRecord Sets ) @ Create Hosted Zone || 3 Delete Hosted Zone & Refresh || @ Help

= é 1t02 of 2 Hosted Zones B Hosted Zone Details
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: companymig.example.com.
Company meeting Hosted Zone ID:

o] companymtg.example.com e 2 .
panymtg p live stream
Record Set Count: 2

Comment: Company mesting live
stream

J Delegation Set *: ns-1893 awsdns-44_co.uk

ns-402 awsdns-50.com
ns-613. awsdns-12.net
ng-1204.awsdns-22.org

* Before the Domain Name System wil starf fo roufe
guenas for this domain fo Route 53 NSme SENVers, you
Must YPOALS the MEME SENVEr reconts aihar with the
current DNS service or with the registrar for the domain,
a5 appicabie. For more infarmation, see Hel,

3. Onthe Record Sets page, above the left pane, click Create Record Set.
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L4l Create Racord Set

4 Sack 1o Hoslad Zones (T3 Showitide | & Retash | @ Help
Smarch: [any Trpe [=] [ Aliasas Gnly [ weightad Onty |4 ¢ twzorzRmodses » 3]  Create Record Set
Name Type Value TIL Region Weight  Set ID Hame: companymgt. example. com
5624 awsdns-14.net Type: | A-IPvs aderess =]
companymgt.axample.c NS ::?:ﬁ; :z;::j; :‘! 172800 Alias: T Yes @ No
5244 awsdns-20.con
companymgt.example.c SOA ns-624.awsdns-14.net | 900 Ik (Seconds): 300 | Am || 5m | h || 44

value: |

|4 address. Enter mubipie addrasses
©n separsis ines.

Excampie:
182.0.2.235
198.61.100.234

Routing Policy: @ Simpla ) Weightad Latency

Routs 53 responds bo quariss basad only on the valuss. in this record. Learn
Mere

Creste Record Sel

4. In the right pane, enter the applicable values. For information about a field, see the tool tip for the
field.

Edit Record Set

Name: example.com A Y

?

Type: The domain name for this record set. Each label can be up to

63 characters long, and the total length of the domain name
.___ 4can be up to 255 characters. To change the name of a record
Alias: { cet click the pencil icon.

5. Below the right pane, click Create Record Set.

Checking the Status of Your Changes (API Only)

Creating a new hosted zone and changing resource record sets take time to propagate to the Route 53
DNS servers. If you are using the Route 53 API, you can use the Get Change action to determine whether

your changes have propagated. For more information, see GET GetChange in the Amazon Route 53 API
Reference.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

Delegating Responsibility for the Subdomain to
Route 53

After your changes to Route 53 resource record sets have propagated (see Checking the Status of Your
Changes (API Only) (p. 34)), delegate responsibility for the subdomain to Route 53 by updating the zone
file for the DNS service of the parent domain. Perform the following procedure.

To delegate responsibility for the subdomain to Route 53

1. Using the method provided by your DNS service, back up the zone file for the parent domain.
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2. If the previous DNS service provider for the domain has a method to change the TTL settings for
their name servers, we recommend that you change the settings to 900 seconds. This limits the time
during which client requests will try to resolve domain names using obsolete name servers. If the
current TTL is 172800 seconds (two days), which is a common default setting, you still need to wait
two days for resolvers and clients to stop caching DNS records using the previous TTL. After the
TTL settings expire, you can safely delete the records that are stored at the previous provider and
make changes only to Route 53.

3. Inthe Route 53 console, get the name servers in the delegation set for your Route 53 hosted zone:

a. Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

b. On the Hosted Zones page, click the name of the hosted zone.

c. Inthe right pane, make note of the four servers listed for Delegation Set.

Alternatively, you can use the Get Host edZone action. For more information, see GetHostedZone
in the Amazon Route 53 API Reference.

4. Using the method provided by the DNS service of the parent domain, add NS records for the
subdomain to the zone file for the parent domain. In these NS records, specify the four Route 53
name servers that are associated with the hosted zone that you created in Step 1.

Caution

Do not add a start of authority (SOA) record to the zone file for the parent domain. Because
the subdomain will use Route 53, the DNS service for the parent domain is not the authority
for the subdomain.

If your DNS service automatically added an SOA record for the subdomain, delete the record
for the subdomain. However, do not delete the SOA record for the parent domain.

Depending on the TTL settings for the name servers for the parent domain, the propagation of your
changes to DNS resolvers can take 48 hours or more. During this period, DNS resolvers may still
answer requests with the name servers for the DNS service of the parent domain. In addition, client
computers may continue to have the previous name servers for the subdomain in their cache.

5. After the registrar's TTL settings for the domain expire (see Step 2), delete the following resource
record sets from the zone file for the parent domain:

e The resource record sets that you added to Route 53 as described in Creating Resource Record
Sets (p. 33).

« Your DNS service's NS records. When you are finished deleting NS records, the only NS records
in the zone file will be the ones that you created in Step 4.

To learn more about working with Route 53, see the following related topics.
Related Topics

» Getting the Name Servers for a Hosted Zone (p. 38)
« Listing the Hosted Zones for an AWS Account (p. 40)
¢ Deleting a Hosted Zone (p. 44)

¢ Listing Resource Record Sets (p. 54)
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Working with Hosted Zones

You can use the Route 53 console or API to create, list, and delete hosted zones. See the applicable
topic:
Topics

¢ Creating a Hosted Zone (p. 36)

¢ Getting the Name Servers for a Hosted Zone (p. 38)

¢ Listing the Hosted Zones for an AWS Account (p. 40)

¢ Deleting a Hosted Zone (p. 44)

Creating a Hosted Zone

A hosted zone is a collection of resource record sets for a specified domain. You create a hosted zone
for a domain (for example, example.com), and then you create resource record sets to tell the Domain
Name System how you want traffic to be routed for that domain.

Note

When you create a hosted zone, Route 53 automatically creates four name server (NS) records
and a start of authority (SOA) record for the zone. The NS records identify the name servers
that you give to your registrar or your DNS service so that queries are routed to Route 53 name
servers. For more information about NS and SOA records, see NS and SOA Records that
Route 53 Creates for a Hosted Zone (p. 6).

See the applicable topic:

¢ Creating a Hosted Zone Using the Route 53 Console (p. 36)
¢ Creating a Hosted Zone Using the Route 53 API (p. 37)

Creating a Hosted Zone Using the Route 53
Console

To create a hosted zone using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
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2. Inthe Route 53 console, above the left pane, click Create Hosted Zone.

@ Create Hosted Zone o Refresh | i@ Help

Saarch; € 4 1to10f1 Hosted Zones & Create Hosted Zone

Domain Mame Hosted Zone 1D Record Set Count Comment Dumaiwame: |

[ example.com 2 Domain for new 2
P i preduct The name

r example, example.com.
All record clude the name of

Create Hosted Zane

3. Inthe right pane, enter a domain name and, optionally, a comment. For more information about a
field, see the tool tip for the field.

4. Below the right pane, click Create Hosted Zone.

Creating a Hosted Zone Using the Route 53 API

To create a Route 53 hosted zone using the API, you use the Cr eat eHost edZone action to send a
POST request to the 2012- 02- 29/ host edzone resource. The request body must include an XML
document that contains a Cr eat eHost edZoneRequest element. For more information about the
Cr eat eHost edZone action, see POST CreateHostedZone in the Amazon Route 53 API Reference.

Example Request

PCOST /2012-02- 29/ host edzone HTTP/ 1.1
<?xm version="1.0" encodi ng="UTF-8"?>
<Cr eat eHost edZoneRequest xm ns="https://route53. anazonaws. conl
doc/ 2012-02-29/">

<Nanme>exanpl e. conx/ Name>

<Cal | er Ref erence>myUni quel denti fi er</ Cal | er Ref erence>

<Host edZoneConfi g>

<Comment >This is ny first hosted zone. </ Comment >

</ Host edZoneConfi g>

</ Cr eat eHost edZoneRequest >
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Example Response

HTTP/ 1.1 201 Created
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cr eat eHost edZoneResponse xm ns="https://route53. amazonaws. conf doc/
2012-02-29/">
<Host edZone>
<l d>/ host edzone/ Z1PA6795UKMFRI</ | d>
<Name>exanpl e. com </ Name>
<Cal | er Ref er ence>nyUni quel denti fi er</ Cal | er Ref er ence>
<Confi g>
<Commrent >This is my first hosted zone. </ Comrent >
</ Confi g>
<Resour ceRecor dSet Count >2</ Resour ceRecor dSet Count >
</ Host edZone>
<Changel nf o>
<l d>/ change/ C1PA6795UKMFRI</ | d>
<St at us>PENDI NG</ St at us>
<Submi tt edAt >2012- 03- 15T01: 36: 41. 958Z</ Submi t t edAt >
</ Changel nf o>
<Del egati onSet >
<NaneSer ver s>
<NameSer ver >ns- 2048. awsdns- 64. conk/ NaneSer ver >
<NameSer ver >ns- 2049. awsdns- 65. net </ NaneSer ver >
<NaneSer ver >ns- 2050. awsdns- 66. or g</ NaneSer ver >
<NaneSer ver >ns- 2051. awsdns- 67. co. uk</ NaneSer ver >
</ NanmeSer ver s>
</ Del egati onSet >
</ Cr eat eHost edZoneResponse>

Getting the Name Servers for a Hosted Zone

When you create a hosted zone, Route 53 assigns four name servers to your hosted zone; these four
name servers are called the delegation set. To ensure that the Domain Name System routes queries for
your domain to the Route 53 name servers, update your registrar's or your DNS service's NS records for
the domain to replace the current name servers with the names of the four Route 53 name servers in the
delegation set for your hosted zone. The method that you use to update the NS records depends on
which registrar or DNS service you're using.

You can get the name servers in the delegation set for a hosted zone using the Route 53 console or using
the GET Get Host edZone API action. See the applicable topic:

¢ Getting Name Servers Using the Route 53 Console (p. 38)
¢ Getting Name Servers Using the Route 53 API (p. 39)

Getting Name Servers Using the Route 53 Console

To getthe name servers in the delegation set for a hosted zone using the Route 53 console

1. Signinto the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, click the row for the hosted zone for which you want to display name servers.
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The Delegation Set field in the right pane lists the name servers that Route 53 assigned to the hosted
zone when you created it. Update your registrar's or your DNS service's NS records with the names
of these name servers.

o to Record Sets || 3 Create Hosted Zone elete Host ne & e
¥ GatoRe Se Create ed Z 3 Delote Hosted Zo Refresh || & Help
Search: ¢ 4 tto1of 1 Hosted Zanes Hosted Zone Details
Domain MName Hosted Zone 1D Record Set Count Comment Domain Name: example.com.
B | example.com. 2 Domain for new Hosted Zone ID:
L. 5 . product

Record Set Count: 2

Comment: Domain for mew product

BElegation Set *: ns-1517.awsdns-61.0rg
ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ns-588. awsdns-09.net

* Before the Domain Name System will Siart fo route
queries for this domait fo Route 53 name S8Ivers. pou
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
a5 apolcable. For more infrmation, see Hejo,

Getting Name Servers Using the Route 53 API

To get the name servers in the delegation set for a hosted zone, you use the Get Host edZone API action
to send a GET request to the 2012- 02- 29/ host edzone/ <host ed zone | D> resource. The name
servers that Route 53 assigned to the hosted zone when you created it are listed in the Del egat i onSet
element of the response. For more information about the Get Host edZone API action, see GET
GetHostedZone in the Amazon Route 53 API Reference.

Note

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

Example Request

GET /2012-02- 29/ host edzone/ Z1PA6795UKMFR9

The delegation set containing your name servers is shown in the following example response.
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Example Response

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cet Host edZoneResponse xm ns="https://route53. amazonaws. conf doc/ 2012- 02- 29/ " >
<Host edZone>
<l d>/ host edzone/ Z1PA6795UKMFRI</ | d>
<Name>exanpl e. com </ Name>
<Cal | er Ref er ence>nyUni quel denti fi er</ Cal | er Ref er ence>
<Confi g>
<Comrent >This is my first hosted zone. </ Comrent >
</ Confi g>
<Resour ceRecor dSet Count >17</ Resour ceRecor dSet Count >
</ Host edZone>
<Del egati onSet >
<NaneSer ver s>
<NameSer ver >ns- 2048. awsdns- 64. conk/ NaneSer ver >
<NameSer ver >ns- 2049. awsdns- 65. net </ NaneSer ver >
<NaneSer ver >ns- 2050. awsdns- 66. or g</ NaneSer ver >
<NaneSer ver >ns- 2051. awsdns- 67. co. uk</ NanmeSer ver >
</ NanmeSer ver s>
</ Del egat i onSet >
</ Get Host edZoneResponse>

Listing the Hosted Zones for an AWS Account

You can create a large number of hosted zones for each AWS account, and you can list all of the hosted
zones associated with an account using either the Route 53 console or the Li st Host edZones API
action. You can also get the number of resource record sets in each hosted zone.

Note
For information about how to get a list of the resource record sets in a hosted zone, see Listing
Resource Record Sets (p. 54).

See the applicable topic:

¢ Listing Hosted Zones and the Number of Resource Record Sets Using the Route 53 Console (p. 40)

¢ Listing Hosted Zones and the Number of Resource Record Sets Using the Route 53 API (p. 41)

Listing Hosted Zones and the Number of Resource
Record Sets Using the Route 53 Console

To list the hosted zones associated with an AWS account using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Inthe Route 53 console, the Hosted Zones page automatically displays a list of the hosted zones
that are associated with the AWS account that you are currently signed in with.
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¥ GotoRecordSets | T Create Hosted Zone | 3 Delete Hosted Zone 2 Refresh | @ Help

Scarch: ¢ 4 1103 of 2 Hosted Zones Hosted Zone Details
4  Domain Name Hosted Zone ID Record Set Count Comment Domain Name: example.com.
pa— Domain fo .
] example.com. 2 i Tor new I} Hosted Zone 1D:
product
Record Set Count: 2
e2 2 Damain for anather
- examples.com. new product Comment: Domain for new product
exampled. com " 2 Damain for a third new Delegation Set *: ns-1517.awsdns-61.0rg
- ples.com. product I ns-143 awsdns-17.com

n5-1825 awsdns-36.co.uk
ns-588 awsdns-09.net
* Before the Domain Name Systam will 2531 10 route
queies for this domsait fo Route 53 nams SSrVers, you
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current DNS senvice or wih the registrar for the domain,
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Listing Hosted Zones and the Number of Resource
Record Sets Using the Route 53 API

You can use the Li st Host edZones API action to list the hosted zones that are associated with an AWS
account, as well as the number of resource record sets in each hosted zone. For more information about
the Li st Host edZones API action, see GET ListHostedZones in the Amazon Route 53 API Reference.

Note
For information about using the Route 53 API, see Making APl Requests (p. 90).

To get a list of your hosted zones and the number of resource record sets in each hosted zone, send a
GET Li st Host edZones request to the 2012-02-29/hostedzone resource. See the following example.

Example Request

GET /2012-02- 29/ host edzone?naxi t ens=1

The Li st Host edZones action returns your list of hosted zones in an XML file that is contained in the
body of an HTTP response.
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Example Response

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Host edZonesResponse xm ns="https://route53. anazonaws. con
doc/ 2012- 02- 29/ " >
<Host edZones>
<Host edZone>
<l d>/ host edzone/ Z2EUQLWIGCTB&2</ | d>
<Nane>exanpl e2. com </ Nane>
<Cal | er Ref er ence>nmySecondZone</ Cal | er Ref er ence>
<Confi g>
<Comment >This is ny second hosted zone. </ Comrent >
</ Confi g>
<Resour ceRecor dSet Count >17<Resour ceRecor dSet Count >
</ Host edZone>
</ Host edZones>
<Maxl t emrs>1</ Maxl t ens>
<l sTruncat ed>t rue</|sTruncat ed>
<Next Mar ker >Z2EUQLWIGCTBG2</ Next Mar ker >
</ Li st Host edZonesResponse>

Each of your hosted zones is described by a Host edZone element that contains the domain name that
is associated with your hosted zone, a Route 53 identifier of your hosted zone, the comment that you
specified when you created the hosted zone, and the number of resource record sets in the hosted zone.
If you don't specify a maxi t ens parameter in the request, the XML file that Route 53 returns lists up to
100 hosted zones, all nested in a single Host edZones element. If you have no hosted zones, the

Host edZones element is empty.

If you have a lot of hosted zones, you can use the maxi t ens parameter to list them in groups of up to
100. The response includes four values that help you navigate from one group of naxi t ens hosted zones
to the next:

« Maxl t ens is the value that you specified for the maxi t ens parameter in the request that produced
the current response.

* IfI sTruncat ed ist r ue, there are more hosted zones associated with the current AWS account.
If I sTruncat ed is f al se, this response includes the last hosted zone that is associated with the
current account.

* Next Mar ker is the hosted zone ID of the next hosted zone that is associated with the current AWS
account. If you want to list more hosted zones, make another call to Li st Host edZones, and specify
the value of the Next Mar ker element in the mar ker parameter.

If I sTruncat ed is f al se, the Next Mar ker element is omitted from the response.

« If you're making the second or subsequent call to Li st Host edZones, the Mar ker element matches
the value that you specified in the mar ker parameter in the previous request.
The following examples show how to use the MaxI t ens element to control the listing of hosted zones.

Example Request

In the following example, the maxi t ens parameter is 1, so the response will include a maximum of one
hosted zone.

CGET /2012-02- 29/ host edzone?naxi t ens=1
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Example Response

This example shows the response for the previous request.

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Host edZonesResponse xm ns="https://route53. anazonaws. conl
doc/ 2012- 02-29/" >
<Host edZones>
<Host edZone>
<l d>/ host edzone/ Z3AEGXETSR30VB</ | d>
<Nanme>exanpl e2. com </ Nane>
<Cal | er Ref erence>MyUni quel dent i fi er 2</ Cal | er Ref er ence>
<Confi g>
<Comment >This is ny second hosted zone. </ Conmrent >
</ Confi g>
<Resour ceRecor dSet Count >42<Resour ceRecor dSet Count >
</ Host edZone>
</ Host edZones>
<Max! t enrs>1</ Maxl t ens>
<I sTruncat ed>t rue</ | sTruncat ed>
<Next Mar ker >Z2EUQLWIGCTBG2</ Next Mar ker >
</ Li st Host edZonesResponse>

Example Follow-up Request

This example shows the follow-up request to the previous request. In this request, we specify
Z2EUQLWI'GCTB@2 for the mar ker parameter, which matches the value of the Next Mar ker element in
the previous response. Z2EUQLWIGCTBR is the hosted zone ID of the next hosted zone that is associated
with the current AWS user account.

In addition, in this request we specify a value of 10 for the nmaxi t ems parameter, so this call to the
Li st Host edZones action will return up to 10 hosted zones, beginning with Z2EUQLWIGCTBR2.

CET /2012- 02- 29/ host edzone?nmar ker =Z2EUQLWI GCCTB& &maxi t ens=10
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Example Follow-up Response

This example shows the response for the previous example.

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Host edZonesResponse xm ns="https://route53. anazonaws. conl
doc/ 2012- 02-29/" >
<Host edZones>
<Host edZone>
<l d>/ host edzone/ Z2EUQLWIGCTB&X2</ | d>
<Nanme>exanpl e3. com </ Nane>
<Cal | er Ref erence>MyUni quel dent i fi er 3</ Cal | er Ref er ence>
<Confi g>
<Comment >This is ny third hosted zone. </ Comment >
</ Confi g>
<Resour ceRecor dSet Count >117<Resour ceRecor dSet Count >
</ Host edZone>
<Host edZone>
<l d>/ host edzone/ Z2682N5HXPOBZ4</ | d>
<Nane>exanpl e. com </ Nane>
<Cal | er Ref erence>MyUni quel dent i fi er 4</ Cal | er Ref er ence>
<Confi g>
<Comment >This is ny fourth hosted zone. </ Conmrent >
</ Confi g>
<Resour ceRecor dSet Count >51<Resour ceRecor dSet Count >
</ Host edZone>
</ Host edZones>
<Max! t ens>10</ Max| t ens>
<I sTruncat ed>f al se</ | sTruncat ed>
</ Li st Host edZonesResponse>

Deleting a Hosted Zone

You can delete a hosted zone using the Route 53 console or the Route 53 API.
See the applicable topic:

¢ Deleting a Hosted Zone Using the Route 53 Console (p. 44)
¢ Deleting a Hosted Zone Using the Route 53 API (p. 46)

Deleting a Hosted Zone Using the Route 53
Console

Important

You can delete a hosted zone only if there are no resource record sets other than the default
SOA and NS records. If your hosted zone contains other resource record sets, you must delete
them before you can delete your hosted zone. This prevents you from accidentally deleting a
hosted zone that still contains resource record sets.
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To delete a hosted zone using the Route 53 console

1.

3.

Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

Confirm that the hosted zone that you want to delete contains only an NS and an SOA resource
record set. If it contains additional resource record sets, delete them:

a. Inthe Route 53 console, do one of the following to display the record sets for the hosted zone
that you want to delete:

« Click the row for the hosted zone that you want to delete, and click Go to Record Sets.

« Double-click the row for the hosted zone that you want to delete.

b. On the Record Sets page, if the list of resource record sets includes any resource record sets
for which the value of the Type column is something other than NS or SOA, click the row, and
click Delete Record Set.

To select multiple, consecutive resource record sets, click the first row, press and hold the Shift
key, and click the last row. To select multiple, non-consecutive resource record sets, click the
first row, press and hold the Ctrl key, and click the remaining rows.

Note
If you created any NS records for subdomains in the hosted zone, delete those records,
too.

€ BaciioHosted Zones | Tl Create Recond Set [T showide 5 Refresn | @ Hep
Search: Any Type | = | [7] Aliases onty [T wWeighted Only 1€ 4 1s5ciSReccdses 3 3] 3 record sets selected
Name Type Value TTL Region ‘Weight Set ID Selected resource records:
n5-689. awsdns-23.net
ns-1807.awsdns-33.co0 | Hams Type
Eoeampies.com. NS ns-61awsdns-07.com. | o000 examplas com A
ns-1520 awsdns-83.00 exampled. com, WX
examplad.com. SOA ns-Ga9 fns-23pet GO0 WA EAMPEE. COrm CHNAME

A 192023 300

10 mail example. com
20 mailZ exampla.com

example.com 200

c. Click Back to Hosted Zones.

On the Hosted Zones page, click the row for the hosted zone that you want to delete.

¥ GotoRecordSets | &9 Create Hosted Zone (( 3 Delete Hosted Zone & Refresh | @ Help
Soarch: ¢ 4 qto2of3Hosted Zones ¢ & Hosted Zone Details
4  Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: exampled.com.
example.comn 2 Domain for new Hosted Zone ID:
) . product
Record Set Count: 2
Damain for
exampleZ.com. 2 another new Comment: Domain for a third new
product product
Domain for a third Delegation Set *: ns-1387 awsdns-45 org
example3.com. Bl 2
% P new product ns-1231.awsdns-16.com

ns-1631.awsdns-11_co.uk
ns-803. awsdns-48.net

* Before the Domain Name System wil starf fo roufe
quaris for this domain to Aoute 53 AAME San/ers, you
Must YPOALS the MEME SENVEr reconts aihar with the
current DNS service or with the registrar for the domain,
as appicable. For more imformation. see Help.
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4. Click Delete Hosted Zone.
5. Click OK to confirm.

Deleting a Hosted Zone Using the Route 53 API

Important

You can delete a hosted zone only if there are no resource record sets other than the default
SOA and NS records. If your hosted zone contains other resource record sets, you must delete
them before you can delete your hosted zone. This prevents you from accidentally deleting a
hosted zone that still contains resource record sets.

To delete a hosted zone using the Route 53 API, send a DELETE request to the
2012- 02- 29/ host edzone/ <host ed zone | D> resource that specifies the ID of the hosted zone. The
following examples show a request to delete a Route 53 hosted zone and the response from Route 53.

Note

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

Example Request

DELETE /2012- 02- 29/ host edzone/ Z1PA6795UKMFR9

Example Response

HTTP/ 1.1 200 OK <?xm version="1.0" encodi ng="UTF-8"?>
<Del et eHost edZoneResponse xm ns="htt ps://route53. amazonaws. conf
doc/ 2012- 02- 29/ " >
<Changel nf o>
<l d>/ change/ C1PA6795UKMFRI</ | d>
<St at us>PENDI NG</ St at us>
<Submi tt edAt >2010- 09- 10T01: 36: 41. 958Z</ Subni t t edAt >
</ Changel nf o>
</ Del et eHost edZoneResponse>

To verify that the hosted zone has been deleted, do one of the following:

¢ Use the Get Host edZone action to request information about the hosted zone. For more information,
see GET GetHostedZone in the Amazon Route 53 API Reference.

¢ Use the Li st Host edZones action to get a list of the hosted zones associated with the AWS account
that created the hosted zone. For more information, see GET ListHostedZones in the Amazon Route 53
API Reference.
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Working with Resource Record
Sets

Topics
¢ Creating, Changing, and Deleting Resource Record Sets (p. 47)
¢ Listing Resource Record Sets (p. 54)

After you create a hosted zone for a specified domain, for example, example.com, you create resource
record sets to tell the Domain Name System how you want traffic to be routed for that domain. You might
create resource record sets that cause DNS to route Internet traffic for example.com to the IPv4 or IPv6
address of a host in your data center, route email for that domain (ichiro@example.com) to a mail server
(mail.example.com), and route traffic for a subdomain called operations.tokyo.example.com to the IPv4
or IPv6 address of a different host. Each resource record set includes the name of a domain or a
subdomain, a record type (for example, an MX record routes email), and other information applicable to
the record type (for MX records, the host name of a mail server and the priority of that server). For
information about the different types of resource records, see DNS Domain Name Format (p. 3).

The name of each resource record set in a hosted zone must end with the name of the hosted zone. For
example, the example.com hosted zone can contain resource record sets for www.example.com and
accounting.tokyo.example.com subdomains, but cannot contain resource record sets for a www.example.ca
subdomain.

Creating, Changing, and Deleting Resource
Record Sets

You can use the Route 53 console or Route 53 API actions to create, change, and delete resource record
sets.

Note

Creating, changing, and deleting resource record sets take time to propagate to the Route 53
DNS servers. Currently, the only way to verify that changes have propagated is by using the
GetChange API action. Changes generally propagate to all Route 53 name servers in a couple
of minutes. In rare circumstances, propagation can take up to 30 minutes.

See the applicable topic:
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¢ Creating, Changing, and Deleting Resource Record Sets Using the Route 53 Console (p. 48)
¢ Creating, Changing, and Deleting Resource Record Sets Using the Route 53 API (p. 51)

Creating, Changing, and Deleting Resource Record
Sets Using the Route 53 Console

To create resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
2. On the Hosted Zones page, do one of the following:
« Click the row for the hosted zone in which you want to create record sets, and click Go to Record
Sets.

* Double-click the row for the hosted zone.

Hosted Zones

.) Go to Record Sets ) 53 Create Hosted Zone || 3§ Delote Hosted Zane ' Refresh | @ Help

= 14 & 4ta1otdbestedzonss » o)  Hosted Zone Details
Domain Name Hosted Zone ID Record Set Count Comment Domain Name: example.com.
x ain for new H
[¥]  example.com. e i 2 Do Hosted Zone ID:
product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ng-588.awsdns-09.net

* Before the Domain Name System wil siart lo route
qusites for this domain i Routs 53 name S8Ivers, you
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
25 anplicable. For more infarmation, sée Help,

3. Onthe Record Sets page, above the left pane, click Create Record Set.

€ Bock to Hosted Zones ([ Create Record Set [E showise | ' Refresh || & e
Search: Any Type [=| O] Allases Only [CIweighteg Only |4 € tw2of2Reccases 3 3]  Create Record Set
Mamea Type Value TTL Region  Weight Set ID Name: escarmple com
51617 awsdns-51.org. Type: | A= 1Pvs agdress [=]
ns-143. awsdns-17.com.
Bl | exmpie.com. M 1825 awsdns-35.co.uk T72a00 Alias: Dves @ Mo
nes-588 awsdns-00.net. )
TTL (Seconds):
[ examgle com SOA  NS-1617.awstns-61.01g, awsdns: 500 {seconds) 300 | dm || Som || 38 ]| 44

Value:

P4 address. Enter multple addresses
on separate nes.

Exampie;
182.0.2.235
198.61.100 234

Routing Policy: @ Simple  © weighted 7 Latency
Route £3 responds to quenes basad only on the vakues in s record. Leam

Mare

Create Record Set

4. Inthe right pane, enter the applicable values. For information about a field, see the tool tip for the
field.
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Edit Record Set

.
Namg: example.com b Y

Type: e The domain name for this record set. Each label can be up to
63 characters long, and the total length of the domain name
. can be up to 255 characters. To change the name of a record
Alias: | <ot click the pencil icon.

5. Below the right pane, click Create Record Set.

To change resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. Onthe Hosted Zones page, do one of the following:

« Click the row for the hosted zone in which you want to change record sets, and click Go to Record
Sets.

¢ Double-click the row for the hosted zone.

Hosted Zones
¥ GotoRecord Sets ) T3 Create Hosted Zone || 3§ Delete Hosted Zone ' Refresh | @ Help
- & & 1io1of1HostedZones * & Hosted Zone Details
Domain MName Hosted Zone 1D Record Set Count Comment Domain Name: example.com.
(4] Domain for new Hosted Zone ID:
W example.com. - 2 :
P product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.0rg
ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ns-588. awsdns-09.net

* Before the Domain Name Sysiem wif SIa o routs
queries for this domait fo Route 53 name S8Ivers. pou
must updale the name server records either wih the
current DNS service or with the registrar for the domain,
23 applicable. For more informalion, see Fap,

3. Inthe left pane, select the resource record set that you want to change.
4. Change the applicable values. For information about a field, see the tool tip for the field.

Note
To change the name of the record set, click the pencil icon.
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example.com » Record Sets

4 Back o Hosted Zones | ) Create Record Set || B Dekete Record Sat [TF Showitide | i Refresh || @ Help
Serch: &y Tpe | w| [ Aliases Gnly — Weighted Gnly |4 ¢ t1totoromecomses 5 3]  (Edit Record Set
MName Type Value TIL Region  Weight Set ID Name: example.con

=

n5-1517_awsdns-61_omg.
ns-14%.awsdns-17.com.

axampla.com. NS ns-1825 awsdns-35 co.uk. 172860
n5-588. awsdns-09.net.
Example.com. SOA  ns-1517 awsdns-61.org. awsdns- | 900 i
Value: "
Example.com. A 192023 300 10 mail example com
prp— = 20 mail2 gxamgle com
- mail exarmple.com
7 exampile.com,
- L : HE 20 mail? example. com 2
A priority and a domain name that
Www.axampla.com. CNAME  axample.com 300 ' st";esa mad server, Enter muliple
vahues on separate ines.
Fomat:

[pricrity] [l server host name]

1) madssrver sxample, com.
20 madserver examphe. com.

Routing Policy: @ Simple Waighted Labene

Route 53 responds to queries based onfy on the vakses in this record. Leamn
More

5. Click Save.

To delete resource record sets using the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

2. On the Hosted Zones page, do one of the following:

* Click the row for the hosted zone in which you want to change record sets, and click Go to Record
Sets.

* Double-click the row for the hosted zone.

Hosted Zones

.) Ga to Record Sets ) &3 Create Hosted Zone | J€ Delete Hosted Zone & Refresh | @ Help

e 14 4 tiatottvesedzonss 3 3]  Hosted Zone Details
Domain Name Hosted Zone 1D Record Set Count Comment Domain Name: example.com.
Domain for new Hosted Zone ID:
[i] example com, SRR 2 =
P product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.0rg
U ns-143 awsdns-17.com
ns-1825 awsdns-36.co.uk
ns-588. awsdns-09.net
* Bafore the Domsain Name System wil start fo routs
quenies for this domait fo Route 53 name S8rvers. pou
must updale the name server records either wih the
current DNS service or with the registrar for the domain,
25 applicabie. For more informalion, see Hep,

3. Inthe left pane, select the resource record set that you want to delete.
To select multiple, consecutive resource record sets, click the first row, press and hold the Shift key,
and click the last row. To select multiple, non-consecutive resource record sets, click the first row,
press and hold the Ctrl key, and click the remaining rows.
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ack 1o Hosted Zonas || (5 Creste Recor al o ] [ showH i Refresh | | @ Help
€ Back 1o Hosted Z [ Create Record Set _J Debete Record Se1 T showiss Refresh e
Search: Any Type [=] [ Allases only [ weignted Only £ 1ts5 ol 5 Rnceed Sats Edit Record Set
. ¢ example com. &
Name Type Value TTL  Region Weight Set ID Name: WWW . Exampie.co
ns-1517_awsdns-61.0rg. Type: | CNAME - Canonical name [=]
n3-143 awsdng-17,com
exampis e 51825 awsdns-28.co.uk 172800 Alias:  Yes @ho
-85 awsdns-09.net. i}
TTL {Seconds): 300 || m || Sm || 1k || 1d
examgle_com. S0A ns-1617 awsdns-G1.org. awsdns-  §00
Value:
examgle.com. A 182023 300 Example. com
10 mai example.com
example.com. X P 300
50 mait? example com
The domain name that you want o
www_Examphe. com. CNAME  exampls com 300 rapobe 2 knebend of e vaio by lee
Hame Tk,
Examiph.
wewrar exampie com
Routing Policy: @ Simple O Weighted © Latency

Route 53 responds to quenes based only on the values in is record, Leam
More

4. Click Delete Record Set.
5. Click OK to confirm.

Creating, Changing, and Deleting Resource Record
Sets Using the Route 53 API

To create, change, or delete resource record sets using the Route 53 API, use the Route 53 API
ChangeResour ceRecor dSet s action. These changes apply the information from your change batch
request to your Route 53 hosted zone.

How Change Batch Requests Work

When you use the Route 53 API to change resource record sets, Route 53 either makes all of the changes
or makes none of the changes in a change batch request. This ensures that Route 53 never partially
implements the changes that you intended to make to the resource record sets in a hosted zone.

For example, suppose you create a change batch request that deletes the A record for example.com and
creates a replacement A record that has a different IP address. Route 53 deletes the first resource record
set and creates the second resource record set in a single operation. If either the DELETE or the CREATE
action fails, then both changes (plus any other changes in the batch) fail, and the original A record
continues to exist.

Creating a Change Batch Request

To create a change batch request, use the ChangeResour ceRecor dSet s action ChangeBat ch element.
You use CREATE and DELETE actions within the ChangeBat ch element for each record that you want
to update. If you are only creating records, then you will only use CREATE actions.

Note the following limitations on a ChangeResour ceRecor dSet s request:

* A request cannot contain more than 100 Change elements.
¢ A request cannot contain more than 1000 Resour ceRecor d elements.

¢ The sum of the number of characters (including spaces) in all Val ue elements in a request cannot
exceed 32,000 characters.
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The following is an example of a ChangeResour ceRecor dSet s change batch request. For more
information about the ChangeResour ceRecor dSet s APl action, see POST ChangeResourceRecordSets
in the Amazon Route 53 API Reference.

Note

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).
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Example of a Change Batch Request

This example creates a TXT record for ww. exanpl e. comand changes the A record for
f 00. exanpl e. comfrom 192. 0. 2. 3t0 192. 0. 2. 1.

POST /2012-02- 29/ host edzone/ Z1PA6795UKMFRY/ rrset HTTP/ 1.1
<?xm version="1.0" encodi ng="UTF- 8" ?>
<ChangeResour ceRecor dSet sRequest xm ns="https://route53. amazonaws. conf
doc/ 2012- 02-29/ ">
<ChangeBat ch>
<Comment >
Thi s change batch creates a TXT record for ww. exanpl e.com and
changes the A record for foo.exanple.com from
192.0.2.3 to 192.0.2.1.
</ Conmrent >
<Changes>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Name>wwmv. exanpl e. com </ Nanme>
<Type>TXT</ Type>
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Value>"item 1" "item 2" "item 3"</Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>DELETE</ Acti on>
<Resour ceRecor dSet >
<Nanme>f 0o. exanpl e. com </ Nanme>
<Type>A</ Type>
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 3</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Nanme>f 0o. exanpl e. com </ Nanme>
<Type>A</ Type>
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 1</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
</ Changes>
</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >
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Checking the Status of Your Change

After you send your change request, you should check to ensure that your change has propagated to all
Route 53 DNS servers. To check the status of your change, poll for the status of the change. Use the
Get Change action to send a GET request to the 2012- 02- 29/ change/ <change | D> resource. When
your change is complete, its status becomes | NSYNC. Changes generally propagate to all Route 53 name
servers in a couple of minutes. In rare circumstances, propagation can take up to 30 minutes.

For more information about the Get Change API action, see GET GetChange in the Amazon Route 53
API Reference.

In the following example, the | d value is the Changel nf o | d value from the
ChangeResour ceRecor dSet sResponse header.

Note

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

Example Request

GET /2012-02- 29/ change/ C2682N5HXPOBZ4

Example Response

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cet ChangeResponse xm ns="https://route53. amazonaws. conf doc/ 2012- 02- 29/ " >
<Changel nf o>

<l d>/ change/ C2682N5HXP0BZ4</ | d>

<St at us>l NSYNC</ St at us>

<Submi tt edAt >2010- 09- 10TO1: 36: 41. 958Z</ Subni t t edAt >

</ Changel nf 0>

</ Get ChangeResponse>

Listing Resource Record Sets

You can use the Route 53 console or Route 53 API actions to list the resource record sets in a hosted
zone. See the applicable topic:

¢ Listing Resource Record Sets in the Route 53 Console (p. 54)
¢ Listing Resource Record Sets Using the Route 53 API (p. 55)

Listing Resource Record Sets in the Route 53
Console

To list resource record sets in the Route 53 console

1. Signin to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.
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2. Inthe Route 53 console, click the name of the hosted zone for which you want to list resource record
sets, and the Record Sets page appears.

To display only selected resource record sets, enter the applicable search criteria above the list of
resource record sets:

« To display the resource record sets that have specific values in either the Name or Value field,
enter a value in the Search field. For example, to display the resource record sets that have an
IP address beginning with 192.0, type that value in the Search field.

« To display only the resource record sets that have the same DNS record type, select the type in
the drop down list.

< To display only alias resource record sets, check the Alias Only check box.

« To display only weighted resource record sets, check the Weighted Only check box.

< Back to Hosted Zones @ Create Record Set x Delete Record Set

rch: 1920 IAnyType : [[] Aliases Only DWeighted onl

Name Type Value TTL Region

]

example.com. A 192.0.2.3 300

Listing Resource Record Sets Using the Route 53
API

To get a list of resource record sets in a hosted zone using the Route 53 API, you use the

Li st Resour ceRecor dSet s action. For this action, the format of the response depends on how you
specify the Li st Resour ceRecor dSet s elements in your request. This section describes how to specify
the Type and Nane elements and what you need to consider when listing records concurrently with a
ChangeResour ceRecor dsSet s request.

The Li st Resour ceRecor dSet s action sorts results first by DNS name (ordered by top-level domain,
for example com anmazon. wwj), and second by the record type. This procedure explains how to specify
the request to control the response format. For more information about how Nane and Type interact, see
the table Name and Type Specification and Result (p. 57).

Note

For information about using the Route 53 API, see Making APl Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

To get alist of resource record sets in a hosted zone

1. To retrieve the first page of resource record sets, send a Li st Resour ceRecor dSet s request and
do not specify Nane or Type values.

For example:

CET /2012-02- 29/ host edzone/ Z1PA6795UKMFRI/ rr set ?nmaxi t ens=1

Your response might look like the following.
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HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Resour ceRecor dSet sResponse xm ns="htt ps://rout e53. amazonaws. conl doc/ 2012-
02-29/">
<Resour ceRecor dSet s>
<Resour ceRecor dSet >
<Nane>exanpl e. com </ Nane>
<Type>A</ Type>
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 3</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Resour ceRecor dSet s>
<l sTruncat ed>t rue</ | sTruncat ed>
<Next Recor dNane>exanpl e. com </ Next Recor dNane>
<Next Recor dType>NS</ Next Recor dType>
<Maxl| t ens>1</ Maxl t ens>
</ Li st Resour ceRecor dSet sResponse>

For subsequent calls, use the Nane and Type elements to control the length and ordering of the list.
Set Nane and Type to the Next Recor dNarre and Next Recor dType values from the previous
response.

The follow-up request and response might look like the following.

CET /2012- 02- 29/ host edzone/ Z1PA6795UKMFRI/ r r set ?t ype=NS&nane=exanpl e. con&max
items=10

HTTP/ 1.1 200 K
<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Resour ceRecor dSet sResponse xm ns="htt ps://route53. amazonaws. coni doc/ 2012-
02-29/">
<Resour ceRecor dSet s>
<Resour ceRecor dSet >
<Nane>exanpl e. com </ Nane>
<Type>NS</ Type>
<TTL>172800</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>ns- 2048. awsdns- 64. or g. </ Val ue>
</ Resour ceRecor d>
<Resour ceRecor d>
<Val ue>ns- 2049. awsdns- 65. co. uk. </ Val ue>
</ Resour ceRecor d>
<Resour ceRecor d>
<Val ue>ns- 2050. awsdns- 66. net . </ Val ue>
</ Resour ceRecor d>
<Resour ceRecor d>
<Val ue>ns-2051. awsdns- 67. com </ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
<Resour ceRecor dSet >
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<Nane>exanpl e. com </ Nane>
<Type>SQA</ Type>
<TTL>900</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>ns- 2048. awsdns- 64. co. uk. awsdns- host nast er. anmazon.com 1
7200 900 1209600 86400</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Resour ceRecor dSet s>
<l sTruncat ed>f al se</ | sTruncat ed>
<Maxl| t emrs>10</ Max| t ens>
</ Li st Resour ceRecor dSet sResponse>

When you make list requests this way, use the Nane and Type elements to control the length and the
order of the list of resource record sets. The ways in which you might use Nanme and Type are described
in the following table.

Name and Type Specification and Result

Specification Results
If you do not specify Nane or The results begin with the first resource record set that the hosted
Type zone contains.

If you specify Nane but not Type | The results begin with the first resource record set in the list whose
name is greater than or equal to Narre.

If you specify Type but not Nane | Route 53 returns the | nval i dl nput error.

If you specify both Name and The results begin with the first resource record set in the list whose
Type name is greater than or equal to Nane, and whose type is greater
than or equal to Type.

For more information about the Li st Resour ceRecor dSet s action and descriptions of its elements, see
ListResourceRecordSets in the Amazon Route 53 API Reference.

Note
The Li st Resour ceRecor dSet s action returns the most current version of the records. This
includes records that are PENDI NG and not yet available on all Route 53 DNS servers.

What Happens If You Change Resource Record Sets While
You're Listing Them

To ensure that you get an accurate listing of the resource record sets for a hosted zone at a point in time,
do not submit a ChangeResour ceRecor dSet s request while you are paging through the results of a
Li st Resour ceRecor dSet s request. If you do, some pages may display results without the latest changes
while other pages display results with the latest changes.

For example, suppose you're viewing the results for the example.com domain. You have A records for
the following subdomains:

¢ subl.example.com
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sub3.example.com

sub5.example.com

You submit a ChangeResour ceRecor dSet s request that makes the following changes:

Change the IP address of the A record for subl.example.com by deleting the existing resource record
set and creating a new one.

Add an A record for sub2.example.com.
Change the IP address of the A record for sub3.example.com.
Add an A record for sub4.example.com.

Change the IP address of the A record for sub5.example.com.

When you submitted the Li st Resour ceRecor dSet s request, you specified 1 for the value of the

maxi t ens parameter, so you're viewing the resource record sets in the example.com hosted zone one

at a time. Li st Resour ceRecor dSet s returns the results in alphabetical order by domain name. You've
already viewed the A record for subl.example.com, and you're viewing the A record for sub3.example.com
when you submit the change request. The change request completes before you request the next resource
record set from the Li st Resour ceRecor dSet s request. Here is what happens:

You don't see the change to the A records for subl.example.com or sub3.example.com because the
Li st Resour ceRecor dSet s request got the data on those resource record sets before the change
request was submitted.

You don't see the new A record for sub2.example.com because sub2.example.com appears
alphabetically before the A record for sub3.example.com.

When you request the page after sub3.example.com, you don't see the new A record for
sub4.example.com. When Route 53 returned data about the A record for sub3.example.com, it also
returned a marker that identifies the next record by resource record set name and type, and the next
record at that time was the A record for sub5.example.com.

When you request the page after sub3.example.com, you do see the change to the IP address for the
A record for sub5.example.com. The change request deleted the old record and created a new record
with the new IP address before you requested the data for the record that appears after
sub3.example.com.
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Weighted resource record sets let you associate multiple answers with a single DNS name. This can be
useful for a variety of purposes including load balancing and testing new versions of software. To create
a group of weighted resource record sets, you create two or more resource record sets that have the
same combination of DNS name and type, and you assign each resource record set a unique identifier
and a relative weight.

When processing a DNS query, Route 53 searches for a resource record set that matches the specified
name and type. If a group of resource record sets have the same name and type, Route 53 selects one
from that group. The probability of any one resource record set being selected depends on its weight as
a proportion of the total weight for all resource record sets in the group:

Weight for a given resource record set

Sum of the weights for the resource record sets

For example, suppose you create three resource record sets for www.example.com. The three A records
have weights of 1, 1, and 3 (sum = 5). On average, Route 53 selects each of the first two resource record
sets one-fifth of the time, and returns the third resource record set three-fifths of the time.

You can create weighted resource record sets using the Route 53 console or the Route 53 API. See the
applicable topic:

¢ Creating Weighted Resource Record Sets Using the Route 53 Console (p. 60)
¢ Creating Weighted Resource Record Sets Using the Route 53 API (p. 61)
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Creating Weighted Resource Record Sets Using
the Route 53 Console

To create weighted resource record sets using the Route 53 console

1.

Sign in to the AWS Management Console and open the Amazon Route 53 console at
https://console.aws.amazon.com/route53/.

On the Hosted Zones page, do one of the following:

Click the row for the hosted zone in which you want to create weighted resource record sets, and
click Go to Record Sets.

Double-click the row for the hosted zone.

Click Create Record Set.

Enter the applicable values. For information about a field, see the tool tip for the field. Note the
following:

For Name, specify the same value for all of the resource record sets that you want to include in
the same group of weighted resource record sets.

For Type, select A, AAAA, CNAME, or TXT. Select the same value for all of the resource record
sets that you want to include in the same group of weighted resource record sets.

For Routing Policy, click Weighted.

For the value of Weight, enter an integer between 0 and 255. To disable routing to a resource,
set Weight to 0. If you set Weight to 0 for all of the resource record sets in the group, traffic is
routed to all resources with equal probability. This ensures that you don't accidentally disable
routing for a group of weighted resource record sets.

For Set ID, enter a value that is unique for the current combination of Name and Type, for example,
Seattle data center, rack 2, position 4.
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Create Record Set
Name: example.com
Type: |A— IPv4 address |Z|
Alias: O Yes @ No
TTL (Seconds): 300 || 1m || 5m || 1h || 1d
Value: | 90003
|Pv4 address. Enter multiple addresses
on separate ines.
Example:
N 192.0.2.235
198.51.100.234
@uting Policy: O Simple @ Weighted O Latency \

Route 53 responds to queries based on weighting that you specify in this and
other record sets that have the same name and type. Learn More

Weight: | 10

Set ID:  Seattle data center, rack 2

Drescription of this record set that is unigue
within the group of weighted =sets.
Example:

k My Seattle Data Center _}

Create Record Set

Click Create Record Set.

Repeat steps 3 through 5 for each of the weighted resource record sets that you want to add to the
group.

Creating Weighted Resource Record Sets Using
the Route 53 API

To use the Route 53 API to create a group of weighted resource record sets for a given combination of
Nane and Type, use the Route 53 API ChangeResour ceRecor dSet s action and include Set | dent i fi er
and Wei ght elements in each resource record set. Because Nanme and Type will be the same for each
resource record set in the group, you must specify unique values for Set | dent i fi er to differentiate
resource record sets from one another. This unique value is also useful when you retrieve resource
records sets using Li st Resour ceRecor dSet s.

For more information about the ChangeResour ceRecor dSet s action, see POST
ChangeResourceRecordSets in the Amazon Route 53 API Reference.

Weighted resource record sets are supported only for A, AAAA, CNAME, and TXT record types.

To disable routing to a resource, set Wi ght to 0. If you set Wi ght to O for all of the resource record
sets in the group, traffic is routed to all resources with equal probability. This ensures that you don't
accidentally disable routing for a group of weighted resource record sets.

The following example deletes the A record for www.example.com, recreates it with Set | denti fi er
and Wei ght elements, and creates an additional A record for www.example.com with a different
Set I denti fi er, Wei ght, and Val ue (IP address). One-fourth of traffic (1/(1+3)) for www.example.com
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will be routed to 192.0.2.1, and three-fourths of traffic (3/(1+3)) will be routed to 192.0.2.2. We delete the
existing A record for www.example.com because you cannot have both weighted and unweighted resource
record sets that have the same Nane and Type.

<ChangeResour ceRecor dSet sRequest xm ns="https://route53. anmazonaws. conf
doc/ 2012- 02-29/">
<ChangeBat ch>
<Comment >
Thi s change batch deletes the A record for ww. exanpl e.com
recreates it as a weighted record, and creates another A record with a
different Setldentifier, Wight, and Value (IP address).
</ Conment >
<Changes>
<Change>
<Act i on>DELETE</ Acti on>
<Resour ceRecor dSet >
<Name>www. exanpl e. com </ Nane>
<Type>A</ Type>
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 1</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Name>www. exanpl e. com </ Nane>
<Type>A</ Type>
<Setldentifier>Rack 2, Position 4</Setldentifier>
<Wei ght >1</ Wi ght >
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 1</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Act i on>
<Resour ceRecor dSet >
<Name>www. exanpl e. com </ Nane>
<Type>A</ Type>
<Setldentifier>Rack 5 Position 1</Setldentifier>
<Wei ght >3</ Wi ght >
<TTL>600</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>192. 0. 2. 2</ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
</ Changes>
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</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >

After you send your change request, use the Get Change API action to poll for the status of the change
to confirm that it has propagated to all Route 53 DNS servers. When your change has finished propagating,
its status changes from PENDI NGto | NSYNC.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

For more information about using the Get Change API action, see GET GetChange in the Amazon
Route 53 API Reference.

For more information about working with resource record sets and the Route 53 API, see the following
related topics.

Related Topics

¢ Creating, Changing, and Deleting Resource Record Sets (p. 47)
¢ Listing Resource Record Sets (p. 54)

« Making API Requests (p. 90)

¢ Getting Started with Route 53 (p. 10)

Using Weighted Resource Record Sets with the
2010-10-01 Route 53 API

Weighted resource record sets were added starting with the 2011-05-05 version of the Route 53 API. If
a zone contains any weighted resource record sets, we recommend that you use the 2011-05-05 or a
later version of the API. Note the following about using weighted resource record sets with the 2010-10-01
API.

¢ The 2010-10-01 version of the ChangeResour ceRecor dSet s action cannot create or delete resource
record sets that include Set | denti fi er and Wei ght elements.

¢ The 2010-10-01 version of the Li st Resour ceRecor dSet s action can list resource record sets that
include the Set | dent i f i er and Wi ght elements, but those elements are not included in the output.
Instead, the Val ue element contains a message that says the resource record set includes an
unsupported attribute.

¢ The 2010-10-01 version of the Li st Resour ceRecor dSet s action can paginate resource record sets
that include Set | denti fi er and Wei ght elements, but the combination of Narme and Type is no
longer guaranteed to correspond with a single resource record set. To ensure that the 2010-10-01
Li st Resour ceRecor dSet s paginator makes progress and doesn't repeat a partial list of the resource
record sets for a given Nane and Type, specify a page size that is long enough to accommodate the
largest number of resource record sets that are associated with any Nane and Type combination in
the zone.
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While ordinary Route 53 resource record sets are standard DNS resource record sets, alias resource
record sets provide a Route 53—-specific extension to DNS functionality. Instead of an IP address or a
domain name, an alias resource record set contains a pointer to an Elastic Load Balancing load balancer,
to an Amazon S3 bucket that is configured as a static website, or to another Route 53 resource record
set in the same hosted zone. When Route 53 receives a DNS query that matches the name and type in
an alias resource record set, Route 53 follows the pointer and responds with the applicable value:

¢ An Elastic Load Balancing load balancer: Route 53 responds to each request with one IP address
for the load balancer. If a load balancer has more than one IP address, Elastic Load Balancing selects
one of the IP addresses at random and returns it to Route 53; Route 53 then responds to the request
with that IP address.

« An Amazon S3 bucket that is configured as a static website: Route 53 responds to each request
with one IP address for the Amazon S3 bucket.

¢ Another Route 53 resource record set in the same hosted zone: Route 53 responds as if the query
had asked for the resource record set that is referenced by the pointer.

Alias resource record sets can save you time because Route 53 automatically recognizes changes in the
resource record sets that the alias resource record set refers to. For example, suppose an alias resource
record set for example.com points to an Elastic Load Balancing load balancer at
Ib1-1234.us-east-1.elb.amazonaws.com. If the IP address of the load balancer changes, Route 53 will
automatically reflect those changes in DNS answers for example.com without any changes to the hosted
zone that contains resource record sets for example.com.

Alias resource records sets are similar to CNAME records, but there are some important differences:

CNAME Records Alias Records

Route 53 charges for CNAME queries. Route 53 doesn't charge for alias queries to Elastic
Load Balancing load balancers or Amazon S3
buckets. For more information, see Amazon
Route 53 Pricing.
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CNAME Records

You cannot create a CNAME record at the top node
of a DNS namespace, also known as the zone
apex. For example, if you register the DNS name
example.com, the zone apex is example.com.

A CNAME record redirects queries for a domain
name regardless of record type.

A CNAME record can point to any DNS record
hosted anywhere.

A CNAME record is visible in the answer section
of a reply from a Route 53 DNS server.

A CNAME record is followed by a recursive
resolver.

Note

Alias Records

You can create an alias resource record set at the
Zone apex.

Route 53 follows the pointer in an alias resource
record set only when the record type also matches.

An alias resource record set can only point to an
Elastic Load Balancing load balancer, to an
Amazon S3 bucket that is configured as a static
website, or to another resource record set in the
same Route 53 hosted zone in which you're
creating the alias resource record set.

An alias resource record set is only visible in the
Route 53 console or the Route 53 API.

An alias resource record set is only followed inside
Route 53. This means that both the alias resource
record set and its target must exist in Route 53.

If an alias resource record set points to an Elastic Load Balancing load balancer or an Amazon
S3 bucket, you cannot set the time to live (TTL); Route 53 honors the Elastic Load Balancing or
Amazon S3 TTL. For more information about the current TTL value for Elastic Load Balancing,
see the introduction to Using Domain Names With Elastic Load Balancing in the Elastic Load

Balancing Developer Guide.

The following oveview describes how you create alias or weighted alias resource record sets.

1. Create the AWS resources for your application:

If you're creating alias resource record sets that point to another Route 53 resource record

set in the same hosted zone
Skip to Task 2.

If you're creating alias resource record sets for Elastic Load Balancing load balancers
Use Elastic Load Balancing to set up a load balancer. If you're creating weighted alias resource
record sets, create one load balancer for each weighted alias resource record set. For more
information, go to User Scenarios in the Elastic Load Balancing Developer Guide.

Note

Give the load balancer a name that will help you remember what it's for later. The hame
you specify when you create a load balancer is the name you'll choose when you create
an alias or weighted alias resource record set in Route 53.

If you're creating an alias resource record set for an Amazon S3 bucket
Use Amazon S3 to create a bucket that is configured as a website. For more information, go to
Hosting Websites on Amazon S3 in the Amazon Simple Storage Service Developer Guide.

Important

You must give the bucket the same name as the domain name that users will use to
access your application. For example, if you want users to the domain name
example.com to access your application, you must name the bucket example.com.

If you're creating weighted alias resource record sets for a given domain name, you can only
create one resource record set that routes queries to an Amazon S3 bucket because the name
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of the resource record set must match the name of the bucket, and bucket names must be
globally unique.

Create a Route 53 hosted zone. For more information, see Creating a Domain that Uses Route 53
as the DNS Service (p. 17).

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

Create an alias resource record set or weighted alias resource record sets in your hosted zone. For
more information, see the applicable section:

« How to Create Alias Resource Record Sets (p. 66)
* How to Create Weighted Alias Resource Record Sets (p. 70)

API only: Check on the status of your changes. For more information, see Checking the Status of
Your Change (p. 54).

How to Create Alias Resource Record Sets

You can create alias resource record sets using the Route 53 console or the Route 53 API. See the
applicable topic:

¢ Creating Alias Resource Record Sets Using the Route 53 Console (p. 66)
¢ Creating Alias Resource Record Sets Using the Route 53 API (p. 69)

For information about creating latency resource record sets that route queries to Elastic Load Balancing
load balancers based on the latency between an end user and your load balancers in multiple Amazon
EC2 regions, see Creating Latency Resource Record Sets (p. 76).

Creating Alias Resource Record Sets Using the
Route 53 Console

To create alias resource record sets using the Route 53 console

1.

If you created your Route 53 hosted zone and your Elastic Load Balancing load balancer using the
same AWS account, skip to Step 2.

If you created the hosted zone and the load balancer using different accounts, perform the following
steps to get the DNS name for the load balancer:

a. Signinto the AWS Management Console using the AWS account that was used to create the
load balancer for which you want to create an alias resource record set.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
c. Inthe Navigation pane, click Load Balancers.

d. Inthe Load Balancers pane, select the load balancer for which you want to create a Route 53
alias resource record set.

e. Inthe bottom pane, on the Description tab, get the A record value for DNS Name.

Important
Do not use the value for the AAAA record or the dualstack (A or AAAA record) record.
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li Load Balancers
b

;,; Sk Creats Load Balancer | 3 Delete [0 showMiss | & Refresh | & Haip
Load Balancer Name = DNS Name Port Configuration Avallability Tones
il .#www-axampla-cnm warw-example-com- 1729224618 .us-east- 80 [HTTP) forwarding to 80 (HTTP)  us-east-1k

1 Lead Balancer selected
s Load Balancer: www-example-com

Description Instances ] |l Health Check 1 Security |

DNS Mame: W W-example-com- i.us-east-1.elb.amazonaws.com](a Recard)
VG www-axample-com- ws-east-1,alb.amazonaws.com [AMMA Record)
dualstack. ww w-sxample-com- Jus-gast-1.elb.amazonaws.com (4 or A0 Record])
Moke: Because the set of IP addresses asseciated with 2 LoadBalancer can change over time, E

you should never create an "A” record with any specific IP address. If you want to use a friendly

DNS mame for youwr LoadBalancer mstead of the name generated by the Elastic Load Balanoing

service, you should create a CNAME record for the LoadBalancer DNS name, or use Amazon Route 53

to create a hosted zone, For more infarmabion, see the Using Domain Names With Elastic Load Balancing

mm L e Pl o e g

Status: 0 of 0 instances in service
Port Configuration: B0 (HTTP) forwarding to 80 (HTTE)
Shchness; Disabled  (edit)
1
¢ Availability Zones: us-2ast-1b
F
i Source Security Group: amazan-elb-sg
5 Owner Alias: amazon-elb
II\ Hosted Zone ID: Z3DZXEOQTONAIH
i wpcID:
5 -

f.  Sign out of the AWS Management Console.

g. Signintothe AWS Management Console again using the AWS account that was used to create
the Route 53 hosted zone.

2. Open the Amazon Route 53 console at https://console.aws.amazon.com/route53/.

3. Inthe Route 53 console, do one of the following to display the record sets for the hosted zone in
which you want to create alias resource record sets:

* Click the row for the hosted zone, and click Go to Record Sets.
« Double-click the row for the hosted zone.

Hosted Zones
¥ GotoRecord Sets ) T3 Create Hosted Zone || 3§ Delete Hosted Zone ' Refresh | @ Help

h: |4 ¢ tiototitemedzanss 3 3]  Hosted Zone Details
Domain Name Hosted Zone ID Record Set Count  Comment Domain Name: example.com.
example.com b O S 2 Domain for new Hosted Zone ID: -
T product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
I ns-143.awsdns-17.com
ns-1825. awsdns-36.co.uk
ng-588.awsdns-09.net

* Before the Domain Name System wil siart lo route
quenies for this domait &0 Route 53 name S8rvers. pou
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
85 anplicable. For more informalion, see Fap,

4, Click Create Record Set.
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5.

Console
€ Back 1o kosted Zones ([ Creste Record Set [ ShowiMise | & Refresh || @ Heip
Search: any Type [=] [ Aliases Only [ Weignted Only 11 2 of 2 Rocord Sats Create Record Set
Name Type Value TIL | Region Weight Set ID Name:
ns-1517_awsdns-61.0rg. Type: | A= IPvs address [=]
ns-143.awsdns-17.com.
exannpie.com, NS g~ 1825 Awsdns-26,00,uk 172800 Alias: ves Mo
nes-588 awsdns-00.net.
TTL {Seconds): n || 18
examgle com SOA  ns-1517 awsdns-E10rg, awsdns. 500 ¢ ¥ 300 \simy/ S bl

Value:

1P address. Enfer multpls addresses.
‘an separate ines.

Exampis:
19202235
19859100234

Routing Policy: & Simple Weighted Latercy

Route £3 responds. to queries basad onky on the values in this record. Leam

Mare

Create Record Set

Enter the applicable values. For information about a field, see the tool tip for the field. Note the

following:

¢ For Type, select the applicable value:

« If you're creating an alias resource record set for an Elastic Load Balancing load balancer or an

Amazon S3 bucket, select A - Ipv4 address.

¢ If you're creating an alias resource record set for another resource record set in this hosted

zone, select the type of the resource record set for which you're creating the alias.
» For Alias, click Yes.
¢ For Alias Target, do one of the following:

If you used the same account to create your Route 53 hosted zone and your load balancer

or Amazon S3 bucket

Click the Alias Target field, and choose a load balancer or bucket from the list. If you have a
lot of load balancers or buckets, you can type the first few characters of the DNS name to filter

the list.

If you choose an Amazon S3 bucket, the value of Alias Target changes to the Amazon S3

website endpoint for your bucket.

If you used different accounts to create your Route 53 hosted zone and your load balancer

Enter the value that you got in Step 1 for the DNS name of the load balancer.

If you used different accounts to create your Route 53 hosted zone and your Amazon S3

bucket
Enter the domain name of the Amazon S3 website endpoint in the following format:

s3-websi t e-regi on. anazonaws. com

where r egi on is the Amazon S3 region in which the bucket is hosted; for example, us- east - 1.
e The value of Alias Hosted Zone ID appears automatically based on the value that you selected

or entered for Alias Target.
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Create Record Set
Name: example.com
Type: |A— IPv4 address |Z|
Alias: @Yes [ No
Alias Target: |
D — Elastic L )= s —
Routing Policy: WW“L%'E?'E"DOY“- .us-east-1.elb.z

Record Sets in this Hosted Zone —

Route 53 responds example.com.
More

Create Record Set

6. Click Create Record Set.
7. Repeat Steps 4 through 6 for each alias resource record set that you want to create.

Creating Alias Resource Record Sets Using the
Route 53 API

To create alias resource record sets, you use the ChangeResour ceRecor dSet s action to create one
or more resource record sets that define the alias. For more information, see POST
ChangeResourceRecordSets in the Amazon Route 53 API Reference.

In the following example:

e 7222222222 is the ID of the Route 53 hosted zone in which you're creating the alias resource record
set.

¢ example.com is the zone apex for which you want to create an alias.
* www.example.com is a subdomain for which you also want to create an alias.

¢ 71111111111111 is an example of a hosted zone ID for the load balancer. You can get the value of
the load balancer's hosted zone ID, Canoni cal Host edZoneNanel D, in the following ways:

* Use the AWS Management Console. On the EC2 page, click Load Balancers in the Navigation
pane.

» Use the Descri belLoadBal ancer s action. For more information, see "Actions" in the Elastic Load
Balancing API Reference.

» Use the Elastic Load Balancing el b- descri be-| bs CLI command. For more information about
this CLI command, see the Elastic Load Balancing Quick Reference Card or the Elastic Load Balancing
CLI help.

* example-load-balancer-1111111111.us-east-1.elb.amazonaws.com is an example of a load balancer
domain name with which Route 53 responds to queries for example.com and www.example.com.

You can get the domain name for a load balancer by using the same methods that you used to get the
hosted zone ID for the load balancer.

Note

You can also create alias resource record sets by using the

el b- associ at e- r out e53- host ed- zone CLI command. For more information about the CLI
command, see the Elastic Load Balancing Quick Reference Card or the Elastic Load Balancing
CLI help.
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POST /2012-02- 29/ host edzone/ 2222222222/ rrset HTTP/ 1.1
<?xm version="1.0" encodi ng="UTF- 8" ?>
<ChangeResour ceRecor dSet sRequest xm ns="https://route53. anmazonaws. conf
doc/ 2012-02-29/">
<ChangeBat ch>
<Conment >
Thi s change batch creates two alias resource record sets, one
for the zone apex, exanple.com and one for ww. exanpl e.com that both
poi nt to exanpl e-1 oad-bal ancer-1111111111. us-east-1. el b. anazonaws. com
</ Corment >
<Changes>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Name>exanpl e. com </ Nane>
<Type>A</ Type>
<Al i asTar get >
<Host edZonel d>Z71111111111111</ Host edZonel d>
<DNSNanme>exanpl e- | oad- bal ancer-1111111111. us- east -
1. el b. anazonaws. com </ DNSNane>
</ Al i asTar get >
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Name>wwv. exanpl e. com </ Nanme>
<Type>A</ Type>
<Al i asTar get >
<Host edZonel d>71111111111111</ Host edZonel d>
<DNSNanme>exanpl e- | oad- bal ancer-1111111111. us- east -
1. el b. anazonaws. com </ DNSNane>
</ Al i asTar get >
</ Resour ceRecor dSet >
</ Change>
</ Changes>
</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >

For more information about changing resource record sets, see Creating, Changing, and Deleting Resource
Record Sets (p. 47). For information about listing resource record sets, see GET ListResourceRecordSets
in the Amazon Route 53 API Reference.

After you send your change request, check to ensure that your change was applied to all Route 53 DNS
servers by polling for the status of the change. When the change is complete, its status becomes | NSYNC.
For more information about polling for the status of a change request, see Checking the Status of Your
Change (p. 54).

How to Create Weighted Alias Resource Record
Sets

You can create weighted alias resource record sets using the Route 53 console or the Route 53 API. See
the applicable topic:
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¢ Creating Weighted Alias Resource Record Sets Using the Route 53 Console (p. 71)
* Creating Weighted Alias Resource Record Sets Using the Route 53 API (p. 74)

Creating Weighted Alias Resource Record Sets
Using the Route 53 Console

To create weighted alias resource record sets using the Route 53 console

1. |If you created your Route 53 hosted zone and your Elastic Load Balancing load balancer using the
same AWS account, skip to Step 2.

If you created the hosted zone and the load balancer using different accounts, perform the following
steps to get the DNS name for the load balancer:

a. Signinto the AWS Management Console using the AWS account that was used to create the
load balancer for which you want to create an alias resource record set.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
c. Inthe Navigation pane, click Load Balancers.

d. Inthe Load Balancers pane, select the load balancer for which you want to create a Route 53
alias resource record set.

e. Inthe bottom pane, on the Description tab, get the A record value for DNS Name.

Important
Do not use the value for the AAAA record or the dualstack (A or AAAA record) record.

I
f

i Ak treate Lond Balancer | 3 Delese [ ShowMide | o Refresh | & Help
Load Balancer Name = DNS Hame Port Configuration Avallability Zones
b www-axampla-com | www-example-com-17 29224618 us-east- 80 [HTTP) forwarding to 80 (HTTP) | us-sast-Tb

]

1 Lead Balancer selected =
s Load Balancer: www-example-com

Description || Instances | Health Check | Security

DHNS Hame: [wws w-example-com- i.us-east-1.elb.amazonaws.com|(4 Record)
P www-axampla-com- ws-east-1.elb.amazanaws.com [ASAA Record)
dualstack. www-example-com- Aus-east-l.elb.amazonaws.com (A or A Record)
Mote: Because the set of IP addresses associated with 2 LoadBalancer can change over time, [

you should never create an "A" record with any specific IP address. If you want to use a friendly

DS name for your LoadBalancer mstead of the name generated by the Elastic Load Balancing

service, you should create a CNAME record for the LoadBalancer DNS name, or use Amazon Route 53

to create a hosted zone, For more informabion, see the Using Domain Names With Elastic Load Balancing

Status: 0 of 0 instances in service

Port Configuration: 80 (HTTP) forwarding to 80 (HTTE)
Stickmness: Disabled  (edit)

e o B T o e g et e P

Availability Fones: us-east-1h
Source Security Group: amazan-elb-sg
Ownier Alias: amazon-elk
Hosted Zone ID: ZIDZXEOQTINILH
VPC 1Dz

f.  Sign out of the AWS Management Console.

g. Signintothe AWS Management Console again using the AWS account that was used to create
the Route 53 hosted zone.

2. Open the Amazon Route 53 console at https://console.aws.amazon.com/route53/.
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In the Route 53 console, do one of the following to display the record sets for the hosted zone in
which you want to create weighted alias resource record sets:

* Click the row for the hosted zone, and click Go to Record Sets.
« Double-click the row for the hosted zone.

¥ GotoRecord Sets ) T3 Create Hosted Zone || 3§ Delete Hosted Zone ' Refresh | @ Help

Hosted Zone Details

Saarch: J€ € 11010t 1Hosted Zones
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: example.com.
o Domain for new H
] example.com. - 2 / Hosted Zone ID:
product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
Il ns-143.awsdns-17.com
ns-1825. awsdns-36.co.uk
ng-588.awsdns-09.net

= Before the Domain Name System will Star 1o routs
qusires for this domsin io Rowte 53 nams servers. you
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
a3 anpleable. For more informalion, see Halp,

Click Create Record Set.

€ Bock to Fosted Zones ([ Create Record Set [E showise | ' Refresh || & e

Search: anyType [=] [ Aliases Only [weignted Only 1€ € fwzerzrecsesas » 5|  Create Record Set
MName Type Value TTL Region  Weight Set ID Name: Eaampie com
ns-1517_ awsdns-51.0rg. Type: | A= IPvs address |T]
- 1rs-143.awsdns-17.com.
O examgle com. NS 1B25 mwsd95-36.00 UK irae0n Allas: Cives Mg

nes-588 awsdns-00.net. B
- TTL (Seconds): im || &m || n || 10
O examgle com S0A 51617 awsdns-61.0ig. awsdns- 900 0 lm

Value:

184 ackdress. Enler multple addresses
on separnte ines

Exampie;
182.0.2.235
198.61.100 234

Routing Policy: @ Simple  © weighted 7 Latency

Route £3 responds to queries basad only on the values in this record. Leam
Mare

Create Record Set

Enter the applicable values. For information about a field, see the tool tip for the field. Note the
following:

« For Name, specify the same value for all of the resource record sets that you want to include in
the same group of weighted alias resource record sets.

* For Type, select the applicable value:

« If you're creating an alias resource record set for an Elastic Load Balancing load balancer or an
Amazon S3 bucket, select A - Ipv4 address.

« If you're creating an alias resource record set for another resource record set in this hosted
zone, select the type of the resource record set for which you're creating the alias.

Select the same value for all of the resource record sets that you want to include in the same group
of weighted resource record sets.

» For Alias, click Yes.
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« For Alias Target, do one of the following:
If you used the same account to create your Route 53 hosted zone and your load balancer

or Amazon S3 bucket
Click the Alias Target field, and choose a load balancer or bucket from the list. If you have a
lot of load balancers or buckets, you can type the first few characters of the DNS name to filter

the list.

If you choose an Amazon S3 bucket, the value of Alias Target changes to the Amazon S3
website endpoint for your bucket.

If you used different accounts to create your Route 53 hosted zone and your load balancer
Enter the value that you got in Step 1 for the DNS name of the load balancer.

If you used different accounts to create your Route 53 hosted zone and your Amazon S3

bucket
Enter the domain name of the Amazon S3 website endpoint in the following format:

s3-websi t e-regi on. anazonaws. com

where r egi on is the Amazon S3 region in which the bucket is hosted; for example, us- east - 1.

Note

You can only create one weighted alias resource record set that routes queries to an
Amazon S3 bucket because the name of the resource record set must match the name
of the bucket, and bucket names must be globally unique.

* The value of Alias Hosted Zone ID appears automatically based on the value that you selected
or entered for Alias Target.

¢ For Routing Policy, click Weighted.

« For the value of Weight, enter an integer between 0 and 255. To disable routing to a resource,

set Weight to 0. If you set Wi ght to O for all of the resource record sets in the group, queries are

routed to all resources with equal probability. This ensures that you don't accidentally disable

routing for a group of weighted alias resource record sets.

For Set ID, enter a value that is unique for the current combination of Name and Type; for example,

US-East-Region.

Create Record Set

Name: example.com

Type: IA— IPv4 address IZ|

@;as: @ Yes Mo \
Alias Target: www-example-com- 7799 _us-east-1.elt

\ilias Hosted Zone ID: Z3DZXE0QTINATH _/

é;uting Policy: Simple @ Weighted Latency \

Route 53 responds to queries based on weighting that you specify in this and
other record sets that have the same name and type. Learn More

Weight: 10

SetID: US-East-Region

Description of this record set that is unique
within the group of weighted sets.
Example:

k My Seattie Data Center _/

Create Record Set

6. Click Create Record Set.
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7. Repeat Steps 4 through 6 for each weighted alias resource record set that you want to add to the
group.

Creating Weighted Alias Resource Record Sets
Using the Route 53 API

You can also use the ChangeResour ceRecor dSet s action to create weighted alias resource record
sets. For more information, see POST ChangeResourceRecordSets in the Amazon Route 53 API
Reference.

In the following example:

¢ example.com is the domain for which you want to create weighted alias resource record sets.

« Setldentifier differentiates the two weighted alias resource record sets from one another. This
element is required because the Nanme and Type elements have the same values for both resource
record sets.

e 71111111111111 and Z3333333333333 are examples of hosted zone IDs for the load balancer specified
by the value of DNSNane. You can get the value of a load balancer's hosted zone ID,
Canoni cal Host edZoneNanel D, in the following ways:

» Use the AWS Management Console. On the EC2 page, click Load Balancers in the Navigation
pane.

» Usethe Descri belLoadBal ancer s action, which is described in the "Actions" chapter of the Elastic
Load Balancing API Reference.

» Use the Elastic Load Balancing el b- descri be- | bs CLI command. For more information about the
CLI command, see the Elastic Load Balancing Quick Reference Card or the Elastic Load Balancing
CLI help.

¢ example-load-balancer-2222222222.us-east-1.elb.amazonaws.com and
example-load-balancer-4444444444 us-east-1.elb.amazonaws.com are examples of Elastic Load
Balancing domains from which Route 53 responds to queries for example.com.

Use the DNS name that was returned by the Elastic Load Balancing Cr eat eLoadBal ancer action,
which is described in the "Actions” chapter of the Elastic Load Balancing API Reference. You can also
get the domain name for a load balancer by using the same methods that you used to get the hosted
zone ID for the load balancer.

PCOST /2012- 02- 29/ host edzone/ Z5555555555/ rrset HTTP/ 1.1
<?xm version="1.0" encodi ng="UTF-8"?>
<ChangeResour ceRecor dSet sRequest xm ns="https://route53. amazonaws. com
doc/ 2012- 02-29/" >
<ChangeBat ch>
<Conment >
Thi s change batch creates two wei ghted alias resource record sets.
Route 53 responds to queries for exanple.comwth the first ELB
domain 3/4ths of the tinmes and the second one 1/4th of the tine.
</ Corment >
<Changes>
<Change>
<Act i on>CREATE</ Act i on>
<Resour ceRecor dSet >
<Nane>exanpl e. com </ Nane>
<Type>A</ Type>
<Setldentifier>1</Setldentifier>
<Weéi ght >3</ Wi ght >
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<Al i asTar get >
<Host edZonel d>71111111111111</ Host edZonel d>
<DNSNane>exanpl e- | oad- bal ancer -2222222222. us- east -
1. el b. anazonaws. com </ DNSNane>
</ Al'i asTar get >
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Nanme>exanpl e. com </ Nane>
<Type>A</ Type>
<Setldentifier>2</Setldentifier>
<Wei ght >1</ Wi ght >
<Al i asTar get >
<Host edZonel d>73333333333333</ Host edZonel d>
<DNSNane>exanpl e- | oad- bal ancer - 4444444444, us- east -
1. el b. anazonaws. com </ DNSNane>
</ Al'i asTar get >
</ Resour ceRecor dSet >
</ Change>
</ Changes>
</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >

After you send your change request, check to ensure that your change was applied to all Route 53 DNS
servers by polling for the status of the change. When the change is complete, its status becomes | NSYNC.
For more information about polling for the status of a change request, see Checking the Status of Your
Change (p. 54).

Using Aliases with the 2010-10-01 Route 53 API

Aliases were added with the 2011-05-05 version of the Route 53 API. If a zone contains any alias resource
record sets, we recommend that you use the 2011-05-05 or a later version of the API. Note the following
about using alias resource record sets with the 2010-10-01 API.

¢ The 2010-10-01 version of the ChangeResour ceRecor dSet s action cannot create or delete resource
record sets that include Al i asTar get , Host edZonel d, or DNSNane elements.

* The 2010-10-01 version of the Li st Resour ceRecor dSet s action can list resource record sets that
include Al i asTar get , Host edZonel d, and DNSNane elements, but those elements are not included
in the output. Instead, the Val ue element contains a message that says the resource record set includes
an unsupported attribute.
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Creating Latency Resource Record
Sets

If your application is hosted on Amazon EC2 instances in multiple EC2 regions, you can reduce latency
for your end users by serving their requests from the EC2 region for which network latency is lowest.
Route 53 latency-based routing lets you use DNS to route end-user requests to the EC2 region that will
give your users the fastest response.

To use latency-based routing, you create a latency resource record set for the EC2 resource in each
region that hosts your application. When Route 53 receives a query for the corresponding domain, it
selects the latency resource record set for the EC2 region that gives the end user the lowest latency.
Route 53 then responds with the value associated with that resource record set.

For example, suppose you have Elastic Load Balancing load balancers in the US West (Oregon) region
and in the Asia Pacific (Singapore) region and that you've created a latency resource record set in Route 53
for each load balancer. An end user in London enters the name of your domain in a browser, and the
Domain Name System routes your request to a Route 53 name server. Route 53 refers to its data on
latency between London and the Singapore region and between London and the Oregon region. If latency
is lower between London and the Oregon region, Route 53 responds to the end user's request with the
IP address of your load balancer in the Amazon EC2 data center in Oregon. If latency is lower between
London and the Singapore region, Route 53 responds with the IP address of your load balancer in the
Amazon EC2 data center in Singapore.
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Map courtesy of the University of Texas Libraries, The University of Texas at Austin.

Latency between hosts on the Internet can change over time as a result of changes in network connectivity
and routing. Route 53's latency-based routing is based on latency measurements performed over a period
of time, and the measurements reflect these changes. For example, if you have load balancers in the
Oregon and San Francisco EC2 regions, an end-user request that is routed to the Oregon region this
week might be routed to the San Francisco region next week if latency from the end user to the San
Francisco region improves.

You can create latency resource record sets for:

« Amazon EC2 instances, with or without Elastic IP addresses.
« Elastic Load Balancing load balancers, which balance traffic for Amazon EC2 instances.

You can also create latency resource record sets with a record type of CNAME or TXT.

The following table describes how you create latency resource record sets.
Process for Creating Latency Resource Record Sets
1 Create the AWS resources for your application:

« If you want to use Elastic Load Balancing load balancers, create one or more load balancers
in each Amazon EC2 region in which you want to run your application. For more information,
see User Scenarios in the Elastic Load Balancing Developer Guide.

The name you specify when you create a load balancer is the name you'll use when you create
a latency resource record set in Route 53.

« If you want to use Amazon EC2 instances, launch one or more Amazon EC2 instances in each

Amazon EC2 region in which you want to run your application. For more information, see the
Amazon Elastic Compute Cloud Getting Started Guide.

Note
We recommend that you assign Elastic IP addresses to your Amazon EC2 instances
to ensure that the IP addresses don't change.
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2 Create a Route 53 hosted zone. For more information, see Creating a Domain that Uses Route 53
as the DNS Service (p. 17).

For information about using the Route 53 API, see Making API Requests (p. 90). For information
about calling the Route 53 API using the Route 53 dnscur | . pl utility, see Example: Using
dnscurl.pl (p. 104).

3 Create latency resource record sets in your hosted zone. For more information, see How to Create
Latency Resource Record Sets (p. 78).

4 Check the status of your changes. For more information, see Checking the Status of Your
Change (p. 54).

How to Create Latency Resource Record Sets

You can create latency resource record sets using the Route 53 console or the Route 53 API. In the
console procedures, we focus on the most common use cases, Elastic Load Balancing load balancers
and Amazon EC2 instances that are associated with Elastic IP addresses. See the applicable topic:

¢ Creating Latency Resource Record Sets for Elastic Load Balancing Load Balancers Using the Route 53
Console (p. 78)

¢ Creating Latency Resource Record Sets for Elastic IP Addresses Using the Route 53 Console (p. 80)
¢ Creating Latency Resource Record Sets Using the Route 53 API (p. 82)

Creating Latency Resource Record Sets for Elastic
Load Balancing Load Balancers Using the
Route 53 Console

To create latency resource record sets using the Route 53 console

1. If you used the same AWS account to create your Route 53 hosted zone and to create the AWS
resources for which you want to create latency resource record sets, skip to Step 2.

If you created the hosted zone and the other AWS resources using different accounts, perform the
following steps to get either the DNS name for the load balancer or the Elastic IP address for the
Amazon EC2 instance:

a. Sign into the AWS Management Console using the AWS account that was used to create the
other AWS resources.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec?2/.
c. For each Elastic Load Balancing load balancer for which you want to create a latency resource
record set, get the DNS Name value for the A record.

Important
Do not use the value for the AAAA record or the dualstack (A or AAAA record) record.

d. Sign out of the AWS Management Console. Then sign in again using the AWS account that was
used to create the Route 53 hosted zone.

2. Open the Amazon Route 53 console at https://console.aws.amazon.com/route53/.
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In the Route 53 console, do one of the following to display the record sets for the hosted zone in
which you want to create latency resource record sets:

* Click the row for the hosted zone, and click Go to Record Sets.
« Double-click the row for the hosted zone.

Hosted Zones
@ Create Hosted Zone || 3 Delete Hosted Zone & Refresh || @ Help
Scarch: £ € 1to1of1HostedZones F Hoested Zone Details
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: example.com.
/] example.com. - 2 m:; for new Hosted Zone ID:

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
Il ns-143.awsdns-17.com
ns-1825. awsdns-36.co.uk
ng-588.awsdns-09.net

= Before the Domain Name System will Star 1o routs
qusires for this domsin io Rowte 53 nams servers. you
st updiaie the name sener records either with the
current DNS service or with the registrar for the domain,
a3 anpleable. For more informalion, see Halp,

Click Create Record Set.

€ Bock to Fosted Zones ([ Create Record Set [E showise | ' Refresh || & e

Search: anyType [=] [ Aliases Only [ weignted Only 1€ € 122 Reces Sas 3 Create Record Sct
Mame Type Value TIL  Region Weight Set ID Name: SHampte-com
ns-1617_ awsdns-51.0rg. Tvpe: | A=IPvd address =]
- ns-143 awsdns-17.com.
O examgle com. NS 1B25 mwsd95-36.00 UK irae0n Allas: Cives Mg
nes-588 awsdns-00.net. -
TTL {Seconds): 300 im || &m || 1k || 10

O example.com SOA  ns-1617.awsdnsE1.0g, awsdns: 500

Value:

. 184 ackdress. Enler multple addresses
on separate ines
Exampis:
19202235
19859100234

Routing Policy: & Simple Weighted Latercy

Route £3 responds to queries basad only on the values in this record. Leam
Mare

Create Record Set

In the right pane, enter the applicable values. For information about a field, see the tool tip for the
field. Note the following:

e For Type, select A — IPv4 address or AAAA — IPv6 address.
* For Alias, click Yes.
¢ For Alias Target, do one of the following:

« Ifthe load balancer and the hosted zone were created by the same AWS account, click the Alias
Target field, and choose a load balancer from the list. If you have a lot of load balancers, you
can type the first few characters of the DNS name to filter the list.

« If the load balancer and the hosted zone were created using different AWS accounts, enter the
value that you got in Step 1c for the DNS name of the load balancer.

The value of Alias Hosted Zone ID appears automatically based on the value that you selected
or entered for Alias Target.
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¢ For Routing Policy, click Latency.

A value for Region is selected automatically based on the value you specified in the Alias Target
field. We recommend that you not change this value.

« For Set ID, enter a value that uniquely identifies this resource record set among the latency resource
record sets with the same name and type.

Create Record Set

Name: example.com

Type: IA— IPv4 address |Z|

@as: @vyes ) No \
Alias Target: www-example-com- _us-east-1.elt

Qlias Hosted Zone ID: Z3DZXE0QTINATH _/

@uting Policy: © Simple O \Weighted @ Latency \

Route 53 responds to queries based on regicns that yvou specify in this and
other record sets that have the same name and type. Learn More

I'| Region: |us-east-1 |Z|

Set ID:  ELBE load balancer - northern VA
Description of this record set that is unique
within the group of latency sets.
Example:

k My Seattie Data Center _/

Create Record Set

6. Click Create Record Set.
7. Ifyou have load balancers in other Amazon EC2 regions, repeat Steps 4 through 6 to create a latency
resource record set for the load balancer in each region.

Creating Latency Resource Record Sets for Elastic
IP Addresses Using the Route 53 Console

To create latency resource record sets for Amazon EC2 instances that have Elastic IP
addresses using the Route 53 console

1. Get the Elastic IP address for each Amazon EC2 instance for which you want to create a latency
resource record set:

a. Signinto the AWS Management Console using the AWS account that was used to create the
Amazon EC2 instances.
b. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

c. Inthe Amazon EC2 console, get the Elastic IP addresses.
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d. If you created the Amazon EC2 instances and your Route 53 hosted zone using different AWS

accounts, sign out of the AWS Management Console, and sign in to the AWS Management
Console again using the AWS account that was used to create the Route 53 hosted zone.

Open the Amazon Route 53 console at https://console.aws.amazon.com/route53/.

In the Route 53 console, do one of the following to display the record sets for the hosted zone in
which you want to create latency resource record sets:

* Click the row for the hosted zone, and click Go to Record Sets.
» Double-click the row for the hosted zone.

¥ GotoRecord Sets ) 59 Create Hosted Zone | 3 Delete Hosted Zone 2 Refresh | @ Help

Hosted Zone Details

Search: J€ € t1to1ot1bostedzonss > ¥
Domain Name Hosted Zone ID Record Sel Count Comment Domain Name: example.com.
] Domain for new H
¥ example.com. - 2 Hosted Zone ID:
product

Record Set Count: 2
Comment: Domain for new product

Delegation Set *: ns-1517.awsdns-61.01g
L ns-143 awsdns-17.com
ns-1825. awsdns-36.co.uk
ns-588. awsdns-09.net

= Before the Domain Name System will Star 1o routs
queries for this domait fo Route 53 name S8Ivers. pou
st Gpeate the name Senver recorss either wil the
current DNS service or with the registrar for the domain,
23 applicable. For more informalion, see Fap,

Click Create Record Set.

[2 showMise | & Refresh || & Hep
Search: Any Type |=| [ Aiases Only [JWeighted Only |4 ¢ twzef2Recsases 3 3|  Create Record Set
Mamea Type Value TTL Region  Weight Set ID Name: example com
ns-1617_ awsdns-51.0rg. Type: | A-IPvd address [=]
ns-143. awsdns-17.com.
B exampie com. NS o165 awsans26 oo uk 172600 Alias: Cves @ o
nes-G88. awsdns-09.nat. ;
TTL (Seconds):
O examgle com SOA  ns-1617.awsdns-E10mg. awsdns. 800 300 | m || &m || Th || 1d
Value:

14 ackress, Enter mutipie addrasses.
on separate ines

Exampis:
19202235
19859100234

Routing Policy: @ Simple  © Weighted 7 Latency

Route £3 responds to queries basad only on the values in this record. Leam
Mare

Create Record Set

Enter the applicable values. For information about a field, see the tool tip for the field. Note the
following:

e For Type, select A — IPv4 address or AAAA — IPv6 address.
» For Alias, click No.

e For Value, enter the IP address that you got in Step 1.

» For Routing Policy, click Latency.
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¢ For Region, Route 53 recommends an Amazon EC2 region based on the Elastic IP address that
you entered in the Value field. We recommend that you not change this value.

» For Set ID, enter a value that uniquely identifies this resource record set among the latency resource
record sets with the same name and type.

—

[I5 ShowiHide || & Refresh || @ Help

Create Record Set

Name: example.com
Type: |A— IPv4 address |Z|
Alias: O Yes @ No

TTL (Seconds): 300 | 1m || Sm || 1h || 1d

Value: 192023

|Pv4 address. Enter multiple addresses
on separate ines.

Example:
0 192.0.2.235
198.51.100.234
@uting Policy: O Simple ) Weighted @ Latency \

Route 53 responds to queries based on regions that wou specify in this and
other record sets that have the same name and type. Learn More

Region: | us-west-1 |Z|

SetID: EC2 Elastic IP - northern CA

Drescription of this record set that is unigue
within the group of latency sets.
Example:

K My Seattle Data Center _/

Create Record Set

6. Click Create Record Set.

7. Ifyou have Amazon EC2 instances in other Amazon EC2 regions, repeat Steps 4 through 6 to create
a latency resource record set for the Amazon EC2 instance in each region.

Creating Latency Resource Record Sets Using the
Route 53 API

To create latency resource record sets, use the ChangeResour ceRecor dSet s action.

The following example creates two latency resource record sets, one for an Elastic Load Balancing load
balancer in the US West (Oregon) region (us- west - 2), and another for a load balancer in the Asia Pacific
(Singapore) region (ap- sout heast - 1). In this example:

¢ <host ed zone | D>isthe ID of the Route 53 hosted zone in which you're creating the latency resource
record set.
¢ exanpl e. com is the domain for which you are creating latency resource record sets.

¢ <hosted zone ID for Oregon | oad bal ancer>and <hosted zone ID for Singapore
| oad bal ancer > are the hosted zone IDs for the load balancers for exanpl e. com You can get the
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hosted zone IDs—Canoni cal Host edZoneNanel D—for these load balancers in any of the following

ways:

* Use the Descri beLoadBal ancer s action. For more information, see "Actions" in the Elastic Load
Balancing API Reference.

» Use the Elastic Load Balancing el b- descri be-1 bs CLI command. For more information about
this CLI command, see the Elastic Load Balancing Quick Reference Card or the Elastic Load Balancing
CLI help.

* Use the AWS Management Console. On the EC2 page, click Load Balancers in the Navigation
pane.

e exanpl e-1 oad- bal ancer-1111111111. ap- sout heast - 1. el b. amazonaws. comand
exanpl e- | oad- bal ancer -2222222222. us- west - 2. el b. anazonaws. comare the domain names
for your load balancers. Route 53 responds to queries for example.com with the IP address of one of
these load balancers, depending on the latency between your end users and the Amazon EC2 regions
in which you created your load balancers.

You can get the domain name for a load balancer by using the same methods that you used to get the
hosted zone ID for the load balancer.

PCOST /2012- 02- 29/ host edzone/ <hosted zone ID>/rrset HITP/ 1.1
<?xm version="1.0" encodi ng="UTF-8"?>
<ChangeResour ceRecor dSet sRequest xm ns="https://route53. anazonaws. com
doc/ 2012- 02-29/" >
<ChangeBat ch>
<Conment >
This change batch creates two | atency resource record sets, one
for the US West (Oregon) region and one for the Asia Pacific
(Si ngapore) region.

</ Corment >
<Changes>
<Change>
<Act i on>CREATE</ Act i on>
<Resour ceRecor dSet >
<Name>exanpl e. com </ Name>
<Type>A</ Type>
<Setldentifier>Oregon | oad bal ancer 1</ Setldentifier>
<Regi on>us- west - 2</ Regi on>
<Al i asTar get >
<Host edZonel d><hosted zone ID for
Oregon | oad bal ancer ></ Host edZonel d>
<DNSNane>exanpl e- | oad- bal ancer -2222222222. us- west -
2. el b. amazonaws. conx/ DNSNanme>
</ Al i asTar get >
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Act i on>
<Resour ceRecor dSet >
<Name>exanpl e. com </ Name>
<Type>A</ Type>
<Setldentifier>Si ngapore | oad bal ancer 1</ Setldentifier>
<Regi on>ap- sout heast - 1</ Regi on>
<Al i asTar get >
<Host edZonel d><host ed zone ID for
Si ngapore | oad bal ancer ></ Host edZonel d>
<DNSNane>exanpl e- | oad- bal ancer-1111111111. ap- sout heast -
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1. el b. anazonaws. conx/ DNSName>
</ Al i asTar get >
</ Resour ceRecor dSet >
</ Change>
</ Changes>
</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >

For more information about changing resource record sets, see Creating, Changing, and Deleting Resource
Record Sets (p. 47). For information about listing resource record sets, see GET ListResourceRecordSets
in the Amazon Route 53 API Reference.

After you send your change request, check to ensure that your change was applied to all Route 53 DNS
servers by polling for the status of the change. For more information about polling for the status of a
change request, see Checking the Status of Your Change (p. 54).

Using Latency Resource Record Sets with
Route 53 API Versions Earlier than 2012-02-29

Latency resource record sets are supported starting with the 2012-02-29 version of the Route 53 API. If
a zone contains any latency resource record sets, we recommend that you use the 2012-02-29 API or
later. Note the following restrictions on using alias resource record sets with earlier API versions.

¢ The ChangeResour ceRecor dSet s action cannot create or delete resource record sets that include
the Regi on element.

¢ The Li st Resour ceRecor dSet s action can list resource record sets that include the Regi on element,
but that element is not included in the output. Instead, the Val ue element of the response contains a
message that says the resource record set includes an unsupported attribute.

API Version 2012-02-29
84


http://docs.aws.amazon.com/Route53/latest/APIReference/API_ListResourceRecordSets.html
http://docs.aws.amazon.com/Route53/latest/APIReference/

Amazon Route 53 Developer Guide

Routing Queries to a Website That
s Hosted in an Amazon S3 Bucket

If you want to host a website in an Amazon S3 bucket and you want to use Route 53 as the DNS service
for your domain, use the following procedure.

1. Create an Amazon S3 bucket that is configured as a website. For more information, see Hosting
Websites on Amazon S3 in the Amazon Simple Storage Service Developer Guide.

2. Create a domain or a subdomain that uses Route 53 as the DNS service, or migrate an existing
domain or subdomain to Route 53. For more information, see the applicable topic:

¢ Creating a Domain that Uses Route 53 as the DNS Service (p. 17)

¢ Creating a Subdomain that Uses Route 53 without Migrating the Parent Domain (p. 27)
¢ Migrating an Existing Domain to Route 53 (p. 22)

¢ Migrating a Subdomain to Route 53 without Migrating the Parent Domain (p. 31)

3. Inthe Route 53 console, create an alias resource record set that routes queries for your domain
name to the Amazon S3 domain name for your bucket. For more information about creating alias
resource record sets in Route 53, see Creating Alias Resource Record Sets (p. 64).
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Controlling User Access with IAM

Topics
¢ Route 53 ARNSs (p. 86)
¢ Route 53 Actions (p. 87)
¢ Route 53 Keys (p. 87)
« Example IAM Policies for Route 53 (p. 87)

Amazon Route 53 integrates with AWS Identity and Access Management (IAM) so that you can specify
which Route 53 API actions a User can perform on which Route 53 resources. For example, you can
create an IAM policy that gives certain Users in your organization permission to update resource record
sets of specific hosted zones that your organization owns.

Important
Using Route 53 with IAM doesn't change how you use Route 53. There are no changes to
Route 53 actions.

For an example of a policy that covers Route 53 actions, see Example IAM Policies for Route 53 (p. 87).

Route 53 ARNSs

You can specify two types of Route 53 resources in an IAM policy: hosted zones and changes. Route 53
Amazon Resource Names (ARNS) have the following general format:

arn: aws: rout e53:::resource/ I D

Resour ce is either host edzone or change, and | Dis the ID of the hosted zone or the change.

The following are examples of a hosted zone ARN and a change ARN, respectively.

arn: aws: rout e53: : : host edzone/ Z148QEXAMPLESV
arn: aws: rout e53: : : change/ C2RDI5EXAMPLE2

You can use wildcards (*) in place of the ID. For example, the following could specify all hosted zone
resources owned by the AWS account.
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arn: aws: rout e53: : : host edzone/ *

Route 53 supports all valid values for nanespace and rel ati ve-i d in an ARN, including federated
users.

For more information about ARNSs, go to ARNSs at Identifiers for IAM Entities in Using IAM.

Route 53 Actions

Currently, all Route 53 API actions can be referred to in an IAM policy. Each action name must be prefixed
with the lowercase string r out €53: . For example:r out e53: Cr eat eHost edZone, r out e53: Get Change
or rout e53: * (for all actions).

Most actions can be authorized to act on a specific resource or a set of resources using a wildcard ARN.
However, because the Cr eat eHost edZone and Li st Host edZones actions do not act on specific
resources, policies for these actions must specify * as the resource. For a list of Route 53 actions, refer
to the API action names in the Amazon Route 53 API Reference.

Route 53 Keys

Route 53 implements the following policy keys, but no others. For more information about policy keys,
go to Available Keys in Condition at Element Descriptions in Using Identity and Access Management.

AWS-Wide Policy Keys

e aws: Curr ent Ti ne (for date/time conditions)

e aws: EpochTi ne (the date in epoch or UNIX time, for use with date/time conditions)

¢ aws: Secur eTr ansport (Boolean representing whether the request was sent using SSL)

¢ aws: Sour cel p (the requester's IP address, for use with IP address conditions)

¢ aws: User Agent (information about the requester's client application, for use with string conditions)

If you use aws: Sour cel p, and the request comes from an Amazon EC2 instance, we evaluate the
instance's public IP address to determine if access is allowed.

For services that use only SSL, such as Amazon RDS and Route 53, the aws: Secur eTr anspor t key
has no meaning.

The key names are case insensitive. For example, aws: Cur r ent Ti ne is equivalentto AWS: current ti ne.

Example IAM Policies for Route 53

This section shows a simple policy for controlling User access to Route 53.

Note
In the future, Route 53 might add new actions that should logically be included in one of the
following policies, based on the policy's stated goals.
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Example 1: Allow Users read access to all hosted zones

This policy allows the group it is attached to (for example, the AllUsers group) read access to all of the
AWS Account's hosted zones.

{
"Statenment":[{
"Effect":"Al |l ow',
"Action":["route53: Get Host edZone",
"rout e53: Li st Resour ceRecor dSets"],
"Resource":"arn:aws: rout e53::123456789012: change/ *"
1
{
"Effect":"Al |l ow',
"Action":["route53: Li st Host edZones"],
"Resource":"*"
}
]
}

Example 2: Allow creation and deletion of hosted zones

This policy allows the group it is attached to (for example, the Managers group) to manage the creation
and deletion of hosted zones.

{
"Statement": [
{
"Effect":"All ow',
"Action":["route53: Creat eHost edZone"],
"Resource":"*"
I8
{
"Effect":"All ow',
"Action":["route53: Del et eHost edZone"],
"Resource":"arn:aws: rout e53::123456789012: change/ *"
I8
{
"Effect":"All ow',
"Action":["route53: Get Change"],
"Resource":"arn:aws: rout e53::123456789012: change/ *"
}
]
}
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Example 3: Allow modifications to a specific zone

This policy allows the group it is attached to (for example, a SysAdmins group) to make modifications to
a specific zone. It also allows the group to query the status of the change.

{
"Statenment": [
{
"Effect":"Al |l ow',
"Action":["route53: ChangeResour ceRecordSets"],
"Resource":"arn: aws: rout e53::123456789012: host edzone/ Z148QEXAMPLESV"
1
{
"Effect":"Al |l ow',
"Action":["route53: Get Change"],
"Resource":"arn:aws: rout e53::123456789012: change/ *"
}
]
}
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Making APl Requests

Topics
¢ Endpoints (p. 90)
« REST Requests (p. 91)
« REST Responses (p. 93)
¢ Authenticating REST Requests (p. 95)

This section describes how to make REST requests to the Route 53 control API, which you use to create
and manage your distributions. The various topics acquaint you with the components of requests, the
content of responses, and how to authenticate requests.

Endpoints

When you make a REST request you use the following format, where <hosted zone ID> is the hosted
zone that you are asking to take action on in your request.

https://route53. anazonaws. com 2012- 02- 29/ <host ed zone | D>

Related Topics

« REST Requests (p. 91)

¢ The Route 53 Global Network (a list on the AWS website of the Route 53 DNS servers world-wide
locations)

¢ Regions and Endpoints (information about AWS product endpoints and regions in the Amazon Web
Services General Reference)
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REST Requests

Route 53 REST requests are HTTPS requests, as defined by RFC 2616 (for more information, go to
http://wwwv.ietf.org/rfc/rfc2616.txt). This section describes the structure of an Route 53 REST request.
For detailed descriptions of the actions you can perform, go to the Amazon Route 53 API Reference.

A typical REST action consists of sending a single HTTPS request to Route 53, and waiting for the
response. Like any HTTP request, a REST request to Route 53 contains a request method, a URI, request
headers, and sometimes a query string or request body. The response contains an HTTP status code,
response headers, and sometimes a response body.

Request URI

The request URI always starts with a forward slash and then the version of the Route 53 API you use
(for example, 2012-02-29). The remainder of the URI indicates the particular resource you want to act
on. For example, following is the URI you use when creating a new hosted zone (for more information,
go to POST CreateHostedZone in the Amazon Route 53 API Reference).

/2012-02- 29/ host edzone

About the Request Time Stamp

You must provide the time stamp in either the HTTP Dat e header or the AWS x- ane- dat e header (some
HTTP client libraries don't let you set the Dat e header). When an x- anez- dat e header is present, the
system ignores any Dat e header when authenticating the request.

The time stamp must be within 5 minutes of the AWS system time when the request is received. If it isn't,
the request fails with the Request Expi r ed error code. This is to prevent replays of your requests by an
adversary.

The date must be specified in one of the following three formats, as specified in the HTTP/1.1 RFC:

¢ Sun, 06 Nov 1994 08:49:37 GMT (RFC 822, updated by RFC 1123)
¢ Sunday, 06-Nov-94 08:49:37 GMT (RFC 850, obsoleted by RFC 1036)
¢ Sun Nov 6 08:49:37 1994 (ANSI C's asctime() format)

Request Body

Many of the Route 53 API actions require you to include XML in the body of the request. The XML conforms
to the Route 53 schema.
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Example Request

The following example request uses a simple XML statement to create a hosted zone named example.com
with the reference identifier, myUniqueldentifier.

POST /2012-02- 29/ host edzone HTTP/ 1.1

Host: routeb53. amazonaws. com

X- Anzn- Aut hori zation: [AWS authentication string]
[& her required headers]

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cr eat eHost edZoneRequest xm ns="https://route53. anazonaws. conl
doc/ 2012-02-29/">

<Nanme>exanpl e. com </ Nane>

<Cal | er Ref erence>nyUni quel dent i fi er</ Cal | er Ref erence>

<Host edZoneConfi g>

<Comment >This is ny hosted zone. </ Corment >

</ Host edZoneConf i g>

</ Cr eat eHost edZoneRequest >

Related Topics

¢ Authenticating REST Requests (p. 95)
« REST Responses (p. 93)
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REST Responses

Route 53 responses are just standard HTTP responses. Some of the Route 53 actions return special
information specific to Route 53 in the form of an HTTP header or XML in the body of the response. The
specific details are covered in the API reference topic for the particular action.

Request ID

Each response contains a request ID that you can use if you need to troubleshoot a request with Route 53.
The ID is contained in an HTTP header called x- anez- r equest - i d. An example of a request ID is
647cd254- e0d1- 44a9- af 61- 1d6d86eabb77.

The following example shows a response to a request to create a hosted zone. The

Cr eat edHost edZoneResponse element contains information about the hosted zone including an
Route 53 identifier, the domain that the hosted zone is associated with, and a reference description and
comment. The change request itself is associated with a submittal time, an identifier and a status, shown
as PENDI NG. Most importantly, the Cr eat edHost edZoneResponse includes the Route 53 name servers
assigned to the hosted zone; this information is contained in the Del egat i onSet element.

Example Response

HTTP/ 1.1 201 Created
X-ane-request-id: request_id

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Cr eat eHost edZoneResponse xm ns="https://route53. amazonaws. cont doc/
2012-02-29/">
<Host edZone>
<l d>/ host edzone/ Z1PA6795UKMFRI</ | d>
<Nanme>exanpl e. com </ Nane>
<Cal | er Ref er ence>myUni quel dent i fi er</ Cal | er Ref erence>
<Confi g>
<Comment >This is ny first hosted zone. </ Conment >
</ Confi g>
</ Host edZone>
<Changel nf o>
<l d>/ change/ C1PA6795UKMFRI</ | d>
<St at us>PENDI NG</ St at us>
<Submi t t edAt >2010- 09- 10T01: 36: 41. 958Z</ Submi t t edAt >
</ Changel nf o>
<Del egat i onSet >
<NaneSer ver s>
<NaneSer ver >ns- 2048. awsdns- 64. conk/ NaneSer ver >
<NaneSer ver >ns- 2049. awsdns- 65. net </ NaneSer ver >
<NaneSer ver >ns- 2050. awsdns- 66. or g</ NaneSer ver >
<NaneSer ver >ns- 2051. awsdns- 67. co. uk</ NaneSer ver >
</ NanmeSer ver s>
</ Del egat i onSet >
</ Cr eat eHost edZoneResponse>

Error Responses

If a REST request results in an error, the HTTP response has:
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¢ An XML error document as the response body
¢ Content-Type header: text/xml
« An appropriate 3xx, 4xx, or 5xx HTTP status code

Following is an example of the XML error document in a REST error response.

<Error Response xm ns="https://route53. amazonaws. conf doc/ 2012- 02- 29/ " >
<Error>
<Type>Sender </ Type>
<Code>I nval i dl nput </ Code>
<Message>The input is not valid. </ Message>
</ Error>
<Request | d>410c2a4b- e435- 49¢c9- 8382- 3770d80d7d4c</ Request | d>
</ Err or Response>

Related Topics

 REST Requests (p. 91)
¢ Authenticating REST Requests (p. 95)
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Authenticating REST Requests

Topics
¢ Overview of the Authentication Process (p. 95)
e The String to Sign (p. 96)
¢ Calculate the Signature (p. 96)
¢ The X-Amzn-Authorization Header (p. 96)
¢ Authentication Errors (p. 96)
e Fetch the Date (p. 97)

Every request you make to the Route 53 control API must be authenticated. AWS and others in the coding
community provide tools that automatically sign your requests as required for Route 53.

Overview of the Authentication Process

Authentication is how you prove your identity to the system. You must prove your identity in all your
requests to the Route 53 control API. The following sections describe how.

The Route 53 REST API uses a custom HTTP scheme based on a keyed-HMAC (Hash Message
Authentication Code) for authentication. The following table describes the basic process for authentication.

Process for Request Authentication

1 You create a string based on specific information in the request. For more information, see The
String to Sign (p. 96).

2 You calculate a signature using your AWS Secret Access Key, the string from task 1, and a
HmacSHA1 or HmacSHA256 algorithm.
Informally, we call this process signing the request, and we call the output of the HMAC algorithm
the signature because it simulates the security properties of a real signature. For instructions on
creating the signature, see Calculate the Signature (p. 96).

3 You include the signature in the request and send the request to AWS using HTTPS (HTTP
requests are not accepted).
For information about where to put the signature in the request, see The X-Amzn-Authorization
Header (p. 96).

4 We check your signature.

When we receive your request, we fetch the AWS Secret Access Key that you claim to have and
use it in the same way you did to compute a signature for the message. We then compare the
signature we calculated to the signature you presented in the request. If the two signatures match,
we accept and process the request. Otherwise, we reject the request and respond with an error
message (for more information, see Authentication Errors (p. 96)).

Note
We also confirm the request time stamp is within 5 minutes of the AWS server time. For more
information, see Fetch the Date (p. 97).
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The String to Sign

In the first task in the preceding process, you form a string. The string is simply the UTF-8 encoded value
of the Dat e header in the request (for example, Thu, 19 Nov 2009 19:37:58 GMT). Your request must
include either the Dat e header, the x- anz- dat e header, or both (if both are present, we ignore the Dat e
header when authenticating the request). You might decide to include the x- anz- dat e header if your
HTTP client doesn't let you set the Dat e header.

The format you use for the header value must be one of the full date formats specified in About the
Request Time Stamp (p. 91), for example, Wed, 05 Apr 2006 21:12: 00 GM.

Calculate the Signature

Calculating the value to include in the request is a simple procedure.
To calculate the signature

1. Calculate an RFC 2104-compliant HmacSHAL or HmacSHA256 hash, using the string (see The
String to Sign (p. 96)) and your Secret Access Key as the key.

2. Convert the resulting value to base64.
The result is the signature you include in the request.

The following table shows a string, a fake Secret Access Key, and what the resulting base64 encoded
signature would be.

String Thu, 14 Aug 2008 17:08:48 GV
Secret Access Key wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY
Base64 encoded signature 4cPOhCJsdCxTJ1j PXo7+EXAMPLE=

The X-Amzn-Authorization Header

To pass the signature to AWS, you include it as part of the standard HTTP X- Anzn- Aut hori zati on
header. You include both the signature and your AWS Access Key ID in the header using the following
format.

AWE3- HTTPS AWBAccessKeyl d=MyAccessKey, Al gori t hnFALGORI THM Si gnat ur e=Base64(
Al gorit hn{(Val ueX Dat eHeader), Signi ngKey) )

The algorithm can be HmacSHA1 or HmacSHA256.

Authentication Errors

If the signature we create based on your request and Secret Access Key doesn't match the signature
you sent in the request, we return the following error.

<Error Response xm ns="https://route53. amazonaws. con doc/ 2012- 02- 29/ " >
<Error>
<Type>Sender </ Type>
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<Code>Si gnat ur eDoesNot Mat ch</ Code>
<Message>The request signature we cal cul ated
does not match the signature you provided.
Check your AWS Secret Access Key and signing
met hod. Consult the service docunentation for details.
</ Message>
</ Error>
<Request | d>a1170c87- d04d- 47c9- 964f - 54e1a4883f 4e</ Request | d>
</ Err or Response>

Fetch the Date

To avoid replays of your requests, AWS requires the time stamp in the request to be within 5 minutes of
the AWS system time. To avoid clock synchronization errors, we recommend you fetch the current date
from the Route 53 server and then use that as the time stamp for your request and the string for your
signature.

To fetch the date

¢ Send an unauthenticated HTTPS request for the date resource.

CET /date HTTP/ 1.1
Host: route53. amazonaws. com

We return the current server date as the value of the Dat e response header (note that the HTTP status
code might or might not be a 200). The date uses the RFC 1123 format (e.g., Thu, 19 Nov 2009 19:37:58
GMT). For more information, go to the RFC 1123 specification.
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Route 53 Tutorials

Topics
¢ Transitioning to Latency-Based Routing in Route 53 (p. 98)
¢ Adding Another Region to Your Latency-Based Routing in Route 53 (p. 100)

¢ Using Latency and Weighted Resource Record Sets in Route 53 to Route Traffic to Multiple Amazon
EC2 Instances in a Region (p. 101)

¢ Managing Over 100 Weighted Resource Record Sets in Route 53 (p. 102)
¢ Weighting Fault-Tolerant Multi-Record Answers in Route 53 (p. 102)

Transitioning to Latency-Based Routing in
Route 53

With latency-based routing, Route 53 can direct your users to the lowest-latency AWS endpoint available.
For example, you may associate a DNS name like ww. exanpl e. comwith Elastic Load Balancing load
balancers or with Amazon EC2 instances or Elastic IP addresses that are hosted in the US East (Virginia)
and EU West (Ireland) regions. The Route 53 DNS servers decide, based on network conditions of the
past couple of weeks, which instances in which regions should serve particular users. A user in London
will likely be directed to the EU West (Ireland) instance, a user in Chicago will likely be directed to the US
East (Virginia) instance, and so on. Route 53 supports latency-based routing for A, AAAA, TXT, and
CNAME resource record sets, as well as aliases to A and AAAA resource record sets.

For a smooth, low-risk transition, you can combine weighted and latency resource record sets to gradually
migrate from standard routing to latency-based routing with full control and rollback capability at each
stage. Let's consider an example in which ww. exanpl e. comis currently hosted on an Amazon EC2
instance in the US East (Virginia) region. The instance has the Elastic IP address W W W W Suppose
you want to continue routing traffic to the US East region when applicable while also beginning to direct
users to additional Amazon EC2 instances in the US West (San Francisco) region (Elastic IP X. X. X. X)
and in the EU West (Ireland) region (Elastic IP Y. Y. Y. Y). The Route 53 hosted zone for exanpl e. com
already has a resource record set for ww. exanpl e. comthat has a Type of A and a Value (an IP
address) of WW W W

When you're finished with the following example, you'll have two weighted alias resource record sets:

¢ You'll convert your existing resource record set for ww. exanpl e. cominto a weighted alias resource
record set that continues to direct the majority of your traffic to your existing Amazon EC2 instance in
the US East region.
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* You'll create another weighted alias resource record set that initially directs only a small portion of your

traffic to your latency resource record sets, which route traffic to all three regions.

By updating the weights in these weighted alias resource record sets, you can gradually shift from routing
traffic only to the US East region to routing traffic to all three regions in which you have Amazon EC2
instances.

To Transition to Latency-Based Routing

1.

Make a copy of the resource record set for ww. exanpl e. com but use a new domain name, for
example, copy- ww. exanpl e. com Give the new resource record set the same Type (A) and Value
(WW W W as the resource record set for ww. exanpl e. com

Update the existing A record for ww. exanpl e. comto make it a weighted alias resource record set:

¢ For the value of Alias Target, specify copy- ww. exanpl e. com
 For the value of Weight, specify 100.

When you're finished with the update, Route 53 will continue to use this resource record set to route
all traffic to the resource that has an IP address of W W W W

Create a latency resource record set for each of your Amazon EC2 instances, for example:

e US East (Virginia), Elastic IP address W W W W
¢ US West (San Francisco), Elastic IP address X. X. X. X
¢ EU West (Ireland), Elastic IP address Y. Y. Y. Y

Give all of the latency resource record sets the same domain name, for example,
www | br . exanpl e. comand the same type, A.

When you're finished creating the latency resource record sets, Route 53 will continue to route traffic
using the resource record set that you updated in Step 2.

You can use ww« | br . exanpl e. comfor validation testing, for example, to ensure that each endpoint
can accept requests.

Let's now add the ww« | br . exanpl e. comlatency resource record set into the www. exanpl e. com
weighted resource record set and begin routing limited traffic to the corresponding Amazon EC2
instances. This means that the Amazon EC2 instance in the US East (Virginia) region will be getting
traffic from both weighted resource record sets.

Create another weighted alias resource record set for ww. exanpl e. com

» For the value of Alias Target, specify ww« | br . exanpl e. com
» For the value of Weight, specify 1.

When you finish and your changes are synchronized to Route 53 servers, Route 53 will begin to
route a tiny fraction of your traffic (1/101) to the Amazon EC2 instances for which you created latency
resource record sets in Step 3.

As you develop confidence that your endpoints are adequately scaled for the incoming traffic, adjust
the weights accordingly. For example, if you want 10% of your requests to be based on latency-based
routing, change the weights to 90 and 10, respectively.

For more information about creating latency resource record sets, see Creating Latency Resource Record
Sets (p. 76).

API Version 2012-02-29
99



Amazon Route 53 Developer Guide
Adding Another Region to Your Latency-Based Routing
in Route 53

Adding Another Region to Your Latency-Based
Routing in Route 53

If you're using latency based routing and you want to add an instance in a new region, you can gradually
shift traffic to the new region in the same way that you gradually shifted traffic to latency-based routing
in Transitioning to Latency-Based Routing in Route 53 (p. 98).

For example, suppose you're using latency-based routing to route traffic for ww. exanpl e. com and you
want to add an Amazon EC2 instance in Asia Pacific North East (Tokyo) to your instances in US East
(Virginia), US West (San Francisco), and EU West (Ireland). The following example procedure explains
one way that you could add an instance in another region.

For this example, the Route 53 hosted zone for exanpl e. comalready has a weighted alias resource
record set for wwv. exanpl e. comthat is routing traffic to the latency-based resource record sets for
ww | br. exanpl e. com

¢ US East (Virginia), Elastic IP address W W W W
¢ US West (San Francisco), Elastic IP address X. X. X. X
¢ EU West (Ireland), Elastic IP address Y. Y. Y. Y

The weighted alias resource record set has a weight of 100. After you transitioned to latency-based
routing, assume that you deleted the other weighted resource record set that you used for the transition.

To Add Another Region to Your Latency-Based Routing in Route 53

1. Create four new latency-based resource record sets that include the three original regions as well
as the new region to which you want to start routing traffic.

US East (Virginia), Elastic IP address W W W W

US West (San Francisco), Elastic IP address X. X. X. X

¢ EU West (Ireland), Elastic IP address Y. Y. Y. Y

Asia Pacific North East (Tokyo), Elastic IP address Z. Z. Z. Z

Give all of the latency resource record sets the same new domain name, for example,
www | br - 2012- 04- 30. exanpl e. com and the same type, A.

When you're finished creating the latency resource record sets, Route 53 will continue to route traffic
using the original weighted alias resource record set (ww. exanpl e. com) and latency resource
record sets (ww« | br . exanpl e. com).

You can use the www | br - 2012- 04- 30. exanpl e. comresource record sets for validation testing,
for example, to ensure that each endpoint can accept requests.

2. Create a weighted alias resource record set for the new latency resource record sets:

« For the domain name, specify the name for the existing weighted alias resource record set,
ww, exanpl e. com

¢ For the value of Alias Target, specify ww | br - 2012- 04- 30. exanpl e. com
 For the value of Weight, specify 1.

When you finish, Route 53 will begin to route a tiny fraction of your traffic (1/101) to the Amazon EC2
instances for which you created the ww« | br - 2012- 04- 30. exanpl e. comlatency resource record
sets in Step 1. The remainder of the traffic will continue to be routed to the ww | br . exanpl e. com
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latency resource record sets, which do not include the Amazon EC2 instance in the Asia Pacific
North East (Tokyo) region.

3. As you develop confidence that your endpoints are adequately scaled for the incoming traffic, adjust
the weights accordingly. For example, if you want 10% of your requests to be routed to the latency
resource record sets that include the Tokyo region, change the weight for www | br . exanpl e. com
from 100 to 90 and the weight for www | br - 2012- 04- 30. exanpl e. comfrom 1 to 10.

For more information about creating weighted resource record sets, see Creating Weighted Resource
Record Sets (p. 59). For more information about creating latency resource record sets, see Creating
Latency Resource Record Sets (p. 76).

Using Latency and Weighted Resource Record
Sets in Route 53 to Route Traffic to Multiple
Amazon EC2 Instances in a Region

If your application is running on Amazon EC2 instances in two or more Amazon EC2 regions, and if you
have more than one Amazon EC2 instance in one or more regions, you can use latency-based routing
to route traffic to the correct region and then use weighted resource record sets to route traffic to instances
within the region based on weights that you specify.

For example, suppose you have three Amazon EC2 instances with Elastic IP addresses in the US East
(Virginia) region and you want to distribute requests across all three IPs evenly for users for whom US
East (Virginia) is the appropriate region. Just one Amazon EC2 instance is sufficient in the other regions,
although you can apply the same technique to many regions at once.

To use latency and weighted resource record sets in Route 53 to route traffic to multiple
Amazon EC2 instances in aregion

1. Create a group of weighted resource record sets for the Amazon EC2 instances in the region. Note
the following:

* Give each weighted resource record set the same value for Name (for example,
us- east . exanpl e. com and Type.

« For Value, specify the value of one of the Elastic IP addresses.
« If you want to weight the Amazon EC2 instances equally, specify the same value for Weight.
¢ Specify a unique value for Set ID for each resource record set.

2. If you have multiple Amazon EC2 instances in other regions, repeat Step 1 for the other regions.
Specify a different value for Name in each region.

3. For each region in which you have multiple Amazon EC2 instances (for example, US East), create
a latency alias resource record set. For the value of Alias Target, specify the value of the Name
field (for example, us- east . exanpl e. con) that you assigned to the weighted resource record sets
in that region.

4. For each region in which you have one Amazon EC2 instance, create a latency resource record set.
For the value of Name, specify the same value that you specified for the latency alias resource record
sets that you created in Step 3. For Value, specify the Elastic IP address of the Amazon EC2 instance
in that region.
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For more information about creating weighted resource record sets, see Creating Weighted Resource
Record Sets (p. 59). For more information about creating latency resource record sets, see Creating
Latency Resource Record Sets (p. 76).

Managing Over 100 Weighted Resource Record
Sets in Route 53

Route 53 lets you configure weighted resource record sets. For a given name and type (for example,
www. exanpl e. com type A), you can configure up to 100 alternative responses, each with its own weight.
When responding to queries for ww. exanpl e. com Route 53 DNS servers select a weighted random
response to return to DNS resolvers. The value of a weighted resource record set that has a weight of 2
is returned, on average, twice as often as the value of a weighted resource record set that has a weight
of 1.

If you need to direct traffic to more than 100 endpoints, one way to achieve this is to use a tree of weighted
alias resource record sets and weighted resource record sets. For example, the first "level" of the tree
may be up to 100 weighted alias resource record sets, each of which can, in turn, point to up to 100
weighted resource record sets. Route 53 permits up to three levels of recursion, allowing you to manage
up to 1,000,000 unique weighted endpoints.

A simple two-level tree might look like this:
Weighted alias resource record sets

 ww. exanpl e. comaliases to wwy a. exanpl e. comwith a weight of 1
« www. exanpl e. comaliases to wwy b. exanpl e. comwith a weight of 1

Weighted resource record sets

« ww\ a. exanpl e. com type A, value 192.0.2.1, weight 1
« ww\ a. exanpl e. com type A, value 192.0.2.2, weight 1

« ww\ b. exanpl e. com type A, value 192.0.2.3, weight 1
¢ ww\ b. exanpl e. com type A, value 192.0.2.4, weight 1

For more information about creating weighted resource record sets, see Creating Weighted Resource
Record Sets (p. 59). For more information about creating weighted alias resource record sets, see How
to Create Weighted Alias Resource Record Sets (p. 70).

Weighting Fault-Tolerant Multi-Record Answers
In Route 53

A Route 53 weighted resource record set can only be associated with one record, meaning a combination
of one name (for example, exanpl e. com) and one record type (for example, A). But it is often desirable
to weight DNS responses that contain multiple records.

For example, you might have eight Amazon EC2 instances or Elastic IP endpoints for a service. If the
clients of that service support connection retries (as all common browsers do), then providing multiple IP
addresses in DNS responses provides those clients with alternative endpoints in the event of the failure
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of any particular endpoint. You can even protect against the failure of an availability zone if you configure
responses to contain a mix of IPs hosted in two or more availability zones.

Multi-record answers are also useful when a large number of clients (for example, mobile web applications)
share a small set of DNS caches. In this case, multi-record answers allow clients to direct requests to
several endpoints even if they receive a common DNS response from the shared cache.

These types of weighted multi-record answers can be achieved by using a combination of resource record
sets and weighted alias resource record sets. You can group eight endpoints into two distinct record sets
containing four IP addresses each:

endpoi nt - a. exanpl e. com type A, with the following values:

* 192.0.21
¢ 192.0.2.2
* 192.0.2.128
¢ 192.0.2.129

endpoi nt - b. exanpl e. com type A, with the following values:

192.0.2.3
192.0.2.4
192.0.2.130
¢ 192.0.2.131

You can then create a weighted alias resource record set that points to each group:

« www. exanpl e. comaliases to endpoi nt - a. exanpl e. com type A, weight 1
« www. exanpl e. comaliases to endpoi nt - b. exanpl e. com type A, weight 1

For more information about creating weighted alias resource record sets, see How to Create Weighted
Alias Resource Record Sets (p. 70).
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Example: Using dnscurl.pl

The dnscurl . pl command-line tool is a Perl script that lets you call Route 53 API actions from a Linux
command line. When you run dnscur | . pl and specify the applicable arguments for a given action,
dnscurl . pl calculates the Route 53 authentication signature, then calls Curl, a popular tool for interacting
with HTTP services. Curl passes the arguments to Route 53, and Route 53 processes the request and
returns the results.

You can use the following example to create a domain that uses Route 53 as the DNS service. For the
steps in which you send requests to Route 53, we show how to use dnscur | . pl , which is easier for
some users than using the Route 53 REST API.

Note

The examples in this section explain how to send both GET and PUT requests. From these
examples and the documentation about using the Route 53 API, you can extrapolate to use
dnscurl . pl to send any supported request to Route 53.

For information about downloading and installing dnscur | . pl , see The dnscurl.pl Command-Line
Tool (p. 15).

For information about using the Route 53 console or the Route 53 REST API to create a domain that
uses Route 53 as the DNS service, see Creating a Domain that Uses Route 53 as the DNS Service (p. 17).

To get started:

1 Create an AWS account if you haven't already. For more information, see Step 1: Sign Up for an
AWS Account (p. 10).

2 Register your domain name. For a list of registrar web sites that you can use to register your
domain name, see ICANN.org. After your registrar notifies you that your domain name is
successfully registered, you can create a Route 53 hosted zone for the domain.

Important

You can create a hosted zone only for a domain that you have permission to administer.
Typically, this means that you own the domain, but you may also be developing an
application for the domain owner.

3 Getdnscurl . pl and install the required software. For more information, see The dnscurl.pl
Command-Line Tool (p. 15).

4 Create a Route 53 hosted zone. For more information, see Creating a Hosted Zone (p. 105).
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5 Add resource record sets (for example, A, MX, and CNAME records) to your hosted zone. For
more information, see Creating Resource Record Sets in Your Route 53 Hosted Zone (p. 107).

6 Confirm that your new DNS records have propagated to the Route 53 servers. For more
information, see Checking the Status of Your Changes (p. 109).

7 Use your registrar's web site to update the name servers for your domain. For more information,
see Updating the Registrar's Name Server Records (p. 110).

Creating a Hosted Zone

Creating a hosted zone involves creating an XML request and using the Route 53 dnscur | . pl tool to
send your request, as described in the following steps. Text shown in red indicates where you need to
modify the values.

To create a hosted zone

1. Create an XML file containing the Cr eat eHost edZoneRequest request. In this example, the filename
is MyCreateZoneRequest.xml. Your request should look similar to the example.

Specify the registered domain name for which you're creating the hosted zone in the Nane element,
and specify a description for the domain in the Cal | er Ref er ence element. CallerReference can
be any string; you might choose to use a string that identifies your project, such as

M/DNSM gr at i on_01. Specify a different value for Cal | er Ref er ence each time you create another
hosted zone. The Host edZoneConf i g value is optional. You can use it to record notes such as the
purpose for creating the hosted zone.

<Cr eat eHost edZoneRequest xm ns="https://route53. amazonaws. conf doc/ 2012- 02-
29/ ">

<Name>exanpl e. com </ Name>

<Cal | er Ref erence>a_uni que_r ef erence</ Cal | er Ref er ence>

<Host edZoneConfi g>

<Comment >M grate an exi sting domain to Amazon Route 53</Coment >

</ Host edZoneConfi g>

</ Cr eat eHost edZoneRequest >

For more information about the Cr eat eHost edZone action, see POST CreateHostedZone in the
Amazon Route 53 API Reference.

2. Create a file that contains your AWS Access Key ID and your Secret Access Key:

a. Create a new file. The default filename is .aws-secrets. If you want to use a different filename,
editdnscurl . pl .

b. Go tothe AWS Security Credentials page and look up your Access Credentials.
Copy your Access Key ID and Secret Access Key into .aws-secrets.

Save the file in your home directory.

The .aws-secrets file should look similar to the following example.

%awsSecr et AccessKeys = (
"my-aws-account” => {
id => "AKlI Al OSFODNN7EXAMPLE",
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)

key => "wJal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY" ,
b

To set the permissions on the .aws-secrets file, run the following Linux CLI command:

chnmod 600 ~/.aws-secrets

Send the create request. At a Linux command prompt, enter:

dnscurl . pl --keyname ny-aws-account -- -H "Content-Type: text/xm; char
set =UTF- 8" - X PCST

--upload-file ./ MCreat eZoneRequest . xm https://route53. anazonaws. com 2012-
02- 29/ host edzone

where:

dnscurl . pl is the name of the command

--keynane ny- aws- account isthednscurl . pl option that specifies the name of the key within
the .aws-secrets file that contains your Access Key ID and Secret Access Key.

- - indicates the end of the dnscur | . pl options.

-H "Content-Type: text/xm ; charset=UTF-8" isthe Curl option that specifies that you're
including an extra HTTP header. In this case, the header specifies the content type and the character
set to use for the request.

- X POST is a Curl option that indicates that you're submitting an HTTP POST request method.

--upload-file ./ MCreat eZoneRequest . xnl is a Curl option that indicates that the XML
document that Curl will POST to Route 53 to create a hosted zone is contained in the file
./ MyCr eat eZoneRequest . xm .

https://route53. amazonaws. con’ 2012- 02- 29/ host edzone is the URL of the Route 53
endpoint to which you're submitting the create request, along with the contents of
./ MyCr eat eZoneRequest . xm .

The response that Route 53 returns includes information similar to the following.

<?xm version="1.0">
<Cr eat eHost edZoneResponse xm ns="https://rout e53. amazonaws. coni doc/ 2012- 02-
29/ ">

<Host edZone>
<l d>/ host edzone/ 71111111111111</ 1 d>
<Nane>exanpl e. com </ Nane>
<Cal | er Ref erence>a_uni que_r ef erence</ Cal | er Ref erence>
<Confi g>
<Coment >M grate an exi sting domain to Route 53</Coment >
</ Confi g>
</ Host edZone>
<Changel nf o>
<l d>/ change/ C24LDODUV5VOVE</ | d>
<St at us>PENDI NG</ St at us>
<Submi tt edAt >2010- 12- 02T01: 34: 20. 633Z</ Subni t t edAt >
</ Changel nf 0>
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<Del egati onSet >
<NameSer ver s>
<NaneSer ver >ns- 2048. awsdns- 64. conx/ NaneSer ver >
<NanmeSer ver >ns- 2049. awsdns- 65. net </ NaneSer ver >
<NaneSer ver >ns- 2050. awsdns- 66. or g</ NaneSer ver >
<NaneSer ver >ns- 2051. awsdns- 67. co. uk</ NaneSer ver >
</ NanmeSer ver s>
</ Del egati onSet >

</ Cr eat eHost edZoneResponse>

This response includes the following information:

The | d element contains the hosted zone ID, which is an alpha-numeric string that begins with
"Z".
Tip
Note the hosted zone ID. You need this value to perform any operations on the hosted
zone, for example, listing name servers, or adding or deleting resource record sets.

The St at us element tells you the status of the request: PENDI NG indicates that the changes in
this request have not propagated to all Route 53 DNS servers.

The Submi t t edAt element shows when your request was submitted. The Z after the time indicates
that the time is listed in Coordinated Universal Time (UTC), which is synonymous with Greenwich
Mean Time in this context.

The NarmeSer ver s element lists the Route 53 name servers that are assigned to your hosted
Zone.

Note

If you don't receive a response to your request, you can resubmit the request with the same
caller reference. If necessary, you can use the Li st Host edZones action to find the caller
reference for your request. For information about the Li st Host edZones action, see
ListHostedZones.

Creating Resource Record Sets in Your Route 53

Hosted

Zone

Now that you have a hosted zone, you can create resource record sets. For example, if you want to use
your domain to access an Amazon S3 bucket and a CloudFront distribution, you will want to create two
new CNAME resource record sets.

For more information about the DNS record types that Route 53 supports, see Supported DNS Resource
Record Types (p. 4).

To create resource record sets in your hosted zone:

1. Create a new file (MyCr eat eRecor dsRequest . xni in this example), and enter the XML code to
create two resource record sets:

* A CNAME record that specifies that myawsbucket.example.com is a pointer to

myawsbucket.example.com.s3.amazonaws.com. When a user enters myawsbucket.example.com
in a web browser, Route 53 returns myawsbucket.example.com.s3.amazonaws.com, and the DNS
resolver restarts the search using myawsbucket.example.com.s3.amazonaws.com.
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« A CNAME record that specifies that cdn.example.com is an alias for d1234abc.cloudfront.net.
When a user enters cdn.example.com in a web browser, Route 53 returns d1234abc.cloudfront.net,
and DNS restarts the search using d1234abc.cloudfront.net.

Your request might look like the following. Each new resource record set is defined in a separate
Change element:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ChangeResour ceRecor dSet sRequest xm ns="https://route53. anazon
aws. coni doc/ 2012- 02- 29/ " >
<ChangeBat ch>
<Comment >
M grate existing records to Route 53
</ Comment >
<Changes>
<Change>
<Act i on>CREATE</ Act i on>
<Resour ceRecor dSet >
<Name>nyawshbucket . exanpl e. com </ Nane>
<Type>CNANME</ Type>
<TTL>14400</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>nyawsbucket . exanpl e. com s3. anazonaws. conx/ Val ue>

</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
<Change>
<Act i on>CREATE</ Acti on>
<Resour ceRecor dSet >
<Name>cdn. exanpl e. com </ Nanme>
<Type>CNANME</ Type>
<TTL>14400</ TTL>
<Resour ceRecor ds>
<Resour ceRecor d>
<Val ue>d1234abc. cl oudf ront . net </ Val ue>
</ Resour ceRecor d>
</ Resour ceRecor ds>
</ Resour ceRecor dSet >
</ Change>
</ Changes>
</ ChangeBat ch>
</ ChangeResour ceRecor dSet sRequest >

Send the request to create resource record sets. At a Linux command prompt, enter:

dnscurl . pl --keyname ny-aws-account -- -H "Content-Type: text/xmn;
charset =UTF- 8" -X POST --upload-file ./MCreat eRecordsRequest. xm
https://route53. amazonaws. conf 2012- 02- 29/ host edzone/ Host edZonel D/ rr set

where:

e dnscurl . pl isthe name of the command
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e --keynane ny-aws-account isthednscurl . pl option that specifies the name of the key within
the .aws-secrets file that contains your Access Key ID and Secret Access Key.

e -- indicates the end of the dnscur | . pl options.

e -H "Content - Type: text/xm ; charset=UTF-8" isthe Curl option that specifies that you're
including an extra HTTP header. In this case, the header specifies the content type and the character
set to use for the request.

e - X PGST is a Curl option that indicates that you're submitting an HTTP POST request method.

e --upload-file ./ WCreat eRecordsRequest . xm is a Curl option that indicates that the
XML code that Route 53 requires to create a hosted zone is contained in the file
./ MyCr eat eRecor dsRequest . xn .

e https://route53. amazonaws. com 2012- 02- 29/ host edzone/ Host edZonel D/ rr set is
the Route 53 namespace to which you're submitting the create request along with the contents of
./ MyCr eat eRecor dsRequest . xnl . Replace Host edZonel d with the alpha-numeric string
beginning with "Z" that Route 53 returned in the | d element when you created the hosted zone.

Your response will look similar to the following. The status of the requested change (identified in the
I d element as / change/ CVSYPFW.OWNA74) is PENDI NG.

<ChangeResour ceRecor dSet sResponse xm ns="https://route53. anmazon
aws. coni doc/ 2012- 02- 29/ " >
<Changel nf o>
<l d>/ change/ CVSYPFW.ONNT4</ | d>
<St at us>PENDI NG</ St at us>
<Submi tt edAt >2010- 11- 27T03: 14: 40. 707Z</ Subni t t edAt >
</ Changel nf 0>
</ ChangeResour ceRecor dSet sResponse>

You have added two CNAME records to your hosted zone.

For information about changing resource record sets, see Creating, Changing, and Deleting Resource
Record Sets (p. 47).

Checking the Status of Your Changes

Creating a new hosted zone, and adding or changing resource record sets take time to propagate to the
Route 53 DNS servers. After you send the request to create resource record sets, you should check the
status of the change request to confirm that your changes have propagated to all Route 53 DNS servers.
When propagation is complete, the status changes from PENDI NGto | NSYNC.

Note

Currently, the only way to verify that changes have propagated is by using the GetChange API
action. Changes generally propagate to all Route 53 name servers in a couple of minutes. In
rare circumstances, propagation can take up to 30 minutes.

To check the status of your create request:

« Enter the following dnscur | . pI command using the value of the | d element from the
ChangeResour ceRecor dSet sResponse that was returned after you submitted the request to create
resource record sets.
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In the previous example, the value of the | d element was CVSYPFW_.OWNA74. This is a unique value that
references a single change request.

dnscurl.pl --keyname ny-aws-account -- -H "Content-Type: text/xmn;
charset =UTF-8" https://routeb3. amazonaws. conf 2012- 02- 29/ change/ CVSYPFW.ONN7 4

where:

e dnscurl . pl is the name of the command

e --keyname my-aws-account isthe dnscurl. pl option that specifies the name of the key within
the .aws-secrets file that contains your Access Key ID and Secret Access Key.

¢ -- indicates the end of the dnscur | . pl options.

e -H "Content-Type: text/xm; charset=UTF-8" is the Curl option that specifies that you're
including an extra HTTP header. In this case, the header specifies the content type and the character
set to use for the request.

e https://route53. amazonaws. con’ 2012- 02- 29/ change/ CVSYPFW.ON\74 is the Route 53
namespace to which you're submitting the request. Replace CVSYPFW.ONA7 4 with the value of the | d
element that was returned after you submitted the request to create resource record sets.

Note

The - X POST and - - upl oad- fi | e Curl options that appeared in previous dnscur | . pl
commands do not appear in this command because Curl is performing a GET request. The
commands in previous examples performed a POST request, which submits XML data to
Route 53.

The response to the status request will look similar to the following:

<?xm version="1.0"7?>
<Cet ChangeResponse xm ns="https://route53. amazonaws. con doc/ 2012- 02- 29/ " >
<Changel nf o>
<l d>/ change/ CVSYPFW.ONNT 4</ | d>
<St at us>l NSYNC</ St at us>
<Submi tt edAt >2010- 11- 27T03: 14: 40. 707Z</ Submi t t edAt >
</ Changel nf 0>
</ Get ChangeResponse>

The example response indicates that the status of the change request, identified by the change ID, is
I NSYNC. If the status is PENDI NG, it indicates your changes have not yet fully propagated to all of the
Route 53 DNS servers. In that case, you should check again after waiting 30 to 60 seconds. After the
status changes to | NSYNC, you know Route 53 has finished propagating your changes.

Updating the Registrar's Name Server Records

Caution

Use the following procedure only if you are creating a domain. If you are migrating an existing
domain, or creating or migrating a subdomain, see the corresponding procedure in the applicable
section:

¢ Migrating an Existing Domain to Amazon Route 53

¢ Creating a Subdomain that Uses Amazon Route 53 without Migrating the Parent Domain

¢ Migrating a Subdomain to Amazon Route 53 without Migrating the Parent Domain
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After your changes to Route 53 resource record sets have propagated to the Route 53 DNS servers and
have a status of | NSYNC, update the name server records with your registrar to refer to the Route 53
name servers. Perform the following procedure.

1. If the registrar has a method to reset TTL settings for their name servers, we recommend that you
reset the settings to 900 seconds. This limits the time during which client requests will try to resolve
domain names using obsolete name servers. You will need to wait for the duration of the previous
TTL for resolvers and clients to stop caching the DNS records with their previous values. A common
default setting is 172800 seconds (two days). After the TTL settings expire, you can safely remove
records with the previous provider and make modifications only to Route 53.

Note
The TTL setting is only an issue if you have queried the domain, so the domain name and
IP address are cached with DNS resolvers.

2. Use the Get Host edZone action to retrieve the set of name servers for your Route 53 hosted zone.
Inthe dnscur | . pl example that follows, the request and response show the values for an example
hosted zone. For more information about the Get Host edZone action that is called by dnscurl . pl ,
see GetHostedZone in the Amazon Route 53 API Reference.

3. Using the method provided by the registrar for the domain, replace the name servers in the registrar's
NS records with the four Route 53 name servers that were returned when you submitted the
Get Host edZone request in the previous step.

Depending on the TTL settings for the name servers for the parent domain, the propagation of your
changes to DNS resolvers can take 48 hours or more. During this period, DNS resolvers may still
answer requests with the name servers for the registrar. In addition, client computers may continue
to have the previous name servers for the domain in their cache.

To retrieve your name server information:

» Enter the following dnscur | . pI command to get your hosted zone ID.

You will need the hosted zone ID you received when you created the hosted zone. In our example, it was
Z1111111111111. Your request will look like the following example.

dnscurl.pl --keynanme ny-aws-account -- -H "Content-Type: text/xm; charset=UTF-
g
https://route53. amazonaws. com 2012- 02- 29/ host edzone/ Host edZonel d

where:

* dnscurl . pl is the name of the command

e --keyname ny-aws-account isthe dnscurl . pl option that specifies the name of the key within
the .aws-secrets file that contains your Access Key ID and Secret Access Key.

¢ -- indicates the end of the dnscur | . pl options.

e -H "Content-Type: text/xm; charset=UTF-8" isthe Curl option that specifies that you're
including an extra HTTP header. In this case, the header specifies the content type and the character
set to use for the request.

e https://route53. amazonaws. com 2012- 02- 29/ host edzone/ Host edZonel d is the Route 53
namespace to which you're submitting the request. Replace Host edZonel d with the alpha-numeric
string beginning with "Z" that Route 53 returned in the | d element when you created the hosted zone.
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Note

The - X POST and - - upl oad- fi | e Curl options that appeared in previous dnscur | . pl
commands do not appear in this command because Curl is performing a GET request. The
commands in previous examples performed a POST request, which submits XML data to
Route 53.

The response to the confirmation request will look similar to the following.

<?xm version="1.0" encodi ng="UTF-8"?>
<Get Host edZoneResponse xm ns="https://route53. anmazonaws. coni doc/ 2012- 02-
29/ host edzone" >
<Host edZone>
<l d>/ host edzone/ <host ed zone id></I1d>
<Nane>exanpl e. com </ Nanme>
<Cal | er Ref erence>myUni quel denti fi er</ Cal | er Ref erence>
<Confi g>
<Comment >This is nmy first hosted zone. </ Comment >
</ Confi g>
</ Host edZone>
<Del egat i onSet >
<NameSer ver s>
<NaneSer ver >ns- 2048. awsdns- 64. conx/ NaneSer ver >
<NaneSer ver >ns- 2049. awsdns- 65. net </ NaneSer ver >
<NameSer ver >ns- 2050. awsdns- 66. or g</ NanmeSer ver >
<NameSer ver >ns- 2051. awsdns- 67. co. uk</ NanmeSer ver >
</ NaneSer ver s>
</ Del egati onSet >
</ Get Host edZoneResponse>

For more information about using Route 53, see Additional Route 53 Resources (p. 113)
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The following table lists related resources that you'll find useful as you work with this service.

Resource

Amazon Route 53 API Reference

Route 53 Release Notes

AWS::Route53::RecordSet Type in the
AWS CloudFormation User Guide

AWS Developer Tools

AWS Management Console

Discussion Forums

AWS Support Center

AWS Premium Support Information

Route 53 product information

Contact Us

Description

The API reference gives the schema location; complete
descriptions of the API actions, parameters, and data types;
and a list of errors that the service returns.

The release notes give a high-level overview of the current
release. They specifically note any new features, corrections,
and known issues.

Use Route 53 with CloudFormation to create customized DNS
names for your CloudFormation stacks.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS.

The console allows you to perform the functions of Route 53
without programming.

A community-based forum for developers to discuss technical
questions related to Route 53.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and Premium Support (if you are subscribed to this
program).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS Infrastructure Services.

The primary web page for information about Route 53.

A central contact point for inquiries concerning AWS billing,
account, events, abuse, etc.
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Resource Description

Conditions of Use Detailed information about the copyright and trademark usage
at Amazon.com and other topics.
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Third-Party Tools and Libraries

A variety of third-party tools and libraries that work with Route 53 are available.

Topics
¢ Tools and Libraries (p. 115)

¢ Graphical User Interfaces (p. 116)

Tools and Libraries

The tools and libraries listed in the following table are available for use with Route 53.

Tool or Library

Amazon Route 53 Authentication
Tool for Curl (dnscurl.pl)

Amazon Route 53 to BIND
Conversion Tool

Amazon Route 53 Zone Creation
Tool

AmazonRoute53AppsScript (via
webos-goodies)

AWS Component for .NET (via
SprightlySoft)

Description

Curl is a popular command-line tool for interacting with HTTP
services. This Perl script, dnscur | . pl , calculates the proper
Route 53 authentication signature, then calls Curl with the appropriate
arguments. For more information about using dnscurl . pl , see
Example: Using dnscurl.pl (p. 104).

A BIND zone file describes a DNS zone in a common text-based
format. This Perl script converts the XML-formatted text that is
returned by the Route 53 Li st Resour ceRecor dSet s API action
to BIND zone file format.

This Perl script generates Cr eat edHost edZoneRequest XML for
a given zone origin to create a zone in Route 53.

Google spreadsheet management of Route 53

SprightlySoft .NET Component for Amazon Web Services with support
for REST operations and Route 53
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Tool or Library Description
BIND to Amazon Route 53 A BIND zone file describes a DNS zone in a common text-based
Conversion Tool format. This Perl script converts a BIND zone file to the

XML-formatted text that is required by the Route 53
ChangeResour ceRecor dSet s API action to add or remove records
from Route 53.

Boto API download (via github) | Boto Python interface to Amazon Web Services

cli53 (via github) Command line interface for Route 53

Dasein Cloud API Java-based API

dev.SquareCows.com (blog and | Python script to transfer a BIND zone to Route 53
script download)

script download (via github)
easyRoute53 (easyDNS) GUI tools, registrar services, and zone transfer services

PHP library for Query-based A simple PHP library for interacting with Route 53.
Route 53 requests

R53.py (via github) Maintains your own canonical version of your DNS configs under
source control, and calculates the minimal changeset required to
accomplish a DNS change.

RIAForge ColdFusion based components for managing DNS using Route 53
RightScripts (via RightScale) Scripts to configure or update your RightScale server for use with
Route 53

RightScale Support Tutorials RightScale tutorial for domain setup with Route 53

route53d DNS front-end to Route 53 API (enables incremental zone transfer
(IXFR))

Route53Manager (via github) Web-based interface

Ruby Fog (via github) The Ruby cloud services library

Slick53 Python interface for Route 53

Valet (via github) Java API, including a one-way-sync utility for Windows DNS server
files

WebService::Amazon::Route53 | Perl interface to Amazon Route 53 API
(via CPAN)

Graphical User Interfaces

The following third-party tools provide graphical user interfaces (GUIs) for working with Route 53:

« DNS30
¢ easyRoute53 (easyDNS)
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Interstate 53
Nephelai
R53 Fox

Ylastic
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Document History

This Document History is associated with the 2012-02-29 release of Amazon Route 53. This guide was
last updated on 21 March 2012.

The following table describes important changes since the last release of the Amazon Route 53 Developer
Guide.

Change Description Release Date

New Feature | With this release, Route 53 lets you create alias resource record sets | In this release
that route queries to Amazon S3 buckets. For more information, see
Creating Alias Resource Record Sets (p. 64).

New Feature | With this release, Route 53 lets you create latency resource record | 21 March 2012
sets. For more information, see Creating Latency Resource Record
Sets (p. 76).

New Feature | With this release, the Route 53 console in the AWS Management 21 December
Console lets you create an alias resource record set by choosing an | 2011
Elastic Load Balancer from a list instead of manually entering the
hosted zone ID and the DNS name of the load balancer. New
functionality is documented in the Amazon Route 53 Developer Guide.

New Feature | With this release, you can use the Route 53 console in the AWS 16 November
Management Console to create and delete hosted zones, and to 2011
create, change, and delete resource record sets. New functionality
is documented throughout the Amazon Route 53 Developer Guide,
as applicable.

Updated The Amazon Route 53 Getting Started Guide was merged into the | 18 October
Documentation | Amazon Route 53 Developer Guide, and the Developer Guide was | 2011
reorganized to enhance usability.
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Change Description Release Date

New Feature | This release of Amazon Route 53 introduces alias resource record | 24 May 2011
sets, which allow you to create zone apex aliases; weighted resource
record sets; a new API (2011-05-05); and a service-level agreement.
In addition, after six months in beta, Route 53 is now generally
available. For more information, see the Amazon Route 53 product
page or the following topics in the Amazon Route 53 Developer
Guide: Creating Alias Resource Record Sets (p. 64) and How to
Create Weighted Alias Resource Record Sets (p. 70).

Initial Release | This is the first release of Amazon Route 53 Developer Guide. 05 December
2010
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