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How Do I...?

Welcome to Amazon S3

This is the Amazon Simple Storage Service API Reference. It explains the Amazon Simple Storage Service
(Amazon S3) application programming interface. It describes various API operations, related request and
response structures, and error codes.

Amazon S3 is a web service that enables you to store data in the cloud. You can then download the data
or use the data with other AWS services, such as Amazon Elastic Compute Cloud (Amazon EC?2). For
information about Amazon EC2, see Amazon EC2).

How Do I...7?

Information Relevant Sections

General product overview and pricing | Amazon Simple Storage Service (Amazon S3)
List of REST operations REST API (p. 11)

List of SOAP operations Appendix: SOAP API (p. 323)

Amazon S3 error codes and descriptions | List of Error Codes (p. 3)

API Version 2006-03-01
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Amazon S3 API Reference
Introduction

This application programming interface reference explains Amazon S3 operations, their parameters, re-
sponses, and errors. There are separate sections for the REST and SOAP APIs, which include example
requests and responses.

The location of the latest Amazon S3WSDL is http://doc.s3.amazonaws.com/2006-03-01/AmazonS3.wsdl.

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs

API Version 2006-03-01
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List of Error Codes

Error Responses

This section provides reference information about Amazon S3 errors.

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or

the AWS SDKs.

Topics
¢ List of Error Codes (p. 3)
¢ REST Error Responses (p. 9)

List of Error Codes

The following table lists Amazon S3 error codes.

Error Code

AccessDeni ed

Account Probl em

Anbi guousGr ant ByEmai | Addr ess

BadDi gest

Description

Access Denied

There is a problem with your AWS
account that prevents the operation
from completing successfully. Please
use Contact Us.

The email address you provided is
associated with more than one
account.

The Content-MD5 you specified did
not match what we received.

HTTP
Status
Code

403
Forbidden

403
Forbidden

400 Bad
Request

400 Bad
Request

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

API Version 2006-03-01
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Error Code Description HTTP SOAP
Status Fault

Code Code

Prefix

Bucket Al r eadyExi st's The requested bucket name is not 409 Client

available. The bucket namespace is | Conflict
shared by all users of the system.
Please select a different name and try

again.
Bucket Al r eadyOanedBy You Your previous request to create the 409 Client
named bucket succeeded and you Conflict (in

already own it. You get this error in all | all regions
AWS regions except US Standard, except US
us-east-1. In us-east-1 region, you will | Standard).
get 200 OK, but it is no-op (if bucket

exists it Amazon S3 will not do

anything).

Bucket Not Enpt y The bucket you tried to delete is not | 409 Client
empty. Conflict

Credent i al sNot Support ed This request does not support 400 Bad | Client
credentials. Request

CrossLocat i onLoggi ngProhi bi t ed | Cross-location logging not allowed. 403 Client

Buckets in one geographic location Forbidden
cannot log information to a bucket in
another location.

EntityTooSmal | Your proposed upload is smaller than | 400 Bad | Client
the minimum allowed object size. Request
EntityToolar ge Your proposed upload exceeds the 400 Bad | Client
maximum allowed object size. Request
Expi r edToken The provided token has expired. 400 Bad | Client
Request
111 egal Versi oni ngQonfi gurati onExcepti on | Indicates that the versioning 400 Bad | Client
configuration specified in the request | Request
is invalid.
I nconpl et eBody You did not provide the number of 400 Bad | Client

bytes specified by the Content-Length | Request
HTTP header

I ncor r ect Nunber & Fi | esl nPost Request | POST requires exactly one file upload | 400 Bad | Client

per request. Request
I nl i neDat aToolLar ge Inline data exceeds the maximum 400 Bad | Client
allowed size. Request
I nternal Error We encountered an internal error. 500 Server
Please try again. Internal
Server
Error

API Version 2006-03-01
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List of Error Codes

Error Code

I nval i dAccessKeyl d

I nval i dAddr essi ngHeader

I nval i dAr gunent

I nval i dBucket Nane

I nval i dBucket St at e

I nval i dDi gest

I nval i dEncryptionAl gorith

I nval i dLocat i onConstr ai nt

Inval i dObj ect State

I nval i dPart

I nval i dPart Or der

I nval i dPayer

I nval i dPol i cyDocument

I nval i dRange

I nval i dRequest

I nval i dSecurity

Description

The AWS access key Id you provided
does not exist in our records.

You must specify the Anonymous role.

Invalid Argument

The specified bucket is not valid.

The request is not valid with the
current state of the bucket.

The Content-MD5 you specified is not
valid.

nError | The encryption request you specified
is not valid. The valid value is AES256.

The specified location constraint is not
valid. For more information about
Regions, see How to Select a Region
for Your Buckets.

The operation is not valid for the
current state of the object.

One or more of the specified parts
could not be found. The part might not
have been uploaded, or the specified
entity tag might not have matched the
part's entity tag.

The list of parts was not in ascending
order.Parts list must specified in order
by part number.

All access to this object has been
disabled.

The content of the form does not meet
the conditions specified in the policy
document.

The requested range cannot be
satisfied.

SOAP requests must be made over
an HTTPS connection.

The provided security credentials are
not valid.

HTTP
Status
Code

403
Forbidden

N/A

400 Bad
Request

400 Bad
Request

409
Conflict

400 Bad
Request

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

416

Requested
Range Not
Satisfiable

400 Bad
Request

403
Forbidden

SOAP
Fault
Code
Prefix
Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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List of Error Codes

Error Code

I nval i dSOAPRequest

I nval i dSt or aged ass

Description

The SOAP request body is invalid.

The storage class you specified is not
valid.

I nval i dTar get Bucket For Loggi ng | The target bucket for logging does not

I nval i dToken

I nval i dURI

KeyToolLong

Mal f or medACLErr or

Mal f or mredPOSTRequest

Mal f or med XML

MaxMessagelengt hExceeded

exist, is not owned by you, or does not
have the appropriate grants for the
log-delivery group.

The provided token is malformed or
otherwise invalid.

Couldn't parse the specified URI.

Your key is too long.

The XML you provided was not
well-formed or did not validate against
our published schema.

The body of your POST request is not
well-formed multipart/form-data.

This happens when the user sends
malformed xml (xml that doesn't
conform to the published xsd) for the
configuration. The error message is,
"The XML you provided was not
well-formed or did not validate against
our published schema."

Your request was too big.

MaxPost Pr eDat aLengt hExceededEr ror | Your POST request fields preceding

Met adat aTooLar ge

Met hodNot Al | owed

M ssi ngAt t achment

M ssi ngCont ent Lengt h

the upload file were too large.

Your metadata headers exceed the
maximum allowed metadata size.

The specified method is not allowed
against this resource.

A SOAP attachment was expected,
but none were found.

You must provide the Content-Length
HTTP header.

HTTP
Status
Code

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

405
Method
Not
Allowed

N/A

411
Length
Required

SOAP
Fault
Code
Prefix
Client
Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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List of Error Codes

Error Code Description HTTP SOAP
Status Fault
Code Code
Prefix
M ssi ngRequest BodyEr r or This happens when the user sends an | 400 Bad | Client
empty xml document as a request. Request
The error message is, "Request body
is empty."
M ssi ngSecuri t yEl enent The SOAP 1.1 request is missinga | 400 Bad | Client
security element. Request
M ssi ngSecuri t yHeader Your request is missing a required 400 Bad | Client
header. Request
NoLoggi ngSt at usFor Key There is no such thing as a logging 400 Bad | Client
status subresource for a key. Request
NoSuchBucket The specified bucket does not exist. | 404 Not Client
Found
NoSuchKey The specified key does not exist. 404 Not Client
Found

NoSuchlLi f ecycl eConfi gurati on The lifecycle configuration does not | 404 Not Client

exist. Found
NoSuchUpl oad The specified multipart upload does | 404 Not Client
not exist. The upload ID might be Found

invalid, or the multipart upload might
have been aborted or completed.

NoSuchVer si on Indicates that the version ID specified | 404 Not Client
in the request does not match an Found
existing version.

Not | npl enent ed A header you provided implies 501 Not Server
functionality that is not implemented. | Impemented

Not Si gnedUp Your account is not signed up for the | 403 Client
Amazon S3 service. You must sign up | Forbidden
before you can use Amazon S3. You
can sign up at the following URL:
http://aws.amazon.com/s3

Not SuchBucket Pol i cy The specified bucket does not have a | 404 Not Client
bucket policy. Found

Oper ati onAbort ed A conflicting conditional operation is | 409 Client
currently in progress against this Conflict

resource. Try again.

Per manent Redi r ect The bucket you are attempting to 301 Client
access must be addressed using the | Moved
specified endpoint. Send all future Permanently
requests to this endpoint.

Precondi tionFail ed At least one of the preconditions you | 412 Client
specified did not hold. Precondition
Failed

API Version 2006-03-01
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List of Error Codes

Error Code

Redi r ect

Rest or eAl r eadyl nProgr ess

Request | sNot Mul ti Part Cont ent

Request Ti nmeout

Request Ti meTooSkewed

Request Tor r ent Of Bucket Er r or

Si gnat ur eDoesNot Mat ch

Servi ceUnavai | abl e

S| owDown

Tenpor ar yRedi r ect

TokenRef r eshRequi r ed

TooManyBucket s

Unexpect edCont ent

Unr esol vabl eG ant ByEnai | Addr ess

User KeyMust BeSpeci fi ed

Description

Temporary redirect.

Object restore is already in progress.

Bucket POST must be of the
enclosure-type multipart/form-data.

Your socket connection to the server
was not read from or written to within
the timeout period.

The difference between the request
time and the server's time is too large.

Requesting the torrent file of a bucket
is not permitted.

The request signature we calculated
does not match the signature you
provided. Check your AWS secret
access key and signing method. For
more information, see REST
Authentication and SOAP
Authentication for details.

Reduce your request rate.

Reduce your request rate.

You are being redirected to the bucket
while DNS updates.

The provided token must be refreshed.

You have attempted to create more
buckets than allowed.

This request does not support content.

The email address you provided does
not match any account on record.

The bucket POST must contain the
specified field name. If it is specified,
check the order of the fields.

HTTP
Status
Code

307
Moved
Temporarily

409
Conflict

400 Bad
Request

400 Bad
Request

403
Forbidden

400 Bad
Request

403
Forbidden

503
Service
Unavailable

503 Slow
Down

307
Moved
Temporarily

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Server

Server

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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REST Error Responses

REST Error Responses

When there is an error, the header information contains:

« Content-Type: application/xml
¢ An appropriate 3xx, 4xx, or 5xx HTTP status code

The body or the response also contains information about the error. The following sample error response
shows the structure of response elements common to all REST error responses.

<Error>

</ Error>

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Code>NoSuchKey</ Code>

<Message>The resource you requested does not exist</Mssage>
<Resour ce>/ nybucket / nyf ot 0. j pg</ Resour ce>

<Request | d>4442587FB7D0A2F9</ Request | d>

The following table explains the REST error response elements

Name

Code

Error

Message

Request | d

Resour ce

Description

The error code is a string that uniquely identifies an error condition. It is meant to be
read and understood by programs that detect and handle errors by type. For more
information, see List of Error Codes (p. 3).

Type: String
Ancestor: Error

Container for all error elements.
Type: Container
Ancestor: None

The error message contains a generic description of the error condition in English. It
is intended for a human audience. Simple programs display the message directly to
the end user if they encounter an error condition they don't know how or don't care
to handle. Sophisticated programs with more exhaustive error handling and proper
internationalization are more likely to ignore the error message.

Type: String
Ancestor: Error

ID of the request associated with the error.
Type: String
Ancestor: Error

The bucket or object that is involved in the error.
Type: String
Ancestor: Error

Many error responses contain additional structured data meant to be read and understood by a developer
diagnosing programming errors. For example, if you send a Content-MD5 header with a REST PUT request
that doesn't match the digest calculated on the server, you receive a BadDigest error. The error response
also includes as detail elements the digest we calculated, and the digest you told us to expect. During

API Version 2006-03-01
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development, you can use this information to diagnose the error. In production, a well-behaved program
might include this information in its error log.

For information about general response elements, go to Error Responses.

API Version 2006-03-01
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REST API

Topics
e« Common Request Headers (p. 12)
e Common Response Headers (p. 14)
¢ Authenticating Requests (AWS Signature Version 4) (p. 15)
¢ Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 51)
¢ Operations on the Service (p. 65)
¢ Operations on Buckets (p. 68)
¢ Operations on Objects (p. 198)

This section contains information specific to the Amazon S3 REST API.

The examples in this guide use the newer virtual hosted-style method for accessing buckets instead of
the path-style. Although the path-style is still supported for legacy applications, we recommend using the
virtual-hosted style where applicable. For more information, see Working with Amazon S3 Buckets

The following example is a virtual hosted-style request that deletes the puppy. j pg file from the mybucket
bucket.

DELETE / puppy.jpg HITP/ 1.1

User - Agent : dot net

Host: nybucket. s3. amazonaws. com

Dat e: Tue, 15 Jan 2008 21:20:27 +0000
x-ane-date: Tue, 15 Jan 2008 21:20:27 +0000
Aut hori zation: signatureVal ue

The following example is a path-style version of the same request.

DELETE / mybucket / puppy.jpg HTTP/ 1.1

User - Agent: dot net

Host: s3.amazonaws.com

Dat e: Tue, 15 Jan 2008 21:20:27 +0000
X-ane-date: Tue, 15 Jan 2008 21:20:27 +0000
Aut hori zati on: signatureVal ue

API Version 2006-03-01
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Common Request Headers

Common Request Headers

The following table describes headers that can be used by various types of Amazon S3 REST requests.

Header Name

Aut hori zati on

Cont ent - Lengt h

Cont ent - Type

Cont ent - MD5

Dat e

Expect

Host

X-ane-cont ent - sha256

Description

The information required for request authentication. For more
information, go to The Authentication Header in the Amazon Simple
Storage Service Developer Guide. For anonymous requests this
header is not required.

Length of the message (without the headers) according to RFC
2616. This header is required for PUTs and operations that load
XML, such as logging and ACLs.

The content type of the resource in case the request content in the
body. Example: t ext / pl ai n

The base64 encoded 128-bit MD5 digest of the message (without
the headers) according to RFC 1864. This header can be used as
a message integrity check to verify that the data is the same data
that was originally sent. Although it is optional, we recommend using
the Content-MD5 mechanism as an end-to-end integrity check. For
more information about REST request authentication, go to REST
Authentication in the Amazon Simple Storage Service Developer
Guide.

The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI.When you specify the

Aut hori zat i on header, you must specify either the x- anez- dat e
or the Dat e header

When your application uses 100-continue, it does not send the
request body until it receives an acknowledgment. If the message
is rejected based on the headers, the body of the message is not
sent. This header can be used only if you are sending a body.

Valid Values: 100-continue

For path-style requests, the value is s3. amazonaws. com For
virtual-style requests, the value is

Bucket Nane. s3. amazonaws. com For more information, go to
Virtual Hosting in the Amazon Simple Storage Service Developer
Guide.

This header is required for HTTP 1.1 (most toolkits add this header
automatically); optional for HTTP/1.0 requests.

When using signature version 4 to authenticate request, this header
provides a hash of the request payload. For more information see
Authenticating Requests by Using the Authorization Header
(Compute Checksum of the Entire Payload Prior to Transmission)
- Signature Version 4 (p. 19). When uploading object in chunks, you
set the value to STREAMING-AWS4-HMAC-SHA256-PAYLOAD to
indicate that the signature covers only headers and that there is no
payload. For more information, see Authenticating Requests Using
HTTP Authorization Header (Chunked Upload) (p. 31).

API Version 2006-03-01
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Common Request Headers

Header Name

X-ane-dat e

X-ane-security-token

Description

The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI.When you specify the

Aut hori zat i on header, you must specify either the x- anez- dat e
or the Dat e header. If you specify both, the value specified for the
x- anz- dat e header takes precedence.

This header can be used in the following scenarios:

* Provide security tokens for Amazon DevPay operations—Each
request that uses Amazon DevPay requires two
X-anz-security-token headers: one for the product token
and one for the user token. When Amazon S3 receives an
authenticated request, it compares the computed signature with
the provided signature. Improperly formatted multi-value headers
used to calculate a signature can cause authentication issues

e Provide security token when using temporary security
credentials—When making requests using temporary security
credentials you obtained from IAM you must provide a security
token using this header. To learn more about temporary security
credentials, go to Making Requests.

This header is required for requests that use Amazon DevPay and
requests that are signed using temporary security credentials.

API Version 2006-03-01
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Common Response Headers

The following table describes response headers that are common to most AWS S3 responses.

Name

Content-Length

Cont ent - Type

Connecti on

Dat e

ETag

Server

X-anz- del et e- nar ker

X-ane-id-2

X-anz-request-id

Description

The length in bytes of the body in the response.
Type: String
Default: None

The MIME type of the content. For example, Content-Type: text/html; charset=utf-8
Type: String
Default: None

specifies whether the connection to the server is open or closed.
Type: Enum

Valid Values: open | close

Default: None

The date and time Amazon S3 responded, for example, Wed, 01 Mar 2006
12:00:00 GMT.

Type: String

Default: None

The entity tag is a hash of the object. The ETag only reflects changes to the
contents of an object, not its metadata. The ETag is determined when an object
is created. For objects created by the PUT Object operation and the POST Object
operation, the ETag is a quoted, 32-digit hexadecimal string representing the
MD5 digest of the object data. For other objects, the ETag may or may not be an
MD5 digest of the object data. If the ETag is not an MD5 digest of the object data,
it will contain one or more non-hexadecimal characters and/or will consist of less
than 32 or more than 32 hexadecimal digits.

Type: String

The name of the server that created the response.
Type: String
Default: AmazonS3

Specifies whether the object returned was (true) or was not (false) a delete marker.
Type: Boolean

Valid Values: true | false

Default: false

A special token that helps AWS troubleshoot problems.
Type: String
Default: None

A value created by Amazon S3 that uniquely identifies the request. In the unlikely
event that you have problems with Amazon S3, AWS can use this value to
troubleshoot the problem.

Type: String

Default: None

API Version 2006-03-01
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Name Description

x-ane-versi on-i d | The version of the object. When you enable versioning, Amazon S3 generates a

random number for objects added to a bucket. The value is UTF-8 encoded and
URL ready. When you PUT an object in a bucket where versioning has been
suspended, the version ID is always nul | .

Type: String
Valid Values: null | any URL-ready, UTF-8 encoded string
Default: null

Authenticating Requests (AWS Signature Ver-
sion 4)

Topics

Authentication Methods (p. 16)

Introduction to Signing Requests (p. 16)

Authenticating a Request in the Authorization Header (p. 17)

Authenticating Requests by Using Query Parameters (AWS Signature Version 4) (p. 38)

Examples: Signature Calculations in AWS Signature Version 4 (p. 43)

Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 45)
Amazon S3 Signature Version 4 Authentication Specific Policy Keys (p. 47)

Every interaction with Amazon S3 is either authenticated or anonymous. This section explains request
authentication with the AWS Signature Version 4 algorithm.

Amazon S3 supports Signature Version 4, a protocol for authenticating inbound API requests to AWS
services, in all AWS regions. At this time, existing AWS regions continue to support the previous protocol,
Signature Version 2. Any new regions after January 30, 2014 will support only Signature Version 4. Note
that Signature Version 4 requires the request body to be signed for added security. This requirement
creates additional computation load that is not required in Signature Version 2. For more information
about AWS Signature Version 2, go to Signing and Authenticating REST Requests in the Amazon Simple
Storage Service Developer Guide.

Note

If you use the AWS SDKs (see Sample Code and Libraries) to send your requests, you don't
need to read this section: the SDK clients authenticate your requests by using access keys that
you provide. Unless you have a good reason not to, you should always use the AWS SDKs. In
regions that support both signature versions, you can request AWS SDKs to use specific signature
version. For more information, go to Specifying Signature Version in Request Authentication in
the Amazon Simple Storage Service Developer Guide. You need to read this section only if you
are implementing the AWS Signature Version 4 algorithm in your custom client.

Authentication enables the following:

« Verification of the identity of the requester — Authenticated requests require a signature that you

create by using your access keys (access key ID, secret access key). For information about getting
access keys, see How Do | Get Security Credentials? in the AWS General Reference. If you are using

temporary security credentials, the signature calculations also require a security token. For more inform-

ation, go to Creating Temporary Security Credentials in the AWS Security Token Service documentation.

In-transit data protection — In order to prevent tampering with a request while it is in transit, you use
some of the request elements to calculate the request signature. Upon receiving the request, Amazon

API Version 2006-03-01
15


http://docs.aws.amazon.com/AmazonS3/latest/dev/RESTAuthentication.html
https://aws.amazon.com/code
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingAWSSDK.html#specify-signature-version
http://docs.aws.amazon.com/general/latest/gr/getting-aws-sec-creds.html
http://docs.aws.amazon.com/STS/latest/UsingSTS/CreatingAuthTokens.html

Amazon Simple Storage Service APl Reference
Authentication Methods

S3 calculates the signature by using the same request elements. If any request component received
by Amazon S3 does not match the component that was used to calculate the signature, Amazon S3
will reject the request.

« Protect against potential replay attacks — A request must reach Amazon S3 within 15 minutes of
the timestamp in the request; otherwise, Amazon S3 denies the request.

Authentication Methods

You can express authentication information by using one of the following methods:

e HTTP Authorization header — Using the HTTP Authorization header is the most common method of
signing an Amazon S3 request. All the Amazon S3 REST operations except for browser-based uploads
using POST requests include this header.

When you create objects, you upload data in your request. When uploading data, you include a
checksum of the payload in the signature calculation. You have two options:

» You can compute a checksum of the entire payload prior to transmission; however, you might find
this method inefficient for large uploads.

 For large uploads, you can upload an object in chunks. Each individual chunk includes both the chunk
data and some overhead, for example, the chunk size and the chunk signature. To calculate the
chunk signature, you use both the chunk data and the signature of the previous chunk. By eliminating
the need to read the payload twice—once for calculating a signature and once for performing the
upload—chunked upload can significantly improve performance for large payloads. Chunked upload
works in all cases, regardless of payload size, and so you can use chunked upload in all your uploads.

For more information, see Authenticating a Request in the Authorization Header (p. 17).

¢ Query string parameters —You can use a query string to express a request entirely in a URL. In this
case, you use query parameters to provide request information, including the authentication information.
Because the request signature is part of the URL, this type of URL is often referred to as a presigned
URL. You can use presigned URLs to embed clickable links, which can be valid for up to seven days,
in HTML. For more information, see Authenticating Requests by Using Query Parameters (AWS Sig-
nature Version 4) (p. 38).

Amazon S3 also supports browser-based uploads that use an HTTP POST requests. With an HTTP
POST request, you can upload content to Amazon S3 directly from the browser. For information about
authenticating POST requests, go to Browser-Based Uploads Using POST in the Amazon Simple Storage
Service Developer Guide.

Introduction to Signing Requests

Authentication information that you send in a request must include a signature. To calculate a signature,
you first concatenate select request elements to form a string, referred to as the string to sign. You then
use a signing key to calculate the hash-based message authentication code (HMAC) of the string to sign.

In AWS Signature Version 4, you don't use your secret access key to sign the request. Instead, you first
use your secret access key to create a signing key. The signing key is scoped to a specific region and
service. Additionally, the signing key expires seven days after creation. Because the scope and lifetime
of the signing key are limited, your data is less at risk if the signing key is compromised.

The following diagram illustrates the general process of computing a signature.
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1. StringToSign

[A string based on select request elements J

R —
2. Signing Key
DateKey = HMAC-SHA256 ("AWS4" + "< AccassKey>", "<yy ")
DateRegionKey = HMAC-SHA256(<Hash 1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hashz2=>, "<aws-service>"
SigningKey = HMAC-SHAZ56(<Hash3=, -aws4_request-)

3. Signature

signatune =
HMAC-SHA256 ( SigningKey, StringToSign)

The string to sign depends on the request type. For example, when you use the HTTP Authorization
header or the query parameters for authentication, you use a varying combination of request elements
to create the string to sign. For an HTTP POST request, the POST policy in the request is the string you
sign. For more information about creating strings to sign, click one of the following topic links.

Upon receiving an authenticated request, Amazon S3 servers re-create the signature by using the authen-
tication information that is contained in the request. If the signatures match, Amazon S3 will process your
request; otherwise, the request will be rejected.

For more information about authenticating requests, see the following topics:

¢ Authenticating a Request in the Authorization Header (p. 17)
¢ Authenticating Requests by Using Query Parameters (AWS Signature Version 4) (p. 38)
¢ Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 51)

Authenticating a Request in the Authorization
Header

Topics
¢ Overview (p. 17)

¢ Authenticating Requests by Using the Authorization Header (Compute Checksum of the Entire Payload
Prior to Transmission) - Signature Version 4 (p. 19)

¢ Authenticating Requests Using HTTP Authorization Header (Chunked Upload) (p. 31)

Overview

Using the HTTP Aut hor i zat i on header is the most common method of providing authentication inform-
ation. Except for POST requests (p. 238) and requests that are signed by using query parameters, all
Amazon S3 bucket operations (p. 68) and object operations (p. 198) use the Authorization request header
to provide authentication information.

The following is an example of the Aut hor i zat i on header value. Line breaks are added to this example
for readability:

Aut hori zati on: AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us-
east - 1/ s3/ aws4_r equest,

Si gnedHeader s=host ; r ange; x- anz- dat e,

Si gnat ur e=f e5f 80f 77d5f a3beca038a248f f 027d0445342f e2855ddc963176630326f 1024

API Version 2006-03-01
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Note that there is space between the first two components, AWs4- HVAC- SHA256 and Cr edent i al , and
that the subsequent components, Cr edent i al , Si gnedHeader s, and Si gnat ur e are separated by a

comma.

The following table describes the various components of the Authorization header value.

Component

AWB4- HVAC- SHA256

Credenti al

Si gnedHeader s

Si gnature

Description

The algorithm that was used to calculate the signature. You must
provide this value when you use AWS Signature Version 4 for
authentication.

The string specifies AWS Signature Version 4 (AWS4) and the signing
algorithm (HMAC-SHA256).

Your access key ID and the scope information, which includes the
date, region, and service that were used to calculate the signature.

This string has the following form:
<your - access- key- i d> <dat e>/ <aws- r egi on>/ <aws- ser vi ce> ans4 r equest
where

» <dat e> value is specified using yyyyMvd format.

* <aws- servi ce> value is s3 when sending request to Amazon
S3.

A semicolon-separated list of request headers that you used to
compute Si gnat ur e. The list includes header names only, and the
header names must be in lowercase. For example,

host ; range; x- anz- dat e

The 256-bit signature expressed as 64 lowercase hexadecimal
characters. For example,

f e5f 80f 77d5f a3be
ca038a248f f 027d0445342f e2855ddc963176630326f 1024

Upon receiving the request, Amazon S3 re-creates the string to sign using information in the Aut hori z-
at i on header and the date header. It then verifies with authentication service the signatures match. The
request date can be specified by using either the HTTP Dat e or the x- anez- dat e header. If both headers
are present, x- anz- dat e takes precedence.

If the signatures match, Amazon S3 will process your request; otherwise, your request will fail.

If you use the Authorization header, you have the following options for transferring the payload :

¢« Compute checksum of the entire payload prior to transmission — The string that you construct for
signing includes, among other things, a hash of the entire payload. For more information, see Authen-
ticating Requests by Using the Authorization Header (Compute Checksum of the Entire Payload Prior
to Transmission) - Signature Version 4 (p. 19).

API Version 2006-03-01
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If you sign the entire payload, you must read the file twice or buffer it in memory. For example, in order
to upload a file, you will need to read the file first to compute a payload hash for signature calculation
and again for transmission when you create the request. For smaller payloads, this approach might be
preferable; however, for large files, reading the file twice can be inefficient, and so you might want to
upload data in chunks.

¢ Transfer payload in chunks —You can break up your payload into chunks. These can be fixed or
variable-size chunks. By uploading data in chunks, you avoid reading the entire payload to calculate
the signature. Instead, for the first chunk, you calculate a seed signature that uses only the request
headers. The second chunk contains the signature for the first chunk, and each subsequent chunk
contains the signature for the chunk that precedes it. At the end of the upload, you send a final chunk
with 0 bytes of data that contains the signature of the last chunk of the payload. For more information,
see Authenticating Requests Using HTTP Authorization Header (Chunked Upload) (p. 31).

You can transfer a payload in chunks regardless of the payload size.

For more information about these alternatives and related signature calculation, see the following topics:

¢ Authenticating Requests by Using the Authorization Header (Compute Checksum of the Entire Payload
Prior to Transmission) - Signature Version 4 (p. 19)

¢ Authenticating Requests Using HTTP Authorization Header (Chunked Upload) (p. 31)

Authenticating Requests by Using the Authorization Header
(Compute Checksum of the Entire Payload Prior to Transmis-
sion) - Signature Version 4

As described in the Overview (p. 17), for small payloads you might find it suitable to compute the payload
hash prior to initiating the request. This section describes the signature calculation when you precompute
a hash of your payload.

Calculating a Signature

To calculate a signature, you first need a string to sign. You then calculate a HMAC-SHA256 hash of the
string to sign by using a signing key. The following diagram illustrates the process, including the various
components of the string that you create for signing

When Amazon S3 receives an authenticated request, it computes the signature and then compares it
with the signature that you provided in the request. For that reason, you must compute the signature by
using the same method that is used by Amazon S3. The process of putting a request in an agreed-upon
form for signing is called canonicalization.

API Version 2006-03-01
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1. Canonical Request "GET" | "PUT" | "POST" | .

HTTP Verb + *in” + URI-ENCODE(<resource>)

Canonical URI +“in” Lkt ey I2)E e e i I
Uri QueryF 22) + "=" + "Uri-Encode(<value )+ "&" + | Sorted by
QueryParameter
Canonical Query String + | |ri-Encode(<QueryParameterhi>) + *=" + "Uri-Encode(<value>)

Canonical Headers +\n” Lowercase(<HeaderName1>) + =" +Trim(<value>) + "\n"
Lowercase(<HeaderNameZ2>) + =" + Trim(<value=) + "in" Sorted by
Signed Headers + “n* cr HeaderName
o aders Lowercase(<HeaderNameh=) + = + Trim{<value>) + "\n"

N

Hashed Payload Lowercase(<HeaderName1>) + =" + Lowercase (<HeaderNameZ2>) dear‘:fama
+""+ ... + Lowercase (<HeaderNameN=>)

2. StringToSign ( Hex{SHA256Hash(<payload>) J
~

AWSEHMAC-SHAZS6™ * W° * (™ Format 1508601, e.g. "20130524T0000002" |

TimeStamp + “in” + L
"eyyyymmdd>/<AWS Region>fsdfaws4_request"
Scope + "\n" + e.g., "20130524/us-east-1/s3/awsd_request”

— | HEX(SHA256Hash(Canonical Request)) j

P —
3. Signature

\
I |
: DateKey = HMAC-SHA256 ("AWSA4" + "<Secreld =", "<y ) :
| DateRegionKey = HMAC-SHA256(<Hash1>, "<aws-ragion=" |
] DateRegionServiceKey = HMAC-SHAZ56(<=Hash2>, "<aws-service=" I
: SigningKey = HMAC-SHA256(<Hash3>, "awsd_request’) :
] I
I
] I
signalure = HMAC-SHAZ256 ( Signingkey, SlrinngSignJ] :
1 1

—

The following table describes the functions that are shown in the diagram. You will need to implement
code for these functions.

lmi*dDescription

)énionvert the string to lowercase.
)

xebwercase base 16 encoding.

)Q’Fecure Hash Algorithm (SHA) cryptographic hash function.

)QtnRemove any leading or trailing whitespace.
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10 tdbescription
)J&WURI encode every byte. Uri-Encode() must enforce the following rules:

¢ URI encode every byte except the unreserved characters: 'A'-'Z', 'a'-'z', '0'-'9", -, ", ', and '~'.
* The space character is a reserved character and must be encoded as "%20" (and not as "+").
¢ Each Uri-encoded byte is formed by a '%' and the two-digit hexadecimal value of the byte.
 Letters in the hexadecimal value must be uppercase, for example "%1A".

« Encode the forward slash character, '/', everywhere except in the object key name. For example, if
the object key name is phot os/ Jan/ sanpl e. j pg, the forward slash in the key name is not encoded.

Caution

Standard Uri-Encode functions provided by your development platform may not work because
of differences in implementation and related ambiguity in the underlying RFCs. We recommend
that you write your own custom Uri-Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String uri-encode(CharSequence input, bool ean encodeSl ash) {
StringBuilder result = new StringBuilder();
for (int i =0; i <input.length(); i++) {
char ch = input.charAt(i);
if ((ch>"'"A & ch<="'Z") || (ch>="a" & ch <="'2") || (ch
>='0" & ch <='9") || ch="_"]] ch=="-"]] ch=="~ ]| ch==".") {
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%RF" : ch);
} else {
resul t. append(t oHexUTF8(ch));
}

}

return result.toString();

Task 1: Create a Canonical Request
This section provides an overview of creating a canonical request.

The following is the canonical request format that Amazon S3 uses to calculate a signature. For signatures
to match, you must create a canonical request in this format:

<HTTPMet hod>\n

<Canoni cal URI >\ n

<Canoni cal QueryString>\n
<Canoni cal Header s>\ n

<Si gnedHeader s>\ n
<HashedPayl oad>

Where

e HTTPMet hod is one of the HTTP methods, for example GET, PUT, HEAD, and DELETE.
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e Canoni cal URl is the URI-encoded version of the absolute path component of the URI—everything
starting with the "/" that follows the domain name and up to the end of the string or to the question mark
character ('?") if you have query string parameters. For example, in the URI

http://s3. amazonaws. coni exanpl ebucket / myphot o. j pg

/ exanpl ebucket / myphot o. j pg is the absolute path. In the absolute path, you don't encode the "/".

e Canoni cal Quer ySt ri ng specifies the URI-encoded query string parameters. You URI-encode name
and values individually. You must also sort the parameters in the canonical query string alphabetically
by key name. The sorting occurs after encoding. For example, in the URI

http://s3. amazonaws. com exanpl ebucket ?pr ef i x=sonePr ef i x&mar ker =soneMar ker &rax-
keys=20

the query string is pr ef i x=somePr ef i x&mar ker =soneMar ker &rax- keys=20.The canonical query
string is as follows. Line breaks are added to this example for readability:

URI - encode( " mar ker ") +"="+URI - encode( " someMar ker ") +" &" +
URI - encode( " max- keys") +"="+URI - encode("20") + "&" +
URI - encode( " prefix")+"="+URI - encode("sonmePrefix")

When a request targets a subresource, the corresponding query parameter value will be an empty
string (""). For example, the following URI identifies the ACL subresource on the exanpl ebucket
bucket.

http://s3. amazonaws. conf exanpl ebucket ?acl

The CanonicalQueryString in this case is:

URl - encode("acl ™) + "=" + ""

If the URI does not include a'?', there is no query string in the request, and you set the canonical query
string to an empty string (™). You will still need to include the "\n".

e Canoni cal Header s is a list of request headers with their values. Individual header name and value

pairs are separated by the newline character ("\n"). Header names must be in lowercase. You must
sort the header names alphabetically to construct the string, as shown in the following example:

Lower case( <Header Nanel>) +": " +Tri n(<val ue>) +"\ n"
Lower case( <Header Nane2>) +": " +Tri n( <val ue>) +"\ n"

Lower case( <Header NanmeN>) +": " +Tri n( <val ue>) +"\ n"

The Lower case() and Tri m() functions used in this example are described in the preceding section.

The Canoni cal Header s list must include the following:
e HTTP host header

« Ifthe Cont ent - Type header is present in the request, it must be added to the Canoni cal Header s
list.

* Any x- anz- * headers that you plan to include in your request must also be added. For example, if

you are using temporary security credentials, you will include x- ane- securi ty-t oken in your re-
quest. You must add this header in the list of Canoni cal Header s.
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The following is an example Canoni cal Header s string. The header names are in lowercase and
sorted.

host : s3. amazonaws. com

X-ane-cont ent - sha256: e3b0c44298f c1c149af
bf 4c8996f b92427ae41e4649b934ca495991b785
2b855

Xx-ane-dat e: 20130708T220855Z

Note

For the purpose of calculating a signature, only the host and any x- ane- * headers are required;
however, in order to prevent data tampering, you should consider including all the headers in
the signature calculation. The x- anez- cont ent - sha256 header in the previous example
provides a hash of the request payload. If there is no payload, you provide the hash of an
empty string.

* Si gnedHeader s is an alphabetically sorted, semicolon-separated list of lowercase request header
names. The request headers in the list are the same headers that you included in the Canoni cal Head-
er s string. For example, for the previous example, the value of Si gnedHeader s would be as follows:

host ; x- anz- cont ent - sha256; x- anz- dat e

¢ HashedPayl oad is the hexadecimal value of the SHA256 hash of the request payload.

Hex( SHA256Hash( <payl oad>)

If there is no payload in the request, you compute a hash of the empty string as follows:

Hex( SHA256Hash(""))

The hash returns the following value:

e3b0c44298f c1cl49af bf 4c8996f h92427ae41e4649b934ca495991b7852b855

For example, when you upload an object by using a PUT request, you provide object data in the body.
When you retrieve an object by using a GET request, you compute the empty string hash.
Task 2: Create a String to Sign

This section provides an overview of creating a string to sign. For step-by-step instructions, go to Task
2: Create a String to Sign in the AWS General Reference.

The string to sign is a concatenation of the following strings:

" AWB4- HVAC- SHA256" + \n" +

ti meSt anpl S8601For mat + "\n" +
<Scope> + "\n" +

Hex( SHA256Hash( <Canoni cal Request >))

The constant string AWs4- HVAC- SHA256 specifies the hash algorithm that you are using, HMAC-SHA256.
The ti meSt anp is the current UTC time in ISO 8601 format (for example, 20130524T000000Z).
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Scope binds the resulting signature to a specific date, an AWS region, and a service. Thus, your resulting
signature will work only in the specific region and for a specific service. The signature is valid for seven
days after the specified date.

dat e. For mat (<yyyyMwdd>) + "/" + <region> + "/" + <service> + "/aws4_request"

For Amazon S3, the service string is s3. For a list of r egi on strings, go to Regions and Endpoints in the
AWS General Reference. The Region column in this table provides the list of valid region strings.

The following scope restricts the resulting signature to the us- east - 1 region and Amazon S3.

20130606/ us- east - 1/ s3/ aws4_r equest

Note
Scope must use the same date that you use to compute the signing key, as discussed in the
following section.

Task 3: Calculate Signature
In AWS Signature Version 4, instead of using your AWS access keys to sign a request, you first create

a signing key that is scoped to a specific region and service. For more information about signing keys,
see Introduction to Signing Requests (p. 16).

Dat eKey

Dat eRegi onKey

Dat eRegi onSer vi ceKey
Si gni ngKey

HVAC- SHA256( " AWB4" +" <Secr et AccessKey>", "<yyyymmdd>")
HMAC- SHA256( <Dat eKey>, "<aws-regi on>")

HVAC- SHA256( <Dat eRegi onKey>, "<aws-service>")

HVAC- SHA256( <Dat eRegi onSer vi ceKey>, "aws4_request")

Note
This signing key is valid for seven days from the date specified in the Dat eKey hash.

For a list of region strings, go to Regions and Endpoints in the AWS General Reference.

Using a signing key enables you to keep your AWS credentials in one safe place. For example, if you
have multiple servers that communicate with Amazon S3, you share the signing key with those servers;
you don’t have to keep a copy of your secret access key on each server. Signing key is valid for up to
seven days. So each time you calculate signing key you will need to share the signing key with your
servers. For more information, see Authenticating Requests (AWS Signature Version 4) (p. 15).

The final signature is the HMAC-SHA256 hash of the string to sign, using the signing key as the key.

HMAC- SHA256( Si gni ngKey, StringToSi gn)

For step-by-step instructions on creating a signature, go to Task 3: Create a Signature in the AWS Gen-
eral Reference.

Examples: Signature Calculations

You can use the examples in this section as a reference to check signature calculations in your code.
For additional references, go to Signature Version 4 Test Suite of the AWS General Reference. The cal-
culations shown in the examples use the following data:

« Example access keys.
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Parameter Value
AWSAccessKeyld AKI Al OSFODNN7EXAMPLE

AWSSecretAccessKey | wdal r XUt nFEM / K7 VDENG bPxRf i CYEXAMPLEKEY

¢ Request timestamp of 20130524T000000Z (Fri, 24 May 2013 00: 00: 00 GM).
¢ Bucket name exanpl ebucket .

¢ The bucket is assumed to be in the US Standard region. The credential Scope and the Si gni ng Key
calculations use us- east - 1 as the region specifier. For information about other regions, go to Regions
and Endpoints in the AWS General Reference.

¢ You can use either path-style or virtual hosted—style requests. The following examples show how to
sign a virtual hosted-style request, for example:

htt ps://exanpl ebucket . s3. amazonaws. coni phot os/ phot ol. j pg

For more information, go to Virtual Hosting of Buckets in the Amazon Simple Storage Service Developer
Guide.
Example: GET Object

The following example gets the first 10 bytes of an object (test.txt) from exanpl ebucket . For more in-
formation about the API action, see GET Object (p. 212).

GET /test.txt HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com

Date: Fri, 24 May 2013 00: 00: 00 GV

Aut hori zation: SignatureToBeCal cul ated

Range: bytes=0-9

X-anz- cont ent - sha256: e3b0c44298f c1lc149af

bf 4c8996f h92427ae41e4649b934ca495991b7852h855
x-ane-date: 20130524T000000Z

Because this GET request does not provide any body content, the x- anz- cont ent - sha256 value is
the hash of the empty request body. The following steps show signature calculations and construction of
the Authorization header.

1. StringToSign

a. CanonicalRequest

GET
/test.txt

host : exanpl ebucket . s3. amazonaws. com

range: byt es=0-9

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; range; x- anz- cont ent - sha256; x- anz- dat e
e3b0c44298f c1lcl49af bf 4c8996f h92427ae41e4649b934ca495991b7852b855
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In the canonical request string, the last line is the hash of the empty request body. The third line
is empty because there are no query parameters in the request.

b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

7344ae5b7ee6c3e7e6b0f e0640412a37625d1f bf f f 95c48bbb2dc43964946972

2. SigningKey

signi ng key = HVAC- SHA256( HMAC- SHA256 ( HMAC- SHA256 ( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039¢c6036bdb41

4, Authorization header

The resulting Aut hor i zat i on header is as follows:

AWBA- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -

1/ s3/ aws4_r equest, Si gnedHeader s=host ; range; x- anez- cont ent - sha256; x- ane-
dat e, Si gha

t ur e=f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039c6036bdb41

Example: PUT Object

This example PUT request creates an object (t est $f i | e. t xt ) in exanpl ebucket . The example as-
sumes the following:

* You are requesting REDUCED _REDUNDANCY as the storage class by adding the x- anz- st or age-
cl ass request header. For information about storage classes, go to Storage Classes in the Amazon
Simple Storage Service Developer Guide.

* The content of the uploaded file is a string, "Welcome to Amazon S3." The value of x- anez- cont ent -
sha256 in the request is based on this string.

For information about the API action, see PUT Obiject (p. 250).

PUT test$file.txt HTTP/ 1.1
Host: exanpl ebucket. s3. amazonaws. com
Date: Fri, 24 May 2013 00: 00: 00 GVr

Aut hori zati on: SignatureToBeCal cul at ed

x-anz-date: 20130524T000000Z

X-anz- st orage- cl ass: REDUCED_REDUNDANCY

X-anz-cont ent - sha256: 44ce7dd67c959e0d3524f f ac1771df
bba87d2b6b4b4e99e42034a8b803f 8b072
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<Payl oad>

The following steps show signature calculations.
1. StringToSign

a. CanonicalRequest

PUT
/testR4fil e.text

date: Fri, 24 May 2013 00: 00: 00 GVIr

host : exanpl ebucket . s3. amazonaws. com

X-ane-cont ent - sha256: 44ce7dd67c959e0d3524f f ac1771df
bba87d2b6b4b4e99e42034a8b803f 8b072

X-anz- dat e: 20130524T000000Z

X-ane- st or age- cl ass: REDUCED REDUNDANCY

dat e; host ; x- anz- cont ent - sha256; x- anz- dat e; x- anz- st or age- cl ass
44ce7dd67c959e0d3524f f ac1771df bba87d2b6b4b4e99e42034a8b803f 80072

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the hash of the body, which should be same as the x- anz- cont ent -
sha256 header value.

b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9e0e90d9c76de8f a5b200d8c849cd5b8dc7a3be3951ddb7f 6a76b4158342019d

2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256 ( HMAC- SHA256 ( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oecel08bd

4. Authorization header

The resulting Aut hori zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -

1/ s3/ aws4_r equest, Si gnedHeader s=dat e; host ; x- anz- cont ent - sha256; x- anz- dat e; x-
ane- st or age-cl ass, Si gna

ture=98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oecel08bd
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Example: GET Bucket Lifecycle

The following GET request retrieves the lifecycle configuration of exanpl ebucket . For information about
the API action, see GET Bucket lifecycle (p. 95).

GET ?lifecycle HITP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com

Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z

X-anz- cont ent - sha256: e3b0c44298f c1lc149af

bf 4c8996f h92427ae41e4649h934ca495991b7852h855

Because the request does not provide any body content, the x- anz- cont ent - sha256 header value is
the hash of the empty request body. The following steps show signature calculations.

1. StringToSign

a. CanonicalRequest

GET
/
lifecycle=

host : exanpl ebucket . s3. amazonaws. com

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; x- anz- cont ent - sha256; x- anz- dat e
e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855

In the canonical request, the last line is the hash of the empty request body.
b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9766c798316f f 2757b517bc739a67f 6213b4ab36dd5da2f 94eaebf 79c77395ca

2. SigningKey

signing key = HVAC- SHA256( HVAC- SHA256( HMAC- SHA256( HMAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>","20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

f ea454ca298b7dalc68078a5d1bdbf bbe0d65¢c699e0f 91ac7a200a0136783543

4. Authorization header

The resulting Aut hor i zat i on header is as follows:
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AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -
1/ s3/ aws4_r equest, Si gnedHeader s=host ; x- anz- cont ent - sha256; x- anz- dat e, Si gna
t ur e=f ea454ca298b7dalc68078a5d1bdbf bbe0d65c699e0f 91ac7a200a0136783543

Example: Get Bucket (List Objects)

The following example retrieves a list of objects from exanpl ebucket bucket. For information about the
API action, see GET Bucket (List Objects) (p. 81).

GET ?max- keys=2&prefix=J HITP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com

Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f h92427ae41e4649b934ca495991b7852h855

Because the request does not provide a body, the value of x- anz- cont ent - sha256 is the hash of the
empty request body. The following steps show signature calculations.

1. StringToSign

a. CanonicalRequest

GET
/
max- keys=2&pr ef i x=J

host : exanpl ebucket . s3. amazonaws. com

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; x- ane- cont ent - sha256; x- anz- dat e
e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

In the canonical string, the last line is the hash of the empty request body.
b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

df 57d21db20da04d7f a30298dd4488ba3a2b47ca3a489c74750e0f 1e7df 1b9b7

2. SigningKey

si gni ng key = HVAC SHA256( HVAC- SHA256 ( HMAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")
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3. Signature

34b48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69dc6f 7

4. Authorization header

The resulting Aut hori zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -
1/ s3/ aws4_r equest, Si gnedHeader s=host ; x- anz- cont ent - sha256; x- anz- dat e, Si gna
t ur e=34b48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69dc6f 7
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Authenticating Requests Using HTTP Authorization Header
(Chunked Upload)

As described in the Overview (p. 17), you have an option of uploading the payload in chunks. You can
send data in fixed size or variable size chunks. This section describes the signature calculation process
in chunked upload, how you create the chunk body, and how the delayed signing works where you first
upload the chunk, and send its signature in the subsequent chunk.

Note

When transferring data in a series of chunks, you can use either the Tr ansf er - Encodi ng or
the Cont ent - Lengt h HTTP header. In the event the client you are using does not support the
Tr ansf er - Encodi ng header, you can add the Cont ent - Lengt h HTTP header to explicitly
specify the total content length. This will require you to first compute the total length of the payload
including the metadata you will send in each chunk. If you use the Tr ansf er - Encodi ng you
can transmit content before you know the total size of the payload.

Each chunk is a finite structure that includes chunk data and some metadata, such as chunk size and
chunk signature. Before sending the first chunk, you create a signature, referred to as "seed signature”,
in which you compute the signature using only the headers. You assume the seed signature as the sig-
nature of the zeroth chunk (something that does not exist). You send this signature in the first chunk. For
each subsequent chunk, you create a chunk signature in which the string to sign includes the signature
of the previous chunk. Thus, the chunk signatures are chained together; that is, signature of chunk n is
a function F(chunk n, signature(chunk n-1)). The chaining ensures you send the chunks in correct order.

To perform a chunked upload:
1. Decide payload chunk size. You will need this when you write the code.
Chunk size must be at least 8 KB. We recommend a chunk size of a least 64 KB for better performance.

This chunk size applies to all chunk except the last one. The last chunk you send can be smaller than
8 KB. If your payload is small and can fit in one chunk, then it can be smaller than the 8 KB.

2. Create the seed signature for inclusion in the first chunk. For more information, see Calculating the
Seed Signature (p. 31).

3. Create first chunk and stream it. For more information, see Defining the Chunk Body (p. 34).

4. For each subsequent chunk, calculate the chunk signature that includes the previous signature in the
string you sign, construct the chunk and send it. For more information, see Defining the Chunk
Body (p. 34).

5. Send the final additional chunk, same as other chunks in construction but has zero data bytes. For
more information, see Defining the Chunk Body (p. 34).

Calculating the Seed Signature

The following diagram illustrates the process of calculating the seed signature.
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1. Canonical Request “GET" | "PUT" | "POST" | ...
HTTP Vert + " + URI-ENCODE (<resource>)
Canonical URI + “n” + Uri QueryP: trt=) + *=* + "Uri. )+ R+
Uri-Encode(<QueryParameter2=) + "=" + "Uri-Encode(<valuve=) + "&" + | Sorted by
. QueryParameter
Canonical Cuery String + "in™
g Uri-Encode(<QueryParameteri>) + "=" + "Uri-Encode(<value>)
)
Canonical Headers +n" + Lowercase(<HeaderName1>) + =" +Trim{<value>) + "n"
Lowercase(<HeaderName2=) + =" + Trim{<value=) + "\n" Sorted by
Signed Headers + “\n" + HeaderName

“STREAMING-AWS4-

HMAC-SHA286- HeaderName1>) + =" + L (<HeaderNamez>) | Scred by
FAUELE +""+ .. + Lowercase (<HeaderNameN=) HeaderName

2. StringToSign

L Hi ) + 7" + Trim(<value>) + "n"
L

“AWS4-HMAC-SHAZS56" + “in"
* *[ Formal ISO8601, e.g."20130524T0000002°
TimeStamp + “in" + L
"<yyyymmdd=<AWS Region=/s3/aws4_request" J

Scope + " + 8.9, "20130524/us-east-1/s3/awsd_request”
| HEX(SHA256Hash(Canonical Request)) J

S —
3. Signature
- " “
|
| DateKey = HMAC-SHAZ256 ("AWS4" + “<SecreldccessKey=", “<yyyymmdd=") }
: DateRegionKey = HMAC-SHA256(<Hash 1>, "<aws-region=" |
| DateRegionServiceKey = HMAC-SHA258(<Hash2>, "<aws-service>" I
| SigningKey = HMAC-SHA256(<Hash3>, "awsd_request”) }
|
| |
I
| I
signature = HMAC-SHA256 | SigningKey, StringToSign) ] }
|

|

The following table describes the functions that are shown in the diagram. You will need to implement
code for these functions.

m@escription

)élionvert the string to lowercase.
)

xebwercase base 16 encoding.

)Q’Fecure Hash Algorithm (SHA) cryptographic hash function.

)(ntﬂRemove any leading or trailing whitespace.
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10 tdbescription
)J&IWRI encode every byte. Uri-Encode() must enforce the following rules:

¢ URI encode every byte except the unreserved characters: 'A'-'Z', 'a'-'z', '0'-'9", -, ", ', and '~'.
* The space character is a reserved character and must be encoded as "%20" (and not as "+").
¢ Each Uri-encoded byte is formed by a '%' and the two-digit hexadecimal value of the byte.
 Letters in the hexadecimal value must be uppercase, for example "%1A".

« Encode the forward slash character, '/', everywhere except in the object key name. For example, if
the object key name is phot os/ Jan/ sanpl e. j pg, the forward slash in the key name is not encoded.

Caution

Standard Uri-Encode functions provided by your development platform may not work because
of differences in implementation and related ambiguity in the underlying RFCs. We recommend
that you write your own custom Uri-Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String uri-encode(CharSequence input, bool ean encodeSl ash) {
StringBuilder result = new StringBuilder();
for (int i =0; i <input.length(); i++) {
char ch = input.charAt(i);
if ((ch>"'"A & ch<="'Z") || (ch>="a" & ch <="'2") || (ch
>='0" & ch <='9") || ch="_"]] ch=="-"]] ch=="~ ]| ch==".") {
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%RF" : ch);
} else {
resul t. append(t oHexUTF8(ch));
}
}

return result.toString();

For information about the signing process, see Authenticating Requests by Using the Authorization
Header (Compute Checksum of the Entire Payload Prior to Transmission) - Signature Version 4 (p. 19).
The process is the same except that the creation of Canoni cal Request differs as follows:

¢ In addition to the request headers you plan to add, you must include the following headers:

Header Description

X- anz- cont ent - sha256 | Set the value to STREAM NG- AW54- HVAC- SHA256- PAYLOAD to indicate
that the signature covers only headers and that there is no payload.

Cont ent - Encodi ng Set the value to aws- chunked.

Amazon S3 supports multiple content encodings, for example,

Cont ent - Encodi ng : aws-chunked, gzip

That s, you can specify your custom content-encoding when using Signature
Version 4 streaming API.
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Header Description

x-awdeoockdtcatet-legh | Set the value to the length, in bytes, of the data to be chunked, without
counting any metadata. For example, if you are uploading a 4 GB file, set
the value to 4294967296.

Cont ent - Lengt h Set the value to the length of your data, including the metadata. Each chunk
will have metadata, such as the signature of the previous chunk. Chunk
calculations are discussed in the following section.

Note

If you don't want to calculate the length of the data including the
metadata, you can instead use the Tr ansf er - Encodi ng HTTP
header with the value chunked. Amazon S3 supports this low-level
alternative in the event the client you are using does not supports
Transf er - Encodi ng.

You send the first chunk with the seed signature. You will need to construct the chunk as described in
the following section.

Defining the Chunk Body

All chunks include some metadata. Each chunk must conform to the following structure:

string(l nt HexBase(chunk-size)) + ";chunk-signature=" + signature + \r\n + chunk-
data + \r\n

Where

* | nt HexBase() is a function that you will write to convert an integer chunk-size to hexadecimal. For
example, if chunk-size is 65536, hexadecimal string is "1000".

¢ chunk- si ze is the size, in bytes, of the chunk-data, without metadata. For example, if you are uploading
a 65 KB object and using a chunk size of 64 KB, you upload the data in three chunks: the first would
be 64 KB, the second 1 KB, and the final chunk with O bytes.

¢ si gnat ur e for the first chunk, you include the seed signature. For subsequent chunks, you calculate
chunk signatures using the following string to sign. The string to sign includes the signature of the
previous chunk, which is shown here as previous-signature.

StringToSign
["AWS-HMAC-SHAZ56-PAYLOAD" +" \n" + |

dateTime + "n" +
scope + "n”
previous-signature + "in"
hash(™) + "in"
hash{current-chunk-data) )
—
Signature
DS S DS = === === == == === ————————————————————————- .
1 1
: Datekey = HMAC-SHA256 ("AWS4" + "<SecretAccassKey=", "<yyyymmadd=") :
1 DateRegionKey = HMAC-SHA256({<Hash 1>, "<aws-region=" "
1 DateRegionServiceKey = HMAC-SHA256(<Hash2=>, "<aws-service>" |
: SigningKey = HMAC-SHA256(<Hash 3>, "awsd-request) :
1 |
1
1 \ 1
| signature = HMAC-SHA2SE ( SigningKey, StringTaSign) |
|
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The size of the final chunk data that you send is 0, although the chunk body will still store metadata, in-
cluding the signature of the previous chunk.

Example: PUT Object

You can use the examples in this section as a reference to check signature calculations in your code.
Before you review the examples, note the following:

» The signature calculations in these examples use the following example security credentials.

Parameter Value
AWSAccessKeyld AKI Al OSFODNN7 EXAMPLE

AWSSecretAccessKey | wdal r XUt nFEM / K7 MDENG bPxRf i CYEXAMPLEKEY

¢ All examples use the request timestamp 20130524T000000Z (Fri, 24 May 2013 00: 00: 00 GMI).
« All examples use exanpl ebucket as the bucket name.

¢ The bucket is assumed to be in the US Standard region, and the credential Scope and the Si gni ng
Key calculations use us- east - 1 as the region specifier. For more information, go to Regions and
Endpoints in the Amazon Web Services General Reference.

¢ You can use either path style or virtual-hosted style requests. The examples below show use virtual-
hosted style requests, for example:

htt ps: // exampl ebucket . s3. amazonaws. com phot os/ phot 01. j pg

For more information, go to Virtual Hosting of Buckets in the Amazon Simple Storage Service Developer
Guide.

Example: PUT Object

The following example sends a PUT request to upload an object. The signature calculations assume the
following:

¢ You are uploading a 65 KB text file, and the file content is a one-character string made up of the letter
‘a'.

¢ The chunk size is 64 KB. As a result, the payload will be uploaded in three chunks, 64 KB, 1 KB, and
the final chunk with 0 bytes of chunk data.

¢ The resulting object has the key name chunkObj ect . t xt .

¢ You are requesting REDUCED_REDUNDANCY as the storage class by adding the x- anez- st or age-
cl ass request header.

For information about the API action, see PUT Object (p. 250). The general request syntax is:

PUT / exanpl ebucket/chunkCbj ect.txt HITP/ 1.1

Host: s3. anazonaws.com

x-anz-date: 20130524T000000Z

X-ane- st or age- cl ass: REDUCED_ REDUNDANCY

Aut hori zation: SignatureToBeCal cul ated

X-anz- cont ent - sha256: STREAM NG AWs4- HVAC- SHA256- PAYLCQAD
Cont ent - Encodi ng: aws- chunked

x- ane-decoded- content -1 ength: 66560
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Content - Length: 66824
<Payl oad>

The following steps show signature calculations.

1. Seed sighature — Create String to Sign

1.

CanonicalRequest

PUT
/ exanpl ebucket / chunkCbj ect . t xt

cont ent - encodi ng: aws- chunked

content -1 engt h: 66824

host : s3. amazonaws. com

X-anz- cont ent - sha256: STREAM NG AW54- HVAC- SHA256- PAYLCQAD
X-anz- dat e: 20130524T000000Z

x-ane- decoded- cont ent - | engt h: 66560

X-ane- st or age- cl ass: REDUCED REDUNDANCY

cont ent - encodi ng; cont ent - | engt h; host ; x- ane- cont ent - sha256; x- anez- dat e; x-
anz- decoded- cont ent - | engt h; x- anz- st or age- cl ass
STREAM NG AWB4- HVAC- SHA256- PAYLQOAD

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the constant string provided as the value of the hashed Payload which
should be same as the value of x- anz- cont ent - sha256 header.

StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

cee3f ed04b70f 867d036f 722359b0b1f 2f 0e5dcOef adbc082b76c4c60e316455

2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Seed Signhature

4f 232c4386841ef 735655705268965c44a0e4690baad4adeal53f 7db9f a80a0a9

4. Authorization header

The resulting Authorization header is as follows:

AWBA- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -
1/ s3/ aws4_r equest,
Si gnedHeader s=cont ent - encodi ng; cont ent - | engt h; host ; x- anz- cont ent - sha256; x-
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anz- dat e; x- anz- decoded- cont ent - | engt h; x- anz- st or age- cl ass,
Si gnat ur e=4f 232c4386841ef 735655705268965c44a0e4690baadadeal53f 7db9f a80ala9

Chunk 1: (65536 bytes, with value 97 for letter 'a’)

1. Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

4f 232¢c4386841ef 735655705268965c44a0e4690baad4adeal53f 7db9f a80a0a9
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
bf 718b6f 653bebc184e1479f 1935b8da974d701b893af cf 49e701f 3e2f 9f 9c5a

2. Chunk signature:

ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307b0ade35a65485a288648

3. Chunk data sent:

10000; chunk- si gna
t ure=ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307b0ade35a65485a288648
<65536- byt es>

Chunk 2: (1024 bytes, with value 97 for letter 'a’")

1. Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307h0ade35a65485a288648
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
2edc986847e209b4016e141a6dc8716d3207350f 416969382d431539bf 292e4a

2. Chunk signature:

0055627c9e194ch4542bae2aa5492e3c1575bbb81b612b7d234b86a503ef 5497

3. Chunk data sent:

400; chunk- si gna
t ur e=0055627c9e194cb4542bae2aa5492e3¢c1575bbb81b612b7d234b86a503ef 5497
<1024 bytes>
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7. Chunk 3: (0 byte data)

1. Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
0055627c9e194ch4542bae2aa5492e3c1575bbb81b612b7d234b86a503ef 5497
e3b0c44298f c1c149af bf 4c8996f h92427ae41e4649b934ca495991b7852h855
e3b0c44298f c1c149af bf 4c8996f h92427ae41e4649b934ca495991b7852h855

2. Chunk signature:

b6c6eaB8ab5354eaf 15b3chb7646744f 4275b71ea724f ed81ceb9323e279d449df 9

3. Chunk data sent:

0; chunk- si gna
t ure=b6c6ea8ab354eaf 15b3ch7646744f 4275b71ea724f ed81ceb9323e279d449df 9

Authenticating Requests by Using Query Paramet-
ers (AWS Signature Version 4)

Using query parameters to authenticate requests is useful when you want to express a request entirely
in a URL. This method is also referred as presigning a URL. Presigned URLs enable you to grant temporary
access to your Amazon S3 resources. The end user can then enter the presigned URL in his or her
browser to access the specific Amazon S3 resource. You can also use presigned URLs to embed clickable
links in HTML. For example, you might store videos in an Amazon S3 bucket and make them available
on your website by using presigned URLs.

The following is an example presigned URL. The line feeds in the URL are added for readability.

https://s3. amazonaws. conf exanpl ebucket/test.txt

?X- Anez- Al gori t hmrAWB4- HVAC- SHA256

&X- Anz- Credent i al =<your - access- key-i d>/ 20130721/ us- east - 1/ s3/ aws4_r equest
&X- Ane- Dat e=20130721T201207Z

&X- Anz- Expi r es=86400

&X- Anz- Si gnedHeader s=host

&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

In the preceding example, the X- Anz- Cr edent i al value in the URL shows the "/" character only for
readability; in practice, it should be encoded as %2F.

&X- Anz- Or edent i al =<your - access- key- i d>%2F20130721%2Fus- east - 192Fs3%2Faws4_r equest

The URL includes a set of query parameters that provide authentication information, such as a signature
and other information that helps Amazon S3 calculate the signature. If the signatures match, Amazon S3
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will process your request. The following table describes the query parameters required in a presigned

URL.

Query String Parameter Name | Example Value

X- Anz- Al gorithm

X- Anez- Credent i al

X- Anez- Dat e

X- Anez- Expi r es

X- Anz- Si gnedHeader s

X- Ane- Si gnat ur e

Identifies the version of AWS Signature and the algorithm that you
used to calculate the signature.

For AWS Signature Version 4, you set this parameter value to
"AWB4- HVAC- SHA256". This string identifies AWS Signature Version
4 (AWS4) and the HMAC-SHA256 algorithm (HMAC-SHA256).

In addition to your access key ID, this parameter also provides scope
information identifying the region and service for which the signature
is valid. This value should match the scope that you use to calculate
the signing key, as discussed in the following section.

The general form for this parameter value is as follows:

<your - access- key- i d><dat e><A/E r egi on><A/%- ser vi ce>fansA _request.
For example:

AKl Al CSFCDNN7EXAMPLE/ 20130721/ us- east - 1/ s3/ aws4_r equest .

For Amazon S3, the AWS- ser vi ce string is "s3". For a list of
AWS-region strings, go to Regions and Endpoints in the Amazon
Web Services General Reference

The date in ISO 8601 format, for example, 20130721T201207Z.
This value must match the date value used you use to calculate the
signature.

Provides the time period, in seconds, for which the generated
presigned URL is valid. For example, 86400 (24 hours). This value
is an integer. The minimum value you can set is 1, and the maximum
is 604800 (seven days).

A presigned URL can be valid for a maximum of seven days because
the signing key you use in signature calculation is valid for up to
seven days.

Lists the headers that you used to calculate the signature.

The HTTP host header is required. Any x- anez- * headers that you
plan to add to the request are also required for signature calculation.
In general, for added security, you should sign all the request headers
that you plan to include in your request.

Provides the signature to authenticate your request. This signature
must match the signature Amazon S3 calculates; otherwise, Amazon
S3 denies the request. For example,

733255¢ef 022bec3f 2a8701cd61d4b371f 3f 28¢9f 193alf 02279211d48d5193d7

Calculating a Signature

The following diagram illustrates the signature calculation process.
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1. Canonical Request “GET" | "PUT" | "POST"| ..

HTTP Verb +“\n" + URI-ENCODE(<resource>)

Canonical URI + “n" + Uri-Encode({<QueryParameter1=) + "=" + "Uri-Encode(<value>) + "&" +
Uri-Encode(<QueryParameter2>) + "=" + “Uri-Encode(<value>) + "&" + |Sorted by
QueryPararmeler

Canonical Query Siring + “in"+ Ul:i.-.EneDda{faueryParamemeP} +"=" 4 "Uri-Encode(<value>)

Canonical Headers +in” + Lowearcase(<HeaderNamea1>) + ™" +Trim(<value>) + "~
Lowercase(<HeaderNameZ=) + "" + Trim(<value=) + "n" Sorted by

HeaderName

Signed Headers + "\n" + L‘éww(gmdgﬂ\famgmj + " + Trim{<value=) + "in"

“UNSIGNED-
PAYLOAD" Le + 12)+ "+ Lt (<t 22) mrmms
+"" 4 ... + Lowercase (<HeaderNameN=)

2. StringToSign

( )
“AWS4-HMAC-SHA256" + “in”
* [ Fomat 1508601, e.g. 20130524T0000002" |

TimeStamp + “In" + T
) "<yyyymmdd=/<AWS Region=Is3/aws4_request”
Scope +n" + e.g., "20130524/us-east-1/s3/aws4_request”

|| HEX{(SHA256Hash(Canonical Request)) J

P —
3. Signature
- - - - T A
|
: Datekey = HMAC-SHAZ56 ("AWSA4" + "<SecretAccessKey>", "<yyyymmdd>")
| DateRegionKey = HMAC-SHA256(<DateKey>, "<aws-region="
| DateRegionServiceKey = HMAC-SHA256(<DateRegionKey=, "<aws-senice>"
: SigningKey = HMAC-SHA256(=DateRegionServiceKey=, -awsd_request”)
l

%.
B
:
£
%
g
H
g
2

The following table describes the functions that are shown in the diagram. You will need to implement
code for these functions.

lmi*dDescription

énionvert the string to lowercase.

)
) (owercase base 16 encoding.

)Q’Fecure Hash Algorithm (SHA) cryptographic hash function.

)QtﬂRemove any leading or trailing whitespace.
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10 tdbescription
)J&IWRI encode every byte. Uri-Encode() must enforce the following rules:

¢ URI encode every byte except the unreserved characters: 'A'-'Z', 'a'-'z', '0'-'9", -, ", ', and '~'.
* The space character is a reserved character and must be encoded as "%20" (and not as "+").
¢ Each Uri-encoded byte is formed by a '%' and the two-digit hexadecimal value of the byte.
 Letters in the hexadecimal value must be uppercase, for example "%1A".

« Encode the forward slash character, '/', everywhere except in the object key name. For example, if
the object key name is phot os/ Jan/ sanpl e. j pg, the forward slash in the key name is not encoded.

Caution

Standard Uri-Encode functions provided by your development platform may not work because
of differences in implementation and related ambiguity in the underlying RFCs. We recommend
that you write your own custom Uri-Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String uri-encode(CharSequence input, bool ean encodeSl ash) {
StringBuilder result = new StringBuilder();
for (int i =0; i <input.length(); i++) {
char ch = input.charAt(i);
if ((ch>"'"A & ch<="'Z") || (ch>="a" & ch <="'2") || (ch
>='0" & ch <='9") || ch="_"]] ch=="-"]] ch=="~ ]| ch==".") {
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%RF" : ch);
} else {
resul t. append(t oHexUTF8(ch));
}

}

return result.toString();

For more information about the signing process, see Authenticating Requests by Using the Authorization
Header (Compute Checksum of the Entire Payload Prior to Transmission) - Signature Version 4 (p. 19).
The process is generally the same except that the creation of CanonicalRequest in a presigned URL
differs as follows:

¢ You don't include a payload hash in the Canonical Request, because when you create a presigned
URL, you don't know anything about the payload. Instead, you use a constant string "UNSIGNED-
PAYLOAD".

¢ The Canonical Query String must include all the query parameters from the preceding table except
for X- Anz- Si gnat ur e.

» Canonical Headers must include the HTTP host header. If you plan to include any of the x- anz- *
headers, these headers must also be added for signature calculation. You can optionally add all other
headers that you plan to include in your request. For added security, you should sign as many headers
as possible.
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An Example

Suppose you have an object t est . t xt in your exanpl ebucket bucket. You want to share this object
with others for a period of 24 hours (86400 seconds) by creating a presigned URL.

https://s3. amazonaws. conf exanpl ebucket/test.txt

?X- Anez- Al gori t hmrAWB4- HVAC- SHA256

&X- Anz- Or edent i al =AKI Al CSFODNN7 EXAMPLEY2F201305249%2Fus- east - 19%2Fs3%2Faws4_r equest
&X- Anz- Dat €=20130524T000000Z&X- Az - Expi r es=864008&X- Ane- Si gnedHeader s=host

&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

The following steps illustrate first the signature calculations and then construction of the presigned URL.
The example makes the following additional assumptions:

* Requesttimestampis Fri, 24 May 2013 00: 00: 00 GM.

¢ The bucket is in the US Standard region, and the credential Scope and the Si gni ng Key calculations
use us- east - 1 as the region specifier. For more information, go to Regions and Endpoints in the
AWS General Reference.

You can use this example as a test case to verify the signature that your code calculates; however, you
must use the same bucket name, object key, time stamp, and the following example credentials:

Parameter Value
AWSAccessKeyld AKI Al OSFODNN7 EXAMPLE

AWSSecretAccessKey | wlal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

1. StringToSign

a. CanonicalRequest

GET

/test.txt

X- Ane- Al gor i t hmrAWB4- HVAC- SHA2568&X- Anz- Cr edent i al =AKI Al OSFODNN7EX
AMPLEY2F20130524%2Fus- east - 19%2Fs3%2Faws4_r equest &X- Ane-

Dat e=20130524T000000Z&X- Ane- Expi r es=864008&X- Anz- Si gnedHeader s=host
host : exanpl ebucket . s3. amazonaws. com

host
UNSI GNED- PAYLOAD

b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

3bf a292879f 6447bbcda7001decf 97f 4a54dc650c8942174ae0a9121cf 58ad04
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2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

aeeed9bbccd4d02ee5c0109b86d86835f 995330da4c265957d157751f 604d404

The presigned URL that you can then test is as follows. Line feeds are added for readability:

htt ps:// exanpl ebucket. s3. amazonaws. com t est . t xt 2X- Anz- Al gori t hmrAWS4- HVAC-
SHA256&X- Anz- Cr edent i al =AKI Al OSFODNN7 EXAMPLEY®2F20130524%2Fus- east -
19R2Fs3%2Faws4_r equest &X- Anz- Dat e=20130524T000000Z&X- Anz- Expi r es=86400&X- Ane-
Si gnedHeader s=host &X- Anz- Si gna

t ur e=aeeed9bbccd4d02ee5c0109b86d86835f 995330da4c265957d157751f 604d404

Examples: Signature Calculations in AWS Signa-
ture Version 4

Topics
¢ Signature Calculation Examples Using Java (AWS Signature Version 4) (p. 43)
« Examples of Signature Calculations Using C# (AWS Signature Version 4) (p. 45)

For authenticated requests, unless you are using the AWS SDKs, you have to write code to calculate
signatures that provide authentication information in your requests. Signature calculation in AWS Signature
Version 4 (see Authenticating Requests (AWS Signature Version 4) (p. 15)) can be a complex undertaking,
and we recommend that you use the AWS SDKs whenever possible.

This section provides examples of signature calculations written in Java and C#. The code samples send
the following requests and use the HTTP Authorization header to provide authentication information:

¢ PUT object — Separate examples illustrate both uploading the full payload at once and uploading the
payload in chunks. For information about using the Authorization header for authentication, see Authen-
ticating a Request in the Authorization Header (p. 17).

« GET object — This example generates a presigned URL to get an object. Query parameters provide
the signature and other authentication information. Users can paste a presigned URL in their browser
to retrieve the object, or you can use the URL to create a clickable link. For information about using
query parameters for authentication, see Authenticating Requests by Using Query Parameters (AWS
Signature Version 4) (p. 38).

The rest of this section describes the examples in Java and C#. The topics include instructions for
downloading the samples and for executing them.

Signature Calculation Examples Using Java (AWS Signature
Version 4)

The Java sample that shows signature calculation can be downloaded at ht-
tp://docs.aws.amazon.com/AmazonS3/latest/APl/samples/AWSS3SigV4JavaSamples.zip. In RunAl | -
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Sanpl es. j ava, the mai n() function executes sample requests to create an object, retrieve an object,
and create a presigned URL for the object. The sample creates an object from the text string provided in
the code:

Put S3(hj ect Sanpl e. put S3Mhj ect (bucket Narmre, regi onNane, awsAccessKey,

awsSecr et Key) ;

Get S3(hj ect Sanpl e. get S3Chj ect (bucket Nane, regi onName, awsAccessKey,

awsSecr et Key) ;

Pr esi gnedUr | Sanpl e. get Presi gnedUr | ToS3Ohj ect (bucket Name, regi onNane, awsAccess

Key, awsSecr et Key) ;

Put S3(hj ect ChunkedSanpl e. put S3Chj ect Chunked( bucket Nane, regi onNanme, awsAccessKey,
awsSecr et Key) ;

To test the examples on a Linux-based computer
The following instructions are for the Linux operating system.

1. At a command prompt, change the directory to the directory that contains AWSS3Si gvV4JavaS-
anpl es. zi p.

2. Unzip AWSS3Si gv4JavaSanpl es. zi p and then extract the source files from AWSS3SigV4JavaS-
amples.jar.

jar xvf AWSS3Si gvV4JavaSanpl es.j ar

3. In a text editor, open the file . / com amazonaws/ ser vi ces/ s3/ sanpl es/ RunAl | Sanpl es. j ava.
Update code with the following information:

« The name of a bucket where the new object can be created.

Note

The examples use a virtual-hosted style request to access the bucket. To avoid potential
errors, ensure that your bucket name conforms to the bucket naming rules as explained in
Bucket Restrictions and Limitations in the Amazon Simple Storage Service Developer
Guide.

« AWS region where the bucket resides.

If bucket is in the US Standard region, use us-east-1 to specify the region. For a list of other AWS
regions, go to Amazon Simple Storage Service (S3) in the AWS General Reference.

4. Compile the source code and store the compiled classes into the bi n/ directory.

javac -d bin -source 6 -verbose com

5. Change the directory to bi n/, and then execute RunAl | Sanpl es.

java com anmazonaws. servi ces. s3. sanpl e. RunAl | Sanpl es

The code runs all the methods in mai n() . For each request, the output will show the canonical request,
the string to sign, and the signature.
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Examples of Signature Calculations Using C# (AWS Signa-
ture Version 4)

The C# sample that shows signature calculation can be downloaded at ht-
tp://docs.aws.amazon.com/AmazonS3/latest/APl/samples/AmazonS3SigV4_Samples_CSharp.zip. In
Program cs, the mai n() function executes sample requests to create an object, retrieve an object, and
create a presigned URL for the object. The code for signature calculation is in the \ Si gner s folder.

Put S3(hj ect Sanpl e. Run( awsRegi on, bucket Name, "M/SanpleFile.txt");

consol e WI teLI ne("\n\ n************************************************") .

Put S30bj ect ChunkedSanpl e. Run( awsRegi on, bucket Nane, "MySanpl eFi | eChunked. t xt");

consol e WI teLI ne("\n\ n************************************************") .

Get S3(bj ect Sanpl e. Run(awsRegi on, bucket Name, "MSanpleFile.txt");

consol e WI teLI ne("\n\ n************************************************") .

Pr esi gnedUr | Sanpl e. Run(awsRegi on bucket Narme, "M/SanpleFile.txt");

To test the examples with Microsoft Visual Studio 2010 or later

1. Extract the .zip file.
2. Start Visual Studio, and then open the .sIn file.
3. Update the code as follows:

¢ InProgram cs, provide the bucket name and the AWS region where the bucket resides. The sample
creates an object in this bucket.

4. Execute the code.

5. To verify that the object was created, copy the presigned URL that the program creates, and then
paste it in a browser window.

Authenticating Requests in Browser-Based Up-
loads Using POST (AWS Signature Version 4)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon S3.
Using HTTP POST to upload content simplifies uploads and reduces upload latency where users upload
data to store in Amazon S3. This section describes how you authenticate HTTP POST requests. For
more information about HTTP POST requests, how to create a form, create a POST policy, and an example,
see Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 51).

To authenticate an HTTP POST request you do the following:

1. The form must include the following fields to provide signature and relevant information that Amazon
S3 can use to re-calculate the signature upon receiving the request:

Element Name Description

policy The Base64 encoded security policy that describes what
is permitted in the request. For signature calculation this
policy is the string you sign. Amazon S3 must get this policy
so it can re-calculate the signature.
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Element Name Description

x-ane-al gorithm The signing algorithm used. For AWS Signature Version
4, the value is AWs4- HVAC- SHA256.

X-ane-credenti al In addition to your access key ID, this provides scope
information you used in calculating the signing key for
signature calculation.

It is a string of the following form:

<y/our - acoess- key-1 A <t e <avg-reg o <avs- servi o aved reguest
For example,
A A CFOINVZEXAVALE 20130728/ us- east - 1/ s3/ ans4 request .

For Amazon S3, the aws-service string is "s3". For a list of
aws-region strings, go to Regions and Endpoints in the
Amazon Web Services General Reference.

X-ane-dat e It is the date value in 1ISO8601 format. For example,
20130728T000000Z.

It is the same date you used in creating the signing key.
This must also be the same value you provide in the policy
(x- anz- dat e) that you signed.

X-ane-si gnat ure (AWS Signature Version 4) The HMAC-SHA256 hash of
the security policy.

2. The POST policy must include the following elements:

Element Name Description

x-anz-al gorithm The signing algorithm that you used to calculation the
signature. For AWS Signature Version 4, the value is
AWS4-HMAC-SHA256.

X-ane-credenti al In addition to your access key ID, this provides scope
information you used in calculating the signing key for
signature calculation.

It is a string of the following form:

<y/our - a00ess- key-1 o <t e <avg-reg o <avs- servi oef avgd reuest
For example,
A A CBFONVZEXAMALE 20130728/ us- east - 1/ s3/ ans4 request .

X-ane-date The date value specified in the ISO8601 formatted string.
For example, "20130728T000000Z". The date must be
same that you used in creating the signing key for signature
calculation.

3. For signature calculation the POST policy is the string to sign.
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Calculating a Signature

The following diagram illustrates the signature calculation process.
1. StringToSign

[3339-64 encoded security policy J

— T
2. Signing Key
Datekey = HMAC-SHAZ256 ("AWS4™ + "=SecretAccessKey>", "<yyyymmada>")
DateRegionKey = HMAC-SHAZ256(<Hash1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hash2>, "<aws-service>"
SigningKey = HMAC-SHA256(<Hash3>, -awsd_request-)

3. Signature

HMAC-5HA256 ( SigningKey, StringToSign) ]

To Calculate a signature

1. Create a policy using UTF-8 encoding.
2. Convert the UTF-8-encoded policy to Base64. The result is the string to sign.

3. Create the signature as an HMAC-SHA256 hash of the string to sign. You will provide the signing
key as key to the hash function.

4. Encode the signature by using hex encoding.

For more information about creating HTML forms, security policies, and an example, see the following
subtopics:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 52)

¢ Creating a POST Policy (p. 56)

¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 61)
¢ Additional Considerations for Browser-Based Uploads (p. 64)

Amazon S3 Signature Version 4 Authentication
Specific Policy Keys

The following table shows the policy keys related Amazon S3 Signature Version 4 authentication that
can be in Amazon S3 policies. In a bucket policy, you can add these conditions to enforce specific beha-
vior when requests are authenticated by using Signature Version 4. For example policies, see Bucket
Policy Examples Using Signature Version 4 Related Condition Keys (p. 49).
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Action

s3:. *
or of the Amazon S3
actions.

Applicable Keys

s3: si gnat ur ever si on

s3: aut hType

s3: si gnat ur eAge

s3: x-anz- cont ent - sha
256

Description

Identifies the version of AWS Signature that you want to
support for authenticated requests. For authenticated
requests, Amazon S3 supports both Signature Version 4
and Signature Version 2. You can add this condition in
your bucket policy to require a specific signature version.

Valid values:
" AWS" identifies Signature Version 2
" AWB4- HVAC- SHA256" identifies Signature Version 4

Amazon S3 supports various methods of authentication
(see Authenticating Requests (AWS Signature Version
4) (p. 15). You can optionally use this condition key to
restrict incoming requests to use a specific authentication
method. For example, you can allow only the HTTP

Aut hori zat i on header to be used in request
authentication.

Valid values:

REST- HEADER

REST- QUERY- STRI NG

POST

The length of time, in milliseconds, that a signature is
valid in an authenticated request.

In Signature Version 4, the signing key is valid for up to
seven days (see Introduction to Signing Requests (p. 16).
Therefore, the signatures are also valid for up to seven
days. You can use this condition to further limit the
signature age.

Example value: 100
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Action Applicable Keys Description

You can use this condition key to disallow unsigned
content in your bucket.

When you use Signature Version 4, for requests that use
the Aut hori zat i on header, you add the

X- anz- cont ent - sha256 header in the signature
calculation and then set its value to the hash payload.
However, when you authenticate requests by using query
parameters in a URL, you don't know the payload when
you create the URL, and so you can't include the payload
in the signature calculation. Instead, you set the

x- anez- cont ent - sha256 header value to the constant
string UNSI GNED- PAYLQAD. For more information, see
Authenticating Requests by Using Query Parameters
(AWS Signature Version 4) (p. 38).

You can use this condition in your bucket policy to deny
any uploads that use presigned URLs.

Valid value: UNSI GNED- PAYLQAD

Bucket Policy Examples Using Signature Version 4 Related
Condition Keys

Deny any Amazon S3 action on the exanpl ebucket to anyone if request is authenticated using Signature
Version 4.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Test",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket/*",
"Condition": {
"StringEqual s": {
"s3:signatureversion": "AWs4- HVAC- SHA256"
}
}
}
]
}

The following bucket policy denies any Amazon S3 action on objects in exanpl ebucket if signature is
more than ten minutes old.

"Version": "2012-10-17",
"Statement": [

{
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"Sid": "Deny request if signature is nore than 10 mn old",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",

"Condition": {
"Nureri cGr eat er Than": {
"s3: si gnat ureAge": 600000

}

The following bucket policy allows only requests that use the Authorization header for request authentic-
ation. Any POST or presigned URL requests will be denied.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",
"Condition": {
"StringNot Equal s": {
"s3: aut hType": "REST- HEADER"
}
}
}
]
}

The following bucket policy will deny any uploads that use presigned URLSs.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",
"Condition": {
"StringNot Equal s": {
"s3: x-ane-cont ent - sha256": " UNSI GNED- PAYLOAD"
}
}
}
]
}
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Authenticating Requests in Browser-Based Up-
loads Using POST (AWS Signature Version 4)

Topics
¢ Calculating a Signature (p.52)
¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 52)
¢ Creating a POST Policy (p. 56)
¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 61)
¢ Additional Considerations for Browser-Based Uploads (p. 64)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon S3.
Using HTTP POST to upload content simplifies uploads and reduces upload latency where users upload
data to store in Amazon S3 .

The following figure shows an Amazon S3 upload using a POST request.
Proxying Amazon S3 PUTs Using Amazon 83 POST

File: Transfer

Your Web Server Your Web Server

? Fiea Trarster Wk Rﬂk

Your Customer Your Customer

Uploading Using POST
1 The user accesses your page from a web browser.

2 Your web page contains an HTTP form that contains all the information necessary for the user
to upload content to Amazon S3.

3 The user uploads content to Amazon S3 through the web browser.

The process for sending browser-based POST requests is as follows:
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1. Create an HTML form that your users can access in order to upload objects to your Amazon S3
bucket.

2. Create a security policy specifying conditions restricting what you want to allow in the request, such
as bucket name where objects can be uploaded, key name prefixes that you want to allow for the object
being created.

3. Create signature that is based on the policy. For authenticated requests, the form must include a valid
signature and the policy.

The following section describes how to create a signature to authenticate a request. For information about
creating forms and security policies, see Creating an HTML Form (Using AWS Signature Version 4) (p. 52).

Calculating a Signhature

For authenticated requests, the HTML form must include fields for a security policy and a signature. A
security policy (see Creating a POST Policy (p. 56)) controls what is allowed in the request. For signature
calculation, the security policy is the string to sign (see Introduction to Signing Requests (p. 16)).

1. StringToSign

[3339-64 encoded security policy J

2. Signing Key
Datekey = HMAC-SHAZ256 ("AWS4™ + "=SecretAccessKey>", "<yyyymmada>")
DateRegionKey = HMAC-SHA256(<Hash 1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hash2>, "<aws-service>"
SigningKey = HMAC-SHA256(<Hash3>, -awsd_request-)

3. Signature

HMAC-5HA256 ( SigningKey, StringToSign) ]

To Calculate a signature

1. Create a policy using UTF-8 encoding.
2. Convert the UTF-8-encoded policy to Base64. The result is the string to sign.

3. Create the signature as an HMAC-SHA256 hash of the string to sign. You will provide the signing
key as key to the hash function.

4. Encode the signature by using Base64.

For more information about creating HTML forms, security policies, and an example, see the following
subtopics:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 52)

¢ Creating a POST Policy (p. 56)

¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 61)
¢ Additional Considerations for Browser-Based Uploads (p. 64)

Creating an HTML Form (Using AWS Signature
Version 4)

Topics
¢« HTML Form Declaration (p. 53)
¢ HTML Form Fields (p. 53)
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To allow users to upload content to Amazon S3 by using their browsers (HTTP POST requests), you use
HTML forms. HTML forms consist of a form declaration and form fields. The form declaration contains
high-level information about the request. The form fields contain detailed request information.

The form and policy must be UTF-8 encoded. You can apply UTF-8 encoding to the form by specifying
it in the HTML heading or as a request header. The following is an example of UTF-8 encoding in the
HTML heading.

<htn >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />
</ head>
<body>

Following is an example of UTF-8 encoding in a request header.

Content - Type: text/htm; charset=UTF-8

Note
The form data and boundaries (excluding the contents of the file) cannot exceed 20K.

HTML Form Declaration

The HTML declaration in a form has the following three attributes:
¢ action — The URL that processes the request, which must be set to the URL of the bucket. For example,
if the name of your bucket is "examplebucket", the URL is "http://examplebucket.s3.amazonaws.com/".

Note
The key name is specified in a form field.

¢ method — The method must be POST.

¢ enclosure type — The enclosure type (enctype) must be set to multipart/form-data for both file uploads
and text area uploads. For more information about enctype, goto RFC 1867.

This is a form declaration for the bucket "examplebucket".

<form acti on="http://exanpl ebucket.s3. amazonaws. coni " mnet hod="post"

enctype="nul tipart/formdata">

HTML Form Fields

The following table describes a list of fields that can be used within a form. Among other fields, there is
a signature field that you can use to authenticate requests. There are fields for you to specify the signature
calculation algorithm (x-amz-algorithm), the credential scope (x-amz-credential) that you used to generate
the signing key, and the date (x-amz-date) used to calculate signature. Amazon S3 uses this information
to re-create the signature. If the signatures match, Amazon S3 processes the request.

Note

The variable ${f i | enane} is automatically replaced with the name of the file provided by the
user and is recognized by all form fields. If the browser or client provides a full or partial path to
the file, only the text following the last slash (/) or backslash (\) will be used (e.g., "C: \ Progr am
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Files\directoryl\file.txt"wil beinterpreted as "fil e. t xt"). If no file or file name is
provided, the variable is replaced with an empty string.

The elements in the table that are marked conditional are required for authenticated requests. If you don't
provide these elements, such as the pol i cy element, the request is assumed to be anonymous and will
succeed only if you have configured the bucket for public read and write.

Element Name Description Required

acl An Amazon S3 access control list. If an invalid No
access control list is specified, Amazon S3 denies
the request. For more information on ACLs, see
Using Amazon S3 ACLs.

Type: String
Default: private

Valid Values: private | public-read |
public-read-wite | authenticated-read
| bucket-owner-read |

bucket - owner-ful |l -control

Cache- Control , REST-specific headers. For more information, see | No
Cont ent - Type, PUT Object (p. 250).

Cont ent - Di sposi tion,

Cont ent - Encodi ng, Expires

key The key name of the uploaded object. Yes

To use the file name provided by the user, use
the ${filename} variable. For example, if a user
User 1 uploads a file photol.jpg and you specify
[ user/user1/ ${fil enane}, the file is stored
as/user/ user 1/ photol. | pg.

For more information, go to Object Key and
Metadata in the Amazon Simple Storage Service
Developer Guide.

policy The Base64 encoded security policy that Conditional
describes what is permitted in the request. For
authenticated requests a policy is required. For
anonymous requests the policy and the signature
are optional.
Requests without a security policy are considered
anonymous and will succeed only on a publicly
writable bucket.

success_action_redirect The URL to which the client is redirected upon No
successful upload.

If success_action_redirect is not specified,
or Amazon S3 cannot interpret the URL, Amazon
S3 returns the empty document type that is

specified in the success_act i on_st at us field.

If the upload fails, Amazon S3 returns an error
and does not redirect the user to another URL.
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Element Name Description Required

success_action_status The status code returned to the client upon No
successful upload if success_acti on_r edi r ect
is not specified.

Valid values are 200, 201, or 204 (default).

If the value is set to 200 or 204, Amazon S3
returns an empty document with the specified
status code.

If the value is set to 201, Amazon S3 returns an
XML document with a 201 status code. For
information on the content of the XML document,
see POST Object (p. 238).

If the value is not set or is invalid, Amazon S3
returns an empty document with a 204 status
code.

Note

Some versions of the Adobe Flash player
do not properly handle HTTP responses
with an empty body. To support uploads
through Adobe Flash, we recommend
setting success_acti on_st at us to
201.

x-anz-al gorithm The signing algorithm used to authenticate the Conditional
request. For AWS Signature Version 4, the value
is AWS4- HVAC- SHA256.

This field is required if a policy document is
included with the request.

x-anz-credenti al In addition to your access key ID, this field also | Conditional
provides scope information identifying region and
service for which the signature is valid. This should
be the same scope you used in calculating the
signing key for signature calculation.

It is a string of the following form:

ar-aess ke df <t ef <avg-reg aW <o oo avgd reg et
For example,
A A GFRONVEAR H 20130728/ us- east - 1/ s3 avs4 reqLest .

For Amazon S3, the aws-service string is "s3".
For a list of aws-region strings, go to Regions and
Endpoints in the Amazon Web Services General
Reference. This is required if a policy document
is included with the request.

X-ane-dat e It is the date value in ISO8601 format. For Conditional
example, 20130728T000000Z.
Itis the same date you used in creating the signing
key. This must also be the same value you provide
in the policy (x- anz- dat e) that you signed.
This is required if a policy document is included
with the request.
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Element Name Description Required

X-ane-security-token A security token used by Amazon DevPay and No
session credentials

If the request is using Amazon DevPay then it
requires two x- ane- security-token form
fields: one for the product token and one for the
user token. For more information, go to Using
DevPay.

If the request is using session credentials, then it
requires one x- ane- securi ty-token form.For
more information, go to Welcome in the AWS
Security Token Service guide.

X-ane- si gnat ure (AWS Signature Version 4) The HMAC-SHA256 | Conditional
hash of the security policy.
This field is required if a policy document is
included with the request.

Other field names prefixed with User-specified metadata. No
X-amz-meta- Amazon S3 does not validate or use this data.
For more information, see PUT Object (p. 250).

file File or text content. Yes

The file or content must be the last field in the
form.

You cannot upload more than one file at a time.

Now that you know how to create forms, next you can create security policy that you can sign. For more
information, see Creating a POST Policy (p. 56).

Creating a POST Policy

Topics
e Expiration (p. 57)
¢ Conditions (p. 57)
¢ Condition Matching (p. 59)
¢ Character Escaping (p. 59)

The policy required for making authenticated requests using HTTP POST is a UTF-8 and Base64 encoded
document written in JavaScript Object Notation (JSON) that specifies conditions that the request must
meet. Depending on how you design your policy document, you can control per-upload, per-user, for all
uploads, or according to other designs that meet your needs.

Note

Although the policy document is optional, we highly recommend that you use one in order to
control what is allowed in the request. If you make the bucket publicly writable, you have no
control at all over what users might write to your bucket.

The following is an example of a POST policy document.
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{ "expiration": "2007-12-01T12:00: 00. 000Z",
"conditions": [
{"acl": "public-read" },
{"bucket": "johnsmth" },
["starts-with", "$key", "user/ericl/"],
]
}

The POST policy always contain the expi r ati on and condi ti ons elements.
Expiration

The expi r at i on element specifies the expiration date and time of the POST policy in ISO8601 GMT
date format. For example, "2013-08-01T12:00:00.000Z" specifies that the POST policy is not valid after
midnight GMT on August 1, 2013.

Conditions

The condi ti ons in a POST policy is an array of objects, each of which is used to validate the contents
of the uploaded object. You can use these conditions to restrict what is allowed in the request. Each form
field that you specify in a form (except x- anz- si gnature, fil e, pol i cy, and field names that have
an x- i gnor e- prefix) must appear in the list of conditions.

Note

All variables within the form are expanded prior to validating the POST policy. Therefore, all
condition matching should be against the expanded form fields. For example, if you set the key
form field to user/ user 1/ ${fi | enane}, your POST policy mightbe [ "starts-wi th",
"$key", "user/userl/" ].Donotenter[ "starts-w th", "$key",

"user/user1l/ ${filenane}" ].For more information, see Condition Matching (p. 59).

Policy document conditions are described in the following table.

Element Name Description

acl Specifies conditions the ACL specified in the form must meet.

This condition supports exact matching and st arts-w t h
condition match type discussed in the following section.

content-length-range The minimum and maximum allowable size for the uploaded
content.
This condition supports cont ent - | engt h- r ange condition
match type.

Cache-Control, Content-Type, REST-specific headers. For more information, see POST

Content-Disposition, Object (p. 238).

Content-Encoding, Expires This condition supports exact matching and starts-wi t h

condition match type.

key The key name of the uploaded object.

This condition supports exact matching and st arts-w t h
condition match type.

success_action_redirect, redirect The URL to which the client is redirected upon successful upload.

This condition supports exact matching and st arts-w t h
condition match type.
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Element Name

success_action_status

x-amz-algorithm

X-amz-credential

X-amz-date

X-amz-security-token

Other form field names prefixed with
X-amz-meta-

Note

Description

The status code returned to the client upon successful upload if
success_action_redirect is not specified.

This condition supports exact matching.

The signing algorithm that you used to calculation the signature.
For AWS Signature Version 4, the value is AW54- HMAC- SHA256.

This condition supports exact matching.

The credentials that you used to calculate the signature. It
provides access key ID and scope information identifying region
and service for which the signature is valid. This should be the
same scope you used in calculating the signing key for signature
calculation.

It is a string of the following form:

<your - access- key- i o> <dat e <avs-reg o> <avs- servi ce> avs4 request
For example,

A Al CBFCDONN7EXAMPLE 20130728/ us- east - 1/ s3/ aws4_r equest .
For Amazon S3, the aws-service string is "s3". For a list of
aws-region strings, go to Regions and Endpoints in the Amazon
Web Services General Reference. This is required if a POST
policy document is included with the request.

This condition supports exact matching.

The date value specified in the ISO8601 formatted string. For
example, "20130728T000000Z". The date must be same that
you used in creating the signing key for signature calculation.
This is required if a POST policy document is included with the
request.

This condition supports exact matching.

Amazon DevPay security token.

Each request that uses Amazon DevPay requires two
X-ane-security-token form fields: one for the product token
and one for the user token. As a result, the values must be
separated by commas. For example, if the user token is
eWd1dHVi ZQ== and the product token is bOhnNVNKW/J1 QTA=,
you set the POST policy entry to: {
"Xx-ane-security-token":

"eWp1dHVi ZQ==, bOhnNVNKW/J| QTA=" }.

For more information about Amazon DevPay, see Using DevPay.

User-specified metadata.

This condition supports exact matching and st arts-w t h
condition match type.

If your toolkit adds additional form fields (e.g., Flash adds filename), you must add them to the
POST policy document. If you can control this functionality, prefix x- i gnor e- to the field so
Amazon S3 ignores the feature and it won't affect future versions of this feature.
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Condition Matching

Following is a table that describes condition matching types. Although you must specify one condition for
each form field that you specify in the form, you can create more complex matching criteria by specifying
multiple conditions for a form field.

Condition Description
Match Type

Exact Matches | The form field value must match the value specified. This example indicates that the
ACL must be set to public-read:

{"acl": "public-read" }

This example is an alternate way to indicate that the ACL must be set to public-read:

[ "eq", "S$acl", "public-read" ]

Starts With The value must start with the specified value. This example indicates that the key
must start with user/userl:

["starts-with", "$key", "user/userl/"]

Matching Any | To configure the POST policy to allow any content within a form field, use
Content starts-w t h with an empty value (""). This example allows any value for
success_action_redirect:

["starts-with", "$success_action_redirect", ""]
Specifying For form fields that accept a range, separate the upper and lower limit with a comma.
Ranges This example allows a file size from 1 to 10 MiB:

["content-I|ength-range", 1048579, 10485760]

Character Escaping

Characters that must be escaped within a POST policy document are described in the following table.

Escape Description
Sequence

\\ Backslash

\$ Dollar symbol
\b Backspace

\f Form feed
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Escape Description
Sequence

\n New line

\r Carriage return

\t Horizontal tab

\v Vertical tab

\ux XXX All Unicode characters

Now that you are acquainted with forms and policies, you can see try an upload example. You will need
to write the code to calculate the signature. The example provides a sample form, and a POST policy.
For more information, see Examples: Browser-Based Upload using HTTP POST (Using AWS Signature
Version 4) (p. 61).
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Examples: Browser-Based Upload using HTTP
POST (Using AWS Signature Version 4)

Topics
¢ File Upload (p. 61)

File Upload

This example provides a sample POST policy and a form that you can use to upload a file attachment.
You can use this date to calculate signature and test the application. The example uses following the
following example access keys in the signature calculations.

Parameter Value
AWSAccessKeyld AKI Al OSFODNN7 EXAMPLE

AWSSecretAccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Sample Policy and Form

The following POST policy supports uploads to Amazon S3 with specific conditions.

{ "expiration": "2013-08-06T12: 00: 00. 000Z",
"conditions": [

{"bucket": "exanpl ebucket"},

["starts-with", "$key", "user/userl/"],

{"acl": "public-read"},

{"success_action_redirect": "http://acl6.s3. amazonaws. conf successful _up
load. htm "},

["starts-with", "$Content-Type", "inage/"],

{"x-ane-neta-uui d": "14365123651274"},

["starts-with", "$x-anz-neta-tag", ""],

{"x-ane-credential": "AKI Al OSFODNN7EXAMPLE/ 20130806/ us- east - 1/ s3/ aws4_re
quest "},

{"x-ane-al gorithm': "AWS4- HVAC- SHA256"},
{"x-anez-date": "20130806T000000Z" }
]
}

This POST policy sets the following conditions on the request:

¢ The upload must occur before midnight UTC on August 6, 2013.

¢ The content can be uploaded only to the exanpl ebucket . The bucket must be in the region that you
specified in the credential scope (x- anez- cr edenti al form parameter), because the signature you
provided is valid only within this scope.

« You can provide any key name that starts with user / user 1. For example, user / user 1/ MyPhot o. j pg.
¢ The ACL must be set to publ i c- r ead

« If the upload succeeds, the user's browser is redirected to ht t p: / / exanpl ebucket . s3. anazon-
aws. coni successf ul _upl oad. ht m

« The object must be an image file.
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» The x- anz- et a- uui d tag must be setto 14365123651274

¢ The x- ane- net a- t ag can contain any value

The following is a Base64 encoded version of this POST policy.

eyAl ZXhwaXJhdd vbi | 61 Cl yMDEZLTAALTA3VDEYG Awg AwLj AwMFoi LAOKI

CAi Y29uZG 0aWucyl 61 FsNC Agl CB71 ml1Y2t | dCl 61 CJI eGFt cGxl YnVj a2V0I n0sDQogl CAg
WJzdGFydHM d2| 0aCl sl Cl ka2V5l i wgl nVzzXl vdXN cj Evl | 0sDQogl CAgeyJhY2wi G Ai cHVi
bG j LXII YWQ f SWNCi Agl CB71 nN1Y2N ¢3Nf YWNOaWuX3JIl Zzd yZWNOI j o

gl mOdHAG6LY9I eGFt cGxl YnVj a2VOLnMzLnFt YXpvbnF3cy5j b20ve3Vj Y2Vzc2Z1bF91cGxv YWua
HRt bCIJ9LAOKI CAgl Fsi c3RhcnRzLXdpdGgi LCAI JENvbnRI bnQt VH wZSI s| CIpbWFnZS8i XSwiN
G Agl CB71 ngt YWL6LWLI dCGEt dXVpZCl 61 Gl x NDVRNTEY Mz YIMTI 3NCI9LAOKI CAgl Fsi c3RhcnRzLXd
pdGgi LCAI JHgt YWL6LWLI dGEt dGFnl i wgl i JALAOKDQogl CAgeyJ4LWFt ei 1j cnivkZWb0aWFsl j o
gl KFLSUFJT1INGTOROT] dFVEFNUEX FLZ | wWMTMVODA2L3Vz LW/he3Qt M9z My9hd3MDX3J1 ¢ XVl ¢3Q f
SWNCi Agl CB71 ngt YWL6LWFsZ29yaXRobSI 61 CIBV1IMILUhNQUM UOhBM W21 n0sDQogl CAgeyJ4LW
Ft ei 1IkYXRI | j ogl j | wMI MVODA2 VDAWVDAWMFOI | HONCI Ag XQOKf Q==

Using example credentials to create a signature, the signature value is as follows:

21496b44ded4cchb73d545f 1a995¢68214c9ch0d41c45al7a5daeecObla6db047

The following example form specifies the preceding POST policy and supports a POST request to the
exanpl ebucket . Copy/paste the content in a text editor and save it as exampleform.html. You can then
upload image files to the specific bucket. You request will succeed if you signature you provide matches
the signature Amazon S3 calculates.

<htm >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />

</ head>
<body>

<form action="http://exanpl ebucket. s3. amazonaws. conf " net hod="post" enc

type="multipart/formdata">

Key to upl oad:

<input type="input" name="key" val ue="user/userl/" /><br />

<i nput type="hi dden" name="acl" val ue="public-read" />

<i nput type="hi dden" name="success_action_redirect" val ue="http://exanpl ebuck
et.s3. amazonaws. conf successful _upload. htm " />

Cont ent - Type:

<i nput type="input" nane="Content-Type" val ue="inage/jpeg" /><br />

<i nput type="hi dden" nanme="x-ane-neta-uuid" val ue="14365123651274" />

<input type="text" name="X- Anz- Credenti al " val ue=" AKI Al CSFODNN7EX
AMPLE/ 20130806/ us- east - 1/ s3/ aws4_r equest" />

<input type="text" name="X- Anz- Al gorithn' val ue=" AWs4- HVAC- SHA256" />

<input type="text" name="X- Anez- Dat e" val ue="20130806T000000Z" />

Tags for File:

<input type="input" name="x-ane-neta-tag" value="" /><br />

<i nput type="hidden" nanme="Policy" val ue=' <Base64-encoded policy string>'
/>

<i nput type="hi dden" nanme="X-Ane- Signature" val ue="<si gnature-value>" />
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File:
<input type="file" name="file" /> <br />
<!-- The elenents after this will be ignored -->

<input type="submit" name="submit" val ue="Upl oad to Amazon S3" />
</fornme

</htm >

Sample Request

The following is a sample POST request, it does not include object data being uploaded.

POST http://exanmpl ebucket . s3. amazonaws. coml HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com

User-Agent: Mozilla/5.0 (Wndows NT 6.1; WOW4; rv:22.0) Gecko/20100101 Fire
fox/22.0

Accept: text/htnml,application/xhtm +xnml, application/xm;g=0.9,*/*;q=0.8
Accept - Language: en-US, en; g=0.5

Accept - Encodi ng: gzip, deflate

DNT: 1

Connecti on: keep-alive

Content - Type: multipart/formdata; boundary=---------------------------
195571638125373

Cont ent - Lengt h: 5680

----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="key"

user/ user 1/
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="acl"

public-read
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="success_action_redirect"

http://exanpl ebucket . s3. amazonaws. conif successf ul _upl oad. ht m
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="Content-Type"

i mage/ j peg
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="x-anz-neta-uuid"

14365123651274
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="X-Anz-Credential”

AKI Al OSFODNN7EXAMPLE/ 20130806/ us- east - 1/ s3/ aws4_r equest
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="X-Anz-Al gorithnt

AWB4- HVAC- SHA256
----------------------------- 195571638125373
Cont ent - Di sposi tion: formdata; nane="X-Anz-Date"

20130806T000000Z
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----------------------------- 195571638125373
Content - Di sposition: formdata; nane="x-anz-neta-tag"

----------------------------- 195571638125373
Content - Di sposition: formdata; nane="Policy"

eyAi ZxhwaXJhdd vbi | 61 CI yMDEZLTA4LTA3VDEYG AwG AWLj AwMFoi LAOK

CAI Y29uZG@ 0aWucyl 61 FsNC Agl CB71 mJ1Y2t | dCl 61 CJI eGFt cGxl YnVj a2V0l n0sDQogl CAg
WJzdGFydHM d2| 0aCl sl Cl ka2V5li wgl nVzzXl vdXN cj Evl | 0sDQogl CAgeyJhY2wi G Ai cHVi
bd j LXJI YWQ f SWNGi Agl CB7I nN1Y2NI ¢3Nf YWN0aVBuX3Jl Zd yZWNOI j o

gl mhOdHAG6LY9I eGFt cGxl YnVj a2VOLnMzLnFt YXpvbnF3cy5j b20vc3V) Y2Vzc2Z1bF91cGxv YWua
HRt bCIJ9LAOKI CAgl Fsi c3RhcnRzLXdpdGgi LCAI JENvbnRI bnQt VH wZSI s| CIpbWFnZS8i XSwN
O Agl CB71 ngt YWL6LWLI dGEt dXVpZCl 61 Cl x NDVRNTEY Mz YIMTI 3NCI9LAOKI CAgl Fsi c3RhcnRzLXd
pdGgi LCAI JHgt YWL6LWLI dGEt dGFnl i wgl i JALAOKDQogl CAgeyJA4LWFt ei 1j cmivkZWe0aWFsl j o
gl KFLSUFJT1NGTOROT] dFWEFNUEX FLZ | WMTMAVCDA2L3Vz LWhe3Q M9z My9hd3MIX3J1 cXVI ¢3Q f
SWNCi Agl CB71 ngt YWL6LWFsZ29yaXRobSI 61 CIBV1IMILURNQUM UOhBM U2I nOsDQogl CAgeyJ4LW
Ft ei 1kYXRI Ij ogl j | wMIMVODA2 VDAWMVDAWVFOI | HONGI AgXQOKF Q==
----------------------------- 195571638125373

Content - Di sposi tion: formdata; nane="X-Anz-Si gnature"

21496b44ded4cch73d545f 1a995¢68214c¢9ch0d41c45al7abdaeecObla6db047
----------------------------- 195571638125373

Content-Di sposition: formdata; nane="file"; filenanme="HappyFace.jpg"
Cont ent - Type: i mage/|j peg

<content body not shown>

Additional Considerations for Browser-Based Up-
loads

This section discusses additional considerations for uploading objects with an HTTP POST request.

POST with Adobe Flash

This section describes how to use POST with Adobe Flash.

Adobe Flash Player Security

By default, the Adobe Flash Player security model prohibits making network connections to servers outside
the domain that serves the Adobe Flash (.swf) file.

To override the default, you must upload a publicly readable crossdomain.xml file to the bucket that will
accept POST uploads. Here is a sample crossdomain.xml file:

<?xm version="1.0"7?>
<! DOCTYPE cr oss-domai n- pol i cy SYSTEM
“http://ww. macr onedi a. conmf xml / dt ds/ cr oss- domai n- pol i cy. dt d">
<cr oss-domai n-pol i cy>
<al | ow access-from domai n="*" secure="fal se" />
</ cr oss-donmi n- pol i cy>

For more information about the Adobe Flash security model, go to the Adobe web site.
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When you add the crossdomain.xml file to your bucket, any Adobe Flash Player can connect to the
crossdomain.xml file within your bucket; however, crossdomain.xml does not grant access to the Amazon
S3 bucket.

Other Adobe Flash Considerations

The FileReference class in the Adobe Flash API adds the Fi | enane form field to the POST request.
When you build an Adobe Flash application that uploads files to Amazon S3 by using the FileReference
class, include the following condition in your policy:

["starts-with', '$Filename', '']

Some versions of the Adobe Flash Player do not properly handle HTTP responses that have an empty
body. To configure POST to return a response that does not have an empty body, set success_ac-
tion_stat us to 201. Amazon S3 will then return an XML document with a 201 status code. For inform-
ation about his is an optional element, and currently the only allowed value is the content of the XML
document, see POST Object (p. 238). For information on form fields, see HTML Form Fields (p. 53).

Operations on the Service

Topics
e GET Service (p. 65)

This section describes operations you can perform on the Amazon S3 service.

GET Service

Description

This implementation of the GET operation returns a list of all buckets owned by the authenticated sender
of the request.

To authenticate a request, you must use a valid AWS Access Key ID that is registered with Amazon S3.
Anonymous requests cannot list buckets, and you cannot list buckets that you did not create.

Requests

Syntax

GET / HTTP/1.1

Host: s3.amazonaws.com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses
Response Elements

Name Description

Bucket Container for bucket information.
Type: Container
Children: Name, CreationDate
Ancestor: ListAllMyBucketsResult.Buckets

Bucket s Container for one or more buckets.
Type: Container
Children: Bucket
Ancestor: ListAllMyBucketsResult

CreationDate Date the bucket was created.

Type: date ( of the form yyyy-mm-ddThh:mm:ss.timezone, e.g.,
2009-02-03T16:45:09.0002)

Ancestor: ListAllIMyBucketsResult.Buckets.Bucket

Di spl ayNanme Bucket owner's display name.
Type: String
Ancestor: ListAllMyBucketsResult.Owner

ID Bucket owner's user ID.
Type: String
Ancestor: ListAllMyBucketsResult.Owner

Li st Al | M/Bucket sResul t | Container for response.
Type: Container
Children: Owner, Buckets
Ancestor: None

Nane Bucket's name.
Type: String
Ancestor: ListAllMyBucketsResult.Buckets.Bucket

Omner Container for bucket owner information.
Type: Container
Ancestor: ListAllMyBucketsResult
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The GET operation on the Service endpoint (s3.amazonaws.com) returns a list of all of the buckets owned
by the authenticated sender of the request.

GET /| HTTP/ 1.1

Host: s3. anazonaws.com

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Al | MyBucket sResult xm ns="http://s3. anazonaws. conf doc/ 2006- 03- 01"
<Owner >
<| D>bcaf 1f f d86f 461ca5f b16f d081034f </ | D>
<Di spl ayNanme>webfi | e</ Di spl ayNane>
</ Oaner >
<Bucket s>
<Bucket >
<Nanme>quot es</ Nanme>
<Creat i onDat e>2006- 02- 03T16: 45: 09. 000Z</ Cr eat i onDat e>
</ Bucket >
<Bucket >
<Nane>sanpl es</ Nane>
<Creat i onDat e>2006- 02- 03T16: 41: 58. 000Z</ Cr eat i onDat e>
</ Bucket >
</ Bucket s>
</ Li st Al | MyBucket sResul t >

Related Resources

¢ GET Bucket (List Objects) (p. 81)
* GET Object (p. 212)
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Operations on Buckets

Topics
¢ DELETE Bucket (p. 69)
¢ DELETE Bucket cors (p. 71)
¢ DELETE Bucket lifecycle (p. 73)
« DELETE Bucket policy (p. 75)
« DELETE Bucket tagging (p. 77)
« DELETE Bucket website (p. 79)
¢ GET Bucket (List Objects) (p. 81)
¢ GET Bucket acl (p. 89)
¢ GET Bucket cors (p. 92)
¢ GET Bucket lifecycle (p. 95)
¢ GET Bucket policy (p. 101)
¢ GET Bucket location (p. 103)
¢ GET Bucket logging (p. 105)
¢ GET Bucket natification (p. 108)
¢ GET Bucket tagging (p. 111)
¢ GET Bucket Object versions (p. 114)
¢ GET Bucket requestPayment (p. 126)
¢ GET Bucket versioning (p. 128)
¢ GET Bucket website (p. 131)
¢ HEAD Bucket (p. 133)
¢ List Multipart Uploads (p. 135)
e PUT Bucket (p. 144)
¢ PUT Bucket acl (p. 150)
* PUT Bucket cors (p. 157)
¢ PUT Bucket lifecycle (p. 162)
* PUT Bucket policy (p. 171)
¢ PUT Bucket logging (p. 173)
¢ PUT Bucket notification (p. 178)
¢ PUT Bucket tagging (p. 182)
¢ PUT Bucket requestPayment (p. 185)
¢ PUT Bucket versioning (p. 187)
« PUT Bucket website (p. 191)

This section describes operations you can perform on Amazon S3 buckets.
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DELETE Bucket

Description

This implementation of the DELETE operation deletes the bucket named in the URI. All objects (including
all object versions and delete markers) in the bucket must be deleted before the bucket itself can be deleted.

Requests

Syntax

DELETE / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements
This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This request deletes the bucket named "quotes".
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DELETE / HTTP/ 1.1

Host: quot es. s3. anazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 204 No Content

x-ang-id-2: JuKZgmXui wreDQxhD7MBKt sKobSzWALQEj LbTMragkKdBX2z71 | / j GhDeJ3j 6s80
X-anz-request-id: 32FE2CEB32F5EE25

Date: Wed, 01 Mar 2006 12:00:00 GVIr

Connection: close

Server: AmazonS3

Related Resources

¢ PUT Bucket (p. 144)
¢ DELETE Object (p. 200)
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DELETE Bucket cors

Description

Deletes the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Put CORSConf i gur at i on action.
The bucket owner has this permission by default and can grant this permission to others.

For information more about cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

DELETE /?cors HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Examples

Example 1: Retrieve cors subresource

The following DELETE request deletes the cor s subresource from the specified bucket. This action re-
moves cor s configuration that is stored in the subresource.

Sample Request

DELETE /?cors HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
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Date: Tue, 13 Dec 2011 19:14:42 GMr
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVnQM SHI 7xVDgKwhEdJInf 3q63Rt r vH8ZuxWLBol 5
X-anz-request-id: OCFO38E9BCF63097

Date: Tue, 13 Dec 2011 19:14:42 GMI

Server: AmazonS3

Content-Length: O

Related Resources

¢ PUT Bucket cors (p. 157)
¢ DELETE Bucket cors (p. 71)
¢ OPTIONS object (p. 235)
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DELETE Bucket lifecycle

Description

Deletes the lifecycle configuration from the specified bucket. Amazon S3 removes all the lifecycle config-
uration rules in the lifecycle subresource associated with the bucket. Your objects never expire, and
Amazon S3 no longer automatically deletes any objects on the basis of rules contained in the deleted li-
fecycle configuration.

To use this operation, you must have permission to perform the s3: Put Li f ecycl eConfi gurati on
action. By default, the bucket owner has this permission and the bucket owner can grant this permission
to others.

There is usually some time lag before lifecycle configuration deletion is fully propagated to all the Amazon
S3 systems.

For more information about the object expiration, go to Object Expiration in the Amazon Simple Storage
Service Developer Guide.

Requests

Syntax

DELETE /?lifecycle HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Examples

Sample Request

The following DELETE request deletes the | i f ecycl e subresource from the specified bucket. This re-
moves lifecycle configuration stored in the subresource.
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DELETE /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 14 Dec 2011 05:37:16 GVI
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. Objects
in your bucket no longer expire.

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByRx9e6j 5(4ni nt SAMPLEL RPf Ta ==
X-ane-request-id: 656c76696e672SAMPLES5657374

Date: Wed, 14 Dec 2011 05:37:16 GMI

Connection: keep-alive

Server: AmazonS3

Related Resources

¢ PUT Bucket lifecycle (p. 162)
¢ GET Bucket lifecycle (p. 95)
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DELETE Bucket policy

Description

This implementation of the DELETE operation uses the pol i cy subresource to delete the policy on a
specified bucket. To use the operation, you must have Del et ePol i cy permissions on the specified
bucket and be the bucket owner.

If you do not have Del et ePol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If
you have the correct permissions, but are not the bucket owner , Amazon S3 returns a 405 Met hod
Not Al | owed error. If the bucket doesn't have a policy, Amazon S3 returns a 204 No Cont ent error.
There are restrictions about who can create bucket policies and which objects in a bucket they can apply
to. For more information, go to Using Bucket Palicies.

Requests

Syntax

DELETE /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Si gnature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

The response elements contain the status of the DELETE operation including the error code if the request
failed.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

API Version 2006-03-01
75


http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html

Amazon Simple Storage Service AP| Reference
DELETE Bucket policy

Examples

Sample Request

This request deletes the bucket named Bucket Nane.

DELETE /?policy HITP/ 1.1

Host: Bucket Nanme. s3. amazonaws. com
Date: Tue, 04 Apr 2010 20: 34:56 GMI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEt RPf TaOFg==
X-ane-request-id: 656c76696e672SAMPLES657374

Date: Tue, 04 Apr 2010 20: 34:56 GMI

Connecti on: keep-alive

Server: AmazonS3

Related Resources

e PUT Bucket (p. 144)
« DELETE Object (p. 200)
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DELETE Bucket tagging

Description

This implementation of the DELETE operation uses the t aggi ng subresource to remove a tag set from
the specified bucket.

To use this operation, you must have permission to perform the s3: Put Bucket Taggi ng action. By default,
the bucket owner has this permission and can grant this permission to others.

Requests

Syntax

DELETE /?tagging HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Examples

Sample Request

The following DELETE request deletes the tag set from the specified bucket.

DELETE /?tagging HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
Date: Wed, 14 Dec 2011 05:37:16 GMVI
Aut hori zati on: signatureVal ue
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Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The tag
set for the bucket has been removed.

HTTP/ 1.1 204 No Cont ent
Dat e: Wed, 25 Nov 2009 12:00:00 GVI
Connection: close
Server: AmazonS3

Related Resources

* GET Bucket tagging (p. 111)
¢ PUT Bucket tagging (p. 182)
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DELETE Bucket website

Description

This operation removes the website configuration for a bucket. Amazon S3 returns a 200 OK response
upon successfully deleting a website configuration on the specified bucket. You will geta 200 OKresponse
if the website configuration you are trying to delete does not exist on the bucket. Amazon S3 returns a
404 response if the bucket specified in the request does not exist.

This DELETE operation requires the S3: Del et eBucket Websi t e permission. By default, only the bucket
owner can delete the websi t e configuration attached to a bucket. However, bucket owners can grant
other users permission to delete the websi t e configuration by writing a bucket policy granting them the
S3: Del et eBucket Websi t e permission.

For more information about hosting websites, go to Hosting Websites on Amazon S3 in the Amazon
Simple Storage Service Developer Guide .

Requests

Syntax

DELETE /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.
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Examples

Sample Request

This request deletes the website configuration on the specified bucket.

DELETE ?website HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com
Date: Thu, 27 Jan 2011 12:00: 00 GvVIr
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: aws-s3integ-s3ws-31008. sea3l. anazon. com
X-ane-request-id: AF1DD829D3B49707

Date: Thu, 03 Feb 2011 22:10:26 GMVI

Server: AmazonS3

Related Resources

¢ GET Bucket website (p. 131)
¢ PUT Bucket website (p. 191)
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GET Bucket (List Objects)

Description

This implementation of the GET operation returns some or all (up to 1000) of the objects in a bucket. You
can use the request parameters as selection criteria to return a subset of the objects in a bucket.

To use this implementation of the operation, you must have READ access to the bucket.

Note
To get a list of your buckets, see GET Service (p. 65).

Requests

Syntax

GET / HTTP/1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter | Description Required

del imter | A delimiter is a character you use to group keys. No
All keys that contain the same string between the pr ef i x, if specified, and
the first occurrence of the delimiter after the prefix are grouped under a single
result element, ConmonPr ef i xes. If you don't specify the pr ef i x parameter,
then the substring starts at the beginning of the key. The keys that are grouped
under CommonPr ef | xes result element are not returned elsewhere in the
response.
Type: String
Default: None

eodd rgtype | Requests Amazon S3 to encode the response and specifies the encoding No
method to use.

An object key can contain any Unicode character; however, XML 1.0 parser
cannot parse some characters, such as characters with an ASCII value from
0 to 10. For characters that are not supported in XML 1.0, you can add this
parameter to request that Amazon S3 encode the keys in the response.
Type: String

Default: None

Valid value: ur |

API Version 2006-03-01
81



Amazon Simple Storage Service APl Reference
GET Bucket (List Objects)

Parameter | Description Required

mar ker Specifies the key to start with when listing objects in a bucket. Amazon S3 No
returns object keys in alphabetical order, starting with key after the marker in
order.
Type: String
Default: None

nmax- keys | Sets the maximum number of keys returned in the response body. You can No
add this to your request if you want to retrieve fewer than the default 1000
keys.

The response might contain fewer keys but will never contain more. If there
are additional keys that satisfy the search criteria but were not returned because
max- keys was exceeded, the response contains
<l sTruncat ed>t rue</ | sTruncat ed>. To return the additional keys, see
mar ker .
Type: String
Default: 1000

prefix Limits the response to keys that begin with the specified prefix. You can use | No
prefixes to separate a bucket into different groupings of keys. (You can think
of using pr ef i x to make groups in the same way you'd use a folder in a file
system.)
Type: String
Default: None

Request Elements
This implementation of the operation does not use request elements.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

Contents Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult
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Name

ComonPr ef i xes

Delimter

Di spl ayNane

Encodi ng- Type

ETag

| sTruncat ed

Key

Description

A response can contain CommonPr ef i xes only if you specify a

del i m t er.When you do, CoomonPr ef i xes contains all (if there are
any) keys between Pr ef i x and the next occurrence of the string specified
by del i m t er. In effect, CoomonPr ef i xes lists keys that act like
subdirectories in the directory specified by Pr ef i x. For example, if
prefixisnotes/ anddelimter isaslash (/), in

not es/ sunmer/ j ul y, the common prefix is not es/ sunmer / . All of the
keys rolled up in a common prefix count as a single return when
calculating the number of returns. See MaxKeys.

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and the first
occurrence of the delimiter to be rolled up into a single result element in
the CommonPr ef i xes collection. These rolled-up keys are not returned
elsewhere in the response. Each rolled up result counts as only one
return against the MaxKeys value.

Type: String
Ancestor: ListBucketResult

Object owner's name.
Type: String
Ancestor: ListBucketResult.Contents.Owner

Encoding type used by Amazon S3 to encode object key nhames in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

Del i m ter, Marker, Prefix, Next Mar ker, Key.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListBucketResult.Contents

Object owner's ID.
Type: String
Ancestor: ListBucketResult.Contents.Owner

Specifies whether (t r ue) or not (f al se) all of the results were returned.
All of the results may not be returned if the number of results exceeds
that specified by MaxKeys.

Type: Boolean
Ancestor: ListBucketResult

The object's key.
Type: String
Ancestor: ListBucketResult.Contents
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Name

Last Modi fi ed

Mar ker

MaxKeys

Next Mar ker

Omner

Prefix

Si ze

St or ageC ass

Description

Date and time the object was last modified.
Type: Date
Ancestor: ListBucketResult.Contents

Indicates where in the bucket listing begins. Mar ker is included in the
response if it was sent with the request.

Type: String
Ancestor: ListBucketResult

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

When response is truncated (the | sTr uncat ed element value in the
response is true), you can use the key name in this field as mar ker in
the subsequent request to get next set of objects. Amazon S3 lists objects
in alphabetical order.

Note

This element is returned only if you have del i mi t er request
parameter specified. If response does not include the

Next Maker and itis truncated, you can use the value of the last
Key in the response as the mar ker in the subsequent request
to get the next set of object keys.

Type: String
Ancestor: ListBucketResult

Bucket owner.

Type: String

Children: DisplayName, 1D

Ancestor: ListBucketResult.Contents | CommonPrefixes

Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Size in bytes of the object.
Type: String
Ancestor: ListBucketResult.Contents

STANDARD | REDUCED_REDUNDANCY | GLACIER
Type: String
Ancestor: ListBucketResult.Contents
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This requests returns the objects in Bucket Narne.

GET /| HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Bucket Resul t xml ns="http://s3. anazonaws. conf doc/ 2006- 03- 01/ " >
<Nanme>bucket </ Nane>
<Prefix/>
<Mar ker/ >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>ny-i mage. j pg</ Key>
<Last Mbdi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi f i ed>
<ETag>&quot ; f ba9dede5f 27731c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or ageCl ass>STANDARD</ St or ageCl ass>
<Omner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Omner >
</ Cont ent s>
<Cont ent s>
<Key>ny-third-image. j pg</ Key>
<Last Mbdi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 1b2cf 535f 27731c974343645a3985328&quot ; </ ETag>
<Si ze>64994</ Si ze>
<St or ageCl ass>STANDARD</ St or ageCl ass>
<Omner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Omner >
</ Cont ent s>
</ Li st Bucket Resul t >

Sample Request Using Request Parameters

This example lists up to 40 keys in the "quotes" bucket that start with "N" and occur lexicographically after
IINedll.
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GET / ?pr ef i x=N&mar ker =Ned&max- keys=40 HTTP/ 1.1
Host: quot es. s3. anazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj x HXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXx ReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Cont ent - Type: application/xm

Cont ent - Lengt h: 302

Connection: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>quot es</ Nane>
<Prefi x>N</Prefix>
<Mar ker >Ned</ Mar ker >
<MaxKeys>40</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>Nel son</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f &quot ; </ ETag>
<Si ze>5</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
<| D>bcaf 161ca5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>Neo</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f &quot ; </ ETag>
<Si ze>4</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
<| D>bcaf 1f f d86a5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
</ Li st Bucket Resul t >

Sample Request Using Prefix and Delimiter
Assume you have the following keys in your bucket.

sanpl e.j pg

phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e2. j pg
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phot os/ 2006/ Febr uary/ sanpl €3. j pg
phot os/ 2006/ Febr uar y/ sanpl e4. j pg

The following GET request specifies the del i mi t er parameter with value "/ ".

GET /?delimter=/ HITP/1.1

Host: exanpl e- bucket. s3. amazonaws. com
Date: Wed, 01 Mar 2006 12:00: 00 GVI
Aut hori zation: authorization string

The key sanpl e. j pg does not contain the delimiter character, and Amazon S3 returns it in the Cont ent s
element in the response. However, all other keys contain the delimiter character. Amazon S3 groups
these keys and return a single CormonPr ef i xes element with prefix value phot os/ that is a substring
from the beginning of these keys to the first occurrence of the specified delimiter.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >
<Name>exanpl e- bucket </ Name>
<Prefix></Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</ | sTruncat ed>
<Cont ent s>
<Key>sanpl e. ht M </ Key>
<Last Mbdi fi ed>2011- 02- 26T01: 56: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; bf 1d737a4d46a19f 3bced6905cc8b902&quot ; </ ETag>
<Si ze>142863</ Si ze>
<Omner >
<I D>canoni cal -user-id</ | D>
<Di spl ayName>di spl ay- nane</ Di spl ayName>
</ Omner >
<St or ageC ass>STANDARD</ St or ageCl ass>
</ Cont ent s>
<CommonPr ef i xes>
<Pref i x>phot os/ </ Prefi x>
</ CommonPr ef i xes>
</ Li st Bucket Resul t >

The following GET request specifies the del i mi t er parameter with value "/ ", and the pr ef i x parameter
with value phot os/ 2006/ .

GET / ?pr ef i x=phot 0os/ 2006/ &Jel i m ter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Aut hori zation: authorization string

In response, Amazon S3 returns only the keys that start with the specified prefix. Further, it uses the de-
i m ter character to group keys that contain the same substring until the first occurrence of the del i m
i t er character after the specified prefix. For each such key group Amazon S3 returns one <Common-
Prefixes> element in the response. The keys grouped under this CommonPr ef i xes element are not re-
turned elsewhere in the response. The value returned in the ConmonPr ef i xes element is a substring
from the beginning of the key to the first occurrence of the specified delimiter after the prefix.
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<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>exanpl e- bucket </ Name>
<Pr ef i x>phot 0os/ 2006/ </ Prefi x>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>

<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ f eb/ </ Pr ef i x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot 0s/ 2006/ j an/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

Related Resources

¢ GET Object (p. 212)
e PUT Object (p. 250)
e PUT Bucket (p. 144)
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GET Bucket acl

Description
This implementation of the GET operation uses the acl subresource to return the access control list (ACL)
of a bucket. To use GET to return the ACL of the bucket, you must have READ_ACP access to the bucket.

If READ_ACP permission is granted to the anonymous user, you can return the ACL of the bucket without
using an authorization header.

Requests

Syntax

GET /?acl HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

AccessControl Li st Container for ACL information.
Type: Container
Ancestry: AccessControlPolicy

AccessControl Pol i cy Container for the response.
Type: Container
Ancestry: None
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Name Description

Di spl ayNanme Bucket owner's display name. This is returned only if the owner's e-mail
address (or the forum name, if configured) can be determined from the
| D.
Type: String

Ancestry: AccessControlPolicy.Owner

Grant Container for Gr ant ee and Per mi ssi on.
Type: Container
Ancestry: AccessControlPolicy.AccessControlList

G ant ee Container for Di spl ayNarne and | D of the person being granted
permissions.

Type: Container
Ancestry: AccessControlPolicy.AccessControlList.Grant

ID Bucket owner's ID.
Type: String
Ancestry: AccessControlPolicy.Owner

Omner Container for bucket owner information.
Type: Container
Ancestry: AccessControlPolicy

Per m ssi on Permission given to the Gr ant ee for bucket.
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP | READ |
READ_ACP

Ancestry: AccessControlPolicy.AccessControlList.Grant

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns the ACL of the specified bucket.

GET ?acl HITP/1.1

Host: bucket. s3. amazonaws. com

Date: Wed, 28 Cct 2009 22:32:00 GVIr
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
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X-anz-request-id: 318BC8BCl48832E5

Date: Wed, 28 Cct 2009 22:32:00 GVr
Last-Modified: Sun, 1 Jan 2006 12:00: 00 GVIT
Content-Length: 124

Content - Type: text/plain

Connection: close

Server: AmazonS3

<AccessControl Pol i cy>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>Cust omer sName@nazon. conx/ Di spl ayNane>
</ Onner >
<AccessControl Li st>
<G ant >
<Grantee xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
xsi : type="Canoni cal User">
<|I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayName>Cust omer sName@nazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Gant>
</ AccessControl Li st>
</ AccessControl Policy>

Related Resources

¢ GET Bucket Objects (p. 81)
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GET Bucket cors

Description

Returns the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket CORS action. By default,
the bucket owner has this permission and can grant it to others.

Tolearn more cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple Storage Service
Developer Guide.

Requests

Syntax

GET /?cors HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of GET returns the following response elements.

Name Description

CORSConfiguration Container for up to 100 CORSRul es elements.
Type: Container
Children: CORSRul es
Ancestor: None
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Name Description

CORSRul e A set of origins and methods (cross-origin access that you want to
allow).. You can add up to 100 rules to the configuration.

Type: Container

Children: Al | owedOri gi n, Al | owedMet hod, MaxAgeSeconds,
ExposeHeader, | D.

Ancestor: CORSConf i gurati on

Al | onedHeader Specifies which headers are allowed in a pre-flight OPTI ONS request
through the Access- Cont r ol - Request - Header s header. Each
header name specified in the Access- Cont r ol - Request - Header s
must have a corresponding entry in the rule. Only the headers that
were requested will be sent back. This element can contain at most
one * wildcard character.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e

Al | onedMet hod Identifies an HTTP method that the domain/origin specified in the rule
is allowed to execute.

Each CORSRul e must contain at least one Al | owedMet hod and one
Al | onedOri gi n element.

Type: Enum (GET, PUT, HEAD, POST, DELETE)
Ancestor: CORSRul e

Al l onedOrigin One or more response headers that you want customers to be able
to access from their applications (for example, from a JavaScript
XMLHttpRequest object).

Each CORSRul e must have at least one Al | owedOri gi n element.
The string value can include at most one ™' wildcard character, for
example, http://*.example.com". You can also specify only "*" to allow
cross-origin access for all domains/origins.

Type: String
Ancestor: CORSRul e

ExposeHeader One or more headers in the response that you want customers to be
able to access from their applications (for example, from a JavaScript
XM_Ht t pRequest object).

You add one ExposeHeader in the rule for each header.
Type: String
Ancestor: CORSRul e

I D An optional unique identifier for the rule. The ID value can be up to
255 characters long. The IDs help you find a rule in the configuration.

Type: String
Ancestor: CORSRul e

MaxAgeSeconds The time in seconds that your browser is to cache the preflight
response for the specified resource.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Example 1: Retrieve cors subresource
The following example gets the cor s subresource of a bucket.

Sample Request

GET /?cors HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Dat e: Tue, 13 Dec 2011 19:14:42 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVnQM SHI 7xVDgKwhEdJInf 3q63Rt r vH3ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Dat e: Tue, 13 Dec 2011 19:14:42 GVI

Server: AmazonS3

Cont ent - Lengt h: 280

<CORSConfi gurati on>
<CORSRul e>
<Al | owedOri gi n>htt p: // www. exanpl e. conx/ Al | owedCOri gi n>
<Al | ownedMet hod>GET</ Al | owedMet hod>
<MaxAgeSeconds>3000</ MaxAgeSec>
<ExposeHeader >x- anz- server - si de- encrypt i on</ ExposeHeader >
</ CORSRul e>
</ CORSConf i gur ati on>

Related Resources

e PUT Bucket cors (p. 157)
« DELETE Bucket cors (p. 71)
¢ OPTIONS object (p. 235)
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GET Bucket lifecycle

Description

Returns the | i f ecycl e configuration information set on the bucket. For information about lifecycle con-
figuration, go to Object Lifecycle Management in the Amazon Simple Storage Service Developer Guide.

To use this operation, you must have permission to perform the s3: Get Li f ecycl eConf i gurati on

action. The bucket owner has this permission, by default. The bucket owner can grant this permission to
others.

Requests

Syntax

GET /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of GET returns the following response elements.
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Name

Dat e

Days

Description

Specifies the date after which you want the
corresponding action to take effect. When the
action is in effect, Amazon S3 will perform the
specific action on the applicable objects as they
appear in the bucket (you identify applicable
objects in the lifecycle Rul e in which the action
is defined).

For example, suppose you add a Tr ansi ti on
action to take effect on Dec. 31, 2014. Suppose
this action applies to objects with the key prefix
"documents/". When the action takes effect on
this date, Amazon S3 transitions existing
applicable objects to the GLACIER storage class.
As long as the action is in effect, Amazon S3 will
transition all objects that satisfy the prefix
condition.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.
Type: String

Ancestor: Expi rati on or Transi ti on

Specifies the number of days after object creation
when the specific rule action takes effect. The
object's eligibility time is calculated as creation
time + the number of days, and rounding the
resulting time to the next day midnight UTC.

Type: Non-negative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.

Ancestor: Transi ti on or Expi rati on.

Required

Yes, if Days
is absent.

Yes, if Dat e
is absent.
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Name

Expiration

Li fecycl eConfi gurati on

Description

This action specifies a period in the object's
lifetime when Amazon S3 should take the
appropriate expiration action. The expiration action
occurs only on objects that are eligible according
to the period specified in the child Dat e or Days
element. The action Amazon S3 takes depends
on whether the bucket is versioning enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of the
object permanently.

» Otherwise, if your bucket is versioning-enabled
(or versioning is suspended), the action applies
only to the current version of the object. Buckets
with versioning-enabled or
versioning-suspended can have many versions
of the same object, one current version, and
zero or more noncurrent versions.

Instead of deleting the current version, Amazon
S3 makes it a honcurrent version by adding a
delete marker as the new current version.

Important

If your bucket state is
versioning-suspended, Amazon S3
creates a delete marker with version
ID nul | . If you have a version with
version ID nul | , then Amazon S3
overwrites that version.

Note

To set expiration for noncurrent
objects, you must use the
Noncurrent Ver si onExpi rati on
action.

Type: Container
Children: Days or Date
Ancestor: Rule

Unique identifier for the rule. The value cannot be
longer than 255 characters.

Type: String
Ancestor: Rule

Container for lifecycle rules. You can add as many
as 1000 rules.

Type: Container
Children: Rule
Ancestor: None

Required

Yes, if no
other action is
presentin the
Rul e.

No

Yes
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Name

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Noncurrent Ver si onTransi tion

Prefix

Rul e

St at us

Description Required
Specifies the number of days an object is Yes, only if
noncurrent before Amazon S3 can perform the | the ancestor
associated action. For information about the is present.

noncurrent days calculations, see Lifecycle Rules
Based on the Number of Days in the Amazon
Simple Storage Service Developer Guide.

Type: Nonnegative Integer when used with
Noncur r ent Ver si onTr ansi ti on, Positive
Integer when used with

Noncur rent Ver si onExpi rati on.

Ancestor: Noncur r ent Ver si onExpi rati on or
Noncur r ent Ver si onTransi ti on

Specifies when noncurrent object versions expire. | Yes, if no
Upon expiration, Amazon S3 permanently deletes | other action is
the noncurrent object versions. present in the

You set this lifecycle configuration action on a Rul e.
bucket that has versioning enabled (or suspended)

to request that Amazon S3 delete noncurrent

object versions at a specific period in the object's
lifetime.

Type: Container
Children: NoncurrentDays
Ancestor: Rule

Container for the transition rule that describes Yes, if no
when noncurrent objects transition to the other action is
GLACIER storage class. present in the

If your bucket is versioning-enabled (or versioning | Rul e.
is suspended), you can set this action to request
Amazon S3 to transition noncurrent object

versions to the GLACIER storage class at a

specific period in the object's lifetime.

Type: Container
Children: NoncurrentDays and StorageClass
Ancestor: Rule

Object key prefix identifying one or more objects | Yes
to which the rule applies.

Type: String
Ancestor: Rule

Container for a lifecycle rule. Yes
Type: Container
Ancestor: LifecycleConfiguration

If Enabled, Amazon S3 executes the rule as Yes
scheduled. If Disabled, Amazon S3 ignores the
rule.

Type: String
Ancestor: Rule
Valid values: Enabled or Disabled.
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Name Description Required
St or ageC ass Specifies the Amazon S3 storage class to which | Yes

you want the object to transition to.

Type: String

Ancestor: Transition and
NoncurrentVersionTransition

Valid values: GLACIER.

Transition This action specifies a period in the objects' Yes, if no
lifetime when Amazon S3 should transition them | other action is
to the GLACIER storage class. When this action | presentin the
is in effect, what Amazon S3 does depends on Rul e.
whether the bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy of
the object to the GLACIER storage class.

¢ Otherwise, when your bucket is
versioning-enabled (or versioning is
suspended), Amazon S3 transitions only the
current versions of objects identified in the rule.

Note

A versioning-enabled or
versioning-suspended bucket can have
many versions of an object. This action
has no impact on the noncurrent object
versions. To transition noncurrent
objects to the GLACIER storage class,
you must use the

Noncur rent Ver si onTransi ti on
action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

Special Errors

Error Code Description HTTP Status | SOAP Fault
Code Code Prefix
NoSuchLi f ecycl eGonfi guration | The lifecycle configuration does not | 404 Not Client
exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Example 1: Retrieve lifecycle subresource

This example shows a GET request to retrieve the | i f ecycl e subresource from the specified bucket
and an example response with the returned lifecycle configuration.

Sample Request

GET /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2012 00:17:21 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: 1 TnGIly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut B 3M/f PA WO2 SEW
x-ane-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMVI

Server: AmazonS3

Cont ent - Lengt h: 358

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li fecycl eConfi guration xm ns="http://s3.amazonaws. con doc/ 2006- 03- 01/ ">
<Rul e>
<I D>Archive and then delete rul e</ID>
<Prefi x>proj ectdocs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>365</ Days>
<St or aged ass>GE_ACI ER</ St or aged ass>
</ Transition>
<Expi ration>
<Days>3650</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi guration>

Related Resources

¢ PUT Bucket lifecycle (p. 162)
¢ DELETE Bucket lifecycle (p. 73)
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GET Bucket policy

Description

This implementation of the GET operation uses the pol i cy subresource to return the policy of a specified
bucket. To use this operation, you must have Get Pol i cy permissions on the specified bucket, and you
must be the bucket owner.

If you don't have Get Pol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If you have
the correct permissions, but you're not the bucket owner, Amazon S3 returns a 405 Met hod Not Al -
| owed error. If the bucket does not have a policy, Amazon S3 returns a 404 Pol i cy Not found error.
There are restrictions about who can create bucket policies and which objects in a bucket they can apply
to. For more information, go to Using Bucket Palicies.

Requests

Syntax

GET /?policy HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Si gnature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements
The response contains the (JSON) policy of the specified bucket.
Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Sample Request

The following request returns the policy of the specified bucket.

GET ?policy HTTP/ 1.1

Host: bucket. s3. anmazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-anez-id-2: UuaglLuByr u9pOU4ASAMPLEAL RPf TaOFg==
X-ane-request-id: 656c76696e67SAMPLES7374
Date: Tue, 04 Apr 2010 20: 34:56 GMI

Connecti on: keep-alive

Server: AmazonS3

{
"Version":"2008-10-17",

"1 d":"aaaa- bbbb-cccc-dddd",

"Statenent" : |
{
"Effect": " Deny",
"Sidtit1t,
"Principal" : {

"AWS":["111122223333", "444455556666" ]
}

"Action":["s3:*"],
"Resource":"arn: aws: s3::: bucket/*"

Related Resources

¢ GET Bucket Objects (p. 81)

API Version 2006-03-01
102




Amazon Simple Storage Service AP| Reference
GET Bucket location

GET Bucket location

Description
This implementation of the GET operation uses the | ocat i on subresource to return a bucket's Region.

You set the bucket's Region using the Locat i onConst r ai nt request parameter in a PUT Bucket request.
For more information, see PUT Bucket (p. 144).

To use this implementation of the operation, you must be the bucket owner.

Requests

Syntax

GET /?location HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.
Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

Locat i onConstrai nt | Specifies the Region where the bucket resides. For more information about
region endpoints and location constraints, go to Regions and Endpoints in
the Amazon Web Services Glossary.

Type: String

Valid Values: EU | eu-west-1 | us-west-1 | us-west-2 | ap-southeast-1 |
ap-southeast-2 | ap-northeast-1 | sa-east-1 | empty string (for the US Classic
Region)

Ancestry: None
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When the bucket's Region is US Classic, Amazon S3 returns an empty string for the bucket's Region:

<LocationConstraint xm ns="http://s3.anazonaws. coni doc/ 2006-03-01/"/>

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples
Sample Request

The following request returns the Region of the specified bucket.

GET /?location HITP/ 1.1

Host: nyBucket. s3. amazonaws. com

Date: Tue, 09 Cct 2007 20:26: 04 +0000
Aut hori zation: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<LocationConstraint xm ns="http://s3.anazonaws. coni doc/ 2006- 03- 01/ " >EU</ Loca
ti onConstraint >

Related Resources

¢ GET Bucket Objects (p. 81)
¢ PUT Bucket (p. 144)
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GET Bucket logging

Note
Logging functionality is currently in beta.

Description
This implementation of the GET operation uses the | oggi ng subresource to return the logging status of

a bucket and the permissions users have to view and modify that status. To use GET, you must be the
bucket owner.

Requests

Syntax

GET /?logging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: date

Aut hori zation: authorization string

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

Bucket Loggi ngSt at us | Container for the response.
Type: Container
Ancestry: None

Emai | Addr ess E-mail address of the person whose logging permissions are displayed.
Type: String
Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant.Grantee
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Name Description

G ant Container for Gr ant ee and Per mi ssi on.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants

G ant ee Container for Enai | Addr ess of the person whose logging permissions
are displayed.

Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Loggi ngEnabl ed Container for logging information. This element and its children are present
when logging is enabled, otherwise, this element and its children are
absent.

Type: Container
Ancestry: BucketLoggingStatus

Per mi ssi on Logging permissions assigned to the Gr ant ee for the bucket.
Type: String
Valid Values: FULL_CONTROL | READ | WRITE
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Tar get Bucket Specifies the bucket whose logging status is being returned. This element
specifies the bucket where server access logs will be delivered.

Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Target Gants Container for granting information.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled

Tar get Prefi x Specifies the prefix for the keys that the log files are being stored under.
Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns the logging status for nybucket .

GET ?logging HITP/ 1.1

Host: nybucket. s3. anmazonaws. com
Date: Wed, 25 Nov 2009 12:00:00 GMTr
Aut hori zati on: authorization string
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Sample Response Showing an Enabled Logging Status

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GVIT
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >mybucket | ogs</ Tar get Bucket >
<Tar get Pr ef i x>mybucket - access_| og-/ </ Tar get Prefi x>
<Tar get G ant s>
<G ant >
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xsi : type="AmazonCust omer ByEnai | " >
<Emai | Addr ess>user @onpany. conx/ Emai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ Tar get G ant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

Sample Response Showing a Disabled Logging Status

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GV
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" />

Related Resources

e PUT Bucket (p. 144)
¢ PUT Bucket logging (p. 173)
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GET Bucket notification

Description

This implementation of the GET operation uses the not i f i cat i on subresource to return the notification
configuration of a bucket. Currently, the s3: ReducedRedundancyLost Qbj ect event is the only event
supported for notifications. The s3: ReducedRedundancyLost Obj ect eventis triggered when Amazon
S3 detects that it has lost all replicas of a Reduced Redundancy Storage object and can no longer service
requests for that object.

If notifications are not enabled on the bucket, the operation returns an empty NotificatonConfiguration
element.

By default, you must be the bucket owner to read the notification configuration of a bucket. However, the
bucket owner can use a bucket policy to grant permission to other users to read this configuration with
the s3: Get Bucket Noti fi cati on permission.

For more information about setting and reading the notification configuration on a bucket, see Setting Up
Notification of Bucket Events. For more information about bucket policies, see Using Bucket Policies.

Requests

Syntax

GET /?notification HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).
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Response Elements

Name Description

Noti fi cati onConfi guration Container for specifying the notification configuration of the
bucket. If this element is empty, the bucket's natifications
are turned off.

Type: Container
Children: Topi cConfi gurati on
Ancestry: None

Topi cConfi guration Container for specifying the topic configuration for the
notification. Currently, only one topic can be configured for
notifications.

Type: Container
Children: Topi ¢, Event
Ancestry: Not i fi cati onConfiguration

Topi c Amazon SNS topic to which Amazon S3 will publish a
message to report the specified events for the bucket.
Type: String

Ancestry: Topi cConfi gurati on
Event Bucket event to send notifications for. Currently,

s3: ReducedRedundancylLost Obj ect is the only event
supported for notifications.

Type: String
Valid Values: s3: ReducedRedundancyLost Obj ect
Ancestry: Topi cConfi gurati on

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This request returns the notification configuration on bucket quotes.s3.amazonaws.com.

GET ?notification HITP/ 1.1

Host: quotes. s3. amazonaws. com

Dat e: Wed, 09 June 2010 12: 00: 00 GMVI
Aut hori zation: authorization string

Sample Response

This response returns that the notification configuration for the specified bucket.
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HTTP/ 1.1 200 K
x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A02
Date: Wed, 02 June 2010 12:00: 00 GMI
Connection: close
Server: AmazonS3
<Noti fi cati onConfi gurati on>
<Topi cConfi gurati on>
<Topi c>arn: aws: sns: us-east - 1: 123456789012: nyTopi c</ Topi c>
<Event >s3: ReducedRedundancyLost Obj ect </ Event >
</ Topi cConfi gurati on>
</ Noti fi cationConfigurati on>

Related Resources

¢ PUT Bucket notification (p. 178)
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GET Bucket tagging

Description

This implementation of the GET operation uses the t aggi ng subresource to return the tag set associated
with the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket Taggi ng action. By default,
the bucket owner has this permission and can grant this permission to others.

Requests

Syntax

GET /?tagging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

Taggi ng Contains the TagSet and Tag elements.
Type: Container
Ancestry: None

TagSet Contains the tag set.
Type: Container
Ancestry: Tagging
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Name Description

Tag Contains the tag information.
Type: Container
Ancestry: TagSet

Key Name of the tag
Type: String
Ancestry: Tag

Val ue Value of the tag
Type: String

Ancestry: Tag

Special Errors

« NoSuchTagSetError - There is no tag set associated with the bucket.

Examples

Sample Request

The following request returns the tag set of the specified bucket.

GET ?tagging HITP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GV
Connection: close

Server: AmazonS3

<Taggi ng>
<TagSet >
<Tag>
<Key>Pr 0j ect </ Key>
<Val ue>Pr oj ect One</ Val ue>
</ Tag>
<Tag>
<Key>User </ Key>
<Val ue>j sm t h</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Related Resources

* PUT Bucket tagging (p. 182)
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» DELETE Bucket tagging (p. 77)
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GET Bucket Object versions

Description
You can use the ver si ons subresource to list metadata about all of the versions of objects in a bucket.

You can also use request parameters as selection criteria to return metadata about a subset of all the
object versions. For more information, see Request Parameters (p. 114).

To use this operation, you must have READ access to the bucket.

Requests

Syntax

GET /?versions HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

delimter A delimiter is a character that you specify to group keys. All keys No
that contain the same string between the pr ef i x and the first
occurrence of the delimiter are grouped under a single result element
in ConmonPr ef i xes. These groups are counted as one result
against the max- keys limitation. These keys are not returned
elsewhere in the response. Also, see prefi x.
Type: String
Default: None

encodi ng-t ype Requests Amazon S3 to encode the response and specifies the No
encoding method to use.

An object key can contain any Unicode character; however, XML
1.0 parser cannot parse some characters, such as characters with
an ASCII value from 0 to 10. For characters that are not supported
in XML 1.0, you can add this parameter to request that Amazon S3
encode the keys in the response.

Type: String
Default: None
Valid value: ur |

key- mar ker Specifies the key in the bucket that you want to start listing from. No
Also, see ver si on-i d- mar ker .
Type: String

Default: None
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Parameter Description Required

max- keys Sets the maximum number of keys returned in the response body. | No
The response might contain fewer keys, but will never contain more.
If additional keys satisfy the search criteria, but were not returned
because max- keys was exceeded, the response contains
<i sTruncat ed>t rue</i sTruncat ed>. To return the additional
keys, see key- mar ker and ver si on-i d- nar ker.
Type: String
Default: 1000

prefix Use this parameter to select only those keys that begin with the No
specified prefix. You can use prefixes to separate a bucket into
different groupings of keys. (You can think of using pr ef i x to make
groups in the same way you'd use a folder in a file system.) You
can use prefi x with del i mi t er to roll up numerous objects into
a single result under CormonPr ef i xes. Also, see del i m ter.
Type: String
Default: None

ver si on-i d- nar ker | Specifies the object version you want to start listing from. Also, see | No
key- mar ker .
Type: String
Default: None
Valid Values: Valid version ID | Default
Constraint: May not be an empty string

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

Del et eMar ker Container for an object that is a delete marker.
Type: Container
Children: Key, Versionld, IsLatest, LastModified, Owner
Ancestor: ListVersionsResult

Di spl ayNane Object owner's name.
Type: String
Ancestor: ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner
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Name

Encodi ng- Type

ETag

| sLat est

| sTruncat ed

Key

KeyMar ker

Last Mbdi fi ed

Li st Ver si onsResul t

Description

Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng-t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

KeyMar ker , Next KeyMar ker , Prefi x, Key,and Del i m ter.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListVersionsResult.Version

Object owner's ID.

Type: String

Ancestor: ListVersionsResult.Version.Owner |
ListVersionsResult.DeleteMarker.Owner

Specifies whether the object s (t r ue) oris not (f al se) the current version
of an object.

Type: Boolean
Valid Values:true | f al se
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

A flag that indicates whether (t r ue) or not (f al se) Amazon S3 returned
all of the results that satisfied the search criteria. If your results were
truncated, you can make a follow-up paginated request using the

Next KeyMar ker and Next Ver si onl dMvar ker response parameters as
a starting place in another request to return the rest of the results.

Type: Boolean
Valid Values:true | f al se
Ancestor: ListVersionsResult

The object's key.
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Marks the last Key returned in a truncated response.
Type: String
Ancestor: ListVersionsResult

Date and time the object was last modified.
Type: Date
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Container for the result.

Type: Container

Children: All elements in the response
Ancestor: ListVersionsResult
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Name

MaxKeys

Next KeyMar ker

Next Ver si onl dvar ker

Onner

Prefix

Si ze

St or aged ass

Ver si on

Ver si onl d

Description

Specifies the maximum number of objects to return.
Type: String

Default: 1000

Valid Values: Integers from 1 to 1000, inclusive
Ancestor: ListVersionsResult

Bucket owner's name.
Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys,

Next KeyMar ker specifies the first key not returned that satisfies the
search criteria. Use this value for the key- mar ker request parameter in
a subsequent request.

Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys,

Next Ver si onl dMar ker specifies the first object version not returned
that satisfies the search criteria. Use this value for the

ver si on- i d- mar ker request parameter in a subsequent request.

Type: String
Ancestor: ListVersionsResult

Bucket owner.

Type: String

Children: DisplayName, ID

Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Selects objects that start with the value supplied by this parameter.
Type: String
Ancestor: ListVersionsResult

Size in bytes of the object.
Type: String
Ancestor: ListVersionsResult.Version

Always STANDARD.
Type: String
Ancestor: ListVersionsResult.Version

Container for version information.
Type: Container
Ancestor: ListVersionsResult

Version ID of an object
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker
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Name Description
Ver si onl dMar ker Marks the last version of the Key returned in a truncated response.
Type: String

Ancestor: ListVersionsResult

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns all of the versions of all of the objects in the specified bucket.

GET /?versions HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 +0000

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Sample Response to GET Versions

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Li st Ver si onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01" >
<Name>bucket </ Nane>
<Prefix>nmy</Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker />
<MaxKeys>5</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Ver si on>
<Key>ny-i mage. j pg</ Key>
<Ver si onl d>3/ L4kqt JI 40Nr 8X8gdRBpUM_Uo</ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Modi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or ageC ass>STANDARD</ St or ageC ass>
<Omner >
<I D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>nt d@umazon. conx/ Di spl ayNane>
</ Omner >
</ Ver si on>
<Del et eMar ker >
<Key>ny- second-i nmage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDN943f dsFkdngnh892</ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2009- 11-12T17: 50: 30. 000Z</ Last Modi fi ed>
<Omner >
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<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caeab4bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>ny- second-i mage. j pg</ Key>
<Ver si onl d>QUpf dndhf d8438MNFDN93j dnJFkdnmgnh893</ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 10- 10T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 9b2cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>166434</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Onner >
</ Ver si on>
<Del et eMar ker >
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDNO43f dsFkdngnh892</ Ver si onl d>
<I sLat est >true</|sLat est >
<Last Mbdi fi ed>2009- 10- 15T17: 50: 30. 000Z</ Last Modi fi ed>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>Ul ORUnf ndf hnw89493j JFJ</ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009-10-11T12: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 772cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>64</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request

The following request returns objects in the order they were stored, returning the most recently stored
object first starting with the value for key- mar ker .

GET /?versi ons&ey- mar ker =key2 HTTP/ 1.1

Host: s3. amazonaws.com

Pragma: no-cache

Accept: image/gif, inmage/x-xbitmap, imagel/jpeg, image/pjpeg, */*
Date: Thu, 10 Dec 2009 22:46: 32 +0000

Aut hori zati on: signatureVal ue
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Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Ver si onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key2</ KeyMar ker >
<Ver si onl dvar ker />
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>I 5VhnK6 CDDdQBPw e1lgcHZWrHDpcv 7gf nf c29UBXxsKU. </ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2009- 12- 09T00: 19: 04. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>

</ Omner >
<St or ageC ass>STANDARD</ St or ageCl ass>
</ Ver si on>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>gDhpr LUB0sAl CFLu2DWIXAEDgKzWAr n- HS_JUOTvYQs. </ Ver si onl d>
<l sLat est >t rue</| sLat est >
<Last Modi fi ed>2009-12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Omner >
<l D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>

</ Omner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLalL5JN2Si sl g66Syxxo0k7uHTUpb9qi i MkNg. </ Ver si onl d>
<l sLat est >f al se</| sLat est>
<Last Modi fi ed>2009-12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<l D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>

</ Omner >
<St or ageC ass>STANDARD</ St or ageC ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using prefix

This example returns objects whose keys begin with sour ce.

GET /?versi ons&prefix=source HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 +0000
Aut hori zation: authorization string

API Version 2006-03-01
120




Amazon Simple Storage Service APl Reference
GET Bucket Object versions

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Ver si onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefi x>sour ce</ Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker />
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>gDhpr LUB0sAl CFLu2DWIXAEDgKzWAr n- HS_JUOTvYQs. </ Ver si onl d>
<l sLatest>true</I|slLatest>
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Omner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>

</ Omner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLalL5JN2Si sl q66Syxxo0k7uHTUpb9qi i MkNg. </ Ver si onl d>
<l sLat est >f al se</| sLat est>
<Last Modi fi ed>2009-12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<l D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>

</ Omner >
<St or ageC ass>STANDARD</ St or ageCl ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker and version-id-marker Parameters

The following example returns objects starting at the specified key (key- mar ker ) and version ID (ver -
si on-i d- mar ker).

GET / ?versi ons&ey- mar ker =key3&ver si on-i d- mar ker =t 46Zenl YTZBnj HITP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32: 00 +0000

Aut hori zati on: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
<Ver si onl dMar ker >t 46Zenl YTZBnj </ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
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<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>qDhpr LUB0sAl CFLu2DW)XAEDgKzWar n- HS_JUOTvYgs. </ Ver si onl d>
<l sLat est >true</|sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Owner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLaL5IN2Si sl g66Syxxo00k7uHTUpb9qi i MKNg. </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker, version-id-marker and max-keys

The following request returns up to three (the value of max- keys) objects starting with the key specified
by key- mar ker and the version ID specified by ver si on-i d- mar ker .

GET / ?versi ons&key- mar ker =key3&ver si on-i d- mar ker =t 46Z0nenl YTZBnj HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32: 00 +0000

Aut hori zati on: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Ver si onsResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03- 01/ " >
<Nanme>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
<Ver si onl dvar ker >nul | </ Ver si onl dMar ker >
<Next KeyMar ker >key3</ Next KeyMar ker >
<Next Ver si onl dMar ker >d- d309nf j Fr UhoQDBsVqntMW150 . </ Next Ver si onl dMar ker >
<MaxKeys>2</ MaxKeys>
<l sTruncat ed>t rue</ | sTruncat ed>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>8XECi ENpj 8pydEDJdd- _VRr vaGKAHCaGWNWI't g6WVi | . </ Ver si onl d>
<l sLat est >f al se</|sLat est >
<Last Mbdi fi ed>2009- 12- 09T00: 18: 23. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
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<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Onner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>d- d309nf j Fri 40QvukDozgBt 3UnmQQDBsVgntW150 . </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 09T0O0: 18: 08. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using the Delimiter and the Prefix Parameters
Assume you have the following keys in your bucket, exanpl e- bucket .

phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e. j pg

phot os/ 2006/ Mar ch/ sanpl e. j pg

vi deos/ 2006/ Mar ch/ sanpl e. wv

sanpl e. j pg

The following GET versions request specifies the delimiter parameter with value "/".

GET /?versions&delinmiter=/ HITP/1.1
Host: exanpl e- bucket. s3. anazonaws. com
Date: Wed, 02 Feb 2011 20:34:56 GMI
Aut hori zation: authorization string

The list of keys from the specified bucket are shown in the following response.

The response returns the sanpl e. j pg key in a <Version> element. However, because all the other keys
contain the specified delimiter, a distinct substring, from the beginning of the key to the first occurrence

of the delimiter, from each of these keys is returned in a <CommonPrefixes> element. The key substrings,
phot os/ and vi deos/ , in the <CommonPrefixes> element indicate that there are one or more keys with
these key prefixes.

This is a useful scenario if you use key prefixes for your objects to create a logical folder like structure.
In this case you can interpret the result as the folders phot os/ and vi deos/ have one or more objects.

<Li st Versi onsResult xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/">
<Name>nvbucket wi t hver si ononl</ Nanme>
<Prefix></Prefix>
<KeyMar ker ></ KeyMar ker >
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<Ver si onl dvar ker ></ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>

<I sTruncat ed>f al se</1sTruncat ed>

<Ver si on>
<Key>Sanpl e. j pg</ Key>
<Ver si onl d>t oxMzQ BsGyGCz1YuMAWp90cdXLzgOCH</ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Modi fi ed>2011- 02- 02T18: 46: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; 3305f 2cf c46c0f 04559748bb039d69ae&quot ; </ ETag>
<Si ze>3191</ Si ze>
<Omner >
<| D>852b113e7a2f 25102679df 27bb0ael12b3f 85be6f 290b936c4393484be31bebcc</ | D>

<Di spl ayName>di spl ay- nane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>

<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>vi deos/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Ver si onsResul t >

In addition to the delimiter parameter you can filter results by adding a pr ef i x parameter as shown in
the following request.

GET / ?versi ons&prefi x=phot os/ 2006/ &del i m ter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Date: Wed, 02 Feb 2011 19:34:02 GV

Aut hori zation: authorization string

In this case the response will include only objects keys that start with the specified prefix. The value returned
in the <CommonPrefixes> element is a substring from the beginning of the key to the first occurrence of
the specified delimiter after the prefix.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Ver si onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>exanpl e- bucket </ Name>
<Pr ef i x>phot os/ 2006/ </ Prefi x>
<KeyMar ker ></ KeyMar ker >
<Ver si onl dVvar ker ></ Ver si onl dVvar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</ | sTruncat ed>
<Ver si on>
<Key>phot os/ 2006/ </ Key>
<Ver si onl d>3U275dAA4gz8Z0qOPHt JCUO 60kr pCdy</ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2011- 02- 02T18: 47: 27. 000Z</ Last Modi fi ed>
<ETag>&quot ; d41d8cd98f 00b204e9800998ecf 8427e&quot ; </ ETag>
<Si ze>0</ Si ze>
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<Omner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayName>di spl ay- nane</ Di spl ayNane>
</ Owner >
<St or ageCl ass>STANDARD</ St or ageCl ass>
</ Ver si on>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ January/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Mar ch/ </ Pr ef i x>
</ CommonPr ef i xes>
</ Li st Ver si onsResul t >

Related Resources

¢ GET Bucket Objects (p. 81)
e GET Object (p. 212)

¢ PUT Object (p. 250)

¢ DELETE Object (p. 200)
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GET Bucket requestPayment

Description
This implementation of the GET operation uses the r equest Paynment subresource to return the request

payment configuration of a bucket. To use this version of the operation, you must be the bucket owner.
For more information, see Requester Pays Buckets.

Requests

Syntax

GET ?request Payment HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Dat e: Date

Aut hori zation: authorization string

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description
Payer Specifies who pays for the download and request fees.
Type: Enum

Valid Values: Requester | BucketOwner
Ancestor: RequestPaymentConfiguration

Request Paynment Confi gurati on | Container for Payer .
Type: Container

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Sample Request

The following request returns the payer for the bucket, col or pi ct ures.

GET ?request Paynment HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Date: Wed, 01 Mar 2009 12:00:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2009 12:00: 00 GMr

Cont ent - Type: [type]

Content-Length: O

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Paynment Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >Request er </ Payer >

</ Request Payment Confi gur ati on>

This response shows that the bucket is a Requester Pays bucket, meaning the person requesting a
download from this bucket pays the transfer fees.

Related Resources

e GET Bucket (List Objects) (p. 81)
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GET Bucket versioning

Description

This implementation of the GET operation uses the ver si oni ng subresource to return the versioning
state of a bucket. To retrieve the versioning state of a bucket, you must be the bucket owner.

This implementation also returns the MFA Delete status of the versioning state, i.e., if the MFA Delete
status is enabl ed, the bucket owner must use an authentication device to change the versioning state
of the bucket.

There are three versioning states:

« If you enabled versioning on a bucket, the response is:

<Ver si oni ngConfigurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

 If you suspended versioning on a bucket, the response is:

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Suspended</ St at us>
</ Ver si oni ngConfi gurati on>

« If you never enabled (or suspended) versioning on a bucket, the response is:

<Ver si oni ngConfigurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/"/ >

Requests

Syntax

GET /?versioning HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).
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Request Elements

This implementation of the operation does not use request elements.
Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of GET returns the following response elements.

Name Description

M aDel et e Specifies whether MFA delete is enabled in the bucket versioning
configuration. This element is only returned if the bucket has been
configured with MfaDelete. If the bucket has never been so configured,
this element is not returned.

Type: Enum
Valid Values: Disabled | Enabled
Ancestor: VersioningConfiguration

St at us The versioning state of the bucket.
Type: Enum
Valid Values: Suspended | Enabled
Ancestor: VersioningConfiguration

Ver si oni ngConfi gurati on | Container for the St at us response element.
Type: Container
Ancestor: None

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This example returns the versioning state of nyBucket .

GET /?versioning HITP/ 1.1

Host: nyBucket . s3. anmazonaws. com
Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zati on: authorization string
Content - Type: text/plain
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Sample Response

The following is a sample of the response body (only) that shows bucket versioning is enabled.

<Versi oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

Related Resources

« GET Object (p. 212)
¢ PUT Object (p. 250)
« DELETE Object (p. 200)
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GET Bucket website

Description

This implementation of the GET operation returns the website configuration associated with a bucket. To
host website on Amazon S3, you can configure a bucket as website by adding a website configuration.
For more information about hosting websites, go to Hosting Websites on Amazon S3 in the Amazon
Simple Storage Service Developer Guide .

This GET operation requires the S3: Get Bucket Wbsi t e permission. By default, only the bucket owner

can read the bucket websi t e configuration. However, bucket owners can allow other users to read the
websi t e configuration by writing a bucket policy granting them the S3: Get Bucket Websi t e permission.

Requests

Syntax

GET /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

The response XML includes same elements that were uploaded when you configured the bucket as
website. For more information, see PUT Bucket website (p. 191).

Examples

Sample Request

This request retrieves website configuration on the specified bucket.
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GET ?website HITP/ 1.1

Host: exanpl e- bucket. s3. anazon. com

Date: Thu, 27 Jan 2011 00:49:20 GVIr

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: nONhek72Uf g/ u7SnbCldqRLs8XX=

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 3848CD259D811111

Date: Thu, 27 Jan 2011 00:49:26 GVI

Cont ent - Lengt h: 240

Cont ent - Type: application/xm

Transfer-Encodi ng: chunked

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Websi teConfigurati on xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>404. ht nl </ Key>
</ Er r or Docunent >
</ Websi t eConfi gurati on>

Related Resources

« DELETE Bucket website (p. 79)
e PUT Bucket website (p. 191)
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HEAD Bucket

Description

This operation is useful to determine if a bucket exists and you have permission to access it. The operation
returns a 200 K if the bucket exists and you have permission to access it. Otherwise, the operation
might return responses such as 404 Not Found and 403 For bi dden.

For information about permissions required for this bucket operation, go to Specifying Permissions in a
Policy in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

HEAD / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.
Request Elements

This implementation of the operation does not use request elements.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements
This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Sample Request

This requests returns the objects in Bucket Nare.

HEAD / HTTP/ 1.1

Date: Fri, 10 Feb 2012 21:34:55 GMI
Aut hori zation: authorization string
Host: nyawsbucket. s3. amazonaws. com
Connecti on: Keep-Alive

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: JuKzZgmXui wreDQxhD7MBKt sKobSzWA1QEj LbTMragkKdBX2z71 | / j GhDeJ3j 6s80

X-ane-request-id: 32FE2CEB32F5EE25
Date: Fri, 10 2012 21:34:56 GVIT
Server: AmazonS3
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List Multipart Uploads

Description

This operation lists in-progress multipart uploads. An in-progress multipart upload is a multipart upload
that has been initiated, using the Initiate Multipart Upload request, but has not yet been completed or
aborted.

This operation returns at most 1,000 multipart uploads in the response. 1,000 multipart uploads is the
maximum number of uploads a response can include, which is also the default value. You can further
limit the number of uploads in a response by specifying the max- upl oads parameter in the response. If
additional multipart uploads satisfy the list criteria, the response will contain an | sTr uncat ed element
with the value t r ue. To list the additional multipart uploads, use the key- mar ker and upl oad- i d-

mar ker request parameters.

In the response, the uploads are sorted by key. If your application has initiated more than one multipart
upload using the same object key, then uploads in the response are first sorted by key. Additionally, uploads
are sorted in ascending order within each key by the upload initiation time.

For more information on multipart uploads, go to Uploading Objects Using Multipart Upload in the Amazon
S3 Developer Guide.

For information on permissions required to use the multipart upload API, go to Multipart Upload APl and
Permissions in the Amazon Simple Storage Service Developer Guide .

Requests

Syntax

GET /?upl oads HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Date

Aut hori zation: authorization string

Request Parameters

Parameter Description Required
delimter Character you use to group keys. No

All keys that contain the same string between the pr ef i x, if specified,
and the first occurrence of the delimiter after the prefix are grouped
under a single result element, ConmonPr ef i xes. If you don't specify
the pr ef i x parameter, then the substring starts at the beginning of
the key. The keys that are grouped under CommonPr ef i xes result
element are not returned elsewhere in the response.

Type: String
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Parameter Description Required

encodi ng-t ype | Requests Amazon S3 to encode the response and specifies the No
encoding method to use.

An object key can contain any Unicode character; however, XML 1.0
parser cannot parse some characters, such as characters with an ASCII
value from 0 to 10. For characters that are not supported in XML 1.0,
you can add this parameter to request that Amazon S3 encode the
keys in the response.

Type: String
Default: None
Valid value: ur |

max- upl oads Sets the maximum number of multipart uploads, from 1 to 1,000, to No
return in the response body. 1,000 is the maximum number of uploads
that can be returned in a response.
Type: Integer

Default: 1,000

key- mar ker Together with upl oad- i d- mar ker , this parameter specifies the No
multipart upload after which listing should begin.

If upl oad- i d- mar ker is not specified, only the keys lexicographically
greater than the specified key- mar ker will be included in the list.

If upl oad-i d- nar ker is specified, any multipart uploads for a key
equal to the key- mar ker might also be included, provided those
multipart uploads have upload IDs lexicographically greater than the
specified upl oad- i d- mar ker .

Type: String

prefix Lists in-progress uploads only for those keys that begin with the No
specified prefix. You can use prefixes to separate a bucket into different
grouping of keys. (You can think of using prefix to make groups in the
same way you'd use a folder in a file system.)

Type: String
upl oad-i d- Together with key- nmar ker , specifies the multipart upload after which | No
mar ker listing should begin. If key- mar ker is not specified, the

upl oad- i d- mar ker parameter is ignored. Otherwise, any multipart
uploads for a key equal to the key- mar ker might be included in the
list only if they have an upload ID lexicographically greater than the
specified upl oad- i d- mar ker .

Type: String

Request Headers

This operation uses only Request Headers common to most requests. For more information, see Common
Request Headers (p. 12).

Request Elements

This operation does not use request elements.
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Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 14).

Response Elements

Name

Li st Mul ti part Upl oadsResul t

Bucket

KeyMar ker

Upl oadl dMar ker

Next KeyMar ker

Next Upl oadl dMar ker

Encodi ng- Type

Description

Container for the response.

Children: Bucket , KeyMar ker , Upl oadl dVar ker ,
Next KeyMar ker , Next Upl oadl dvar ker , MaxUpl oads,
Delimter, Prefix, CoomonPrefixes,|sTruncated

Type: Container
Ancestor: None

Name of the bucket to which the multipart upload was initiated.
Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

The key at or after which the listing began.
Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

Upload ID after which listing began.
Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

When a list is truncated, this element specifies the value that
should be used for the key- mar ker request parameter in a
subsequent request.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

When a list is truncated, this element specifies the value that
should be used for the upl oad- i d- mar ker request parameter
in a subsequent request.

Type: String
Ancestor: Li st Mul ti part Upl oadsResul t

Encoding type used by Amazon S3 to encode object key names
in the XML response.

If you specify encodi ng- t ype request parameter, Amazon S3
includes this element in the response, and returns encoded key
name values in the following response elements:

Del i m ter, KeyMar ker, Prefi x, Next KeyMar ker , Key.
Type: String
Ancestor: ListBucketResult
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Name Description

MaxUpl oads Maximum number of multipart uploads that could have been
included in the response.

Type: | nt eger
Ancestor: Li st Mul ti part Upl oadsResul t

I sTruncat ed Indicates whether the returned list of multipart uploads is
truncated. A value of t r ue indicates that the list was truncated.
The list can be truncated if the number of multipart uploads
exceeds the limit allowed or specified by MaxUpl oads.

Type: Bool ean
Ancestor: Li st Mul ti part Upl oadsResul t

Upl oad Container for elements related to a particular multipart upload.
A response can contain zero or more Upl oad elements.

Type: Container

Children: Key, Upl oadl d, | ni ti at or Oaner, St or ageC ass,
Initiated

Ancestor: Li st Mul ti part Upl oadsResul t

Key Key of the object for which the multipart upload was initiated.
Type: | nt eger
Ancestor: Upl oad

Upl oadl d Upload ID that identifies the multipart upload.
Type: Integer
Ancestor: Upl oad

Initiator Container element that identifies who initiated the multipart
upload. If the initiator is an AWS account, this element provides
the same information as the Oaner element. If the initiator is
an 1AM User, then this element provides the user ARN and
display name.

Children: | D, Di spl ayNare
Type: Container
Ancestor: Upl oad

ID If the principal is an AWS account, it provides the Canonical
User ID. If the principal is an IAM User, it provides a user ARN
value.

Type: String
Ancestor: | ni ti at or, Omer

Di spl ayNane Principal's name.
Type: String
Ancestor: I ni ti at or , Oamner
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Name

Onner

St or ageC ass

Initiated

Li st Mul ti part Uol oadsResul t. Prefi x

Delimter

CommonPr ef i xes

CommonPr efi xes. Prefi x

Description

Container element that identifies the object owner, after the
object is created. If multipart upload is initiated by an IAM user,
this element provides a the parent account ID and display name.

Type: Container
Children: | D, Di spl ayNare
Ancestor: Upl oad

The class of storage (STANDARD or REDUCED REDUDANCY) that
will be used to store the object when the multipart upload is
complete.

Type: String
Ancestor: Upl oad

Date and time at which the multipart upload was initiated.
Type: Dat e
Ancestor: Upl oad

When a prefix is provided in the request, this field contains the
specified prefix. The result contains only keys starting with the
specified prefix.

Type: String

Ancestor: Li st Mul ti part Upl oadsResul t

Contains the delimiter you specified in the request. If you don't
specify a delimiter in your request, this element is absent from
the response.

Type: String

Ancestor: Li st Mul ti part Upl oadsResul t

If you specify a delimiter in the request, then the result returns
each distinct key prefix containing the delimiter in a

ConmonPr ef i xes element. The distinct key prefixes are
returned in the Pr ef i x child element.

Type: Cont ai ner
Ancestor: Li st Mul ti part Upl oadsResul t

If the request does not include the Pr ef i x parameter, then this
element shows only the substring of the key that precedes the
first occurrence of the delimiter character. These keys are not
returned anywhere else in the response.

If the request includes the Pr ef i x parameter, then this element
shows the substring of the key from the beginning to the first
occurrence of the delimiter after the prefix.

Type: String
Ancestor: CommonPr ef | xes
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Examples

Sample Request

The following request lists three multipart uploads. The request specifies the max- upl oads request
parameter to set the maximum number of multipart uploads to return in the response body.

GET / ?upl oadsé&max- upl oads=3 HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com
Date: Mon, 1 Nov 2010 20:34:56 GMI
Aut hori zation: authorization string

Sample Response

The following sample response indicates that the multipart upload list was truncated and provides the
Next KeyMar ker and the Next Upl oadl dMvar ker elements. You specify these values in your subsequent
requests to read the next set of multipart uploads. That is, send a subsequent request specifying key-
mar ker =y - novi e2. n2t s (value of the Next KeyMar ker element) and upl oad- i d- mar ker =YW55I G-
| kZWEgd2h5I1 GVsdm uZydzl HVwb&@hZCBmyW sZWQ (value of the Next Upl oadl dMar ker).

The sample response also shows a case of two multipart uploads in progress with the same key (ry-
novi e. n2t s). That is, the response shows two uploads with the same key. This response shows the
uploads sorted by key, and within each key the uploads are sorted in ascending order by the time the
multipart upload was initiated.

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt u9pMzZVvKnJ2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMI

Cont ent - Lengt h: 1330

Connection: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Mul ti part Upl oadsResult xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/">
<Bucket >bucket </ Bucket >
<KeyMar ker ></ KeyMar ker >
<Upl oadl dMar ker ></ Upl oadl dMar ker >
<Next KeyMar ker >my- novi e. n2t s</ Next KeyMar ker >
<Next Upl oadl dMar ker >YW551 A kZWEgd2h51 GVsdm uZydzl HVwWbh@GhZCBnYW s ZW</ Next Up
| oadl divar ker >
<MaxUpl oads>3</ MaxUpl oads>
<l sTruncat ed>t rue</ | sTruncat ed>
<Upl oad>
<Key>ny- di vi sor </ Key>
<Upl oadl d>XMgbQ r ZSBI bHZpbncncyBub3QyaG-2aWbnl G11Y2ggbHV) aw</ Upl oadl d>
<Initiator>
<ID>arn: aws:iam:111122223333: user/user1-11111a31- 17b5- 4f b7- 9df 5-
b111111f 13de</| D>
<Di spl ayName>user 1-11111a31- 17b5- 4f b7- 9df 5- b111111f 13de</ Di spl ayName>
</Initiator>
<Omner >
<I D>75aa57f 09aalc8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
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<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 48: 33. 000Z</ I ni ti at ed>
</ Upl oad>
<Upl oad>
<Key>ny- novi e. n2t s</ Key>
<Upl oadl d>VXBsb2Fkl El El &Zvci Bl bHZpbntncyBt eS1t b3ZpZS5t MRzl HVwbBhZA</ Up
| oadl d>
<Initiator>
<| D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
<Di spl ayNane>I ni ti at or D spl ayNane</ Di spl ayNane>
</Initiator>
<Owner >
<| D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 48: 33. 000Z</ I ni ti at ed>
</ Upl oad>
<Upl oad>
<Key>ny- novi e. n2t s</ Key>
<Upl oadl d>YW55! A kZWEgd2h51 GVsdm uZydzl HYwb@&hZCBmYW sZW</ Upl oadl d>
<Initiator>
<I D>arn: aws: i am : 444455556666: user/ user 1- 22222a31- 17b5- 4f b7- 9df 5-
b222222f 13de</ | D>
<Di spl ayName>user 1- 22222a31- 17b5- 4f b7- 9df 5- b222222f 13de</ Di spl ayName>
</Initiator>
<Owner >
<| D>b1d16700c70b0b05597d7acd6a3f 92be</ | D>
<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<St or aged ass>STANDARD</ St or aged ass>
<Initiated>2010-11-10T20: 49: 33. 000Z</ I ni ti at ed>
</ Upl oad>
</ Li stMul tipart Upl oadsResul t >

Sample Request Using the Delimiter and the Prefix Parameters

Assume you have a multipart upload in progress for the following keys in your bucket, exanpl e- bucket .
phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uary/ sanpl e. j pg

phot os/ 2006/ Mar ch/ sanpl e. j pg

vi deos/ 2006/ Mar ch/ sanpl e. wv

sanpl e. j pg

The following list multipart upload request specifies the delimiter parameter with value "/".

GET /?upl oads&del imter=/ HTTP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com
Date: Mon, 1 Nov 2010 20: 34: 56 GVI
Aut hori zation: authorization string

The following sample response lists multipart uploads on the specified bucket, exanpl e- bucket .
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The response returns multipart upload for the sanpl e. j pg key in an <Upload> element.

However, because all the other keys contain the specified delimiter, a distinct substring, from the beginning
of the key to the first occurrence of the delimiter, from each of these keys is returned in a <CommonPre-
fixes> element. The key substrings, phot os/ and vi deos/ , in the <CommonPrefixes> element indicate
that there are one or more in-progress multipart uploads with these key prefixes.

This is a useful scenario if you use key prefixes for your objects to create a logical folder like structure.
In this case you can interpret the result as the folders phot os/ and vi deos/ have one or more multipart
uploads in progress.

<Li st Mul ti part Upl oadsResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Bucket >exanpl e- bucket </ Bucket >
<KeyMar ker/ >
<Upl oadl dvar ker / >
<Next KeyMar ker >sanpl e. j pg</ Next KeyMar ker >
<Next Upl oadl dar ker >Xgw4M T6 ZPAVX
pYOSAUGN7q4uWI IM22ZYg1V@9t r dp4t pOB8. PT6. MMOOW2EL17eut f AvQf Qaj gE_W2gpex Q- -
</ Next Upl oadl dMar ker >
<Delimter>/</Delimter>
<Prefix/>
<MaxUpl oads>1000</ MaxUpl oads>
<l sTruncat ed>f al se</ | sTruncat ed>
<Upl oad>
<Key>sanpl e. j pg</ Key>
<Upl oadl d>Agw4AMI T6ZPAVx pYOSAUGN7g4uWI JM22ZYg1N99t r dp4t pCB8. PT6. MCOW2EL17eut
f AvQ¥ Qaj gE_W2gpex Q- - </ Upl oadl d>
<l nitiator>
<| D>314133b66967d86f 031c7249d1d9a80249109428335cdOef 1cdc487b4566¢chblb</ | D>

<Di spl ayName>s3- ni ckname</ Di spl ayNane>
</Initiator>
<Owner >
<| D>314133b66967d86f 031c7249d1d9a80249109428335cdOef 1cdc487b4566¢chblb</ | D>

<Di spl ayName>s3- ni ckname</ Di spl ayNane>
</ Omner >
<St or ageC ass>STANDARD</ St or ageCl ass>
<Initiated>2010-11-26T19: 24: 17. 000Z</ I ni ti at ed>
</ Upl oad>
<CommonPr ef i xes>
<Pref i x>phot os/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>
<Prefi x>vi deos/ </ Prefi x>
</ CommonPr ef i xes>
</ ListMl tipart Upl oadsResul t >

In addition to the delimiter parameter you can filter results by adding a pr ef i x parameter as shown in
the following request.

GET / ?upl oads&del i m t er =/ &pr ef i x=phot os/ 2006/ HTTP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com

Date: Mdn, 1 Nov 2010 20: 34: 56 GVI

Aut hori zation: authorization string
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In this case the response will include only multipart uploads for keys that start with the specified prefix.
The value returned in the <CommonPrefixes> element is a substring from the beginning of the key to the
first occurrence of the specified delimiter after the prefix.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Mul ti part Upl oadsResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Bucket >exanpl e- bucket </ Bucket >
<KeyMar ker/ >
<Upl oadl dvar ker / >
<Next KeyMar ker / >
<Next Upl oadl dvar ker />
<Delimter>/</Delimter>
<Pr ef i x>phot os/ 2006/ </ Prefi x>
<MaxUpl oads>1000</ MaxUpl oads>
<l sTruncat ed>f al se</ | sTruncat ed>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ January/ </ Pref i x>
</ CormonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Mar ch/ </ Pr ef i x>
</ CormonPr ef i xes>
</ ListMl tipart Upl oadsResul t >

Related Actions

¢ Initiate Multipart Upload (p. 282)

¢ Upload Part (p. 290)

e Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)

e List Parts (p. 310)
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PUT Bucket

Description

This implementation of the PUT operation creates a new bucket. To create a bucket, you must register
with Amazon S3 and have a valid AWS Access Key ID to authenticate requests. Anonymous requests
are never allowed to create buckets. By creating the bucket, you become the bucket owner.

Not every string is an acceptable bucket name. For information on bucket naming restrictions, see
Working with Amazon S3 Buckets.

By default, the bucket is created in the US Standard region. You can optionally specify a region in the
request body. You might choose a Region to optimize latency, minimize costs, or address regulatory re-
quirements. For example, if you reside in Europe, you will probably find it advantageous to create buckets
in the EU (Ireland) Region. For more information, see How to Select a Region for Your Buckets.

Note

If you create a bucket in a region other than US Standard, your application must be able to
handle 307 redirect. For more information, go to Virtual Hosting of Buckets in Amazon Simple
Storage Service Developer Guide.

When creating a bucket using this operation, you can optionally specify the accounts or groups that should
be granted specific permissions on the bucket. There are two ways to grant the appropriate permissions
using the request headers.

¢ Specify a canned ACL using the x- ane- acl request header. For more information, see Canned ACL
in the Amazon Simple Storage Service Developer Guide.

« Specify access permissions explicitly using the x- anz- gr ant - r ead, X- anz-grant-wite, x-ane-
grant -read- acp, x-anz-grant-wite-acp, x-ane-grant-ful |l -control headers. These
headers map to the set of permissions Amazon S3 supports in an ACL. For more information, go to
Access Control List (ACL) Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can use either a canned ACL or specify access permissions explicitly. You cannot do both.

Requests

Syntax

PUT / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

<Cr eat eBucket Confi gurati on xm ns="http://s3. amazonaws. conm doc/ 2006- 03-01/" >
<Locat i onConstr ai nt >Bucket Regi on</ Locati onConstrai nt >
</ Cr eat eBucket Confi gur ati on>

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section.
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Note

If you send your create bucket request to the s3. amazonaws. comendpoint, the request go to
the us- east - 1 region. Accordingly, the signature calculations in Signature Version 4 must use
us- east - 1 as region, even if the location constraint in the request specifies another region
where the bucket is to be created.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

When creating a bucket, you can grant permissions to individual AWS accounts or predefined groups
defined by Amazon S3. This results in creation of the Access Control List (ACL) on the bucket. For more
information, see Using ACLs. You have the following two ways to grant these permissions:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to

Canned ACL.

Name

X-ane- acl

Description Required

The canned ACL to apply to the bucket you are creating. For more | No
information, go to Canned ACL in the Amazon Simple Storage
Service Developer Guide.

Type: String

Valid Values: private | public-read |

public-read-wite | authenticated-read |

bucket - owner-read | bucket-owner-full-control

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to specific
AWS accounts or groups, you use the following headers. Each of these headers maps to specific per-
missions Amazon S3 supports in an ACL. For more information, go to Access Control List (ACL)
Overview. In the header value, you specify a list of grantees who get the specific permission

Name

X- anz- grant -read

X-anz-grant-wite

Description Required
Allows grantee to list the objects in the bucket. No
Type: String

Default: None
Constraints: None

Allows grantee to create, overwrite, and delete any object in the | No
bucket.

Type: String
Default: None
Constraints: None
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Name Description Required

x-az-gat-reedacp | Allows grantee to read the bucket ACL. No
Type: String
Default: None
Constraints: None

xawgat-witeap Allows grantee to write the ACL for the applicable bucket. No
Type: String
Default: None
Constraints: None

xamgat-ful-aotrd = Allows grantee the READ, WRITE, READ_ACP, and WRITE_ACP | No
permissions on the bucket.

Type: String
Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following::

« emailAddress — if value specified is the email address of an AWS account
¢ id — if value specified is the canonical user ID of an AWS account
e uri — if granting permission to a predefined group.

For example, the following x- anez- gr ant - r ead header grants list objects permission to the AWS accounts
identified by their email addresses.

X-ane-grant-read: email Address="xyz@mnazon. cont', emai | Addr ess="abc@mnazon. cont

For more information see, ACL Overview.

Request Elements

Name Description Required

Cr eat eBucket Conf i gur ati on | Container for bucket configuration settings. No
Type: Container
Ancestor: None
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Name Description Required
Locati onConstrai nt Specifies the region where the bucket will be No

created. For more information about region
endpoints and location constraints, go to Regions
and Endpoints in the Amazon Web Services
Glossary.

Type: Enum

Valid Values: EU | eu-west-1 | us-west-1 | us-west-2
| ap-southeast-1 | ap-southeast-2 | ap-northeast-1
| sa-east-1 | empty string (for the US Classic Region)

Default: US Standard
Ancestor: CreateBucketConfiguration

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This request creates a bucket named col or pi ct ures.

PUT / HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content-Length: O

Date: Wed, 01 Mar 2006 12:00: 00 GV
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQk 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GV

Location: /col orpictures
Content-Length: O
Connecti on: cl ose
Server: AmazonS3

Sample Request: Setting the region of a bucket

The following request sets the region the bucket to EU.
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PUT / HTTP/ 1.1

Host: bucket Nane. s3. anazonaws. com
Date: Wed, 12 COct 2009 17:50: 00 GJr
Aut hori zation: authorization string
Content - Type: text/plain
Content-Length: 124

<Cr eat eBucket Confi gurati on xm ns="http://s3. anazonaws. coni doc/ 2006-03-01/">
<Locat i onConstrai nt >EU</ Locat i onConstrai nt >
</ Cr eat eBucket Confi guration >

Sample Response

Sample Request: Creating a bucket and configuring access permission
using a canned ACL

This request creates a bucket named "colorpictures" and sets the ACL to pri vat e.

PUT / HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content-Length: 0O

x-aneg-acl: private

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zati on: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Location: /col orpictures
Content-Length: 0O
Connection: cl ose
Server: AmazonS3

Sample Request: Creating a bucket and configuring access permissions
explicitly

This request creates a bucket named col or pi ct ur es and grants WRITE permission to the AWS account
identified by an email address.

PUT HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com

x-ane-date: Sat, 07 Apr 2012 00:54:40 GV

Aut hori zation: authorization string

X-ane-grant-write: enmil Address="xyz@umazon. coni', enmi | Addr ess="abc@nazon. cont'
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Sample Response

HTTP/ 1.1 200 K

Related Resources

¢ PUT Object (p. 250)
¢ DELETE Bucket (p. 69)
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PUT Bucket acl

Description

This implementation of the PUT operation uses the acl subresource to set the permissions on an existing
bucket using access control lists (ACL). For more information, go to Using ACLs. To set the ACL of a
bucket, you must have WRITE_ACP permission.

You can use one of the following two ways to set a bucket's permissions:

¢ Specify the ACL in the request body
« Specify permissions using request headers

Note
You cannot specify access permission using both the body and the request headers.

Depending on your application needs, you may choose to set the ACL on a bucket using either the request
body or the headers. For example, if you have an existing application that updates a bucket ACL using
the request body, then you can continue to use that approach.

Requests

Syntax

The following request shows the syntax for sending the ACL in the request body. If you want to use
headers to specify the permissions for the bucket, you cannot send the ACL in the request body. Instead,
see Request Headers section for a list of headers you can use.

PUT /?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

<AccessControl Pol i cy>
<Owner >
<I D>l D</ | D>
<Di spl ayName>Enuai | Addr ess</ Di spl ayNane>
</ Owner >
<AccessControl Li st >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
Xsi :type="Canoni cal User" >
<I D>l D</ | D>
<Di spl ayName>Enai | Addr ess</ Di spl ayNane>
</ Grant ee>
<Per m ssi on>Per nm ssi on</ Per m ssi on>
</ Grant >

</ AccessControl Li st>
</ AccessControl Policy>

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers
You can use the following request headers in addition to the Common Request Headers (p. 12).
These headers enable you to set access permissions using one of the following methods:

» Specify a canned ACL, or
« Specify the permission for each grantee explicitly

Amazon S3 supports a set of predefined ACLs, known as canned ACLs. Each canned ACL has a pre-
defined set of grantees and permissions. For more information, see Canned ACL. To grant access per-
missions by specifying canned ACLSs, you use the following header and specify the canned ACL name
as its value. If you use this header, you cannot use other access control specific headers in your request.

Name Description Required
x-ane-acl Sets the ACL of the bucket using the specified canned ACL. No
Type: String

Valid Values: private | public-read | public-read-write |
authenticated-read

Default: private

If you need to grant individualized access permissions on a bucket, you can use the following "x-amz-
grant-permission” headers. When using these headers you specify explicit access permissions and
grantees (AWS accounts or a Amazon S3 groups) who will receive the permission. If you use these ACL
specific headers, you cannot use x- anz- acl header to set a canned ACL.

Note
Each of the following request headers maps to specific permissions Amazon S3 supports in an
ACL. For more information go to Access Control List (ACL) Overview.

Name Description Required
x-anz-grant -read | Allows the specified grantee(s) to list the objects in the bucket. No
Type: String

Default: None
Constraints: None

x-anz-grant-wite | Allows the specified grantee(s) to create, overwrite, and delete any | No
object in the bucket.

Type: String
Default: None
Constraints: None

x-au-gat-readtacp | Allows the specified grantee(s) to read the bucket ACL. No
Type: String
Default: None
Constraints: None
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Name Description Required

x-ag-gat-witeap  Allows the specified grantee(s) to write the ACL for the applicable | No
bucket.

Type: String
Default: None
Constraints: None

xawgat-ful-aatrd | Allows the specified grantee(s) the READ, WRITE, READ_ACP, No
and WRITE_ACP permissions on the bucket.

Type: String
Default: None
Constraints: None

For each of these headers, the value is a comma-separated list of one or more grantees. You specify
each grantee as at ype=val ue pair, where the t ype can be one of the following:

* emailAddress — if value specified is the email address of an AWS account
¢ id — if value specified is the canonical User ID of an AWS account
e uri — if granting permission to a predefined Amazon S3 group.

For example, the following x- anz- gr ant - wr i t e header grants create, overwrite, and delete objects
permission to LogDel i ver y group predefined by Amazon S3 and two AWS accounts identified by their
email addresses.

X-anmg-grant-wite: uri="http://acs.amzonaws. com groups/s3/LogDel i very",
emai | Addr ess="xyz@mazon. con', emuil Addr ess="abc@mnazon. cont

For more information, go to Access Control List (ACL) Overview. For more information about bucket
logging, go to Server Access Logging.

Request Elements
If you decide to use the request body to specify an ACL, you must use the following elements.

Note
If you request the request body, you cannot use the request headers to set an ACL.

Name Description Required

AccessControl Li st Container for Grant, Grantee, and Permission No
Type: Container
Ancestors: AccessCont rol Pol i cy

AccessControl Pol i cy | Contains the elements that set the ACL permissions foran | No
object per grantee.

Type: String
Ancestors: None

Di spl ayNane Screen name of the bucket owner. No
Type: String
Ancestors: AccessCont r ol Pol i cy. Owner
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Name Description Required

G ant Container for the grantee and his or her permissions. No
Type: Container
Ancestors: AccessCont r ol Pol i cy. AccessControl Li st

G ant ee The subject whose permissions are being set. For more No
information, see Grantee Values (p. 153).

Type: String
Ancestors:
AccessControl Pol i cy. AccessControl Li st. Grant

1D ID of the bucket owner, or the ID of the grantee. No
Type: String
Ancestors: AccessCont r ol Pol i cy. Owner |
AccessControl Pol i cy. AccessControl Li st. Grant

Onner Container for the bucket owner's display name and ID. No
Type: Container
Ancestors: AccessControl Pol i cy

Per m ssi on Specifies the permission given to the grantee. No
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP |
READ | READ_ACP

Ancestors:
AccessControl Pol i cy. AccessControl Li st. Grant

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

* By the person's ID:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance" xsi:type="Ca
noni cal User " ><| D> D</ | D><Di spl ayNanme>Gr ant eesEnai | </ Di spl ayNanme>
</ Grant ee>

Di spl ayNane is optional and ignored in the request.
« By Email address:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
Xsi : type="AmazonCust oner ByEmai | " ><Enmi | Addr ess>G ant ees@nmi | . conx/ Emai | Ad
dress>|t;/ G antee>

The grantee is resolved to the Canoni cal User and, in a response to a GET Obj ect acl request,
appears as the Canoni cal User .

* By URI:
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<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
Xsi:type="G oup"><URl >http://acs. amazonaws. conl gr oups/ gl obal / Aut henti cat ed
User s</ URl ></ Gr ant ee>

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 14).

Response Elements

This operation does not return response elements.

Special Errors

This operation does not return special errors. For general information about Amazon S3 errors and a list
of error codes, see Error Responses (p. 3).

Examples

Sample Request: Access permissions specified in the body

The following request grants access permission to the existing exanpl ebucket bucket. The request
specifies the ACL in the body. In addition to granting full control to the bucket owner, the XML specifies
the following grants.

e Grant Al | User s group READ permission on the bucket.

e Grantthe LogDel i very group WRITE permission on the bucket.

¢ Grant an AWS account, identified by email address, WRITE_ACP permission.

¢ Grant an AWS account, identified by canonical user ID, READ_ACP permission.

PUT ?acl HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Content - Lengt h: 1660

x-ane-date: Thu, 12 Apr 2012 20:04:21 GVI
Aut hori zation: authorization string

<AccessControl Policy xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/" >
<Omner >
<| D>852h113e7a2f 25102679df 27bb0ael12b3f 85be6Bucket Omner Canoni cal User | D</ | D>

<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
</ Owner >
<AccessControl Li st >
<G ant >
<G antee xn ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
Xsi : type="Canoni cal User" >
<| D>852h113e7a2f 25102679df 27bb0ael12b3f 85be6Bucket Oamner Canoni ¢
al User I D</ | D>
<Di spl ayNane>Oaner Di spl ayNane</ Di spl ayNane>
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</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant>
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi :type="G oup">
<URI xm ns="">http://acs. amazonaws. com groups/ gl obal / Al | User s</ URI >
</ Grant ee>
<Per m ssi on xm ns="">READ</ Per m ssi on>
</ Grant >
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi :type="G oup">
<URI xm ns="">http://acs. amazonaws. conl groups/ s3/ LogDel i very</ URIl >
</ Grant ee>
<Per m ssi on xm ns="">WRl TE</ Per m ssi on>
</ Gant>
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
xsi :type="AmazonCust omer ByEmai | " >
<Emai | Addr ess xm ns="">xyz@mazon. con</ Enai | Addr ess>
</ Grant ee>
<Per m ssi on xm ns="">WRl TE_ACP</ Per ni ssi on>
</ Gant>
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
Xsi :type="Canoni cal User" >
<I D xm ns="">f 30716ab7115dcbh44a5ef 76e9d74b8e20567f 63Test Account Canoni c
al User I D</ | D>
</ Grant ee>
<Per m ssi on xm ns="">READ_ACP</ Per m ssi on>
</ Grant>
</ AccessControl Li st>
</ AccessControl Policy>

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: NxgGBPNi MHXXGnj gv15LLgUoAPVN0xt Zw2sxePXLhpl vecyouXDr ¢ QUaVWAXc OKO
X-anz-request-id: C651BCIB4E1BD401

Date: Thu, 12 Apr 2012 20:04:28 GMVI

Content-Length: O

Server: AmazonS3

Sample Request: Access permissions specified using headers
The following request uses ACL-specific request headers to grant the following permissions:

¢ Write permission to the Amazon S3 LogDel i very group and an AWS account identified by the email
Xyz@amazon.com.

¢ Read permission to the Amazon S3 Al | User s group

PUT ?acl HTTP/1.1
Host: exanpl ebucket. s3. amazonaws. com
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x-ane-date: Sun, 29 Apr 2012 22:00:57 GV

X-anme-grant-wite: uri="http://acs.amzonaws. con groups/s3/LogDel i very",
emai | Addr ess="xyz@nazon. coni

x-anme-grant-read: uri="http://acs.anmazonaws. com groups/ gl obal / Al |l Users"
Accept: */*

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: 0wdi | nmt 23VF9s6Qof OTDzel F7nrryz7d04MV23FQC 40205Zw28Zn+d340/ Ryt 0Q
X-anz-request-id: A6A8FO01A38EC7138

Date: Sun, 29 Apr 2012 22:01:10 GMI

Content-Length: O

Server: AmazonS3

Related Resources

¢ PUT Bucket (p. 144)
e DELETE Bucket (p. 69)
e GET Object ACL (p. 222)
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PUT Bucket cors

Description

Sets the cor s configuration for your bucket. If the configuration exists, Amazon S3 replaces it.

To use this operation, you must be allowed to perform the s3: Put Bucket CORS action. By default, the
bucket owner has this permission and can grant it to others.

You set this configuration on a bucket so that the bucket can service cross-origin requests. For example,
you might want to enable a request whose originis ht t p: / / www. exanpl e. comto access your Amazon
S3 bucket at ny. exanpl e. bucket . comby using the browser's XMLHt t pRequest capability.

To enable cross-origin resource sharing (CORS) on a bucket, you add the cor s subresource to the
bucket. The cor s subresource is an XML document in which you configure rules that identify origins and
the HTTP methods that can be executed on your bucket. The document is limited to 64 KB in size. For
example, the following cors configuration on a bucket has two rules:

¢ The first CORSRul e allows cross-origin PUT, POST and DELETE requests whose origin is ht -
t ps: // www. exanpl e. comorigins. The rule also allows all headers in a pre-flight OPTIONS request
through the Access- Cont r ol - Request - Header s header. Therefore, in response to any pre-flight
OPTIONS request, Amazon S3 will return any requested headers.

¢ The second rule allows cross-origin GET requests from all the origins. The *' wildcard character refers
to all origins.

<CORSConfi gurati on>
<CORSRul e>
<Al |l owedOri gi n>htt p: // ww. exanpl e. conx/ Al | owedOri gi n>

<Al | owedMet hod>PUT</ Al | owedMet hod>
<Al | owedMet hod>PCOST</ Al | owedMet hod>
<Al | owedMet hod>DELETE</ Al | owedMet hod>

<Al | owedHeader >*</ Al | onedHeader >
</ CORSRul e>
<CORSRul e>
<Al |l owedOri gi n>*</ Al | owedOri gi n>
<Al | owedMet hod>GET</ Al | owedMet hod>
</ CORSRul e>
</ CORSConf i gur ati on>

The cor s configuration also allows additional optional configuration parameters as shown in the following
cors configuration on a bucket. For example, this cor s configuration allows cross-origin PUT and POST
requests from htt p: / / www. exanpl e. com

<CORSConf i gur ati on>
<CORSRul e>

<Al | owedOri gi n>ht t p: // www. exanpl e. conx/ Al | owedCOri gi n>
<Al | owedMet hod>PUT</ Al | owedMet hod>
<Al | onedMet hod>PCST</ Al | owedMet hod>
<Al | owedMet hod>DELETE</ Al | owedMet hod>
<Al | owedHeader >*</ Al | owedHeader >
<MaxAgeSeconds>3000</ MaxAgeSeconds>
<ExposeHeader >x- anz- server - si de- encrypti on</ ExposeHeader >

API Version 2006-03-01
157




Amazon Simple Storage Service AP| Reference
PUT Bucket cors

</ CORSRul e>
</ CORSConfi gurati on>

In the preceding configuration, CORSRul e includes the following additional optional parameters:

* MaxAgeSeconds—Specifies the time in seconds that the browser will cache an Amazon S3 response
to a pre-flight OPTIONS request for the specified resource. In this example, this parameter is 3000
seconds. Caching enables the browsers to avoid sending pre-flight OPTIONS request to Amazon S3
for repeated requests.

¢ ExposeHeader —ldentifies the response header (in this case x- ane- ser ver - si de- encrypti on)
that you want customers to be able to access from their applications (for example, from a JavaScript
XMLHt t pRequest object).

When Amazon S3 receives a cross-origin request (or a pre-flight OPTIONS request) against a bucket, it
evaluates the cor s configuration on the bucket and uses the first CORSRul e rule that matches the incoming
browser request to enable a cross-origin request. For a rule to match, the following conditions must be
met:

e The request's Ori gi n header must match Al | owedOri gi n elements.

¢ The request method (for example, GET, PUT, HEAD and so on) or the Access- Cont r ol - Request -
Met hod header in case of a pre-flight OPTI ONS request must be one of the Al | owedMet hod elements.

« Every header specified in the Access- Cont r ol - Request - Header s request header of a pre-flight
request must match an Al | onedHeader element.

For more information about CORS, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

PUT /?cors HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Cont ent - MD5: ND5

<CORSConfi gurati on>
<CORSRul e>
<Al l owedOri gi n>Origin you want to all ow cross-domain requests fronx/ Al owe
dori gi n>
<Al l owedOrigi n>. .. </ Al owedOri gi n>

<Al | onedMet hod>HTTP net hod</ Al | onedMet hod>
<Al | onedMet hod>. . . </ Al | owedMet hod>

<MaxAgeSeconds>Ti me i n seconds your browser to cache the pre-flight OPTI ONS
response for a resource</ MaxAgeSeconds>

<Al | owedHeader >Headers that you want the browser to be allowed to
send</ Al | onedHeader >

<Al | owedHeader >. . . </ Al | onedHeader >
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<ExposeHeader >Headers in the response that you want accessible fromclient
appl i cati on</ ExposeHeader >
<ExposeHeader >. . . </ ExposeHeader >

</ CORSRul e>
<CORSRul e>

</ CORSRul e>

</ CORSConfi gurati on>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the data. This header | Yes
must be used as a message integrity check to verify that the request
body was not corrupted in transit. For more information, go to RFC
1864.

Type: String

Default: None

Request Elements

Name Description Required

QCRSConf i gurati on | Container for up to 100 CORSRul es elements. Yes
Type: Container
Children: CORSRul es
Ancestor: None

CORSRul e A set of origins and methods (cross-origin access that you Yes
want to allow). You can add up to 100 rules to the configuration.

Type: Container

Children: Al | owedOri gi n, Al | onedMet hod,
MaxAgeSeconds, ExposeHeader, | D.

Ancestor: CORSConf i gur ati on

I D A unique identifier for the rule. The ID value can be up to 255 | No
characters long. The IDs help you find a rule in the
configuration.
Type: String
Ancestor: CORSRul e

API Version 2006-03-01
159



http://www.ietf.org/rfc/rfc1864.txt
http://www.ietf.org/rfc/rfc1864.txt

Amazon Simple Storage Service APl Reference
PUT Bucket cors

Name Description Required
Al | onedMet hod An HTTP method that you want to allow the origin to execute. | Yes

Each CORSRul e must identify at least one origin and one

method.

Type: Enum (GET, PUT, HEAD, POST, DELETE)
Ancestor: CORSRul e

Al'l owedOrigin An origin that you want to allow cross-domain requests from. | Yes
This can contain at most one * wild character.

Each CORSRul e must identify at least one origin and one
method.

The origin value can include at most one ™' wild character. For
example, "http://*.example.com"”. You can also specify only *
as the origin value allowing all origins cross-domain access.

Type: String
Ancestor: CORSRul e

Al | onedHeader Specifies which headers are allowed in a pre-flight OPTIONS | No
request viathe Access- Cont r ol - Request - Header s header.
Each header name specified in the
Access- Cont r ol - Request - Header s header must have a
corresponding entry in the rule. Amazon S3 will send only the
allowed headers in a response that were requested.

This can contain at most one * wild character.
Type: String
Ancestor: CORSRul e

MaxAgeSeconds The time in seconds that your browser is to cache the preflight | No
response for the specified resource.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e

ExposeHeader One or more headers in the response that you want customers | No
to be able to access from their applications (for example, from
a JavaScript XMLHt t pRequest object).

You add one ExposeHeader element in the rule for each
header.

Type: String
Ancestor: CORSRul e

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples
The following examples add the cor s subresource to a bucket.
Example : Configure cors

Sample Request

The following PUT request adds the cor s subresource to a bucket (exanpl ebucket ).

PUT /?cors HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Tue, 21 Aug 2012 17:54:50 GVI
Cont ent - MD5: 8dYi LewFWZy GgV2(QBFNI 4\W=

Aut hori zation: authorization string
Content - Lengt h: 216

<CORSConf i gur ati on>
<CORSRul e>
<Al | owedOri gi n>ht t p: // www. exanpl e. conx/ Al | owedCOri gi n>
<Al | owedMet hod>PUT</ Al | owedMet hod>
<Al | onedMet hod>PCST</ Al | owedMet hod>
<Al | owedMet hod>DELETE</ Al | owedMet hod>
<Al | owedHeader >*</ Al | owedHeader >
<MaxAgeSeconds>3000</ MaxAgeSec>
<ExposeHeader >x- anz- server - si de- encrypti on</ ExposeHeader >
</ CORSRul e>
<CORSRul e>
<Al | owedOri gi n>*</ Al | owedOri gi n>
<Al | owedMet hod>GET</ Al | owedMet hod>
<Al | owedHeader >*</ Al | owedHeader >
<MaxAgeSeconds>3000</ MaxAgeSeconds>
</ CORSRul e>
</ CORSConf i gur ati on>

Sample Response

HTTP/ 1.1 200 K

X-ane-id-2: CCshOvbOPf xzhwOADy CAgHj / Ck3F9QOVi XKw3r i vZ+CGcBoZSOCahvEIf Pi sZB7B
X-ane-request-id: BDC4B83DF5096BBE

Date: Tue, 21 Aug 2012 17:54:50 GMI

Server: AmazonS3

Related Resources

¢ GET Bucket cors (p. 92)
e DELETE Bucket cors (p. 71)
¢ OPTIONS object (p. 235)
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PUT Bucket lifecycle

Description

Creates a new lifecycle configuration for the bucket or replaces an existing lifecycle configuration. For
information about lifecycle configuration, go to Object Lifecycle Management in the Amazon Simple
Storage Service Developer Guide.

Permissions

By default, all Amazon S3 resources are private, including buckets, objects, and related subresources
(for example, lifecycle configuration and website configuration). Only the resource owner, an AWS account
that created it, can access the resource. The resource owner can optionally grant access permissions to
others by writing an access policy. For this operation, a user must get the s3: Put Li f ecycl eConf i gur -
at i on permission.

You can also explicitly deny permissions. Explicit deny also supersedes any other permissions. If you
want to block users or accounts from removing or deleting objects from your bucket, you must deny them
permissions for the following actions.

¢ s3: Del et ehj ect
¢ s3: Del et eObj ect Versi on
¢ s3: PutLifecycl eConfiguration

For more information about permissions, go to Managing Access Permissions to Your Amazon S3 Re-
sources section in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

PUT /?lifecycle HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Content-Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Cont ent - MD5: ND5

Li fecycle configuration in the request body

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the Yes
data. This header must be used as a message
integrity check to verify that the request body was
not corrupted in transit. For more information, go
to RFC 1864.

Type: String

Default: None

Request Body

In the request, you specify lifecycle configuration in the request body. The lifecycle configuration is specified
as XML. The following is an introductory example lifecycle configuration skeleton. It specifies one rule.
The Prefix in the rule identifies objects to which the rule applies. The rule also specifies two actions
(Transi ti onand Expi r at i on). Each action specifies a timeline when you want Amazon S3 to perform
the action. The Status indicates whether the rule is enabled or disabled.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>sanpl e-rul e</ | D>
<Prefix>key-prefix</Prefix>
<Status>rul e- status</ St at us>
<Transition>
<Dat e>val ue</ Dat e>
<St or aged ass>G_ACI ER</ St or aged ass>
</ Transition>
<Expi ration>
<Days>val ue</ Days>
</ Expiration>
</ Rul e>
</ Li f ecycl eConfi guration>

If the state of your bucket is versioning-enabled or versioning-suspended, you can have many versions
of the same object, one current version, and zero or more noncurrent versions. The following lifecycle
configuration specifies the actions (Noncur r ent Ver si onTr ansi t i on, Noncur r ent Ver si onExpi r a-
t i on) that are specific to noncurrent object versions.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>sanpl e-rul e</ | D>
<Prefix>key- prefix</Prefix>
<St at us>rul e- st at us</ St at us>
<Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Days>val ue</ Noncur r ent Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</ Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Ver si onExpi r ati on>
<Noncur r ent Days>val ue</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rati on>
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</ Rul e>
</ Li fecycl eConfi guration>

The following table describes the XML elements in the lifecycle configuration:

Name Description Required
Dat e Specifies the date after which you want the Yes, if Days
corresponding action to take effect. When the is absent.

action is in effect, Amazon S3 will perform the
specific action on the applicable objects as they
appear in the bucket (you identify applicable
objects in the lifecycle Rul e in which the action
is defined).

For example, suppose you add a Tr ansi ti on
action to take effect on December 31, 2014.
Suppose this action applies to objects with key
prefix "documents/". When the action takes effect
on this date, Amazon S3 transitions existing
applicable objects to the GLACIER storage class.
As long as the action is in effects, Amazon S3 will
transition any new objects, even after December
31, 2014.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.
Type: String

Ancestor: Expi rati on or Transi ti on

Days Specifies the number of days after object creation | Yes, if Dat e
when the specific rule action takes effect. is absent.
Type: Nonnegative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.
Ancestor: Expi rati on, Transi ti on.
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Name Description Required

Expiration This action specifies a period in an object's lifetime | Yes, if no
when Amazon S3 should take the appropriate other action is
expiration action. The action Amazon S3 takes presentin the
depends on whether the bucket is Rul e.
versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of the
object permanently.

« Otherwise, if your bucket is versioning-enabled
(or versioning is suspended), the action applies
only to the current version of the object. A
versioning-enabled bucket can have many
versions of the same object, one current
version, and zero or more noncurrent versions.

Instead of deleting the current version, Amazon
S3 makes it a noncurrent version by adding a
delete marker as the new current version.

Important

If your bucket state is
versioning-suspended Amazon S3
creates a delete marker with version
ID nul | . If you have a version with
version ID nul | , then Amazon S3
overwrites that version.

Note

To set expiration for noncurrent
objects, you must use the

Noncur r ent Ver si onExpi rati on
action.

Type: Container
Children: Days or Date
Ancestor: Rule

ID Unique identifier for the rule. The value cannot be | No
longer than 255 characters.

Type: String
Ancestor: Rule

Li fecycl eConfiguration Container for lifecycle rules. You can add as many | Yes
as 1000 rules.

Type: Container
Children: Rule
Ancestor: None
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Name

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Noncurrent Ver si onTransi ti on

Prefix

Rul e

Description

Specifies the number of days an object is
noncurrent before Amazon S3 can perform the
associated action. For information about the
noncurrent days calculations, see How Amazon
S3 Calculates When an Object Became
Noncurrent in the Amazon Simple Storage Service
Developer Guide.

Type: Nonnegative Integer when used with
Noncur r ent Ver si onTr ansi ti on, Positive
Integer when used with

Noncur rent Ver si onExpi rati on.

Ancestor: Noncur r ent Ver si onExpi rati on or
Noncur r ent Ver si onTransi tion

Specifies when noncurrent object versions expire.
Upon expiration, Amazon S3 permanently deletes
the noncurrent object versions.

You set this lifecycle configuration action on a
bucket that has versioning enabled (or suspended)
to request that Amazon S3 delete noncurrent
object versions at a specific period in the object's
lifetime.

Type: Container
Children: NoncurrentDays
Ancestor: Rule

Container for the transition rule that describes
when noncurrent objects transition to the
GLACIER storage class.

If your bucket is versioning-enabled (or versioning
is suspended), you can set this action to request
that Amazon S3 transition noncurrent object
versions to the GLACIER storage class at a
specific period in the object's lifetime.

Type: Container
Children: NoncurrentDays and StorageClass
Ancestor: Rule

Object key prefix identifying one or more objects
to which the rule applies.

Type: String
Ancestor: Rule

Container for a lifecycle rule. A lifecycle
configuration can contain as many as 1000 rules.

Type: Container
Ancestor:LifecycleConfiguration

Required
Yes
Yes, if no

other action is
present in the
Rul e.

Yes, if no
other action is
present in the
Rul e.

Yes

Yes
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Name Description Required
St at us If Enabled, Amazon S3 executes the rule as Yes
scheduled. If Disabled, Amazon S3 ignores the
rule.
Type: String

Ancestor: Rule
Valid values: Enabled, Disabled.

St or ageC ass Specifies the Amazon S3 storage class to which | Yes
you want the object to transition.

Type: String
Ancestor: Transition and
NoncurrentVersionTransition

Valid values: GLACIER.

Transition This action specifies a period in the objects' Yes, if no
lifetime when Amazon S3 should transition them | other action is
to the GLACIER storage class. When this action | presentin the
is in effect, what Amazon S3 does depends on Rul e.
whether the bucket is versioning-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy of
the object to the GLACIER storage class.

» Otherwise, when your bucket is
versioning-enabled (or versioning is suspended)
Amazon S3 transitions only the current versions
of objects identified in the rule.

Note

A versioning-enabled bucket can have
many versions of an object. This action
has no impact on the noncurrent object
versions. To transition noncurrent
objects to the GLACIER storage class,
you must use the

Noncurrent Ver si onTransi tion
action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).
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Response Elements
This implementation of the operation does not return response elements.
Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Example 1: Add lifecycle configuration - bucket not versioning-enabled
The following lifecycle configuration specifies two rules, each with one action.

¢ The Transition action requests Amazon S3 to transition objects with the "documents/" prefix to the
GLACIER storage class 30 days after creation.

¢ The Expiration action requests Amazon S3 to delete objects with the "logs/" prefix 365 days after creation.

<Li f ecycl eConfi gurati on>
<Rul e>
<| D>i d1</ | D>
<Prefi x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or ageCl ass>G.ACl ER</ St or ageCl ass>
</ Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi rati on>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi gurati on>

The following is a sample PUT /?1 i f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Wed, 14 May 2014 02:11:21 GVII
Cont ent - MD5: q6yJDl | kcBaGE b3QLY69A==

Aut hori zation: authorization string

Cont ent - Lengt h: 415

<Li f ecycl eConfi gurati on>
<Rul e>
<I D>i d1</ | D>
<Pr ef i x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
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<Transition>
<Days>30</ Days>
<St or aged ass>G_ACI ER</ St or aged ass>
</ Transition>
</ Rul e>
<Rul e>
<| D>i d2</ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Expi ration>
<Days>365</ Days>
</ Expiration>
</ Rul e>
</ Li fecycl eConfi guration>

The following is a sample response.

HTTP/ 1.1 200 K

x-anz-id-2: r+gR7+nhXt JDDI J0JJYcd+1j 5nM r UFi i i Z/ f NoDGOsd3J UES NWWLNHXmv Pf wivbdc
X-ane-request-id: 9E26D08072A8EF9E

Date: Wed, 14 May 2014 02:11:22 GV

Content-Length: O

Server: AmazonS3

Example 2: Add lifecycle configuration - bucket is versioning-enabled

The following lifecycle configuration specifies two rules, each with one action for Amazon S3 to perform.
You specify these actions when your bucket is versioning-enabled or versioning is suspended:

e The Noncurr ent Ver si onExpi r at i on action requests Amazon S3 to expire honcurrent versions of
objects with the "logs/" prefix 100 days after the objects become noncurrent.

¢ The Noncur r ent Ver si onTr ansi ti on action requests Amazon S3 to transition noncurrent versions
of objects with the "documents/" prefix to the GLACIER storage class 30 days after they become non-
current.

<Li f eCycl eConfi guration>
<Rul e>
<| D>Del et eAf t er Becom ngNonCur rent </ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>100</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rati on>
</ Rul e>
<Rul e>
<I D>Transi ti onAfter Becom ngNonCurrent</| D>
<Pr ef i x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Days>30</ Noncur r ent Days>
<St or aged ass>G.ACI ER</ St or aged ass>
</ Noncur r ent Ver si onTr ansi ti on>
</ Rul e>
</ Li f eCycl eConfi gurati on>
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The following is a sample PUT /?1 i f ecycl e request that adds the preceding lifecycle configuration to
the exanpl ebucket bucket.

PUT /?lifecycle HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Wed, 14 May 2014 02:21:48 GVII
Cont ent - MD5: 961 xHInDqVNKkazDddgnw==

Aut hori zation: authorization string

Cont ent - Lengt h: 598

<Li f eCycl eConfi gurati on>
<Rul e>
<| D>Del et eAf t er Becomi ngNonCur rent </ | D>
<Prefi x>l ogs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onExpi rati on>
<Noncur r ent Days>1</ Noncur r ent Days>
</ Noncur r ent Ver si onExpi rat i on>
</ Rul e>
<Rul e>
<I D>Transi ti onl mmedi at el yAft er Becom ngNonCurrent </ | D>
<Prefi x>docunent s/ </ Prefi x>
<St at us>Enabl ed</ St at us>
<Noncur r ent Ver si onTr ansi ti on>
<Noncur r ent Days>0</ Noncur r ent Days>
<St or ageC ass>G.ACI ER</ St or ageCl ass>
</ Noncur r ent Ver si onTr ansi ti on>
</ Rul e>
</ Li f eCycl eConfi gurati on>

The following is a sample response.

HTTP/ 1.1 200 K

x-ane-id-2: aXQ+Kbl r mviroQ' / 3bMIDTW Cnj Ar wj e+J49Hf +j 44yRb/ Vimbl k
gl GBA+PT98Cp/ 6k07hf +LD2myY=

X-ane-request-id: 02D7EC4CL0381EB1

Date: Wed, 14 May 2014 02:21:50 GV

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket lifecycle (p. 95)
¢ POST Object restore (p. 247)

¢ By default, a resource owner, in this case a bucket owner (the AWS account that created the bucket),
can perform any of the operations, and can also grant others permission to perform the operation. For
more information, see the following topics in the Amazon Simple Storage Service Developer Guide.

» Specifying Permissions in a Policy
e Managing Access Permissions to Your Amazon S3 Resources
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PUT Bucket policy

Description

This implementation of the PUT operation uses the pol i cy subresource to add to or replace a policy on
a bucket. If the bucket already has a policy, the one in this request completely replaces it. To perform
this operation, you must be the bucket owner.

If you are not the bucket owner but have Put Bucket Pol i cy permissions on the bucket, Amazon S3
returns a 405 Met hod Not Al | owed. In all other cases for a PUT bucket policy request that is not from
the bucket owner, Amazon S3 returns 403 Access Deni ed.There are restrictions about who can create
bucket policies and which objects in a bucket they can apply to. For more information, go to Using
Bucket Policies.

Requests

Syntax

PUT /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Policy witten in JSON

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

The body is a JSON string containing the policy contents containing the policy statements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements
PUT response elements return whether the operation succeeded or not.
Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Sample Request

The following request shows the PUT individual policy request for the bucket.

PUT /?policy HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Tue, 04 Apr 2010 20: 34:56 GMI
Aut hori zation: authorization string

{
"Version":"2008-10-17",

"1d":"aaaa- bbbb-cccc-dddd",

"Statenent" : [
{
"Effect":"A |l ow',
"Sidvt1t,
"Principal" : {

"AWS":["111122223333", "444455556666" ]
b,
"Action":["s3:*"],
"Resource":"arn:aws: s3::: bucket/*"

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByR50ni nt u9SAMPLEAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732SAMPLE7374
Date: Tue, 04 Apr 2010 20: 34:56 GMI

Connecti on: keep-alive

Server: AmazonS3

Related Resources

e PUT Bucket (p. 144)
¢ DELETE Bucket (p. 69)
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PUT Bucket logging

Description

Note
The logging implementation of PUT Bucket is a beta feature.

This implementation of the PUT operation uses the | oggi ng subresource to set the logging parameters
for a bucket and to specify permissions for who can view and modify the logging parameters. To set the
logging status of a bucket, you must be the bucket owner.

The bucket owner is automatically granted FULL_CONTROL to all logs. You use the Gr ant ee request
element to grant access to other people. The Per mi ssi ons request element specifies the kind of access
the grantee has to the logs.

To enable logging, you use Loggi ngEnabl ed and its children request elements.

To disable logging, you use an empty Bucket Loggi ngSt at us request element:

<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" />

For more information about creating a bucket, see PUT Bucket (p. 144). For more information about returning
the logging status of a bucket, see GET Bucket logging (p. 105).

Requests

Syntax

PUT /?l ogging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request el enents vary dependi ng on what you're setting.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

Name Description Required

Bucket Loggi ngSt at us | Container for logging status information. Yes
Type: Container
Children: LoggingEnabled
Ancestry: None
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Name Description Required

Emai | Addr ess E-mail address of the person being granted logging No
permissions.

Type: String
Children: None

Ancestry:
BucketLoggingStatus.LoggingEnabled. TargetGrants.Grant.Grantee

G ant Container for the grantee and his/her logging permissions. No
Type: Container
Children: Grantee, Permission
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants

G ant ee Container for Emai | Addr ess of the person being granted No
logging permissions. For more information, see Grantee
Values (p. 175).
Type: Container
Children: EmailAddress

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Loggi ngEnabl ed Container for logging information. This element is present when | No
you are enabling logging (and not present when you are
disabling logging).
Type: Container
Children: Grant, TargetBucket, TargetPrefix
Ancestry: BucketLoggingStatus

Per m ssi on Logging permissions given to the G- ant ee for the bucket. The | No
bucket owner is automatically granted FULL_CONTROL to all
logs delivered to the bucket. This optional element enables
you grant access to others.

Type: String
Valid Values: FULL_CONTROL | READ | WRITE
Children: None

Ancestry:
BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Tar get Bucket Specifies the bucket where you want Amazon S3 to store No
server access logs. You can have your logs delivered to any
bucket that you own, including the same bucket that is being
logged. You can also configure multiple buckets to deliver their
logs to the same target bucket. In this case you should choose
a different TargetPrefix for each source bucket so that the
delivered log files can be distinguished by key.

Type: String
Children: None
Ancestry: BucketLoggingStatus.LoggingEnabled
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Name Description Required

Target Grants Container for granting information. No
Type: Container
Children: Grant, Permission
Ancestry: BucketLoggingStatus.LoggingEnabled

Tar get Prefi x This element lets you specify a prefix for the keys that the log | No
files will be stored under.

Type: String
Children: None
Ancestry: BucketLoggingStatus.LoggingEnabled

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

¢ By the person's ID:

<Grantee xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schenma-i nst ance" xsi:type="Ca
noni cal User " ><| D>| D</ | D><Di spl ayNane>G ant eesEmai | </ Di spl ayNanme>
</ Grant ee>

Di spl ayNane is optional and ignored in the request.
¢ By Email address:

<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena- i nst ance"
xsi : type="AmazonCust ormer ByEmai | " ><Emmai | Addr ess>G ant ees@nmai | . conx/ Emai | Ad
dress>lt;/ G ant ee>

The grantee is resolved to the Canoni cal User and, in a response to a GET Cbj ect acl request,
appears as the Canoni cal User.

* By URL:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-i nst ance"
Xsi:type="G oup"><URl >http://acs. amazonaws. conl gr oups/ gl obal / Aut henti cat ed
User s</ URl ></ Gr ant ee>

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This request enables logging and gives the grantee of the bucket READ access to the logs.

PUT ?l oggi ng HTTP/ 1.1

Host: quotes. s3. amazonaws. com
Content - Length: 214

Date: Wed, 25 Nov 2009 12:00: 00 GMr
Aut hori zation: authorization string

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >mybucket | ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og-/ </ Tar get Prefi x>
<Tar get Grant s>
<G ant >
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
xsi :type="AmazonCust omer ByEmai | " >
<Enmai | Addr ess>user @onpany. conx/ Ermai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per nmi ssi on>
</ Grant >
</ Tar get Grant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enmzU4dzsD4r c KCHQUAd kT 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Sample Request Disabling Logging

This request disables logging on the bucket, quot es.

PUT ?l ogging HTTP/ 1.1

Host: quotes. s3. amazonaws. com

Cont ent - Lengt h: 214

Date: Wed, 25 Nov 2009 12:00: 00 GMr
Aut hori zation: authorization string

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" />
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQk 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GVI

Related Resources

e PUT Object (p. 250)

¢ DELETE Bucket (p. 69)

e PUT Bucket (p. 144)

¢ GET Bucket logging (p. 105)
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PUT Bucket notification

Description

This implementation of the PUT operation uses the noti fi cat i on subresource to enable notifications
of specified events for a bucket. Currently, the s3: ReducedRedundancyLost Obj ect event is the only
event supported for notifications. The s3: ReducedRedundancyLost Qbj ect event is triggered when
Amazon S3 detects that it has lost all replicas of an object and can no longer service requests for that
object.

If the bucket owner and Amazon SNS topic owner are the same, the bucket owner has permission to
publish notifications to the topic by default. Otherwise, the owner of the topic must create a policy to enable
the bucket owner to publish to the topic. For more information about creating this policy, go to Example
Cases for Amazon SNS Access Control.

By default, only the bucket owner can configure notifications on a bucket. However, bucket owners can
use a bucket policy to grant permission to other users to set this configuration with s3: Put Bucket Not i -
ficati on permission.

After you call the PUT operation to configure notifications on a bucket, Amazon S3 publishes a test noti-
fication to ensure that the topic exists and that the bucket owner has permission to publish to the specified
topic. If the notification is successfully published to the SNS topic, the PUT operation updates the bucket
configuration and returns the 200 OK response with a x- anz- sns- t est - nessage- i d header containing
the message ID of the test notification sent to topic.

To turn off notifications on a bucket, you specify an empty Noti fi cati onConfi gurati on elementin
your request: <Not i fi cati onConfi guration />

For more information about setting and reading the notification configuration on a bucket, see Setting Up
Notification of Bucket Events. For more information about bucket policies, see Using Bucket Policies.

Requests

Syntax

PUT /?notification HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com
Date: date
Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))
<Noti fi cati onConfi gurati on>
<Topi cConfi gurati on>
<Topi c>Topi cARN</ Topi c>
<Event >Event </ Event >
</ Topi cConfi gurati on>
</ Noti fi cationConfigurati on>

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).
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Request Elements

Name Description Required

Noti fi cati onConfi guration Container for specifying the naotification Yes
configuration of the bucket. If this element is
empty, notifications are turned off on the
bucket.

Type: Container
Children: Topi cConfi gurati on
Ancestry: None

Topi cConfi guration Container for specifying the topic configuration | No
for the notification. Currently, only one topic
can be configured for notifications.

Type: Container
Children: Topi ¢, Event
Ancestry: Not i fi cati onConfi guration

Topi c Amazon SNS topic to which Amazon S3 will | No
publish a message to report the specified
events for the bucket.

Type: String
Ancestry: Topi cConfi guration

Event Bucket event for which to send notifications. No
Currently,
s3: ReducedRedundancylLost Obj ect isthe
only event supported for notifications.

Type: String
Valid Values:
s3: ReducedRedundancylLost Qbj ect

Ancestry: Topi cConfi guration

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

Amazon S3 checks the validity of the proposed Not i fi cati onConfi gur ati on element and verifies

whether the proposed configuration is valid when you call the PUT operation. The following table lists the
errors and possible causes.
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HTTP Error Code Cause
HTTP 400 Bad InvalidArgument The following conditions can cause this error:
Request

« The specified event is not supported for notifications.

¢ The specified topic ARN does not exist or is not
well-formed. Verify the topic ARN.

» The specified topic is in a different region than the bucket.
You must use a topic that resides in the same Region as
the bucket.

e The bucket owner does not have Publ i sh permission
on the specified topic.

HTTP 403 AccessDenied You are not the owner of the specified bucket or you do not
For bi dden have the s3: Put Bucket Not i fi cat i on bucket permission
to set the notification configuration on the bucket.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Requests

This request enables notification on bucket quot es. s3. amazonaws. comfor the event s3: ReducedRe-
dundancylLost Obj ect with notifications published to the topic arn:aws:sns:us-east-
1:123456789012:myTopic.

PUT ?notification HTTP/ 1.1
Host: quot es. s3. amazonaws. com
Date: Wed, 02 June 2010 12:00: 00 GMI
Aut hori zation: authorization string
<Noti fi cati onConfi guration>
<Topi cConfi guration>
<Topi c>arn: aws: sns: us- east - 1: 123456789012: nyTopi c</ Topi c>
<Event >s3: ReducedRedundancyLost Obj ect </ Event >
</ Topi cConfi gurati on>
</ Noti fi cati onConfi guration>

This request turns off notification on the quot es. s3. amazonaws. combucket.

PUT ?notification HTTP/ 1.1

Host: quotes. s3. amazonaws. com

Dat e: Wed, 02 June 2010 12:01:00 GVI
Aut hori zation: authorization string
<Noti fi cati onConfiguration />

Sample Responses

In this response, you are notified that the notification configuration was successful. It also returns the ID
of the test message Amazon S3 sent to the topic.
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HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A01

X-ane-sns-test-nessage-id: feebldff-cc96-449d-964c-f8al890f d007
Date: Wed, 02 June 2010 12: 00: 00 GMVI

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

This response returns that the notification was turned off successfully. Note that Amazon S3 doesn't send
a test notification when notifications are turned off.

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A890524860101

Date: Wed, 02 June 2010 12:01:00 GVI

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Related Resources

¢ GET Bucket notification (p. 108)
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PUT Bucket tagging

Description

This implementation of the PUT operation uses the t aggi ng subresource to add a set of tags to an existing
bucket.

Use tags to organize your AWS bill to reflect your own cost structure. To do this, sign up to get your AWS
account bill with tag key values included. Then, to see the cost of combined resources, organize your
billing information according to resources with the same tag key values. For example, you can tag several
resources with a specific application name, and then organize your billing information to see the total cost
of that application across several services. For more information, see Cost Allocation and Tagging in
About AWS Billing and Cost Management.

To use this operation, you must have permission to perform the s3: Put Bucket Taggi ng action. By default,
the bucket owner has this permission and can grant this permission to others.

Requests

Syntax

The following request shows the syntax for sending tagging information in the request body.

PUT /?tagging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

<Taggi ng>
<TagSet >
<Tag>
<Key>Tag Nane</ Key>
<Val ue>Tag Val ue</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Request Parameters

This implementation of the operation does not use request parameters.
Request Headers

Content-MD5 will be a required header for this operation.

Request Elements

Name Description Required
Taggi ng Container for the TagSet and Tag elements. Yes
Type: String

Ancestors: None
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Name Description Required

TagSet Container for a set of tags Yes
Type: Container
Ancestors: Taggi ng

Tag Container for tag information. Yes
Type: Container
Ancestors: TagSet

Key Name of the tag. Yes
Type: String
Ancestors: Tag

Val ue Value of the tag. Yes
Type: String

Ancestors: Tag

Responses

Response Headers

The operation returns response header that are common to most responses. For more information, see
Common Response Headers (p. 14).

Response Elements
This operation does not return response elements.

Special Errors

« InvalidTagError - The tag provided was not a valid tag. This error can occur if the tag did not pass input
validation. See the CostAllocation docs for a description of valid tags.

¢ MalformedXMLError - The XML provided does not match the schema.
» OperationAbortedError - A conflicting conditional operation is currently in progress against this resource.

Please try again.
« InternalError - The service was unable to apply the provided tag to the bucket.

Examples

Sample Request: Add tag set to a bucket

The following request adds a tag set to the existing exanpl ebucket bucket.

PUT ?tagging HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Content -Length: 1660

x-ane-date: Thu, 12 Apr 2012 20:04:21 GV
Aut hori zation: authorization string

<Taggi ng>
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<TagSet >
<Tag>
<Key>Pr oj ect </ Key>
<Val ue>Pr oj ect One</ Val ue>
</ Tag>
<Tag>
<Key>User </ Key>
<Val ue>j sm t h</ Val ue>
</ Tag>
</ TagSet >
</ Taggi ng>

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Oct 2012 12:00: 00 GMVI

Related Resources

¢ GET Bucket tagging (p. 111)
 DELETE Bucket tagging (p. 77)
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PUT Bucket requestPayment

Description
This implementation of the PUT operation uses the r equest Paynent subresource to set the request
payment configuration of a bucket. By default, the bucket owner pays for downloads from the bucket.

This configuration parameter enables the bucket owner (only) to specify that the person requesting the
download will be charged for the download. For more information, see Requester Pays Buckets.

Requests

Syntax

PUT ?request Paynent HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Content-Length: |ength

Date: date

Aut hori zati on: si gnat ur eVal ue

<Request Paynent Confi gurati on xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/" >
<Payer >payer </ Payer >
</ Request Paynent Conf i gur ati on>

Request Parameters
This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

Name Description
Payer Specifies who pays for the download and request fees.
Type: Enum

Valid Values: Requester | BucketOwner
Ancestor: RequestPaymentConfiguration

Request Paynment Confi gurati on | Container for Payer .
Type: Container

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).
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Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This request creates a Requester Pays bucket named "colorpictures."”

PUT ?request Payment HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Content -Lengt h: 173

Date: Wed, 01 Mar 2006 12:00: 00 GVI
Aut hori zation: authorization string

<Request Payment Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >Request er </ Payer >
</ Request Payment Confi gur ati on>

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12: 00: 00 GMI

Location: /col orpictures

Content-Length: O

Connection: close

Server: AmazonS3

Related Resources

e PUT Bucket (p. 144)
¢ GET Bucket requestPayment (p. 126)
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PUT Bucket versioning

Description

This implementation of the PUT operation uses the ver si oni ng subresource to set the versioning state
of an existing bucket. To set the versioning state, you must be the bucket owner.

You can set the versioning state with one of the following values:

« Enabled—Enables versioning for the objects in the bucket
All objects added to the bucket receive a unique version ID.

¢ Suspended—Disables versioning for the objects in the bucket
All objects added to the bucket receive the version ID nul | .

If the versioning state has never been set on a bucket, it has no versioning state; a GET ver si oni ng
request does not return a versioning state value.

If the bucket owner enables MFA Delete in the bucket versioning configuration, the bucket owner must
include the x- ane- nf a request header and the St at us and the M aDel et e request elements in a request
to set the versioning state of the bucket.

For more information about creating a bucket, see PUT Bucket (p. 144). For more information about returning
the versioning state of a bucket, see GET Bucket Versioning Status (p. 128).

Requests

Syntax

PUT /?versioning HTTP/ 1.1

Host: Bucket Nane. s3. amazonaws. com

Content-Length: length

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

x-ane-nfa: [Serial Nunber] [ TokenCode]

<Ver si oni ngConfi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Ver si oni ngSt at e</ St at us>
<M aDel et e>M aDel et eSt at e</ M aDel et e>

</ Ver si oni ngConfi gurati on>

Note the space between [ Seri al Nunber] and [ TokenCode] .

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

Name Description Required
x-ane-nfa The value is the concatenation of the authentication device's serial | Conditional
number, a space, and the value displayed on your authentication
device.
Type: String

Default: None

Condition: Required to configure the versioning state if versioning is
configured with MFA Delete enabled.

Request Elements

Name Description Required
St at us Sets the versioning state of the bucket. No
Type: Enum

Valid Values: Suspended | Enabled
Ancestor: VersioningConfiguration

M aDel et e Specifies whether MFA Delete is enabled in the No
bucket versioning configuration. When enabled, the
bucket owner must include the x- anez- nf a request
header in requests to change the versioning state of
a bucket and to permanently delete a versioned
object.

Type: Enum

Valid Values: Disabled | Enabled

Ancestor: VersioningConfiguration

Constraint: Can only be used when you use St at us.

Ver si oni ngConfi gurati on | Container for setting the versioning state. Yes
Type: Container
Children: Status
Ancestor: None

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request enables versioning for the specified bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 01 Mar 2006 12: 00: 00 GMI
Aut hori zation: authorization string
Content - Type: text/plain
Content - Length: 124

<Ver si oni ngConfi guration xm ns="http://s3.amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enmzU4dzsD4r c KCHQUAd QKT 3ShI TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Sample Request

The following request suspends versioning for the specified bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain
Content-Length: 124

<Ver si oni ngConfi gurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/ " >
<St at us>Suspended</ St at us>
</ Ver si oni ngConfi gurati on>

Sample Response

HTTP/ 1.1 200 K

x-anez-id-2: Ygl PlIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI
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Sample Request

The following request enables versioning and MFA Delete on a bucket.

PUT /?versioning HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 12 Cct 2009 17:50: 00 GMr
x-anz-nfa:[Serial Nunber] [ TokenCode]
Aut hori zation: authorization string
Content - Type: text/plain

Content - Length: 124

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
<M aDel et e>Enabl ed</ M aDel et e>

</ Ver si oni ngConfi gurati on>

Note the space between [Ser i al Nunber ] and [TokenCode] and that you must include St at us
whenever you use M aDel et e.

Sample Response

HTTPS/ 1.1 200 OK

x-ane-id-2: Ygl PIfBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Location: /col orpictures
Content-Length: 0O
Connection: cl ose
Server: AmazonS3

Related Resources

¢ DELETE Bucket (p. 69)
e PUT Bucket (p. 144)
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PUT Bucket website

Description

Sets the configuration of the website that is specified in the websi t e subresource. To configure a bucket
as a website, you can add this subresource on the bucket with website configuration information such as
the file name of the index document and any redirect rules. For more information, go to Hosting Websites
on Amazon S3 in the Amazon Simple Storage Service Developer Guide.

This PUT operation requires the S3: Put Bucket Wbsi t e permission. By default, only the bucket owner
can configure the websi t e attached to a bucket; however, bucket owners can allow other users to set
the websi t e configuration by writing a bucket policy that grants them the S3: Put Bucket Websi t e per-
mission.

Requests

Syntax

PUT /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Content -Length: ContentLength

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

<Websi t eConfiguration xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<!-- website configuration information. -->
</ Websi t eConfi gurati on>

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

You can use a website configuration to redirect all requests to the website endpoint of a bucket, or you
can add routing rules that redirect only specific requests.

¢ To redirect all website requests sent to the bucket's website endpoint, you add a website configuration
with the following elements. Because all requests are send to another website, you don't need to provide
index document name for the bucket.

Name Description Required

V¢bsi t eConfi gurati on | The root element for the website configuration Yes
Type: Container
Ancestors: None
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Name Description Required

Redi rect Al | Request sTo | Describes the redirect behavior for every request to this | Yes
bucket's website endpoint. If this element is present, no
other siblings are allowed.

Type: Container
Ancestors: WebsiteConfiguration

Host Nane Name of the host where requests will be redirected. Yes
Type: String
Ancestors: RedirectAllRequestsTo

Pr ot ocol Protocol to use (http, https) when redirecting requests. | No
The default is the protocol that is used in the original
request.

Type: String
Ancestors: RedirectAllRequestsTo

« If you want granular control over redirects, you can use the following elements to add routing rules that
describe conditions for redirecting requests and information about the redirect destination. In this case,
the website configuration must provide an index document for the bucket, because some requests
might not be redirected.

Name Description Required

Wbsi t eConfi gurati on | Container for the request Yes
Type: Container
Ancestors: None

I ndexDocunent Container for the Suf f i x element. Yes
Type: Container
Ancestors: WebsiteConfiguration

Suf fix A suffix that is appended to a request that is for a Yes
directory on the website endpoint (e.g., if the suffix is
index.html and you make a request to
sanpl ebucket /i mages/ , the data that is returned will
be for the object with the key name images/index.html)

The suffix must not be empty and must not include a
slash character.

Type: String
Ancestors: WebsiteConfiguration.IndexDocument

Er r or Docunent Container for the Key element No
Type: Container
Ancestors: WebsiteConfiguration
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Name Description Required

Key The object key name to use when a 4XX class error Conditional
occurs. This key identifies the page that is returned when
such an error occurs.

Type: String
Ancestors: WebsiteConfiguration.ErrorDocument
Condition: Required when Er r or Docunent is specified.

Rout i ngRul es Container for a collection of RoutingRule elements. No
Type: Container
Ancestors: WebsiteConfiguration

Rout i ngRul e Container for one routing rule that identifies a condition | Yes
and a redirect that applies when the condition is met.
Type: String
Ancestors: WebsiteConfiguration.RoutingRules

Condition: In a Rout i ngRul es container, there must be
at least one of Rout i ngRul e element.

Condi tion A container for describing a condition that must be met | No
for the specified redirect to apply. For example:

* If request is for pages in the / docs folder, redirect to
the / docunent s folder.

* If request results in HTTP error 4xx, redirect request
to another host where you might process the error.

Type: Container

Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule

KeyPr ef i xEqual s The object key name prefix when the redirect is applied. | Conditional
For example, to redirect requests for
Exanpl ePage. ht m , the key prefix will be
Exanpl ePage. ht nl . To redirect request for all pages
with the prefix docs/ , the key prefix will be / docs, which
identifies all objects in the docs/ folder.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Condition

Condition: Required when the parent element Condi t i on
is specified and sibling

Ht t pEr r or CodeRet ur nedEqual s is not specified. If
both conditions are specified, both must be true for the
redirect to be applied.
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Name Description Required

HtpEro Q@deRet urnediud s | The HTTP error code when the redirect is applied. In the | Conditional
event of an error, if the error code equals this value, then
the specified redirect is applied.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Condition

Condition: Required when parent element Condi ti on
is specified and sibling KeyPr ef i xEqual s is not
specified. If both are specified, then both must be true
for the redirect to be applied.

Redi r ect Container for redirect information. You can redirect Yes
requests to another host, to another page, or with another
protocol. In the event of an error, you can specify a
different error code to return.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule

Pr ot ocol The protocol to use in the redirect request. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect
Valid Values: http, https
Condition: Not required if one of the siblings is present

Host Nane The host name to use in the redirect request. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect
Condition: Not required if one of the siblings is present

Repl aceKeyPref i xX\Wt h | The object key prefix to use in the redirect request. For | No
example, to redirect requests for all pages with prefix
docs/ (objectsinthe docs/ folder)to docunent s/, you
can setacondi ti on block with KeyPr ef i xEqual s set
to docs/ and in the Redi r ect set
Repl aceKeyPrefi xWth to/ docunents.

Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect

Condition: Not required if one of the siblings is present.
Can be present only if Repl aceKeyW t h is not provided.
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Name Description Required
Repl aceKeyW t h The specific object key to use in the redirect request. For | No
example, redirect requesttoerror. htm .
Type: String
Ancestors:

WebsiteConfiguration.RoutingRules.RoutingRule.Redirect

Condition: Not required if one of the sibling is present.
Can be present only if Repl aceKeyPr ef i xW t h is not
provided.

Ht t pRedi r ect Code The HTTP redirect code to use on the response. No
Type: String
Ancestors:
WebsiteConfiguration.RoutingRules.RoutingRule.Redirect

Condition: Not required if one of the siblings is present.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This implementation of the operation does not return response elements.
Examples

Example 1: Configure bucket as a website (add website configuration)

The following request configures a bucket exanpl e. comas a website. The configuration in the request
specifies index.html as the index document. It also specifies the optional error document, SorreEr r or -
Docunent . ht m .

PUT ?website HTTP/ 1.1

Host: exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: 256

Date: Thu, 27 Jan 2011 12: 00: 00 GVIT
Aut hori zation: signatureVal ue

<Websi t eConfigurati on xm ns='http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocument >
<Suf fi x>i ndex. ht ml </ Suf fi x>
</ I ndexDocunent >
<Err or Docunent >
<Key>SoneEr r or Docunent . ht nl </ Key>
</ Err or Docunent >
</ Websi t eConfi gurati on>

Amazon S3 returns the following sample response.
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HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 80CD4368BD211111

Date: Thu, 27 Jan 2011 00: 00: 00 GMr

Content-Length: O

Server: AmazonS3

Example 2: Configure bucket as a website but redirect all requests

The following request configures a bucket wwv. exanpl e. comas a website; however, the configuration
specifies that all GET requests for the www. exanpl e. combucket's website endpoint will be redirected
to host exanpl e. com

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: | engt h-val ue

Date: Thu, 27 Jan 2011 12:00: 00 GMr
Aut hori zation: signatureVal ue

<Websi teConfigurati on xm ns='"http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<Redi rect Al | Request sTo>
<Host Name>exanpl e. conx/ Host Nanme>
</ Redi rect Al | Request sTo>
</ Websi t eConfi gurati on>

This redirect can be useful when you want to serve requests for both ht t p: / / www. exanpl e. comand
htt p: // exanpl e. com but you want to maintain the website content in only one bucket, in this case
exanpl e. com For more information, go to Hosting Websites on Amazon S3 in the Amazon Simple
Storage Service Developer Guide.

Example 3: Configure bucket as a website and also specify optional redir-
ection rules

Example 1 is the simplest website configuration. It configures a bucket as a website by providing only an
index document and an error document. You can further customize the website configuration by adding
routing rules that redirect requests for one or more objects. For example, suppose your bucket contained
the following objects:

index.html
docs/articlel.html
docs/article2.html

If you decided to rename the folder from docs/ to docunent s/, you would need to redirect requests for
prefix / docs to docunent s/ . For example, arequest fordocs/ arti cl el. ht M will need to be redirected
to docunments/articlel. htn.

In this case, you update the website configuration and add a routing rule as shown in the following request:

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: | engt h-val ue

Date: Thu, 27 Jan 2011 12: 00: 00 GMI
Aut hori zation: signatureVal ue
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<Websi teConfiguration xm ns='http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<|l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>Error. ht ml </ Key>
</ Er r or Docunent >

<Rout i ngRul es>
<Rout i ngRul e>
<Condi ti on>
<KeyPr ef i xEqual s>docs/ </ KeyPr ef i xEqual s>
</ Condi ti on>
<Redi rect >
<Repl aceKeyPr ef i xXW t h>docunent s/ </ Repl aceKeyPr ef i xXWt h>
</ Redi rect >
</ Rout i ngRul e>
</ Rout i ngRul es>
</ Websi t eConfi gurati on>

Example 4: Configure bucket as a website and redirect errors

You can use a routing rule to specify a condition that checks for a specific HTTP error code. When a page
request results in this error, you can optionally reroute requests. For example, you might route requests
to another host and optionally process the error. The routing rule in the following requests redirects requests
to an EC2 instance in the event of an HTTP error 404. For illustration, the redirect also inserts a object
key prefix r epor t - 404/ in the redirect. For example, if you request a page Exanpl ePage. ht Ml and it
results in a HTTP 404 error, the request is routed to a page report - 404/t est Page. ht Ml on the
specified EC2 instance. If there is no routing rule and the HTTP error 404 occurred, then Err or . ht m
would be returned.

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: 580

Date: Thu, 27 Jan 2011 12: 00: 00 GMI
Aut hori zation: signatureVal ue

<Websi teConfigurati on xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>Error. ht nl </ Key>
</ Er r or Docunent >

<Rout i ngRul es>

<Rout i ngRul e>

<Condi ti on>
<Ht t pEr r or CodeRet ur nedEqual s>404</ Ht t pEr r or CodeRet ur nedEqual s >

</ Condi ti on>

<Redi rect >
<Host Name>ec2- 11- 22- 333- 44. conput e- 1. anazonaws. conx/ Host Nanme>
<Repl aceKeyPr ef i xXW t h>r eport - 404/ </ Repl aceKeyPr ef i XW t h>

</ Redi rect >

</ Rout i ngRul e>
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</ Rout i ngRul es>
</ Websi t eConfi gurati on>

Example 5: Configure a bucket as a website and redirect folder requests
to a page

Suppose you have the following pages in your bucket:
images/photol.jpg
images/photo2.jpg
images/photo3.jpg

Now you want to route requests for all pages with the i nages/ prefix to go to a single page, er -
ror page. ht nl . You can add a website configuration to your bucket with the routing rule shown in the
following request:

PUT ?website HTTP/ 1.1

Host: www. exanpl e. com s3. amazonaws. com
Cont ent - Lengt h: 481

Date: Thu, 27 Jan 2011 12: 00: 00 GMI
Aut hori zation: signatureVal ue

<Websi teConfigurati on xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/"' >
<l ndexDocunent >
<Suf fi x>i ndex. ht m </ Suf fi x>
</ | ndexDocunent >
<Err or Docunent >
<Key>Error. ht nl </ Key>
</ Er r or Docunent >

<Rout i ngRul es>
<Rout i ngRul e>
<Condi ti on>
<KeyPr ef i xEqual s>i mages/ </ KeyPr ef i xEqual s>
</ Condi ti on>
<Redi rect >
<Repl aceKeyW t h>err or page. ht M </ Repl aceKeyWt h>
</ Redirect >
</ Rout i ngRul e>
</ Rout i ngRul es>
</ Websi t eConfi gurati on>

Operations on Objects

Topics
« DELETE Object (p. 200)
¢ Delete Multiple Objects (p. 203)
e GET Object (p. 212)
¢ GET Object ACL (p. 222)
¢ GET Obiject torrent (p. 226)
¢ HEAD Object (p. 228)
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¢ OPTIONS object (p. 235)

* POST Object (p. 238)

¢ POST Object restore (p. 247)

e PUT Object (p. 250)

¢ PUT Object acl (p. 262)

¢ PUT Object - Copy (p. 269)

« Initiate Multipart Upload (p. 282)
¢ Upload Part (p. 290)

¢ Upload Part - Copy (p. 295)

e Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)
e List Parts (p. 310)

This section describes operations you can perform on Amazon S3 objects.
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DELETE Object

Description

The DELETE operation removes the null version (if there is one) of an object and inserts a delete marker,
which becomes the current version of the object. If there isn't a null version, Amazon S3 does not remove
any objects.

Versioning

To remove a specific version, you must be the bucket owner and you must use the ver si onl d subre-
source. Using this subresource permanently deletes the version. If the object deleted is a delete marker,
Amazon S3 sets the response header, x-amz-delete-marker, to t r ue.

If the object you want to delete is in a bucket where the bucket versioning configuration is MFA Delete
enabled, you must include the x- anez- nf a request header in the DELETE ver si onl d request. Requests
that include x- anez- nf a must use HTTPS.

For more information about MFA Delete, go to Using MFA Delete. To see sample requests that use ver-
sioning, see Sample Request (p. 202).

You can delete objects by explicitly calling the DELETE Object API or configure its lifecycle (see PUT
Bucket lifecycle (p. 162)) to enable Amazon S3 to remove them for you. If you want to block users or ac-
counts from removing or deleting objects from your bucket you must deny them s3: Del et eObj ect,
s3: Del et ehj ect Ver si on and s3: Put Li f eCycl eConfi gur ati on actions.

Requests

Syntax

DELETE / Obj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Content -Length: |ength

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Name Description Required
x-ane-nf a The value is the concatenation of the authentication device's serial | Conditional
number, a space, and the value displayed on your authentication
device.
Type: String

Default: None

Condition: Required to permanently delete a versioned object if
versioning is configured with MFA Delete enabled.
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Request Elements

This implementation of the operation does not use request elements.

Responses
Response Headers

Header Description

x-anz-del et e-narker | Specifies whether the versioned object that was permanently deleted was (t r ue)
or was not (f al se) a delete marker. In a simple DELETE, this header indicates
whether (t r ue) or not (f al se) a delete marker was created.
Type: Boolean

Valid Values:true | fal se
Default: f al se

X-ane-ver si on-i d | Returns the version ID of the delete marker created as a result of the DELETE
operation. If you delete a specific object version, the value returned by this header
is the version ID of the object version deleted.

Type: String

Default: None

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request deletes the object, ny- second- i mage. j pg.

DELETE / my-second-i mage.jpg HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

HTTP/ 1.1 204 NoCont ent

x-ane-id-2: LriYPLAnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: 0A49CE4060975EAC

Date: Wed, 12 Oct 2009 17:50:00 GMI

Content-Length: 0O
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Connection: close
Server: AmazonS3

Sample Request Deleting a Specified Version of an Object

The following request deletes the specified version of the object, my-t hi r d- i nage. j pg.

DELETE / ny-t hi rd-i nage. j pg?ver si onl d=Ul ORUnf ndf i uf di soj hr 398493j f dkj FJj kndnqUi f
hnw89493j JFJ HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 12 Cct 2009 17:50: 00 GMr

Aut hori zati on: authorization string

Content - Type: text/plain

Content -Length: O

Sample Response

HTTP/ 1.1 204 NoCont ent

x-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

x-ane-version-id: U ORUnf ndfi uf di soj hr 398493 f dkj FJj kndnqUi f hnw89493j JFJ
Date: Wed, 12 Cct 2009 17:50: 00 GMr

Content-Length: O

Connection: close

Server: AmazonS3

Sample Response if the Object Deleted is a Delete Marker

HTTP/ 1.1 204 NoCont ent

x-ane-id-2: LriYPLdnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

X-ane-version-id: 3/L4kqt JI cpXr oDTDMJ+r mSpXd3dl br HY+MIRCxf 3vj VBHAONr 8 X8gdRQBpUM
LUo

x-ane-del et e-marker: true

Date: Wed, 12 COct 2009 17:50: 00 GMJr

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request Deleting a Specified Version of an Object in an MFA-En-
abled Bucket

The following request deletes the specified version of the object, ny-t hi rd- i mage. j pg, which is stored
in an MFA-enabled bucket.

DELETE / my-t hi rd-i mage. j pg?ver si onl d=Ul ORUnf ndf i uf HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 12 COct 2009 17:50:00 GV

x-ane-nfa:[Serial Nunber] [AuthenticationCode]

Aut hori zation: authorization string

Cont ent - Type: text/plain

Content-Length: O
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Sample Response

HTTPS/ 1.1 204 NoCont ent

Xx-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWR4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-ane-request-id: 0A49CE4060975EAC

x-anme-version-id: U ORUnf ndfi uf

Date: Wed, 12 Cct 2009 17:50:00 GV

Content-Length: O

Connection: close

Server: AmazonS3

Related Resources

e PUT Object (p. 250)
« DELETE Object (p. 200)

Delete Multiple Objects

Description

The Multi-Object Delete operation enables you to delete multiple objects from a bucket using a single
HTTP request. If you know the object keys that you want to delete, then this operation provides a suitable
alternative to sending individual delete requests (see DELETE Object (p. 200)), reducing per-request
overhead.

The Multi-Object Delete request contains a list of up to 1000 keys that you want to delete. In the XML,
you provide the object key names, and optionally, version IDs if you want to delete a specific version of
the object from a versioning-enabled bucket. For each key, Amazon S3 performs a delete operation and
returns the result of that delete, success, or failure, in the response. Note that, if the object specified in
the request is not found, Amazon S3 returns the result as deleted.

The Multi-Object Delete operation supports two modes for the response; verbose and quiet. By default,
the operation uses verbose mode in which the response includes the result of deletion of each key in
your request. In quiet mode the response includes only keys where the delete operation encountered an
error. For a successful deletion, the operation does not return any information about the delete in the re-
sponse body.

When performing a Multi-Object Delete operation on an MFA Delete enabled bucket, that attempts to
delete any versioned objects, you must include an MFA token. If you do not provide one, the entire request
will fail, even if there are non versioned objects you are attempting to delete. If you provide an invalid
token, whether there are versioned keys in the request or not, the entire Multi-Object Delete request will
fail. For information about MFA Delete, see MFA Delete.

Finally, the Content-MD5 header is required for all Multi-Object Delete requests. Amazon S3 uses the
header value to ensure that your request body has not be altered in transit.

Requests

Syntax

POST / ?del ete HTTP/ 1.1
Host: bucket nane. s3. anazonaws. com
Aut hori zation: authorization string
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Content-Length: Size
Cont ent - MD5: ND5

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Del et e>
<Qui et >t rue</ Qui et >
<(bj ect >
<Key>Key</ Key>
<Ver si onl d>Ver si onl d</ Ver si onl d>
</ Obj ect >
<(bj ect >
<Key>Key</ Key>
</ Obj ect >

</ Del et e>

Request Parameters

The Multi-Object Delete operation requires a single query string parameter called "delete" to distinguish
it from other bucket POST operations.

Request Headers

This operation uses the following Request Headers in addition to the request headers common to most
requests. For more information, see Common Request Headers (p. 12).

Name Description Required

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the data. This header must | Yes
be used as a message integrity check to verify that the request body
was not corrupted in transit. For more information, go to RFC 1864.

Type: String
Default: None
Cont ent - Lengt h | Length of the body according to RFC 2616. Yes
Type: String
Default: None

x-ane-nfa The value is the concatenation of the authentication device's serial Conditional
number, a space, and the value that is displayed on your authentication
device.

Type: String

Default: None
Condition: Required to permanently delete a versioned object if
versioning is configured with MFA Delete enabled.
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Request Elements

Name Description Required
Del ete Container for the request. Yes

Ancestor: None
Type: Container

Children: One or more Obj ect elements and an optional
Qui et element.

Qui et Element to enable quiet mode for the request. When you No
q q y
add this element, you must set its value to true.

Ancestor: Del et e
Type: Boolean

Default: false

bj ect Container element that describes the delete request for an | Yes
object.

Ancestor: Del et e
Type: Container
Children: Key element and an optional Ver si onl d element.

Key Key name of the object to delete. Yes

Ancestor: Obj ect
Type: String

Versionld Versionld for the specific version of the object to delete. No

Ancestor: Obj ect
Type: String

Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 14).

Response Elements

Name Description

Del et eResul t Container for the response.
Children: Del et ed, Error
Type: Container
Ancestor: None
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Name

Del et ed

Key

Ver si onl d

Del et eMar ker

Del et eMar ker Ver si onl d

Description

Container element for a successful delete. It identifies the
object that was successfully deleted.

Children: Key, Ver si onl d
Type: Cont ai ner
Ancestor: Del et eResul t

Key name for the object that Amazon S3 attempted to delete.
Type: String
Ancestor: Del et ed, or Err or

Versionld for the versioned object in the case of a versioned
delete.

Type: String
Ancestor: Del et ed

DeleteMarker element with a true value indicates that the
request accessed a delete marker.

If a specific delete request either creates or deletes a delete
marker, Amazon S3 returns this element in the response with
a value of true. This is only the case when your Multi-Object
Delete request is on a bucket that has versioning enabled or
suspended. For more information about delete markers, go to
Object Versioning.

Type: Bool ean
Ancestor: Del et ed

Version ID of the delete marker accessed (deleted or created)
by the request.

If the specific delete request in the Multi-Object Delete either
creates or deletes a delete marker, Amazon S3 returns this
element in response with the version ID of the delete marker.
When deleting an object in a bucket with versioning enabled,
this value is present for the following two reasons:

* You send a non-versioned delete request, that is, you specify
only object key and not the version ID. In this case, Amazon
S3 creates a delete marker and returns its version ID in the
response.

* You send a versioned delete request, that is, you specify an
object key and a version ID in your request; however, the
version ID identifies a delete marker. In this case, Amazon
S3 deletes the delete marker and returns the specific version
ID in response. For information about versioning, go to
Object Versioning.

Type: String
Ancestor: Del et ed
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Name Description

Error Container for a failed delete operation that describes the object
that Amazon S3 attempted to delete and the error it
encountered.
Children: Key, Ver si onl d, Code, Message.
Type: String
Ancestor: Del et eResul t

Key Key for the object Amazon S3 attempted to delete.
Type: String

Ancestor: Err or

Ver si onl d Version ID of the versioned object Amazon S3 attempted to
delete. Amazon S3 includes this element only in case of a
versioned-delete request.

Type: String
Ancestor: Del et ed, Error

Code Status code for the result of the failed delete. .
Type: String
Values: AccessDeni ed, | nt ernal Error
Ancestor: Er r or

Message Error description.
Type: String
Ancestor: Er r or

Examples

Example 1: Multi-Object Delete resulting in mixed success/error response

This example illustrates a Multi-Object Delete request to delete objects that result in mixed success and
errors response.

Sample Request

The following Multi-Object Delete request deletes two objects from a bucket (bucketname). In this example,
the requester does not have permission to delete the sample2.txt object.

POST /?delete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFCDNN7EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZIl ee=
Cont ent - Lengt h: 125

Connecti on: Keep-Alive

<Del et e>
<(bj ect >
<Key>sanpl el. t xt </ Key>
</ Obj ect >
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<(bj ect >
<Key>sanpl e2. t xt </ Key>
</ Obj ect >
</ Del et e>

Sample Response

The response includes a Del et eResul t element that includes a Del et ed element for the item that
Amazon S3 successfully deleted and an Er r or element that Amazon S3 did not delete because you
didn't have permission to delete the object.

HTTP/ 1.1 200 K

x-ane-id-2: 5h4FxSNCUS7WP52z92e GCWDs hNpMhRuXvETa4HH3LvVHEVAI r 0] U7t HOKIM7Z X+nj Xx
X-anz-request-id: A437B3B641629AEE

Date: Fri, 02 Dec 2011 01:53:42 GV

Cont ent - Type: application/ xni

Server: AmazonS3

Content - Lengt h: 251

<?xm version="1.0" encodi ng="UTF-8"?>
<Del et eResul t xm ns="http://s3. amazonaws. conl doc/ 2006- 03-01/ ">
<Del et ed>
<Key>sanpl el. t xt </ Key>
</ Del et ed>
<Error>
<Key>sanpl e2. t xt </ Key>
<Code>AccessDeni ed</ Code>
<Message>Access Deni ed</ Message>
</ Error>
</ Del et eResul t >

Example 2: Deleting Object from a Versioned Bucket

If you delete an item from a versioning enabled bucket, all versions of that object remain in the bucket;
however, Amazon S3 inserts a delete marker. For more information, go to Object Versioning.

The following scenarios describe the behavior of a Multi-Object Delete request when versioning is enabled
for your bucket.

Case 1 - Simple Delete

The following sample the Multi-Object Delete request specifies only one key.

POST /?delete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFCDNN7EXAMPLE: WOgPYCLe6JwkZADlei 6hp9XZIl ee=
Cont ent - Lengt h: 79

Connecti on: Keep-Alive

<Del et e>
<(bj ect >
<Key>Sanpl eDocunent . t xt </ Key>
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</ Obj ect >
</ Del et e>

Because versioning is enabled on the bucket, Amazon S3 does not delete the object. Instead, it adds a
delete marker for this object. The response indicates that a delete marker was added (the Del et eMar ker
element in the response as a value of true) and the version number of the delete marker it added.

HTTP/ 1.1 200 K

x-anz-id-2: P3xqgrhuhYxl ref dwdr Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1l1lllab+
X-anz-request-id: 264A17BF16E9ES0A

Date: Wed, 30 Nov 2011 03:39:32 GV

Cont ent - Type: application/xni

Server: AmazonS3

Content -Length: 276

<?xm version="1.0" encodi ng="UTF-8"?>
<Del et eResul t xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/ ">
<Del et ed>
<Key>Sanpl eDocunent . t xt </ Key>
<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ 5xeFTf gPJD8B4CGMkKSLt | uM 11s</ Del et eMar ker Ver
si onl d>
</ Del et ed>
</ Del et eResul t >

Case 2 - Versioned Delete

The following Multi-Object Delete attempts to delete a specific version of an object

POST /?delete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GMI

Cont ent - MD5: p5/ WA/ oEr 30qr EEl 21PAqw==

Aut hori zation: AWS AKI Al OSFCDNN7EXAMPLE: WOgPYCLe6JwkZADlei 6hp9XZI xx=
Cont ent - Lengt h: 140

Connecti on: Keep-Alive

<Del et e>
<(bj ect >
<Key>Sanpl eDocunent . t xt </ Key>
<Ver si onl d>OycLXagnt. WAD. . oyH4KRguB95_YhLs7</ Ver si onl d>
</ Cbj ect >
</ Del et e>

In this case, Amazon S3 deletes the specific object version from the bucket and returns the following re-
sponse. In the response, Amazon S3 returns the key and version ID of the object deleted.

HTTP/ 1.1 200 K

x-anz-id-2: P3xqgrhuhYxl ref dwdr Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1111xx+
X-anz-request-id: 264A17BF16E9ES0A

Date: Wed, 30 Nov 2011 03:39:32 GV

Cont ent - Type: application/xni

Server: AmazonS3

Content -Length: 219
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<Del et eResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Del et ed>
<Key>Sanpl eDocunent . t xt </ Key>
<Ver si onl d>OycLXagnt. WAD. . oyH4AKRguB95_YhLs7</ Ver si onl d>
</ Del et ed>
</ Del et eResul t >

Case 3 - Versioned Delete of a Delete Marker

In the preceding example, the request refers to a delete marker (instead of an object), then Amazon S3
deletes the delete marker. The effect of this operation is to make your object reappear in your bucket.
Amazon S3 returns a response that indicates the delete marker it deleted (Del et eMar ker element with
value true) and the version ID of the delete marker.

HTTP/ 1.1 200 K

x-ane-id-2: |1 PUZrt ol xDEmMA$KOae9Jl SZebyW Tye3H@BT2i Ae0ZE4XHa6NKvAJcPp51zZaBr
X-ane-request-id: D6B284CECOBOSE4E

Date: Wed, 30 Nov 2011 03:43:25 GJI

Cont ent - Type: application/xm

Server: AmazonS3

Cont ent - Lengt h: 331

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Del et eResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<Del et ed>
<Key>Sanpl eDocunent . t xt </ Key>
<Ver si onl d>NeQ 5xeFTf gPID8B4CGWKSLt | uM 11s</ Ver si onl d>
<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ 5xeFTf gPIJD8B4CGMKSLt | uM 11s</ Del et eMar ker Ver
si onl d>
</ Del et ed>
</ Del et eResul t >

In general, when a Multi-Object Delete request results in Amazon S3 either adding a delete marker or
removing a delete marker, the response returns the following elements.

<Del et eMar ker >t r ue</ Del et eMar ker >
<Del et eMar ker Ver si onl d>NeQ 5xeFTf gPJD8B4CGMKSLt | uM 11s</ Del et eMar ker Ver si onl d>

Example 3: Malformed XML in the Request
This example shows how Amazon S3 responds to a request that includes a malformed XML document.
Sample Request

The following requests sends a malformed XML document (missing the Del et e end element).

PCOST / ?del ete HTTP/ 1.1

Host: bucket nane. S3. anazonaws. com

Accept: */*

x-ane-date: Wed, 30 Nov 2011 03:39:05 GV
Cont ent - MD5: p5/ WA oEr 30qr EEl 21PAqw==
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Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: WOqPYCLe6JwkZADlei 6hp9XZl ee=
Content -Length: 104
Connection: Keep-Alive

<Del et e>
<(bj ect >
<Key>404. t xt </ Key>
</ Obj ect >
<(bj ect >
<Key>a. t xt </ Key>
</ Obj ect >

Sample Response

The response returns the Error messages that describe the error.

HTTP/ 1.1 200 K

x-ane-id-2: P3xqrhuhYx| ref dwdr Ezmlh8z5KDt Gzb+/ FB70i QaScl 9Yaxd8ol YXc7d1l1lllab+
X-ane-request-id: 264A17BF16E9E80A

Date: Wed, 30 Nov 2011 03:39:32 GVI

Cont ent - Type: application/xm

Server: AmazonS3

Cont ent - Lengt h: 207

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Error>

<Code>Mal f or nedXM_</ Code>

<Message>The XM. you provi ded was not well-formed or did not

val i dat e agai nst our published schema</ Message>

<Request | d>91F27FB5811111F</ Request | d>

<Host | d>LG QK7KbXyJ1t +t ncrmjy RamNoeeRNWL/ kt J611 CBKN32SFXIx7UBhCQzseJC xAbcD</ Host
I d>
</Error>

Related Actions

« Initiate Multipart Upload (p. 282)

¢ Upload Part (p. 290)

¢ Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)

¢ List Parts (p. 310)
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GET Object

Description

This implementation of the GET operation retrieves objects from Amazon S3. To use GET, you must have
READ access to the object. If you grant READ access to the anonymous user, you can return the object
without using an authorization header.

An Amazon S3 bucket has no directory hierarchy such as you would find in a typical computer file system.
You can, however, create a logical hierarchy by using object key names that imply a folder structure. For
example, instead of naming an object sanpl e. j pg, you can name it phot os/ 2006/ Febr u-

ary/ sanpl e. j pg.

To get an object from such a logical hierarchy, specify the full key name for the object in the GET operation.
For a virtual hosted-style request example, if you have the object phot os/ 2006/ Febr uar y/ sanpl e. j pg,
specify the resource as / phot os/ 2006/ Febr uar y/ sanpl e. j pg. For a path-style request example, if
you have the object phot os/ 2006/ Febr uar y/ sanpl e. j pg in the bucket named exanpl ebucket ,
specify the resource as/ exanpl ebucket / phot os/ 2006/ Febr uar y/ sanpl e. j pg. For more information
about request types, see HTTP Host Header Bucket Specification in the Amazon Simple Storage Service
Developer Guide.

To distribute large files to many people, you can save bandwidth costs by using BitTorrent. For more in-
formation, see Amazon S3 Torrent in the Amazon Simple Storage Service Developer Guide. For more
information about returning the ACL of an object, see GET Object ACL (p. 222).

If the object you are retrieving is a GLACI ER storage class object, the object is archived in Amazon Gla-
cier. You must first restore a copy using the POST Object restore (p. 247) API before you can retrieve the
object. Otherwise, this operation returns an | nval i dObj ect St at eEr r or error. For information about
archiving objects in Amazon Glacier, go to Object Lifecycle Management in the Amazon Simple Storage
Service Developer Guide.

If you encrypt an object by using server-side encryption with customer-provided encryption keys (SSE-
C) when you store the object in Amazon S3, then when you GET the object, you must use the headers
documented in the section Specific Request Headers for Server-Side Encryption with Customer-Provided
Encryption Keys (p. 215). For more information about SSE-C, go to Server-Side Encryption (Using Cus-
tomer-Provided Encryption Keys) in the Amazon Simple Storage Service Developer Guide.

Permissions

You need the s3: Get Obj ect permission for this operation. For more information, go to Specifying
Permissions in a Policy in the Amazon Simple Storage Service Developer Guide. If the object you request
does not exist, the error Amazon S3 returns depends on whether you also have the s3: Li st Bucket
permission.

¢ If you have the s3: Li st Bucket permission on the bucket, Amazon S3 will return a HTTP status code
404 ("no such key") error.

« if you don't have the s3: Li st Bucket permission, Amazon S3 will return a HTTP status code 403
("access denied") error.

Versioning

By default, the GET operation returns the current version of an object. To return a different version, use
the ver si onl d subresource.
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Note
If the current version of the object is a delete marker, Amazon S3 behaves as if the object was
deleted and includes x- anez- del et e- mar ker: true in the response.

For more information about versioning, see PUT Bucket versioning (p. 187) To see sample requests that
use versioning, see Sample Request Getting a Specified Version of an Object (p. 219) .

Requests

Syntax

GET / Obj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Range: byt es=byt e_range

Request Parameters

There are times when you want to override certain response header values in a GET response. For ex-
ample, you might override the Cont ent - Di sposi ti on response header value in your GET request.

You can override values for a set of response headers using the query parameters listed in the following
table. These response header values are sent only on a successful request, that is, when status code
200 Xis returned. The set of headers you can override using these parameters is a subset of the
headers that Amazon S3 accepts when you create an object. The response headers that you can override
for the GET response are Cont ent - Type, Cont ent - Language, Expi r es, Cache- Contr ol , Cont ent -
Di sposi tion, and Cont ent - Encodi ng. To override these header values in the GET response, you
use the request parameters described in the following table.

Note
You must sign the request, either using an Aut hor i zat i on header or a pre-signed URL, when
using these parameters. They cannot be used with an unsigned (anonymous) request.

Parameter Description Required
response-content-type Sets the Cont ent - Type header of the response. No
Type: String

Default: None

r esponse- cont ent - | anguage | Sets the Cont ent - Language header of the response. No
Type: String
Default: None

response- expires Sets the Expi r es header of the response. No
Type: String
Default: None

response- cache-control | Setsthe Cache- Control header of the response. No
Type: String

Default: None
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Parameter Description Required

r esponse- cont ent - di sposi ti on | Sets the Cont ent - D sposi t i on header of the response. | No
Type: String
Default: None

r esponse- cont ent - encodi ng | Sets the Cont ent - Encodi ng header of the response. No
Type: String
Default: None

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

Name Description Required

Range Downloads the specified range bytes of an object. For more No
information about the HTTP Range header, go to http://www.w3.org/
Protocols/rfc2616/rfc2616-sec14.html#sec14.35.

Type: String
Default: None
Constraints: None

I f-Mdified-S nce | Return the object only if it has been modified since the specified No
time, otherwise return a 304 (not modified).

Type: String
Default: None
Constraints: None

I f-Uhnodi fi ed- 9 nce | Return the object only if it has not been modified since the specified | No
time, otherwise return a 412 (precondition failed).

Type: String
Default: None
Constraints: None

I f-Match Return the object only if its entity tag (ETag) is the same as the one | No
specified; otherwise, return a 412 (precondition failed).

Type: String
Default: None

Constraints: None

API Version 2006-03-01
214


http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.35
http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.35

Amazon Simple Storage Service APl Reference

GET Object

Name

| f - None- Mat ch

Description Required

Return the object only if its entity tag (ETag) is different from the No
one specified; otherwise, return a 304 (not modified).

Type: String
Default: None

Constraints: None

Specific Request Headers for Server-Side Encryption with Customer-Provided Encryption

Keys

When you retrieve an object from Amazon S3 that was encrypted by using server-side encryption with
customer-provided encryption keys (SSE-C), you must use the following request headers. For more in-
formation about SSE-C, go to Server-Side Encryption (Using Customer-Provided Encryption Keys) in the
Amazon Simple Storage Service Developer Guide.

Name

X-anz- server-si de
-encryption
-cust oner-al gori thm

X- ane- server - si de
-encryption
- cust oner - key

Description Required

Specifies the algorithm to use to when decrypting the requested Yes
object.

Type: String
Default: None
Valid Values: AES256

Constraints: Must be accompanied by valid
X-ane- server - si de- encrypti on- cust onmer - key and
X- ane- server - si de- encrypt i on- cust oner - key- MD5 headers.

Specifies the customer-provided base64-encoded encryption key | Yes
to use to decrypt the requested object. This value is used to perform

the decryption and then it is discarded; Amazon does not store the

key. The key must be appropriate for use with the algorithm specified

inthe x- anz- ser ver - si de- encrypti on-cust oner-al gorithm
header.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-anz- server - si de- encrypti on- cust oner - al gori t hmand
X- anez- server - si de- encrypti on- cust oner - key- MD5 headers.
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Name

X- anz- server - si de
-encryption
- cust oner - key- M>b

Description Required

Specifies the base64-encoded 128-bit MD5 digest of the customer | Yes
provided encryption key according to RFC 1321. Amazon S3 uses

this header for a message integrity check to ensure that the

encryption key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-anz- server - si de- encrypti on- cust oner - al gori t hmand
X-ane-server - si de-encrypti on- cust omer - key headers.

Request Elements

This implementation

Responses

of the operation does not use request elements.

Response Headers

Header

X- anz- del et e- nar ker

X-ane-expiration

X- anz- server - si de
-encryption

X- anz- server - si de
-encryption

Description

Specifies whether the object retrieved was (t r ue) or was not (f al se) a delete
marker. If f al se, this response header does not appear in the response.
Type: Boolean

Valid Values:true | fal se

Default: f al se

Amazon S3 returns this header if an Expi r at i on action is configured for the
object as part of the bucket's lifecycle configuration. The header value includes
an "expiry-date" component and a URL-encoded "rule-id" component. Note that
for versioning-enabled buckets, this header applies only to current versions;
Amazon S3 does not provide a header to infer when a noncurrent version will be
eligible for permanent deletion. For more information, see PUT Bucket

lifecycle (p. 162).

Type: String

If the object is stored using server-side encryption, the response includes this
header with the value of the encryption algorithm used.

Type: String
Valid Values: AES256

If server-side encryption with customer-provided encryption keys decryption was
requested, the response will include this header confirming the decryption

-cust oner - al gori thm| algorithm used.

Type: String
Valid Values: AES256
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Header Description
x- anz- server - si de | If server-side encryption with customer-provided encryption keys decryption was
-encryption requested, the response includes this header to provide roundtrip message
- cust oner - key- Mb | integrity verification of the customer-provided encryption key.
Type: String

X-ane-restore Provides information about the object restoration operation and expiration time
of the restored object copy.

For more information about archiving objects and restoring them, go to Object
Lifecycle Management in Amazon Simple Storage Service Developer Guide

Type: String
Default: None
x-anz-versi on-i d | Returns the version ID of the retrieved object if it has a unique version ID.
Type: String
Default: None

x-anez-website When a bucket is configured as a website, you can set this metadata on the object
-redirect-1l ocation | so the website endpoint will evaluate the request for the object as a 301 redirect
to another object in the same bucket or an external URL.
Type: String

Default: None

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns the object, nmy- i nage. j pg.

GET /ny-inmage.jpg HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
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X-ane-request-id: 318BC8BCL48832E5

Date: Wed, 28 Cct 2009 22:32:00 GV
Last-Modified: Wed, 12 Cct 2009 17:50:00 GMI
ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234

Content - Type: text/plain

Connecti on: cl ose

Server: AmazonS3

[434234 bytes of object data]

If the object had expiration set using lifecycle configuration, you get the following response with the x-
amz-expiration header.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-anz-request-id: 318BC3BC148832E5

Date: Wed, 28 Oct 2009 22:32:00 GMI

Last-Modified: Wed, 12 Oct 2009 17:50: 00 GMI

X-anmz-expiration: expiry-date="Fri, 23 Dec 2012 00: 00: 00 GV, rul e-id="picture-
del etion-rul e"

ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234

Content - Type: text/plain

Connection: close

Server: AmazonS3

[434234 bytes of object data]

Sample Response if an Object Is Archived in Amazon Glacier

An object archived in Amazon Glacier must first be restored before you can access it. If you attempt to
access an Amazon Glacier object without restoring it, Amazon S3 returns the following error.

HTTP/ 1.1 403 For bi dden

X-ane-request-id: CDABDBA1310A11B3

x-anz-id-2: nmBRDbQUO+RRBT] OUN1ChQlegMJnr 9dv8b+KP61 2gHf RIZSTSr MCoRP8Rt PRz X9rh
Cont ent - Type: application/xm

Date: Mon, 12 Nov 2012 23:53:21 GJI

Server: AmazonS3

Cont ent - Lengt h: 231

<Error>
<Code>| nval i dObj ect St at e</ Code>
<Message>The operation is not valid for the object's storage cl ass</ Message>

<Request | d>9FEFFF118E15B86F</ Request | d>

<Host | d>W/Cbkzhi T+oi Uf DCO OYv8WATK9eNcxW / MK+hTS/ av34Xy4r BU3zsavf Oaaaaa</ Host
I d>
</Error>

Sample Response if the Latest Object Is a Delete Marker

HTTP/ 1.1 404 Not Found
X-ane-request-id: 318BC8BC148832E5
x-ane-id-2: eftixk72aD6Ap51Tnqzj 7UDNEHG an

API Version 2006-03-01
218




Amazon Simple Storage Service AP| Reference
GET Object

x-anz-version-id: 3G.4kqt Jl cpXr oDTDnBvj VBHAONr 8X8g
x-ane-del ete-marker: true

Date: Wed, 28 COct 2009 22:32:00 GVIr

Content - Type: text/plain

Connection: close

Server: AmazonS3

Notice that the delete marker returns a 404 Not Found error.

Sample Request Getting a Specified Version of an Object

The following request returns the specified version of an object.

GET / nyQoj ect ?ver si onl d=3/ L4kqgt JI cpXr oDTDnpUMLUo HTTP/ 1. 1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 GMr

Aut hori zation: authorization string

Sample Response to a Versioned Object GET Request

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap540pl szj 7UDNEHG an
X-anz-request-id: 318BC8BC148832E5

Date: Wed, 28 Cct 2009 22:32: 00 GMr
Last-Modified: Sun, 1 Jan 2006 12:00: 00 GMI
x-ane-version-id: 3/L4kqt Jl cpXr oDTDmI+r mSpXd3Q@BpUM_Uo
ETag: "fba9dede5f27731¢c9771645a39863328"
Cont ent - Lengt h: 434234

Content - Type: text/plain

Connection: close

Server: AmazonS3

[434234 bytes of object data]

Sample Request with Parameters Altering Response Header Values

The following request specifies all the query string parameters in a GET request overriding the response
header values.

GET /Junk3. t xt ?r esponse- cache- cont r ol =No- cacheé&r esponse- cont ent - di sposi ti on=at
t achrment ¥8B%20f i | ename%38Dt est i ng. t xt & esponse- cont ent - encodi ng=x- gzi p& esponse-
cont ent - | anguage=n %2C%20ené&r esponse- ex

pi res=Thu%2C¥2001%20Dec%2019949%2016: 00: 00%20GMTI HTTP/ 1. 1

x-ane-date: Sun, 19 Dec 2010 01:53:44 GVI

Accept: */*

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: aaSt E6GnKnw8i hhi | dReoXYl MamAE

Sample Response with Overridden Response Header Values

In the following sample response note, the header values are set to the values specified in the t r ue re-
quest.

HTTP/ 1.1 200 K
x-ane-id-2: SlidWAK3hK+I | 3/ Qqi ulZKEuegzLAAspwsgwnwygh9GgFseeFHL5CI | 8NXSr f WA2
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X-ane-request-id: 881B1CBDODF17WAL

Date: Sun, 19 Dec 2010 01:54:01 GvVIr
X-ane-met a- paranl: value 1

X-ane- et a- paran®: val ue 2

Cache-Control : No-cache

Cont ent - Language: m, en

Expires: Thu, 01 Dec 1994 16:00: 00 GVI
Content-Di sposition: attachnent; fil ename=testing.txt
Cont ent - Encodi ng: x-gzi p

Last-Modified: Fri, 17 Dec 2010 18:10:41 GVI
ETag: "0332beela7bf 845f 176c5c0dlae7cf 07"
Accept - Ranges: bytes

Content - Type: text/plain

Content - Length: 22

Server: AmazonS3

[ obj ect data not shown]

Sample Request with a Range Header

The following request specifies the HTTP Range header to retrieve the first 10 bytes of an object. For
more information about the HTTP Range header, go to http://www.w3.org/Protocols/rfc2616/rfc2616-
secl4.html.

GET / exanpl e-object HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com

x-ane-date: Fri, 28 Jan 2011 21:32:02 GMI

Range: bytes=0-9

Aut hori zation: AWS AKI Al OSFCDNN7EXAMPLE: Yxg83MzZaEgh30Oz3| Or Lo5RTX110=
Sanpl e Response with Specified Range of the Cbject Bytes

Sample Response

In the following sample response, note that the header values are set to the values specified in the t r ue
request.

HTTP/ 1.1 206 Partial Content

x-ane-id-2: MRl SOwj mupCzj | IWC06] 5TTAznV/ JypPGXLhOOVFGec JaaC3KW hRAqQKOp!I EEp
X-ane-request-id: 47622117804B3E11l

Date: Fri, 28 Jan 2011 21:32:09 GJI
x-anz-nmeta-title: the title

Last-Modified: Fri, 28 Jan 2011 20:10:32 GMI
ETag: "b2419ble3f d45d596ee22bdf 62aaaa2f "
Accept - Ranges: bytes

Cont ent - Range: bytes 0-9/443

Content - Type: text/plain

Content - Lengt h: 10

Server: AmazonS3

[ 10 bytes of object data]
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Sample: Get an Object Stored Using Server-Side Encryption with Customer-
Provided Encryption Keys

If an object is stored in Amazon S3 using server-side encryption with customer-provided encryption keys,
Amazon S3 needs encryption information so that it can decrypt the object before sending it to you in re-
sponse to a GET request. You provide the encryption information in your GET request using the relevant
headers (see Specific Request Headers for Server-Side Encryption with Customer-Provided Encryption
Keys (p. 215)), as shown in the following example request.

GET / exanpl e-object HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Accept: */*

Aut hori zati on: aut hori zation string

Date: Wed, 28 May 2014 19: 24: 44 +0000

X-ane-server-si de-encrypti on-cust oner -

key: g0l Cf A3Dv40j Zz5SQI1ZukLRFqgt | 5Wor C/ 8SEKEXAMPLE

X-ane-server-si de-encrypti on-cust oner - key- MD5: Zj @ nelX/ i TcskbY2nBexanpl e
X-ane-server-si de-encryption-custoner-al gorithm AES256

The following sample response shows some of the response headers Amazon S3 returns. Note that it
includes the encryption information in the response.

HTTP/ 1.1 200 K

x-anz-id-2: kab5j RMBX3N12Zi ¥297989zg2t NSJPMcK+t 07) Nj x| mXBbyChqc6t LAv+sau7Vj zh
X-anz-request-id: 195157E3E073D3F9

Date: Wed, 28 May 2014 19:24: 45 GMr

Last-Modi fied: Wed, 28 May 2014 19:21:01 GVI

ETag: "c12022c9a3c6d3a28d29d90933a2b096"

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-custoner-key-Md5: Zj @ nelX i TcskbY2nBexanpl e

Related Resources

¢ GET Service (p. 65)
¢ GET Object ACL (p. 222)
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GET Object ACL

Description

This implementation of the GET operation uses the acl subresource to return the access control list (ACL)
of an object. To use this operation, you must have READ ACP access to the object.

Versioning

By default, GET returns ACL information about the current version of an object. To return ACL information
about a different version, use the ver si onl d subresource.

To see sample requests that use Versioning, see Sample Request Getting the ACL of the Specific Version
of an Object (p. 224).

Requests

Syntax

GET / Obj ect Nane?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Range: byt es=byt e_range

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

Name Description

AccessControl Li st | Container for Grant, Grantee, and Permission
Type: Container
Ancestors: AccessControlPolicy
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Name

AccessControl Pol i cy

Di spl ayNane

G ant

G ant ee

Omer

Per m ssi on

Special Errors

Description

Contains the elements that set the ACL permissions for an object per Grantee.
Type: Container
Ancestors: None

Screen name of the bucket owner
Type: String
Ancestors: AccessControlPolicy.Owner

Container for the grantee and his or her permissions.
Type: Container
Ancestors: AccessControlPolicy.AccessControlList

The subject whose permissions are being set.
Type: String
Ancestors: AccessControlPolicy.AccessControlList.Grant

ID of the bucket owner, or the ID of the grantee
Type: String

Ancestors: AccessControlPolicy.Owner or
AccessControlPolicy.AccessControlList.Grant

Container for the bucket owner's display name and ID.
Type: Container
Ancestors: AccessControlPolicy

Specifies the permission (FULL_CONTROL, WRITE, READ_ACP) given to
the grantee.

Type: String
Ancestors: AccessControlPolicy.AccessControlList.Grant

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns information, including the ACL, of the object, my-image.jpg.

GET /ny-image.jpg?acl HITP/ 1.1
Host: bucket.s3. amazonaws. com
Date: Wed, 28 COct 2009 22:32: 00 GMr
Aut hori zation: authorization string
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

x-anz-version-id: 4HL4kqt JI cpXr oDTDmJ+r nSpXd3dl br HY+MIRCxf 3vj VBHAONr j f kd
Date: Wed, 28 Cct 2009 22:32: 00 GMVI

Last-Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI

Content - Lengt h: 124

Cont ent - Type: text/plain

Connection: close

Server: AmazonS3

<AccessControl Policy>
<Omner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayNane>nt d@umnazon. conx/ Di spl ayNane>
</ Omner >
<AccessControl Li st >
<G ant >
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xsi : type="Canoni cal User" >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayNane>nt d@umazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Policy>

Sample Request Getting the ACL of the Specific Version of an Object

The following request returns information, including the ACL, of the specified version of the object, my-
image.jpg.

GET /ny-image. jpg?versionl d=3/L4kqt JI cpXr oDVBHAONr 8X8gdR@BpUMLUo&acl HTTP/ 1.1
Host: bucket. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 GMr

Aut hori zation: authorization string

Sample Response Showing the ACL of the Specific Version

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-anz-request-id: 318BC8BC148832E5

Date: Wed, 28 Oct 2009 22:32:00 GMI

Last-Modified: Sun, 1 Jan 2006 12: 00: 00 GMVI

X-ane-version-id: 3/L4kqt JI cpXr oDTDMJ+r mSpXd3dl br HY+MIRCxf 3vj VBHAONr 8X8gdRQBpUM
LUo

Content - Length: 124

Content - Type: text/plain

Connecti on: cl ose

Server: AmazonS3

API Version 2006-03-01
224




Amazon Simple Storage Service AP| Reference
GET Object ACL

<AccessControl Pol i cy>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>ndt d@nazon. conx/ Di spl ayNanme>
</ Onner >
<AccessControl Li st>
<G ant >
<Grantee xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
Xsi :type="Canoni cal User" >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayName>ndt d@nazon. conx/ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Gant>
</ AccessControl Li st>
</ AccessControl Policy>

Related Resources

¢ GET Object (p. 212)
e PUT Object (p. 250)
« DELETE Object (p. 200)
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GET Object torrent

Description

This implementation of the GET operation uses the t or r ent subresource to return torrent files from a
bucket. BitTorrent can save you bandwidth when you're distributing large files. For more information about
BitTorrent, see Amazon S3 Torrent.

Note
You can get torrent only for objects that are less than 5 GB in size and that are not encrypted
using server-side encryption with customer-provided encryption key.

To use GET, you must have READ access to the object.

Requests

Syntax

GET / Obj ect Nane?torrent HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 12).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements
This implementation of the operation does not return response elements.
Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).
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Examples

Getting Torrent Files in a Bucket

This example retrieves the Torrent file for the "Nelson" object in the "quotes" bucket.

GET / quot es/ Nel son?torrent HTTP/ 1.0
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

X-ane-request-id: 7CD745EBB7AB5EDO

Date: Wed, 25 Nov 2009 12:00: 00 GJr

Content - Di sposi tion: attachnent; filename=Nel son.torrent;
Cont ent - Type: application/x-bittorrent

Cont ent - Lengt h: 537

Server: AmazonS3

<body: a Bencoded dictionary as defined by the BitTorrent specification>

Related Resources

¢ GET Object (p. 212)
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HEAD Object

Description

The HEAD operation retrieves metadata from an object without returning the object itself. This operation
is useful if you are interested only in an object's metadata. To use HEAD, you must have READ access to
the object.

A HEAD request has the same options as a GET operation on an object. The response is identical to the
GET response except that there is no response body.

If you encrypt an object by using server-side encryption with customer-provided encryption keys (SSE-
C) when you store the object in Amazon S3, then when you retrieve the metadata from the object, you
must use the headers documented in the section Specific Request Headers for Server-Side Encryption
with Customer-Provided Encryption Keys (p.229). For more information about SSE-C, go to Server-Side
Encryption (Using Customer-Provided Encryption Keys) in the Amazon Simple Storage Service Developer
Guide.

Permissions

You need the s3: Get Obj ect permission for this operation. For more information, go to Specifying
Permissions in a Policy in the Amazon Simple Storage Service Developer Guide. If the object you request
does not exist, the error Amazon S3 returns depends on whether you also have the s3: Li st Bucket
permission.

¢ If you have the s3: Li st Bucket permission on the bucket, Amazon S3 will return a HTTP status code
404 ("no such key") error.

« if you don't have the s3: Li st Bucket permission, Amazon S3 will return a HTTP status code 403
("access denied") error.

Versioning

By default, the HEAD operation retrieves metadata from the current version of an object. If the current
version is a delete marker, Amazon S3 behaves as if the object was deleted. To retrieve metadata from
a different version, use the ver si onl d subresource. For more information, see Versions in the Amazon
Simple Storage Service Developer Guide.

To see sample requests that use versioning, see Sample Request Getting Metadata from a Specified
Version of an Object (p. 233).

Requests

Syntax

HEAD / Cbj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Date: date

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

Name Description Required

Range Downloads the specified range bytes of an object. For more No
information about the HTTP Range header, go to http://www.w3.org/
Protocols/rfc2616/rfc2616-sec14.html#sec14.35.

Type: String
Default: None
Constraints: None

I f-Mdified-S nce | Return the object only if it has been modified since the specified No
time, otherwise return a 304 (not modified).

Type: String
Default: None
Constraints: None

I f-Uhnodi fi ed- 9 nce | Return the object only if it has not been modified since the specified | No
time, otherwise return a 412 (precondition failed).

Type: String
Default: None
Constraints: None

I f-Match Return the object only if its entity tag (ETag) is the same as the one | No
specified; otherwise, return a 412 (precondition failed).

Type: String
Default: None
Constraints: None

I f- None- Mat ch Return the object only if its entity tag (ETag) is different from the No
one specified; otherwise, return a 304 (not modified).

Type: String
Default: None

Constraints: None

Specific Request Headers for Server-Side Encryption with Customer-Provided Encryption
Keys

When you retrieve metadata from an object stored in Amazon S3 that was encrypted by using server-
side encryption with customer-provided encryption keys (SSE-C), you must use the following request
headers. For more information about SSE-C, go to Server-Side Encryption (Using Customer-Provided
Encryption Keys) in the Amazon Simple Storage Service Developer Guide.
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Name Description Required

X- anz- server - si de | Specifies the algorithm to use to when decrypting the requested Yes
-encryption object.
- cust oner - al gori thm

Type: String
Default: None

Valid Values: AES256

Constraints: Must be accompanied by valid
X-anz- server - si de-encrypti on- cust onmer - key and
X- anme- server - si de- encrypt i on- cust oner - key- MD5 headers.

X- anz- server - si de | Specifies the customer-provided base64-encoded encryption key | Yes
-encryption to use to decrypt the requested object. This value is used to perform
- cust oner - key the decryption and then it is discarded; Amazon does not store the
key. The key must be appropriate for use with the algorithm specified
inthe x- anez- ser ver - si de- encrypti on- cust omer - al gori t hm
header.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server - si de-encrypti on-cust orer - al gori t hmand
X- ane- server - si de- encrypt i on- cust oner - key- MD5 headers.

X- anz- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the customer | Yes
-encryption provided encryption key according to RFC 1321. Amazon S3 uses
- cust oner - key- M®b | this header for a message integrity check to ensure that the

encryption key was transmitted without error.

Type: String
Default: None
Constraints: Must be accompanied by valid

X- ane-server - si de- encrypti on- cust oner - al gori t hmand
X-ane-server-si de-encrypti on- cust oner - key headers.

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).
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Name

X-ane-expiration

X-ane- nmet a- *

X-ane-m ssi ng- met a

X-ane-restore

X-ane-server-si de
-encryption

X-ane-server-si de
-encryption
-custoner-al gorithm

Description

Amazon S3 will return this header if an Expi r at i on action is configured for
the object as part of the bucket's lifecycle configuration. The header value
includes an "expiry-date" component and a URL-encoded "rule-id" component.
Note that for versioning-enabled buckets, this header applies only to current
versions; Amazon S3 does not provide a header to infer when a noncurrent
version will be eligible for permanent deletion. For more information, see PUT
Bucket lifecycle (p. 162).

Type: String

If you supplied user metadata in a PUT object operation, that metadata is
returned in one or more response headers prefixed with x- ane- net a- and
with the suffix name that you provided on storage. For example, for family,
the response header would be x- anez- net a- f am | y. Amazon S3 returns
this metadata verbatim; Amazon S3 does not interpret it.

Type: String

This header is set to the number of metadata entries that were not returned
in x- anez- met a headers. This can happen if you create metadata using an
API like SOAP that supports more flexible metadata than the REST API. For
example, with SOAP, you can create metadata with values that are not valid
HTTP headers.

Type: String

If the object is an archived object (an object whose storage class is GLACI ER),
the response includes this header if either the archive restoration is in progress
(see POST Object restore (p. 247)) or an archive copy is already restored.

If an archive copy is already restored, the header value indicates when
Amazon S3 is scheduled to delete the object copy. For example,

X-ane-restore: ongoi ng-request="fal se", expiry-date="Fri,
23 Dec 2012 00: 00: 00 Gwvr"

If the object restoration is in progress, the header will return the value
ongoi ng-request ="t rue".

For more information about archiving objects, go to Object Lifecycle
Management in Amazon Simple Storage Service Developer Guide

Type: String
Default: None

If the object is stored by using server-side encryption, the response includes
this header with the value of the encryption algorithm that was used.

Type: String
Valid Values: AES256

If server-side encryption with customer-provided encryption keys(SSE-C)
decryption was requested, the response will include this header confirming
the decryption algorithm used.

Type: String

Valid Values: AES256
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Name Description

x-ane-server-si de | If SSE-C decryption was requested, the response includes this header to

-encryption provide roundtrip message integrity verification of the customer-provided
-cust oner - key- MD5 | encryption key.
Type: String

X-ane-version-id The version ID of the object returned.
Type: String

Response Elements
Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request returns the metadata of an object.

HEAD / ny-i mage. jpg HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32:00 GMVr

Aut hori zation: AWS AKI Al OSFODNN7EXAMPLE: 02236(@BVORonhpaBX5s CYVf 1bNRuU=

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: ef 8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BCL143432E5
x-anz-version-id: 3HL4kqt JI cpXr oDTDnj VBHAONr j f kd
Date: Wed, 28 Oct 2009 22:32:00 GMI
Last-Modified: Sun, 1 Jan 2006 12: 00:00 GVI
ETag: "fba9dede5f27731¢c9771645a39863328"
Cont ent - Lengt h: 434234

Content - Type: text/plain

Connection: cl ose

Server: AmazonS3

If the object is scheduled to expire according to a lifecycle configuration set on the bucket, the response
returns the x- anz- expi r at i on tag with information about when Amazon S3 will delete the object. For
more information, go to Object Expiration in the Amazon Simple Storage Service Developer Guide.

HTTP/ 1.1 200 K
x-anz-id-2: azQRZt QI2mlP8R+TlI s@hOVuC/ Dmi SInj XUMy7snk+LKSJeur t nf zSI GhR46GzSJ
X-anz-request-id: OEFF61CCE3F24A26
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Date: Mon, 17 Dec 2012 02:26:39 GMI

Last-Modified: Mn, 17 Dec 2012 02:14:10 GVI

X-ane-expiration: expiry-date="Fri, 21 Dec 2012 00: 00: 00 GMI", rule-id="Rule
for testfile.txt"

ETag: "54b0c58c7ce9f 2a8b551351102ee0938"

Accept - Ranges: bytes

Content - Type: text/plain

Content-Length: 14

Server: AmazonS3

Sample Request Getting Metadata from a Specified Version of an Object

The following request returns the metadata of the specified version of an object.

HEAD / ny-i mage. j pg?ver si onl d=3HL4kqCxf 3vj VBHAONrj fkd HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 COct 2009 22:32:00 GV

Aut hori zati on: AWS AKI Al CSFODNN7EXAMPLE: 02236(BVOWaBX5s CYVF 1bNRulU=

Sample Response to a Versioned HEAD Request

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8epl szj 7UDNEHG an
X-ane-request-id: 318BC8BC143432E5
x-ane-version-id: 3HL4kqt Jl cpXrof 3vj VBH4ONrj f kd
Date: Wed, 28 Cct 2009 22:32: 00 GV
Last-Modified: Sun, 1 Jan 2006 12: 00: 00 GMI
ETag: "fba9dede5f27731¢c9771645a39863328"

Cont ent - Lengt h: 434234

Cont ent - Type: text/plain

Connection: close

Server: AmazonS3

Sample Request for an Amazon Glacier Object

For an archived object, the x- ane- r est or e header provides the date when the restored copy expires,
as shown in the following response. Even if the object is stored in Amazon Glacier, all object metadata
is still available.

HEAD / ny-i mage.jpg HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: 13 Nov 2012 00:28:38 GMI

Aut hori zation: AWS AKI Al OSFODNN7 EXAMPLE: 02236(@BVORonhpaBX5s CYVf 1bNRuU=

Sample Response - Glacier Object

If the object is already restored, the x- anez-r est or e header provides the date when the restored copy
will expire, as shown in the following response.

HTTP/ 1.1 200 K
x-anz-id-2: FSVaTM r nBp3l zs1NnwBZeu7ML9i | 8UbxMoi 0ABAI r HANJBo+hEf t Bui ESACOMIp
x-ane-request-id: E5CEFCB143EB505A
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Date: Tue, 13 Nov 2012 00: 28: 38 GMI

Last-Modified: Mn, 15 Cct 2012 21:58: 07 GMI

X-ane-restore: ongoi ng-request="fal se", expiry-date="Wed, 07 Nov 2012 00:00: 00
avr

ETag: "Zlacch31fcf202ebalOcOf 41f a2f 09b4d7"

Accept - Ranges: bytes

Cont ent - Type: binary/octet-stream

Cont ent - Lengt h: 300

Server: AmazonS3

If the restoration is in progress, then the x- ane- r est or e header returns a message accordingly.

HTTP/ 1.1 200 K

x-anz-id-2: b+V2nDi MHTdy1lnyoUBpct vl 95HOU OSUnT j Rt Hxj hO+pCk5SvByL4xu2TDv4GM
X-ane-request-id: E2E7TB6AEE4E9BD2B

Date: Tue, 13 Nov 2012 00:43:32 GVI
Last-Modi fied: Sat, 20 Oct 2012 21:28:27 GVI
X-ane-restore: ongoi ng-request="true"

ETag: "laccb31fcf202eba0OcOf 41f a2f 09b4d7"
Accept - Ranges: bytes

Cont ent - Type: bi nary/octet-stream

Cont ent - Lengt h: 300

Server: AmazonS3

Related Resources

¢ GET Object (p. 212)
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OPTIONS object

Description

A browser can send this preflight request to Amazon S3 to determine if it can send an actual request with
the specific origin, HTTP method, and headers.

Amazon S3 supports cross-origin resource sharing (CORS) by enabling you to add a cor s subresource
on a bucket. When a browser sends this preflight request, Amazon S3 responds by evaluating the rules
that are defined in the cor s configuration.

If cor s is not enabled on the bucket, then Amazon S3 returns a 403 For bi dden response.

For more information about CORS, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple
Storage Service Developer Guide.

Requests

Syntax

OPTI ONS / Obj ect Nane HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Oigin: Oigin

Access- Cont r ol - Request - Met hod: HTTPMet hod
Access- Control - Request - Header s: Request Header

Request Parameters

This operation does not introduce any specific request parameters, but it may contain any request para-
meters that are required by the actual request.

Request Headers

Name Description Required

aigin Identifies the origin of the cross-origin request to Amazon S3. | Yes
For example, http://www.example.com.

Type: String
Default: None

Axess@rird -Roes-Mhad | [dentifies what HTTP method will be used in the actual request. | Yes
Type: String

Default: None
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Name Description Required

Aress @rird -Roest-Hedes | A comma-delimited list of HTTP headers that will be sent in the | No
actual request.

For example, to put an object with server-side encryption, this
preflight request will determine if it can include the
X-ane- server - si de- encr ypt i on header with the request.

Type: String

Default: None

Request Elements

This implementation of the operation does not use request elements.

Responses
Response Headers
Header

Access-Gontrol -Alow Qigin

Access- Cont r ol - Max- Age

Access- ntrol - A | ow Met hods

Access- ntrol - A | ow Header s

Access- Qont r ol - Expose- Header s

Response Elements

Description

The origin you sent in your request. If the origin in your request is not
allowed, Amazon S3 will not include this header in the response.
Type: String

How long, in seconds, the results of the preflight request can be cached.
Type: String

The HTTP method that was sent in the original request. If the method
in the request is not allowed, Amazon S3 will not include this header
in the response.

Type: String

A comma-delimited list of HTTP headers that the browser can send in
the actual request. If any of the requested headers is not allowed,
Amazon S3 will not include that header in the response, nor will the
response contain any of the headers with the Access- Cont r ol prefix.

Type: String

A comma-delimited list of HTTP headers. This header provides the
JavaScript client with access to these headers in the response to the
actual request.

Type: String

This implementation of the operation does not return response elements.

API Version 2006-03-01
236



Amazon Simple Storage Service AP| Reference
OPTIONS object

Examples

Example : Send a preflight OPTIONS request to a cors enabled bucket

A browser can send this preflight request to Amazon S3 to determine if it can send the actual PUT request
from http://www.example.com origin to the Amazon S3 bucket named exanpl ebucket .

Sample Request

OPTI ONS / exanpl eobj ect HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Oigin: http://ww.exanpl e.com
Access- Cont rol - Request - Met hod: PUT

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: 6SvaESv3VULYPLi k5LLI 71 SPPt SnBvDdGmkI X1Hf Ul 7uS2nmlDF6t d6KVWKN YMXZ
X-ane-request-id: BDC4B83DF5096BBE

Date: Wed, 21 Aug 2012 23:09:55 GVIr

Etag: "1flalaf1f1111111111111cllaedldal”

Access-Control -All ow Origin: http://ww. exanpl e. com

Access- Control - Al | ow Met hods: PUT

Access- Cont r ol - Expose- Headers: x-ane-request-id

Content-Length: O

Server: AmazonS3

Related Resources

¢ GET Bucket cors (p. 92)
¢ DELETE Bucket cors (p. 71)
¢ PUT Bucket cors (p. 157)
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POST Object

Description

The PCST operation adds an object to a specified bucket using HTML forms. POST is an alternate form
of PUT that enables browser-based uploads as a way of putting objects in buckets. Parameters that are
passed to PUT via HTTP Headers are instead passed as form fields to POST in the multipart/form-data
encoded message body. You must have WRI TE access on a bucket to add an object to it. Amazon S3
never stores partial objects: if you receive a successful response, you can be confident the entire object
was stored.

Amazon S3 is a distributed system. If Amazon S3 receives multiple write requests for the same object
simultaneously, all but the last object written will be overwritten.

To ensure that data is not corrupted traversing the network, use the Content-MD5 form field. When you
use this form field, Amazon S3 checks the object against the provided MD5 value. If they do not match,
Amazon S3 returns an error. Additionally, you can calculate the MD5 value while posting an object to
Amazon S3 and compare the returned ETag to the calculated MD5 value. The ETag only reflects changes
to the contents of an object, not its metadata.

Note

To configure your application to send the Request Headers prior to sending the request body;,
use the 100-continue HTTP status code. For POST operations, this helps you avoid sending the
message body if the message is rejected based on the headers (e.g., authentication failure or
redirect). For more information on the 100-continue HTTP status code, go to Section 8.2.3 of
http://www.ietf.org/rfc/rfc2616.txt.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it to
disks in its data centers and decrypts it for you when you access it. You have option of providing your
own encryption key or you can use the AWS-managed encryption keys. For more information, go to Using
Server-Side Encryption in the Amazon Simple Storage Service Developer Guide.

Versioning

If you enable versioning for a bucket, POST automatically generates a unique version ID for the object
being added. Amazon S3 returns this ID in the response using the x- anz- ver si on-i d response
header.

If you suspend versioning for a bucket, Amazon S3 always uses nul | as the version ID of the object
stored in a bucket.

For more information about returning the versioning state of a bucket, see GET Bucket (Versioning
Status) (p. 128).

Amazon S3 is a distributed system. If you enable versioning for a bucket and Amazon S3 receives multiple
write requests for the same object simultaneously, all of the objects will be stored.

To see sample requests that use versioning, see Sample Request (p. 245).

Requests

Syntax

POST / HTTP/ 1.1
Host: destinati onBucket.s3. anazonaws. com
User - Agent: browser_data
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Accept: file_types

Accept - Language: Regi ons

Accept - Encodi ng: encodi ng

Accept - Charset: character_set

Keep- Al'i ve: 300

Connection: keep-alive

Content - Type: nultipart/formdata; boundary=9431149156168
Content-Length: |ength

--9431149156168
Content - Di sposi tion: formdata; nane="key"

acl
--9431149156168
Content - Di sposition: formdata; nane="success_action_redirect"

success_redirect
--9431149156168
Content - Di sposi tion: formdata; nane="Content-Type"

content _type
--9431149156168
Content - Di sposi tion: formdata; nane="x-anz-nmeta-uuid"

uui d
--9431149156168
Content - Di sposition: formdata; nane="x-anz-neta-tag"

nmet adat a
--9431149156168
Content-Di sposition: formdata; nane="AWSAccessKeyl d"

access-key-id
--9431149156168
Content - Di sposition: formdata; nane="Policy"

encoded_policy
--9431149156168
Content-Di sposition: formdata; nane="Si gnature"

signature=
--9431149156168

Content-Di sposition: formdata; nane="file"; filename="MFil enane.jpg"

Cont ent - Type: i mage/|j peg

file_content
--9431149156168
Content-Di sposition: formdata; nane="submt"

Upl oad to Anazon S3
--9431149156168- -

Request Parameters

This implementation of the operation does not use request parameters.
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Form Fields

This operation can use the following form fields.

Name Description Required

AWSAccessKeyl d The AWS access key ID of the owner of the bucket who | Conditional
grants an Anonymous user access for a request that
satisfies the set of constraints in the policy.

Type: String
Default: None

Constraints: Required if a policy document is included
with the request.

acl Specifies an Amazon S3 access control list. If an invalid | No
access control list is specified, an error is generated.
For more information on ACLs, go to Access Control
List (ACL) Overview in the Amazon Simple Storage
Service Developer Guide.

Type: String
Default: private

Valid Values: private | public-read |
public-read-wite | authenticated-read |
bucket - owner -read |

bucket - owner-ful | -control

Cache- Control , REST-specific headers. For more information, see PUT | No
Cont ent - Type, Object (p. 250).
Cont ent - Di sposi tion, Type: String

Cont ent - Encodi ng, Expi res Default: None
file File or text content. Yes
The file or text content must be the last field in the form.
You cannot upload more than one file at a time.
Type: File or text content
Default: None

key The name of the uploaded key. Yes
To use the file name provided by the user, use the
${filename} variable. For example, if the user Betty
uploads the file | ol cat z. j pg and you specify
/user/betty/ ${fil enane}, the key name will be
luser/betty/lolcatz.jpg.
For more information, go to Object Key and Metadata
in the Amazon Simple Storage Service Developer Guide.
Type: String
Default: None
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Name

policy

success_action_redirect,
redirect

success_action_stat us

Description Required

Security Policy describing what is permitted in the Conditional
request. Requests without a security policy are

considered anonymous and only work on publicly

writable buckets. For more information, go to HTML

Forms and Upload Examples.

Type: String
Default: None

Constraints: Policy is required if the bucket is not publicly
writable.

The URL to which the client is redirected upon successful | No
upload.

If success_action_redirect is not specified, Amazon S3
returns the empty document type specified in the
success_action_status field.

If Amazon S3 cannot interpret the URL, it acts as if the
field is not present.

If the upload fails, Amazon S3 displays an error and
does not redirect the user to a URL.

Type: String

Default: None

Note

The redirect field name is deprecated and
support for the redirect field name will be
removed in the future.

The status code returned to the client upon successful | No
upload if success_action_redirect is not specified.

Accepts the values 200, 201, or 204 (default).

If the value is set to 200 or 204, Amazon S3 returns an
empty document with a 200 or 204 status code.

If the value is set to 201, Amazon S3 returns an XML
document with a 201 status code.

If the value is not set or if it is set to an invalid value,

Amazon S3 returns an empty document with a 204 status
code.

Type: String
Default: None

Note

Some versions of the Adobe Flash player do
not properly handle HTTP responses with an
empty body. To support uploads through Adobe
Flash, we recommend setting

success_acti on_st at us to 201.
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Name

X-ane- st or age- cl ass

X-ane-net a-*

X-ane-security-token

X-ane-website
-redirect-location

Description Required
Storage class to use for storing the object. No
Type: String

Default: STANDARD
Valid Values: STANDARD | REDUCED_REDUNDANCY
Constraints: You cannot specify GLACI ERas the storage

class. To transition objects to the GLACIER storage
class you can use lifecycle configuration.

Field names prefixed with x- anz- net a- contain No
user-specified metadata.

Amazon S3 does not validate or use this data.
For more information, see PUT Object (p. 250).
Type: String

Default: None

Amazon DevPay security token. No

Each request that uses Amazon DevPay requires two
X-anz-security-token form fields: one for the
product token and one for the user token.

For more information, go to Using DevPay.
Type: String
Default: None

If the bucket is configured as a website, redirects No
requests for this object to another object in the same
bucket or to an external URL. Amazon S3 stores the

value of this header in the object metadata. For

information about object metadata, go to Object Key and
Metadata.

In the following example, the request header sets the
redirect to an object (anot her Page. ht ml ) in the same
bucket:

X-ane-website-redirect-1ocation:

/ anot her Page. ht ni

In the following example, the request header sets the
object redirect to another website:

X-anz-website-redirect-1location:
http://ww:. exanpl e. con!

For more information about website hosting in Amazon
S3, go to sections Hosting Websites on Amazon S3 and
How to Configure Website Page Redirects in the Amazon
Simple Storage Service Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/", "http://"
or "https://". The length of the value is limited to 2 K.
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Server-Side Encryption Specific Request Form Fields

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following form fields:

¢ Use AWS-managed encryption keys — If you want Amazon S3 to manage keys used to encrypt data,
you specify the following form fields in the request.

Name Description Required
x-ane-server - si de | Specifies a server-side encryption algorithm to use when Yes
-encryption Amazon S3 creates an object.

Type: String

Valid Value: AES256

» Use customer-provided encryption keys — If you want to manage your own encryption keys, you must
provide all the following form fields in the request.

Note
If you use this feature, the ETag value that Amazon S3 returns in the response will not be the
MDS5 of the object.

Name Description Required

x-ane- server - si de | Specifies the algorithm to use to when encrypting the object. | Yes
-encryption .
- cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid
X-anz- server-si de- encrypti on- cust oner - key and
X-ane-server-si de-encrypti on- cust oner - key- MD5

fields.
X-ane- server - si de | Specifies the customer provided base-64 encoded encryption | Yes
-encryption key for Amazon S3 to use in encrypting data. This value is used
- cust oner - key to store the object and then it is discarded; Amazon does not

store the encryption key. The key must be appropriate for use
with the algorithm specified in the x- anz- ser ver - si de
-encryption-custoner-al gorithmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-custoner-al gorithm
and x- anz- ser ver - si de- encrypti on- cust oner - key- M5
fields.
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Name Description Required
x-ane- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust orrer - key- MD5 | header for a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid

X- ane-server-si de-encrypti on-customner-al gorithm
and x- ane- server - si de- encrypti on- cust oner - key
fields.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name Description

X-ane-expiration Amazon S3 will return this header if an Expi r at i on action
is configured for the object as part of the bucket's lifecycle
configuration. The header value includes an "expiry-date”
component and a URL encoded "rule-id" component. Note
that for version-enabled buckets, this header only applies
to current versions; Amazon S3 does not provide a header
to infer when a noncurrent version will be eligible for
permanent deletion. For more information, see PUT Bucket
lifecycle (p. 162).

Type: String

success_action_redirect, redirect The URL to which the client is redirected on successful
upload.

Type: String
Ancestor: PostResponse

X-ane-server-si de-encryption If you request server-side encryption when adding an
object, the response includes this header confirming the
encryption algorithm used.

Type: String

X-anz-server-si de-encryption If server-side encryption with customer-provided encryption
-cust omer -al gorithm keys (SSE-C) encryption was requested, the response will
include this header confirming the encryption algorithm
used.
Type: String
Valid Values: AES256
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Name Description

X-ane- server-si de-encryption If SSE-C encryption was requested, the response includes

- cust omer - key- MD5 this header to provide round trip message integrity
verification of the customer provided encryption key.
Type: String

X-ane-version-id Version of the object.
Type: String

Response Elements

Name Description
Bucket Name of the bucket the object was stored in.
Type: String

Ancestor: PostResponse

ETag The entity tag is an MD5 hash of the object that you can use to do
conditional GET operations using the If-Modified request tag with
the GET request operation. The ETag reflects changes to only the
contents of an object, not its metadata.

Type: String
Ancestor: PostResponse

Key The object key name.
Type: String
Ancestor: PostResponse
Locati on URI of the object.
Type: String

Ancestor: PostResponse

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

POST /Neo HTTP/ 1.1

Content-Length: 4

Host: quotes. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMr

Aut hori zation: authorization string

Cont ent - Type: text/plain

Expect: the 100-conti nue HTTP status code

bj ect Cont ent
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Sample Response with Versioning Suspended

The following shows a sample response when bucket versioning is suspended.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSm F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: O0A49CE4060975EAC

x-ane-version-id: default

Date: Wed, 12 COct 2009 17:50: 00 GV

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Notice in this response the version ID is nul | .

Sample Response with Versioning Enabled

The following shows a sample response when bucket versioning is enabled.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: 0A49CE4060975EAC

x-ane-version-id: 43)fkodU8493j nFJDOf j j 3HHNVF dsQUI FDNsi df 038j f dsj GFDSI Rp
Date: Wed, 01 Mar 2006 12: 00: 00 GV

ETag: "828ef 3f df a96f 00ad9f 27¢c383f c9ac7f"

Content-Length: O

Connection: cl ose

Server: AmazonS3

Related Resources

¢ PUT Object - Copy (p. 269)
¢ POST Object (p. 238)
e GET Object (p. 212)
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POST Object restore

Description

Restores a temporary copy of an archived object. You can optionally provide version ID to restore specific
object version. If version ID is not provided, it will restore the current version.

In the request, you specify the number of days that you want the restored copy to exist. After the specified
period, Amazon S3 deletes the temporary copy. Note that the object remains archived; Amazon S3 deletes
only the restored copy.

An object in the Glacier storage class is an archived object. To access the object, you must first initiate
a restore request, which restores a copy of the archived object. Restore jobs typically complete in three
to five hours.

For more information about archiving objects, go to Object Lifecycle Management in Amazon Simple
Storage Service Developer Guide.

You can obtain restoration status by sending a HEAD request. In the response, these operations return
the x- ane- r est or e header with restoration status information.

After restoring an object copy, you can update the restoration period by reissuing this request with the
new period. Amazon S3 updates the restoration period relative to the current time and charges only for
the request, and there are no data transfer charges.

You cannot issue another restore request when Amazon S3 is actively processing your first restore request
for the same object; however, after Amazon S3 restores a copy of the object, you can send restore requests
to update the expiration period of the restored object copy.

If your bucket has a lifecycle configuration with a rule that includes an expiration action, the object expir-
ation overrides the life span that you specify in a restore request. For example, if you restore an object
copy for 10 days but the object is scheduled to expire in 3 days, Amazon S3 deletes the object in 3 days.
For more information about lifecycle configuration, see PUT Bucket lifecycle (p. 162).

To use this action, you must have s3: Rest or eChj ect permissions on the specified object. For more
information, go to Access Control section in the Amazon S3 Developer Guide.

Requests

Syntax

POST / Cbj ect Nane?r est or e&ver si onl d=Versi onl D HTTP/ 1. 1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Cont ent - MD5: ND5

<Rest or eRequest xm ns="http://s3. amazonaws. com doc/ 2006- 3- 01" >
<Days>Nunber Of Days</ Days>
</ Rest or eRequest >

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section.
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Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

Name Description Required

Cont ent - MD5 | The base64-encoded 128-bit MD5 digest of the data. This header | Yes
must be used as a message integrity check to verify that the request
body was not corrupted in transit. For more information, go to RFC
1864.

Type: String

Default: None

Request Elements

Name

Rest or eRequest

Days

Responses

Description

Container for restore information
Type: Container
Ancestors: AccessControl Pol i cy

Lifetime of the restored (active) copy. The minimum number of days that you
can restore an object from Amazon Glacier is 1. After the object copy reaches
the specified lifetime, Amazon S3 removes the copy from the bucket.

Type: Positive integer
Ancestors: RestoreRequest

A successful operation returns either 200 OKor 202 Accept ed status code.

« If the object copy is not previously restored, then Amazon S3 returns 202 Accept ed in the response.
« If the object copy is previously restored, Amazon S3 returns 200 K in the response.

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 14).

Response Elements

This operation does not return response elements.
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Special Errors

Error Code Description HTTP Status | SOAP Fault
Code Code Prefix

Rest or eAl r eadyl nPr ogr ess | Object restore is already in progress. | 409 Conflict | Client

Examples

Restore an object for 2 days

The following restore request restores a copy of the phot 01. j pg object from Amazon Glacier for a
period of 2 days.

POST /photol.jpg?restore HITP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Mon, 22 Oct 2012 01:49:52 GVl
Aut hori zation: authorization string
Cont ent - Lengt h: 53

<Rest or eRequest >
<Days>2</ Days>
</ Rest or eRequest >

If the exanpl ebucket does not have a restored copy of the object, Amazon S3 returns the following
202 Accept ed response.

HTTP/ 1.1 202 Accepted

x-anz-id-2: GFi

hv3y6+kE7KGL1CEKQhU7/ 2/ cHR3Yb2f Cb2S04nx| 423Dgwg2Xi QOB/ UZI zYQvPi Bl ZNRcovw=
X-ane-request-id: 9F341CD3C4ABA79EOD

Date: Sat, 20 Cct 2012 23:54:05 GJI

Content-Length: O

Server: AmazonS3

If a copy of the object is already restored, Amazon S3 returns a 200 OK response, only updating the re-
stored copy's expiry time.

Related Resources

¢ GET Bucket lifecycle (p. 95)
¢ PUT Bucket lifecycle (p. 162)
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PUT Object

Description

This implementation of the PUT operation adds an object to a bucket. You must have WRI TE permissions
on a bucket to add an object to it.

Amazon S3 never adds partial objects; if you receive a success response, Amazon S3 added the entire
object to the bucket.

Amazon S3is a distributed system. If it receives multiple write requests for the same object simultaneously,
it overwrites all but the last object written. Amazon S3 does not provide object locking; if you need this,
make sure to build it into your application layer or use versioning instead.

To ensure that data is not corrupted traversing the network, use the Cont ent - MD5 header. When you
use this header, Amazon S3 checks the object against the provided MD5 value and, if they do not match,
returns an error. Additionally, you can calculate the MD5 while putting an object to Amazon S3 and
compare the returned ETag to the calculated MD5 value.

Note

To configure your application to send the Request Headers prior to sending the request body;,
use the 100- cont i nue HTTP status code. For PUT operations, this helps you avoid sending
the message body if the message is rejected based on the headers (e.g., because of authentic-
ation failure or redirect). For more information on the 100- cont i nue HTTP status code, go to
Section 8.2.3 of http://www.ietf.org/rfc/rfc2616.txt.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it to
disks in its data centers and decrypts it for you when you access it. You have option to provide your own
encryption key or use AWS-managed encryption keys. For more information, go to Using Server-Side
Encryption in the Amazon Simple Storage Service Developer Guide.

Versioning

If you enable versioning for a bucket, Amazon S3 automatically generates a unique version ID for the

object being stored. Amazon S3 returns this ID in the response using the x- anez- ver si on-i d response
header. If versioning is suspended, Amazon S3 always uses nul | as the version ID for the object stored.
For more information about returning the versioning state of a bucket, see GET Bucket versioning (p. 128).

If you enable versioning for a bucket, when Amazon S3 receives multiple write requests for the same
object simultaneously, it stores all of the objects.

To see sample requests that use versioning, see Sample Request (p. 259).

Reduced Redundancy Storage

Reduced redundancy storage (RRS) enables customers to reduce their costs by storing noncritical, re-
producible data at lower levels of redundancy than Amazon S3's standard storage. RRS provides a cost-
effective, highly available solution for distributing or sharing content that is durably stored elsewhere, or
for storing thumbnails, transcoded media, or other processed data that can be easily reproduced. The
RRS option stores objects on multiple devices across multiple facilities, providing 400 times the durability
of a typical disk drive, but does not replicate objects as many times as standard Amazon S3 storage.
Thus, using RRS is even more cost effective.

To store an object using reduced redundancy, set the x- anez- st or age- cl ass request header to RE-
DUCED_REDUNDANCY. The default value is STANDARD.
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Access Permissions

When uploading an object, you can optionally specify the accounts or groups that should be granted
specific permissions on your object. There are two ways to grant the appropriate permissions using the
request headers:

¢ Specify a canned (predefined) ACL using the x- anz- acl request header. For more information, see
Canned ACL in the Amazon Simple Storage Service Developer Guide.

¢ Specify access permissions explicitly using the x- ane- gr ant - r ead, , x- anez- gr ant - r ead- acp, and
X-ane-grant-wite-acp, x-ane-grant-full-control headers. These headers map to the set
of permissions Amazon S3 supports in an ACL. For more information, go to Access Control List (ACL)
Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can either use a canned ACL or specify access permissions explicitly. You cannot do both.

Requests

Syntax

PUT / Cbj ect Name HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Note
The syntax shows some of the request headers. For a complete list, see the Request Headers
section.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

Name Description Required

Cache- Control Can be used to specify caching behavior along the request/reply | No
chain. For more information, go to http://www.w3.org/Protocols/
rfc2616/rfc2616-secl4.html#secl14.9.

Type: String
Default: None
Constraints: None
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Name

Cont ent - D sposi tion

Cont ent - Encodi ng

Cont ent - Lengt h

Cont ent - MD5

Cont ent - Type

Expect

Description Required

Specifies presentational information for the object. For more No
information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-sec19.html#sec19.5.1.

Type: String
Default: None
Constraints: None

Specifies what content encodings have been applied to the object | No
and thus what decoding mechanisms must be applied to obtain

the media-type referenced by the Cont ent - Type header field.

For more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.11.

Type: String
Default: None
Constraints: None

The size of the object, in bytes. For more information, go to http:// | Yes
www.w3.0rg/Protocols/rfc2616/rfc2616-secl4.html#secl4.13.

Type: String
Default: None
Constraints: None

The base64-encoded 128-bit MD5 digest of the message (without | No
the headers) according to RFC 1864. This header can be used

as a message integrity check to verify that the data is the same
data that was originally sent. Although it is optional, we

recommend using the Content-MD5 mechanism as an end-to-end
integrity check. For more information about REST request
authentication, go to REST Authentication in the Amazon Simple
Storage Service Developer Guide

Type: String
Default: None
Constraints: None

A standard MIME type describing the format of the contents. For | No
more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl14.17.

Type: String

Default: binary/octet-stream
Valid Values: MIME types
Constraints: None

When your application uses 100- cont i nue, it does not send | No
the request body until it receives an acknowledgment. If the
message is rejected based on the headers, the body of the
message is not sent.

Type: String

Default: None

Valid Values: 100- cont i nue
Constraints: None
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Name

Expires

X-ane- nmet a-

X- anz- st or age- cl ass

Description Required

The date and time at which the object is no longer cacheable. | No
For more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#sec14.21.

Type: String

Default: None

Constraints: None

Any header starting with this prefix is considered user metadata. A No
It will be stored with the object and returned when you retrieve

the object. The PUT request header is limited to 8 KB in size.

Within the PUT request header, the user-defined metadata is
limited to 2 KB in size. User-defined metadata is a set of

key-value pairs. The size of user-defined metadata is measured

by taking the sum of the number of bytes in the UTF-8 encoding

of each key and value.

Type: String
Default: None
Constraints: None

RRS enables customers to reduce their costs by storing No
noncritical, reproducible data at lower levels of redundancy than
Amazon S3's standard storage.

Type: Enum

Default: STANDARD

Valid Values: STANDARD | REDUCED REDUNDANCY

Constraints: You cannot specify GLACI ER as the storage class.

To transition objects to the GLACI ER storage class you can use
lifecycle configuration.
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Name Description Required

x-anez-website If the bucket is configured as a website, redirects requests for | No
-redirect-1ocation | this object to another object in the same bucket or to an external
URL. Amazon S3 stores the value of this header in the object
metadata. For information about object metadata, go to Object
Key and Metadata.

In the following example, the request header sets the redirect to
an object (anot her Page. ht m ) in the same bucket:
x-anez-website-redirect-location:

[ anot her Page. ht m

In the following example, the request header sets the object
redirect to another website:

X-ane-website-redirect-1ocation:
http: // ww. exanpl e. cont

For more information about website hosting in Amazon S3, go
to sections Hosting Websites on Amazon S3 and How to
Configure Website Page Redirects in the Amazon Simple Storage
Service Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/*, "http://" or
"https://". The length of the value is limited to 2 KB.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control related headers with this operation. By default, all
objects are private: only the owner has full control. When adding a new object, you can grant permissions
to individual AWS accounts or predefined Amazon S3 groups. These permissions are then used to create
the Access Control List (ACL) on the object. For more information, go to Using ACLs.

You can use one of the following two ways to grant these permissions:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to
Canned ACL.

Name Description Required
x-anz- acl The canned ACL to apply to the object. For more information, see | No
Canned ACL in the Amazon Simple Storage Service Developer
Guide.
Type: String

Default: private

Valid Values: private | public-read |
public-read-wite | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None
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» Specify access permissions explicitly — If you want to explicitly grant access permissions to specific
AWS accounts or a group, you use the following headers. Each of the following headers maps to spe-
cific permissions Amazon S3 supports in an ACL. For more information, go to Access Control List (ACL)
Overview. In the header value, you specify a list of grantees who get the specific permission.

Name

X-anz-grant -read

X-anz-grant-wite

X-au-gat-read-acp

x-aggat-witeap

xamwgat-ful-artrd

Description

Allows grantee to read the object data and its metadata.
Type: String

Default: None

Constraints: None

Not applicable. This applies only when granting permission on a

bucket.

Type: String
Default: None
Constraints: None

Allows grantee to read the object ACL.
Type: String

Default: None

Constraints: None

Allows grantee to write the ACL for the applicable object.
Type: String

Default: None

Constraints: None

Allows grantee the READ, READ_ACP, and WRITE_ACP
permissions on the object.

Type: String
Default: None
Constraints: None

Required

No

No

No

No

No

You specify each grantee as at ype=val ue pair, where the type can be one of the following:

* emailAddress — if value specified is the email address of an AWS account
* id —if value specified is the canonical user ID of an AWS account
 uri — if granting permission to a predefined group.

For example, the following x- anez- gr ant - r ead header grants read object data and its metadata permis-

sion to the AWS accounts identified by their email addresses.

X-ane-grant-read: email Address="xyz@mazon. cont,

enmi | Addr ess="abc@nmazon. cont

Server-Side Encryption Specific Request Headers

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
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in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following headers:

¢ Use AWS-managed encryption keys — If you want Amazon S3 to manage keys used to encrypt data,
you specify the following header in the request.

Name Description Required
X-ane- server - si de | Specifies a server-side encryption algorithm to use when Yes
-encryption Amazon S3 creates an object.

Type: String

Valid Value: AES256

» Use customer-provided encryption keys— If you want to manage your own encryption keys, you must
provide all the following headers in the request.

Note
If you use this feature, the ETag value that Amazon S3 returns in the response will not be the
MDS5 of the object.

Name Description Required

x-ane- server - si de | Specifies the algorithm to use to when encrypting the object. | Yes
-encryption _
-cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-cust oner - key and
X-ane-server-si de-encrypti on- cust oner - key- MD5
headers.

x-ane- server - si de | Specifies the customer provided base-64 encoded encryption | Yes
-encryption key for Amazon S3 to use in encrypting data. This value is used
- cust oner - key to store the object and then is discarded; Amazon does not
store the encryption key. The key must be appropriate for use
with the algorithm specified in the x- anz- ser ver - si de
-encryption-cust oner - al gorit hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-custoner-al gorithm
and x- anz- server - si de- encrypt i on- cust oner - key- M5
headers.
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Name Description Required
x-ane- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust orrer - key- MD5 | header for a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid

X- ane-server-si de-encrypti on-customner-al gorithm
and x- ane- server - si de- encrypti on- cust oner - key
headers.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name Description

x-anz-expi ration | If the object expiration is configured (see PUT Bucket lifecycle (p. 162)), the response
includes this header. It includes the expi ry-dat e and r ul e- i d key-value pairs
providing object expiration information. The value of the r ul e-i d is URL encoded.

Type: String
x-anz- server -si de | If you request server-side encryption when adding an object, the response includes
-encryption this header confirming the encryption algorithm used.

Type: String
x-anz- server - si de | If server-side encryption with customer-provided encryption keys encryption was
-encryption requested the response will include this header confirming the encryption algorithm
-cust oner-a gori thm used.

Type: String

Valid Values: AES256

x-anz-server-si de | If server-side encryption using customer provided encryption key was requested

-encryption the response returns this header to provide round trip message integrity verification
- cust oner - key- MIb | of the customer provided encryption key.
Type: String

x-anz-versi on-id | Version of the object.
Type: String

Response Elements

This implementation of the operation does not return response elements.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request stores the image ny- i mage. j pg in the bucket myBucket .

PUT /ny-image.jpg HITP/ 1.1

Host: nyBucket. s3. amazonaws. com
Date: Wed, 12 COct 2009 17:50:00 GMr
Aut hori zation: authorization string
Content - Type: text/plain
Content-Length: 11434

Expect: 100-continue

[ 11434 bytes of object data]

Sample Response with Versioning Suspended

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-anz-id-2: LriYPLdnOdAI | f gSm F1YsVi T1ILWO4/ xUQxMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-anz-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50:00 GV

ETag: "1b2cf535f27731c974343645a3985328"

Content-Length: 0O

Connection: close

Server: AmazonS3

If an expiration rule created on the bucket using lifecycle configuration applies to the object, you get a
response with an x- anez- expi r at i on header as shown in the following response. For more information,
go to Object Expiration.

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-anz-id-2: LriYPLAnOdAI | f gSm F1YsVi TILWO4/ xUxMsF7xi EblaOwi | O x| +zbwZ163pt 7
X-anz-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50: 00 GMr

X-anz-expiration: expiry-date="Fri, 23 Dec 2012 00:00: 00 GVMI", rule-id="1"
ETag: "1b2cf535f27731¢c974343645a3985328"

Content-Length: O

Connection: close

Server: AmazonS3

Sample Response with Versioning Enabled

If the bucket has versioning enabled, the response includes the x- anz- ver si on-i d header.
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HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-ane-id-2: LriYPLdnOdAI | fgSn F1YsVi TILWO4/ xUXMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-ane-request-id: 0A49CE4060975EAC

x-ane-version-id: 43)fkodU8493j nFJDOf j j 3HHNVF dsQUI FDNsi df 038j f dsj GFDSI Rp
Date: Wed, 12 COct 2009 17:50: 00 GV

ETag: "fbacf535f27731¢c9771645a39863328"

Content-Length: O

Connection: cl ose

Server: AmazonS3

Sample Request: Specifying reduced redundancy storage class

The following request stores the image, ny- i nege. j pg, in the bucket, nyBucket . The request specifies
X-ane- st or age- cl ass header to request object be stored using the REDUCED REDUNDANCY storage
class.

PUT /ny-image.jpg HITP/ 1.1

Host: nyBucket . s3. amazonaws. com

Date: Wed, 12 Oct 2009 17:50:00 GMI

Aut hori zation: authorization string

Cont ent - Type: i mage/j peg

Content -Length: 11434

Expect: 100-conti nue

X-ane- st or age- cl ass: REDUCED REDUNDANCY

Sample Response

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 K

x-anz-id-2: LriYPLdnOdAI | f gSm F1YsVi TILWO4/ xUQxMsF7xi EblaOwi | O x| +zbwZ163pt 7
x-anz-request-id: 0A49CE4060975EAC

Date: Wed, 12 Cct 2009 17:50:00 GV

ETag: "1b2cf535f27731¢c974343645a3985328"

Content-Length: O

Connection: close

Server: AmazonS3

Sample Request: Uploading an object and specifying access permissions
explicitly
The following request stores the file Test Cbj ect . t xt in the bucket myBucket . The request specifies

various ACL headers to grant permission to AWS accounts specified using canonical user ID and email
address.

PUT Test Qnject.txt HTTP/ 1.1

Host: nyBucket. s3. amazonaws. com

x-anz-date: Fri, 13 Apr 2012 05:40: 14 GVI

Aut hori zation: authorization string

X-anme-grant-wite-acp: i d=8a6925cedadf 588a4532142d3f 74dd8c71f al24Exanpl eCanon
ical UserI D

x-anme-grant-full-control: email Address="Exanpl eUser @nazon. cont
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X-ane-grant-wite: email Address="Exanpl eUser 1@nazon. conf', enmil Addr ess="Ex
ampl eUser 2@mazon. cont

Cont ent - Lengt h: 300

Expect: 100-conti nue

Connection: Keep-Alive

...Object data in the body...

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: RUXQsZJUf S+ezeAS2i 0Xj 6w ST6xqgF/ 8pFNH Tj Tr ECWb6 SCAUWGY+7 QL Voj 1GH
X-ane-request-id: 8D017A90827290BA

Date: Fri, 13 Apr 2012 05:40:25 GV

ETag: "dd038b344cf9553547f 8b395a814b274"

Content-Length: O

Server: AmazonS3

Sample Request: Using a canned ACL to set access permissions

The following request stores the file Test Obj ect . t xt in the bucket myBucket . The request uses an
x-ane-acl header to specify a canned ACL to grant READ permission to the public.

...Object data in the body...

PUT Test Qhject.txt HITP/ 1.1

Host: nyBucket . s3. amazonaws. com
x-anz-date: Fri, 13 Apr 2012 05:54:57 GVI
x-anz-acl: public-read

Aut hori zation: authorization string

Cont ent - Lengt h: 300

Expect: 100-continue

Connection: Keep-Alive

...Object data in the body...

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: Yd6PSIxJFQeTYJ/ 3dDO7m qJf VMXXWIS2Hi j 03WFs4bz60e2QCVXasxXLZdM ASd
X-anz-request-id: 80DF413BB3D28A25

Date: Fri, 13 Apr 2012 05:54:59 GJI

ETag: "dd038b344cf 9553547f 8b395a814b274"

Content-Length: O

Server: AmazonS3

Sample: Upload an object, and request server-side encryption with a cus-
tomer-provided encryption key

In this upload object example, you request server-side encryption and provide an encryption key.

PUT /exanpl e- obj ect HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com
Accept: */*
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Aut hori zati on: aut hori zation string

Date: Wed, 28 May 2014 19:31: 11 +0000

X-ane-server-si de-encrypti on-cust oner -

key: gOl Cf A3Dv40j Zz5SQI1ZukLRFqt | 5\WWr C/ 8SEEXAMPLE

X-ane-server-si de-encryption-cust oner-key-Md5: Zj @ nelX/ i TcskbY2exanpl e
X-ane-server-si de-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns the encryption algorithm and MD5 of the encryption key you specified
when uploading the object. Note that the ETag returned is not the MD5 of the object.

HTTP/ 1.1 200 K
x-ane-id-2: 7qoYGN7uMiFuYS6nva4dl szH6i n+hccE+4DXPnDZ7C9Kqucj nZClgl 5nshai 6f bMG

X-ane-request-id: 06437EDD40C407C7

Date: Wed, 28 May 2014 19:31:12 GMVIr

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-custoner-key-Md5: Zj @ nelX i TcskbY2exanpl e
ETag: "ae89237c20e759c5f 479ece02c642f 59"

Related Resources

¢ PUT Object - Copy (p. 269)
« POST Object (p. 238)
e GET Object (p. 212)
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PUT Object acl

Description

This implementation of the PUT operation uses the acl subresource to set the access control list (ACL)
permissions for an object that already exists in a bucket. You must have WRITE_ACP permission to set
the ACL of an object.

You can use one of the following two ways to set an object's permissions:

¢ Specify the ACL in the request body, or
« Specify permissions using request headers

Depending on your application needs, you may choose to set the ACL on an object using either the request
body or the headers. For example, if you have an existing application that updates an object ACL using
the request body, then you can continue to use that approach.

Versioning

The ACL of an object is set at the object version level. By default, PUT sets the ACL of the current version
of an object. To set the ACL of a different version, use the ver si onl d subresource.

To see sample requests that use versioning, see Sample Request: Setting the ACL of a specified object
version (p. 267).

Requests

Syntax

The following request shows the syntax for sending the ACL in the request body. If you want to use
headers to specify the permissions for the object, you cannot send the ACL in the request body. Instead,
see the Request Headers section for a list of headers you can use.

PUT / Ooj ect Nane?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

<AccessControl Policy>
<Owner >
<I D>l D</ | D>
<Di spl ayName>Emai | Addr ess</ Di spl ayNanme>
</ Owner >
<AccessControl Li st >
<G ant>
<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
Xsi : type="Canoni cal User" >
<I D>l D</ | D>
<Di spl ayName>Emai | Addr ess</ Di spl ayNanme>
</ Grant ee>
<Per mi ssi on>Per m ssi on</ Per m ssi on>
</ Grant >
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</ AccessControl Li st>
</ AccessControl Policy>

Note
The syntax shows some of the request headers. For a complete list see the Request Headers
section.

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

You can use the following request headers in addition to the Common Request Headers (p. 12).
These headers enable you to set access permissions using one of the following methods:

¢ Specify canned ACL, or
« Specify the permission for each grantee explicitly

Amazon S3 supports a set of predefined ACLs, known as canned ACLs. Each canned ACL has a pre-
defined a set of grantees and permissions. For more information, see Canned ACL. To grant access
permissions by specifying canned ACLs, you use the following header and specify the canned ACL name
as its value. If you use this header, you cannot use other access control-specific headers in your request.

Name Description Required
Xx-ane- acl The canned ACL to apply to the object. For more information, go to | No
Canned ACL in the Amazon Simple .
Type: String

ValidValues:private | public-read | public-read-wite
| authenticated-read | bucket-owner-read |
bucket - owner-ful | -control

Default: private

If you need to grant individualized access permissions on an object, you can use the following x- ane-
gr ant - per m ssi on headers. When using these headers you specify explicit access permissions and
grantees (AWS accounts or Amazon S3 groups) who will receive the permission. If you use these ACL
specific headers, you cannot use x- anz- acl header to set a canned ACL.

Note
Each of the following request headers maps to specific permissions Amazon S3 supports in an
ACL. For more information, go to Access Control List (ACL) Overview.

Name Description Required
x-anz-grant-read | Allows the specified grantee to list the objects in the bucket. No
Type: String

Default: None
Constraints: None
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Name

X-anz-grant-wite

X-ang- gy art -read- acp

x-ag-gat-wite-ap

xawgat-ful-artrd

Description

Not applicable when granting access permissions on objects. You
can use this when granting access permissions on buckets.

Type: String
Default: None
Constraints: None

Allows the specified grantee to read the bucket ACL.
Type: String

Default: None

Constraints: None

Allows the specified grantee to write the ACL for the applicable
bucket.

Type: String
Default: None
Constraints: None

Allows the specified grantee the READ, WRITE, READ_ACP, and
WRITE_ACP permissions on the bucket.

Type: String
Default: None
Constraints: None

Required
No

No

No

No

For each of these headers, the value is a comma-separated list of one or more grantees. You specify
each grantee as a t ype=val ue pair, where the type can be one of the following:

* emailAddress — if value specified is the email address of an AWS account
¢ id — if value specified is the canonical user ID of an AWS account
e uri — if granting permission to a predefined group.

For example, the following x- anz- gr ant - r ead header grants list objects permission to the two AWS

accounts identified by their email addresses.

X-ane-grant-read: email Address="xyz@mnmazon. cont',

enmi | Addr ess="abc@nmazon. cont'

For more information, go to Access Control List (ACL) Overview.

Request Elements

If you decide to use the request body to specify an ACL, you must use the following elements.

Note

If you use the request body, you cannot use the request headers to set an ACL.

Name

Description

AccessCont rol Li st | Container for ACL information

Type: Container
Ancestors: AccessControl Pol i cy
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Name Description

Access@ntrol Poli cy | Contains the elements that set the ACL permissions for an object per grantee
Type: Container
Ancestors: None

Di spl ayNane Screen name of the bucket owner
Type: String
Ancestors: AccessCont r ol Pol i cy. Omner

G ant Container for the grantee and his or her permissions
Type: Container
Ancestors: AccessCont rol Pol i cy. AccessControl Li st

Grant ee The subject whose permissions are being set.
Type: String
Valid Values: Di spl ayNane | Enai | Addr ess | Aut hent i cat edUser . For more
information, see Grantee Values (p. 265).
Ancestors: AccessControlPolicy.AccessControlList.Grant

ID ID of the bucket owner, or the ID of the grantee
Type: String
Ancestors: AccessControl Pol i cy. Oamner or
AccessControl Pol i cy. AccessControl Li st. G ant

Omner Container for the bucket owner's display name and ID
Type: Container
Ancestors: AccessControl Pol i cy

Per m ssi on Specifies the permission given to the grantee
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP | READ | READ_ACP
Ancestors: AccessControl Pol i cy. AccessControl Li st. G ant

Grantee Values

You can specify the person (grantee) to whom you're assigning access rights (using request elements)
in the following ways:

* By the person's ID:

<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna-i nst ance" xsi:type="Ca
noni cal User " ><| D>| D</ | D><Di spl ayNane>G ant eesEmai | </ Di spl ayNanme>
</ Grant ee>

Di spl ayNane is optional and ignored in the request.
¢ By Email address:

<Grantee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
xsi : type="AmazonCust onmer ByEmai | " ><Emai | Addr ess>G ant ees@nmai | . conx/ Emai | Ad
dress>lt;/ G ant ee>
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The grantee is resolved to the Canoni cal User and, in a response to a GET Cbj ect acl request,
appears as the Canoni cal User .

* By URL:

<G antee xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
Xsi:type="G oup"><URl >http://acs. amazonaws. com groups/ gl obal / Aut henti cat ed
User s</ URl ></ Gr ant ee>

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name Description

x-anz-versi on-id | Version of the object whose ACL is being set.
Type: String
Default: None

Response Elements
This operation does not return response elements.
Special Errors

This operation does not return special errors. For general information about Amazon S3 errors and a list
of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request grants access permission to an existing object. The request specifies the ACL in
the body. In addition to granting full control to the object owner, the XML specifies full control to an AWS
account identified by its canonical user ID.

PUT /ny-i mage. j pg?acl HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32: 00 GJr
Aut hori zation: authorization string
Content-Length: 124

<AccessControl Pol i cy>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</ | D>
<Di spl ayName>Cust omer sName@nazon. conx/ Di spl ayNane>
</ Owner >
<AccessControl Li st>
<G ant >
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<Grantee xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
Xsi :type="Canoni cal User" >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeeExanpl eCanoni cal User | D</ | D>

<Di spl ayName>Cust omer Name@nazon. conx/ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant>
</ AccessControl Li st>
</ AccessControl Policy>

Sample Response

The following shows a sample response when versioning on the bucket is enabled.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51T9AS1ed4Cpl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

x-ane-version-id: 3/L4kqt Jl cpXrof 3vj VBHAONr 8X8gdRBpUM.Uo
Date: Wed, 28 Cct 2009 22:32: 00 GV

Last-Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI
Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request: Setting the ACL of a specified object version

The following request sets the ACL on the specified version of the object.

PUT / my-i mage. j pg?acl &er si onl d=3HL4kqt JI cpXr oDTDmJ+r nSpXd3dl b
r HY+MTRCxf 3vj VBHAONr j f kd HTTP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 GMr

Aut hori zation: authorization string

Content - Length: 124

<AccessControl Pol i cy>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caeab54bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Owner >
<AccessControl Li st>
<G ant >
<Grantee xm ns:xsi="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
Xsi :type="Canoni cal User" >
<|I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab54bal6a</ | D>

<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per i ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Pol i cy>
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51u8yU9ASled4Opl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

X-ane-version-id: 3/L4kqt Jl cpXro3vj VBHAONr 8X8gdRQ@BpUM.Uo
Date: Wed, 28 Cct 2009 22:32: 00 GMVI

Last-Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI
Content-Length: O

Connecti on: cl ose

Server: AmazonS3

Sample Request: Access permissions specified using headers

The following request uses ACL-specific request headers, x- anez- acl , and specifies a canned ACL
(publ i c_r ead) to grant object read access to everyone.

PUT Exanpl eObj ect.txt?acl HITP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
x-ane-acl: public-read

Accept: */*

Aut hori zation: authorization string
Host: s3. amazonaws.com

Connection: Keep-Alive

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: wsYegkbG6ZDsj e4AVK56RWPXNQHI QOG rj yRVFZhEJI 9E3kbabXnBOOWSG7 Dimks gk
X-ane-request-id: Cl3B2827BD8455B1

Date: Sun, 29 Apr 2012 23:24:12 GMI

Content -Length: O

Server: AmazonS3

Related Resources

¢ PUT Object - Copy (p. 269)
¢ POST Object (p. 238)
e GET Object (p. 212)
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PUT Object - Copy

Description

This implementation of the PUT operation creates a copy of an object that is already stored in Amazon
S3. A PUT copy operation is the same as performing a GET and then a PUT. Adding the request header,
X- ane- copy- sour ce, makes the PUT operation copy the source object into the destination bucket.

Note

You can store individual objects of up to 5 TB in Amazon S3. You create a copy of your object
up to 5 GB in size in a single atomic operation using this API. However, for copying an object
greater than 5 GB, you must use the multipart upload API. For conceptual information on multipart
upload, go to Uploading Objects Using Multipart Upload in the Amazon Simple Storage Service
Developer Guide.

When copying an object, you can preserve most of the metadata (default) or specify new metadata.
However, the ACL is not preserved and is set to pr i vat e for the user making the request.

All copy requests must be authenticated and cannot contain a message body. Additionally, you must
have READ access to the source object and WRITE access to the destination bucket. For more information,
see REST Authentication.

To copy an object only under certain conditions, such as whether the ETag matches or whether the object
was modified before or after a specified date, use the request headers x- anz- copy- sour ce-i f - mat ch,
X-ane-copy- sour ce-i f-none- mat ch, x- anz- copy- source-i f -unnodi fi ed- si nce, or x- ane-
copy-source-if-nodified-since.

Note
All headers prefixed with x- anz- must be signed, including x- anez- copy- sour ce.

You can use this operation to change storage class of an object that is already stored in Amazon S3 using
the x- ane- st or age- cl ass request header. For more information, go to Changing the Storage Class
of an Object in Amazon S3 in the Amazon Simple Storage Service Developer Guide.

The source object that you are copying can be encrypted or unencrypted. If the source object is encrypted,
it can be encrypted by server-side encryption using AWS-managed encryption keys or by using a customer-
provided encryption key. When copying an object you can request that Amazon S3 encrypt the target
object by using either the AWS-managed encryption keys or by using your own encryption key, regardless
of what form of server-side encryption was used to encrypt the source or if the source object was not
encrypted. For more information about server-side encryption, go to Using Server-Side Encryption in the
Amazon Simple Storage Service Developer Guide.

There are two opportunities for a copy request to return an error. One can occur when Amazon S3 receives
the copy request and the other can occur while Amazon S3 is copying the files. If the error occurs before
the copy operation starts, you receive a standard Amazon S3 error. If the error occurs during the copy
operation, the error response is embedded in the 200 OK response. This means that a 200 OK response
can contain either a success or an error. Make sure to design your application to parse the contents of
the response and handle it appropriately.

If the copy is successful, you receive a response that contains the information about the copied object.

Note
If the request is an HTTP 1.1 request, the response is chunk encoded. Otherwise, it will not
contain the content-length and you will need to read the entire body.
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Versioning

By default, x- anz- copy- sour ce identifies the current version of an object to copy. (If the current version
is a delete marker, Amazon S3 behaves as if the object was deleted.) To copy a different version, use
the ver si onl d subresource.

If you enable versioning on the target bucket, Amazon S3 generates a unique version ID for the object
being copied. This version ID is different from the version ID of the source object. Amazon S3 returns the
version ID of the copied object in the x- anez- ver si on-i d response header in the response.

If you do not enable versioning or suspend it on the target bucket, the version ID Amazon S3 generates
is always nul I .

If the source object's storage class is GLACI ER, then you must first restore a copy of this object before
you can use it as a source object for the copy operation. For more information, see POST Object re-
store (p. 247).

To see sample requests that use versioning, see Sample Request: Copying a specified version of an
object (p. 280).

Access Permissions

When copying an object, you can optionally specify the accounts or groups that should be granted spe-
cific permissions on the new object. There are two ways to grant the permissions using the request
headers:

¢ Specify a canned ACL using the x- anz- acl request header. For more information, see Canned ACL
in the Amazon Simple Storage Service Developer Guide.

¢ Specify access permissions explicitly using the x- anez- gr ant - r ead, x- ane- gr ant - r ead- acp, x-
anz-grant-wite-acp, and x-ane-grant-full -control headers. These headers map to the
set of permissions Amazon S3 supports in an ACL. For more information, go to Access Control List
(ACL) Overview in the Amazon Simple Storage Service Developer Guide.

Note
You can use either a canned ACL or specify access permissions explicitly. You cannot do both.

Requests

Syntax

PUT /destinationChject HITP/ 1.1

Host: destinationBucket.s3. amazonaws. com

X-ane-copy-source: /source_bucket/sourceCbject

X-ane- net adat a-directive: netadata directive

X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag

X-ane-copy-source-if-unnodified-since: tine_stanp

X-ane-copy-source-if-nodified-since: tinme_stanp

<request netadat a>

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Date: date
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Note
The syntax shows only some of the request headers. For a complete list, see the Request
Headers section.

Request Parameters
This implementation of the operation does not use request parameters.
Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

Name Description Required
X- aneg- cCopy- sour ce The name of the source bucket and key name of | Yes

the source object, separated by a slash (/).

Type: String

Default: None
Constraints:
This string must be URL-encoded. Additionally,

the source bucket must be valid and you must
have READ access to the valid source object.

If the source object is archived in Amazon Glacier
(storage class of the object is GLACI ER), you must
first restore a temporary copy using the POST
Object restore (p. 247). Otherwise, Amazon S3
returns the 403

oj ect Not I nActi veTi erError error
response.
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Name Description Required

x-ane- net adat a-directive Specifies whether the metadata is copied from No
the source object or replaced with metadata
provided in the request.

« If copied, the metadata, except for the version
ID, remains unchanged. In addition, the
server-si de-encrypti on, st orage- cl ass,
andwebsi t e-redi rect -1 ocati on metadata
from the source is not copied. If you specify this
metadata explicitly in the copy request, Amazon
S3 adds this metadata to the resulting object.
If you specify headers in the request specifying
any user-defined metadata, Amazon S3 ignores
these headers.

* If replaced, all original metadata is replaced by
the metadata you specify.

Type: String
Default: COPY
Valid values: COPY | REPLACE

Constraints: Values other than COPY or REPLACE
result in an immediate 400-based error response.
You cannot copy an object to itself unless the
Met adat aDi r ect i ve header is specified and its
value set to REPLACE.

For information on supported metadata, see
Common Request Headers (p. 12)

X-aneg-copy-source-if-match Copies the object if its entity tag (ETag) matches | No
the specified tag; otherwise, the request returns
a 412 HTTP status code error (failed precondition).

Type: String
Default: None

Constraints: This header can be used with

X- ank- copy- sour ce-i f-unnodi fi ed- si nce,
but cannot be used with other conditional copy
headers.

X- anz- copy- sour ce- i f - none- mat ch | Copies the object if its entity tag (ETag) is different | No
than the specified ETag; otherwise, the request
returns a 412 HTTP status code error (failed
precondition).

Type: String
Default: None

Constraints: This header can be used with
X-ane-copy-source-if-nodified-since,
but cannot be used with other conditional copy
headers.
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Name

X- anz- copy- sour ce-i f - unnodi fi ed- si nce

X- anz- copy- sour ce-i f - nodi f i ed- si nce

X-ane- st or age- cl ass

Description

Copies the object if it hasn't been modified since
the specified time; otherwise, the request returns
a 412 HTTP status code error (failed precondition).

Type: String
Default: None

Constraints: This must be a valid HTTP date. For
more information, go to http://www.ietf.org/rfc/
rfc2616.txt. This header can be used with

X- ane- copy- sour ce-i f - mat ch, but cannot be
used with other conditional copy headers.

Copies the object if it has been modified since the
specified time; otherwise, the request returns a
412 HTTP status code error (failed condition).
Type: String

Default: None

Constraints: This must be a valid HTTP date. This
header can be used with

X- ane- copy-sour ce-if-none- mat ch, but
cannot be used with other conditional copy
headers.

RRS enables customers to reduce their costs by
storing noncritical, reproducible data at lower
levels of redundancy than Amazon S3's standard
storage.

Type: Enum

Default: STANDARD

Valid Values: STANDARD | REDUCED REDUNDANCY

Constraints: You cannot specify GLACI ER as the
storage class. To transition objects to the
GLACIER storage class you can use lifecycle
configuration.

Required
No

No

No
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Name Description Required
X-ane-website If the bucket is configured as a website, redirects | No
-redirect-location requests for this object to another object in the

same bucket or to an external URL. Amazon S3
stores the value of this header in the object
metadata. For information about object metadata,
go to Object Key and Metadata.

In the following example, the request header sets
the redirect to an object (anotherPage.html) in the
same bucket:
x-anz-website-redirect-location:

[ anot her Page. ht n

In the following example, the request header sets
the object redirect to another website:

X-anz-website-redirect-1location:
http://ww. exanpl e. com

For more information about website hosting in
Amazon S3, go to sections Hosting Websites on
Amazon S3 and How to Configure Website Page
Redirects in the Amazon Simple Storage Service
Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/,
"http://" or "https://". The length of the value is
limited to 2 K.

Server-Side Encryption Specific Request Headers

If you want your target object encrypted, you will need to provide appropriate encryption related request
headers depending on whether you want to use AWS-managed encryption keys or provide your own
encryption key:

« If you want the target object encrypted using server-side encryption with an AWS-managed encryption
key, you provide the following request header.

Name Description Required

X-ane- server - si de | Specifies the server-side encryption algorithm to use when Yes
-encryption Amazon S3 creates the target object.

Type: String
Valid Value: AES256

 If you want the target object encrypted using server-side encryption with an encryption key you provide,
you must provide encryption information using the following headers.
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Name Description Required

X- anme- server - si de | Specifies the algorithm to use to when encrypting the object. | Yes
-encryption .
- cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid
X-anz-server-si de- encrypti on- cust oner - key and
X-ane-server-si de-encrypti on-cust oner - key- MD5
headers.

x-ane-server - si de | Specifies the customer provided base-64 encoded encryption | Yes
-encryption key for Amazon S3 to use in encrypting data. This value is used
- cust oner - key to store the object and then is discarded; Amazon does not
store the encryption key. The key must be appropriate for use
with the algorithm specified in the x- anz- ser ver - si de
-encryption-custoner-al gorithmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid
X- ane-server-si de-encrypti on-customner-al gorithm
and x- anz- ser ver - si de- encr ypt i on- cust oner - key- M5

headers.
X- ane- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust orrer - key- MD5 | header as a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-custoner-al gorithm
and x- ane- server - si de-encrypti on- cust oner - key
headers.

« If the source object is encrypted using server-side encryption with customer-provided encryption keys,
you must use the following headers providing encryption information so that Amazon S3 can decrypt
the object for copying.
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Name Description Required

X-anez- copy- sour ce | Specifies algorithm to use when decrypting the source object. | Yes
-server-side .
-encryption Type: String

- cust orer - al gorithm
Default: None

Valid Value: AES256

Constraints: Must be accompanied by valid

X- anz- Copy- sour ce- ser ver - si de- encrypt i on- cust oner - key
and

X- anz- copy- sour ce- ser ver - si de- encrypt i on- cust oner - key- Mb
headers.

X-anez- copy- sour ce | Specifies the customer provided base-64 encoded encryption | Yes

-server-side key for Amazon S3 to use to decrypt the source object. After
-encryption the copy operation, Amazon S3 will discard this key. The
- cust oner - key encryption key provided in this header must be one that was

used when the source object was created.
Type: String
Default: None

Constraints: Must be accompanied by valid
X- anz- copy- sour ce- ser ver - si de- encrypt i on- cust oner - al gori t hm

and

X- anz- copy- sour ce- ser ver - si de- encrypt i on- cust oner - key- Mb

headers.
X- ane- copy- sour ce- | Specifies the base64-encoded 128-bit MD5 digest of the Yes
server-si de encryption key according to RFC 1321. Amazon S3 uses this
-encryption header for a message integrity check to ensure the encryption

- cust omer - key- MD5 | key was transmitted without error.
Type: String
Default: None

Constraints: Must be accompanied by valid

X- anz- Copy- Sour ce- ser ver - si de- encrypt i on- cust oner - al gori t hm
and x- ane- copy- sour ce-server -si de
-encryption-cust oner - key headers.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control-related headers with this operation. By default, all
objects are private; only the owner has full access control. When adding a new object, you can grant
permissions to individual AWS accounts or predefined groups defined by Amazon S3. These permissions
are then added to the Access Control List (ACL) on the object. For more information, go to Using ACLs.
This operation enables you grant access permissions using one of the following two methods:

¢ Specify a canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs.
Each canned ACL has a predefined set of grantees and permissions. For more information, go to
Canned ACL.
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Name Description Required
x-anz- acl The canned ACL to apply to the object. No
Type: String

Default: private

Valid Values: private | public-read |
public-read-wite | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to specific
AWS accounts or groups, you can use the following headers. Each of these headers maps to specific
permissions Amazon S3 supports in an ACL. For more information, go to Access Control List (ACL)
Overview. In the header, you specify a list of grantees who get the specific permission.

Name Description Required
x-anz-grant-read | Allows grantee to read the object data and its metadata. No
Type: String

Default: None
Constraints: None

x-anz-grant-wite Notapplicable. This applies only when granting access permissions | No
on a bucket.

Type: String
Default: None
Constraints: None

x-az-gat-reedacp | Allows grantee to read the object ACL. No
Type: String
Default: None
Constraints: None

xawmgat-witeap  Allows grantee to write the ACL for the applicable object. No
Type: String
Default: None
Constraints: None

xamgat-ful-artrd | Allows grantee the READ, READ_ACP, and WRITE_ACP No
permissions on the object.

Type: String
Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following:

* emailAddress — if value specified is the email address of an AWS account
 id —if value specified is the canonical user ID of an AWS account
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* uri — if granting permission to a predefined group.

For example, the following x- ane- gr ant - r ead header grants read object data and its metadata permis-
sion to the AWS accounts identified by their email addresses.

X-ane-grant-read: email Address="xyz@mazon. cont', emai | Address="abc@mazon. cont

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name

X- aneg-expiration

X- ank- copy- sour ce-ver si on-i d

X- ane- server - si de- encrypti on

X-ane-server-si de

-encryption
-custoner-al gorithm

X-anz-server-side
-encryption
- cust oner - key- MD5

X-aneg-version-id

Description

Amazon S3 will return this header if an Expi r at i on action is
configured for the object as part of the bucket's lifecycle
configuration. The header value includes an "expiry-date"
component and a URL-encoded "rule-id" component. Note that
for version-enabled buckets, this header applies only to current
versions; Amazon S3 does not provide a header to infer when a
noncurrent version will be eligible for permanent deletion. For
more information, see PUT Bucket lifecycle (p. 162).

Type: String

Version of the source object that was copied.
Type: String

If you request server-side encryption, the response includes this
header confirming the encryption algorithm used for the target
object.

Type: String

If server-side encryption with customer-provided encryption keys
(SSE-C) encryption was requested the response will include this
header confirming the encryption algorithm used for the destination
object.

Type: String

Valid Values: AES256

If SSE-C encryption was requested, the response includes this
header to provide roundtrip message integrity verification of the
customer-provided encryption key used to encrypt the destination
object.

Type: String

Version of the copied object in the destination bucket.
Type: String
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Response Elements

Name Description

Copyhj ect Resul t Container for all response elements.
Type: Container
Ancestor: None

ETag Returns the ETag of the new object. The ETag reflects changes only
to the contents of an object, not its metadata.

Type: String
Ancestor: CopyQbj ect Resul t

Last Modi fi ed Returns the date the object was last modified.
Type: String
Ancestor: CopyChj ect Resul t

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This example copies ny- i nage. j pg into the bucket, bucket , with the key name nmy- second- i mage. j pg.

PUT /ny-second-image.jpg HITP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32:00 GV
X-ane-copy-source: /bucket/ny-imge.jpg
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

X-ane-copy-source-version-id: 3/L4kqgtJl cpXr oDTDmI+r nSpXd3dl b

r HY+MIRCxf 3vj VBHAONr 8 X8gd RQBp UM.Uo

x-ane-version-id: QUpfdndhf d8438MNFDN93j dnJFkdnmgnh893

Date: Wed, 28 Cct 2009 22:32: 00 GMVI

Connection: close

Server: AmazonS3

<CopyObj ect Resul t >
<Last Mbdi f i ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ Copyhj ect Resul t >

X-anz-ver si on- i d returns the version ID of the object in the destination bucket, and x- anz- copy-
sour ce- ver si on-i d returns the version ID of the source object.
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Sample Request: Copying a specified version of an object

The following request copies the key nmy- i mage. j pg with the specified version ID and copies it into the
bucket bucket and gives it the key ny- second- i mage. j pg.

PUT / ny-second-image.jpg HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 GMI

X- ane- copy-source: /bucket/ny-image.]jpg?versionl d=3/L4kqt JI cpXr oDTDnI+r nSpXd3dl b
r HY+MTRCxf 3vj VBH40Nr 8X8gdRQBpUM.Uo

Aut hori zation: authorization string

Success Response: Copying a versioned object into a version enabled
bucket

The following response shows that an object was copied into a target bucket where Versioning is enabled.

HTTP/ 1.1 200 K
x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-ane-request-id: 318BC8BCL48832E5
x-ane-version-id: QUpf dndhf d8438MNFDN93j dnJFkdngnh893
X- ane- copy-source-version-id: 09df 8234529f) s0df i 0w52935029wef dj
Date: Wed, 28 COct 2009 22:32: 00 GJr
Connection: close
Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Copybj ect Resul t >
<Last Modi fi ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ Copybj ect Resul t >

Success Response: Copying a versioned object into a version suspended
bucket

The following response shows that an object was copied into a target bucket where versioning is suspen-
ded. Note that the parameter <Ver si onl d> does not appear.

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4pl szj 7UDNEHG an
X-anz-request-id: 318BC8BC148832E5

X-ane-copy-source-version-id: 3/L4kqgt JI cpXr oDTDmI+r nSpXd3dl b

r HY+MTRCxf 3vj VBH40Nr 8X8gdRQBpUM.Uo

Date: Wed, 28 COct 2009 22:32:00 GMI

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Copybj ect Resul t >
<Last Mbdi f i ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ CopyObj ect Resul t >
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Sample: Copy from non-encrypted object to an object encrypted with
server-side encryption with customer-provided encryption keys

The following example specifies the HTTP PUT header to copy a non-encrypted object to an object en-
crypted with server-side encryption with customer-provided encryption keys (SSE-C).

PUT / exanpl eDesti nati onCbj ect HTTP/ 1.1

Host: exanpl e-destination-bucket. s3. anazonaws. com

X-anz-server-si de-encryption-custoner-al gorithm AES256
X-anz-server-si de-encryption-cust omer - key: Base64( Your Key)
X-anz-server-si de-encryption- cust oner - key- MD5 : Base64( MD5( Your Key) )
X-anez-nmet adat a-directive: netadata_directive

X-anz- copy-source: /exanpl e_source_bucket/exanpl eSour ceObj ect

X-anz- copy-source-if-match: etag

X-anz- copy-source-if-none-match: etag

X-anz- copy-source-if-unnodified-since: tine_stanp

X-anz- copy-source-if-nodified-since: tine_stanp

<request netadat a>

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Version 4) (p. 15))

Date: date

Sample: Copy from an object encrypted with SSE-C to an object encrypted
with SSE-C

The following example specifies the HTTP PUT header to copy an object encrypted with server-side en-
cryption with customer-provided encryption keys to an object encrypted with server-side encryption with
customer-provided encryption keys for key rotation.

PUT / exanpl eDesti nati onCbj ect HTTP/ 1.1

Host: exanpl e-desti nati on-bucket. s3. amazonaws. com

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-cust oner-key: Base64(NewKey)

X-ane-server-si de-encryption-cust oner - key- MD5: Base64( MD5( NewKey) )
X-ane-nmet adat a-directive: netadata_directive

X-ane-copy-source: /source_bucket/sourceChject

X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag

X-ane-copy-source-if-unnodi fied-since: tine_stanp
X-ane-copy-source-if-nodified-since: tine_stanp

X- aneZ- copy- sour ce-server-si de-encryption-custoner-al gorithm AES256

X- anZ- copy- sour ce-server-si de-encrypti on-cust oner-key: Base64(d dKey)

X- aneZ- copy- sour ce-server-si de-encrypti on-cust oner - key- MD5: Base64( MD5( O dKey))
<request netadata>

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Version 4) (p. 15))

Date: date

Related Resources

¢ Copying Objects
e PUT Object (p. 250)
e GET Object (p. 212)
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Initiate Multipart Upload

Description

This operation initiates a multipart upload and returns an upload ID. This upload ID is used to associate
all the parts in the specific multipart upload. You specify this upload ID in each of your subsequent upload
part requests (see Upload Part (p. 290)). You also include this upload ID in the final request to either
complete or abort the multipart upload request.

For more information on multipart uploads, go to Multipart Upload Overview in the Amazon Simple Storage
Service Developer Guide.

For information on permissions required to use the multipart upload API, go to Multipart Upload APl and
Permissions in the Amazon Simple Storage Service Developer Guide.

For request signing, multipart upload is just a series of regular requests, you initiate multipart upload,
send one or more requests to upload parts, and finally complete multipart upload. You sign each request
individually, there is nothing special about signing multipart upload requests. For more information about
signing, see Authenticating Requests (AWS Signature Version 4) (p. 15).

Note

After you initiate multipart upload and upload one or more parts, you must either complete or
abort multipart upload in order to stop getting charged for storage of the uploaded parts. Only
after you either complete or abort multipart upload, Amazon S3 frees up the parts storage and
stops charging you for the parts storage.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it to
disks in its data centers and decrypts it for you when you access it. You have the option to provide your
own encryption key or use AWS-managed encryption keys. If you choose to provide your own encryption
key, the relevant request headers you provide in this initiate request must also appear in the subsequent
requests you send to upload parts. For more information, go to Using Server-Side Encryption in the
Amazon Simple Storage Service Developer Guide.

Requests

Syntax

POST / Obj ect Nane?upl oads HTTP/ 1. 1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Version 4) (p. 15))

Request Parameters

This operation does not use request parameters.
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Request Headers

Name

Cache- Contr ol

Cont ent -

Di sposition

Cont ent - Encodi ng

Cont ent - Type

Expi res

X-ane- net a-

X-ane- st or age-
cl ass

Description

Can be used to specify caching behavior along the request/reply
chain. For more information, go to http://www.w3.org/Protocols/
rfc2616/rfc2616-sec14.html#secl14.9.

Type: String
Default: None

Specifies presentational information for the object. For more
information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-sec19.html#sec19.5.1.

Type: String
Default: None

Specifies what content encodings have been applied to the object
and thus what decoding mechanisms must be applied to obtain
the media-type referenced by the Cont ent - Type header field.
For more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.11.

Type: String
Default: None

A standard MIME type describing the format of the object data. For
more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.17.

Type: String
Default: bi nary/ oct el -stream
Constraints: MIME types only

The date and time at which the object is no longer cacheable. For
more information, go to http://www.w3.org/Protocols/rfc2616/
rfc2616-secl4.html#secl4.21.

Type: String
Default: None

Any header starting with this prefix is considered user metadata.
It will be stored with the object and returned when you retrieve the
object.

Type: String
Default: None

The type of storage to use for the object that is created after
successful multipart upload.

Type: String
Valid Values: STANDARD | REDUCED REDUNDANCY
Default: STANDARD

Constraints: You cannot specify GLACI ER as the storage class. To
transition objects to the GLACIER storage class you can use
lifecycle configuration.

Required

No

No

No

No

No

No

No
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Name Description Required

x-anez-website If the bucket is configured as a website, redirects requests for this | No
-redi rect-1ocati on | object to another object in the same bucket or to an external URL.
Amazon S3 stores the value of this header in the object metadata.
For information about object metadata, go to Object Key and
Metadata.

In the following example, the request header sets the redirect to
an object (anotherPage.html) in the same bucket:
X-anz-website-redirect-1ocation: /anotherPage. htm

In the following example, the request header sets the object redirect
to another website:

X-anez-website-redirect-1ocation:
http://ww. exanpl e. conl

For more information about website hosting in Amazon S3, go to
sections Hosting Websites on Amazon S3 and How to Configure
Website Page Redirects in the Amazon Simple Storage Service
Developer Guide.

Type: String

Default: None

Constraints: The value must be prefixed by, "/", "http://" or "https://".
The length of the value is limited to 2 K.

Access Control List (ACL) Specific Request Headers

Additionally, you can use the following access control-related headers with this operation. By default, all
objects are private, only the owner has full access control. When adding a new object, you can grant
permissions to individual AWS accounts or predefined groups defined by Amazon S3. These permissions
are then added to the Access Control List (ACL) on the object. For more information, go to Access Control
List (ACL) Overview in the Amazon Simple Storage Service Developer Guide. This operation enables
you to grant access permissions using one of the following two ways:

¢ Specify canned ACL — Amazon S3 supports a set of predefined ACLs, known as canned ACLs. Each
canned ACL has a predefined set of grantees and permissions. For more information, go to Canned
ACL.

Name Description Required
x-anz- acl The canned ACL to apply to the object. No
Type: String

Default: private

Valid Values: private | public-read |
public-read-wite | authenticated-read |
bucket - owner-read | bucket-owner-full-control

Constraints: None

¢ Specify access permissions explicitly — If you want to explicitly grant access permissions to specific
AWS accounts or groups, you can use the following headers. Each of these headers maps to specific
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permissions Amazon S3 supports in an ACL. For more information, go to Access Control List (ACL)
Overview. In the header, you specify a list of grantees who get the specific permission.

Name Description Required
x-anz-grant-read | Allows grantee to read the object data and its metadata. No
Type: String

Default: None
Constraints: None

x-anz-grant-wite | Notapplicable. No
Type: String
Default: None
Constraints: None

x-anz- grant - r ead- acp | Allows grantee to read the object ACL. No
Type: String
Default: None
Constraints: None

x-anz-grant-wite-acp | Allows grantee to write the ACL for the applicable object. No
Type: String
Default: None
Constraints: None

x-anz-grant-full-contra | Allows grantee the READ, READ_ACP, and WRITE_ACP | No
permissions on the object.

Type: String
Default: None
Constraints: None

You specify each grantee as at ype=val ue pair, where the type can be one of the following::

* emailAddress — if value specified is the email address of an AWS account
* id —if value specified is the canonical user ID of an AWS account
 uri — if granting permission to a predefined group.

For example, the following x- anez- gr ant - r ead header grants read object data and its metadata permis-
sion to the AWS accounts identified by their email addresses.

X-ane-grant-read: email Address="xyz@mnazon. cont', emai | Addr ess="abc@mnazon. cont

Server-Side Encryption Specific Request Headers

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest, that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following headers:
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» Use AWS-managed encryption keys — If you want Amazon S3 to manage keys used to encrypt data,
you specify the following header in the request.

Name Description Required
X-ane- server - si de | Specifies a server-side encryption algorithm to use when Yes
-encryption Amazon S3 creates an object.

Type: String

Valid Value: AES256

¢ Use customer-provided encryption keys — If you want to manage your own encryption keys, you must
provide all the following headers in the request.

Name Description Required

X-anz-server - si de | Specifies the algorithm to use to when encrypting the object. | Yes
-encryption .
-cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-cust oner - key and
X-ane-server-si de-encryption- cust oner - key- MD5
headers.

x-ane- server - si de | Specifies the customer provided base-64 encoded encryption | Yes
-encryption key for Amazon S3 to use in encrypting data. This value is used
- cust oner - key to store the object and then is discarded; Amazon does not
store the encryption key. The key must be appropriate for use
with the algorithm specified in the x- anz- ser ver - si de
-encryption-cust oner - al gori t hmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-custoner-al gorithm
and x- anz- ser ver - si de- encr ypt i on- cust oner - key- M5

headers.
x-ane- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust orrer - key- MD5 | header for message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server-si de-encrypti on-custoner-al gorithm
and x- ane- server - si de-encrypti on- cust oner - key
headers.
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Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name Description
x-anz- server-si de | If you specify server-side encryption in your request, the response includes this
-encryption header. It confirms the encryption algorithm that will be used for the object that is
created after successful multipart upload.
Type: String

X-anz- server-si de | If server-side encryption with customer-provided encryption keys encryption was
-encryption requested, the response will include this header confirming the encryption algorithm
-cust oner-a gori thm used.

Type: String

Valid Values: AES256

x-anz- server-si de | If server-side encryption using customer-provided encryption key was requested,

-encryption the response returns this header to provide roundtrip message integrity verification
- cust oner - key- MIb | of the customer-provided encryption key.
Type: String

Response Elements

Name Description

InitiateMil tipartUpl oadResult | Container for response.
Type: Container
Children: Bucket , Key, Upl oadl d
Ancestors: None

Bucket Name of the bucket to which the multipart upload was initiated.
Type: string
Ancestors: I ni ti ateMul ti part Upl oadResul t

Key Object key for which the multipart upload was initiated.
Type: String
Ancestors: I ni ti ateMul ti part Upl oadResul t

Upl oadl d ID for the initiated multipart upload.
Type: String

Ancestors: | ni ti ateMul ti part Upl oadResul t
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

This operation initiates a multipart upload for the exanpl e- obj ect object.

PCST / exanpl e- obj ect ?upl oads HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com
Date: Mon, 1 Nov 2010 20: 34:56 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: UuaglLuByRx9e6j 50ni nt u9pMZVKnJ2Qz7/ CINPcf TWAt RPf TaOFg==
X-anz-request-id: 656c76696e6727732072657175657374

Date: Mbn, 1 Nov 2010 20: 34:56 GMI

Content -Lengt h: 197

Connection: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<InitiateMultipartUpl oadResult xm ns="http://s3. anmazonaws. conf doc/ 2006- 03- 01/ " >

<Bucket >exanpl e- bucket </ Bucket >

<Key>exanpl e- obj ect </ Key>

<Upl oadl d>VXBsb2Fkl El El GZvci A2aW\pbntncyBt eS1t b3ZpZS5t MRzl HVWb®@hZA</ Upl oadl d>
</InitiateMiltipartUpl oadResul t >

Sample: Initiate multipart upload, using server-side encryption with custom-
er-provided encryption keys

This example initiate multipart upload request specifies server-side encryption with customer-provided
encryption keys by adding relevant headers.

POST / exanpl e- obj ect ?upl oads HTTP/ 1.1

Host: exanpl e- bucket. s3. amazonaws. com

Aut hori zation: aut horization string

Date: Wed, 28 May 2014 19: 34:57 +0000

X-ane-server-si de-encryption-cust oner - key:

g0l Cf A3Dv40j Zz5SQI1ZukLRFqt | 5Wor C/ 8 SEEXAMPLE

X-ane-server-si de-encryption-custoner-key-Md5: Zj @ nelX i TcskbY2exanpl e
X-ane-server-si de-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns an Uploadld. In addition, Amazon S3 returns the encryption algorithm
and the MD5 digest of the encryption key you provided in the request.
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HTTP/ 1.1 200 OK
x-ame-i d-2: 36HRCal Gp57F1FvW VR vd3hNn9WBG EaCVHTCt 8QW 00gx dHaz QUgf o XAbhFVD

X-anz-request-id: 50FA1D691B62CA43

Date: Wed, 28 May 2014 19:34:58 GMVI

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-cust oner-key-M5: Zj @ nelX i TcskbY2nBt Fg==
Transfer-Encodi ng: chunked

<?xm version="1.0" encodi ng="UTF- 8" ?>
<InitiateMiltipartUpl oadResul t
xm ns="http://s3.anmazonaws. conf doc/ 2006- 03- 01/ " >

<Bucket >exanpl e- bucket </ Bucket >

<Key>exanpl e- obj ect </ Key>

<Upl oadl d>EXAMPLEJZ6e0YupT2h66i ePQCc9l EbYbDUy4RTpMeoSM_PRp8Z501u8f eSRonpvn
W KKG35t | 2LBIVDPi CgTy. Gg2VxQLY] r ue4Ng. NBdgl - </ Upl oadl d>
</InitiateMiltipartUpl oadResul t>

Related Actions

¢ Upload Part (p. 290)

e Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)

e List Parts (p. 310)

¢ List Multipart Uploads (p. 135)
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Upload Part

Description

This operation uploads a part in a multipart upload.

Note

In this operation, you provide part data in your request. However, you have an option to specify
your existing Amazon S3 object as a data source for the part you are uploading. To upload a
part from an existing object, you use the Upload Part (Copy) operation. For more information,
see Upload Part - Copy (p. 295).

You must initiate a multipart upload (see Initiate Multipart Upload (p. 282)) before you can upload any part.
In response to your initiate request, Amazon S3 returns an upload ID, a unique identifier, that you must
include in your upload part request.

Part numbers can be any number from 1 to 10,000, inclusive. A part number uniquely identifies a part

and also defines its position within the object being created. If you upload a new part using the same part
number that was used with a previous part, the previously uploaded part is overwritten. Each part must
be at least 5 MB in size, except the last part. There is no size limit on the last part of your multipart upload.

To ensure that data is not corrupted when traversing the network, specify the Cont ent - MD5 header in
the upload part request. Amazon S3 checks the part data against the provided MD5 value. If they do not
match, Amazon S3 returns an error.

Note

After you initiate multipart upload and upload one or more parts, you must either complete or
abort multipart upload in order to stop getting charged for storage of the uploaded parts. Only
after you either complete or abort the multipart upload, Amazon S3 frees up the parts storage
and stops charging you for it.

For more information on multipart uploads, go to Multipart Upload Overview in the Amazon Simple Storage
Service Developer Guide .

For information on the permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

You can optionally request server-side encryption where Amazon S3 encrypts your data as it writes it to
disks in its data centers and decrypts it for you when you access it. You have the option of providing your
own encryption key, or you can use the AWS-managed encryption keys. If you choose to provide your
own encryption key, the request headers you provide in the request must match the headers you used
in the request to initiate the upload by using Initiate Multipart Upload (p. 282). For more information, go to
Using Server-Side Encryption in the Amazon Simple Storage Service Developer Guide.

Requests

Syntax

PUT / Ohj ect Name?part Nunber =Par t Nunber &upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: date

Content - Lengt h: Si ze

Aut hori zation: authorization string

Request Parameters

This operation does not use request parameters.
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Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).

Name Description Required

Cont ent - Lengt h The size of the part, in bytes. For more information, go to http:// | Yes
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.13.

Type: Integer
Default: None

Cont ent - MD5 The base64-encoded 128-bit MD5 digest of the part data. This No
header can be used as a message integrity check to verify that the
part data is the same data that was originally sent. Although it is
optional, we recommend using the Content-MD5 mechanism as
an end-to-end integrity check. For more information, see RFC 1864.

Type: String
Default: None

Expect When your application uses 100-continue, it does not send the No
request body until it receives an acknowledgment. If the message
is rejected based on the headers, the body of the message is not
sent. For more information, go to RFC 2616.
Type: String
Default: None
Valid Values: 100-continue

Server-Side Encryption Specific Request Headers

You can optionally request Amazon S3 to encrypt data at rest using server-side encryption. Server-side
encryption is about data encryption at rest; that is, Amazon S3 encrypts your data as it writes it to disks
in its data centers and decrypts it for you when you access it. Depending on whether you want to use
AWS-managed encryption keys or provide your own encryption keys, you use the following headers:

¢ Use AWS-managed encryption keys. If you want Amazon S3 to manage keys used to encrypt data,
you specify the following header in the request.

Name Description Required
X-ane- server - si de | Specifies a server-side encryption algorithm to use when Yes
-encryption Amazon S3 creates an object.

Type: String

Valid Value: AES256

¢ Use customer-provided encryption keys. If you want to manage your own encryption keys, you must
provide all of the following headers in the request.
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Name Description Required

X- anme- server - si de | Specifies the algorithm to use to when encrypting the object. | Yes
-encryption .
- cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by valid
X-anz-server-si de- encrypti on- cust oner - key and
X-ane-server-si de-encrypti on-cust oner - key- MD5
headers.

x-ane-server - si de | Specifies the customer-provided base64-encoded encryption | Yes
-encryption key for Amazon S3 to use in encrypting data. This value is used
- cust oner - key to store the object and then is discarded; Amazon does not
store the encryption key. The key must be appropriate for use
with the algorithm specified in the x- anz- ser ver - si de
-encryption-custoner-al gorithmheader.

Type: String
Default: None

Constraints: Must be accompanied by valid
X-ane-server -si de-encryption-customner-al gorithm
and x- anz- ser ver - si de- encr ypt i on- cust oner - key- M5

headers.
X- ane- server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust orrer - key- MD5 | header for a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by valid

X-ane-server - si de- encryption-custoner-al gorithm
and x- ane- server - si de-encrypti on- cust oner - key
headers.

Request Elements
This operation does not use request elements.
Responses

Response Headers

This implementation of the operation can include the following response headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).
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Name Description

x-anz- ser ver - si de | If you specified server-side encryption in your initiate multipart upload request, the

-encryption response includes this header. It confirms the encryption algorithm that Amazon
S3 used to encrypt the part you uploaded.
Type: String
x-anz- server -si de | If server-side encryption with customer-provided encryption keys(SSE-C) encryption
-encryption was requested, the response will include this header confirming the encryption
-cust oner-al gori thm| algorithm used.
Type: String

Valid Values: AES256
x-anz-server-si de | If SSE-C encryption was requested, the response includes this header to provide

-encryption roundtrip message integrity verification of the customer-provided encryption key.
- Cust oner - key- Mb Type: Stnng

Response Elements
This operation does not use response elements.

Special Errors

Error Code Description HTTP Status | SOAP Fault
Code Code Prefix
NoSuchUpl oad The specified multipart upload does not exist. The | 404 Not Client

upload ID might be invalid, or the multipart upload | Found
might have been aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following PUT request uploads a part (part number 1) in a multipart upload. The request includes
the upload ID that you get in response to your Initiate Multipart Upload request.

PUT / my- novi e. n2t s?part Nunber =1&upl oadl d=VCVsb2Fkl El El &Zvci Bl bZZpbm
cncyBt eS1t b3ZpZS5t MRzl HVWb&hZR HTTP/ 1. 1

Host: exanpl e- bucket. s3. amazonaws. com

Date: Mn, 1 Nov 2010 20: 34: 56 GMI

Cont ent - Lengt h: 10485760

Cont ent - MD5:  pUNXr/ Bj KKEQUKvaRRr QA==

Aut hori zation: authorization string

***part data omitted***

Sample Response

The response includes the ETag header. You need to retain this value for use when you send the Complete
Multipart Upload request.

API Version 2006-03-01
293




Amazon Simple Storage Service AP| Reference
Upload Part

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 5(ni nt u9pM2zZVvKnJ2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMI

ETag: "b54357f af 0632cce46e942f a68356b38"

Content-Length: O

Connection: keep-alive

Server: AmazonS3

Sample: Upload a part with an encryption key in the request for server-side
encryption

If you initiated a multipart upload, see Sample: Initiate multipart upload, using server-side encryption with
customer-provided encryption keys (p. 288), with a request to save an object using server-side encryption
with a customer-provided encryption key, each part upload must also include the same set of encryption-
specific headers as shown in the following example request.

PUT / exanpl e- obj ect ?par t Nunber =1&upl oadl d=EXAMPLEJZ6e0YupT2h66i ePQCc9l EbYbDUy4RT
pMeoSMLPRp8Z501u8f eSRonpvnWKKG35t | 2LBIVDPI CgTy. Gq2VxQLY] rue4Ng. NBdgl - HTTP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Aut hori zation: authorization string

Date: Wed, 28 May 2014 19:40: 11 +0000

X-ane-server-si de-encryption-cust oner - key:

g0l Cf A3Dv40j Zz5SQI1ZukLRFqt | 5Wor C/ 8 SEEXAMPLE

X-ane-server-si de-encryption-custoner-key-M5: Zj Q@ nelX i TcskbY2exanpl e
X-ane-server-side-encryption-custoner-al gorithm AES256

In the response, Amazon S3 returns encryption-specific headers providing the encryption algorithm used
and MD?5 digest of the encryption key you provided in the request.

HTTP/ 1.1 100 Conti nue HTTP/ 1.1 200 K

x-ane-id-2: Zn8bf 8aEFQ+kBnGPBc/ JaAf 9SoVWB8(QDPS9+Sy Fwkl ZOHUG2BI RLZi 50Xw4c OCEt
X-ane-request-id: 5A37448A37622243

Date: Wed, 28 May 2014 19:40:12 GVIT

ETag: "7el0e7d25dc4581d89b9285be5f 384f d"

X-ane-server-si de-encryption-custoner-al gorithm AES256

X-ane-server-si de-encryption-custoner-key-M5: Zj Q@ nelX i TcskbY2exanpl e

Related Actions

« Initiate Multipart Upload (p. 282)

¢ Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)

e List Parts (p. 310)

¢ List Multipart Uploads (p. 135)
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Upload Part - Copy

Description

Uploads a part by copying data from an existing object as data source. You specify the data source by
adding the request header x- anz- copy- sour ce in your request and a byte range by adding the request
header x- anz- copy- sour ce-r ange in your request.

The minimum allowable part size for a multipart upload is 5 MB. For more information about multipart
upload limits, go to Quick Facts in the Amazon Simple Storage Service Developer Guide.

Note
Instead of using an existing object as part data, you might use the Upl oad Part operation and
provide data in your request. For more information, see Upload Part (p. 290).

You must initiate a multipart upload before you can upload any part. In response to your initiate request.
Amazon S3 returns a unique identifier, the upload ID, that you must include in your upload part request.

For more information on using the upload part - copy operation, see the following topics:

¢ For conceptual information on multipart uploads, go to Uploading Objects Using Multipart Upload in
the Amazon Simple Storage Service Developer Guide.

« For information on permissions required to use the multipart upload API, go to Multipart Upload API
and Permissions in the Amazon Simple Storage Service Developer Guide.

¢ For information about copying objects using a single atomic operation vs. the multipart upload, go to
Operations on Objects in the Amazon Simple Storage Service Developer Guide.

» For information about using server-side encryption with customer-provided encryption keys with the
upload part - copy operation, see PUT Object - Copy (p. 269) and Upload Part (p. 290).

Requests

Syntax

PUT / Ohj ect Nanme?part Nunber =Par t Nunber &upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

X-ane-copy-source: /source_bucket/sourceCbject

X-ane- copy- sour ce-range: byt es=first-1| ast
X-ane-copy-source-if-match: etag

X-ane-copy-source-if-none-match: etag

X-anz- copy-source-if-unnodified-since: tine_stanp
X-ane-copy-source-if-nodified-since: tinme_stanp

Date: date

Aut hori zation: authorization string

Request Parameters
This operation does not use request parameters.
Request Headers

This implementation of the operation can use the following request headers in addition to the request
headers common to all operations. For more information, see Common Request Headers (p. 12).
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Name Description Required
X- ane- copy- sour ce The name of the source bucket and the source object key | Yes
name separated by a slash (/).
Type: String

Default: None

X- anz- copy- sour ce-range | The range of bytes to copy from the source object. The No
range value must use the form byt es=f i r st - | ast , where
the first and last are the zero-based byte offsets to copy.
For example, byt es=0- 9 indicates that you want to copy
the first ten bytes of the source.

This request header is not required when copying an entire
source object.

Type: Integer
Default: None

The following conditional headers are based on the object that the x- anz- copy- sour ce header specifies.

Name Description Required

X-aneg-copy-source-if-nmatch | Perform a copy if the source object entity tag (ETag) | No
matches the specified value. If the value does not
match, Amazon S3 returns an HTTP status code
412 precondition failed error.

Type: String
Default: None

X- anz- copy- sour ce- i f - none- mat ch | Perform a copy if the source object entity tag (ETag) | No
is different than the value specified using this
header. If the values match, Amazon S3 returns an
HTTP status code 412 precondition failed error.
Type: String
Default: None

x-anz- copy- sour ce-i f-unnadi fi ed-si nce | Perform a copy if the source object is not modified | No
after the time specified using this header. If the
source object is modified, Amazon S3 returns an
HTTP status code 412 precondition failed error.
Type: String
Default: None

x-anz- copy- sour ce-i f - nodi fi ed-si nce | Perform a copy if the source object is modified after | No
the time specified using this header. If the source
object is not modified, Amazon S3 returns an HTTP
status code 412 precondition failed error.
Type: String
Default: None
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Server-Side Encryption Specific Request Headers

If you requested server-side encryption using a customer-provided encryption key in your initiate multipart
upload request, you must provide identical encryption information in each part upload using the following
headers.

Name Description Required

X-anz-server-si de | Specifies the algorithm to use to when encrypting the object. Yes
-encryption _
-cust oner - al gori t hm| Type: String

Default: None
Valid Value: AES256

Constraints: Must be accompanied by a valid

X-ane- server-si de- encrypti on-cust oner - key and
X-ane-server-si de-encrypti on-cust oner - key- MD5
headers.

X-anz-server-si de | Specifies the customer provided base64-encoded encryption Yes

-encryption key for Amazon S3 to use in encrypting data. This must be the
- cust omer - key same encryption key specified in the initiate multipart upload
request.
Type: String

Default: None

Constraints: Must be accompanied by a valid
X-aneg-server-si de-encrypti on-custoner-al gorithm
and x- anz- server - si de- encrypti on- cust oner - key- MD5

headers.
X-ane-server - si de | Specifies the base64-encoded 128-bit MD5 digest of the Yes
-encryption encryption key according to RFC 1321. Amazon S3 uses this

- cust oner - key- MD5 | header as a message integrity check to ensure the encryption
key was transmitted without error.

Type: String
Default: None

Constraints: Must be accompanied by a valid
X-ane-server-si de-encryption-customer-al gorithm
and x- ane- server - si de- encrypti on- cust oner - key
headers.

If the source object is encrypted using server-side encryption with a customer-provided encryption key,
you must use the following headers providing encryption information so that Amazon S3 can decrypt the
object for copying.
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Name Description Required

X- ane- copy- sour ce | Specifies algorithm to use when decrypting the source object. | Yes
-server-side .
-encryption Type: String

-cust orrer - al gorithm
Default: None

Valid Value: AES256

Constraints: Must be accompanied by a valid

X- anz- copy- sour ce- ser ver - si de- encrypt i on- cust oner - key
and

X- anz- Copy- SOur ce- ser ver - si de- encr ypt i on- cust oner - key- Mb
headers.

X- ane- copy- sour ce | Specifies the customer provided base-64 encoded encryption | Yes

-server-side key for Amazon S3 to use to decrypt the source object. The
-encryption encryption key provided in this header must be one that was
- cust omer - key used when the source object was created.

Type: String

Default: None

Constraints: Must be accompanied by a valid
X- anz- copy- Sour ce- ser ver - si de- encr ypti on-cust oner - al gori t hm

and

X- anz- copy- Sour ce- ser ver - si de- encr ypt i on- cust oner - key- Mb

headers.
X- anz- copy- sour ce- | Specifies the base64-encoded 128-bit MD5 digest of the Yes
server-si de encryption key according to RFC 1321. Amazon S3 uses this
-encryption header for a message integrity check to ensure the encryption

- cust oner - key- MD5 | key was transmitted without error.
Type: String
Default: None

Constraints: Must be accompanied by a valid

X- anz- Copy- Sour ce- ser ver - si de- encrypt i on- cust oner -al gori t hm
and x- ane- copy- sour ce-server-si de
-encryption-cust oner - key headers.

Request Elements

This operation does not use request elements.

Versioning

If your bucket has versioning enabled, you could have multiple versions of the same object. By default,
X- anz- copy- sour ce identifies the current version of the object to copy. If the current version is a delete
marker and you don't specify a versionld in the x- anez- copy- sour ce, Amazon S3 returns a 404 error,
because the object does not exist. If you specify versionld in the x- anz- copy- sour ce and the versionld
is a delete marker, Amazon S3 returns an HTTP 400 error, because you are not allowed to specify a
delete marker as a version for the x- anez- copy- sour ce.
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You can optionally specify a specific version of the source object to copy by adding the ver si onl d
subresource as shown in the following example:

X-ane-copy-source: /bucket/object?versionld=version id

Responses

Response Headers

This implementation of the operation can include the following headers in addition to the response
headers common to all responses. For more information, see Common Response Headers (p. 14).

Name

X- anz- copy- sour ce- versi on-i d

X- anz- server - si de- encrypt i on

X-anz-server-side
-encryption
-customer-al gorithm

X-ane-server-si de
-encryption
- cust oner - key- MD5

Response Elements

Description

The version of the source object that was copied, if you have enabled
versioning on the source bucket.

Type: String

If you specified server-side encryption in your initiate multipart upload
request, the response includes this header. It confirms the encryption
algorithm that Amazon S3 used to encrypt the part that you uploaded.

Type: String

If server-side encryption with customer-provided encryption keys
encryption was requested, the response will include this header
confirming the encryption algorithm used.

Type: String

Valid Values: AES256

If server-side encryption with customer-provided encryption keys
encryption was requested, the response includes this header to
provide roundtrip message integrity verification of the
customer-provided encryption key.

Type: String

Name Description

CopyPart Resul t Container for all response elements.
Type: Container

Ancestor:

None

ETag Returns the ETag of the new part.
Type: String

Ancestor:

CopyPart Resul t

Last Modi fi ed Returns the date the part was last modified.
Type: String

Ancestor:

CopyPart Resul t
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Special Errors

Error Code Description HTTP Status
Code
NoSuchUpl oad The specified multipart upload does not exist. The upload | 404 Not Found

ID might be invalid, or the multipart upload might have been
aborted or completed.

I nval i dRequest The specified copy source is not supported as a byte-range | 400 Bad Request
copy source.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

As the following examples illustrate, when a request succeeds, Amazon S3 returns <CopyPar t Resul t >
in the body. If you included ver si onl d in the request, Amazon S3 returns the version ID in the x- anz-
copy- sour ce-ver si on-i d response header.

Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request specifies a
byte range from an existing object as the source of this upload. The request includes the upload ID that
you getin response toyour I nitiate Miltipart Upl oad request.

PUT / newobj ect ?par t Nunber =2&upl oadl d=VCVsb2Fkl El El GZvci Bl bZZpbm
cncyBt eS1t b3ZpZS5t MRzl HVWb&QhZR HTTP/ 1. 1

Host: target-bucket.s3. amazonaws. com

Date: Mbn, 11 Apr 2011 20:34:56 GMI

X- anz- copy-source: /source-bucket/sourceobject

X- anz- copy- sour ce-range: byt es=500- 6291456

Aut hori zati on: authorization string

Sample Response

The response includes the ETag value. You need to retain this value to use when you send the Conpl et e
Mul ti part Upl oad request.

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 50ni nt u9pO4zVvKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 11 Apr 2011 20: 34:56 GMI

Server: AmazonS3

<CopyPart Resul t >
<Last Mbdi fi ed>2009- 10- 28T22: 32: 00</ Last Modi f i ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ CopyPar t Resul t >

Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request does not
specify the optional byte range header, but requests the entire source object copy as part 2. The request
includes the upload ID that you got in response to your I nitiate Mul tipart Upl oad request.
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PUT / newobj ect ?part Nunber =2&upl oadl d=VCVsh2Fkl El El GZvci Bl bZZpbm
cncyBt eS1t b3ZpZS5t MRzl HVWb&BhZR HTTP/ 1. 1

Host: target-bucket.s3. amazonaws. com

Date: Mon, 11 Apr 2011 20: 34:56 GMI

X- anz- copy-source: /source-bucket/sourceobject

Aut hori zation: authorization string

Sanpl e Response

The response structure is similar to the one specified in the preceding example.

Sample Request

The following PUT request uploads a part (part number 2) in a multipart upload. The request specifies a
specific version of the source object to copy by adding the ver si onl d subresource. The byte range re-
guests 6 MB of data, starting with byte 500, as the part to be uploaded.

PUT / newobj ect ?part Nunber =2&upl oadl d=VCVsh2Fkl El El GZvci Bl bZZpbm

cncyBt eS1t b3ZpZS5t MRzl HVWb&hZR HTTP/ 1. 1

Host: target-bucket.s3. amazonaws. com

Date: Mon, 11 Apr 2011 20: 34:56 GMI

X- ank- copy- sour ce: /source-bucket/ sour ceobj ect ?ver si onl d=3/ L4kqgt JI cpXr oDTDMJ+r m
SpXd3dl br HY+MIRCxf 3vj VBHAONr 8X8gd RQBpUM.Uo

X- aneZ- copy- sour ce-range: byt es=500- 6291456

Aut hori zati on: authorization string

Sample Response

The response includes the ETag value. You need to retain this value to use when you send the Conpl et e
Mul ti part Upl oad request.

HTTP/ 1.1 200 K

x-ane-id-2: WaglLuByRx9e6j 50ni nt u9pO4zVvKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374
X-ane-copy-source-version-id: 3/L4kqtJl cpXr oDTDmI+r nSpXd3dl b

r HY+MTIRCxf 3vj VBH40Nr 8X8gdRQBpUM.Uo

Date: Mon, 11 Apr 2011 20: 34:56 GMI

Server: AmazonS3

<CopyPart Resul t >
<Last Mbdi fi ed>2009- 10- 28T22: 32: 00</ Last Modi fi ed>
<ETag>"9b2cf 535f 27731c974343645a3985328" </ ETag>
</ CopyPar t Resul t >

Related Actions

« Initiate Multipart Upload (p. 282)

¢ Upload Part (p. 290)

¢ Complete Multipart Upload (p. 302)
¢ Abort Multipart Upload (p. 308)

e List Parts (p. 310)

¢ List Multipart Uploads (p. 135)
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Complete Multipart Upload

Description

This operation completes a multipart upload by assembling previously uploaded parts.

You first initiate the multipart upload and then upload all parts using the Upload Parts operation (see
Upload Part (p. 290)). After successfully uploading all relevant parts of an upload, you call this operation
to complete the upload. Upon receiving this request, Amazon S3 concatenates all the parts in ascending
order by part number to create a new object. In the Complete Multipart Upload request, you must provide
the parts list. You must ensure the parts list is complete, this operation concatenates the parts you provide
in the list. For each part in the list, you must provide the part number and the ETag header value, returned
after that part was uploaded.

Processing of a Complete Multipart Upload request could take several minutes to complete. After Amazon
S3 begins processing the request, it sends an HTTP response header that specifies a 200 OK response.
While processing is in progress, Amazon S3 periodically sends whitespace characters to keep the con-
nection from timing out. Because a request could fail after the initial 200 OK response has been sent, it
is important that you check the response body to determine whether the request succeeded.

Note that if Complete Multipart Upload fails, applications should be prepared to retry the failed requests.
For more information, go to Amazon S3 Error Best Practices section of the Amazon Simple Storage
Service Developer Guide .

For more information on multipart uploads, go to Uploading Objects Using Multipart Upload in the Amazon
Simple Storage Service Developer Guide .

For information on permissions required to use the multipart upload API, go to Multipart Upload API and
Permissions in the Amazon Simple Storage Service Developer Guide .

Requests

Syntax

POST / Obj ect Nane?upl oadl d=Upl oadl d HTTP/ 1. 1
Host: Bucket Nane. s3. anazonaws. com

Date: Date

Content-Length: Size

Aut hori zation: authorization string

<Conpl et eMul ti part Upl oad>
<Part >
<Par t Nunber >Par t Nunber </ Par t Nunber >
<ETag>ETag</ ETag>
</ Part>

</ Conpl et eMul ti part Upl oad>

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only Request Headers common to most requests. For more information, see Common
Request Headers (p. 12)
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Request Elements

Name Description Required
Conpl et eMul ti part Upl oad | Container for the request. Yes

Ancestor: None
Type: Container

Children: One or more Part elements

Part Container for elements related to a particular previously Yes
uploaded part.

Ancestor: Conpl et eMul ti part Upl oad
Type: Container

Children: Par t Nunber , ETag
Par t Nurber Part number that identifies the part. Yes

Ancestor: Par t
Type: Integer

ETag Entity tag returned when the part was uploaded. Yes

Ancestor: Par t
Type: String

Responses

Response Headers

The operation uses the following response header, in addition to the response headers common to most
requests. For more information, see Common Response Headers (p. 14).

Header Description

X-anz-expi ration | Amazon S3 returns this header if an Expi r at i on action is configured for the
object as part of the bucket's lifecycle configuration. The header value includes
an "expiry-date" component and a URL-encoded "rule-id" component. Note that
for versioning-enabled buckets, this header applies only to current versions;
Amazon S3 does not provide a header to infer when a noncurrent version will be
eligible for permanent deletion. For more information, see PUT Bucket
lifecycle (p. 162).

Type: String
x- anz- server - si de | If you specified server-side encryption in your initiate multipart upload request,
-encryption the response includes this header confirming the encryption algorithm Amazon
S3 used to save your object data to disks in its data centers.
Type: String
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Header Description

x- anz- server - si de | If encryption by using server-side encryption with customer-provided encryption
-encryption keys was requested, the response will include this header confirming the
-cust oner - al gori thm| encryption algorithm used.

Type: String

Valid Value: AES256

x-anz-versi on-i d | Version ID of the newly created object, in case the bucket has versioning turned

on.

Type: String

Response Elements

Name

Conpl et eMul ti part Upl oadResul t

Locati on

Bucket

Key

ETag

Special Errors

Description

Container for the response

Type: Container

Children: Locat i on, Bucket , Key, ETag
Ancestors: None

The URI that identifies the newly created object.
Type: URI
Ancestors: Conpl et eMul ti part Upl oadResul t

The name of the bucket that contains the newly created object.
Type: String
Ancestors: Conpl et eMul ti part Upl oadResul t

The object key of the newly created object.
Type: String
Ancestors: Conpl et eMul ti part Upl oadResul t

Entity tag that identifies the newly created object's data.
Objects with different object data will have different entity
tags. The entity tag is an opaque string. The entity tag may
or may not be an MD5 digest of the object data. If the entity
tag is not an MD5 digest of the object data, it will contain one
or more nonhexadecimal characters and/or will consist of less
than 32 or more than 32 hexadecimal digits.

Type: String
Ancestors: Conpl et eMul ti part Upl oadResul t

Error Code Description HTTP Status
Code
EntityTooSmal | Your proposed upload is smaller than the minimum allowed | 400 Bad Request

object size. Each part must be at least 5 MB in size, except

the last part.
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Error Code Description HTTP Status
Code
I nval i dPart One or more of the specified parts could not be found. The | 400 Bad Request

part might not have been uploaded, or the specified entity
tag might not have matched the part's entity tag.

I nval i dPart Order | The list of parts was not in ascending order. The parts list | 400 Bad Request
must be specified in order by part number.

NoSuchUpl oad The specified multipart upload does not exist. The upload | 404 Not Found
ID might be invalid, or the multipart upload might have been
aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following Complete Multipart Upload request specifies three parts in the Conpl et eMul ti par t Upl oad
element.

PCST / exanpl e- obj ect ?upl oadl d=AAAsb2FkI El El &Zvci Bl bHZpbntncyWeS1t b3ZpZS5t MRzl R
Rawb&@hZA HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com

Date: Mn, 1 Nov 2010 20:34:56 GMVI

Content -Lengt h: 391

Aut hori zati on: authorization string

<Conpl et eMul ti part Upl oad>
<Part >
<Par t Nunber >1</ Par t Nunber >
<ETag>"ab4357af f 0632cced46d942af 68356b38" </ ETag>
</ Part>
<Part >
<Par t Nunber >2</ Par t Nunber >
<ETag>"0c78aef 83f 66abclf ale8477f 296d394" </ ETag>
</ Part>
<Part >
<Par t Nunber >3</ Par t Nunber >
<ETag>"acbd18db4cc2f 85cedef 654f ccc4a4d8" </ ETag>
</ Part>
</ Conpl et eMul ti part Upl oad>

Sample Response

The following response indicates that an object was successfully assembled.

HTTP/ 1.1 200 K

Xx-ane-id-2: UuaglLuByRx9e6j 50ni nt u9pd4zVKnJ2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GMI

Connecti on: cl ose

Server: AmazonS3
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<Conpl et eMul ti part Upl oadResul t xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ " >

<Locati on>htt p:// Exanpl e- Bucket . s3. amazonaws. com Exanpl e- Obj ect </ Locat i on>
<Bucket >Exanpl e- Bucket </ Bucket >
<Key>Exanpl e- Obj ect </ Key>
<ETag>"3858f 62230ac3c915f 300c664312c11f - 9" </ ETag>
</ Conpl et eMul ti part Upl oadResul t >

Sample Response with Error Specified in Header

The following response indicates that an error occurred before the HTTP response header was sent.

HTTP/ 1.1 403 For bi dden

Xx-ane-id-2: UuaglLuByRx9e6j 50ni nt u9pd4zVvKnl2Qz7/ CLNPcf TWAtL RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Dat e: Mon, 1 Nov 2010 20: 34:56 GMI

Cont ent - Lengt h: 237

Connecti on: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Error>

<Code>AccessDeni ed</ Code>

<Message>Access Deni ed</ Message>

<Request | d>656c76696e6727732072657175657374</ Request | d>

<Host | d>UuaglLuByRx9e6j 50ni nt u9p42zZVKnJ2Qz 7/ CLNPcf TWAt RPf TaOFg==</ Host | d>
</Error>

Sample Response with Error Specified in Body

The following response indicates that an error occurred after the HTTP response header was sent. Note
that while the HTTP status code is 200 OK, the request actually failed as described in the Er r or element.

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt u9pM™zZVvKnl2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mon, 1 Nov 2010 20: 34:56 GVIT

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>

<Error>
<Code>I nt er nal Er r or </ Code>
<Message>We encountered an internal error. Please try again.</Mssage>
<Request | d>656c76696e6727732072657175657374</ Request | d>
<Host | d>UuaglLuByRx9e6j 50ni nr u9pM2ZVKnJ2Qz 7/ CLNPcf TWAt RPf TaOFg==</ Host | d>
</ Error>

Related Actions

« Initiate Multipart Upload (p. 282)
e Upload Part (p. 290)
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¢ Abort Multipart Upload (p. 308)
e List Parts (p. 310)
¢ List Multipart Uploads (p. 135)
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Abort Multipart Upload

Description

This operation aborts a multipart upload. After a multipart upload is aborted, no additional parts can be
uploaded using that upload ID. The storage consumed by any previously uploaded parts will be freed.
However, if any part uploads are currently in progress, those part uploads might or might not succeed.
As a result, it might be necessary to abort a given multipart upload multiple times in order to completely
free all storage consumed by all parts. To verify that all parts have been removed, so you don't get charged
for the part storage, you should call the List Parts (p. 310) operation and ensure the parts list is empty.

For information on permissions required to use the multipart upload API, go to Multipart Upload APl and
Permissions in the Amazon Simple Storage Service Developer Guide .

Requests

Syntax

DELETE / Obj ect Nane?upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Date: Date

Aut hori zation: authorization string

Request Parameters
This operation does not use request parameters.
Request Headers

This operation uses only Request Headers common to most requests. For more information, see Common
Request Headers (p. 12).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 14).

Response Elements

This operation does not use response elements.
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Special Errors

Error Code Description HTTP Status SOAP
Code Fault Code
Prefix

NoSuchUpl oad | The specified multipart upload does not exist. The | 404 Not Found | Client
upload ID might be invalid, or the multipart upload
might have been aborted or completed.

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 3).

Examples

Sample Request

The following request aborts a multipart upload identified by its upload ID.

DELETE / exanpl e- obj ect ?upl oadl d=VXBsb2Fkl El El GZvci Bl bHZpbntncyBt eS1t b3ZpZS5t M
nRzl HVwb@&hz HTTP/ 1. 1

Host: exanpl e- bucket. s3. amazonaws. com

Date: Mbn, 1 Nov 2010 20: 34:56 GMI

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 204 K

x-anz-id-2: WaglLuByRx9e6j 50ni nt u9pMZVKnJ2Qz7/ CINPcf TWAt RPf TaOFg==
X-anz-request-id: 996c76696e6727732072657175657374

Date: Mbn, 1 Nov 2010 20: 34:56 GMI

Content-Length: 0O

Connection: keep-alive

Server: AmazonS3

Related Actions

« Initiate Multipart Upload (p. 282)

¢ Upload Part (p. 290)

¢ Complete Multipart Upload (p. 302)
e List Parts (p. 310)

¢ List Multipart Uploads (p. 135)
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List Parts

Description

This operation lists the parts that have been uploaded for a specific multipart upload.

This operation must include the upload ID, which you obtain by sending the initiate multipart upload request
(see Initiate Multipart Upload (p. 282)). This request returns a maximum of 1,000 uploaded parts. The
default number of parts returned is 1,000 parts. You can restrict the number of parts returned by specifying
the max- par t s request parameter. If your multipart upload consists of more than 1,000 parts, the response
returns an | sTr uncat ed field with the value of t r ue, and a Next Par t Nunmber Mar ker element. In
subsequent List Parts requests you can include the part - nunber - mar ker query string parameter and
set its value to the Next Par t Number Mar ker field value from the previous response.

For more information on multipart uploads, go to Uploading Objects Using Multipart Upload in the Amazon
Simple Storage Service Developer Guide .

For information on permissions required to use the multipart upload API, go to Multipart Upload APl and
Permissions in the Amazon Simple Storage Service Developer Guide .

Requests

Syntax

GET / Obj ect Nane?upl oadl d=Upl oadl d HTTP/ 1.1
Host: Bucket Nane. s3. anazonaws. com

Dat e: Date

Aut hori zation: authorization string

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

encodi ng-type Requests Amazon S3 to encode the response and specifies the encoding | No
method to use.

An object key can contain any Unicode character; however, XML 1.0
parser cannot parse some characters, such as characters with an ASCII
value from 0 to 10. For characters that are not supported in XML 1.0,
you can add this parameter to request that Amazon S3 encode the keys
in the response.

Type: String
Default: None
Valid value: ur |

upl oadl d Upload ID identifying the multipart upload whose parts are being listed. | Yes
Type: String
Default: None
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Parameter Description Required

max-parts Sets the maximum number of parts to return in the response body. No
Type: String
Default: 1,000

part - nunber Specifies the part after which listing should begin. Only parts with higher | No
- mar ker part numbers will be listed.

Type: String

Default: None

Request Headers

This operation uses only Request Headers common to most requests. For more information, see Common
Request Headers (p. 12).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This operation uses only response headers that are common to most responses. For more information,
see Common Response Headers (p. 14).

Response Elements

Name Description

Li st Part sResul t Container for the response.

Children: Bucket , Key, Upl oadl d, I ni ti at or, Oaner, St or aged ass,
Par t Number Mar ker , Next Par t Nunmber Mar ker , MaxParts,
| sTruncat ed, Part

Type: Container

Bucket Name of the bucket to which the multipart upload was initiated.
Type: String
Ancestor: Li st Part sResul t

Encodi ng- Type Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the Key element.

Type: String
Ancestor: ListBucketResult

Key Object key for which the multipart upload was initiated.
Type: String
Ancestor: Li st Part sResul t
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Name

Upl oadl d

Initiator

Di spl ayNane

Omner

St or aged ass

Par t Nunber Mar ker

Next Par t Nunber Mar ker

MaxPart s

Description

Upload ID identifying the multipart upload whose parts are being listed.
Type: String
Ancestor: Li st Part sResul t

Container element that identifies who initiated the multipart upload. If
the initiator is an AWS account, this element provides the same
information as the Omner element. If the initiator is an IAM User, then
this element provides the user ARN and display name.

Children: | D, Di spl ayNane
Type: Container
Ancestor: Li st Part sResul t

If the principal is an AWS account, it provides the Canonical User ID. If
the principal is an 1AM User, it provides a user ARN value.

Type: String
Ancestor: I ni ti at or

Principal's name.
Type: String
Ancestor: I ni ti at or

Container element that identifies the object owner, after the object is
created. If multipart upload is initiated by an IAM user, this element
provides the parent account ID and display name.

Children: | D, Di spl ayNane
Type: Container
Ancestor: Li st Part sResul t

Class of storage (STANDARD or REDUCED REDUNDANCY) used to store
the uploaded object.

Type: String
Ancestor: Li st Part sResul t

Part number after which listing begins.
Type: Integer
Ancestor: Li st Part sResul t

When a list is truncated, this element specifies the last part in the list,
as well as the value to use for the part - nunber - mar ker request
parameter in a subsequent request.

Type: Integer
Ancestor: Li st Part sResul t

Maximum number of parts that were allowed in the response.
Type: Integer
Ancestor: Li st Part sResul t
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Name Description
I sTruncat ed Indicates whether the returned list of parts is truncated. At r ue value

indicates that the list was truncated. A list can be truncated if the number
of parts exceeds the limit returned in the MaxPar t s element.

Type: Boolean
Ancestor: Li st Part sResul t

Part Container for elements related to a particular part. A response can
contain zero or more Part elements.

Children: Par t Nunber , Last Modi fi ed, ETag, Si ze
Type: String
Ancestor: Li st Part sResul t

Par t Nurber Part number identifying the part.
Type: Integer
Ancestor: Par t

Last Modi fi ed Date and time at which the part was uploaded.
Type: Date
Ancestor: Par t

ETag Entity tag returned when the part was uploaded.
Type: String

Ancestor: Par t

Si ze Size of the uploaded part data.
Type: Integer
Ancestor: Par t

Examples

Sample Request

Assume you have uploaded parts with sequential part numbers starting with 1. The following List Parts
request specifies max- part s and part - nunber - mar ker query parameters. The request lists the first
two parts that follow part number 1, that is, you will get parts 2 and 3 in the response. If more parts exist
, the result is a truncated result and therefore the response will return an | sTr uncat ed element with the
value t r ue. The response will also return the Next Par t Number Mar ker element with the value 3, which
should be used for the value of the par t - nunber - nar ker request query string parameter in the next
List Parts request.

CET / exanpl e- obj ect ?upl oadl d=XXBsb2Fkl| El EIl &Zvci Bl bHZpbrencyVedSlt b3ZpZS5t MRz EEEwW
b&hZA&max- part s=2&part - nunber - mar ker=1 HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com

Date: Mon, 1 Nov 2010 20: 34: 56 GVl

Aut hori zation: authorization string

Sample Response

The following is a sample response.

API Version 2006-03-01
313



Amazon Simple Storage Service AP| Reference
List Parts

HTTP/ 1.1 200 K

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt u9pM2zZVvKnJ2Qz7/ CLNPcf TWAt RPf TaOFg==
X-ane-request-id: 656c76696e6727732072657175657374

Date: Mdn, 1 Nov 2010 20: 34:56 GMI

Cont ent - Lengt h: 985

Connection: keep-alive

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li stPartsResult xm ns="http://s3.anazonaws. coni doc/ 2006-03-01/">
<Bucket >exanpl e- bucket </ Bucket >
<Key>exanpl e- obj ect </ Key>
<Upl oadl d>XXBsb2Fkl El El &Zvci Bl bHZpbntncyVcdS1t b3ZpZS5t MRz EEEWb@hZA</ Upl oadl d>

<Initiator>
<ID>arn:aws:iam:111122223333: user/ sone-user-11116a31- 17b5- 4f b7- 9df 5-
b288870f 11xx</ | D>
<Di spl ayName>umat - user - 11116a31- 17b5- 4f b7- 9df 5- b288870f 11xx</ Di spl ayName>

</lnitiator>

<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>soneNane</ Di spl ayName>

</ Onner >

<St or aged ass>STANDARD</ St or aged ass>

<Par t Nunber Mar ker >1</ Par t Nunber Mar ker >

<Next Par t Nunber Mar ker >3</ Next Par t Nunber Mar ker >

<MaxPart s>2</ MaxPart s>

<I sTruncat ed>t rue</ | sTruncat ed>

<Part >
<Par t Nunber >2</ Par t Nunber >
<Last Mbdi fi ed>2010-11- 10T20: 48: 34. 000Z</ Last Modi fi ed>
<ETag>"7778aef 83f 66abclf ale8477f 296d394" </ ETag>
<Si ze>10485760</ Si ze>

</ Part>

<Part >
<Par t Nunber >3</ Par t Nunber >
<Last Mbdi fi ed>2010-11- 10T20: 48: 33. 000Z</ Last Modi fi ed>
<ETag>"aaaal8db4cc2f 85cedef 654f ccc4a4x8" </ ETag>
<Si ze>10485760</ Si ze>

</ Part>

</ Li st PartsResul t >

Related Actions

« |nitiate Multipart Upload (p. 282)

e Upload Part (p. 290)

¢ Complete Multipart Upload (p. 302)
e Abort Multipart Upload (p. 308)

¢ List Multipart Uploads (p. 135)
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Amazon S3 Resources

Following is a table that lists related resources that you'll find useful as you work with this service.

Resource

Amazon Simple Storage Service Getting
Started Guide

Amazon S3 Developer Guide

Amazon S3Technical FAQ

Amazon S3 Release Notes

AWS Developer Resource Center

AWS Management Console

Discussion Forums

AWS Support Center

AWS Premium Support

Amazon S3 product information

Description

The Getting Started Guide provides a quick tutorial of the
service based on a simple use case. Examples and
instructions for Java, Perl, PHP, C#, Python, and Ruby are
included.

The developer guide describes how to accomplish tasks using
Amazon S3 operations.

The FAQ covers the top 20 questions developers have asked
about this product.

The Release Notes give a high-level overview of the current
release. They specifically note any new features, corrections,
and known issues.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS.

The console allows you to perform most of the functions of
Amazon S3without programming.

A community-based forum for developers to discuss technical
questions related to Amazon Web Services.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and Premium Support.

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS Infrastructure Services.

The primary web page for information about Amazon S3.
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Resource Description

Contact Us A central contact point for inquiries concerning AWS billing,
account, events, abuse etc.

Conditions of Use Detailed information about the copyright and trademark usage
at Amazon.com and other topics.
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Document History

The following table describes the important changes to the documentation since the last release of the
Amazon Simple Storage Service API Reference.

¢ APl version: 2006-03-01
¢ Latest documentation update: June 12, 2014

Change

Server-side encryption
with customer-provided
encryption keys

Description

Amazon S3 now supports server-side encryption using
customer-provided encryption keys (SSE-C). Server-side
encryption enables you to request Amazon S3 to encrypt your
data at rest. When using SSE-C, Amazon S3 encrypts your
objects with the custom encryption keys that you provide. Since
Amazon S3 performs the encryption for you, you get the
benefits of using your own encryption keys without the cost of
writing or executing your own encryption code.

For more information about SSE-C, go to Server-Side
Encryption (Using Customer-Provided Encryption Keys) in the
Amazon Simple Storage Service Developer Guide.

The following Amazon S3 REST APIs support headers related
to SSE-C.

» GET Object

« HEAD Object

» PUT Object

e PUT Object - Copy

» POST Object

« Initiate Multipart Upload
» Upload Part

« Upload Part - Copy

Release
Date

June 12,
2014
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Change Description Release
Date

Lifecycle support for Prior to this release lifecycle configuration was supported only | May 20,

versioning on nonversioned buckets. Now you can configure lifecycle on | 2014

both the nonversioned and versioning-enabled buckets.

For more information, go to Object Lifecycle Management in
the Amazon Simple Storage Service Developer Guide.

The related APIs, see PUT Bucket lifecycle (p. 162), GET Bucket
lifecycle (p. 95), and DELETE Bucket lifecycle (p. 73).

Amazon S3 now Amazon S3 now supports Signature Verion 4 (SigV4) in all January 30,
supports Signature regions, the latest specification for how to sign and authenticate | 2014
Version 4 AWS requests.

For more information, see Authenticating Requests (AWS
Signature Version 4) (p. 15).

Amazon S3 list actions | The following Amazon S3 list actions now support November 1,
now support encodi ng- t ype optional request parameter. 2013
encodi ng-type

request parameter GET Bucket (List Objects) (p. 81)

GET Bucket Object versions (p. 114)
List Multipart Uploads (p. 135)
List Parts (p. 310)

An object key can contain any Unicode character; however,
the XML 1.0 parser cannot parse some characters, such as
characters with an ASCII value from 0 to 10. For characters
that are not supported in XML 1.0, you can add this parameter
to request that Amazon S3 encode the keys in the response.

SOAP Support Over SOAP support over HTTP is deprecated, but it is still available | September
HTTP Deprecated over HTTPS. New Amazon S3 features will not be supported | 19, 2013
for SOAP. We recommend that you use either the REST API
or the AWS SDKs.

Root domain support for | Amazon S3 now supports hosting static websites at the root | December
website hosting domain. Visitors to your website can access your site from 27,2012

their browser without specifying "www" in the web address

(e.g., "example.com"). Many customers already host static

websites on Amazon S3 that are accessible from a "www"

subdomain (e.g., "www.example.com"). Previously, to support

root domain access, you needed to run your own web server

to proxy root domain requests from browsers to your website

on Amazon S3. Running a web server to proxy requests

introduces additional costs, operational burden, and another

potential point of failure. Now, you can take advantage of the

high availability and durability of Amazon S3 for both "www"

and root domain addresses.

For an example walkthrough, go to go to Example: Setting Up
a Static Website Using a Custom Domain. For conceptual
information, go to Hosting Static Websites on Amazon S3 in
the Amazon Simple Storage Service Developer Guide.
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Change

Support for Archiving
Data to Amazon Glacier

Support for Website
Page Redirects

Cross-Origin Resource
Sharing (CORS) support

Cost Allocation Tagging
support

Object Expiration
support

Description

Amazon S3 now support a storage option that enables you to
utilize Amazon Glacier's low-cost storage service for data
archival. To archive objects, you define archival rules identifying
objects and a timeline when you want Amazon S3 to archive
these objects to Amazon Glacier. You can easily set the rules
on a bucket using the Amazon S3 console or programmatically
using the Amazon S3 APl or AWS SDKs.

To support data archival rules, Amazon S3 lifecycle
management API has been updated. For more information,
see PUT Bucket lifecycle (p. 162).

After you archive objects, you must first restore a copy before
you can access the data. Amazon S3 offers an new API for
you to initiate a restore. For more information, see POST Object
restore (p. 247).

For conceptual information, go to Object Lifecycle Management
in the Amazon Simple Storage Service Developer Guide.

For a bucket that is configured as a website, Amazon S3 now
supports redirecting a request for an object to another object
in the same bucket or to an external URL. You can configure
redirect by adding the x- anz- websi t e-redi rect - | ocat i on
metadata to the object.

The object upload APIs PUT Object (p. 250), Initiate Multipart
Upload (p.282), and POST Object (p. 238) allow you to configure
the x- anz- websi t e-r edi r ect - | ocat i on object metadata.

For conceptual information, go to How to Configure Website
Page Redirects in the Amazon Simple Storage Service
Developer Guide.

Amazon S3 now supports Cross-Origin Resource Sharing
(CORS). CORS defines a way in which client web applications
that are loaded in one domain can interact with or access
resources in a different domain. With CORS supportin Amazon
S3, you can build rich client-side web applications on top of
Amazon S3 and selectively allow cross-domain access to your
Amazon S3 resources. For more information, see Enabling
Cross-Origin Resource Sharing in the Amazon Simple Storage
Service Developer Guide.

Amazon S3 now supports cost allocation tagging, which allows
you to label S3 buckets so you can more easily track their cost
against projects or other criteria. For more information, see
Cost Allocation Tagging in the Amazon Simple Storage Service
Developer Guide.

You can use Object Expiration to schedule automatic removal
of data after a configured time period. You set object expiration
by adding lifecycle configuration to a bucket. For more
information, see Object Expiration.

Release
Date

November
13, 2012

October 4,
2012

August 31,
2012

August 21,
2012

December
27,2011
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Change Description Release
Date
New Region supported | Amazon S3 now supports the South America (Sao Paulo) December

Region. For more information, see Buckets and Regionsin the | 14, 2011
Amazon Simple Storage Service Developer Guide.

Multi-Object Delete Amazon S3 now supports Multi-Object Delete API that enables | December 7,
you to delete multiple objects in a single request. With this 2011
feature, you can remove large numbers of objects from Amazon
S3 more quickly than using multiple individual DELETE
requests.

For more information about the API see, see Delete Multiple
Objects (p. 203).

For conceptual information about the delete operation, see
Deleting Objects.

New Region supported | Amazon S3 now supports the US West (Oregon) Region. For | November 8,
more information, see Buckets and Regions in the Amazon 2011
Simple Storage Service Developer Guide.

Server-side encryption | Amazon S3 now supports server-side encryption. It enables | October 17,
support you to request Amazon S3 to encrypt your data at rest, that | 2011

is, encrypt your object data when Amazon S3 writes your data

to disks in its data centers. To request server-side encryption,

you must add the x- anz- ser ver - si de- encr ypt i on header

to your request. To learn more about data encryption, go to

Using Data Encryption.

Multipart Upload API Prior to this release, Amazon S3 API supported copying objects | June 21,

extended to enable (see PUT Object - Copy (p. 269)) of up to 5 GB in size. To 2011
copying objects up to 5 | enable copying objects larger than 5 GB, Amazon S3 extends
TB the multipart upload API with a new operation, Upl oad Part

( Copy) . You can use this multipart upload operation to copy
objects up to 5 TB in size. For conceptual information about
multipart upload, go to Uploading Objects Using Multipart
Upload. To learn more about the new API, see Upload Part -
Copy (p. 295).

SOAP API calls over To increase security, SOAP API calls over HTTP are disabled. | June 6, 2011
HTTP disabled Authenticated and anonymous SOAP requests must be sent
to Amazon S3 using SSL.
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Change

Support for hosting
static websites in
Amazon S3

Response Header API
Support

Large Object Support

Multipart upload

Notifications

Bucket policies

Description

Amazon S3 introduces enhanced support for hosting static
websites. This includes support for index documents and
custom error documents. When using these features, requests
to the root of your bucket or a subfolder (e.g.,

http:// nywebsi t e. com subf ol der) returns your index
document instead of the list of objects in your bucket. If an
error is encountered, Amazon S3 returns your custom error
message instead of an Amazon S3 error message. For API
information to configure your bucket as a website, see the
following sections:

* PUT Bucket website (p. 191)
* GET Bucket website (p. 131)
« DELETE Bucket website (p. 79)

For conceptual overview, go to Hosting Websites on Amazon
S3in the Amazon Simple Storage Service Developer Guide.

The GET Object REST API now allows you to change the
response headers of the REST GET Object request for each
request. That is, you can alter object metadata in the response,
without altering the object itself. For more information, see
GET Object (p. 212).

Amazon S3 has increased the maximum size of an object you
can store in an S3 bucket from 5 GB to 5 TB. If you are using
the REST API you can upload objects of up to 5 GB size in a
single PUT operation. For larger objects, you must use the
Multipart Upload REST API to upload objects in parts. For
conceptual information, go to Uploading Objects Using Multipart
Upload. For multipart upload API information, see Initiate
Multipart Upload (p. 282), Upload Part (p. 290), Complete
Multipart Upload (p. 302), List Parts (p. 310), and List Multipart
Uploads (p. 135)

Multipart upload enables faster, more flexible uploads into
Amazon S3. It allows you to upload a single object as a set of
parts. For conceptual information, go to Uploading Objects
Using Multipart Upload. For multipart upload API information,
see Initiate Multipart Upload (p. 282), Upload Part (p. 290),
Complete Multipart Upload (p. 302), List Parts (p. 310), and List
Multipart Uploads (p. 135)

The Amazon S3 notifications feature enables you to configure
a bucket so that Amazon S3 publishes a message to an
Amazon Simple Notification Service (SNS) topic when Amazon
S3 detects a key event on a bucket. For more information, see
GET Bucket notification (p. 108) and PUT Bucket

notification (p. 108).

Bucket policies is an access management system you use to
set access permissions on buckets, objects, and sets of
objects. This functionality supplements and in many cases
replaces access control lists.

Release
Date

February 17,
2011

January 14,
2011

December 9,
2010

November
10, 2010

July 14,
2010

July 6, 2010
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Change

Reduced Redundancy

New Region supported

Object Versioning

New Region supported

C# Library Support

Technical documents
reorganized

Description

Amazon S3 now enables you to reduce your storage costs by
storing objects in Amazon S3 with reduced redundancy. For
more information, see PUT Object (p. 250).

Amazon S3 now supports the Asia Pacific (Singapore) Region
and therefore new location constraints. For more information,
see GET Bucket location (p. 103) and PUT Bucket (p. 144).

This release introduces object Versioning. All objects now have
a key and a version. If you enable versioning for a bucket,
Amazon S3 gives all objects added to a bucket a unique
version ID. This feature enables you to recover from unintended
overwrites and deletions. For more information, see GET
Object (p. 212), DELETE Object (p. 200), PUT Object (p. 250),
PUT Object Copy (p. 269), or POST Object (p. 238). The SOAP
API does not support versioned objects.

Amazon S3 now supports the US-West (Northern California)
Region. The new endpoint is

s3-us-west - 1. anmazonaws. com For more information, see
How to Select a Region for Your Buckets.

AWS now provides Amazon S3 C# libraries, sample code,
tutorials, and other resources for software developers who
prefer to build applications using language-specific APIs instead
of REST or SOAP. These libraries provide basic functions (not
included in the REST or SOAP APIs), such as request
authentication, request retries, and error handling so that it's
easier to get started.

The API reference has been split out of the Amazon S3
Developer Guide. Now, on the documentation landing page,
http://developer.amazonwebservices.com/connect/entry.jspa
?externallD=123&categorylD=48 you can select the document
you want to view. When viewing the documents online, the
links in one document will take you, when appropriate, to one
of the other guides.

Release
Date

May 12,
2010

April 28,
2010

February 8,
2010

December 2,
2009

November

11, 2009

September
16, 2009
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Appendix: SOAP API

Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or

the AWS SDKs.

This section describes the SOAP API with respect to service, bucket, and object operations. Note that
SOAP requests, both authenticated and anonymous, must be sent to Amazon S3 using SSL. Amazon
S3 returns an error when you send a SOAP request over HTTP.

Topics
¢ Operations on the Service (p. 323)
¢ Operations on Buckets (p. 325)
¢ Operations on Objects (p. 334)
¢ SOAP Error Responses (p. 350)

Operations on the Service

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on the Amazon S3 service.

Topics
¢ ListAllMyBuckets (p. 323)

ListAlIMyBuckets

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Li st Al | MyBucket s operation returns a list of all buckets owned by the sender of the request.
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Example

Sanpl e Request

<Li st Al'l MyBuckets xml ns="http://doc. s3. amazonaws. coni 2006- 03- 01" >
<AWBAccessKey| d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>

</ Li st Al | MyBucket s>

Sanpl e Response

<Li st Al | MyBucket sResult xm ns="http://s3. amazonaws. conf doc/ 2006- 03- 01" >
<Omner >
<| D>bcaf 1f f d86f 41161ca5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Omner >
<Bucket s>
<Bucket >
<Nanme>quot es; / Nane>
<Cr eat i onDat e>2006- 02- 03T16: 45: 09. 000Z</ Cr eat i onDat e>
</ Bucket >
<Bucket >
<Nanme>sanpl es</ Nane>
<Cr eat i onDat e>2006- 02- 03T16: 41: 58. 000Z</ Cr eat i onDat e>
</ Bucket >
</ Bucket s>
</ Li st Al |l MyBucket sResul t >

Response Body

* Omer:

This provides information that Amazon S3 uses to represent your identity for purposes of authentication
and access control. ID is a unique and permanent identifier for the developer who made the request.
DisplayName is a human-readable name representing the developer who made the request. It is not
unique, and might change over time.We recommend that you match your DisplayName to your Forum
name.

* Nane:

The name of a bucket. Note that if one of your buckets was recently deleted, the name of the deleted
bucket might still be present in this list for a period of time.

e CreationbDate:

The time that the bucket was created.

Access Control

You must authenticate with a valid AWS Access Key ID. Anonymous requests are never allowed to list
buckets, and you can only list buckets for which you are the owner.
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Operations on Buckets

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on Amazon S3 buckets.

Topics
¢ CreateBucket (p. 325)
¢ DeleteBucket (p. 326)
e ListBucket (p. 327)
¢ GetBucketAccessControlPolicy (p. 330)
¢ SetBucketAccessControlPolicy (p. 331)
¢ GetBucketLoggingStatus (p. 332)
¢ SetBucketLoggingStatus (p. 333)

CreateBucket

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Cr eat eBucket operation creates a bucket. Not every string is an acceptable bucket name. For in-
formation on bucket naming restrictions, see Working with Amazon S3 Buckets .

Note

To determine whether a bucket name exists, use Li st Bucket and set MaxKeys to 0. A
NoSuchBucket response indicates that the bucket is available, an AccessDenied response indic-
ates that someone else owns the bucket, and a Success response indicates that you own the
bucket or have permission to access it.

Example Create a bucket named "quotes”

Sanpl e Request

<Cr eat eBucket xm ns="http://doc.s3. amazonaws. con 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AWSAccessKeyl d>AKI Al OSFODNN7EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnhat ur e>
</ Cr eat eBucket >

Sanpl e Response

<Cr eat eBucket Response xml ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Cr eat eBucket Response>
<Bucket >quot es</ Bucket >
</ Cr eat eBucket Response>
</ Cr eat eBucket Response>
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Elements
¢ Bucket: The name of the bucket you are trying to create.

e AccessControl Li st: The access control list for the new bucket. This element is optional. If not
provided, the bucket is created with an access policy that give the requester FULL_CONTROL access.

Access Control

You must authenticate with a valid AWS Access Key ID. Anonymous requests are never allowed to create
buckets.

Related Resources

¢ ListBucket (p. 327)

DeleteBucket

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Del et eBucket operation deletes a bucket. All objects in the bucket must be deleted before the
bucket itself can be deleted.

Example
This example deletes the "quotes" bucket.

Sanpl e Request

<Del et eBucket xm ns="http://doc.s3. amazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AWBAccessKeyl d> AKI Al OSFCDNN7EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Del et eBucket >

Sanpl e Response

<Del et eBucket Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Del et eBucket Response>
<Code>204</ Code>
<Descri pti on>No Cont ent </ Descri pti on>
</ Del et eBucket Response>
</ Del et eBucket Response>

Elements

¢ Bucket: The name of the bucket you want to delete.
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Access Control

Only the owner of a bucket is allowed to delete it, regardless the access control policy on the bucket.

ListBucket

Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Li st Bucket operation returns information about some of the items in the bucket.

For a general introduction to the list operation, see the Listing Object Keys.
Requests
This example lists up to 1000 keys in the "quotes" bucket that have the prefix "notes."

Syntax

<Li st Bucket xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Prefix>not es/ </ Prefix>
<Delimter>/</Delimter>
<MaxKeys>1000</ MaxKeys>
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Li st Bucket >

Parameters

Name Description Required

prefix Limits the response to keys which begin with the indicated prefix. No
You can use prefixes to separate a bucket into different sets of keys
in a way similar to how a file system uses folders.
Type: String
Default: None

mar ker Indicates where in the bucket to begin listing. The list will only include | No
keys that occur lexicographically after marker. This is convenient for
pagination: To get the next page of results use the last key of the
current page as the marker.
Type: String
Default: None

max- keys The maximum number of keys you'd like to see in the response body. | No
The server might return fewer than this many keys, but will not return
more.
Type: String

Default: None
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Name Description Required

delimter Causes keys that contain the same string between the prefix and the | No
first occurrence of the delimiter to be rolled up into a single result
element in the CommonPrefixes collection. These rolled-up keys are
not returned elsewhere in the response.

Type: String
Default: None

Success Response

This response assumes the bucket contains the following keys:

not es/ t odos. t xt

not es/ 2005- 05- 23/ cust oner _nt g_not es. t xt
not es/ 2005- 05- 23/ phone_not es. t xt

not es/ 2005- 05- 28/ sal es_not es. t xt

Syntax

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>backups</ Nane>
<Prefi x>not es/ </ Prefix>
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>not es/ t odos. t xt </ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
<Si ze>5126</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
<| D>75aa57f 09aalc8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayNanme>webf i | e</ Di spl ayNane>

</ Onner >

<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>
<CommonPr ef i xes>

<Pr ef i x>not es/ 2005- 05- 23/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>not es/ 2005- 05- 28/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

As you can see, many of the fields in the response echo the request parameters. | sTr uncat ed, Con-
t ent s, and CommonPr ef i xes are the only response elements that can contain new information.
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Response Elements

Name

Contents

ComonPr ef i xes

Delimter

| sTruncat ed

Mar ker

MaxKeys

Prefix

Description

Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult

A response can contain ConmonPr ef i xes only if you specify adel i mi t er .When
you do, CommonPr ef i xes contains all (if there are any) keys between Pr ef i x
and the next occurrence of the string specified by del i ni t er . In effect,
ConmmonPr ef i xes lists keys that act like subdirectories in the directory specified
by Pr ef i x. For example, if prefi x isnot es/ and del i m t er is a slash (/), in
not es/ summer/ j ul y, the common prefix is not es/ surmer /.

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and the first
occurrence of the delimiter to be rolled up into a single result element in the
CommonPrefixes collection. These rolled-up keys are not returned elsewhere in
the response.

Type: String
Ancestor: ListBucketResult

Specifies whether (true) or not (false) all of the results were returned. All of the
results may not be returned if the number of results exceeds that specified by
MaxKeys.

Type: String
Ancestor: boolean

Indicates where in the bucket to begin listing.
Type: String
Ancestor: ListBucketResult

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Response Body

For information about the list response, see Listing Keys Response.
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Access Control

To list the keys of a bucket you need to have been granted READ access on the bucket.

GetBucketAccessControlPolicy

Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.
The Get Bucket AccessCont r ol Pol i cy operation fetches the access control policy for a bucket.
Example

This example retrieves the access control policy for the "quotes" bucket.

Sanpl e Request

<Cet Bucket AccessControl Policy xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Bucket AccessContr ol Pol i cy>

Sanpl e Response

<AccessControl Pol i cy>
<Owner >
<| D>a9a7b886d6f d2441bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayName>
</ Owner >
<AccessControl Li st >
<G ant >
<G antee xsi:type="Canonical User">
<l D>a9a7hb886d6f 41bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayName>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
<G ant >
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s<URI >
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
<AccessControl Pol i cy>

Response Body

The response contains the access control policy for the bucket. For an explanation of this response, see
SOAP Access Policy .

API Version 2006-03-01
330



http://docs.aws.amazon.com/AmazonS3/latest/dev/SOAPAccessPolicy.html

Amazon Simple Storage Service APl Reference
SetBucketAccessControlPolicy

Access Control

You must have READ_ACP rights to the bucket in order to retrieve the access control policy for a bucket.

SetBucketAccessControlPolicy

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Set Bucket AccessCont r ol Pol i cy operation sets the Access Control Policy for an existing bucket.
If successful, the previous Access Control Policy for the bucket is entirely replaced with the specified
Access Control Policy.

Example
Give the specified user (usually the owner) FULL_CONTRCOL access to the "quotes" bucket.

Sanpl e Request

<Set Bucket AccessControl Policy xm ns="http://doc. s3. anmazonaws. conm 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<AccessControl Li st>
<G ant >
<G antee xsi:type="Canoni cal User">
<l D>a9a7b8863000e241bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayName>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFOCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Set Bucket AccessControl Policy >

Sanpl e Response

<Get Bucket AccessControl Pol i cyResponse xm ns="http://s3. anazonaws. coni doc/ 2006-
03-01">
<Get Bucket AccessCont rol Pol i cyResponse>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ Get Bucket AccessCont r ol Pol i cyResponse>
</ Get Bucket AccessCont r ol Pol i cyResponse>

Access Control

You must have WRI TE_ACP rights to the bucket in order to set the access control policy for a bucket.
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GetBucketLoggingStatus

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Get Bucket Loggi ngSt at us retrieves the logging status for an existing bucket.
For a general introduction to this feature, see Server Logs.
Example

Sanpl e Request

<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xml ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/" xm
I ns: xsi="http://ww.w3. org/ 2001/ XM_.Schena- i nst ance" xmnl ns: xsd="ht
tp: // ww. w3. or g/ 2001/ XM_Schema" >
<soap: Body>
<Get Bucket Loggi ngSt at us xm ns="http://doc. s3. anazonaws. conf 2006- 03- 01" >

<Bucket >mybucket </ Bucket >
<AWBAccessKeyl d>YOUR _AWS ACCESS KEY | D</ AWsAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nmest anp>
<Si gnat ur e>YOUR_SI GNATURE_HERE</ Si gnat ur e>
</ Get Bucket Loggi ngSt at us>
</ soap: Body>
</ soap: Envel ope>

Sanpl e Response

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" xm ns: xsi =" ht
tp://ww. wW3. or g/ 2001/ XM_Schema- i nst ance" >
<soapenv: Header >
</ soapenv: Header >
<soapenv: Body>
<Get Bucket Loggi ngSt at usResponse xm ns="http://s3. anazonaws. con doc/ 2006-
03-01">
<Get Bucket Loggi ngSt at usResponse>
<Loggi ngEnabl ed>
<Tar get Bucket >nyl ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og- </ Tar get Pref i x>
</ Loggi ngEnabl ed>
</ Get Bucket Loggi ngSt at usResponse>
</ Get Bucket Loggi ngSt at usResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Access Control

Only the owner of a bucket is permitted to invoke this operation.
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SetBucketLoggingStatus

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Set Bucket Loggi ngSt at us operation updates the logging status for an existing bucket.
For a general introduction to this feature, see Server Logs.
Example

This sample request enables server access logging for the 'mybucket’ bucket, and configures the logs to
be delivered to 'mylogs’ under prefix ‘access_log-'

Sanpl e Request

<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xm ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/" xm
I ns: xsi="http://ww. w3. org/ 2001/ XMLSchema- i nst ance" xnl ns: xsd="ht
tp:// ww. w3. or g/ 2001/ XM_Scherma" >
<soap: Body>
<Set Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Bucket >myBucket </ Bucket >
<AWBAccessKeyl d>YOUR_AWS ACCESS KEY_| D</ AWsAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>YOUR_SI GNATURE_HERE</ Si gnat ur e>
<Bucket Loggi ngSt at us>
<Loggi ngEnabl ed>
<Tar get Bucket >yl ogs</ Tar get Bucket >
<Tar get Prefi x>nybucket - access_| og- </ Tar get Prefi x>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>
</ Set Bucket Loggi ngSt at us>
</ soap: Body>
: </ soap: Envel ope>

Sanpl e Response

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" xm ns: xsi ="ht
tp://ww. w3. or g/ 2001/ XMLSchena- i nst ance" >
<soapenv: Header >
</ soapenv: Header >
<soapenv: Body>
<Set Bucket Loggi ngSt at usResponse xm ns="http://s3. anazonaws. coni doc/ 2006-
03-01"/>
</ soapenv: Body>
</ soapenv: Envel ope>
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Access Control

Only the owner of a bucket is permitted to invoke this operation.

Operations on Objects

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

This section describes operations you can perform on Amazon S3 objects.

Topics
¢ PutObjectinline (p. 334)
¢ PutObject (p. 336)
¢ CopyObject (p. 338)
¢ GetObject (p. 342)
¢ GetObjectExtended (p. 347)
¢ DeleteObject (p. 348)
¢ GetObjectAccessControlPolicy (p. 348)
¢ SetObjectAccessControlPolicy (p. 349)

PutObjectinline

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Put Obj ect I nl i ne operation adds an object to a bucket. The data for the object is provided in the
body of the SOAP message.

If an object already exists in a bucket, the new object will overwrite it because Amazon S3 stores the last
write request. However, Amazon S3 is a distributed system. If Amazon S3 receives multiple write requests
for the same object nearly simultaneously, all of the objects might be stored, even though only one wins
in the end. Amazon S3 does not provide object locking; if you need this, make sure to build it into your
application layer.

To ensure an object is not corrupted over the network, you can calculate the MD5 of an object, PUT it to
Amazon S3, and compare the returned Etag to the calculated MD5 value.

PutObjectinline is not suitable for use with large objects. The system limits this operation to working with
objects 1MB or smaller. PutObjectinline will fail with the | nl i neDat aToolLar geEr r or status code if the
Data parameter encodes an object larger than 1MB. To upload large objects, consider using the non-inline
PutObject API, or the REST API instead.
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Example

This example writes some text and metadata into the "Nelson" object in the "quotes” bucket, give a user
(usually the owner) FULL_CONTRCL access to the object, and make the object readable by anonymous
parties.

Sanpl e Request

<Put bj ectInline xm ns="http://doc.s3. amazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nane>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>aGEt aCE=</ Dat a>
<Cont ent Lengt h>5</ Cont ent Lengt h>
<AccessControl Li st >
<G ant>
<G antee xsi:type="Canonical User" >
<| D>a9a7b886d6f de241bf 9blc61be666€9</ | D>
<Di spl ayNanme>chri scust oner </ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant>
<G ant>
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s</ URI >
</ Grant ee>
<Per m ssi on>READ</ Per mi ssi on>
</ Grant>
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nmest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzhgaEXAMPLE=</ Si gnhat ur e>
</ Put Obj ect I nline>

Sanpl e Response

<Put Ohj ect I nl i neResponse xm ns="http://s3. amazonaws. con doc/ 2006- 03- 01" >
<Put Onj ect I nl i neResponse>
<ETag>&quot 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f &quot </ ETag>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ | ast Modi fi ed>
</ Put Obj ect | nl i neResponse>
</ Put Obj ect | nl i neResponse>

Elements
¢ Bucket : The bucket in which to add the object.

¢ Key: The key to assign to the object.

API Version 2006-03-01
335




Amazon Simple Storage Service APl Reference
PutObject

» Met adat a: You can provide name-value metadata pairs in the metadata element. These will be stored
with the object.

* Dat a: The base 64 encoded form of the data.
¢ Cont ent Lengt h: The length of the data in bytes.

e AccessControl Li st: An Access Control List for the resource. This element is optional. If omitted,
the requester is given FULL_CONTROL access to the object. If the object already exists, the preexisting
access control policy is replaced.

Responses

¢ ETag: The entity tag is an MD5 hash of the object that you can use to do conditional fetches of the
object using Get Obj ect Ext ended. The ETag only reflects changes to the contents of an object, not
its metadata.

¢ Last Modi fi ed: The Amazon S3 timestamp for the saved object.

Access Control

You must have VRl TE access to the bucket in order to put objects into the bucket.

Related Resources

» PutObject (p. 336)
e CopyObiject (p. 338)

PutObject

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Put Obj ect operation adds an object to a bucket. The data for the object is attached as a DIME at-
tachment.

To ensure an object is not corrupted over the network, you can calculate the MD5 of an object, PUT it to
Amazon S3, and compare the returned Etag to the calculated MD5 value.

If an object already exists in a bucket, the new object will overwrite it because Amazon S3 stores the last
write request. However, Amazon S3 is a distributed system. If Amazon S3 receives multiple write requests
for the same object nearly simultaneously, all of the objects might be stored, even though only one wins
in the end. Amazon S3 does not provide object locking; if you need this, make sure to build it into your
application layer.
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Example

This example puts some data and metadata in the "Nelson" object of the "quotes" bucket, give a user
(usually the owner) FULL_CONTRCL access to the object, and make the object readable by anonymous
parties. In this sample, the actual attachment is not shown.

Sanpl e Request

<Put bj ect xm ns="http://doc.s3. amazonaws. com 2006- 03-01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nane>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Cont ent Lengt h>5</ Cont ent Lengt h>
<AccessControl Li st >
<G ant >
<G antee xsi:type="Canonical User" >
<l D>a9a7b886d6241bf 9b1c61be666€9</ | D>
<Di spl ayNanme>chri scust oner </ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant>
<G ant>
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s<URI >
</ Grant ee>
<Per m ssi on>READ</ Per mi ssi on>
</ Grant>
</ AccessControl Li st>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2007- 05- 11T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzhgaEXAMPLE=</ Si gnhat ur e>
</ Put Obj ect >

Sanpl e Response

<Put Ohj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Put Ohj ect Response>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27c383f c9ac7f &quot ; </ ETag>
<Last Mbdi fi ed>2006- 03- 01T12: 00: 00. 183Z</ Last Modi fi ed>
</ Put Cbj ect Response>
</ Put Cbj ect Response>

Elements

¢ Bucket : The bucket in which to add the object.
* Key: The key to assign to the object.

¢ Met adat a: You can provide name-value metadata pairs in the metadata element. These will be stored
with the object.

¢ Cont ent Lengt h: The length of the data in bytes.
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* AccessControl Li st: An Access Control List for the resource. This element is optional. If omitted,
the requester is given FULL_CONTRCL access to the object. If the object already exists, the preexisting
Access Control Policy is replaced.

Responses

« ETag: The entity tag is an MD5 hash of the object that you can use to do conditional fetches of the
object using Get bj ect Ext ended. The ETag only reflects changes to the contents of an object, not
its metadata.

e Last Modi fi ed: The Amazon S3 timestamp for the saved object.

Access Control

To put objects into a bucket, you must have WRI TE access to the bucket.

Related Resources

¢ CopyObiject (p. 338)

CopyObject

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Description

The Copyhj ect operation creates a copy of an object when you specify the key and bucket of a source
object and the key and bucket of a target destination.

When copying an object, you can preserve all metadata (default) or specify new metadata. However, the
ACL is not preserved and is set to pri vat e for the user making the request. To override the default ACL
setting, specify a new ACL when generating a copy request. For more information, see Using ACLs.

All copy requests must be authenticated. Additionally, you must have read access to the source object
and write access to the destination bucket. For more information, see Using Auth Access.

To only copy an object under certain conditions, such as whether the Etag matches or whether the object
was modified before or after a specified date, use the request parameters Copy Sour cel f Unnodi -
fi edSi nce, Copyl f Unnodi fi edSi nce, CopySour cel f Mat ch, or CopySour cel f NoneMat ch.

Note
You might need to configure the SOAP stack socket timeout for copying large objects.

Request Syntax

<CopyObj ect xm ns="http://bucket nane.s3. anazonaws. coni 2006- 03- 01" >
<Sour ceBucket >sour ce_bhucket </ Sour ceBucket >
<Sour ce(hj ect >sour ce_obj ect </ Sour cehj ect >
<Desti nati onBucket >desti nati on_bucket </ Desti nati onBucket >
<Desti nati onCbj ect >desti nati on_obj ect </ Desti nati on(hj ect >
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<Met adat aDi recti ve>{ REPLACE | COPY}</ Met adat aDi rective>

<Met adat a>

<Name>net adat a_nane</ Nane>
<Val ue>net adat a_val ue</ Val ue>

</ Met adat a>

<AccessControl Li st>

<G ant >

<G antee xsi:type="user_type">

<| D>user_i d</ | D>

<Di spl ayName>di spl ay_nane</ D spl ayNane>

</ Grant ee>

<Per m ssi on>per m ssi on</ Per m ssi on>

</ Grant >

</ AccessCont rol Li st >

<CopySour cel f Mat ch>et ag</ CopySour cel f Mat ch>
<CopySour cel f NoneMat ch>et ag</ CopySour cel f NoneMat ch>

<CopySour cel f Modi fi edSi nce>dat e_t i ne</ CopySour cel f Modi fi edSi nce>

<CopySour cel f Unnodi fi edSi nce>dat e_t i me</ CopySour cel f Unnodi fi edSi nce>
<AWBAccessKeyl d>AWSAccessKeyl d</ AWSAccessKeyl d>
<Ti mest anp>Ti neSt anp</ Ti nest anp>
<Si gnat ur e>Si gnat ur e</ Si gnat ur e>

</ Copybj ect >

Request Parameters

Name

Sour ceBucket

Sour ceKey

Dest i nati onBucket

Desti nati onKey

Description

The name of the source bucket.
Type: String

Default: None

Constraints: A valid source bucket.

The key name of the source object.
Type: String
Default: None

Constraints: The key for a valid source object
to which you have READ access.

The name of the destination bucket.
Type: String
Default: None

Constraints: You must have WRITE access
to the destination bucket.

The key of the destination object.
Type: String
Default: None

Constraints: You must have WRITE access
to the destination bucket.

Required

Yes

Yes

Yes

Yes
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Name Description Required

Met adat aDi recti ve Specifies whether the metadata is copied from | No
the source object or replaced with metadata
provided in the request.

Type: String

Default: COPY

Valid values: COPY | REPLACE
Constraints: Values other than COPY or
REPLACE will result in an immediate error.
You cannot copy an object to itself unless the
MetadataDirective header is specified and its
value set to REPLACE.

Met adat a Specifies metadata name-value pairs to set | No
for the object.If MetadataDirective is set to
COPY, all metadata is ignored.

Type: String
Default: None
Constraints: None.

AccessControl Li st Grants access to users by e-mail addresses | No
or canonical user ID.

Type: String
Default: None
Constraints: None

CopySour cel f Mat ch Copies the object if its entity tag (ETag) No
matches the specified tag; otherwise return a
PreconditionFailed.

Type: String

Default: None

Constraints: None. If the Etag does not match,
the object is not copied.

CopySour cel f NoneMat ch Copies the object if its entity tag (ETag) is No
different than the specified Etag; otherwise
returns an error.

Type: String
Default: None
Constraints: None.

CopySour cel f Unnodi fi edSi nce Copies the object if it hasn't been modified No
since the specified time; otherwise returns a
PreconditionFailed.

Type: dateTime
Default: None
CopySour cel f Modi fi edSi nce Copies the object if it has been modified since | No

the specified time; otherwise returns an error.
Type: dateTime
Default: None
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Response Syntax

<CopyObj ect Response xm ns="http://bucket_name. s3. amazonaws. conf 2006- 03- 01" >
<CopyObj ect Response>
<ETag>"et ag" </ ETag>
<Last Modi fi ed>ti mest anp</ Last Modi fi ed>
</ Copybj ect Response>
</ CopyObj ect Response>

Response Elements

Following is a list of response elements.

Note
The SOAP API does not return extra whitespace. Extra whitespace is only returned by the REST
API.

Name Description

Et ag Returns the etag of the new object. The ETag only
reflects changes to the contents of an object, not its
metadata.

Type: String
Ancestor: CopyObjectResult

Last Modi fi ed Returns the date the object was last modified.
Type: String
Ancestor: CopyObjectResult

For information about general response elements, see Using REST Error Response Headers.

Special Errors

There are no special errors for this operation. For information about general Amazon S3 errors, see List
of Error Codes (p. 3).

Examples

This example copies the f | ot samobject from the paci f i ¢ buckettothej et samobjectoftheat | anti c
bucket, preserving its metadata.

Sample Request

<CopyObj ect xm ns="http://doc. s3. amazonaws. con’ 2006- 03- 01" >
<Sour ceBucket >paci fi c</ Sour ceBucket >
<Sour ceObj ect >f | ot sanx/ Sour ceQbj ect >
<Desti nati onBucket >at | anti c</ Desti nati onBucket >
<Desti nati onCbj ect >j et sanx/ Dest i nati onObj ect >
<AWBAccessKeyl d>AKI Al OSFOCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2008- 02- 18T13: 54: 10. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbqg7Rr t SFmn=</ Si gnat ur e>
</ Copybj ect >
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Sample Response

<CopyObj ect Response xm ns="http://doc.s3. anazonaws. conf 2006- 03- 01" >
<CopyObj ect Response>
<ETag>" 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f " </ ETag>
<Last Mbdi fi ed>2008- 02- 18T13: 54: 10. 183Z</ Last Modi fi ed>
</ CopyQbj ect Response>
</ CopyObj ect Response>

This example copies the "tweedledee" object from the wonderland bucket to the "tweedledum" object of
the wonderland bucket, replacing its metadata.

Sample Request

<CopyObj ect xm ns="http://doc. s3. amazonaws. con’ 2006- 03- 01" >
<Sour ceBucket >wonder | and</ Sour ceBucket >
<Sour ce(j ect >t weed| edee</ Sour cehj ect >
<Desti nati onBucket >wonder | and</ Dest i nat i onBucket >
<Desti nati onCbj ect >t weedl edunx/ Dest i nat i onObj ect >
<Met adat aDi recti ve >REPLACE</ Met adat aDi rective >
<Met adat a>
<Nanme>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>r el at i onshi p</ Nanme>
<Val ue>t wi ns</ Val ue>
</ Met adat a>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2008- 02- 18T13: 54: 10. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbqg7Rr t SFmn=</ Si gnat ur e>
</ Copybj ect >

Sample Response

<Copybj ect Response xm ns="http://doc.s3. anazonaws. coni 2006- 03- 01" >
<CopyObj ect Response>
<ETag>" 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f " </ ETag>
<Last Mbdi fi ed>2008- 02- 18T13: 54: 10. 183Z</ Last Modi fi ed>
</ CopyObj ect Response>
</ CopyObj ect Response>

Related Resources

¢ PutObject (p. 336)
¢ PutObjectinline (p. 334)

GetObject

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.
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The Get Obj ect operation returns the current version of an object. If you try to Get Cbj ect an object that
has a delete marker as its current version, S3 returns a 404 error. You cannot use the SOAP API to retrieve
a specified version of an object. To do that, use the REST API. For more information, see Versioning.
For more options, use the GetObjectExtended (p. 347) operation.

Example
This example gets the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Get Cbj ect xm ns="http://doc.s3. amazonaws. con 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<Get Met adat a>t r ue</ Get Met adat a>
<Cet Dat a>t r ue</ Get Dat a>
<l nli neDat a>true</ I nl i neDat a>
<AWBAccessKeyl d>AKI Al OSFOCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect >

Sanpl e Response

<Cet bj ect Response xm ns="http://s3. anazonaws. com doc/ 2006- 03- 01" >
<Cet hj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Nanme>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nane>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>aGEt aCE=</ Dat a>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

Elements

* Bucket : The bucket from which to retrieve the object.

» Key: The key that identifies the object.

* Cet Met adat a: The metadata is returned with the object if this is true.
e Get Dat a: The object data is returned if this is true.

e I nlineData: Ifthisis true, then the data is returned, base 64-encoded, as part of the SOAP body of
the response. If false, then the data is returned as a SOAP attachment. The InlineData option is not
suitable for use with large objects. The system limits this operation to working with 1MB of data or less.
A GetObiject request with the InlineData flag set will fail with the | nl i neDat aTooLar geEr r or status
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code if the resulting Data parameter would have encoded more than 1MB. To download large objects,
consider calling GetObject without setting the InlineData flag, or use the REST API instead.

Returned Elements

¢ Met adat a: The name-value paired metadata stored with the object.
e Dat a: If InlineData was true in the request, this contains the base 64 encoded object data.
e Last Modi fi ed: The time that the object was stored in Amazon S3.

e ETag: The object's entity tag. This is a hash of the object that can be used to do conditional gets. The
ETag only reflects changes to the contents of an object, not its metadata.

Access Control

You can read an object only if you have been granted READ access to the object.

SOAP Chunked and Resumable Downloads

To provide GET flexibility, Amazon S3 supports chunked and resumable downloads.
Select from the following:

¢ For large object downloads, you might want to break them into smaller chunks. For more information,
see Range GETSs (p. 344)

¢ For GET operations that fail, you can design your application to download the remainder instead of the
entire file. For more information, see REST GET Error Recovery (p. 347)

Range GETs

For some clients, you might want to break large downloads into smaller downloads. To break a GET into
smaller units, use Range.

Before you can break a GET into smaller units, you must determine its size. For example, the following
request gets the size of the bigfile object.

<Li st Bucket xm ns="http://doc. s3. anazonaws. coni 2006- 03- 01" >
<Bucket >bi gbucket </ Bucket >
<Prefix>bigfile</Prefix>
<MaxKeys>1</ MaxKeys>
<AWSAccessKey| d>AKI Al CSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Li st Bucket >

Amazon S3 returns the following response.

<Li st Bucket Resul t xml ns="http://s3. anazonaws. conf doc/ 2006- 03- 01" >
<Nanme>quot es</ Nanme>
<Prefi x>N</ Prefi x>
<MaxKeys>1</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Cont ent s>
<Key>bi gf i | e</ Key>
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<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f &quot ; </ ETag>
<Si ze>2023276</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>bcaf 1f f d86f 41161ca5f b16f d081034f </ | D>
<Di spl ayName>bi gf i | e</ Di spl ayNanme>
</ Owner >
</ Cont ent s>
</ Li st Bucket Resul t >

Following is a request that downloads the first megabyte from the bigfile object.

<Cet hj ect xm ns="http://doc.s3. amazonaws. com 2006- 03- 01" >
<Bucket >bi ghucket </ Bucket >
<Key>bi gf i | e</ Key>
<Cet Met adat a>t r ue</ Get Met adat a>
<GCet Dat a>t r ue</ Get Dat a>
<l nli neDat a>true</ I nl i neDat a>
<Byt eRangeSt art >0</ Byt eRangeSt art >
<Byt eRangeEnd>1048576</ Byt eRangeEnd>
<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect >

Amazon S3 returns the first megabyte of the file and the Etag of the file.

<Cet Obj ect Response xm ns="http://s3. anazonaws. com doc/ 2006- 03- 01" >
<Cet hj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nanme>
<Val ue>Munt z</ Val ue>
</ Met adat a>
<Dat a>--first negabyte of bigfile--</Data>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>" 828ef 3f df a96f 00ad9f 27c383f c9ac7f " </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

To ensure the file did not change since the previous portion was downloaded, specify the [fMatch element.
Although the IfMatch element is not required, it is recommended for content that is likely to change.

The following is a request that gets the remainder of the file, using the IfMatch request header.

<Cet bj ect xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >bi gbucket </ Bucket >
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<Key>bi gf i | e</ Key>

<Cet Met adat a>t r ue</ Get Met adat a>

<Cet Dat a>t r ue</ Get Dat a>

<l nli neDat a>true</ I nl i neDat a>

<Byt eRangeSt art >10485761</ Byt eRangeSt ar t >

<Byt eRangeEnd>2023276</ Byt eRangeEnd>

<| f Mat ch>" 828ef 3f df a96f 00ad9f 27¢383f c9ac7f "</ | f Mat ch>

<AWBAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>

<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>

<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect >

Amazon S3 returns the following response and the remainder of the file.

<Cet bj ect Response xm ns="http://s3. anazonaws. com doc/ 2006- 03- 01" >
<Cet hj ect Response>
<St at us>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ St at us>
<Met adat a>
<Name>Cont ent - Type</ Nane>
<Val ue>t ext/ pl ai n</ Val ue>
</ Met adat a>
<Met adat a>
<Name>f am | y</ Nanme>
<Val ue>>Munt z</ Val ue>
</ Met adat a>
<Dat a>- -renai nder of bigfile--</Data>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>" 828ef 3f df a96f 00ad9f 27c383f c9ac7f " </ ETag>
</ Get Obj ect Response>
</ Get Obj ect Response>

Versioned GetObject

The following request returns the specified version of the object in the bucket.

<Cet Obj ect xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >

<Key>Nel son</ Key>

<CGet Met adat a>t r ue</ Get Met adat a>

<Get Dat a>t r ue</ Get Dat a>

<l nli neDat a>t rue</ I nl i neDat a>

<AWBAccessKeyl d>AKI Al OSFCDNN7 EXAMPLE</ AWBAccessKeyl d>

<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>

<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>

</ Get Obj ect >

Sample Response

<Cet Obj ect Response xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Cet Obj ect Response>

<St at us>

<Code>200</ Code>
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<Descri pti on>0K</ Descri pti on>

</ St at us>

<Met adat a>

<Name>Cont ent - Type</ Nane>

<Val ue>t ext/ pl ai n</ Val ue>

</ Met adat a>

<Met adat a>

<Name>f am | y</ Nanme>

<Val ue>Munt z</ Val ue>

</ Met adat a>

<Dat a>aCGEt aCE=</ Dat a>

<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢c383f c9ac7f &quot ; </ ETag>
</ Get Obj ect Response>

</ Get Obj ect Response>

REST GET Error Recovery

If an object GET fails, you can get the rest of the file by specifying the range to download. To do so, you
must get the size of the object using Li st Bucket and perform a range GET on the remainder of the file.
For more information, see GetObjectExtended (p. 347).

Related Resources

Operations on Objects (p. 334)

GetObjectExtended

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Get Obj ect Ext ended is exactly like GetObject (p. 342), except that it supports the following additional
elements that can be used to accomplish much of the same functionality provided by HTTP GET headers
(go to http:/lwww.w3.org/Protocols/rfc2616/rfc2616-secl4.html).

GetObjectExtended supports the following elements in addition to those supported by GetObject:

e ByteRangeStart, ByteRangeEnd: These elements specify that only a portion of the object data
should be retrieved. They follow the behavior of the HTTP byte ranges (go to http://www.w3.org/Protocols/
rfc2616/rfc2616-secl4.html#secl14.35).

« | f Mbdi fi edSi nce: Return the object only if the object's timestamp is later than the specified timestamp.
(http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#sec14.25)

e | fUnnodi fi edSi nce: Return the object only if the object's timestamp is earlier than or equal to the
specified timestamp. (go to http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.28)

« | f Mat ch: Return the object only if its ETag matches the supplied tag(s). (go to http://www.w3.org/
Protocols/rfc2616/rfc2616-secl4.html#secl4.24)

¢ | f NoneMat ch: Return the object only if its ETag does not match the supplied tag(s). (go to http://
www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.26)

¢ Ret urnConpl et eCbj ect OnCondi ti onFai | ur e: ReturnCompleteObjectOnConditionFailure: If true,
then if the request includes a range element and one or both of IfUnmodifiedSince/lfMatch elements,
and the condition fails, return the entire object rather than a fault. This enables the If-Range functionality
(go to http://www.w3.org/Protocols/rfc2616/rfc2616-secl4.html#secl4.27).
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DeleteObject

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

The Del et eCbj ect operation removes the specified object from Amazon S3. Once deleted, there is no
method to restore or undelete an object.

Note
If you delete an object that does not exist, Amazon S3 will return a success (not an error mes-
sage).

Example
This example deletes the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Del et evj ect xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AWSAccessKeyl d> AKI Al OSFODNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Del et enj ect >

Sanpl e Response

<Del et ebj ect Response xnm ns="http://s3. amazonaws. com doc/ 2006- 03- 01" >
<Del et evj ect Response>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ Del et e(hj ect Response>
</ Del et e(hj ect Response>

Elements
¢ Bucket : The bucket that holds the object.

¢ Key: The key that identifies the object.

Access Control

You can delete an object only if you have WRI TE access to the bucket, regardless of who owns the object
or what rights are granted to it.

GetObjectAccessControlPolicy

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.
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The Get Obj ect AccessCont r ol Pol i cy operation fetches the access control policy for an object.
Example
This example retrieves the access control policy for the "Nelson" object from the "quotes" bucket.

Sanpl e Request

<Cet nj ect AccessControl Policy xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AWBAccessKeyl d>AKI Al OSFOCDNN7 EXAMPLE</ AWSAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti mest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Get Obj ect AccessControl Pol i cy>

Sanpl e Response

<AccessControl Policy>
<Owner >
<| D>a9a7b886d6f d24a541bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Oaner >
<AccessControl Li st >
<G ant >
<Grantee xsi:type="Canonical User" >
<| D>a9a7b841bf 9b1c61be666€9</ | D>
<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant>
<G ant >
<G antee xsi:type="Goup">
<URI >htt p: // acs. amazonaws. coni gr oups/ gl obal / Al | User s<URI >
</ Grant ee>
<Per m ssi on>READ</ Per m ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Policy>

Response Body

The response contains the access control policy for the bucket. For an explanation of this response,
SOAP Access Policy .

Access Control

You must have READ_ACP rights to the object in order to retrieve the access control policy for an object.

SetObjectAccessControlPolicy

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.
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The Set (bj ect AccessCont rol Pol i cy operation sets the access control policy for an existing object.
If successful, the previous access control policy for the object is entirely replaced with the specified access
control policy.

Example

This example gives the specified user (usually the owner) FULL_CONTROL access to the "Nelson" object
from the "quotes" bucket.

Sanpl e Request

<Set hj ect AccessControl Policy xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" >
<Bucket >quot es</ Bucket >
<Key>Nel son</ Key>
<AccessControl Li st >
<G ant >
<G antee xsi:type="Canonical User" >
<l D>a9a7b886d6f d24a52f e8ca5bef 65f 89a64e0193f 23000e241bf 9b1c61be666€9</ | D>

<Di spl ayName>chri scust oner </ Di spl ayNanme>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
<AWSAccessKeyl d>AKI Al OSFODNN7 EXAMPLE</ AWBAccessKeyl d>
<Ti mest anp>2006- 03- 01T12: 00: 00. 183Z</ Ti nest anp>
<Si gnat ur e>l uyz3d3P0aTou39dzbgaEXAMPLE=</ Si gnat ur e>
</ Set Obj ect AccessControl Pol i cy>

Sanpl e Response

<Set Onj ect AccessControl Pol i cyResponse xm ns="http://s3. anazonaws. com doc/ 2006-
03-01">
<Set hj ect AccessCont r ol Pol i cyResponse>
<Code>200</ Code>
<Descri pti on>0K</ Descri pti on>
</ Set Obj ect AccessCont r ol Pol i cyResponse>
</ Set Obj ect AccessCont r ol Pol i cyResponse>

Access Control

You must have WRI TE_ACRP rights to the object in order to set the access control policy for a bucket.

SOAP Error Responses

Note

SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3
features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

In SOAP, an error result is returned to the client as a SOAP fault, with the HTTP response code 500. If
you do not receive a SOAP fault, then your request was successful. The Amazon S3 SOAP fault code is
comprised of a standard SOAP 1.1 fault code (either "Server" or "Client") concatenated with the Amazon
S3-specific error code. For example: "Server.InternalError" or "Client.NoSuchBucket". The SOAP fault
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string element contains a generic, human readable error message in English. Finally, the SOAP fault
detail element contains miscellaneous information relevant to the error.

For example, if you attempt to delete the object "Fred", which does not exist, the body of the SOAP re-
sponse contains a "NoSuchKey" SOAP fault.

The following example shows a sample SOAP error response.

<soapenv: Body>

<soapenv: Faul t >
<Faul t code>soapenv: d i ent . NoSuchKey</ Faul t code>
<Faul t string>The specified key does not exist.</Faultstring>
<Det ai | >

<Key>Fr ed</ Key>

</ Detail >

</ soapenv: Faul t >

</ soapenv: Body>

The following table explains the SOAP error response elements

Name Description

Det ai | Container for the key involved in the error
Type: Container
Ancestor: Body.Fault

Faul t Container for error information.
Type: Container
Ancestor: Body

Faul t code The fault code is a string that uniquely identifies an error condition. It is meant to be
read and understood by programs that detect and handle errors by type. For more
information, see List of Error Codes (p. 3).

Type: String
Ancestor: Body.Fault

Faul t string | The fault string contains a generic description of the error condition in English. It is
intended for a human audience. Simple programs display the message directly to the
end user if they encounter an error condition they don't know how or don't care to
handle. Sophisticated programs with more exhaustive error handling and proper
internationalization are more likely to ignore the fault string.

Type: String
Ancestor: Body.Fault

Key Identifies the key involved in the error
Type: String
Ancestor: Body.Fault
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Glossary

100-continue

account
authentication

bucket

canned access policy

canonicalization

consistency model

key

metadata

object

part

A method that enables a client to see if a server can accept a request before ac-
tually sending it. For large PUTs, this can save both time and bandwidth charges.

AWS account associated with a particular developer.
The process of proving your identity to the system.

A container for objects stored in Amazon S3. Every object is contained within a
bucket. For example, if the object named phot os/ puppy. j pg is stored in the
j ohnsmi t h bucket, then it is addressable using the URL htt p: // j ohns-

m t h. s3. amazonaws. conl phot os/ puppy. j pg

A standard access control policy that you can apply to a bucket or object. Valid
Values:private | public-read | public-read-wite | authentic-
ated-read | bucket-owner-read | bucket-owner-full-control

The process of converting data into a standard format that will be recognized by
a service such as Amazon S3.

The method through which Amazon S3 achieves high availability, which involves
replicating data across multiple servers within Amazon's data centers. After a
"success" is returned, your data is safely stored. However, information about the
changes might not immediately replicate across Amazon S3.

The unique identifier for an object within a bucket. Every object in a bucket has
exactly one key. Since a bucket and key together uniquely identify each object,
Amazon S3 can be thought of as a basic data map between "bucket + key" and
the object itself. Every object in Amazon S3 can be uniquely addressed through
the combination of the web service endpoint, bucket name, and key, as in ht-
tp://doc.s3.amazonaws.com/2006-03-01/AmazonS3.wsdl, where "doc" is the
name of the bucket, and "2006-03-01/AmazonS3.wsdl" is the key.

The metadata is a set of name-value pairs that describe the object. These include
default metadata such as the date last modified and standard HTTP metadata
such as Content-Type. The developer can also specify custom metadata at the
time the Object is stored.

The fundamental entities stored in Amazon S3. Objects consist of object data
and metadata. The data portion is opaque to Amazon S3.

The fundamental entities stored in Amazon S3. Objects consist of object data
and metadata. The data portion is opaque to Amazon S3.
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service endpoint The host and port with which you are trying to communicate within the destination
URL. For virtual hosted-style requests, this is nybucket . s3. anazonaws. com
For path-style requests, this is s3. anazonaws. com
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