Amazon Simple Notification
Service

7HErRE OFLHA
APl Version 2010-03-31

amazon
webservices™




Amazon Simple Notification Service 7Hgf X} CHLA

Amazon Web Services




Amazon Simple Notification Service 7Hgf X} CHLA

Amazon Simple Notification Service: 7H&t X} OFLH A
Amazon Web Services
Copyright © 2013 Amazon Web Services, Inc. or its affiliates. All rights reserved.

The following are trademarks or registered trademarks of Amazon: Amazon, Amazon.com, Amazon.com
Design, Amazon DevPay, Amazon EC2, Amazon Web Services Design, AWS, CloudFront, EC2, Elastic
Compute Cloud, Kindle, and Mechanical Turk. In addition, Amazon.com graphics, logos, page headers,
button icons, scripts, and service names are trademarks, or trade dress of Amazon in the U.S. and/or other
countries. Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any manner
that disparages or discredits Amazon.

All other trademarks not owned by Amazon are the property of their respective owners, who may or may
not be affiliated with, connected to, or sponsored by Amazon.

Abstract

Amazon Simple Notification Service 7' & T2 e HE of 7+AFH 7 &lL|Ct.




Amazon Simple Notification Service 7Hgf X} CHLA

AMazon SNSOIBE FOIRULITIE? ..ottt ettt et en e aeneas 1
QUBFEION AJLEFEIR ittt ettt 3
= TR 4
S = o TSRS 4
S TSP 4
S TSP 6
S 0 | ST PRT 7
= OO 9
OH LA BEE ettt ettt ettt b et ettt et ae et ae et et et ere et re et eneetene e 11
OVEBIVIBW .ttt ekttt a e+ 4t e oo okt ee ekt e e h et e e a b et e e bt e e e bb e e e sabe e e na b e e e eabeeeennee s 12
When to Use ACCESS CONMIOI ......ooiiiiiiiiiie ittt 12
LGSV 00 g T =Y o £ URRR 12
ArChIteCtUral OVEIVIEW ......ooiiiiiiii et e e 14
Using the Access POlICY LANQUAGE .....cooueeiiiiei et e e ee e 16
[N VE= 11U =1 (o] o T o T o2 RSOSSN 17
Example Cases for Amazon SNS AcCeSS CONLrol .........ooiiiiiiiiiieeiiiiee e eee e 20
HOW 10 WIHEE @ POIICY ettt ettt e e ettt e e e e st e e e e e ntee e e e s ennneeeeesannneeaaeens 25
BasSiC POlICY STIUCIUIE ......ooiiiieiiiee et e e e et e e e s st e e e e e e ennnee e e e ennnnes 25
Element DESCIIPHIONS .....eeiiieiiiiiiee ettt e et e e e e st e e e e e et e e e e esnneeeeaeesnteeeeeeeanseeeeeeannnnes 25
S T0 o] o o) u C=To I D=1 e TN 8] o =Y SRS 35
Amazon SNS HEHO THBE SIS TIE ettt 37
Controlling User Access t0 YOUr AWS ACCOUNT .....coiiiiiiieieiiiiie ettt e e a e e eeeneee e 39
Amazon CloudWatchE AFEEH Amazon SNS L E R Lo e 48
AMAazon SNS EEHER ZEAL Lottt ettt 52
TR T bt 53
Getting Started With APNS ... e et e e e st e e e e e e st e e e e e eneee e e e e aneaeeaeens 54
Getting Started With GOM ...ttt e e e e e e e e e et e e e e e enneeeaeesannneeaeeann 58
Getting Started With ADIM .......ooo it e e et e e e e ettt e e e s s neeeeeeeaansteeeeeeanneeeeeeaanneeeaeean 62
Using AmMazon SNS Mobile PUSH ...t a e e eee e 65
Register Your Mobile App With AWS ... ... e eeeeee s 65
Add Device Tokens or Registration IDS ..........cooouuiiiiiiiiiiiie et eeee e 67
Send a Direct Message to @ Mobile DEVICE ..........coioueiiiiiiiiiieee e e 70
Send Messages to Mobile Devices Subscribed t0 @ TOPIC ...ooeeveiiiiiieiiiiiee e 70
AmMazon SNS MoDbile PUSH APIS ... 71
Y e B = 1 () £ T PSPPSR OPRPPPPRN 72
Amazon SQS CHZ YO0 HIAIR] THE ..ottt et saeseaeas 79
CHE APEO| THZ IO HIAIR] THE e 86
Amazon SQS CH7|&of HIAIX|E T&sHE FH 44 218 AWS CloudFormation Template AH&
............................................................................................................................................................... 89
SMS BBl T Al ettt eeee 95
B 1 A ZE AL Ol I ittt 96
B 2:SMS EEEZEE Ol TRl T s 98
BEQ B THIAIRT AL oottt ettt ee 100
BEQL 4 SMS 15 F| S oottt ettt ettt 102
Sending Messages to HTTP/HTTPS ENAPOINtS .....ccoouiiiiiiiiiiiiie e 104
Setting Amazon SNS Delivery Retry Policies for HTTP/HTTPS Endpoints .........cccccevieiiiieciiiieneene, 110
HTTPS Endpoints2] Q1B T|BE oottt 121
HHIATRIQL AR BFQL ettt 125
Endpoint Java ServIet2] ORI TLE ... . et 127
B HAIR] B JSON B A ettt 131
S2: B X HOIZE L HA HIAIR] TE e 141
e [ L OO 143

API Version 2010-03-31
4



Amazon Simple Notification Service 7H&r X} OF LA
Amazon Simple Notification Service2 XS AFE 5 &ILI7H?

Amazon Simple Notification Service
olgh F LIt

Amazon Simple Notification Service(Amazon SNS)2 endpoint E£= Z2}0|HEE S 5l= MHAIX[o] ™
S Ee SAeg =™ U #aEldte & MUIAJLICH In Amazon SNSHIE AR & £ER F |89 2
2HOIETl Qo MARE & AH[XIEt DT EHLCH AAIXFE FAof CHEE HIAIXIE Mo 2 dhEsstoz
Y
=

O|HY F4, Amazon SQS L7 |Y) FHME FEst= B2 XIMEE Z2ZEZ(0. Amazon SQS, HTTP/
O|HIY, SMS) & tLIE M HIAIX| B L2I2 AH| = sAIFL ot

R —» Subscriber
’ endpoint [505)
/ \-H\L
J L] . = Subscriber
Publisher —» endpoint {HTTR/S)
endpoint ——=
SNS Topic
3 Subscriber
Mmazon Simple Motification Service endpaint {email|
(Amazon SNS)
3 Subscriber
endpaint (SM3)

Amazon SNS2 0|8 [ AFEAHE(ARAIZM) FHME ofH HAARH/TE SR SAEXIE AHS= M
Mg XHYgoZM FA| M 2l olof CHEH HMAE AMo{grLIch HAIRIE d88t FA = Al

80| U= FAol HIAIXIE E-LICH AARH=E ZF HIAIX|o S CHa F48 Z&she i

ol HAIXIE MEE &= UELICEH Amazon SNS2 ST FHE TS5t 254 S50 FHE LXIAIFA
Ztzto| E XA HIAIX|E M&ELICH ZF &A= Amazon SNS endpointE &Ql5t= 1 R5t 0|22
ZHRI22 AARHE HAIXIE AAStD 5As g2 UHES S5 = UGLICH FEAeE 255 F
Mol HAIE ZE HAIXKIE $Al5tH FAo Ciet 2E FSAHE SUS HAIRIE 4

0jo
>
00
gh

Amazon Simple Notification Service2 *1
L2

Amazon SNSE XM& AL8 Y B2 HM CtFel MM glg Ne HYELICH

API Version 2010-03-31
1



Amazon Simple Notification Service 7H&r X} OF LA
AlESH7| MM olF

+ Whatis Amazon SNS - O| MMO| L}HX| £ £ Amazon SNSE L 7HsHs SUH 2 X 86
Simple Notification Service AlZF317| (p. 4)0d L2 oM & MY L0l
Ho{ELICt

. Gettlng Started — Amazon Simple Not|f|cat|on Service AlE57| (p. 4) MME FHE HMH U T 535
o chah HIAIRIE HAlStH, 52 siXIsHHL TRE AXste YHS MYt

xFzlo| Al =

AlZrs7| MM ol

AEFSE7| MM 0| F AFEAHE Amazon SNS Mo CHE REMIEH LI 2 &5t oA & AlLCt Ch2 9|
MIM2 Amazon SNS &S0 CHE REMIEH HE E AMSEFLICH

« Amazon SNS FA|of CHEF BAM|A BHE| (p. 11)

01 endpoint7t &H|E s{1&st S EX|, F7F FHE HAIE = USK|, o ZZH0IAM HA|
g+ UEXI S M6t FAstH Euct o] F 52 HA xof ZAZ Sa HMAE Hofste

+ Amazon CloudWatch& AF& 8t Amazon SNS 2 L|E{Z (p. 48)

Amazon SNS 2! Amazon CloudWatche && |0 AL X7t 2 E M Amazon SNS Ao HE=I2

+&st T &QlstH EME + U&LICH

+ Amazon SQS CH7|¥0l Amazon SNS HIA|X| F& (p. 79)

M-8 A= Amazon SNSE A& 5104 StLt O| 4 2| Amazon SQS CH7|¥oi| HIAIX|E M&E
+ Amazon SNSE At8%t SMS 22 &4 (p. 95)

1
30
il
C
ul

Amazon Simple Notification Service(Amazon SNS)2 AI&350{ SMS AI8 7tS8t FONHSH U ADLE
Zol sms g2lg MEE = U&sLch

« Amazon SNS HIA|X|& HTTP/HTTPS EndpointZ ™& (p. 104)

Amazon SNSE Al835l04 5Lt 0|42 HTTP endpoint 2= HTTPS endpointol] 22 HIA|X|E T&E

T A&

Amazon SNSO{| 2 A|A

A& At= Command Line Interface(CLI)EHE AWS Management Console2 A8 35t
(http://aws.amazon.com/developertools/3688) Amazon SNS Query API0] 21X ZEE =t
Amazon SNSOf| HM|AE = Ql&LICHAmazon Simple Notification Service API Referen ce

of

FO 2 M

ES)

0%

SDKE M&3d ME35t= ZE2 242 Q1012 Amazon SNSO| HAMAE +=E U&LICH SDKE CHR Q| AL
Y2 ANS2E s™st=E 752 #F 10 JU&LIch

« MH|A @30l CHEF 55 AHE
- LE A

- 27 S xal
A8 7158 SDK S22 Amazon Web ServicesE =& 2 X5HAAI2

API Version 2010-03-31
2


http://aws.amazon.com/developertools/3688
http://docs.aws.amazon.com/sns/latest/api/
http://aws.amazon.com/tools/

Amazon Simple Notification Service 7H&r X} OF LA
UerMRl AlLtE|R

QHIE191 Amazon SNS AL} 2|2
ot

"HHOFR" AL} 2|2 = Amazon SNS HIA|X|7} FA|of T& L SX|z|o] CHE Amazon SQS CHZ|Y, HTTP
endpoints EEE O|HY FAZ EAIZ|lE HRE TELct et Dest HIS AIX X2I7} 7Hs &t
0|E S04, AH2XIE AMEol CHEt F20| MAE W} FXol Amazon SNS HIA|X|E & sHs of Z2(7 0]

Mg e = g AUuch 2 i FHE F55t= Amazon SQS CH7 G2 M FE0f CHsl &
U SRS MY 1°'LIEF CH71E & stLtodl °._47E='5._| Amazon EC2 MH QA A= CHE M QIAF
A7t 2AE BE 22 EM8t7| 9laH HOlE] Slofat 2 A0 HAE SO sT T2 M EE o
£ Mg = A2 "Lt
[endpoints]
C— 1
Fublisher |- S0S Queue EC2 Instance
[
{endpaint] SNS Topic |
505 Queue EC2 Instance
"HOR"E MEdtE E CHE Y2 di &80l 7ie 8oz MEE O|o|HE SH|ste Lt 7]
E NE SFEHOHEE‘, MEXHE ME x‘='°| =ost =x|of CHSt CHE Cf7| QWS o} & R=3t _/'s_

‘S‘ ‘Jl\‘ TS S El-_}'
%'2 [t 22{™ Ol MER CH7|Y2 THY &t Eof AR EM A8XtE IHME ALK A
oM =418t ClO|E{E At 3tod of EEIAHOlME Eﬂéé‘é £ Ql&LICt Amazon SQS CHZ |0
Amazon SNS H|A|X|E M&se Zdof cisr XFMIEH LIE 2 Amazon SQS CHZ|Z0{l Amazon SNS IIHI}\IXI
M& (p. 79)2 x*zor*'AIO HTTP/S endpointOi| Amazon SNS HAIX| & 5t7(of CHEE REMIEH LIS
Amazon SNS HIA|X|& HTTP/HTTPS Endpoint2 & (p. 104)& & ZESHAAIL.

OHE 2|70l W AlAT 7

nol- -|)|

OHZZIF0IME U AAE BEE AMM XIHE AHIZLol old EBIHEIE LRIeZ, X|I™HE Ao A
SMS /= ojHIYE EH-LIC o|E E04, BE2 AWS MH|ATJF Amazon SNSE AFS & ol 2t AWS
Auto Scaling ZE0| E& HA A 0| L M5lE 50| B A8XE SA| LRI 2E £ &Lt

F Al o|HIY & = AF HIA[X]

FAlojHY & 2xt HAIXIE olHY H/EE SMSE S8l 71 = &0 HAIXIE MEStE F 7HK|
AEQILICE o & S04, ABRt= TSR0 O|HIY = SMSE §H 74 sl=etelg FAISHY| 2I8

Amazon SNSE A8 & 4= Ql&LICt 418t O|H Y £&= SMS EXtoll S0/ =721 A

golst7| /5l ®AIOIEE B AL OHEEI91|0|A4° AlEHEE 4= Ql&LCt sSMS LIS TM&sty| I8t
Amazon SNS Ab&0f| CHE REMIBH LI & Amazon SNSE AFE 8t SMS 22| 441 (p. 9 2

Al2.

DHHY FA LE

DHY FA| L2 Sl HAIXIE THY HO 2 HIE HEE = 9 %L—lEP 02 £04, Amazon SNSE

AME35to] UC0|ET} 7tS3iCtD EAISHH Yo 2 LS MEE &LICH 22 HAIX|= ¥Ydo|E
E Ce2E U MX|5t7| 98t B3 8 Z&e = A&Lch ZHY K| *01I Y o2 HAIXIE M&5H7]
—.—I"P Amazon SNS AF20] CHEF REM|EH LIS Amazon SNS 2 Hf

-|>

= = 0
=N O}-EI p. 52)0 A ZXSHAAIL.

= (B2

m9>|

API Version 2010-03-31
3



Amazon Simple Notification Service 7H&r X} OF LA
AIEFSEZ|

Amazon Simple Notification Service
A& st 7|

Ol MM2 Amazon SNS 7H'EE Olaist . AL 7t58 =7 & QIE{H|O|AE WEAH HX| X MSSEH
FH AE Aol cHEt HEE MIEE LI
Topics

. AEE7|H (p. 4)

o FX MM (p.4)

« &M 5 (p. 6)

o =X AA (p. 7)

« M2 (p. 9)

A|x|— }7| 7(-|

Amazon SNSE A& 3524 AWS 50| Qlo{of FLICH otZ HZH0| ¢l= ZE< Amazon SNSOH| 7+!5t
HAEHE HEESE Q= HAIXKIZF ZAIELICH

Amazon SNSof 7} ¢!

1. http://aws.amazon.com/sns/Z 0|5 35}0{ Sign Up for Amazon SNSE 2 2|§fL|C}.
2. FtHo| EAZlE KA AR S HELICH

Aol Zdst el AL 7HSE HENT7E £ AWSOIAM ALERI0IAH o|HYU 2 2 &lLCH

A A

O|AM Amazon SNSOf| 7t I5t0{ FHIE WA E EH|7} ZIRELICH TR HAIXK TS U LB A52 2
g AT LIFIOIM RDRLICEH A ARt RER7E ME SAIE £ e HMA X|HE MSELICH o A
Mol M= MyTopicOl2h= Ol& 2| FHME Mg LICt.

API Version 2010-03-31
4


http://aws.amazon.com/sns/

Amazon Simple Notification Service 7H& Kb OFLH A
FH MY

A 4

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. Create New Topic2 Z2!8tL|C}
Create New Topic CHS} & X7+ E A LICH

F

Create New Topic  GCancelix;

A topic name will be used to create a permanent unique identifier called an
Amazon Resource Mame (ARM).

Topic Name *:

in
5]
T
r_h
LE5]
I
L
[

Display Name:

[1¥]
I

| Cancel || Create Topic

[

-

3. Topic Name Z=o A O|§2 =& LICt.
CtZ ol ool Me FA| Ol& S MyTopicRE &LCt.

4. Create Topic2 Z2|8tLICl.
M FA|E Topic Details H 0| X|0d] L}EFEFLICE

Topic Details

Al Topic Actions |~ =>Ij Publish to Topic
@ MyTopic
Topic ARN: arn:aws:sns: R: :MyTopic
Topic Owner: AWS Account ID
Region:
Display Name: DisplayNameHere
ﬂ! Create New Subscription g_!

5. Ot 22 2I8H Topic ARNS SAHELICEH

API Version 2010-03-31
5


https://console.aws.amazon.com/sns/

Amazon Simple Notification Service 7H&r X} OF LA
FH T =

=M 7S

FHof HAIE HAIXIE 2o s |§ =35t 5 endpointE SF3loF & LICt Endpoint=
Amazon SNSE R E| 22| HA|X|2 %% = 8 MH, OlHY F4 EE= Amazon SQS CHZ [ lLCE
FHME TS5t endpointE S55t1 7 sol =olz, endpoint= F=X|0fl A AIE 2 E HAIX|E g7
Euct.

of MMof ‘IE O|F MMollM A8t FHIE F 55T S endpointE SZELICE O|HY ABHLZ FA|
HAIXIE FEE = U E F52 &L

FH TS

1. AWS Management Console2 21 Navigation & 0 A] My Subscriptions& £ 2|gfL|C}.

My Subscriptions H|0|X|7} E"E LICt.

2. Create New Subscription HHEZ Z&IgtL|CH
Subscribe CH&t & K7t LEEFELICE.

Subscribe Cancel %

Topic ARN

Protocol [ HTTPS 7]

Endpoint

‘ Cancel H Subscribe ‘

L 4

3. Topic ARN ZE0fAM 0|7 &f 4ol M M8t =X ARNE CH21H 20| E0{d&LCt
arn: aws: sns: us-west-2:111122223333: MyTopi c.

Protocol E&CH2 &Xt2| Email2 MEFFLICH

AZS e O AHEE == U= OIHY FAE Endpoint 20 I23gLICH
& Important

Entourage Users: Entourage= & Q! URLE

age =
HAg % ol ol FAE i3t dlAlR

AN7Hg LICt ot oMY ofZZ|FH| oMol M A

SubscribeE Z&|gtLIC}H
olHIY o Z2|7llolMde| AWS LRIIM HAIXIZE U1 i 23 E Z&lstod 5 S &QlghLch.
Amazon SNSEEE{9| &0l Hr30| ¢ Hal Kol E AIELICH

API Version 2010-03-31
6


https://console.aws.amazon.com/sns/home

Amazon Simple Notification Service 7H&r X} OF LA
=R HAl

TN HA]

AARHE HAIXIE FHZ DS LICH A HAIX|7F A AlZI2 Amazon SNS= —’F—HI% Sst= 2E

endpointol| SHE HIAIX|E S ELICE O MMoME O ZJolA X|EHEt o|HY FAE HAIXIE 7l
Algfuct.

=H A A

1. AWS Management Console2 €1 Navigation & 2| My TopicsOilA HAlg FXE Z2IgLCH

Topic Details T O| X| 7} L ZIL| F
2. Publish to Topic HES &g LICI
Publish CH3t & Rk7t EA|ELICH

Publish Cancal | X

Topic Name : MyTopic
Subject :

Up to 100 printable ASCII characters (optional)

Message : | -

Up to 256KE of Unicode text.

@ lUse same message body for all protocols
' UUse different message body for different protocols

Cancel || Publish Message

L 4

3. Subject Z=oi HAIX|S MSS %.'E—d.i*l—llil-
Message Z =01 ZHEHSH HIAIX|IE /=

Publish MessageE £ 2/8tL|C}
2ol chst AR EAIEILICE

6. CloseE Z&=|5to{ QI CHEt 4XHE EH&LICH

O|AN| O|H| o Z || 0|ME AFE35I04 AWS L E HAIXIE €1 2lg = USLICH
i =2 5 =
ZF T2 EZ0f CHal CFE HIA|R| 2 A
HIAIX| EA] XS AL o+04 2! EEE%OH &t HAIRIE HESHE = U&LICEH ol E S04, O|H|
7t 2

E2 SMS E&0|
o 21 RHAIEH H

mIB o
4>
30
|0
2
(@]
=
e
>
(0]
_>'-|_
rr o
ofn
e
r'!'
rH
ra
[
m||||
m ﬂ||

7(|°'|_|"_ 140K|-E =| |]-||A|7;| H.|x|_-|%
Moz wg 4+ gL,

HAIK| EAlo2 =Aof HA|

1. Signin to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

API Version 2010-03-31
7


https://console.aws.amazon.com/sns/home
https://console.aws.amazon.com/sns/

Amazon Simple Notification Service 7H&r X} OF LA
Zt T2 EZ 0] CH3H CHE HIAIR] A

2. Navigation & 2| My TopicsOll Al HIAI5t AL &t= =X E S2IELICH
Topic Details 0| X|7} D &IL|C}.

3. Publish to Topic HES Z&lgtLICt
Publish CH&l & At7} & A|ELICH

Publish Cancel [X

Topic Name : MyTopic
Subject :

Up to 100 printable ASCII characters (optional)

Message : |

Up to 256KE of Unicode text.

@ Use same message body for all protocols
' UUse different message body for different protocols

Cancel || Publish Message

4. Use different message body for different protocolsE &8 L|C}.
Publish Cancal X

Topic Name : MyTopic

Subject :
Up to 100 printa CllI characters (optional)
Message © { <
"default™: "<enter your message here>",
"email™: "<enter your message here>",
"szgs": "<enter your message here>",
"sms": "<enter your message here>",
"http": "<enter your message here>",
"https": "<enter your message here>"
i
Up to 256KE of Unicode text.

_' Use same message body for all protocols
@ Use different message body for different protocols

Cancel || Publish Message

5. Subject =0 HAIX[S| MS S =gfLict

6. A Ue Zt zZE 0] L5l Message Z =0 ZHEHSH HAIX|E =248t |CH
Ct2 ol oflof A= HIAIX|I7F 712, oMY L SMS ZEEZ 0 X|MELICH EE9| of{Et ZEE
EC AX|HK| OFAAIL.

API Version 2010-03-31
8



Amazon Simple Notification Service 7H&r X} OF LA
S

Publish Cancel %

Topic Name : MyTopic

Subject :
Up to 100 pri characters (optional
Message : { -

"default™: "<enter your message here>" |
"email™: "<enter your message here>",
"ggz™: "<enter your message here>",

|"ams™: "<enter your message here>", |
"http": "<enter your message here>",
"https": "<enter your message here>"

Up to 256KE of Unicode text.

) lUse same message body for all protocols
@ Use different message body for different protocols

Cancel || Publish Message

7. Publish MessageE Z2|&tL|C}
&0l Chst & Rt7F EAIELICH

8. CloseE Z=!5t04 =0l CHSl & XHE E&LICE.

XIZ27HR| FHE dYstm FSHM FAof HAIXKIE AARMELICH OlM FHME 75 aix| X AfxIg
ozM #ag dalstlaLUrot

FHOM 75 x|
1.  AWS Management Console2 %_Tl Navigation 2H0{A My SubscriptionsZ £ 2!gfLIC}.

My Subscriptions HO|X|7} &
sto

2. TS 220l T Wo| HolRe FBLICH stLlol THE M3 B2, HolKlols of SRE
Lbebe ZiglLict

3. Delete Subscriptions HE S Z2|8fL|C}.
Delete Selected Subscriptions? 2 Q| CHs} 4 A}7} LIEFEFLICH

P

Delete Selected Subscriptions? Cancel %

Are you sure you want to delete the selected subscriptions?
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Topics
* When to Use Access Control (p. 12)
* Key Concepts (p. 12)
* Architectural Overview (p. 14)
* Using the Access Policy Language (p. 16)
+ Evaluation Logic (p. 17)
* Example Cases for Amazon SNS Access Control (p. 20)

This section describes basic concepts you need to understand to use the access policy language to write
policies. It also describes the general process for how access control works with the access policy
language, and how policies are evaluated.

When to Use Access Control

You have a great deal of flexibility in how you grant or deny access to a resource. However, the typical
use cases are fairly simple:

* You want to grant another AWS account a particular type of topic action (e.g., Publish). For more
information, see Allowing AWS account Access to a Topic (p. 21).

* You want to limit subscriptions to your topic to only the HTTPS protocol. For more information, see
Limiting Subscriptions to HTTPS (p. 21).

* You want to allow Amazon SNS to publish messages to your Amazon SQS queue. For more information,
see Publishing to an Amazon SQS Queue (p. 22).

Key Concepts

The following sections describe the concepts you need to understand to use the access policy language.
They're presented in a logical order, with the first terms you need to know at the top of the list.

Permission

A permission is the concept of allowing or disallowing some kind of access to a particular resource.
Permissions essentially follow this form: "A is/isn't allowed to do B to C where D applies." For example,
Jane (A) has permission to publish (B) to TopicA (C) as long as she uses the HTTP protocol (D). Whenever
Jane publishes to TopicA, the service checks to see if she has permission and if the request satisfies the
conditions set forth in the permission.

Statement

A statement is the formal description of a single permission, written in the access policy language. You
always write a statement as part of a broader container document known as a policy (see the next concept).

Policy

A policy is a document (written in the access policy language) that acts as a container for one or more
statements. For example, a policy could have two statements in it: one that states that Jane can subscribe
using the email protocol, and another that states that Bob cannot publish to TopicA. As shown in the
following figure, an equivalent scenario would be to have two policies, one that states that Jane can
subscribe using the email protocol, and another that states that Bob cannot publish to TopicA.
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Policy A Policy A

Statement 1 Statement 1
is equivalent to

Statement 2 Pglicy B

Statement 2

Issuer

The issueris the person who writes a policy to grant permissions for a resource. The issuer (by definition)
is always the resource owner. AWS does not permit AWS service users to create policies for resources
they don't own. If John is the resource owner, AWS authenticates John's identity when he submits the
policy he's written to grant permissions for that resource.

Principal

The principal is the person or persons who receive the permission in the policy. The principal is A in the
statement "A has permission to do B to C where D applies." In a policy, you can set the principal to
"anyone" (i.e., you can specify a wildcard to represent all people). You might do this, for example, if you
don't want to restrict access based on the actual identity of the requester, but instead on some other
identifying characteristic such as the requester's IP address.

Action

The action is the activity the principal has permission to perform. The action is B in the statement "A has
permission to do B to C where D applies." Typically, the action is just the operation in the request to AWS.
For example, Jane sends a request to Amazon SNS with Acti on=Subscri be. You can specify one or
multiple actions in a policy.

Resource

The resource is the object the principal is requesting access to. The resource is C in the statement "A
has permission to do B to C where D applies."

Conditions and Keys

The conditions are any restrictions or details about the permission. The condition is D in the statement
"A has permission to do B to C where D applies." The part of the policy that specifies the conditions can
be the most detailed and complex of all the parts. Typical conditions are related to:

+ Date and time (e.g., the request must arrive before a specific day)
» IP address (e.g., the requester's IP address must be part of a particular CIDR range)

A key is the specific characteristic that is the basis for access restriction. For example, the date and time
of request.

You use both conditions and keys together to express the restriction. The easiest way to understand how
you actually implement a restriction is with an example: If you want to restrict access to before May 30,

API Version 2010-03-31
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2010, you use the condition called Dat eLessThan. You use the key called aws: Cur r ent Ti me and set
it to the value 2010- 05- 30T00: 00: 00Z. AWS defines the conditions and keys you can use. The AWS
service itself (e.g., Amazon SQS or Amazon SNS) might also define service-specific keys. For more
information about conditions, see Condition (p. 29). For more information about the available keys, see
Available Keys (p. 31).

Requester

The requester is the person who sends a request to an AWS service and asks for access to a particular
resource. The requester sends a request to AWS that essentially says: "Will you allow me todoB to C
where D applies?"

Evaluation

Evaluation is the process the AWS service uses to determine if an incoming request should be denied
or allowed based on the applicable policies. For information about the evaluation logic, see Evaluation
Logic (p. 17).

Effect

The effectis the result that you want a policy statement to return at evaluation time. You specify this value
when you write the statements in a policy, and the possible values are deny and allow.

For example, you could write a policy that has a statement that denies all requests that come from
Antarctica (effect=deny given that the request uses an IP address allocated to Antarctica). Alternately,
you could write a policy that has a statement that allows all requests that don't come from Antarctica
(effect=allow, given that the request doesn't come from Antarctica). Although the two statements sound
like they do the same thing, in the access policy language logic, they are different. For more information,
see Evaluation Logic (p. 17).

Although there are only two possible values you can specify for the effect (allow or deny), there can be
three different results at policy evaluation time: default deny, allow, or explicit deny. For more information,
see the following concepts and Evaluation Logic (p. 17).

Default Deny

A default deny is the default result from a policy in the absence of an allow or explicit deny.

Allow
An allowresults from a statement that has effect=allow, assuming any stated conditions are met. Example:

Allow requests if they are received before 1:00 p.m. on April 30, 2010. An allow overrides all default
denies, but never an explicit deny.

Explicit Deny
An explicit deny results from a statement that has effect=deny, assuming any stated conditions are met.

Example: Deny all requests if they are from Antarctica. Any request that comes from Antarctica will always
be denied no matter what any other policies might allow.

Architectural Overview

The following figure and table describe the main components that interact to provide access control for
your resources.
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AWS Service
You [ 1]
Resource A Resource B Resource C
9 Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming T
requests - 6 Evaluation Code
Requester —
Requester

You, the resource owner.
2 Your resources (contained within the AWS service; e.g., Amazon SQS queues).

3 Your policies.

Typically you have one policy per resource, although you could have multiple. The AWS service
itself provides an API you use to upload and manage your policies. For information about the
content of the policies, see How to Write a Policy (p. 25).

4 Requesters and their incoming requests to the AWS service.

5 The access policy language evaluation code.

This is the set of code within the AWS service that evaluates incoming requests against the
applicable policies and determines whether the requester is allowed access to the resource. For
information about how the service makes the decision, see Evaluation Logic (p. 17).
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Using the Access Policy Language

The following figure and table describe the general process of how access control works with the access
policy language.

You write a policy You add the policy Someone requests
—m tothesystem __m to use your resource

1 2? 3
The AWS service The AWS service
determines the evaluates the The AWS service
applicable policies —» policies —p eturns the result
4 5 6

Process for Using Access Control with the Access Policy Language

1 You write a policy for your resource.

For example, you write a policy to specify permissions for your Amazon SNS topics. For more
information, see How to Write a Policy (p. 25).

2 You upload your policy to AWS.

The AWS service itself provides an API you use to upload your policies. For example, you use
the Amazon SNS Set Topi cAtt ri but es action to upload a policy for a particular Amazon SNS
topic.

3 Someone sends a request to use your resource.
For example, a user sends a request to Amazon SNS to use one of your topics.

4 The AWS service determines which policies are applicable to the request.

For example, Amazon SNS looks at all the available Amazon SNS policies and determines which
ones are applicable (based on what the resource is, who the requester is, etc.).

5 The AWS service evaluates the policies.

For example, Amazon SNS evaluates the policies and determines if the requester is allowed to
use your topic or not. For information about the decision logic, see Evaluation Logic (p. 17).

6 The AWS service either denies the request or continues to process it.

For example, based on the policy evaluation result, the service either returns an "Access denied"
error to the requester or continues to process the request.

Related Topics

* Architectural Overview (p. 14)

API Version 2010-03-31
16



Amazon Simple Notification Service 7H&r X} OF LA
Evaluation Logic

Evaluation Logic

The goal at evaluation time is to decide whether a given request should be allowed or denied. The
evaluation logic follows several basic rules:

» By default, all requests to use your resource coming from anyone but you are denied
* An allow overrides any default denies

» An explicit deny overrides any allows

» The order in which the policies are evaluated is not important

The following flow chart and discussion describe in more detail how the decision is made.

Decision

o starts at

“‘Deny”
{default deny)

l

Evaluate all
o applicable

policies

|s there an Final decision = "Deny"
9 . —Yes—m o
explicit deny? {explicit deny)

o Is there an allow? L Final decision = “Allow”

No

\

9 Final decision =
“Deny"
(default deny)

1 The decision starts with a default deny.
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The enforcement code then evaluates all the policies that are applicable to the request (based
on the resource, principal, action, and conditions).

The order in which the enforcement code evaluates the policies is not important.

In all those policies, the enforcement code looks for an explicit deny instruction that would apply
to the request.

If it finds even one, the enforcement code returns a decision of "deny" and the process is finished
(this is an explicit deny; for more information, see Explicit Deny (p. 14)).

If no explicit deny is found, the enforcement code looks for any "allow" instructions that would
apply to the request.

If it finds even one, the enforcement code returns a decision of "allow" and the process is done
(the service continues to process the request).

If no allow is found, then the final decision is "deny" (because there was no explicit deny or allow,
this is considered a default deny (for more information, see Default Deny (p. 14)).

The Interplay of Explicit and Default Denials

A policy results in a default deny if it doesn't directly apply to the request. For example, if a user requests
to use Amazon SNS, but the policy on the topic doesn't refer to the user's AWS account at all, then that
policy results in a default deny.

A policy also results in a default deny if a condition in a statement isn't met. If all conditions in the statement
are met, then the policy results in either an allow or an explicit deny, based on the value of the Effect
element in the policy. Policies don't specify what to do if a condition isn't met, and so the default result in
that case is a default deny.

For example, let's say you want to prevent requests coming in from Antarctica. You write a policy (called
Policy A1) that allows a request only if it doesn't come from Antarctica. The following diagram illustrates
the policy.

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

If someone sends a request from the U.S., the condition is met (the request is not from Antarctica).
Therefore, the request is allowed. But, if someone sends a request from Antarctica, the condition isn't
met, and the policy's result is therefore a default deny.

You could turn the result into an explicit deny by rewriting the policy (named Policy A2) as in the following
diagram. Here, the policy explicitly denies a request if it comes from Antarctica.
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Policy A2
Effect = Deny

Condition:
if request is from Antarctica

If someone sends a request from Antarctica, the condition is met, and the policy's result is therefore an
explicit deny.

The distinction between a default deny and an explicit deny is important because a default deny can be
overridden by an allow, but an explicit deny can't. For example, let's say there's another policy that allows
requests if they arrive on June 1, 2010. How does this policy affect the overall outcome when coupled
with the policy restricting access from Antarctica? We'll compare the overall outcome when coupling the
date-based policy (we'll call Policy B) with the preceding policies A1 and A2. Scenario 1 couples Policy
A1 with Policy B, and Scenario 2 couples Policy A2 with Policy B. The following figure and discussion
show the results when a request comes in from Antarctica on June 1, 2010.
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Scenario 1

Reguest arrives from Antarctica on

Scenario 2

Request amives from Antarctica on

June 1, 2010 June 1, 2010
l Policy Evaluation l Policy Evaluation
Policy A1 Policy A2
Effect = Allow Effect = Deny
Condition: Condition:

if request is NOT from Antarctica

if request is from Antarctica

OR OR
Policy B Policy B
Effect = Allow Effect = Allow
Condition: Condition:

if request comes in on June 1, 2010 if request comes in on June 1, 2010

lm.suu

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

I Result

Policy A1 Result:  Default Deny
OR  Policy B Result:  Allow

Final Result: Allow Final Result: Deny

In Scenario 1, Policy A1 returns a default deny, as described earlier in this section. Policy B returns an
allow because the policy (by definition) allows requests that come in on June 1, 2010. The allow from
Policy B overrides the default deny from Policy A1, and the request is therefore allowed.

In Scenario 2, Policy B2 returns an explicit deny, as described earlier in this section. Again, Policy B
returns an allow. The explicit deny from Policy A2 overrides the allow from Policy B, and the request is
therefore denied.

Example Cases for Amazon SNS Access Control

Topics
» Allowing AWS account Access to a Topic (p. 21)
+ Limiting Subscriptions to HTTPS (p. 21)
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 Publishing to an Amazon SQS Queue (p. 22)
» Allowing Any AWS Resource to Publish to a Topic (p. 23)
» Allowing an Amazon S3 Bucket to Publish to a Topic (p. 23)

This section gives a few examples of typical use cases for access control.

Allowing AWS account Access to a Topic

Let's say you have a topic in the Amazon SNS system. In the simplest case, you want to allow one or
more AWS accounts access to a specific topic action (e.g., Publish).

You can do this by using the Amazon SNS API action AddPer ni ssi on. It takes a topic, a list of AWS
account IDs, a list of actions, and a label, and automatically creates a new statement in the topic's access
control policy. In this case, you don't write a policy yourself, because Amazon SNS automatically generates
the new policy statement for you. You can remove the policy statement later by calling RenovePer mi ssi on
with its label.

For example, if you called AddPer ni ssi on on the topic arn:aws:sns:us-east-1:444455556666:MyTopic,
with AWS account ID 1111-2222-3333, the Publ i sh action, and the label gi ve- 1234- publ i sh, Amazon
SNS would generate and insert the following access control policy statement:

{
"Version":"2012-10-17",
"1d":" AWBAccount Topi cAccess",
"Statenent" : [
{
"Sid":"give-1234-publish",
"Effect":"All ow',
"Principal" : {
"AWS': "111122223333"
H
"Action":["sns: Publish"],
"Resource": "arn:aws:sns: us-east-1:444455556666: MyTopi c"
}
]
}

Once this statement is added, the user with AWS account 1234-5678-9012 can publish messages to the
topic.

Limiting Subscriptions to HTTPS

In this use case, you want to allow subscription requests to your topic only by HTTPS, for security.

You need to know how to write your own policy for the topic because the Amazon SNS AddPer mi ssi on
action doesn't let you specify a protocol restriction when granting someone access to your topic. In this
case, you would write your own policy, and then use the Set Topi cAtt ri but es action to set the topic's
Pol i cy attribute to your new policy.

The following example of a full policy gives the AWS account ID 1234-5678-9012 the ability to subscribe
to notifications from a topic.

r 2 Note

Subscri be and Recei ve are separate actions in the policy. You can apply different conditions
to the subscriber and the message recipient.
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"Version":"2012-10-17",
"1d":"SomePolicyld",
"Statenment" : [
{
"Sid":"Statenentl",
"Effect":"A | ow',
"Principal" : {
"AWS': "111122223333"
H
"Action":["sns: Subscribe"],
"Resource": "arn:aws:sns: us-east-1:444455556666: MyTopi c",
"Condition" : {
"StringEqual s" : {
"sns: Protocol ":"https"
}

Publishing to an Amazon SQS Queue

In this use case, you want to publish messages from your topic to your Amazon SQS queue. Like Amazon
SNS, Amazon SQS uses Amazon's access control policy language. To allow Amazon SNS to send
messages, you'll need to use the Amazon SQS action Set QueueAt t ri but es to set a policy on the
queue.

Again, you'll need to know how to write your own policy because the Amazon SQS AddPer mi ssi on
action doesn't create policy statements with conditions.

Note that the example presented below is an Amazon SQS policy (controlling access to your queue), not
an Amazon SNS policy (controlling access to your topic). The actions are Amazon SQS actions, and the
resource is the Amazon Resource Name (ARN) of the queue. You can determine the queue's ARN by
retrieving the queue's QueueAr n attribute with the Get QueueAt t ri but es action.

{
"Version":"2012-10-17",
"1d":"MyQueuePol i cy",
"Statenment” : [
{

"Sid":" Al ow SNS- SendMessage",

"Effect":"Al |l ow',

"Principal" @ {

"AWE": M
1

"Action":["sqgs: SendMessage"],

"Resource": "arn:aws:sQs: us-east-1:444455556666: MyQueue",

"Condition" : {

"ArnEqual s" @ {
"aws: Sour ceArn":"arn:aws: sns: us-east - 1: 444455556666: My Topi c"
}
}
}
]
}
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This policy uses the aws: Sour ceAr n condition to restrict access to the queue based on the source of
the message being sent to the queue. You can use this type of policy to allow Amazon SNS to send
messages to your queue only if the messages are coming from one of your own topics. In this case, you
specify a particular one of your topics, whose ARN is arn:aws:sns:us-east-1:444455556666:MyTopic.

The preceding policy is an example of the Amazon SQS policy you could write and add to a specific
queue. It would grant Amazon SNS and other AWS products access. Amazon SNS gives a default policy
to all newly created topics. The default policy gives all other AWS products access to your topic. This
default policy uses an aws: Sour ceAr n condition to ensure that AWS products access your topic only
on behalf of AWS resources you own.

Allowing Any AWS Resource to Publish to a Topic

In this case, you want to configure a topic's policy so that another AWS account's resource (e.g., Amazon
S3 bucket, Amazon EC2 instance, or Amazon SQS queue) can publish to your topic. This example
assumes that you write your own policy and then use the Set Topi cAtt ri but es action to set the topic's
Pol i cy attribute to your new policy.

In the following example statement, the topic owner in these policies is 1111-2222-3333 and the AWS
resource owner is 4444-5555-6666. The example gives the AWS account ID 4444-5555-6666 the ability
to publish to My-Topic from any AWS resource owned by the account.

{
"Version":"2012-10- 17",
"1d": " MyAWSPol i cy",
"Statenent" : [
{
"Sid': "My-statenent-id",
"Effect": "Allow',
"Principal" : { "AWS": "*" }|
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1;111122223333: My- Topi c",
"Condition": {
"StringEqual s": {
" AWE: Sour ceOnner ": " 444455556666"
}
}
}
]
}

Allowing an Amazon S3 Bucket to Publish to a Topic

In this case, you want to configure a topic's policy so that another AWS account's Amazon S3 bucket can
publish to your topic. For more information about publishing notifications from Amazon S3, go to Setting
Up Notifications of Bucket Events.

This example assumes that you write your own policy and then use the Set Topi cAttri but es action
to set the topic's Pol i cy attribute to your new policy.

The following example statement uses the Ar nLi ke condition to make sure the ARN of the resource
making the request (the AWS: Sour ceARN) is an Amazon S3 ARN. You could use a similar condition to
restrict the permission to a set of Amazon S3 buckets, or even to a specific bucket. In this example, the
topic owner is 1111-2222-3333 and the Amazon S3 owner is 4444-5555-6666. The example states that
any Amazon S3 bucket owned by 4444-5555-6666 is allowed to publish to My-Topic.
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"Version":"2012-10-17",
"Id": " MyAWsPol i cy",
"Statenment" : [
{
"Sid': "My-statenent-id",
"Effect": "Alow',
"Principal" : { "AWS": "*" },
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:111122223333: My- Topi c",
"Condition": {
"StringEqual s": { "AWS: SourceOnner": " 444455556666" }
"ArnLike": { "AWS: SourceArn": "arn:aws:s3:*:*:*" }
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How to Write a Policy

Topics
» Basic Policy Structure (p. 25)
» Element Descriptions (p. 25)
» Supported Data Types (p. 35)

This section describes how to write policies and gives reference information about each policy element.

Basic Policy Structure

Each policy is a JSON document. As illustrated in the following figure, a policy includes:

+ Optional policy-wide information (at the top of the document)
* One or more individual statements

Each statement includes the core information about a single permission. If a policy includes multiple
statements, we apply a logical ORacross the statements at evaluation time. If multiple policies are applicable
to a request, we apply a logical OR across the policies at evaluation time.

Optional top-level elements

Statement

Statement

Statement
Sid
Effect
Principal
Action
Resource

Condition Block

The information in a statement is contained within a series of elements. For information about these
elements, see Element Descriptions (p. 25).

Element Descriptions

Topics
» Version (p. 26)
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* Id (p. 26)

» Statement (p. 27)

» Sid (p. 27)

» Effect (p. 27)

* Principal (p. 27)

* NotPrincipal (p. 28)
» Action (p. 28)

* NotAction (p. 28)

» Resource (p. 28)

* NotResource (p. 29)
» Condition (p. 29)

This section describes the elements you can use in a policy and its statements. The elements are listed
here in the general order you use them in a policy. The | d, Ver si on, and St at emrent are top-level policy
elements; the rest are statement-level elements. JSON examples are provided.

All elements are optional for the purposes of parsing the policy document itself. The order of the elements
doesn't matter (e.g., the Resour ce element can come before the Act i on element). You're not required
to specify any Conditions in the policy.

Version

The Ver si on element specifies the access policy language version. The only allowed values are these:

+ 2012- 10- 17. This is the current version of the policy language, and you should use this version number
for all policies.

» 2008- 10- 17. This was an earlier version of the policy language. You might see this version on existing
policies. Do not use this version for any new policies or any existing policies that you are updating.

If you do notinclude a Ver si on element, the value defaults to 2008- 10- 17. However, it is a good practice
to always include a Ver si on element and set it to 2012- 10- 17.

r. Note

If your policy includes policy variables, you mustinclude a Ver si on element and set it to
2012-10-17. If you don't include a Ver si on element set to 2012- 10- 17, variables such as
${ aws: user nane} won't be recognized as variables and will instead be treated as literal strings
in the policy.

"Version":"2012-10- 17"

|d

The | d is an optional identifier for the policy. We recommend you use a UUID for the value, or incorporate
a UUID as part of the ID to ensure uniqueness.

& Important

The AWS service (e.g., Amazon SNS) implementing the access policy language might require
this element and have uniqueness requirements for it. For service-specific information about
writing policies, see Amazon SNS Z&of| CHEF S5t HE (p. 37).
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"1d":"cd3ad3d9- 2776- 4ef 1- a904- 4c229d1642ee"

Statement

The St at enent is the main element for a statement. It can include multiple elements (see the subsequent
sections in this guide).

The St at enent element contains an array of individual statements. Each individual statement is a distinct
JSON block enclosed in curly brackets { }.

“Statement”:[{...},{...}.{...}]

Sid
The Si d (statement ID) is an optional identifier you provide for the policy statement. Essentially it is just
a sub-ID of the policy document's ID.

CEB Important

The AWS service (e.g., Amazon SNS) implementing the access policy language might require
this element and have uniqueness requirements for it. For service-specific information about
writing policies, see Amazon SNS Z&of CHEF S HE (p. 37).

"Sidt o "1t

Effect

The Ef f ect is a required element that indicates whether you want the statement to result in an allow or
an explicit deny (for more information, see Explicit Deny (p. 14)).

Valid values for Ef f ect are Al | owand Deny.

"Effect":"All ow'

Principal

The Pri nci pal is the person or persons who receive or are denied permission according to the policy.
You must specify the principal by using the principal's AWS account ID (e.g., 1234-5678-9012, with or

without the hyphens). You can specify multiple principals, or a wildcard (*) to indicate all possible users.
You can view your account ID by logging in to your AWS account at http://aws.amazon.com and clicking

Account Activity.

In JSON, you use " AWS": as a prefix for the principal's AWS account ID. In the following example, two
principals are included in the statement.

"Principal": {
"AWB":["123456789012", "AWS":"999999999999"]}
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NotPrincipal

The Not Pri nci pal element lets you specify an exception to a list of principals. For example, you can
use this to prevent all AWS accounts except a specific account from accessing a resource. Conversely,
you can deny access to all principals except the one named in the Not Pri nci pal element. As with
Pri nci pal , you specify the user or account that should be allowed or denied permission; the difference
is that Not Pri nci pal translates to everyone except that person or account.

In the following example, all users are denied access to a resource except for the user named Bob in the
AWS account 123456789012.

"Effect": "Deny",
"Not Princi pal ": {
"AWS":"arn:aws:iam:123456789012: user/ Bob"}

Action

The Act i on is the specific type or types of access allowed or denied (for example, read or write). You
can specify multiple values for this element. The values are free-form but must match values the AWS
service expects (for more information, see Amazon SNS 21o]| Ci et S28t =& (p. 37)). You can use
a wildcard (*) to give the principal access to all the actions the specific AWS service lets you share with
other developers.

"Action":["sns: Publish","sns: Subscri be"]

The prefix and the action name are case insensitive. For example, sns: Subscri be is equivalent to
SNS: subscri be.

NotAction

The Not Act i on element matches everything except the specified action. This is useful if you want to
make an exception to a list of actions being allowed or denied. The example below matches any action,
except Publ i sh.

"Not Action":"sns: Publish"

Resource

The Resour ce is the object or objects the policy covers. You specify the resource using the following
Amazon Resource Name (ARN) format.

arn: aws: <vendor >: <r egi on>: <nanmespace>: <rel ati ve-i d>

Where:

» vendor identifies the AWS product (e.g., Amazon SNS).

* regi on is the region the resource resides in (e.g., us-east-1), if any.

* nanmespace is the AWS account ID with no hyphens (e.g., 123456789012).
* rel ative-id is the portion that identifies the specific resource.
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NotResource

The Not Resour ce element is useful if you want to make an exception to a list of resources. You could
use this, for example, if you want your users to be able to access a specific Amazon SNS topic belonging
to the AWS account. If the AWS account were to create a new topic for the company, an admin wouldn't
have to update the policy with the new topic's name in order to prevent users from being able to use the
topic. By default, the users wouldn't be able to use it.

The following example refers to all resources otherthan your company's topic called my_corporate_topic.
You would use this in a policy with " Ef f ect " : " Deny" to keep users from accessing any queue besides
my_corporate_topic.

"Not Resource": "arn: aws: sqs: *: 123456789012: ny_cor por at e_t opi c"

Condition
This section describes the Condi t i on element and the information you can use inside the element.

The Condition Block

The Condi t i on element is the most complex part of the policy statement. We refer to it as the condition
block, because although it has a single Condi t i on element, it can contain multiple conditions, and each
condition can contain multiple key-value pairs. The following figure illustrates this. Unless otherwise
specified for a particular key, all keys can have multiple values.

Condition Block

Condition 1:

Key1l: ValuelA , Valuei1B, ValueiC

Key2: Value2pd , ValueZB

Condition 2:

Keyd: Value3A

When creating a condition block, you specify the name of each condition, and at least one key-value pair
for each condition. AWS defines the conditions and keys you can use (they're listed in the subsequent
sections). An example of a condition is Nuner i cEqual s. Let's say you have a fictional resource, and
you want to let John use it only if some particular numeric value foo equals either A or B, and another
numeric value bar equals C. Then you would create a condition block that looks like the following figure.
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Condition Block

MumericEquals;

foo: A, B
har: C

Let's say you also want to restrict John's access to after January 1, 2009. Then you would add another

condition, Dat eGr eat er Than, with a date equal to January 1, 2009. The condition block would then look
like the following figure.

Condition Block

MNumericEquals:
foo: A, B
bar; C

DateGreaterThan:

date: January 1, 2009

As illustrated in the following figure, we always apply a logical AND to the conditions within a condition
block, and to the keys within a condition. We always apply a logical OR to the values for a single key. All

conditions must be met to return an allow or an explicit deny decision. If a condition isn't met, the result
is a default deny.

Condition Block

/ Condition 1:
| Keyl: Valueid OR ValuelB OR Valuel1C

: AND
AND Key2: Walue2A OR Value2B

Condition 2:

Keyd: Value3a
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As mentioned, AWS defines the conditions and keys you can use (for example, one of the keys is
aws: Cur r ent Ti ne, which lets you restrict access based on the date and time). The AWS service itself
can also define its own service-specific keys. For a list of available keys, see Available Keys (p. 31).

For a concrete example that uses real keys, let's say you want to let John publish to your topic under the
following three conditions:

* The time is after 12:00 noon on 8/16/2010
* The time is before 3:00 p.m. on 8/16/2010

» The request comes from an IP address within the 192.168.176.0/24 range or the 192.168.143.0/24
range

Your condition block has three separate conditions, and all three of them must be met for John to have
access to your topic.

The following shows what the condition block looks like in your policy.

"Condition" : {
"Dat eG eat er Than" : {
"aws: Current Ti me" : "2009-04-16T12: 00: 002"

}

teLessThan": {
"aws: Current Ti me" : "2009-04-16T15: 00: 002"

}

pAddress" : {
"aws: Sourcel p" : ["192.168.176.0/24","192. 168. 143. 0/ 24"]

Available Keys

AWS provides a set of common keys supported by all AWS services that adopt the access policy language
for access control. These keys are:

« aws: Curr ent Ti me—For date/time conditions (see Date Conditions (p. 33))

« aws: EpochTi me—The date in epoch or UNIX time, for use with date/time conditions (see Date
Conditions (p. 33))

* aws: Ml ti Fact or Aut hAge—Key that provides a numeric value indicating how long ago (in seconds)
the MFA-validated security credentials making the request were issued using Multi-Factor Authentication
(MFA). Unlike other keys, if MFA is not used successfully, this key is not present (see Existence of
Condition Keys (p. 35), Numeric Conditions (p. 33) and Using Multi-Factor Authentication (MFA) Devices
with AWS).

« aws: pri nci pal t ype—¥o check the type of principal (user, account, federated user, etc.) for the current
request (see String Conditions (p. 32)).

+ aws: Secur eTr anspor t —Boolean representing whether the request was sent using SSL (see Boolean
Conditions (p. 34))

* aws: Sour ceAr n—The Amazon Resource Name (ARN) of the source (see Amazon Resource Name
(ARN) (p. 34))

» aws: Sour cel p—The requester's IP address, for use with IP address conditions (see IP Address (p. 34))

* aws: User Agent —information about the requester's client application, for use with string conditions
(see String Conditions (p. 32))

* aws: useri d—o check the requester's user ID (see String Conditions (p. 32)).
* aws: user nane—J o check the requester's user name (see String Conditions (p. 32)).
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The key names are case insensitive. For example, aws: Cur r ent Ti e is equivalentto AW5: current ti ne.
e 2 Note

If you use aws: Sour cel p, and the request comes from an Amazon EC2 instance, we evaluate
the instance's public IP address to determine if access is allowed.

Each AWS service that uses the access policy language might also provide service-specific keys. For a
list of any service-specific keys you can use, see Amazon SNS Z&ZHoi| CHEF S5t HE (p. 37).

Condition Types

These are the general types of conditions you can specify:

 String

* Numeric

» Date and time

* Boolean

* IP address

* Amazon Resource Name (ARN)
 Existence of condition keys

String Conditions

String conditions let you constrain using string matching rules. The actual data type you use is a string.

Condition Description

Stri ngEqual s Strict matching
Short version: streq

St ri ngNot Equal s Strict negated matching
Short version: str neq

St ri ngEqual sl gnor eCase Strict matching, ignoring case
Short version: st r eqi

St ri ngNot Equal sl gnor eCase | Strict negated matching, ignoring case
Short version: st r neqi

StringLi ke Loose case-sensitive matching. The values can include a
multi-character match wildcard (*) or a single-character match
wildcard (?) anywhere in the string.

Short version: st r |

StringNot Li ke Negated loose case-insensitive matching. The values can include a
multi-character match wildcard (*) or a single-character match
wildcard (?) anywhere in the string.

Short version: st r nl
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Numeric Conditions

Numeric conditions let you constrain using numeric matching rules. You can use both whole integers or
decimal numbers. Fractional or irrational syntax is not supported.

Condition Description

Nuneri cEqual s Strict matching
Short version: nuneq

Nurer i cNot Equal s Strict negated matching
Short version: nummeq

Nuneri cLessThan "Less than" matching
Short version: num t

Nuneri cLessThanEqual s "Less than or equals" matching
Short version: nuni t eq

Nuneri cG eat er Than "Greater than" matching
Short version: nungt

Nurrer i cGr eat er ThanEqual s | "Greater than or equals" matching
Short version: nungt eq

Date Conditions

Date conditions let you constrain using date and time matching rules. You must specify all date/time
values with one of the W3C implementations of the ISO 8601 date formats (for more information, go to
http://www.w3.0org/TR/NOTE-datetime). You use these conditions with the aws: Cur r ent Ti me key or the
aws: EpochTi e key to restrict access based on request time.

e Note

Wildcards are not permitted for date conditions.

Condition Description

Dat eEqual s Strict matching
Short version: dat eeq

Dat eNot Equal s Strict negated matching
Short version: dat eneq

Dat eLessThan A point in time at which a key stops taking effect
Short version: dat el t

Dat eLessThanEqual s A point in time at which a key stops taking effect
Short version: dat el t eq

Dat eGr eat er Than A point in time at which a key starts taking effect
Short version: dat egt
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Condition Description

Dat eGr eat er ThanEqual s A point in time at which a key starts taking effect
Short version: dat egt eq

Boolean Conditions

Condition Description
Bool Strict Boolean matching
IP Address

IP address conditions let you constrain based on IP address matching rules. You use these with the
aws: Sour cel p key. The value must be in the standard CIDR format (for example, 10.52.176.0/24). For
more information, go to RFC 4632.

Condition Description

| pAddr ess Approval based on the IP address or range

Not | pAddr ess Denial based on the IP address or range

Amazon Resource Name (ARN)

Amazon Resource Name (ARN) conditions let you constrain based on ARN matching rules. The actual
data type you use is a string.

Condition Description

ArnEqual s Strict matching for ARN
Ar nNot Equal s Strict negated matching for ARN

ArnLi ke Loose case-insensitive matching of the ARN. Each of the six colon-delimited
components of the ARN is checked separately and each can include a
multi-character match wildcard (*) or a single-character match wildcard (?).

ArnNot Li ke Negated loose case-insensitive matching of the ARN. The values can include a
multi-character match wildcard (*) or a single-character match wildcard (?) anywhere
in the string.

Following is an example of the kind of policy you need to attach to any queue that you want Amazon SNS
to send messages to. It gives Amazon SNS permission to send messages to the queue (or queues) of
your choice, but only if the service is sending the messages on behalf of a particular Amazon SNS topic
(or topics). You specify the queue in the Resour ce field, and the Amazon SNS topic as the value for the
Sour ceAr n key.

"Statenment":[{
"Effect": "Allow',
"Principal": {
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"AWS': "210987654321"
1
"Action": "sqgs: SendMessage",
"Resource": "arn:aws:s(gs:us-east-1:01234567891: your _queue_xyz",
"Condition" : {
"ArnEqual s" : {
"aws: Sour ceArn":"arn: aws: sns: us-east-1:123456789012: your _speci al _top

}

Existence of Condition Keys

Use a Nul | condition to check if a condition key is present at the time of authorization. In the policy
statement, use either t r ue (the key doesn't exist) or f al se (the key exists and its value is not null). You
can use this condition to determine if a user has authenticated with MFA (multi-factor authentication). For
example, the following condition states that MFA must exist (be not null) for the user to use the Amazon
EC2 API.

{

"Statenent": [{
"Action":["ec2:*"],
"Effect":"A | ow',
"Resource":["*"],
"Condition":{

"Nul I ":{"aws: Mul ti Fact or Aut hAge": "fal se"}
}
}
]
}

Supported Data Types

This section lists the set of data types the access policy language supports. The language doesn't support
all types for each policy element (for the supported data types for each element, see Element
Descriptions (p. 25)).

The access policy language supports the following data types:

» Strings

+ Numbers (Ints and Floats)

+ Boolean

* Null

* Lists

* Maps

» Structs (which are just nested Maps)

The following table maps each data type to the serialization. Note that all policies must be in UTF-8. For
information about the JSON data types, go to RFC 4627.
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Type
String
Integer
Float
Boolean
Null

Date
IpAddress
List

Object

JSON

String

Number

Number

true false

null

String adhering to the W3C Profile of ISO 8601
String adhering to RFC 4632

Array

Object
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Controlling User Access to Your AWS Account

Topics
* IAM and Amazon SNS Policies Together (p. 39)
* Amazon SNS ARNS (p. 42)
* Amazon SNS Actions (p. 43)
* Amazon SNS Keys (p. 43)
» Example Policies for Amazon SNS (p. 44)
» Using Temporary Security Credentials (p. 46)

Amazon Simple Notification Service integrates with AWS Identity and Access Management (IAM) so that
you can specify which Amazon SNS actions a user in your AWS account can perform with Amazon SNS
resources. You can specify a particular topic in the policy. For example, you could use variables when
creating an IAM policy that gives certain users in your organization permission to use the Publ i sh action
with specific topics in your AWS account. For more information, see Policy Variables in the Using IAM
guide.

& Important

Using Amazon SNS with IAM doesn't change how you use Amazon SNS. There are no changes
to Amazon SNS actions, and no new Amazon SNS actions related to users and access control.

For examples of policies that cover Amazon SNS actions and resources, see Example Policies for Amazon
SNS (p. 44).

IAM and Amazon SNS Policies Together

You use an IAM policy to restrict your users' access to Amazon SNS actions and topics. An IAM policy
can restrict access only to users within your AWS account, not to other AWS accounts.

You use an Amazon SNS policy with a particular topic to restrict who can work with that topic (e.g., who
can publish messages to it, who can subscribe to it, etc.). Amazon SNS policies can give access to other
AWS accounts, or to users within your own AWS account.

To give your users permissions for your Amazon SNS topics, you can use |IAM policies, Amazon SNS
policies, or both. For the most part, you can achieve the same results with either. For example, the following
diagram shows an IAM policy and an Amazon SNS policy that are equivalent. The IAM policy allows the
Amazon SNS Subscr i be action for the topic called topic_xyz in your AWS account. The IAM policy is
attached to the users Bob and Susan (which means that Bob and Susan have the permissions stated in
the policy). The Amazon SNS policy likewise gives Bob and Susan permission to access Subscri be for
topic_xyz.
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1AM Policy Amazon SNS Po
Allow Allow who:
Actions: User Bob
. i uivalen
Subscribe s eq tto User Susan
Resource: Actions:
arn:aws:sns:™: 12345678901 2ftopic_xyz Subscribe
Resource:
User User arn:aws:sns:™ 1234567890
Bob Susan
topic_xyz
r. Note

The preceding example shows simple policies with no conditions. You could specify a particular
condition in either policy and get the same result.

There is one difference between AWS |IAM and Amazon SNS policies: The Amazon SNS policy system
lets you grant permission to other AWS accounts, whereas the IAM policy doesn't.

It's up to you how you use both of the systems together to manage your permissions, based on your
needs. The following examples show how the two policy systems work together.
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Example 1

In this example, both an IAM policy and an Amazon SNS policy apply to Bob. The IAM policy gives him
permission for Subscr i be on any of the AWS account's topics, whereas the Amazon SNS policy gives
him permission to use Publ i sh on a specific topic (topic_xyz). The following diagram illustrates the
concept.

IAM Policy Amazon SNS Policy
Allow Allow who:
Actions: User Bob
Subscribe Actions:
Resource: * Allslbr
Resource:

arn:awssns " 12345678901 2topic_xyz

User
Bob

topic_xyz

If Bob were to send a request to subscribe to any topic in the AWS account, the IAM policy would allow
the action. If Bob were to send a request to publish a message to topic_xyz, the Amazon SNS policy
would allow the action.
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Example 2

In this example, we build on example 1 (where Bob has two policies that apply to him). Let's say that Bob
publishes messages to topic_xyz that he shouldn't have, so you want to entirely remove his ability to
publish to topics. The easiest thing to do is to add an IAM policy that denies him access to the Publ i sh
action on all topics. This third policy overrides the Amazon SNS policy that originally gave him permission
to publish to topic_xyz, because an explicit deny always overrides an allow (for more information about
policy evaluation logic, see Evaluation Logic (p. 17)). The following diagram illustrates the concept.

IAM Policy Amazon SNS Policy
Allow Allow who:
Actions: User Bob
Subscribe Actions:
Resource: * Publish
Resource:
User arn:aws:sns.”: 12345678901 2topic

Bob IAM Policy

Deny topic_xyz

Overrides the
Amazon SNS

Resource: * policy

Actions: FPublish

For examples of policies that cover Amazon SNS actions and resources, see Example Policies for Amazon
SNS (p. 44). For more information about writing Amazon SNS policies, go to the technical documentation
for Amazon SNS.

Amazon SNS ARNSs

For Amazon SNS, topics are the only resource type you can specify in a policy. Following is the Amazon
Resource Name (ARN) format for topics.

arn: aws: sns: regi on: account _I D: t opi c_nane

For more information about ARNs, go to ARNs in Using IAM.
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Example

Following is an ARN for a topic named my_topic in the us-east-1 region, belonging to AWS account
123456789012.

arn: aws: sns: us-east-1:123456789012: ny_topi c

Example

If you had a topic named my_topic in each of the different Regions that Amazon SNS supports, you could
specify the topics with the following ARN.

arn: aws: sns: *: 123456789012: ny_t opi c

You can use * and ? wildcards in the topic name. For example, the following could refer to all the topics
created by Bob that he has prefixed with bob_.

arn: aws: sns: *: 123456789012: bob_*

As a convenience to you, when you create a topic, Amazon SNS returns the topic's ARN in the response.

Amazon SNS Actions

In an IAM policy, you can specify any actions that Amazon SNS offers. However, the
Confi rnBubscri pti on and Unsubscri be actions do not require authentication, which means that
even if you specify those actions in a policy, IAM won't restrict users' access to those actions.

Each action you specify in a policy must be prefixed with the lowercase string sns: . To specify all Amazon
SNS actions, for example, you would use sns: *. For a list of the actions, go to the Amazon Simple
Notification Service AP| Reference.

Amazon SNS Keys

Amazon SNS implements the following AWS-wide policy keys, plus some service-specific keys. For more
information about policy keys, see Condition (p. 29).

AWS-Wide Policy Keys

« aws: Current Ti me—Fo check for date/time conditions.
« aws: EpochTi me—F o check for date/time conditions using a date in epoch or UNIX time.

« aws: Mul ti Fact or Aut hAge—Fo check how long ago (in seconds) the MFA-validated security credentials
making the request were issued using Multi-Factor Authentication (MFA). Unlike other keys, if MFA is
not used, this key is not present.

* aws: pri nci pal t ype—Fo check the type of principal (user, account, federated user, etc.) for the current
request.

* aws: Secur eTr anspor t —¥o check whether the request was sent using SSL. For services that use
only SSL, such as Amazon RDS and Amazon Route 53, the aws: Secur eTr ansport key has no
meaning.

* aws: Sour ceAr n—Jo check the source of the request, using the Amazon Resource Name (ARN) of
the source. (This value is available for only some services. For more information, see Amazon Resource
Name (ARN) under "Element Descriptions" in the Amazon Simple Queue Service Developer Guide.)

» aws: Sour cel p—Fo check the IP address of the requester. Note that if you use aws: Sour cel p, and
the request comes from an Amazon EC2 instance, the public IP address of the instance is evaluated.
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* aws: User Agent —Jo check the client application that made the request.
* aws: user i d—Fo check the user ID of the requester.
» aws: user nane—J o check the user name of the requester, if available.

r. Note

Key names are case sensitive.

Amazon SNS Keys

Amazon SNS uses the following service-specific keys. Use these keys in policies that restrict access to
Subscri be requests.

» sns:Endpoint—The URL, email address, or ARN from a Subscr i be request or a previously confirmed
subscription. Use with string conditions (see String Conditions (p. 32)) to restrict access to specific
endpoints (e.g., *@yourcompany.com).

+ sns:Protocol—The pr ot ocol value from a Subscr i be request or a previously confirmed subscription.

Use with string conditions (see String Conditions (p. 32)) to restrict publication to specific delivery
protocols (e.g., https).

Example Policies for Amazon SNS

This section shows several simple policies for controlling user access to Amazon SNS.
£ Note

In the future, Amazon SNS might add new actions that should logically be included in one of the
following policies, based on the policy’s stated goals.

Example 1: Allow a group to create and manage topics

In this example, we create a policy that gives access to Cr eat eTopi c, Li st Topi cs,
Set Topi cAttri but es, and Del et eTopi c.

"Statenment":[{
"Effect":"All ow',
"Action":["sns: CreateTopic", "sns: Li st Topi cs", "sns: Set Topi cAttrib
utes", "sns: Del eteTopic"],
"Resource":"*"

}
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Example 2: Allow the IT group to publish messages to a particular topic

In this example, we create a group for IT, and assign a policy that gives access to Publ i sh on the specific
topic of interest.

{
"Statenment": [{
"Effect":"A | ow',
"Action":"sns: Publish",
"Resource":"arn:aws: sns: *: 123456789012: t opi c_xyz"
}
]
}

Example 3: Give users in the AWS account ability to subscribe to topics

In this example, we create a policy that gives access to the Subscr i beaction, with string matching
conditions for the sns: Pr ot ocol and sns: Endpoi nt policy keys.

{
"Statement": [{
"Effect":"Al ow',
"Action":["sns: Subscribe"],
"Resource":"*",
"Condition":{
"StringlLike": {
" SNS: Endpoi nt": " * @our conpany. conf
b
"StringEqual s": {
"sns: Protocol ":"email "
}
}
}
]
}

API Version 2010-03-31
45




Amazon Simple Notification Service 7H&r X} OF LA
Using Temporary Security Credentials

Example 4: Allow a partner to publish messages to a particular topic

You can use an Amazon SNS policy or an IAM policy to allow a partner to publish to a specific topic. If
your partner has an AWS account, it might be easier to use an Amazon SNS policy. However, anyone
in the partner's company who possesses the AWS security credentials could publish messages to the

topic. This example assumes that you want to limit access to a particular person (or application). To do
this you need to treat the partner like a user within your own company, and use a IAM policy instead of
an Amazon SNS policy.

For this example, we create a group called WidgetCo that represents the partner company; we create a
user for the specific person (or application) at the partner company who needs access; and then we put
the user in the group.

We then attach a policy that gives the group Publ i sh access on the specific topic named
WidgetPartnerTopic.

We also want to prevent the WidgetCo group from doing anything else with topics, so we add a statement
that denies permission to any Amazon SNS actions other than Publ i sh on any topics other than
WidgetPartnerTopic. This is necessary only if there's a broad policy elsewhere in the system that gives
users wide access to Amazon SNS.

{
"Statenment":[{
"Effect":"All ow',
"Action":"sns: Publish",
"Resource":"arn: aws: sns: *: 123456789012: W dget Par t ner Topi c"
8
{
"Ef fect": " Deny",
"Not Action":"sns: Publish",
"Not Resource": "arn: aws: sns: *: 123456789012: W dget Part ner Topi c"
}
]
}

Using Temporary Security Credentials

In addition to creating IAM users with their own security credentials, IAM also enables you to grant
temporary security credentials to any user allowing this user to access your AWS services and resources.
You can manage users who have AWS accounts; these users are IAM users. You can also manage users
for your system who do not have AWS accounts; these users are called federated users. Additionally,
"users" can also be applications that you create to access your AWS resources.

You can use these temporary security credentials in making requests to Amazon SNS. The API libraries
compute the necessary signature value using those credentials to authenticate your request. If you send
requests using expired credentials Amazon SNS denies the request.

For more information about IAM support for temporary security credentials, go to Granting Temporary
Access to Your AWS Resources in Using IAM.

Example Using Temporary Security Credentials to Authenticate an Amazon SNS Request

The following example demonstrates how to obtain temporary security credentials to authenticate an
Amazon SNS request.
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http://sns. us-east-1. anazonaws. conf

?Name=My- Topi c

&Act i on=Cr eat eTopi ¢

&Si gnat ur e=gf zI F53exFVdpSNb8AI WN3Lv¥2FNYXh6S%2Br 3yy SK700X4%3D

&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

&Ti mest anp=2010- 03- 31T12%8A00%8A00. 000Z
&SecurityToken=SecurityTokenVal ue

&AWBAccessKeyl d=Access Key | D provided by AW Security Token Service
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Amazon SNS& Amazon CloudWatch HIEZ| A&

Amazon CloudWatchE A2 &t
Amazon SNS Z L|E{Z

Amazon SNS 2! Amazon CloudWatche S&Hc|0]{ AF2 X7 2 E &M Amazon SNS Ao HEEZIZ
*"'ﬂ:l_ E0l5tH EAE £ Ql&LICh Amazon SNSO| Amazon CloudWatch& T8t 1 LI AP%KF
£ Amazon SNS £ & Amazon SNS FA| 2 2lof| CHEl 212 &2 "2 = JU&LICEH A E

04, NumberOfNotificationsFailed S 2| Amazon SNS HEZ!o chet X|HE LA gt == 5tH AFQXPOH

AolHY LBS HMESFHES ZEE MYE = U&LICH Amazon SNS7F&CWO| EUle ZE HIEE
S E2 Amazon SNS HEZ! (p. 50)2 DE_%}’.;.AIO Amazon SNS FA| 2 2lof CHEt REMIEH L2
Amazon SNS ZHI FA| 22| (p. 52)2 HESHAAIL.

Amazon CloudWatchZ T 438H= Amazon SNS F=A|of it HIE RIS 52 OlCt AHS 2 2 4= El£|0{ Amazon
CloudWatchofl &= A|ElL|Ct. o|z{8t HIE 22 Amazon CloudWatch X|&E [} 2} A5tEl RE FX{ofM
£ZElL|c FR= Amazon CloudWatchodl 28H sHE F&llofl CHEt OFX |2 & 5(F, APl 35)2 22 E
Z|CH oA A|ZtHR| Mo 2 ZHFEL|CH

It Note

Amazon CloudWatch0i| 7|2 ! Amazon SNS HIEZlof CHEt =22 9120 Amazon SNS AH|
20| AR 2 MSELICH

Amazon SNSE2 Amazon CloudWatch HE 2| A

AN

A& XH= Amazon CloudWatch & % Amazon CloudWatch At&l| Command line interface(CLI)E AF&
3t 7L Amazon CloudWatch APIS Z2 1242 BrAlo 2 AF23504 Amazon SNS HIEZ!Ig BLIE{2IE
& QU&LICH CH3o| Mite Ol2{Et CHE S AL85H0 HIER| UM ASHE S S dHRLICH

Amazon CloudWatch 2&2 A& 8t HEZ! =0l

1. Sign in to the AWS Management Console and open the Amazon CloudWatch console at
https://console.aws.amazon.com/cloudwatch/.

2. View Metrics& Z2!&tL|C}.
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3. Viewing E&CH2 MMM SNS: Topic Metrics, SNS: Push Notifications by Application, SNS: Push
Notifications by Application and Platform EE&= SNS: Push Notifications by Platform2 ME#504 AFHS
7t HERIS EAIELICH

4. EY YSE 2=/6lo{ +EUE IOIES| O2iZ § MF HEE SHQlgtLIch o & E04, CtS 2| M=
5' IHIEE' Jef=Ql NumberOfMessagesPubllshed = 094 AlZto| (0l A 58 S o+ H AIE Amazon
SNS HIA|R|S| BE X +E& LIEFHLICH

an'ﬂmﬁ“‘hmnw
viewing: SNS: Topic Metrics Search
MyTopic NumberOfiessagesPublished
MyTopic NumberOftotificationsDelivered
MyTopic NumberOfiotificationsFailed
[ MyTopic PublishSize
. ; Average 5 Minutes  « -
NumberOfMe:... edit g Time Range [ — I = il
1.0
Zoom: 1h | 3h | 6h | 12h | 24h | 1W | 2W
0.8 H
P @ Relative © Absolute
0.6
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0.2
0.0 Create Alarm | CopyURL  Refresh
2/6 2/6 2/6 2/6 2/6 2/6
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Left axis units: Count

B numberofMessagesPublished 7]

Amazon CloudWatch CLIO|AH HIE 2lof HAMA

+ non-get-stats2 EEFLICEH &3 LI 2 7|E HEZ| 7|50 Cigt AEMIE LI 2 Amazon
CloudWatch Developer GuideE & E sl Al2.

Amazon CloudWatch APIO|AM HIEZlof HMA

e+ CetMetricStatistics® EEFLICH 2T LIS U 7|Et HE=Z| 7|S0 ChEt XLAM[E LI 2 Amazon
CloudWatch API ReferenceE &I X35l AA|2.

Amazon SNS HE =& Amazon CloudWatch @&
Ad XA
= O

Amazon CloudWatche HIE 20| CHEF LAHIZLo| E& Al B2 MHE SBELICH o| € E0, |H|EE—!
NumberOfNotificationsFailed0l| CHal ZEE MA 8 = Qlo{ MZZ 7|7t LHol| X8t dAIZkol EEE 3
2 oMY Z&lo] M& (o] 0|8 L&ILICEH
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Amazon CloudWatch 2&& Al8st 28 M

1.

Sign in to the AWS Management Console and open the Amazon CloudWatch console at
https://console.aws.amazon.com/cloudwatch/.

Alarms& 22/5t1 Lt M Create Alarm HHE S Z=I&fLICt. O|2M Create Alarm OFHALE AIZfSHA|
=| |_||:|.

Amazon SNS HE=2|g S8 23 E8to] ZEE Ytk &t= 2ol HEZE IXIAZLICE HE
2|2 MEHSI0{ ZHEE AlA =+_,_ ContinueZ Z23fLIC

=
M E2{2] Name, Description, Threshold, TimeS /2] 3|' LtM ContinueE &I LICH
AE HENCHZ AlarmE ME{EHLICEH BE T2 Al Amazon CloudWatchZ2 % E{ O|H & & 1k} §tt
':'4 ZAH 7|Z£2| Amazon SNS X2 *._*E” 3l 7Lt Create New Email Topic2 £ =!8 LIC}. Create New
Email Topic2 22I5IH M2 FXN2| 0|8 X O|HYU FAE MYUE 4= UELICE 0| S5 XHEE|
0 &% A o| =2} AXlol| EAIELICE ContinueZ® Z2!8fLC}

_,_

it Note

M Amazon SNSE 2445l 7| 2|3l Create New Email Topic2 AFEE 2 O|HY FAE &

22 gt7| ™ol A& Elofof ELCt o|HIY2 BEI BE AEfoll &/=E met M&FucH

olz{gt BE Ef H4ZF0| o|HYo| AB (7| Toi| &g Foll= LTS 8| ZELICH
0| A|IZ0llM Create Alarm Ot AHE rgxm dog 42 E HEE 7|3 ELCh =Ho| 2oFt
A2 LEZO|Edit @3 & MEstH EuUCh £=H0| 2= E[RCHH Create AlarmE %E—'!% Lict

Amazon CloudWatch 2! ZZEof Cist XFM[8H LI 2 Amazon CloudWatch Documentation2 & =8 A Al

(=}

—_.

Amazon SNS H|E 2!

Amazon SNS2 Ct2 2| HE =22 Amazon CloudWatch0il & &FL|Ct.
B e
Number Of MessagesPubl i shed Mol AAElE HAIX| 7H=LICH
Units: Count

Valid Statistics: Sum

Publ i shSi ze FAoll AN ZlE HIAIXR] 2710

Units: Bytes

Valid Statistics: Minimum, Maximum, Average, Count

Nurmber OF Not i fi cati onsDel i ver ed FHO 2E 50| 83Mo 2 WS E HAIX| 7L
Ct.
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Valid Statistics: Sum
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Valid Statistics: Sum
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Amazon Simple Notification Service2 Ct& 2| At & Amazon CloudWatchoi| & &LCt.
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o ZSHE X E e JEict

Platform APNS X GCMI} Z2 FA| 2B MH|IAE EHE AHME LEZY
Lict.
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Amazon SNS ZHIQ FA| &=

OlXl Amazon SNSE At 81 22| HAIXIE ZHHe ClHtolA o] oz BF Hi 4 olaLich. BHh
endpointoll & /2l BIAIXIE 2 url oI HIAIX| 28l, HX| QICIOIS E= AL2E ARlo2 Ll
o = QISLICH A8 RHE XIMEIE ChE ol FA 22 MHIA 5 tLtE S 2Hre Clutola2 22 of
Alx|g T BtLIC

» Apple Push Notification Service (APNS)
* Google Cloud Messaging for Android (GCM)
* Amazon Device Messaging (ADM)
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Apple Push Notification service SSL certificate& 2 7 & LICt. AA& XH= Mac ZF E{ 2| Keychain Access
O Z 2| 0| E A& 35104 Apple Push Notification service SSL 215 MHE LHEHLICEH SSL 215 Mod| Cf
$t XEMIEH LI 2 Apple Local and Push Notification Programming Guide 2| Provisioning and Development

g ’é.*f_oP*'AIS’_.

. Appllcatlon private key — Amazon SNS= .pem &419| ofZ2|7|0|M 74Ol 7|E LT ELICH AFEAtE
Mac Z4F E2| Keychain Access OfZ 2|7 0|ME AtE5t0{ o Z2(AH 0|M 7Hel 7|18 LHEHLCt
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* Registration ID — AtA[Et LI&2 GCM Architectural Overviewg & ZESHAA|L.
« API key (Sender Auth Token) — AFAl|BH LI& 2 GCM Architectural Overviews & ZESHAAIL.

GCM E= =749 |5 2! Amazon SNS ZHIY endpoint2 2| F A| &2l HIA|X| F&of CHEt REAIEH LIS
2 Getting Started with GCM (p. 58)8 & =&t MA|2.

ADM Z! i /\ K74
-4
Amazon SNS &/ ADM2 At&35H ZHH CIHFO|A | FA| RIS ME5tedM Chaol At ol EFLCt.

* Registration ID — Xt M8t LI& 2 Integrating Your App with ADME & ESHMAIL.
« Client ID — A A|8t LI 2 Obtaining ADM Credentials® & Xt AA|2.
+ Client secret — AtA|EF LH& 2 Obtaining ADM CredentialsE & ZE5HAMAIL.

ADM ZEl&= =7490| 215 2 Amazon SNS ZHFY endpoint2 2| FA| 22| HA|X| M&oi CHE XEAIEH LS
2 Getting Started with ADM (p. 62)2 & ZXstAAI2.

Getting Started with APNS

This section describes how to obtain the Apple Push Notification Service (APNS) prerequisites (app
certificate and app private key) and send a push notification message to an Amazon SNS mobile endpoint.
To perform the tasks in this section, you must have an Apple developer account, created an Apple Push
Notification service SSL certificate, created an App ID (application identifier), registered your iOS device,
and created an iOS Provisioning Profile. For more information, see the Apple Local and Push Notification
Programming Guide.

r 2 Note

The type of SSL certificate must be either Apple Push Notification service SSL (Sandbox) or
Apple Push Notification service SSL (Production). The App ID must not contain wildcard characters
and must be enabled for push notifications.

If you already have this information, you can either use the Amazon SNS console to send a message to
the mobile endpoint or you can use the Amazon SNS API. For more information about using the Amazon
SNS console, see Using Amazon SNS Mobile Push (p. 65). For more information about using the Amazon
SNS API, see Sending a Notification Message to a ADM Mobile Endpoint using Amazon SNS API (p. 64).

If you do not already have an iOS app registered with APNS, then you can use the sample iOS app
provided by AWS as a template to get started. For more information, see the "To obtain a device token
from APNS for your app" procedure later in this topic.

To download an APNS SSL certificate

1. Onthe Apple Developer web site, click Member Center, click Certificates, Identifiers and Profiles,
and then click Certificates.
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2. Select the certificate you created for iOS APNS development, click Download, and then save the
file, which will have the .cer extension type.

To convert the APNS SSL certificate from .cer format to .pem format

The following steps use the openssl utility.

+  Ata command prompt, type the following command. Replace myapnsappcert. cer with the name
of the certificate you downloaded from the Apple Developer web site.

openssl x509 -in nyapnsappcert.cer -inform DER -out nyapnsappcert.pem

The newly created .pem file will be used to configure Amazon SNS for sending mobile push notification
messages.

To obtain the application private key

The private key associated with the SSL certificate can be exported from the Keychain Access utility on
your Mac computer. This is based on the assumption that you have already imported the .cer file you
downloaded from the Apple Developer web site into Keychain Access. You can do this either by copying
the .cer file into Keychain Access or double-clicking the .cer file.

1. Open Keychain Access, select Keys, and then highlight your application private key.
2. Click File, click Export Items..., and then enter a name in the Save As: field.
3. Accept the default .p12 file format and then click Save.

The .p12 file will then be converted to .pem file format.

To convert the application private key from .p12 format to .pem format

+ At acommand prompt, type the following command. Replace myapnsapppri vat ekey. p12 with
the name of the private key you exported from Keychain Access.

openssl pkcsl2 -in nyapnsappprivatekey. pl2 -out nyapnsappprivatekey. pem
-nodes -clcerts

The newly created .pem file will be used to configure Amazon SNS for sending mobile push notification
messages.

To verify the certificate and private key by connecting to APNS

You can verify the .pem certificate and private key files by using them to connect to APNS.

+  Atacommand prompt, type the following command. Replace nyapnsappcert. pemand
nyapnsapppr i vat ekey. pemwith the name of your certificate and private key.

openssl s_client -connect gateway.sandbox. push. appl e. com 2195 -cert nyapns
appcert.pem - key nyapnsapppri vat ekey. pem
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To obtain a device token from APNS for your app

When you register your application with APNS to receive push notification messages, a device token is
generated. The following steps describe how to use the sample iOS app provided by AWS to obtain a
device token from APNS. You can use this sample iOS app to help you get started with Amazon SNS
push notifications.

Download and unzip the snsmobilepush.zip file.
Navigate to the Appl eMbbi | ePushApp folder.
In Xcode, add the Appl eMobi | ePushApp folder, which contains the sample iOS app.

Run the app in Xcode. In the output window, you should see the device token displayed, which is
similar to the following:

LN =

Devi ce Token = <exanple 29z6j 5c4 df 46f 809 505189c4 c83fj cgf 7f6257e9 8542d2jt
3395kj 73>

i Note

Do not include spaces in the device token when submitting it to Amazon SNS.

You should now have the necessary information from APNS (device token, application private key, and
APNS SSL certificate) to send Amazon SNS push notification messages to your mobile endpoint. You

can now send a notification to the iOS app on your device by either using the Amazon SNS console or
the Amazon SNS API. To use the Amazon SNS console, see Using Amazon SNS Mobile Push (p. 65).
To use the Amazon SNS API, see Sending a Notification Message to an APNS Mobile Endpoint using

the Amazon SNS API (p. 56).

Sending a Notification Message to an APNS Mobile
Endpoint using the Amazon SNS API

This section describes how to use the prerequisite information to send a push notification message to
your mobile endpoint using the Amazon SNS API. You add the prerequisite information to the AWS
sample file SNSMbbi | ePush. j ava, which is included in the snsmobilepush.zip file.

e 2 Note

The following steps use the Eclipse Java IDE. The steps assume you have installed the AWS
SDK for Java and you have the AWS security credentials for your AWS account. For more
information, see AWS SDK for Java. For more information about credentials, see How Do | Get
Security Credentials? in the AWS General Reference.

1. Open SNSMobi | ePush. j ava in Eclipse.

2. Depending on which APNS you are using, uncomment either
sanpl e. denpAppl eAppNoti fi cati on(Pl at f or m APNS_SANDBOX) ; or
sanpl e. denoAppl eAppNot i fi cati on(Pl atform APNS) ; . For example, if you're using
APNS_SANDBOX, it should look similar to the following:

SNSMobi | ePush sanpl e = new SNSMobi | ePush(sns);
/1 TODO Unconment the services you wish to use.
/I sanpl e. denpAndr oi dAppNoti fication(Pl atform GCM ;
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/I sanpl e. denoKi ndl eAppNoti ficati on(Pl atform ADM ;
/I sanpl e. denpAppl eAppNoti ficati on(Pl atform APNS) ;
sanpl e. denpAppl eAppNoti fi cati on(Pl at f or m APNS_SANDBOX) ;

Enter the device token you received from APNS for the value of the device token string. For example,
it should look similar to the following:

String deviceToken = "ex
anple29z6j 5c4df 46f 809505189c4c83f j cgf 7f 6257e98542d2j t 3395kj 73";

Enter the APNS SSL certificate for your application. At the beginning of each new line in your
certificate, you must add \ n. For example, it should look similar to the following:

String certificate = "----- BEG N CERTI FI CATE- - - - - \ nM | G TCCAf | CCQD6N7oRWOUXO
j ANBgkghki GOWOBAQUFADCBI DEL MAk GA1TUEBhM2\ nVWiMk Cz AJBgNVBAg TAI dBMRAWDGY
DVQRHEWD TZWFOd Gx | MBWDQYDVQRKEWZBbWF6\ nb24x FDASBgNVBAS TCOI BTSBDb25zb2x1 MR
WEAYDVQQDEW UZXNOQ2I s YWWKk Hz Ad\ nBgkghki GOWOBCQEVEEGEVH251 QGFt YXpvbi 5 b20wHhcN
MIEWNDI 1M AONTI xWAcN nMTT wNDI OM AONTI x W CBi DEL MAk GA1UEBhMCVWIMK Cz AJBgNVBAG TAI d
BVRAWDg YD\ nVQOHEWD TZWFOd Gx I MQBWDQYDVQQRKEWZBbWF6b24x FDASBgNVBAS TCOl BTSB
Db25z\ nb2x| MR WEAYDVQRDEW UZXNOQ! s YWk Hz AdBgk ghki GOWOBCQEWEGEV D251 QGFt \ nYX
pvbi 5] b20wgZ8wDQYJKoZl hvc NAQEBBQADg YOAM GJ Ao GBAMBKOdn+a4GmA WI\ n21uUSf w

f Evy SW C2XADZ4nB+BLYgVI k60Cpi wsZ3@3vUEI O3l yNoH f OWYK8nDT\ nr DHu
dUzZg3qXdwalLGEMA3q7Wyc/ MbQ TxOUSQv7c7ugFFDz QGBzZswY6786nmB6gpE\ nl bb3Chj Zn
zcvQAaRHhdl QW Mr2nr AgMBAAEWDQYJKoZI hvc NAQEFBQADg YEAt Cu4\ nnUhVWx YUnt
neD9+h8My9qg6q+auNKyExzyLwax| Aoo7TJIHi dbt S4J5i NnZgXLOFkb\ nFFBj vS

fpJl 1 J00zbhNYS5f 6GUOEDNFJI 0ZxB

Hj Jnyp3780D8uTs7f Lvj x79Lj STb\ nNYi yt VbZPQUBYaxu2j Xni m/w3r r szI aEXAMPLE=\ n- -
---END CERTI FI CATE- - - - - "

Enter the private key for your application. At the beginning of each new line in your certificate, you
must add \ n. For example, it should look similar to the following:

String privateKey = "----- BEGLN RSA PRLVATE KEY----- \nMJI G TCHAf I C
CQDIN7oRWOUXG ANBgkghki G7wOBAQUFADCBI DELMAk GALUEBhMC\ nVW/Mk Cz AJBgNVBAgTAl dB
MRAWDY YDVQQHEW TZWFO d Gx 2 MOBWDQY DVQOKEWZBbWFE\ n\VVIVK Cz AJBgNVBAgG TAI dBMRAWDG Y
DVQQHEWd TZWFOd G| MOBWDQYDVQQKEWZBbWFE\ n4MXNchZOFFr eg4Rr 3Xzhb9Rhv

| I Rgsr 3wl4/ FYai 3z96EXAMPLE=\ n- - - - - END RSA PR1VATE KEY----- "

Enter a name for your application. Application names must be made up of only uppercase and
lowercase ASCII letters, numbers, underscores, hyphens, and periods, and must be between 1 and
256 characters long. For example, it should look similar to the following:

String applicationNane = "nypushappnane";

Run the application. You should see output similar to the following in the output window of your IDE:

Getting Started with Amazon SNS

{Pl atformApplicationArn: arn:aws:sns:us-west-2:111122223333: app/ APNS_SAND
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BOX/ nypushappnane}

{Endpoi nt Arn: arn:aws: sns: us-west-2:111122223333: endpoi nt/ APNS_SANDBOX/ push
app/ 97e9ced9- f 136- 3893- 9d60- 775467eaf ebb}

{"default":"This is the default Message", "APNS_SANDBOX":"{ \"aps\" : {
\"alert\" : \"You have got email.\", \"badge\" : 9,\"sound\" :\"default\"}}"}
Publ i shed. Messagel d=d65f b4bb- b903-5e37-83d4-f eb4818d6da3

On your iOS device, you should see a message notification.

Getting Started with GCM

This section describes how to obtain the Google Cloud Messaging for Android (GCM) prerequisites
(registration ID, server API key, and Android app registered with GCM) and send a push notification
message to an Amazon SNS mobile endpoint. If you already have this information, then you can either
use the Amazon SNS console to send a message to the mobile endpoint or you can use the Amazon
SNS API. For more information about using the Amazon SNS console, see Using Amazon SNS Mobile
Push (p. 65). For more information about using the Amazon SNS API, see Sending a Notification Message
to a GCM Mobile Endpoint using the Amazon SNS API (p. 60).

To send an Amazon SNS push notification message to an Android app, you must have a Google API
project with the GCM service enabled, created a server API key, and created an Android app that has
been registered with GCM, which is in addition to registering your project for the app on the Google APIs
Console page.

r 2 Note

If you do not already have an Android app registered with GCM, then you can use the sample
Android app provided by AWS as a template to get started. For more information, see the
procedure below "To obtain a registration ID from GCM for your app".

To verify that you have a Google API project with the GCM service enabled

1. Onthe Google APIs Console web site, verify that you have an Google API project. If you do not have
a project, then see Creating a Google API project in Getting Started with GCM.

2. Click Services, and make sure Google Cloud Messaging for Android is turned on.

2 Google Cloud Messaging for Android & | on I

To obtain the server API key
To communicate with GCM on your behalf, Amazon SNS uses your server API key.

. On the Google APIs Console web site, click API Access and make note of the server API key with
the Key for server apps (with IP locking) label. If you have not yet created a server API key, then
click Create new Server key.... This key will be used later in this section to send a push notification
to an Amazon SNS mobile endpoint.
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To obtain a registration ID from GCM for your app

When you register your app with GCM to receive push notification messages, a registration ID is generated.
Amazon SNS uses this value to determine which app and associated device to send mobile push
notifications to.

The following steps show how to use the sample Android app provided by AWS to obtain a registration
ID from GCM. You can use this sample Android app to help you get started with Amazon SNS push
notifications. This sample app requires the Android SDK and the Google Play Services SDK. For more
information about these SDKs, see Get the Android SDK and Setup Google Play Services SDK.

1.
2.

Download and unzip the snsmobilepush.zip file.

Import the Andr oi dMbbi | ePushApp folder into your IDE. In Eclipse, click File, Import, expand the
Android folder, click Existing Android Code Into Workspace, click Next, browse to the folder
Andr oi dMobi | ePushApp, click OK, and then click Finish.

After the sample Android app has been imported into your IDE, you need to add the Project Number
for your Google API project to the st ri ngs. xnl file, which is included in the sample Android app.

Add the Project Number for your Google API project to the st ri ngs. xni file. In your IDE, you will
find the file included in the values folder, which is a subfolder of res. The string will look similar to the
following:

<string name="project_nunber">012345678912</stri ng>

Add googl e- pl ay-servi ces. jar and androi d. j ar to the Java Build Path. Select
googl e- pl ay-servi ces. j ar for export, but do not select andr oi d. j ar for export.

= Properties for AndroidMabilePushApp T3
type filter text Java Build Path
> Resource
Amazon Mohile App SDK | [ Source | = Projects | B Libraries| “ Orderand Export
Android Build class path order and exported entries:
Android Lint Preferences (Exported entries are contributed to dependent projects)
Builders. [ AndroidMobilePushApp/src 1]
davayBuild Rath (2 AndroidMobilePushApp/gen
’ java Eode ;lt)fle = Android Private Libraries [j\
’ Ja\ra E;_;ﬂpl & =i Android Dependencies
’ Ja\rad : Er i o google-play-services,jar | C\Program Files (x86)\Android\z Ty
avadoc Location
i |:| lma android.jar - C\Program Files (x86)\Android\android-sdk\f
Project ences —
JW o it iar - C:\Progr; iles, droid . q

Run the app to see the registration ID as output to the Android logging system. If you are using
Eclipse with the Android ADT plug-in, you can see the registration ID in the LogCat display window.
For example, the output containing the registration ID will look similar to the following:

06-05 11:50:43.587: V/ Registration(14146): Registered, registrationld: =

Exanpl ei 7f FachkJ1xj | qT64RaBkcGHochnf 1VQAr 9k- 1 B

Jt Kj p7f edYPzEWT_Pg3TuOl r oqr o1lcwW UvgkcPPYcaXCpPWrE3Bgn-

wi gl Ezp5zZ7y_j sMOPKPxKhddCzx6paEsyay9Zn3DAWNUIb8nB6HXr Bf 9dgqaEw, error = nul |,
unregi stered = nul |
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The installed app will appear on your Android device:

Amazan
Mobilz Push

You should now have a registration ID, server APl key, and Android app registered with GCM. You can
now send a notification to the Android app on your device by either using the Amazon SNS console or
the Amazon SNS API. To use the Amazon SNS console, see Using Amazon SNS Mobile Push (p. 65).
To use the Amazon SNS API, see Sending a Notification Message to a GCM Mobile Endpoint using the
Amazon SNS API (p. 60).

Sending a Notification Message to a GCM Mobile
Endpoint using the Amazon SNS API

This section describes how to use the prerequisite information to send a push notification message to
your mobile endpoint. You add the gathered prerequisite information to the AWS sample file
SNSMbbi | ePush. j ava, which is included in the snsmobilepush.zip file.

i Note

The following steps use the Eclipse Java IDE. The steps assume you have installed the AWS
SDK for Java and you have the AWS security credentials for your AWS account. For more
information, see AWS SDK for Java. For more information about credentials, see How Do | Get
Security Credentials? in the AWS General Reference.

To add the sample to Eclipse

1. Create a new Java Project in Eclipse.

2. Import the SNSSanpl es folder to the top-level directory of the newly created Java Project. In Eclipse,
right-click the name of the Java Project and then click Import, expand General, click File System,
click Next, browse to the SNSSanpl es folder, click OK, and then click Finish.

e Note

In this example, you add your AWS security credentials to the
AwsCr edenti al s. properti es file.

To add the prerequisite information to SNSMobi | ePush. j ava

1. Open SNSMobi | ePush. j ava in Eclipse and uncomment
sanpl e. denmpAndr oi dAppNoti fi cation(Pl atform GCM ;. It should look similar to the following:

SNSMobi | ePush sanpl e = new SNSMobi | ePush(sns);
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/1 TODO Unconment the services you wish to use.

sanpl e. denbAndr oi dAppNoti fication(Platform GCM;

/I sanpl e. denoKi ndl eAppNoti ficati on(Pl atform ADM ;

/I sanpl e. denpAppl eAppNoti ficati on(Pl atform APNS) ;

/I sanpl e. denoAppl eAppNoti ficati on(Pl at f orm APNS_SANDBOX) ;

Locate the denpoAndr oi dAppNot i fi cati on method and enter the registration ID you received
from GCM for the value of the registration ID string. For example, it should look similar to the following:

String registrationld = = "EXAMPLE- kLMchcX0v3xOxW/hGETf dBp. . . KT2TGkvnKy TvLUS
pzK_gsHgxVB_UpntUa7Gd 6g3EXAMPLE" ;

Enter the API key for your application. For example, it should look similar to the following:

String server APl Key = "EXAMPLExV2l cV2zEKTLNYs625zf k2j h4AEXAMPLE" ;

Enter a name for your application. Application names must be made up of only uppercase and
lowercase ASCII letters, numbers, underscores, hyphens, and periods, and must be between 1 and
256 characters long. For example, it should look similar to the following:

String applicationNane = "gcnpushapp”;

Run the application. You should see output similar to the following in the output window of your IDE:

Getting Started with Amazon SNS

{Pl atformAppl i cati onArn: arn:aws:sns:us-west-2:111122223333: app/ GCM gcnpush
app}

{Endpoi nt Arn: arn:aws: sns: us-west-2:111122223333: endpoi nt/ GCM gcnpush

app/ 5e3e9847-3183- 3f 18- a7e8- 671c3a57d4b3}

{"default":"This is the default nes

sage","GCM': "{\"delay_while_idle\":true,\"col | apse_key\":\"Wel
come\",\"data\":{\"nessage\":\"Visit Amazon!\",\"url\":\"ht

tp://ww. amazon. com\ "}, \"time_to_live\":125,\"dry_run\":fal se}"}

Publ i shed. Messagel d=1ca8d7d1-c261- 5bf c- 8689- 9db269c4ed6¢c

On your Android device, you should see a message notification appear within the Android app, similar
to the following:
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£ [ iflgs” gl 3:5OF

Q Amazon Maobile Push

L E‘] o

Welcome!
message=Hello World!
from=353185151096
collapse_key=Welcome

Getting Started with ADM

This section describes how to obtain the Amazon Device Messaging (ADM) prerequisites (registration
ID, client ID, and client secret) and send a push notification message to an Amazon SNS mobile endpoint.

r 2 Note

An API Key is required to use ADM with pre-release or test apps. However, it is not required with
a release or production version of your app when you allow Amazon to sign your app on your
behalf. For more information, see Getting Your OAuth Credentials and API Key.

If you already have this information, then you can either use the Amazon SNS console to send a message
to the mobile endpoint or you can use the Amazon SNS API. For more information about using the Amazon
SNS console, see Using Amazon SNS Mobile Push (p. 65). For more information about using the Amazon
SNS API, see Sending a Notification Message to a ADM Mobile Endpoint using Amazon SNS API (p. 64)

To send an Amazon SNS push notification message to a Kindle Fire app, you must have an Amazon
developer account, set up your development environment, created a Kindle Fire app with Amazon Device
Messaging enabled, and registered the app with ADM. To create an Amazon developer account, see
Create an Account. For more information about setting up your development environment for developing
mobile apps for Kindle Fire tablets, see Setting Up Your Development Environment.

r 2 Note

If you do not already have a Kindle app registered with ADM, then you can use the sample Kindle
app provided by AWS as a template to get started. For more information, see the procedure
below "To obtain a registration ID from ADM for your app".

To verify that you have a Kindle Fire app with the ADM service enabled on the Amazon Mobile
App Distribution Portal

1. Onthe Amazon Mobile App Distribution Portal, click Apps and Services, click the name of your Kindle
Fire app, and then click Device Messaging.

2. Verify that ADM is enabled for the app. If your app is not listed on the Amazon Mobile App Distribution
Portal, then add it and enable ADM.
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To obtain the client ID and client secret

1.  Onthe Amazon Mobile App Distribution Portal, click Apps and Services, click the name of your Kindle
Fire app, and then click Security Profile. You should see a security profile associated with your app.
If not, click Security Profiles to create a new security profile.

2. Click View Security Profile. Make note of the client ID and client secret, which allows your app to
securely identify itself to Amazon servers.

Security Profile Management

o-| admpushapp - security profile - Security Profile  credentiais | apikeys

Credentials

Your security profile credentials consist of two values: a Client 1D value and a Client Secret value. These two values allow your
app to securely identify itself to Amazon servers. You can copy these values for use with your app.

Display Name admpushapp - security profile
Description security profile for admpushapp
|Elient 1D amznl.application-oa2-client. |

|Client Secret |

Edit

To obtain a registration ID from ADM for your app

The following steps show how to use the sample Kindle app provided by AWS to obtain a registration ID
from ADM. You can use this sample Kindle app as an example to help you get started with Amazon SNS
push notifications.

1. Download and unzip the snsmobilepush.zip file.

2. Import the Ki ndl eMobi | ePushApp folder into your IDE. In Eclipse, click File, Import, expand the
Android folder, click Existing Android Code Into Workspace, click Next, browse to the folder
Ki ndl eMobi | ePushApp, click OK, and then click Finish.

After the sample Kindle app has been imported into your IDE, you need to add the API Key for your
Kindle app to the stri ngs. xni file, which is included in the sample Kindle app.

3. Add the APl key to the st ri ngs. xml file. In your IDE you will find the file included in the values
folder, which is a subfolder of res. You add the string to the following:

<string nanme="api _key"></string>

4. Run the app to see the registration ID as output to the Android logging system. If you are using
Eclipse with the Android ADT plug-in, you can see the registration ID in the LogCat display window.
For example, the output containing the registration ID will look similar to the following:

aneznl. admregi stration. v2. Exanpl e. .. 1lcw\ UvgkcPPYcaXCpPWhE3Bgn-
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wi ql Ezp5zZ7y_j sMOPKPxKhddCzx6paEsyay9Zn3D4AwNUIb8nbHXr Bf 9dgaEw

You should now have the necessary information from ADM (registration ID, client ID, and client secret)
to send Amazon SNS push notification messages to your mobile endpoint. You can now send a notification
to the Kindle Fire app on your device by either using the Amazon SNS console or the Amazon SNS API.
To use the Amazon SNS console, see Using Amazon SNS Mobile Push (p. 65). To use the Amazon SNS
API, see Sending a Notification Message to a ADM Mobile Endpoint using Amazon SNS API (p. 64).

Sending a Notification Message to a ADM Mobile
Endpoint using Amazon SNS API

This section describes how to use the prerequisite information to send a push notification message to
your mobile endpoint. You add the gathered prerequisite information to the AWS sample file
SNSMobi | ePush. j ava, which is included in the snsmobilepush.zip file.

e 2 Note

The following steps use the Eclipse Java IDE. The steps assume you have installed the AWS
SDK for Java and you have the AWS security credentials for your AWS account. For more
information, see AWS SDK for Java. For more information about credentials, see How Do | Get
Security Credentials? in the AWS General Reference.

To add the sample to Eclipse

SNSMobi | ePush. j ava is included in the mobile push sample.

1. Create a new Java Project in Eclipse.

2. Import the SNSSanpl es folder to the top-level directory of the newly created Java Project. In Eclipse,
right-click the name of the Java Project and then click Import, expand General, click File System,
click Next, browse to the SNSSanpl es folder, click OK, and then click Finish.

To add the prerequisite information to SNSMobi | ePush. j ava

1. Open SNSMbbi | ePush. j ava in Eclipse and uncomment
sanpl e. denoKi ndl eAppNoti fi cati on(Pl at form ADM ; . It should look similar to the following:

SNSMobi | ePush sanpl e = new SNSMobi | ePush(sns);

/1 TODO Unconment the services you wish to use.

/I sanpl e. denpAndr oi dAppNoti fication(Pl atform GCM ;

sanpl e. denoKi ndl eAppNot i ficati on(Pl atform ADM ;

/I sanpl e. denpAppl eAppNoti ficati on(Pl atform APNS) ;

/I sanpl e. denpAppl eAppNoti ficati on(Pl at f orm APNS_SANDBOKX) ;

2. Locate the denpKi ndl eAppNot i fi cat i on method and enter the registration ID you received from
ADM for the value of the registration ID string. For example, it should look similar to the following:
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String registrationld = = "anmenl. admregi strati on.v2. Exanple...lcwUWgk
cPPYcaXCpPWhE3Bgn- wi gl Ezp5zZ7y_j sMIPKPxKhd
dCzx6paEsyay9Zn3D4wWNUIb8n6HXr Bf 9dgqaEwW" ;

3. Enter the client ID for your application. For example, it should look similar to the following:

String clientld = "anenl. application-oa2-client.EX
AMPLE7423654b79f c9f 062f EXAMPLE" ;

4. Enter the client secret for your application. For example, it should look similar to the following:

String clientSecret = "EXAMPLE01658e75ceb7bf 9f 71939647blaal05clc8eac
cabaf 7d41f 68EXAVMPLE";

5. Enter a name for your application. Application names must be made up of only uppercase and
lowercase ASCII letters, numbers, underscores, hyphens, and periods, and must be between 1 and
256 characters long. For example, it should look similar to the following:

String applicati onNane = "adnpushapp";

6. Run the application. You should see output similar to the following in the output window of your IDE:

Getting Started with Amazon SNS

{Pl at formAppl i cati onArn: arn:aws:sns:us-west-2:111122223333: app/ ADM nypush
appnane}

{Endpoi nt Arn: arn: aws: sns: us-west-2:111122223333: endpoi nt/ ADM nypushapp
nane/ 97e9ced9- f 136- 3893- 9d60- 775467eaf ebb}

{"default":"This is the default Message","ADM:"{ \"aps\" : { \"alert\"
\"You have got emmil.\", \"badge\" : 9,\"sound\" :\"defaul t\"}}"}

Publ i shed. Messagel d=b35f b4bz- b503- 4e37-83d4-f eu4218d6dab

On your Kindle device, you should see a message notification appear within the Kindle app.

Using Amazon SNS Mobile Push

This section describes how to use the AWS Management Console with the information described in Z!
== Z74 (p. 53) to register your mobile app with AWS, add device tokens (also referred to as registration
IDs), send a direct message to a mobile device, and send a message to mobile devices subscribed to
an Amazon SNS topic.

Register Your Mobile App with AWS

For Amazon SNS to send notification messages to mobile endpoints, whether it is direct or with
subscriptions to a topic, you first need to register the app with AWS. To register your mobile app with
AWS, enter a name to represent your app, select the platform that will be supported, and provide your
credentials for the notification service platform. After the app is registered with AWS, the next step is to
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create an endpoint for the app and mobile device. The endpoint is then used by Amazon SNS for sending
notification messages to the app and device.

To register your mobile app with AWS

1.

Go to http://aws.amazon.com/sns/ and click Add a New App.

Getting Started 3

Amazon Simple Notification Service (SNS) is a fast, flexible, fully managed push

messaging service. SNS makes it simple and cost-effective to push messages

to mobile devices such as iPhone, iPad, Android, Kindle Fire, and Internet-

connected smart devices, as well as pushing to other distributed services.

Besides pushing directly to mobile devices, SNS can also deliver notifications

by SMS text message or email to Amazon Simple Queue Service (SQS) queue
or to any HTTP endpoint.

Add a New App to start using Mobile Push. Create a New Topic to notify
muliiple recipients on any protocol.

| Add a New App || | Create New Topic

In the Application Name box, enter a name to represent your app.

Application names must be made up of only uppercase and lowercase ASCII letters, numbers,
underscores, hyphens, and periods, and must be between 1 and 256 characters long.

In the Push Platform box, select the platform that the app is registered with and then enter the
appropriate credentials.

2 Note

If you are using one of the APNS platforms, then you can select Choose File to upload the
.p12 file (exported from Keychain Access) to Amazon SNS.

For detailed instructions on how to acquire the following information, see Getting Started with
ADM (p. 62), Getting Started with GCM (p. 58), or Getting Started with ADM (p. 62).

Platform Credentials

ADM Client ID—Go to the Amazon Mobile App
Distribution Portal, click Apps and Services, click
the name of your Kindle Fire app, and then click
Security Profile.

Client Secret—Go to the Amazon Mobile App
Distribution Portal, click Apps and Services, click
the name of your Kindle Fire app, and then click
Security Profile.

APNS Certificate—Select the password encrypted
certificate and private key, as exported from
Keychain Access on your Mac computer in the
.p12 file format.

Certificate Password—Enter the password.
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Platform Credentials
APNS_SANDBOX Certificate—Same as above for APNS.
Certificate Password—Same as above for APNS.

GCM API Key—Go to the Google APIs Console web
site, click APl Access, and make note of the
server API key with the Key for server apps (with
IP locking) label. If you have not yet created a
server API key, then click Create new Server
key....

4. After you have entered this information, then click Add New App.

This registers the app with Amazon SNS, which creates a platform application object for the selected
platform and then returns a corresponding PlatformApplicationArn.

Add Device Tokens or Registration IDs

When you first register an app and mobile device with a notification service, such as Apple Push Notification
Service (APNS) and Google Cloud Messaging for Android (GCM), device tokens or registration IDs are
returned from the notification service. When you add the device tokens or registration IDs to Amazon
SNS, they are used with the Pl at f or mAppl i cat i onAr n API to create an endpoint for the app and
device. When Amazon SNS creates the endpoint, an Endpoi nt Ar n is returned. The Endpoi nt Arn is
how Amazon SNS knows which app and mobile device to send the notification message to.

You can add device tokens and registration IDs to Amazon SNS using the following methods:

* Manually add a single token to AWS using the AWS Management Console

» Migrate existing tokens from a CSV file to AWS using the AWS Management Console
* Upload several tokens using the Cr eat ePl at f or nEndpoi nt API

» Register tokens from devices that will install your apps in the future

To manually add a device token or registration ID

1. Go to http://aws.amazon.com/sns/, click Apps, click your app, and then click Add Endpoints.

2. Inthe Endpoint Token box, enter either the token ID or registration ID, depending on which notification
service. For example, with ADM and GCM you enter the registration ID.

3. (Optional) In the User Data box, enter arbitrary information to associate with the endpoint. Amazon
SNS does not use this data. The data must be in UTF-8 format and less than 2KB.

4. Finally, click Add Endpoints.

Now with the endpoint created, you can either send messages directly to a mobile device or send
messages to mobile devices that are subscribed to a topic.
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To migrate existing tokens from a CSV file to AWS

You can migrate existing tokens contained in a CSV file. The CSV file cannot be larger than 2MB. When
migrating several tokens, it is recommended to use the Cr eat ePl at f or rtEndpoi nt API. Each of the
tokens in the CSV file must be followed by a newline. For example, your CSV file should look similar to
the following:

anmeznl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTI mWAk

WRkxMaDNST2l uZzz01, "User data with spaces requires quotes”

anmenl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTI mWAk

WRkxMaDNST2| uZz04, " Dat a, wi t h, commas, r equi r es, quot es”

anmeznl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTT mWAk

WRkxMaDNST2| uZz02, "Quot ed data requires ""escaped"" quotes”

anmeznl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTI mWAk

WRkxMaDNST2l uzz03, " {""key"": ""json is allowed"", ""value"":""endpoint"",

""nunber"": 1}"

anenl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTI mMAKWRKxMBDNST2| uZz05, Si m

pl eDat aNoQuot es

anenl. admregi strati on. vl. XpvSSWKORc3hTVWV- - TOKEN- - KMTT MM WRkx MaADNST2| uZz06, " The
following line has no user data"

anenl. admregi stration. vl. XpvSSUKORc3hTVWV- - TOKEN- - KMTI mWwwWRkx MaDNST2| uzz07

APBTKzPAd CyT6E60OF pdwLpcRNxQp5vCPFi Fer u9ozZyl ¢22HvZSwQTDgmmOWINE XMer UPxm

pXowl, "Di fferent token style"

1. Go to http://aws.amazon.com/sns/, click Apps, click your app, and then click Add Endpoints.

2. Click Migrate existing tokens over to AWS, click Choose File, select your CSV file, and then click
Add Endpoints.

To upload several tokens using the Cr eat ePl at f or mEndpoi nt API

The following steps show how to use the sample Java app provided by AWS to upload several tokens
(device tokens or registration IDs) to Amazon SNS. You can use this sample app to help you get started
with uploading your existing tokens.

e 2 Note

The following steps use the Eclipse Java IDE. The steps assume you have installed the AWS
SDK for Java and you have the AWS security credentials for your AWS account. For more
information, see AWS SDK for Java. For more information about credentials, see How Do | Get
Security Credentials? in the AWS General Reference.

1. Download and unzip the snsmobilepush.zip file.
2. Create a new Java Project in Eclipse.

3. Import the SNSSanpl es folder to the top-level directory of the newly created Java Project. In Eclipse,
right-click the name of the Java Project and then click Import, expand General, click File System,
click Next, browse to the SNSSanpl es folder, click OK, and then click Finish.

4. Download a copy of the OpenCSV library and add it to the Build Path of the bul kupl oad package.
5. Open the Bul kUpl oad. properti es file contained in the bul kupl oad package.
6. Add the following to Bul kUpl oad. pr operti es:

» The Appl i cati onAr n to which you want to add endpoints.
» The absolute path for the location of your CSV file containing the tokens.
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» The names for CSV files (such as goodTokens. csv and badTokens. csv) to be created for
logging the tokens that Amazon SNS parses correctly and those that fail.

+ (Optional) The characters to specify the delimiter and quote in the CSV file containing the tokens.

Your completed Bul kUpl oad. properti es should look similar to the following:

appl i cationarn:arn: aws: sns: us-west-2:111122223333: app/ GCM gcnpushapp
csvfil enane: C:\\ nyt okendi r ect ory\\ nyt okens. csv

goodfi |l enanme: C:\\ myl ogfil es\\ goodt okens. csv

badfil enane: C:\\ nyl ogfil es\\ badt okens. csv

delimterchar:’

quot echar: "

7. Run the BatchCreatePlatformEndpointSample.java application to upload the tokens to Amazon SNS.

In this example, the endpoints that were created for the tokens that were uploaded successfully to
Amazon SNS would be logged to goodTokens. csv, while the malformed tokens would be logged
to badTokens. csv. In addition, you should see STD OUT logs written to the console of Eclipse,
containing content similar to the following:

<1>[ SUCCESS] The endpoint was created with Arn arn: aws: sns: us-west -
2:111122223333: app/ GCM gcnpushapp/ 165) 2214- 051z- 3176- b586- 13803d420071
<2>[ ERROR: MALFORMED CSV FILE] Null token found in /nytokendirectory/ny
t okens. csv

To register tokens from devices that will install your apps in the future
You can use one of the following two options:

» Use a proxy server: If your application infrastructure is already set up for your mobile apps to call in
and register on each installation, you can continue to use this setup. Your server will act as a proxy
and pass the device token to Amazon SNS mobile push notifications, along with any user data you
would like to store. For this purpose, the proxy server will connect to Amazon SNS using your AWS
credentials and use the Cr eat ePl at of r onEndpoi nt API call to upload the token information. The
newly created endpoint Amazon Resource Name (ARN) will be returned, which your server can store
for making subsequent publish calls to Amazon SNS.

+ Use the AWS token vending service: You can also enable your app installed on the mobile device to
directly register with Amazon SNS mobile push notifications. Your mobile app will need credentials to
create endpoints associated with your Amazon SNS platform application. We recommend using
temporary credentials that expire over a period of time. These credentials can be created by implementing
a token vending machine (TVM) that uses the AWS Security Token Service. For more information about
TVM, see Authenticating Users of AWS Mobile Applications with a Token Vending Machine. For more
information about the AWS Security Token Service, see Using Temporary Security Credentials. If you
would like to be notified when an app registers with Amazon SNS, you can register to receive an Amazon
SNS event that will provide the new endpoint ARN. You can also use the
Li st Endpoi nt ByPI at f or mAppl i cat i on API to obtain the full list of endpoints registered with
Amazon SNS.
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Send a Direct Message to a Mobile Device

You can send Amazon SNS push notification messages directly to an endpoint, which represents an app
and mobile device, by completing the following steps.

To send a direct message

Go to http:/aws.amazon.com/sns/.
In the left Navigation pane, click Apps and click the app that you want to send a message to.
On the Application Details screen, select Endpoint Actions and then click Publish.

On the Publish dialog box, enter the message to appear in the app on the mobile device and then
click Publish.

e n

The notification message will then be sent from Amazon SNS to the platform notification service,
which will then send the message to the app.

Publish Cancel | %

Endpoint : endpoint/GCM/AndroidTest

Message :

Up to 256KB of Unicode text

® Use text format
© Use platform specific json message dictionaries

Cancel | Publish Message

Send Messages to Mobile Devices Subscribed to a
Topic

You can also use Amazon SNS to send messages to mobile endpoints subscribed to a topic. The concept
is the same as subscribing other endpoint types, such as Amazon SQS, HTTP/S, email, and SMS, to a
topic, as described in Amazon Simple Notification Service O|2F FIIL|7t? (p. 1). The difference is that
Amazon SNS communicates through the notification services in order for the subscribed mobile endpoints
to receive notifications sent to the topic.
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To send to endpoints subscribed to a topic

1. Follow the steps as described in &A| 7+5 (p. 6). You just need to select Application in the Protocol
drop-down menu and then enter the mobile endpoint Amazon Resource Name (ARN) in the Endpoint

box.
Create Subscription Cancel |
Topic Name : TopicForMobileEndpoints
Protocol : Application h
Endpoint :

e.g. am:aws:sns:us-east-1:555555555555:app/ ADM/application-name

Cancel = Subscribe

2. Follow the steps to publish messages to a topic, as described in =A| H|A| (p. 7), then all mobile
endpoints that are subscribed to the topic will be sent the message.

Using Amazon SNS Mobile Push APIs

To use the Amazon SNS mobile push APls, you must first meet the prerequisites for the push notification
service, such as Apple Push Notification Service (APNS) and Google Cloud Messaging for Android (GCM).
For more information about the prerequisites, see Z%= =71 (p. 53).

To send a push notification message to a mobile app and device using the APls, you must first use the
Creat ePl at f or mAppl i cat i on action, which returns a Pl at f or mAppl i cat i onAr n attribute. The

Pl at f or MAppl i cat i onAr n attribute is then used by Cr eat ePl at f or mEndpoi nt , which returns an
Endpoi nt Ar n attribute. You can then use the Endpoi nt Ar n attribute with the Publ i sh action to send
a notification message to a mobile app and device, or you could use the Endpoi nt Ar n attribute with the
Subscr i be action for subscription to a topic.

The following is a list and description of the Amazon SNS mobile push APIs:

API Description

Creat ePl at f ormAppl i cati on Creates a platform application object for one of the
supported push notification services, such as APNS
and GCM, to which devices and mobile apps may
register. Returns a Pl at f or mAppl i cati onArn
attribute, which is used by the
Cr eat ePl at f or nEndpoi nt action. For more
information, see CreatePlatformApplication in the
Amazon Simple Notification Service API Reference.

Set Pl at f or mAppl i cati onAttri butes Sets the attributes of the platform application object.
For more information, see
SetPlatformApplicationAttributes in the Amazon
Simple Notification Service API Reference.
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API

Cet Pl at f or mAppl i cati onAttri butes

Li st Pl at f or mAppl i cati ons

Del et ePl at f or mAppl i cati on

Cr eat ePl at f or nEndpoi nt

Set Endpoi nt Attri but es

Get Endpoi nt Attri butes

Li st Endpoi nt sByPI at f or mAppl i cati on

Del et eEndpoi nt

Description

Retrieves the attributes of the platform application
object. For more information, see
GetPlatformApplicationAttributes in the Amazon
Simple Notification Service API Reference.

Lists the platform application objects for the
supported push notification services. For more
information, see ListPlatformApplications in the
Amazon Simple Notification Service API Reference.

Deletes a platform application object. For more
information, see DeletePlatformApplication in the
Amazon Simple Notification Service APl Reference.

Creates an endpoint for a device and mobile app
on one of the supported push notification services.
Cr eat ePl at f or nEndpoi nt uses the

Pl at f or MAppl i cat i onAr n attribute returned
from the Cr eat ePl at f or mAppl i cat i on action.
The Endpoi nt Ar n attribute, which is returned
when using Cr eat ePl at f or tEndpoi nt , is then
used with the Publ i sh action to send a notification
message to a mobile app and device. For more
information, see CreatePlatformEndpoint in the
Amazon Simple Notification Service API Reference.

Sets the attributes for an endpoint for a device and
mobile app. For more information, see
SetEndpointAttributes in the Amazon Simple
Notification Service API Reference.

Retrieves the endpoint attributes for a device and
mobile app. For more information, see
GetEndpointAttributes in the Amazon Simple
Notification Service API Reference.

Lists the endpoints and endpoint attributes for
devices and mobile apps in a supported push
notification service. For more information, see
ListEndpointsByPlatformApplication in the Amazon
Simple Notification Service API Reference.

Deletes the endpoint for a device and mobile app
on one of the supported push notification services.
For more information, see DeleteEndpoint in the

Amazon Simple Notification Service API Reference.

API Errors for Amazon SNS Mobile Push

Errors that are returned by the Amazon SNS APIs for mobile push are listed in the following table. For
more information about the Amazon SNS APIs for mobile push, see Using Amazon SNS Mobile Push

APls (p. 71).
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Error

Application Name is null
string

Platform Name is null
string

Platform Name is invalid

APNS — Principal is not
a valid certificate

APNS — Principal is a
valid cert but not in a
.pem format

APNS — Prinicipal is an
expired certificate

APNS — Principal is not
an Apple issued
certificate

APNS — Principal is not
provided

APNS — Credential is
not provided

Description

The required application
name is set to null.

The required platform
name is set to null.

An invalid or
out-of-range value was
supplied for the platform
name.

An invalid certificate was
supplied for the APNS
principal, which is the
"SSL certificate". For
more information, see
CreatePlatformApplication
in the Amazon Simple
Notification Service API
Reference.

A valid certificate that is
not in the .pem format
was supplied for the
APNS principal, which is
the "SSL certificate".

An expired certificate
was supplied for the
APNS principal, which is
the "SSL certificate".

A non-Apple issued
certificate was supplied
for the APNS principal,
which is the "SSL
certificate”.

The APNS principal,
which is the "SSL
certificate", was not
provided.

The APNS credential,
which is the "private
key", was not provided.
For more information,
see
CreatePlatformApplication
in the Amazon Simple
Notification Service API
Reference.

HTTPS Status Code

400

400

400

400

400

400

400

400

400

Action that Returns this
Error

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdppl i cation

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdpplication

GeateH atformdppl i cation
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Error

APNS — Credential are

not in a valid .pem
format

GCM — serverAPIKey
is not provided

GCM — serverAPIKey
is empty

GCM — serverAPIKey
is a null string

GCM — serverAPIKey
is invalid

ADM — clientsecret is
not provided

ADM — clientsecretis a

null string

ADM — client_secret is
empty string

ADM — client_secret is
not valid

ADM — client_id is
empty string

ADM — clientld is not
provided

ADM — clientid is a null

string

ADM — client_id is not
valid

EventEndpointCreated
has invalid ARN format

EventEndpointDeleted
has invalid ARN format

Description

The APNS credential,
which is the "private
key", is not in a valid
.pem format.

The GCM credential,

which is the "API key",
was not provided. For
more information, see

CreatePlatformApplication

in the Amazon Simple
Notification Service API
Reference.

The GCM credential,
which is the "API key",
is empty.

The GCM credential,
which is the "API key",
is null.

The GCM credential,
which is the "API key",
is invalid.

The required client
secret is not provided.

The required string for
the client secret is null.

The required string for
the client secret is
empty.

The required string for
the client secret is not
valid.

The required string for
the client ID is empty.

The required string for
the client ID is not
provided.

The required string for
the client ID is null.

The required string for

the client ID is not valid.

EventEndpointCreated
has invalid ARN format.

EventEndpointDeleted
has invalid ARN format.

HTTPS Status Code

400

400

400

400

400

400

400

400

400

400

400

400

400

400

400

Action that Returns this
Error

GeateH atformdppl i cation

Geater atformppli cation

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdppl i cation

Geatefatformppli cation

GeateH atformdpplication

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdppl i cation

Geatef atformppli cation

GeateH atformdpplication

GeateH atformdppl i cation

Geatef atformppli cation
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Error Description HTTPS Status Code Action that Returns this
Error

EventEndpointUpdated | EventEndpointUpdated | 400 GesteR atformpplication
has invalid ARN format | has invalid ARN format.
EventDeliveryAttemptFailure | EventDeliveryAttemptfailure | 400 CesteR atformpplication
has invalid ARN format | has invalid ARN format.
EventDeliveryFailure EventDeliveryFailure 400 GeateR aformppication
has invalid ARN format | has invalid ARN format.
EventEndpointCreated | EventEndpointCreated | 400 CeateR atformpplication
is not an existing Topic | is not an existing topic.
EventEndpointDeleted | EventEndpointDeleted | 400 GeateH atformdpplication
is not an existing Topic | is not an existing topic.
EventEndpointUpdated | EventEndpointUpdated | 400 GeateR aformppication
is not an existing Topic | is not an existing topic.
EventDeliveryAttemptFailure | EventDeliveryAttemptfailure | 400 CeateR atformpplication
is not an existing Topic | is not an existing topic.
EventDeliveryFailure is | EventDeliveryFailure is | 400 GeateR aformppication
not an existing Topic not an existing topic.
Platform ARN is invalid | Platform ARN is invalid. | 400 SetP atformittributes
Platform ARN is valid Platform ARN is valid 400 SetM atformit tri but es
but does not belong to | but does not belong to
the user the user.
APNS — Principal is not | Aninvalid certificate was | 400 SetM atfornfttributes
a valid certificate supplied for the APNS

principal, which is the

"SSL certificate”. For

more information, see

CreatePlatformApplication

in the Amazon Simple

Notification Service API

Reference.
APNS — Principal is a | A valid certificate that is | 400 SetP atformittributes
valid cert but not in a not in the .pem format
.pem format was supplied for the

APNS principal, which is

the "SSL certificate".
APNS — Prinicipal is an | An expired certificate 400 SetM atfornittri butes
expired certificate was supplied for the

APNS principal, which is

the "SSL certificate".
APNS — Principal is not | A non-Apple issued 400 SetP atfornmittributes

an Apple issued
certificate

certificate was supplied
for the APNS principal,
which is the "SSL
certificate".
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Error

APNS — Principal is not
provided

APNS — Credential is
not provided

APNS — Credential are
not in a valid .pem
format

GCM — serverAPIKey
is not provided

GCM — serverAPIKey
is a null string

ADM — clientld is not
provided

ADM — clientid is a null
string

ADM — clientsecret is
not provided

ADM — clientsecret is a
null string

EventEndpointUpdated
has invalid ARN format

EventEndpointDeleted
has invalid ARN format

EventEndpointUpdated
has invalid ARN format

EventDeliveryAttemptFailure
has invalid ARN format

Description HTTPS Status Code

The APNS principal, 400
which is the "SSL

certificate", was not

provided.

The APNS credential, 400
which is the "private

key", was not provided.

For more information,

see

CreatePlatformApplication

in the Amazon Simple
Notification Service API
Reference.

The APNS credential, 400
which is the "private

key", is not in a valid

.pem format.

The GCM credential, 400
which is the "API key",

was not provided. For

more information, see
CreatePlatformApplication

in the Amazon Simple
Notification Service API
Reference.

The GCM credential, 400
which is the "API key",
is null.

The required string for | 400
the client ID is not
provided.

The required string for | 400
the client ID is null.

The required client 400
secret is not provided.

The required string for | 400
the client secret is null.

EventEndpointUpdated | 400
has invalid ARN format.

EventEndpointDeleted | 400
has invalid ARN format.

EventEndpointUpdated | 400
has invalid ARN format.

EventDeliveryAttemptFailure | 400
has invalid ARN format.

Action that Returns this
Error

SetPl atformfttributes

SetP atformittributes

SetPlatformittributes

SetPl atformfttributes

SetP atformittributes

SetPl atformfttributes

SetP atformittributes

SetP atformittributes

SetPl atformfttributes

SetP atformittributes

SetPl atformittributes

SetPl atformfttributes

SetP atformittributes
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Error

EventDeliveryFailure
has invalid ARN format

EventEndpointCreated
is not an existing Topic

EventEndpointDeleted
is not an existing Topic

EventEndpointUpdated
is not an existing Topic

EventDeliveryAttemptFailure
is not an existing Topic

EventDeliveryFailure is
not an existing Topic

Platform ARN is invalid

Platform ARN is valid
but does not belong to
the user

Token specified is
invalid

Platform ARN is invalid

Platform ARN is valid
but does not belong to
the user

Token specified is
invalid

Platform ARN is invalid

Platform ARN is valid
but does not belong to
the user

Platform ARN is invalid

Platform ARN is valid
but does not belong to
the user

Token is not specified

Token is not of correct
length

Description

EventDeliveryFailure
has invalid ARN format.

EventEndpointCreated
is not an existing topic.

EventEndpointDeleted
is not an existing topic.

EventEndpointUpdated
is not an existing topic.

EventDeliveryAttemptFailure
is not an existing topic.

EventDeliveryFailure is
not an existing topic.

The platform ARN is
invalid.

The platform ARN is
valid, but does not
belong to the user.

The specified token is
invalid.

The platform ARN is
invalid.

The platform ARN is
valid, but does not
belong to the user.

The specified token is
invalid.

The platform ARN is
invalid.

The platform ARN is
valid, but does not
belong to the user.

The platform ARN is
invalid.

The platform ARN is
valid, but does not
belong to the user.

The token is not
specified.

The token is not the
correct length.

HTTPS Status Code

400

400

400

400

400

400

400

403

400

400

404

400

400

403

400

404

400

400

Action that Returns this

Error

SetPl atformfttributes

SetP atformittributes

SetPlatformittributes

SetPl atformfttributes

SetP atformittributes

SetPlatformittributes

@ RafargdictiaAtribites

G Pafangdicti aitrihtes

Li stA atforndppl i cati ons

liS B ntsBRafampiction

Lit it sBRafamgi i

LigEdu tBRafamypictin

Dl et ef atf ornppl i cati on

DHl et efl atfornppl i cati on

G eat e at f or nndpoi nt

Q eat e at f or nicndpoi nt

Q eat eM at f or nindpoi nt

G eat e at f or nindpoi nt
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API Errors

Error

Customer User data is
too large

Endpoint ARN is invalid

Endpoint ARN is valid
but does not belong to
the user

Endpoint ARN is invalid

Endpoint ARN is valid
but does not belong to
the user

Token is not specified

Token is not of correct
length

Customer User data is
too large

Endpoint ARN is invalid

Endpoint ARN is valid
but does not belong to
the user

Target ARN is invalid

Target ARN is valid but
does not belong to the
user

Message format is
invalid

Message size is larger
than supported by
protocol/end-service

Description

The customer user data
cannot be more than
2048 bytes long in
UTF-8 encoding.

The endpoint ARN is
invalid.

The endpoint ARN is
valid, but does not
belong to the user.

The endpoint ARN is
invalid.

The endpoint ARN is
valid, but does not
belong to the user.

The token is not
specified.

The token is not the
correct length.

The customer user data
cannot be more than
2048 bytes long in
UTF-8 encoding.

The endpoint ARN is
invalid.

The endpoint ARN is
valid, but does not
belong to the user.

The target ARN is
invalid.

The target ARN is valid,
but does not belong to
the user.

The message format is
invalid.

The message size is

larger than supported by

the protocol/end-service.

HTTPS Status Code

400

400

403

400

403

400

400

400

400

403

400

403

400

400

Action that Returns this
Error

Q eat eM at f or nindpoi nt

Del et eEndpoi nt

Del et eEndpoi nt

Set Endpoi nt Attri but es

Set Endpoi nt At tri but es

Set Endpoi nt At t ri but es

Set Endpoi nt Attri but es

Set Endpoi nt At tri but es

Get Endpoi nt Att ri but es

Get Endpoi nt Attri but es

Publ i sh
Publ i sh
Publ i sh
Publ i sh
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Amazon SQS CH7 |20l Amazon SNS
HIAIX] S

Amazon SNSE Amazon Simple Queue Service(Amazon SQS)et D2 ZIZ S| ZSELIcH & ME[A 2
= et xtol A CHE s= e MBELICH Amazon SNSE AFE5HE o Z2|AH 0| Mol &7 (X e = i o]
EE QIS AL "E3E EHR Q0| "F A" HFAHLIES S8 Ch=o| FEXt0IAH AlZHO| QI HIAIXIE

H & QI&LICH Amazon SQSE E2 ZEE S8l HIAIX|IE metst=0 distributed applications Off At
&= HAIX|CHZ|YE MEIAR, Z4F 78 QAT SAHoZE A8 7188 2R 210|E components— &
Fplo|C|FHEZ R AR E 4= A& LICH Amazon SNS2 Amazon SQSE &7 A& e 2M FZHX4Q1 0|

E gZlg 2R 2 st= ofZE(AH o|Mo HIAXIE MEE = 1, CHE of EE[FH 0| Mo M LIS ol &2
g = ULE HAIXRIE SQS CH7|Eof| A& BEarg == &L

A8 XH= Amazon SNS FA o CHEH Amazon SQS CH7|¥E 5 & ] Aol CHEH HIAIXIE HAIE =
2!2M Amazon SNSE S & 7|0l Amazon SQS HIAIXIE T&E 4+ USLICH Amazon SQS HIA|
X|= JSON 2 M 2| H|A|X|oi CHet HIELT | OIE{Q} &7 FEA|ol HIAIE MS L HIAIXIE Z&HEFLICH Amazon
SQS MA|X|E CH2 2| JSON EMeF S AFEFLICH.

{
"Type" : "Notification",
"Messagel d" : "63a3f 6b6-d533-4a47-aef 9-fcf5cf758c76",
"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",
"Subject" : "Testing publish to subscribed queues",
"Message" : "Hello world!",
"Ti mestanp" : "2012-03-29T05: 12: 16.901Z2",
" Si gnat ureVersion" : "1",
"Signature" : "EXAMPLEnTr FPa37t nVOOFF9I au3Mzj | JLRf ySEoW 4uZHSj 6ycK4ph71Zm

dvONt J4dC/ El 9FOGp3VuvchpaTr aNHWhhg/ GsN1HVz20zxnF9b88R8G qj f KB5SwWoZZnme 87Hi M6CY
DTo3l 7LMM-T4VU7ELt yaBBaf hPTg9ObCnKkg=",

"SigningCert URL" : "https://sns.us-east-1. amazonaws. conl Si npl eNoti fi cati onSer
vi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent',
"Unsubscri beURL" : "https://sns. us-east-1. anazonaws. conl ?Act i on=Unsubscri be&Sub

scri ptionArn=arn: aws: sns: us- east - 1: 123456789012: MyTopi c: c7f e3a54- abOe- 4ec2- 88e0-
db410a0f 2bee”

}
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EtAl 1. X 2 ch7|¥ o] ARNE ESEHLCH

=HA|

r 2 Note

A& Xb= Of Al ofzHod| LPC’SE.J EtAH| CH4l Amazon SQS 2&2 AF8 38l Amazon SNS FA|of| CH35H
Amazon SQSCH7 |Y¥E FE5tE SHH T2 MAE 7HASHE 5= Q& LICH RHM|EH HE = Subscribe
Queue to Amazon SNS Topic T2,

=
2
= O

Amazon SQS CH7|€ol| HIA|X|E ®&5t7| 5] Amazon SNS FX|E &8l st2{H Cl=2 ol BHAIE et
OFgrLCt.

1. IHI/\IK|E M&St A SHE 7Y W o7 |¥Ee 550kt ot
2 mhefEfLict. (p. 80)

2. Amazon SNS FX|ofl CH8t sqs: SendMessage HetE £0{5l04 CH7|LZ HIAIXIE TEE £

Ct. (p. 81)

3. Amazon SNS FA[of CHE CH7|ES L =FLICE. (p. 83)

4. Amazon SNS =& H A5t Amazon SQS CHZ|ZE0oA HIAIXIE HE = UL SH IAM ALEAL EE=
AWS H &0l Hx5t #EH2 Ho{EtLITh (p. 83)

5. Aol CHE HIAIX|E HIAlISHD CHZ |0l A HIAIXIE 240 E|AEFILICE. (p. 85)

Al 2| Amazon Resource Name(ARN)

+

i

L

CHE AWS HHO| CH7 (™ol HIAIXIE ELHZ| I FAHE dMdsts W CHE 750l A Amazon SQS
CHZ |40l Amazon SNS HIAIX| & (p. 86)2 R EFHAAIL.

F 7Hel Ch7 (Lol HIAIXIE
SQS CH7 |0l HIAIXRIE ™
A,

FXE MA8= AWS CloudFormation BlZ2!2 2248 Amazon
2 {8t AWS CloudFormation Template At& (p. 89)2 &

1. &AM & CH7 | 2| ARNE ESThL|CT.

FHol ch7 g2
x

de 75 M ASAtE Y CH7[Qof CHEF ARN AFE O e EfL|Ct o|ef OtEF7HX| = CH 7|
goil HAIXIE &

StE= =xjof #3HS 208 mf AR AH= ZFAofl CHEF ARN AFEO| T EHL|CH
CH712 ARNS £I53524™H Amazon SQS & £ = GetQueueAttributes APl 24 AFEE 4= Ql&LICH
Amazon SQS 2£ 282 E 7|9 ARN &5

1. Sign in to the AWS Management Console and open the Amazon SQS console at
https://console.aws.amazon.com/sqs/.

2. ZE35 10X 5= ARN CH7 | Bt A S MEHBHL|CE,
3. Details B{0{ A ARN Zt2 S A5104 Amazon SNS TXIE 560 A28 £ QT = ot

8 Creste New Queue || Queue Action:

Region: |E US East (Virginia) '|

Filter by Prefix:

Name
[ MyQueue
1505 Queue selected.

Details | Permissions
Name: MyQueue
URL; ht T
ARN: am-aws sqs-us-east-1:123456789012 - MyQueue
Created:
Last Updated: 2012-03-11 21:356:20 GMT-07:00
Delivery Delay: 0 seconds

il gl
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http://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/Welcome.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/Welcome.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryGetQueueAttributes.html
https://console.aws.amazon.com/sqs/

Amazon Simple Notification Service 7H2t X} OFLH A
EtAH| 2. Amazon SQS CHZ | Qo HIA|X|& T&5H T S Amazon
SNS FAlo]| Het2 £odgtLct.

ZX ARNE EIE5617| -|—| 5l Amazon SNS 2 &, sns-get-topic-attributes W& L= GetQueueAttributes
APl &dg A £ &L

Amazon SNS Z2£ 252 E{ £X| ARN &5

1. Signin to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. ZJM ztol M =S5t A 5= ARN =RA|E MEfstL|Ct

3. Topic Details 20l Topic ARN Z[2 S A5t0 CHZ |0l HIAIX|E & 5H= Amazon SNS FA|of|
CHEH #HEHE Hoist=d MSFLIcH

AlTopic Actions | ~ || £1] Publish to Topic ' Refresh | @ Help
F MyTopic
Topic ARN: armaws:sns:us-east-1:123456789012:MyTopic
Topic Owner: AWS Account ID 123456789012
Region: us-east-1
¥ Create New Subscription | Hig ) I€ € Subscriptions1tol 3 3|
Subscription 1D Protocol Endpoint
am:aws sns-us-east-123456789012:MyTopic:b3aTTe54-00fo-460b-8fe8-5100a30a sqs am:aws sqsus-east-11234567890

=7 2. Amazon SQS CHZ |Eof| HIAIX|E MESHE
£ Amazon SNS F&A|0f| HEHE Fo4&rL|C}.

Amazon SNS FA|7t CH7 &0l HIAIX|E TS E &= 224 Amazon SNS FA|7} sgs: SendMessage
z T8 585t= ¥ ti7|Zof dxdsHor gLict.

FHof chell cH7 (¥ 2 F55+7] ™ol 7<;q| X CHZ|go| EeELch FX B 7P S ot & Mdstx|
o2 4%, g degy E} XEMIB L& 2 Amazon Simple Notification Service Getting Started Guide 2|
Creatlng a Topicg EZtAAIL. 7(H\'||°P LH&2 Amazon Simple Notification Service Getting Started
GuideQ| Creating a Queueg Rt Z3HAAI2.

N

|
A

CHZ7 ol HAHE MXEH7] 28l Amazon SQS & == SetQueueAttributes APl 22 AP%
LICE AIEfEE7| Mol CHZ 1P 2 HIAIRIE MESHES 51835tk 5t Y FA2l ARNS
K| EolsloFstL|Ct.

oI- “'9.'-'
0 >0
rr o

AL
T
fsto

>

Amazon SQS Z& 2 ALE5H CH7|F0fl SendMessage & A

1. Sign in to the AWS Management Console and open the Amazon SQS console at
https://console.aws.amazon.com/sqs/.
2. d¥stnxt shs HAO| oy |d BfA S MEdELICH

—_ O /11—
3. Add a Permission CH3} & XFoi M Effecto] AllowE MEHSL 1, Principal2| Everybody (*) & ME4SH &
Actions EELCHR 550 SendMessageE MEAFILICY.
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http://docs.aws.amazon.com/sns/latest/cli/sns_get_topic_attributes.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryGetQueueAttributes.html
https://console.aws.amazon.com/sns/
http://docs.aws.amazon.com/sns/latest/gsg/CreateTopic.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSGettingStartedGuide/CreatingQueue.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSGettingStartedGuide/CreatingQueue.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QuerySetQueueAttributes.html
https://console.aws.amazon.com/sqs/

Amazon Simple Notification Service 7H2t X} OFLH A
EtAH| 2. Amazon SQS CHZ | Qo HIA|X|& T&5H T S Amazon
SNS FAlo]| Het2 £odgtLct.

Add a Permission to MyQueue Cancel X

Parmissions enable you to control which operations a user can parform on a
queue. Click here to learn more about access control concepts
Effect: @ Aliow Deny

Principal: i ¥ Everybody (%)

Actions: | . 1 Specific Action — | All SQ5 Actions (SQ5:*)

| ¥ SendMassage
ReceneMessage
DeleteMessage
ChangeMessageVisibility
GetQueueAttnbutes
GetQueuelr Cancel  Add Permssion

4. FHeol xds 3‘|%3FE ZZ4E F7+gFLICH Add Conditions (optional)2 £ 251 Condition2]
ArnEquaIs% B3t T Key2| aws:SourceArn2 MB35t 11 Valuel| =X ARNOY| 20{< 7| & LCt.
M Z=72 %ol stEtofl R A|Z|o{of & LICHOIE E7| s 23 ES2

Add a Permission to MyQueue Cancel %

Pt | | SR AR — | T . S | n

Conditions (Optional) Hide
Conditions specify additional restrictions on when a permission can take
effect. For more information about using conditions, see the description of
the Condition element.

Condition: AmEguals -
Key: aws Sourcefm -

Value: amawssns:us-east-1:123456739012MyTopic

G Add Condition —

Cancal Add Parmssion

5. Add Permissiong 22!8fL|C}.

st it g Fols S 20| Mg G LT EH2 MyTopicOl MyQueuedd| H|

—~

"Statenment”: [
{

"Sid": "MySQSPolicy001",
"Effect": "Allow',
"Principal": {

"AWGT R
1
"Action": "sqgs: SendMessage"”,
"Resource": "arn:aws:sqs: us-east-1:123456789012: \yQueue",
"Condition": {

"ArnEqual s": {

"aws: SourceArn": "arn:aws:sns: us-east-1:123456789012: MyTopi c"
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Et7| 3. Amazon SNS FA|of CHt CH7 (¥ S FS§LICH

=t 3. Amazon SNS FA|o| CHEHCH7 |¥E 5 &
LICt

ZHNE S5 HAIXIE ME5HE4H Amazon SNS FA|of| CHEF CH7|PE S 36HoF ghLich AF K= AHA
ARNO| o|5lf s CHo|¥EE XIHELICH FAME F53517] 51 Amazon SNS £, sns-subscribe &
L= Subscribe API 242 AFSE &= U&LICH AESH7| Mol #5512k 5t CH7 [P ARNS ER6t
=X| &olsfok g Lct.

Amazon SNS Z2&£2 A8t FH|o| CHEt Cho | +5

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. AMFolM FHE H=iFLICH
3. Create New Subscription2 & 2|5t 1 Protocol 2| Amazon SQSE 451, Endpointoi| CH3H | 7}
HAIXIE HEE CH7|¥2l ARNE 042 F SubscribeE Z=IFLIC

LY

Create New Subscription Cancel X

Topic Name MyTopic
Protocol Amazon SQS -

Endpoint am:aws:sgsius-east-1-123456785012:MyQueue

| Cancel || Subscnbe |

4. Subscription request received! HA|X|7} EA|Z|H CloseE =& LILCT

750 2QIE|? Af 750 Subscription ID= 75 IDE EAILICH 17| AR} 752 44t
M 7se RS2 HolEim Hol FA| ASHELICH

Uttro Z ALEXHE AREH FAol CHal AFSAF A& | XHA| CHY 1P e *SELICH K| AR 8
ZHlof CHaH CHE Aol CH7|YEe EE £+ U&LICH 2SS M ALZA7L CH7|¥Ee| ARAt
7t ot B(0f. A AL AL XE7F A Ao| FA|ofl CHEH A Bo| 7 |¥e #5& BR) +50|
golz|o{oF gLct CtE HAEHWM Ch7 | 75 2 75 & lof CHEF AHMIEH LIS 2 CHE A od A
Amazon SQS CH7 €0l Amazon SNS HIA|X| & (p. 86)E ZH 15 AAIL.

A 4. AL RHOI| A HAE A & CH7 | & 40|
CHet Hets FogfLICt.

AEXHE AWS Identity and Access Management(IAM)2 A3l 228t AFEXI2F Amazon SNS FXIE
HAISt Amazon SQS CHZ |Foi| A HIAIRIE 4Z71/ATMISHE & S{ S5l of B LICE IAM AFE XS] FX| &
CHZ | =hed Mlofof CHEt REAIBH LI& 2 Amazon Simple Notification Service Getting Started Guide2|
Controlling User Access to Your AWS Account & Amazon SQS Developer Guide2| Controlling User
Access to Your AWS AccountE EESHMAIL.

M EE CH7|dof Chet AMAE FMofste ChE 2l F 7hX| & ol &L

==

« IAM AFS R EEE IS of CfEH A S FILELICH (p. 84). BRI T EE CH7|20f CHE HEtS
Rofshis JhE THEFEH WS OB S Madstm DBl MUE M FIH 3 ABRE Frbests W
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http://docs.aws.amazon.com/sns/latest/cli/sns_subscribe.html
http://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html
https://console.aws.amazon.com/sns/
http://docs.aws.amazon.com/sns/latest/gsg/UsingIAMwithSNS.html
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Amazon Simple Notification Service 7H&r X} OF LA
IAM MEXFEEE I E0f CHEr FH F71

= T

it &AM AEXHE FIHsHHLE M7{SHE 20| ZHzho| AL Rtofl CHa A& ek A
7/—\|E|:|. =1 M| .¢IA|__||:|._

=2l—- =HH

x4

k=R
= T 1

ol
rr

« Al EE Cf7 |Gl et TS

et HAE FIMELICH (p. 84). £ CHE AWS H 0| F£A| E= 7| ol cHet ™
Bt FOoist 1k & TR A8 + U= FUEH Y2 HES Fo{stIA St AWS AHL L2 H

g F7tstes Rellich

AEXE CHEEO 2 & Hm 2 ALSdlof FLICHaEH HAM2 M350 siE 50l HAEH A
BXE FI U MAHREM AFS KO CHE HEHS #El). E CHE HEo| AFS Aol A HEHS £ 04510k
# Zoolt T v wHe Agsior Bt

(=] CC = =2 St RAARH =
|IAM A|'<37<|' o el j—l:lo'” I:-H':’l_l' S —|—7|'
IAM AFEALEEE= OE0| O o Mg FIHE B Y AA8A £ a8 730l A MyTopicH| CHEt
sns: Publ i sh 248 s8ish Het2 Fo{& ZdLct.

{
"Statenent":[{
"Sid":"A | owPubl i shToMyTopi c",
"Effect":"Al |l ow',
"Action":"sns: Publish",
"Resource":"arn: aws: sns: us- east - 1: 123456789012: MyTopi c"
}
]
}

IAMAMEREEE IEO CHE 2| BME FIHY A i AAEX E= I8 T H A th712E MyQueue
2 MyQueue20i CHSt sqgs: Recei veMessage 2! sqgs: Del et eMessage X2 +8iet HEtS Hodg

o= =L T =
Lot
{
"Statenment": [{
"Sid":"A | owReadDel et eMessageOnMyQueue”,
"Effect":"A | ow',
"Action": [
"sqs: Recei veMessage",
"sqs: Del et eMessage”
1
"Resource": [
"arn:aws: sns: us-east-1:123456789012: MyQueuel",
"arn:aws: sns: us-east-1:123456789012: MyQueue2"
1
}
]
}

o T

M E= Ch7|Loil Cheh S £t

ChEol Y& ofdl= = CHE AlFol A & CH7 (ol CHE HEtE Rofste WHE EoiELIch

r 2 Note

AER AH Q= BlAA| CHEF HMA HEHS £ CHE AWS H ™o £oe Ml 3T 2lAA0
CHaH 2R Bl o] HMA(RIUEFIE HMA) HetE2 ER 8 IAM AFSRIOA T Hete foddt

LICh CHE HI™HO| CHE T E IAM AR KIS o2 AFZAF 2lAA| CHEF HMA T HEEL
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CHA| 5. E|AE B}

=HA|

—_== T
& 22 oA Bl AM A HEHS ERE AIE £ 1AM AL AHE O[2{EH IAM AFERFE 0l AH|
2laAol cHEh HEHS eIstioF Soh mAt AY (ol CHEF XFAMIEH HE & Using IAM Guide 2l
Enabling Cross-Account AccessE &AL,

Ch sHE AWS HHo| £ IAM AL X H| ALEAES| 2| A0 CHE HMA HEHS F 045t oA}
[e]

N
04
o
w
D
(€)]
(o)}
~N
0]
(o}
<
N
lo
-
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=z
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[e]
B
(9]
2
a
:|°|:'
o
mlo
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02
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mjo
o
N
9
mjo
oY
4o
>..

FERH= AlI™E 111122223333

{
"1d":"MyTopicPolicy",
"Statenent": [{
"Sid":"Al ow publish-to-topic",
"Effect":"Al |l ow',
"Principal":{
"AWS": " 111122223333"
1
"Action":"sns: Publish",
"Resource":"arn: aws: sns: us- east - 1: 123456789012: MyTopi c"

)
02
N
—
oh
-
0 N
N
N
N
w
)
)
w

£ 2ot

{
"Version": "2008-10-17",
"Id": "MyQueuePolicy",
"Statenent": [
{
"Sid": "Alow Processing-O-Messages-for-Qeue"”,
"Effect": "Allow',
"Principal": {
"AWS":"111122223333"
3
"Action": [
"sqs: Del et eMessage”,
"sqs: Recei veMessage”
I,
"Resource": [
"arn:aws: sns: us-east-1:123456789012: WyQueue",
]
}
]
}

5. E|AEsSrL|C}.

FHE At FA7HCH7 Lol TS HAIXIE ez
&Lict

h
Pl
lo
o
N
ne
41
dn
filo
il
[>
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Mok
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http://docs.aws.amazon.com/IAM/latest/UserGuide/Delegation.html

Amazon Simple Notification Service 7H&r X} OF LA
CHE AHo| CHZ ol HIAIX]| M&

Amazon SNS 2£ 2 AI85104 A HA|

1. AWS H™ == FHE AHAIE HEHE 7HE 1AM AL REQ| XH 4 SHE S5 AWS Management
Console0l| S35} 1 https://console.aws.amazon.com/sns/0| A Amazon SNS & & LI}

2. AM FolM FANE MEHSE T Publish to Topic2 £ 2I8tLICH

3. Subject XM M= =35t 1(04. Testing publish to queue) Message &Xto{|Md EXIE
1245t (0. Hel | 0 wor | d!') Publish MessageE £2l&fLICt CtS Q| HA|X|7} LFEFZLICH. Your
message has been successfully published.

Amazon SQS 2£2 AEE TR0 Ml HIAIX] & el

1. AWS H™ E= CHY|Eo| HIAIXIE &le HEHE 7HE IAM AL Rt Rt 4 BEHE S35l AWS
Management Console0l| 21215t 1 https://console.aws.amazon.com/sqs/0l| Al Amazon SQS &
g uch

2. FHMEFSst=Oi7d LA

3. Queue Action EELI2 S5 0{|M View/Delete MessagesE MB35t 1 Start Polling for Messages&
Z2|fLICH Notification RE2 2 El MIAIX|7} EAIELICH

4. Body ¥0A| More DetailsE 2 2!5t &4 A|2. Message Details & Xti= FA|ofl AAIEH MS L HIAlX]
Z & JSON EME B 1 l&LICH HAIXIE CHZ 2 JSON EA9F FAFELICH

£ FHelguoh
of

{
"Type" : "Notification",
"Messagel d" : "63a3f 6b6-d533-4a47- aef 9-f cf 5¢f 758¢c76",
"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",
"Subject” : "Testing publish to subscribed queues”,
"Message" : "Hello world!",
"Ti mestanp” : "2012-03-29T05:12:16.9012",
" Si gnatureVersion" @ "1",
"Signature" : "EXAMPLEnTr FPa37t nVOOFF9I au3MXzj | JLRf ySEoW 4uZHS] 6ycK4ph71Zm

dvONt J4dC El 9FOXp3VuvchpaTr aNHWhhqg/ GsNLHVZz20zxnF9b88RBG qj f KB5woZZne87H MBCY
DTo3l 7LMMT4VU7ELt yaBBaf hPTg90O5CnKkg=",

"SigningCert URL" : "https://sns. us-east-1. amazonaws. conl Si npl eNot i fi cation
Servi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent',
"Unsubscri beURL" : "https://sns.us-east-1. amazonaws. com ?Act i on=Unsub

scri be&Subscri pti onArn=arn: aws: sns: us- east - 1: 123456789012: MyTopi c: c7f e3ab4-
abOe- 4ec2- 88e0- db410a0f 2bee"

}

5. CloseE ZEIFLICE ChH7|Ho 23 HAIXIE ©EstE FHE HSH2ZE AAMH&LICH

CHE H oA Amazon SQS CH7 |01l Amazon SNS
1 PPN ES

CH= A &0l A 8t 7 0]4t2] Amazon SQS CH7|YE L=t &4 Amazon SNS FAl|of CHEF 2 z2le HAIE
£ QlaLIcH SYUsH AMolMet ZH2 WHoz Fxf| U cHr|¥e M ELICHAmazon SQS CHZ o]
Amazon SNS HIA|X| M& (p. 79) & X). LS xH0|H2 715 &I MElste WHolm FAof chst
CHo7 ¥ g 55 Wedoll et cHELICH.

CH7|€E ARSHK] o2 AFEXRE (p. 88)
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Amazon Simple Notification Service 7H&r X} OF LA
CH7 | ARA 75 Hd

CHo | &AL 75 &Y

CH7 | ARAZE S MHE F2 715 2012 25X & LICH CHY Y2 Subscri be 2Hdo| 2=
CIXtOHRH FRIZRE Q| AT A AFELICH CHI Y ARKIL FH| ARKS FHME FS5HE{H F
M ARKE 7|8 ARK A™H s &AM Ci$t Subscri be Y S ZEFT S HEHE Foddlof &
LICt A MyTopicO| A 12345678901201 F7H|P CtZ 2| HAM2 H™ 1111222233330 A™

1234567890122] MyTopicOl CHF sns: Subscri be2 EE& £ = Het2 2odghL|Ch

2
=
h
[

{
"1d":"MyTopi cSubscri bePol i cy",
"Statenment": [{
"Sid":"All ow ot her-account -to-subscribe-to-topic",
"Effect":"A | ow',
"Principal ":{
"AWS': " 111122223333
}
"Action":"sns: Subscri be",
"Resource":"arn: aws: sns: us- east-1: 123456789012: MyTopi c"
}
]
}

rin

MyTopicoll O 20| MSE & AFEXtE A1 1111222233330 CHaH At ZHE 6t Amazon SNS 2
&0l 2I2I5H FME FEE = U&LICH

Amazon SQS 2£ 2 AtE35+04 CHE A™MAM FA|of CHEH Amazon SQS CHY | 5

1. CH7|¥EE Z&ste AWS HE EE= i H™Hol IAM AR XHE BHE AHE 5l AWS Management
Consoled| 22215} 11 https://console.aws.amazon.com/sns/0l| A Amazon SNS 2&& Lct.

2. FN YCH7|E ZF 2| ARNZ ERst=X| &Qlatiok gfLICt O] F 7tXl= 52 MMHE M e
Lict.

3. CHZIYol CHEF sgs: SendMessage HEH A E 2 QI6t0d FMERE HAIXIE =AE = UESF
OF ghct. AtAMISt LI 2 EHA| 2. Amazon SQS CH7 ol HIAIXIE &5 E S Amazon SNS FA
of HetE FoigLICh (p. 81)8 FHZsHAAIR.

i
o

4. Z4M 2ol A SNS DashboardE MEHEFL|CE

5. Additional Actions2| Dashboardll A Create New Subscription2 2 2!gfLIC}.

6. Topic ARN & &toll =x|o| ARNS =4FtLICt.

7. Protocol®| 4 Amazon SQSE MEHEILICH

8. Endpoint &Atol 7|9 ARNS l2dFtLCt.

9. SubscribeE Z2IgrL|C}

10. Subscription request received! HIA|X|& S8l A8 Xt= 52 =HQlatiof etCtn S EILICH AH& Xt
CH7|¥E ARKO|2E 75 &Ql2 EQ3FHK| f&LICE CloseE E=IELICt OX 725 T2 MATt
2t=2 z|of FX[ol CHal HIAIE L& HIAIXIZL CH7[Poll M&E = &Lt

MEXHE AWS A1 11112222333304 CHEF HIR 7| & HMA 7|2 AR5l sns- subscri be2 B&357H
L} Subscribe API 42 & 35l04 A 1234567890122] MyTopicH| CHE Amazon SQS CH7|¥E 715
& £ AU&LICH CH2 2| sns-subscribe B E 3l I 1234567890122 Z=A| MyTopicol CHEH 7=
1111222233332| CH7 |2 MyQE +SELICt

sns-subscri be arn: aws: sns: us-east-1: 123456789012: MyTopi ¢ --protocol sgs --end
poi nt arn:aws:sqgs: us-east-1:111122223333: \Q
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http://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html
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Amazon Simple Notification Service 7H&r X} OF LA
F5E YHste Oi7|¥E £ |/6HX| A2 ASR

52 d8M5t= CH7|I892 ARSHR| &2 ALERL

ddste 78S £ RotX| of2 A8t B0l A AL =AM A7 AEAE B CHY|EE
F

& Important

Z=HNE F=517]| ™ol EH7|°401| CH$t sgs: SendMessage Het MXE &Qlstod FHZEE O
AXIE FAIE = U 0H0|=°*L|EP EtA| 2. Amazon SQS EH7|°401| HIAIXIE MESIEE

Amazon SNS FA|of Het2 Fo{gL|Ct. (p. 81)2 & X AAIL.

INE=INVIL Subscrl be HUS s EE 82 IHlAlKl S SubscriptionConfirmationE CHZ|YE ®&
£|7 =2 Pending Confirmation 2 AEl Subscription ID2 Amazon SNS 2£ 0] ZAIEULCH 715
2 §*°|0FE=|”4 CH7|F2 R E Q] HIAIXRIE 218 & U= MAER= HIAIX|Q] Subscri beURL Zkoll X|HEl
URLS HEsHof gfLiCt 750 &QIE|7| Mo Aol AAIE L3t |¥E MSEIX| ef&Lict 7
£ #0l8t7| 2I81 Amazon SQS & £ ReceiveMessage APl 22 AL £ QlaLlC

Amazon SQS 2&£2 A&t 7= &l

—_

Sign in to the AWS Management Console and open the Amazon SQS console at
https://console.aws.amazon.com/sqs/.

2. FHMol g 7| Bl #+5& ERE CHo|¥S H=ELICH

3. Queue Action EECH2 S50 M View/Delete MessagesE =45t 11 Start Polling for Messages&
Z2lsfL|Ct. SubscriptionConfirmation &2 2 El HIA|X|7F EA|IE/LICH

4. Body ZZO0i M More DetailsE 2|5l &lAI2.

View/Delete Messages in MyQueue
View up to: 10 messages Poll queue for: 30 seconds

Delete  Body Size Sent

{ "Type™ : "SubscriptionConfirmation”, "Messageld” . "27e More Detals 1.3 KB 2012-03-28 20:55

R L R Y Al s o N

5. EIAE AXIo|AM SubscribeURL Zf2 &0 URLE SAMEFLICH CHZ Q| URLTF SAFEMLICEH

https://sns. us-east-1. amazonaws. com ?Act i on=Confi r nSubscri pti on&Topi
CArn=ar n: aws: sns: us- east - 1 123456789012 My Top

RGP R ' A AR SRV N q gy
'A‘L 27 G (Wi 5 al DI BRI il 74 & 54 X4 1
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http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryReceiveMessage.html
https://console.aws.amazon.com/sqs/

Amazon Simple Notification Service 7H& Kb OFLH A
Amazon SQS CHZ |0l HIAIXIE M&ste TA MME 2
gt AWS CloudFormation Template AHS

View/Delete Messages in MyQueue Cancel X

View up to: 10 messages  Poll gueue for: 30 seconds Start Poling for Messages
Message Details Cancal X
Delete Body Receive Count
{Type~ arniaws: sr.as:us—ga?r_—l:1:33&3:&:1..-:HH:My'l.:‘oplr:.\n‘l‘? con?:lrm the A ;
subacription, visit the SubscribeURL included in this

mesaaa
SubscribeURL" : "https://sns.us-east-l.amazonaws.com/?

Action=ConfirmSubscription&TopicArn=arn:aws:sns:us-east—
1:123456789012:MyTopic&Token=2336412£37fb687£5d51e6e241d40%c805d.
" : ™2012-03-29T03:55:33.5322z",
"SignatureVersion" § —1%7

"3ignature® :
« m b
Message ID: 111eT837-1245-4097-9715-83c30b5346631
Size: 1.3KB
MDS of Body: ecasSZedledielbaG08ab6ra0216ab11
Sender Account ID: 443302527238

Saent: 2012-03-28 20:55:33.647 GMT-07:00
First Received: 2012-03-28 20:56:27 402 GMT-07:00
Receive Count: 1 Close
Stopped after polling the queue at 0.6 for 30.3 3 shown above are now avallable to other consumers.

Close

o
Y

o

| HE} K0l M F A URF ol URLE 20404 siiE URLE S EFLICE CHE 2| XML A2k 7 A
g8 2 gt

<Confi rnBubscri pti onResponse xm ns="http://sns. anmazonaws. conf doc/ 2010- 03-
31/ ">
<Confi rnmBubscri pti onResul t >
<Subscri pti onArn>arn: aws: sns: us- east - 1: 123456789012: MyTopi c: c7f e3a54-
abOe- 4ec2- 88e0- db410a0f 2bee</ Subscri pti onAr n>
</ Confi rnBubscri pti onResul t >
<ResponseMet adat a>
<Request | d>dd266ecc- 7955- 11el- b925- 5140d02da9af </ Request | d>
</ ResponseMet adat a>
</ Confi rmBubscri pti onResponse>

O|A| Amazon SNS Z£ 2| F£H| 758 =I5t 75 ARNO| Subscription ID 22| Pending
Confirmation HIA|X|E CHAE S 2 ELICH 25E CH7|E2 FHEFRE HAIXIE =48 4|7t
Z|R&LICH

Amazon SQS CH7|[Z0i| HAIXIE ME st =X &
Mg 2|8t AWS CloudFormation Template A

AWS CloudFormation2 S5 HIZX! TS ALE35l0{ AWS ElAA ZE2 EHU RRoE MM AU 7Y
& & gLUch ol MM 7| ds HAlSte FHME €A tHZ5ts oM HEXS EoiFLIcH HER
2 A8R7H F JHo| thy|ds MAstD, cHr ol CHEt FAME MASHH, sHE CHo|doll g F7t5t
o FRI7} CH7|Goll HIAIXIE MEE 4= QT E 511, 0|2 2|AA0 CHE BHAE o5t IAM AL

o

A U IES MAEHE Sol M3 B AR ELD

AWS CloudFormation EIZ5!2 0|88t AWS 2|4 A HiZof CHEF XEMI8H LI & AWS CloudFormation
User Guide2| Get Started= & ZstAA|2.
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AWS HEollM =X L 7 |E HEE 218 AWS
CloudFormation EIZ3! AtS

AWS HHEoMH A L CH7|QE A2 28 AWS
CloudFormation ElEZ2! Al

£ stLtol IAM T80l FAIE AAIE H3t U f7I ol HIAIXIE 912 4 2= Hetg =
51 204510 = 74Ol Amazon SQS CH7 %0l HAIXIE T& 8 4 2 Amazon SNS FHIE MAELIC
HE32 2t 280l b AV AL RHE MBI

o| & Z3!2 AWS CloudFormation Sample Templates pagedlAM CH2ZE
(https://s3.amazonaws.com/cloudformation-templates-us-east-1/SNSToSQS.template) & & 4= U&L
ct.

MySNSTopic2 F 7H2| Amazon SQS CH7|€Ql 5 7He| F =&l endpointsE HAISH7| fI8 Ax
(MyQueue1 % MyQueue2). MyPublishTopicGroup2 IAM 2§22 432 Publish API ¢4 £
sns-publish BEE AE 35 MySNSTopic2 HAIE HEHE 21 U&LICH BES2 IAM AHS A
MyPublishUser & MyQueueUserE d45t1 O|E0|AH 23l Z2 E I HMA F7|§ Fo4L|ct o &
E302 ARZ MM AKX 2O Z2 Lo U2 0f7H HeE Y3 E XIEELICH ”RERR
MyPublishUserKey 2! MyQueueUserKeyE 7t &l 5 IAM ALEXtof| CHEF HAM|A F|E B FHLICH
AddUserToMyPublishTopicGroup Ol MyPublishTopicGroup®| MyPublishUserE 7504 AL Xl 28
of & #Mets A Eulct.

MyRDMessageQueueGroup2 Tt4#0| ReceiveMessage & DeleteMessage APl 22 A& 5t
Amazon SQS CHZ [P0 M HIAIXIE 41 AXE = = HEtE 74 IAM 2 &Lt
AddUserToMyQueueGroup 0| MyRDMessageQueueGroup®l MyQueueUserE F7}50{ AHE A= O &
of & el HEtE 2 A Eulch MyQueuePolicy= 5 CH7Z |0l & &lS HAISHES MySNSTopicol CHEt

o
TEre ggELoh

rir

=
-

" AWSTenpl at eFor mat Ver si on" : "2010-09- 09",

"Description" : "This Tenpl ate creates an Amazon SNS topic that can send
nmessages to two Amazon SQS queues with appropriate perm ssions for one | AM user
to publish to the topic and another to read nessages fromthe queues. MySNSTopi c
is set up to publish to two subscri bed endpoints, which are two Amazon SQS
queues (MyQueuel and MyQueue2). MyPublishUser is an | AM user that can publish
to MySNSTopi ¢ using the Publish API. My/TopicPolicy assigns that permission to
MyPubl i shUser. MyQueueUser is an | AMuser that can read nessages fromthe two
Amazon SQ@S queues. MyQueuePol icy assigns those perm ssions to MyQueueUser. |t
al so assigns perm ssion for MySNSTopic to publish its notifications to the two
queues. The tenplate creates access keys for the two | AM users with MyPub
lishUser Key and MyQueueUserKey. Note that you will be billed for the AWS re
sources used if you create a stack fromthis tenplate.",

"Paraneters" : {
"MyPubl i shUser Password": {
"NoEcho": "true",
"Type": "String",
"Description" : "Password for the | AM user MyPublishUser",
"M nLength": "1",
"MaxLengt h": "41",
"Al'l owedPattern" : "[a-zA-Z0-9]*",
"ConstraintDescription" : "nust contain only al phanuneric characters."
H
"MyQueueUser Passwor d": {
"NoEcho": "true",
"Type": "String",
"Description" : "Password for the | AM user MyQueueUser",
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"M nLength": "1",
"MaxLengt h": "41",

"Al'l owedPattern" : "[a-zA-Z0-9]*",
"ConstraintDescription" : "nust contain only al phanuneric characters."
}
8
"Resources" : {
"MySNSTopi ¢" : {
"Type" : "AWS:: SNS:: Topic",
"Properties" : {
"Subscription" : [
{
"Endpoint" : { "Fn::GetAtt" : ["My/Qeuel", "Arn"]},
"Protocol" : "sgs"
1
{
"Endpoint" : { "Fn::GetAtt" : ["MyQeue2", "Arn"]},
"Protocol" : "sgs"
}
]
}
8
"MyQueuel" : {
"Type" : "AWE: : SQS: : Queue"
8
"MyQueue2" : {
"Type" : "AWE: : SQS: : Queue"
8
"“MyPubl i shUser" : {
"Type" : "AWS: : | AM : User",
"Properties" : {
"Logi nProfile": {
"Password": {"Ref" : "MyPublishUserPassword"}
}
}
8
"MyPubl i shUser Key" : {
"Type" : "AWB::| AM : AccessKey",
"Properties" : {
"User Name" : {"Ref": "MyPublishUser"}
}
8
"MyPubl i shTopi cGroup" : {
"Type" : "AWS: : | AM : G oup",
"Properties" : {
"Policies": [
{

"Pol i cyNane": "MTopi cGroupPolicy",
"Pol i cyDocunent": {"Statenment":[
{
"Effect":"A |l ow',
"Action":[
"sns: Publi sh"

1,
"Resource": {"Ref" : "M/SNSTopic"}

API Version 2010-03-31
91




Amazon Simple Notification Service 7Hgf X} CHLA
AWS HEollM =X L 7 |E HEE 218 AWS
CloudFormation EIZ3! AtS

1}
}
]
}
H
" AddUser ToMyPubl i shTopi cG oup” : {
"Type" : "AWS:: | AM : User ToGr oupAddi ti on",
"Properties" : {
"GroupNarme": {"Ref" : "MPublishTopi cGoup"},
"Users" : [{ "Ref" : "MyPublishUser" }]
}
H
"MyQueueUser" : {
"Type" : "AWS: : | AM : User",
"Properties" : {
"Logi nProfile": {
"Password": {"Ref" : "MyQueueUser Password"}
}
}
H
"MyQueueUser Key" : {
"Type" : "AWS: :| AM : AccessKey",
"Properties" : {
"User Name" : {"Ref": "MyQueueUser"}
}
}

"MyRDMessageQueueG oup" : {
"Type" : "AWS: : | AM : G oup",
"Properties" : {
"Policies": [
{
"Pol i cyNane": "MyQueueG oupPolicy",
"Pol i cyDocunent": {"Statenment":[
{
"Effect":"A | ow',
"Action":[
"sqgs: Del et eMessage”,
"sqgs: Recei veMessage"
1,
"Resource": [
{ "Fn::GetAtt" : ["M/Qeuel",
{ "Fn::GetAtt" : ["MyQueue2",
]
}
1}
}
]
}
H
"AddUser ToMyQueueG oup" : {
"Type" : "AWS:: | AM : User ToGr oupAddi ti on",
"Properties" : {
"G oupNanme": {"Ref" : "M/RDMessageQueueG oup"},
"Users" : [{ "Ref" : "MyQueueUser" }]
}
H
"MyQueuePol i cy" : {
"Type" : "AWS:: SQS: : QueuePol i cy",
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"Properties" : {
"Pol i cyDocunent": {
"Id":"MyQueuePol i cy",
"Statenent" : [

"Sid":"Al ow SendMessage- To- Bot h- Queues- Fr om SNS- Topi c",
"Effect":"All ow',

"Principal" : {"AWS" : "*"},
"Action":["sqgs: SendMessage"],
"Resource": "*",

"Condition": {
"ArnEqual s": {

"aws: SourceArn": { "Ref" : "M/SNSTopic" }
}
}
}
]
}
"Queues" : [{"Ref" : "MyQueuel"}, {"Ref" : "MyQueue2"}]
}
}
}
"Qut puts" : {
"MySNSTopi cTopi CARN' : {
"Val ue" : { "Ref" : "My/SNSTopic" }
8
"MyQueuell nfo" : {
"Val ue" : {"Fn::Join" : [
[
"ARN: ",
{ "Fn::GetAtt" : [ "MyQueuel", "Arn" ] },
"URL: ",
{ "Ref" : "MyQueuel" }
]
1}
8
"MyQueue2l nfo" : {
"Val ue" : {"Fn::Join" : [
[
"ARN: ",
{ "Fn::GetAtt" : [ "MyQueue2", "Arn" ] },
"URL: ",
{ "Ref" : "MyQueue2" }
]
1}
8
"MyPubl i shUser I nfo" : {
"Val ue" : {"Fn::Join" : [
[
"ARN: ",
{ "Fn::GetAtt" : [ "MyPublishUser", "Arn" ] },
"Access Key:",
{"Ref" : "MyPublishUserKey"},
"Secret Key:",
{"Fn::GetAtt" : ["MPublishUserKey", "SecretAccessKey"]}
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]
1}
}s
"MyQueueUser I nfo" : {
"Val ue" : {"Fn::Join" : [
[
"ARN: ",
{ "Fn::GetAtt" : [ "MyQueueUser", "Arn" ] },
"Access Key:",
{"Ref" : "MyQueueUser Key"},
"Secret Key:",
{"Fn::GetAtt" : ["MyQueueUserKey", "SecretAccessKey"]}
]
1}
}

}
}
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Amazon Simple Notification Service(Amazon SNS)2 Al&35t0{ SMS ALE 7ts 8t O
0f Short Message Service(SMS) € 2l & 418 £ Ql&LICH

I,EII

=

ADE

M

Amazon SNS2 AL&30{ SMS HIA|X|E M&5tE{™ EA| O|&0| = Amazon SNS =A| & SILIE M
Ei5tod Aol CHEH HIAIXRIE HAIRILICH EA] 0|82 & 10 EAL7F EAF HAIX]| HFAIS FEESZ
MEEI2R FA= XHE EA| 0|2 ERsHoF FLICH SMS HAIX|= Z|CH ASCII 140X+ & Unicode
70&F 2ILICH Amazon SNSE alste ZE SMS HIAIX|of EA| O] MTAME Z&sl=Z2 EA| 0|
MF AR HAIX| HO|2E= 2| 2 ASCII 140AF EE= Unicode 70AHS Z1He 4= Q& LICH Amazon SNS

£ O| Met2 Z1tstE HAIX|Sl 2& RHELICH

Amazon SNSE At&35t04 SMS HIAIX|E =415t24 Amazon SNS X 5 A|SMS Z2EE M™E
MEABFLICH A HAIR| HFAtE EA| OIEZ > EXHE FHELICH o & E0f, £X|2| EA| 0|&O0|
My Topi c 0| TS E HAIX| HOIZE7} Hel | o Worl d! O|2tH MEE HIAIX|= CHZ 2| 0dQ ZHo| EA|

===

MYTOPI CHel | o Wor | d!

e 2 Note
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I

TSASA MEE MESHK|T O|HY SRt = M= X HAXIE 25 T™SFLICH O|2M ofH|
Y &2 =] 8KiB7H K| A TEE 4~ 2 2ot ClHto[A0 SMS HIAIXIZ MSEE T&Y =+

T ?)ﬁl—lﬂ.
2 Note
SMS 222 X 0|= W 3tHE E X|@ELICt SMS M A|X|= US East (Northern Virginia)

Region0l| M MM E FEMIME MSE = U&LICH 5HXIEF CHE o= X[Fo ALt US East
(Northern Virginia) Region0l| A 438t F=xf|of CHEF HIAIX|IE HAIE &= U&LICH

Amazon SNS= SMS HIAIX|E &415t7| @5 B S #HS 303048 AHSFLICH

1]

e
+ Sign up for Amazon SNS - 70| gi= A< AWS HHS MAMFLICH
REMIBE LI 2 AIZESH7| T (p. 4)2 ’E*E%P*'A

|2
+ Create an Amazon SNS topic — T=A|7t Q= B Amazon SNS FX|E MHFHL|ct.
REMIBE IR Z Al A4 (p. 4)2 RZSHAIAIR.

L A &Y 2F 228 20l AASXHE CH2 2| HAIE S5 Amazon SNSZ SMS HIAIX|E HA| &
FAE = UgLict
Amazon SNSE& A&8t SMS HIA|X| &4 -}

2R 3: HIAIR] HIAl (p. 100)

& 4: SMS 75 F|4& (p. 102)

S~ ir =
1: &N EA| O|& K|
FRoll T3 SMS HIAIRIE AAISH2AR Floll EA| OI&E XIZaHok BLiCt.
Z=HNoll EA| O|& XN

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. AMFo|M FHE MEiFrLICt
Ct2 ol oflol M= =Xl O|& 2 MyTopicR 2 &Lt
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o 1: £ EA| O|F xIH

3.

4.

Region: = IS East * All Topic Actions | = @ Publish to Topic

ﬁ Create New Topic @ M yTO p | c

7] SNS Dashboard
¥4 My Subscriptions

Topic ARN: arn:aws:sns

Topic Owner: AWS Accoun
My Topics (1)

B MyTopic Region: us-east-1

Display Name:

|ﬁg Create New Subscription | !!

To receive notifi
A subscription links

All Topic Actions EELCH2 5 0{ A Edit Topic Display Name2 MEHEFL|C

Topic Details
All Topic Actions | ¥ || %] Publish to Topic & Refresh || @ Help

Publish to this Topic

Delete Topic

:Bws:sns:us-east-1:111122223333:MyTopic
Topic Owner: A\!VS Account ID 111122223333
Region: us-east-1

Display Name & X0of EA| O| &2 2451 Set Display Name2 2 2/8fLC}.

Edit Display Name Cancel [X

The Display Name of a topic will be used, if present, in the "From:" field of any
email notifications from the topic.

Display Name:| MyTopic
Up to 100 printable ASCIT characters

| Cancel || Set Display Name

M /| ZE Al 0|5 0| Topic Details™| 0| X|0i| Z A|EL|C}.
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A2:sMS ZE2EEZE 0|8 FHM 75

Region: = IS East * All Topic Actions | = @ Publish to Topic
3 N
1| Create New Topic @ M -
yTopic
SNS Dashboard .
a Topic ARN: arn:aws:sns
¥4 My Subscriptions
Topic Owner: AWS Accoun
My Topics [ 1)
B MyTopic Region: us-east-1
Display Name: My Topic

ﬁg Create New Subscription !'

To receive notifi
A subscription links

2Q12: SMS ZZEZE 0|88 FA 75
SMS ZZEZ& 0|83 Amazon SNS FA| 75

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. AM FolAM FHE MEHS D Topic Details 2 0l A Create New Subscriptiong 2 2!8fLIC}H.

Region: = US East * All Topic Actions | = @ Publish to Topic
ﬂ Create New Topic @ .
MyTopic
SNS Dashboard .
- Topic ARN: arn:aws:sns
¥4 My Subscriptions
Topic Owner: AWS Accoun

My Topics ( 1

B MyTopic Region: us-east-1

Display Name:

ﬂ! Create New Subscription ﬂ!
|

To receive notifi
A subscription links

3. Protocol EELCIE S50 SMSE MEFFL|Ct
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Create New Subscription Cancel %

Topic Name MyTopic

Protocol |

Endpoint

For terms and condil
(Message & Data Ra

: http://aws.amazon.com/sns/sms
Std message & data rates apply.)

Amazon SQS

Endpoint & X0l SMS =41 7} &8t C|HO|A o] T35t tHE & 21235t 1 SubscribeE E21ELICEH

£ Note

I}

HS 0 ASELICH CHA|, S, 23 & AH85HX| OMAIL.

Create New Subscription Cancel X

Topic Name MyTopic

Protocol SMS -

Endpoint 12065550100

For terms and conditions, please see: http://aws.amazon.com/sns/sms
(Message & Data Rates may apply. / Std message & data rates apply.)

Amazon SNSE 2l2Et % 0| SMS =41 7HsEH C|Hto|A0f &2l 2Xt HIAIXIE HSELICH

Messages

“ Would you like to receive

messages from
MYTOPIC? Reply YES
MYTOPIC to receive
messages. Reply HELP or
STOP. Msgé&data rates

| _may apply. )

SMS £ 41 7H5 8t ClHto|A 7} 25 & & QlE 77FX| AWS Management Console0lA 752
PendingConfirmation@ 2 L} 3 EL|c}.

API Version 2010-03-31
99



Amazon Simple Notification Service 7H& Kb OFLH A
Ered 3: HIAIX| H Al

Region: = US East * All Topic Actions |~ 'Pj Publish to Topic
3 N
1| Create New Topic @ M -
yTopic
SNS Dashboard .

= Topic ARN: arn:aws:sns:us
¥4 My Subscriptions

Topic Owner: AWS Account I
My Topics [ 4]
2] CPU_OVER_80 Region: us-east-1

Display Name:  MyTopic

ﬂg Create New Subscription !'

PendingConfirmation =~ sms
TT

5. HQI X HAIXIo] 3oz SEST| sH oI B0 2=et H5 0| SMS 4l 745 ClHt
O|AE AL ELICH 0§ £0{ Lt 2l 2t HIAIXI= My Topi ¢ Amazon SNS FA|0f CHEF 752 &
QIgfuLct.

Messages 303-04

Amazon SNSE= 75 20l HA|XI2 SE & LICH

Messages 303-04 Edit
“You have subscribed to
MYTOPIG. Reply HELP
for help. Reply STOP
MYTOPIC to cancel.

Msgé&data rates may
__apply. y,

2 3: HIA[X] HAl

ZFXol cHet HIAIR] HA|

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. HAMFoIM FHME M=iELICH
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Ered 3: HIAIX| H Al

Publish to TopicE 2=&fLICt.

Message & Atoll 2AHE =gfLIct.

Amazon SNSE Message & Atol| 245t 2XLE SMS TS AHE | H & & LICH Subject & Atoll 2
AHE U2EK| f 2 FR). ch22l ole At Hel 1 o Worl d! 2 HIAIX|E 448FLict.

Publish Cancel %

Topic Name : MyTaopic
Subject :
Up to 100 printable ASCII characters (optional).

Message - Hello World! N

Up to 266KE of Unicode text.

@ IUse same message bady for all protocols
) Use different message body for different protocaols

Cancel || Publish Message

L 4

Subject & Xtof| 2AE LT LICHF SX0I|H B O|HUE 2 E Message & XHE AH& st At 5t
= 82).

Subject & Xtofl 2XHE
Lich gLt 2= olo
O HIAIE HIAIRIE A+E3H
HAIRIE ©MEE = UE

e

& 42 SMS HIAIX|= Message & Xt2| ZAHECHE M= 2X2 24 E
TELE MF L HAIX 22 ZFE S AFLICH metM AHE R ShLt
IS 2 ALS 8 B2 SMS HIAIX| 2 HIAIX| HO|ZEE AFSEH 7] o|HIY

Publish MessageE E2/& L
Amazon SNSE =0l L3t 4

>

tE EAIRFLICH

Publish Cancel |x

Your message has been successfully published.

Close

SMS HIA|X|&= SMS =2 7t &8t C|HEO| A 0] E AIELICEH

Messages

“MYTOPIC> Hello World! )
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5Qd 4: SMS 715 F|A

59] 4: SMS 75 3|4

FHNel SMS 75 FAE ?IFt H 7HX| SM0| JU&Lct THE #H5 3030401 CHEE STOP EE= QUI TH &
EHEo2M ZE SMS HIAIR|S| =412 BXIE £ J&LICH EH FAo 258 F[45tE2{H sTOP
<TOPI CNAME>E B 11 Q= SMS HIAIX|E BHE 3 3030422 MEELICHFAC| ZA| 0|2

<TOPI CNAME>2]). AWS Management Console E£ & Query API Unsubscribe 242 SSiMT #52 F

A8 £ Lok
Amazon SNSQ| Z £ SMS HIA|X| =41 SE

«  SMS =4l 7}58 C|HO|AE AF25104 STOP EEE QUI T HIAIX|E EHS 35 303040] F&ghLC

Messages

Amazon SNS= ZF =X|of| CHEH & 2l HIAIX|2 SE&LICH

Messages 303-04

“You have unsubscribed
from MYTOPIC. Reply
HELP for help. Msg&data

| _rates may apply. P
“You have unsubscribed
from MYTOPIC2. Reply
HELP for help. Msg&data
__rates may apply. y

£d FH2l SMS HIAIR| =41 SE

SMS £=41 7Hs 8t C|HFO|A S AF85104 STOP <TOPI CNAVE>E B 11 QlE SMS HIAIX|E B H3E
303042 TS ELICHFX S| EA| O|&2 <TOPI CNAVE>R). 0| € £0{, CH2 2| SMS HIA|X| = mytopic
Olzte ol&ol FHlof chet + 52 F|AgLict

Messages 303-04
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5Qd 4: SMS 715 F|A

Amazon SNSE &0l HIA|IX|2 SEEtLct

Messages

You have unsubscribed
from MYTOPIC. Reply
HELP for help. Msg&data

rates may apply.
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Amazon SNS H|A|X|E HTTP/HTTPS
EndpointE &

Amazon SNSE Al 35l04 &tLt 0|4 2| HTTP endpoint EE = HTTPS endpointol] 22 HIA|X|E T&E £
U&LICE FHAof CHE endpointE TF5& M AAERHE FAof CHEF 2 RIZ HAE = {20 Amazon
SNS= HTTP POST Q2 T™M&stsE &M 5 endpointo] €2 2EHIXE MEELICH AASX=
endpoint 5 Al Amazon SNS7} endpointtll POST HE M& 57| QI8 HTTPE AIRSl=X| £
HTTPSE AIS35HEX| iR E MEHELICH 22 JSON BMQ| 2 2lofl it HIEtE|olE{et &7 = of
HAE M U HAIXIE ZEELCH @F2 COHZ O HTTP POST -1t RAMELICH 2 222 HTTP
&I 2 JSON Al et MR HEE HTTP/HTTPS 8l (p. 132) L HTTP/HTTPS 2 2| JSON 4! (p. 135)

2 AXSAAIL.

POST / HTTP/1.1

X-ane-sns-message-type: Notification

X-ane-sns-nmessage-i d: da4le39f - ea4d- 435a- b922- c6aae3915ebe
X-ane-sns-topi c-arn: arn: aws: sns: us-east-1:123456789012: MyTopi ¢
X-anz-sns-subscription-arn: arn:aws: sns: us- east-1: 123456789012: MyTopi c: 2bcf bf 39-
05c3-41de- beaa-fcfcc21c8f 55

Content - Lengt h: 761

Cont ent - Type: text/plain; charset=UTF-8

Host: ec2-50-17-44-49. conpute-1. anazonaws. com

Connecti on: Keep-Alive

User- Agent: Amazon Sinple Notification Service Agent

{
"Type" : "Notification",
"Messagel d" : "da41e39f - eadd- 435a- b922- c6aae3915ebe",
"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",
"Subject" : "test",
"Message" : "test nessage",
"Ti mestanmp” @ "2012-04-25T21:49: 25.719Z7",
" Si gnat ureVersion" : "1",
"Signature" : "EXAMPLEl DVMXvB8r 9R83t GoNnOecwd5yj | | zsvS

vbl t zf aMoN2nk5HVSW7XnOn/ 491 kxDKz8Yr | H2qJXj 2i ZB0Zo2071c4qQk1f MUDi 3LG
pi j 7TROW AWV YYsSql KRNFS94i | u7NFhUzLi i eYr 4BKHpdTndD6c0OesKEYBpabxDSc=" ,

"SigningCert URL" : "https://sns.us-east-1. amazonaws. conl Si npl eNoti fi cati onSer
vi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent',
"UnsubscribeURL" : "https://sns. us-east-1. anazonaws. conl ?Act i on=Unsubscri be&Sub
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EtA| 1: Amazon SNS M| A|X|& A 2|5t =5 endpointE £ H|
gfuch.

scri pti onArn=arn: aws: sns: us- east - 1: 123456789012: MyTopi c: 2bcf bf 39- 05¢3- 41de- beaa-
fcfcc2lc8f 55"
}

HTTP endpoint &£ = HTTPS endpoint0ll HIA|X|E T& 57| 2/8 Amazon SNS =M E & Mdsts
So|HHE [EPEPOF.JLIEL

-
Imi}
T
2
n
-

EtA| 1: Amazon SNS HIA|X|E *E[etE=5 endpointE &H|ELICE. (p. 105)
EtA| 2: Amazon SNS FA|oi| CHEt HTTP/HTTPS endpoint 7+5 (p. 108)
A 75 &2l (p. 109)

EtA 4: =2l & MAIE HH DH(EM) (p. 109)

EtAH| 6: HTTP/HTTPS endpoint0l HIA|X| Z& (p. 110)

Ct7A| 1: Amazon SNS HIA|X|E & 2|5 =5 endpoint
£ ZH|gfL|ct.

A& Xtz FH|ofl CHEF HTTP endpoint 5£ = HTTPS endpoint& 755t 7| Z0 HTTP endpoint £= HTTPS
endpoint’t 75 £ 0l &l &3] HlAIXIE &83t7] 18 Amazon SNS7 AL 3H= HTTP POST 28 A
2lg = e 50| UK g*oloHOF grict YEtMo 2 0l Amazon SNSOIM HTTP &2 x2l5t
= & ofZ2|7io|M 9] ’z—l.‘é;' 2! Hi Z (04.. endpoint host7} Linux, Apache 2! Tomcatg &l Z<L Java
servlet)Z 2|0|&LIC}H HTTP endpoint 25 Al Amazon SNSE 0|2 75 &0l 3| M&ELICH AHS
A7t +E52 49 E 1 Amazon SNSE 0| 22 MEtEE endpointe 0] 2FE s4lstn MEISHE
£ ZH|z|o{oF EfLICt Amazon SNSE AFEAF7} -_r‘%‘é ggolsty| dMoles endp0|nt01I oS HE5HK|
otgLct 252 &elst LM Amazon SNSE 535t FAIo| CHal HAl Zdo| =&E [ endpoint

of &g M&ELIC

T £ stol gl ok2l I A|X| XM 2IE 2|8 endpoint A
1. A%l mEL Amazon SNS7} endpointoi| 7 ;F HTTP POST @& 9| HTTP &IC{E 2]o{of Bt
ch. AL AFS| BE = Amazon SNS7H AFSAOIZ A& 8t HIAK| S 2 LIEHLE sic B

X- anz- sns- message- t ype S ook gL|CH. o1||:-|§ %'*O.J?:.*EEM-I MERH= HTTP 3o EES
BEMStX| LI E HAIX| RS 2HE = JaLict x2lstor & F 7tX /8

Subscri pti onConfirmati 0n9} Noti ficationZt Q&LICH Unsubscri beConfirmati on HA|
Xl FHIM F50| AFA|E ol 2F AHSELICH.

HTTP S0l CHE M5 HE = HTTP/HTTPS 8l (p. 132)& HZSHMAIL. CHF S HTTP POST 2
He 75 gl HAIX|Q] of uct.

POST / HTTP/ 1.1

X-ane-sns- message-type: SubscriptionConfirmation

X-ane-sns-nmessage-i d: 165545c9- 2a5c- 472c- 8df 2- 7f f 2be2b3b1b

X-ane-sns-topi c-arn: arn:aws: sns: us-east-1:123456789012: MyTopi ¢
X-ane-sns-subscription-arn: arn:aws: sns: us-east-1:123456789012: MyTopi c: 2bcf
bf 39- 05c3- 41de- beaa-f cf cc21c8f 55

Cont ent - Lengt h: 1336

Cont ent - Type: text/plain; charset=UTF-8

Host: exanpl e. com
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gfuch.

Connection: Keep-Alive
User-Agent: Amazon Sinple Notification Service Agent

{
"Type" : "SubscriptionConfirnation",
"Messagel d" : "165545c9-2a5c-472c- 8df 2- 7f f 2be2b3b1b",
"Token"

M%WWWWMWEW
bacc99c583a91609981dd2728f 4ae6f db82ef d087cc3b7849e05798d202785¢c0300879594eeac82c01f 23500e717736",

"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",

"Message" : "You have chosen to subscribe to the topic arn:aws:sns: us-
east-1:123456789012: MyTopi c.\nTo confirmthe subscription, visit the Sub
scribeURL included in this nessage.",

"Subscri beURL" : "https://sns.us-east-1.amazonaws. conf ?Act i on=Confi r nSub
scri ption&Topi CArn=arn: aws: sns: us-east - 1: 123456789012: MyTop
| SIdea w2335 37 A SBleGe A B 8 Febeb A BV AT GeoRB3ia PR R e 3ot 18 et PR (Beee I If R
bacc99c583a91609981dd2728f 4ae6f db82ef d087cc3h7849e05798d202785¢0300879594eeac82c01f 23500e717736",

"Ti mestanp” : "2012-04-26T20: 45: 04. 751Z",
" Si gnat ur eVer 5| on" : "1",
"Signature" : "EXAMPLEpH+DcEwW APg809mY8dReBSwksf g2S7WKQci ke NK

W.Q wub6A4VheSOCHVCKhRS7f UQri 2egU3NB58f i TDN6bkk Ox YDVr YOAd8L10Hs 3zH81nt nPk5uvvol
| C1CXGu43obcgFxel3khzl 81 KvO61GWB6j | 9b5+gLPoBc1Q=",

"SigningCert URL" : "https://sns. us-east-1. anmazonaws. conl Si npl eNoti fi cation
Servi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent

}

MEXto| A== HTTP POST 23 2 29| JSON EAE E4A15104 Amazon SNS HA|X|E T8t
O|&/Zt A& 2lofof LIt JSON B2 A5l Mo{ 2XIQ| escaped &EE ASCIH EAF 2t 2
B3t X2 FLICHO. \n2 EHtE EXI 2 e, AL& Xt Jackson JSON Processort 22 7| & JSON
B M(http://wiki.fasterxml.com/JacksonHome)2 A& &t 7L} RI&|Zo 2 & 4 %!QLJEF. M= 2o
AlX| ZEQo| EXIE 58 JSON2Z HLHE{T Amazon SNSE Xo{ 2XIE JSON EAof| Z &=
4‘- Q= escaped A ENZ HHEHsl{ ok B LIC} endpointol T SE.J POST &9l 220 = JSON EA]
£ A5t APQXP._ escaped BAHE CHA| HE BXF gt 2 HEHstoF Lich M2 HE FAl9|
HAIR| X MFE2 MY AEZ URE ALE 37| [EH-E-OH Ol L3l MHS &olstni & 42
ofF §R°JL—|EP

£ = Amazon SNS7F 2 gh2lo] ME[YM, 2= 54_! e 75 x| &2l HAIXIE &olg = Q)
I—IEP Endpoint= Amazon SNS HIA|X|of Z&E HEE A8 MBS AL = ol AL
= Amazon SNS7I HIA|X |2 2 MEBEE Rhalo] Mo Hw gt o 2 M HIAIX|Q] RHEIXE &olg =
A& LICH HIAIXIS| ME #elol| CHEH REM|EE LIE 2 Amazon SNS HIAIX|2] ME =2l (p. 125)8 &
x5HAIAID.

MEXIo| ZEE &l ZE x- ane- sns- nessage-t ype?t X|H5t=E R 7|Z 504 HTTP 29|
EEo| &7/ JSON & 4% ol __'L HAIXIE ®ME|slof LIt CH2 2 F 7HK| =2 HIAIX| £ 7<-|E| x|
E Lot

SubscriptionConfirmation
Subscri beURLS| Zt2 ¢41 ST URL% HEFLICH F5& =I5t endpointoll A 2! =4
2 AIxHst24™ Subscri beURL URLE 250k EHLICHOIl. URLOI HTTP GET 22 ®8).
Subscri beURLE 2 QI5tE4H O BHH Q| HTTP 2 HXE %.FO._I.‘;.FL_II:F
Subscri ptionConfirmati onHA|X|2| & Alof| CHEt REMIBH LIS HTTP/HTTP =
JSON EAl (p. 133)2 HAHIAIL. URLS W26 C}2 o XML 2A{e} Ze %a% e
Lict -—H'— ConfirnBubscri ptionResult 22 LK endpointo] CHEt 725 ARNS ZIEE
Ch.

»
—LI

El_
e
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<Confi rmBubscri pti onResponse xm ns="http://sns. anmazonaws. com doc/ 2010-
03-31/">
<ConfirnBubscri pti onResul t >
<Subscri pti onArn>arn: aws: sns: us-east - 1: 123456789012: MyTopi c: 2bcf bf 39-
05c3-41de- beaa- f cf cc21c8f 55</ Subscri pti onArn>
</ Confi rBubscri pti onResul t >
<ResponseMet adat a>
<Request | d>075ecce8- 8dac- 11el- bf 80-f 781d96e9307</ Request | d>
</ ResponseMet adat a>
</ Confi rmBubscri pti onResponse>

M&XH= Subscri beURL & & 2|0i = ConfirmSubscription 241+ &7

Token(Subscri ptionConfirmati on HAIX[C] ST Zto 2 MHENS AIE5H 252 &l
= &ULct A AKX 75 ARKD endpointE 75 AHKX[E = JUEE FHESHDAL 5l

B2 AWS MHEE A3l Confi rnBubscri ption S S &&LICEH

Notification

Subj ect & MessageOll CHE 2k2 1o FAofl HAIE 22 WEE &SELIcH

Notification I:HIAIXI Aol CHEr MIF BEE HTTP/HTTPS 5l (p. 132)8 B ZstAAIL.
CHS 2| HTTP POST 22 endpoint example.comd & E &2l HA|X|2] of| IL|CH.

POST /| HTTP/ 1.1

X-ane-sns- message-type: Notification

X-ane-sns-nessage-i d: 22b80b92- f dea- 4c2c- 8f 9d- bdf bOc7bf 324
X-ane-sns-topi c-arn: arn:aws: sns: us-east-1: 123456789012: MyTopi ¢
X-ane-sns-subscription-arn: arn: aws: sns: us-east-1:123456789012: MyTop
i c: c9135db0- 26c4- 47ec- 8998- 413945f b5a96

Content - Length: 773

Cont ent - Type: text/plain; charset=UTF-8

Host: exanpl e.com

Connection: Keep-Alive

User-Agent: Amazon Sinple Notification Service Agent

{
"Type" : "Notification",
"Messagel d" : "22b80b92-f dea- 4c2c- 8f 9d- bdf bOc7bf 324",
"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",
"Subject" : "My First Message",
"Message" : "Hello world!",
"Ti mestanp" : "2012-05-02T00: 54: 06. 6557",
" Si gnatureVersion" : "1",
"Signature" : "EXAMPLEWSJRNwWLLFQL41 CBObnXr dB8CI RMIQFGBqwLp

GbMr8t J4et TwC5z U7 Bt S6t Gpey3ej edNdQI+1f kI p9F2/ LnNVKb5aFI Yq+9r k9Zi Pph5Y! L
Mg Dcy C5T+Sy 9/ umi ¢5S0UQc2PEL gdpVBahwNOdMMJ Pwk0kAJJzt nc=",

"SigningCert URL" : "https://sns.us-east-1. anazonaws. com Si npl eNotific
ationServi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent',
"Unsubscri beURL" : "https://sns. us-east-1. anazonaws. com ?Acti on=Unsub

scri be&Subscri pti onArn=arn: aws: sns: us-east - 1: 123456789012: MyTop
i c: c9135db0- 26c4- 47ec- 8998- 413945f b5a96"
}

Endpoint7} &8t 4B} 3 =2 Amazon SNSS| HTTP POST HIA|X|ol SE 52 & Ql5Hof &L

ch

7F AEH I EE 200~4xx HF 2|2 E|E 2! AL Amazon SNSE HA|X| 40|

]
QA2 15 L{oi| Z0o{ELICt endpoint7t 42 AlzZto| & 77| TMR| SE 5| &2 7LE endpoint
Al H% 7oz 7t=

—_

gfuct.
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Amazon Simple Notification Service 7H&r X} OF LA
EtA| 2: Amazon SNS FX|ofl CHEt HTTP/HTTPS endpoint
T5

6. Amazon SNSEEE{ Q| HA|X| ME RHAIEE ®Ee £ JUTE I
SNSE endpointi M H3HQl SE S s 4I5tX| ot 2 B HAIXIE
Ol #5 2l HAIXIE 27 et 2E HAIX|o| HEELICH 7|2 dEoM HAIXKIe| =7| HM&0] A
& 22 Amazon SNS= Z|CH 33| RHA|=E A A|SHD ATiE Al AlO]of 7
Z At HIAIR| 27F AlZh2 152 uch ek AlZ RIS E QIFt HIAIX| TS Ay
Amazon SNSE O[T T1& Al 0| oF 35k Fof A= E BfLICH AFEXITL 7|2 TS EH

X| &t 2 B endpointoll A CHE T1& HHg UEE + U&LICH

rin
A
K%
>
N
rlo
N
o

o

CHA] 28X, Amazon SNSE M&0| Alufst o[ o2t TS
X- anz- sns- nessage-i d 3l 2EE ALE3510 HA|X|E mHefg
X2t MelEt HIAIRIS| IDE HILE S 2M HIAIXI7L HHEE AZst=X| 0482 8 HEE = U&L
Ct.

7. HTTPS endpoint® 7S & 22 endpoint7} A Z2|E 4 /&= Certificate Authority(CA)Z2 £ E{ 2| AMH]
CIZEME HRst=xX| &lshok gL|Ct Amazon SNSE Amazon SNS7} AlZ|stE CA7L £Q18F M
H QIEME B/ HTTPS endpointol Bt HIA|X|E EELICH MEE £ 4= CASER2 HTTPS
Endpoint0il CH3H Amazon SNS7t @153t = Certificate Authorities(CA) (p. 121)8 FZESHAAIL.

8. Amazon SNS HIA|X|E £=215t7| @5 MMEt I =& BiZ & LICH endpointE TS5 & M endpoint=
HMo{E 75 =l HAIXIE &2 &H|7}F Zlo{of &Lct.

CH7H| 2: Amazon SNS FX|of| CH&t HTTP/HTTPS
endpoint ™=

FXME &8 HIAIXIZ HTTP endpoint EE = HTTPS endpointol] & 824 AFE A= Amazon SNS F A
oil Ci8t endpointE TS50k B LICE AME A= SHE URLEZ AF83H0{ endpointE X|I™HELICEH =HME T
£3517| 2/ Amazon SNS £, sns-subscribe @™ &= Subscribe APl 2F42 AFRE £ QU&LICH Al
Et5t 7| Mol AFZKHe TSt At 6= endpointe] URLE 2R st=X| 2 QlsHok st BHA| 10 ATst
CHE endpoint7h & Q1 2! A2l HIAIX|E =48 4= U= S FH|Z|ofof gFLCt.

Amazon SNS 2£ & 0|&8t F=A|of CiEt HTTP endpoint &=& HTTPS endpoint 5

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. dM FolM FHNE HEdELICE
3. Create New Subscription2 £ 2/t 1, Protocol2| HTTP EE= HTTPSE MB35t 11, Endpoint0i| CH3H
FHI7t HAIXRIE TEE endpointe| URLE E0{E2 % SubscribeE £ 2I8LICH
Create New Subscription Cancel [X

Topic Name MyTopc
Protocol HTTP

Endpoint g example com

cancel || Subscribe

4. Subscription request received! HA|X|7} EA|Z|H CloseE E=gLICt

M 5 2| Subscription IDE PendingConfirmation0ll E A|ELICH 75 22l A| Subscription IDE
Subscription IDO| E A|E/L|C
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3CHAH: 75 &l

3EHA: 7S gl

=HA|

=HA|

L —

EndpointE& 58 ¥ Amazon SNS& endpointol] 715 &0l HIA|X|& TS ELICH AH&Xb= 010] Step
1 (p. 105)01|H Aodst 2hed2 =" 3t= endpointol HIE El FACE HK5Hok #Lich A% 2 Z endpoint
ol3IEE 75 &l IHIAlxIE—rE-IOI Subscri beURL Zt2 7.:1"—'.‘0%1 Subscri beURLO| AtAM|ZS 2 X|H

gt °|7<|§ HESHHLE AAE X7 =522 Subscri beURL(0]. & EEF—?—H)E UEE = JUTS loF &
LICt. Amazon SNS&= T+50| #¢QIE|7| o= endpointo| IHlAlxl ELHX| 2f&LICH Subscri beURL

HE A, SEH2 750l CHE ARNE X|H3HE Q4 SubscriptionArnE 1 e XML E2ME =8 &
Lict. APQXFE Amazon SNS Z2&2 A835l0 5 &0lg HAEE =T UELICH Subscription IDE T
Sof CHEh ARNZ EAIFLICHTSE *Z FII7E M /8 Pendi ngConfirmation 2f CHA).

‘_I'L | 7(-| xHA||: 7C-I7<H A—IK-I(2A=|)

7|2 dYoM HAIRIe =7| M&0| A H%E A2 Amazon SNSE E|Cf 32I XHAIEZ AAlSHH ATt
Al AbOloi| M™M=l X|Qd AlZH2 20 LCt. E+74| 1 (p. 105)0ll M = 2| E|= endpoint= MAIE ElE O
AIRIE *ElE = U= ZEE EwaHok BILICH AP RHE FA EE FSof CHet s Mg Mo
E2M Amazon SNS7t & AT HIAIXIE TS5t BIE 2 a+7='° Mo{g = U&LICH ME YA
M EE &Y P50 s dHE = U&LIC

5: At XL H FEXNE HAIE HEE Hof(SM

7|18 MY FA AFAHE FHE AAE HEHE &Lt CHE AFSAH 2 o ZE2|7io|M 2 E M35t
o =& H Alst2dH AWS Identity and Access Management(IAM)2 AH& 504 %‘-Xﬂoﬂ CHet HIA| HEtS
Eoislof & LICH IAM AFE XF2| Amazon SNS £ Q] B £ofoi Cist XFAIEH LI 2 Controlling User
Access to Your AWS AccountE HZFHAMAIL.

L

Frlol Chet HMAE Roists ChRol £ 7hR| wol et
- IAM AL R ES DBl BRI FIHBLICH ALS IOl F Aol CHEt MBS Sodsts I ZHEHE W
He I8 2 MUsT D80 MU HMS 271e £ ASRE F7bsHE LU T80l AR
£7b517LE M3t 70| 2420l AL Rbof Cha Adet MRS FXstE 22t BN gLt

=
I.Qél-

- F 1I01I Mg FIHEfLC E CHE AWS AGol Aol CHEr "".J?J% Fo{st IR H B AEE + U
E FYet YH2 HEtE Fo{st Rt shE AWS AED 22 YHE FItsts AULCH

ASRHE CHEE O 29 & N S ASaHoF BLICH IS0 BAS S8 shof ST TEO| STt A}
SXE %7t U MAHB O ZM ALSAO] ChEt HEH Bal). ©E CHE AFo| S RiollH HEte Roisol
¥ Zools T Wi wHg ALSELIC

IAM AFE AL EE= O 50 CH2o| HAE FI1E B2 Y A8A Ee 28 7oA MyTopicod| CHEt
sns: Publ i sh 5.*.:.% g M2 Fo{g ALt

{
"Statenent":[{
"Sid":"A |l owPubl i shToMyTopi c",
"Effect":"A |l ow',
"Action":"sns: Publish",
"Resource":"arn: aws: sns: us-east-1: 123456789012: MyTopi c"
}
]
}
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EtA| 6: HTTP/HTTPS endpointol] MIA|X| &&

Ct=2o| A of M= = CH2 A™Ho| Aol CHEt Het2 F045t= &ed2 LIEFHLC
. Note

AR AH™EHo U= BlaLol CHEF HMA HEFS I CHE AWS A IHoll FoiE m s 2|40
CHaH 22|kt 2fl'd o] HM|A(HUEFE HM|A) HEHS 27 EHAM ALK AH| HEHS Fog
LIcH CHE AHCl CHE ZE IAM AL AL E RIS 22 ASA 2|4 A0 CHEF HAATE HREL

Ct e AWS AE9| £ IAM ALERHOl| | AHE AHO| B[4 A00| CHEF HA|A HEHS F0{5t T A}
& 22 Zelxt eld ol AMA HEtS HRE HE E= IAM ALSAHE O[2E IAM ALERES 01|
2|0 CHEr HeEtES IstioF Btoh. mt AIE 1ol CHEr REMIEH ‘HE = Using IAM Guide 2l

Enabling Cross-Account AccessE & Z &AL,

A 1234567890122| FX| MyTopicoll CHSH CHS 0| A g FIIFME 2 MEXt= H™H 111122223333
off siE Flofl CHEr sns: Publ i sh 2fg +g HEtS FofRliE A Lict

>

"Id":"MTopi cPolicy",
"Statenent": [{
"Sid":"Al ow publish-to-topic",
"Effect":"All ow',
"Principal":{
"AWE":"111122223333"
}

ction":"sns: Publish",
"Resource":"arn: aws: sns: us- east - 1: 123456789012: MyTopi c"

CHA| 6: HTTP/HTTPS endpointof HIA|X| A&

FHE HAIESZM FAo F50f HAIX|IE MESE = JU&LICH THE HAlISHE{H Amazon SNS 2
&9l sns-publish W& EE& Publish APIE & A28 4= Ql&Lch

EtAl 1 (p. 105)2 [HRECHHE endpointdll BHEZ & T EE= S22

a
L]
ol
==
i)
%
r
]
-

Amazon SNS 2£& AL&3t0{ A H Al

1. AWS A™ &= FHE HAIE HEHE 71T IAM AL AH| At d 2 &35 AWS Management
Console0l| S35t 1 https://console.aws.amazon.com/sns/0| Al Amazon SNS 2& & L|Ct.

2. M #olM FXIE M5t Publish to Topic2 2 28fLIct.

3. Subject A XtolM XM= 2451 (0dl. Testing publish to ny endpoint)Message 4FXFoi|A]
EXE 2248t 1(0dl. Hel | 0 worl d! ) Publish MessageZ £2!8tLICH CHS 2| HIAIX|7} LIEF L
Ct. Your message has been successfully published.

Setting Amazon SNS Delivery Retry Policies for
HTTP/HTTPS Endpoints

Topics
» Applying Delivery Policies to Topics and Subscriptions (p. 112)
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HTTP/HTTPS Endpoints

» Setting the Maximum Receive Rate (p. 113)
* Immediate Retry Phase (p. 116)

* Pre-Backoff Phase (p. 117)

» Backoff Phase (p. 118)

» Post-Backoff Phase (p. 120)

A successful Amazon SNS delivery to an HTTP/HTTPS endpoint sometimes requires more than one
attempt. This can be the case, for example, if the web server that hosts the subscribed endpoint is down
for maintenance or is experiencing heavy traffic. If an initial delivery attempt doesn't result in a successful
response from the subscriber, Amazon SNS attempts to deliver the message again. We call such an
attempt a retry. In other words, a retry is an attempted delivery that occurs after the initial delivery attempt.

Amazon SNS only attempts a retry after a failed delivery attempt. Amazon SNS considers the following
situations as a failed delivery attempt.

* HTTP status in the range 500-599.
» HTTP status outside the range 200-599.

» A request timeout (15 seconds). Note that if a request timeout occurs, the next retry will occur at the
specified interval after the timeout. For example, if the retry interval is 20 seconds and a request times
out, the start of the next request will be 35 seconds after the start of the request that timed out.

» Any connection error such as connection timeout, endpoint unreachable, bad SSL certificate, etc.
You can use delivery policies to control not only the total number of retries, but also the time delay between

each retry. You can specify up to 100 total retries distributed among four discrete phases.

Initial Delivery
Attempt

Pre-Backoff Phase Backoff Phase ost-Backoff Phase

Time

Immediate Retry
Phase (no delay)

1. Immediate Retry Phase (p. 116)—Also called the no delay phase, this phase occurs immediately after
the initial delivery attempt. The value you set for Retries with no delay determines the number of retries
immediately after the initial delivery attempt. There is no delay between retries in this phase.

2. Pre-Backoff Phase (p. 117)—The pre-backoff phase follows the immediate retry phase. Use this phase
to create a set of retries that occur before a backoff function applies to the retries. Use the Minimum
delay retries setting to specify the number of retries in the Pre-Backoff Phase. You can control the time
delay between retries in this phase by using the Minimum delay setting.

3. Backoff Phase (p. 118)—This phase is called the backoff phase because you can control the delay
between retries in this phase using the retry backoff function. Set the Minimum delay and the Maximum
delay, and then select a Retry backoff function to define how quickly the delay increases from the
minimum delay to the maximum delay.

4. Post-Backoff Phase (p. 120)—The post-backoff phase follows the backoff phase. Use the Maximum
delay retries setting to specify the number of retries in the post-backoff phase. You can control the
time delay between retries in this phase by using the Maximum delay setting.

The backoff phase is the most commonly used phase. If no delivery policies are set, the default is to retry
three times in the backoff phase, with a time delay of 20 seconds between each retry. The default value
for both the Minimum delay and the Maximum delay is 20. The default number of retries is 3, so the default
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retry policy calls for a total of 3 retries with a 20 second delay between each retry. The following diagram
shows the delay associated with each retry.

Initial Delivery Retry 1 Retry 2 Retry 3
Attempt

Delay
(20 sec)

Delay
(20 sec)

Delay
(20 sec)

Time

Unsuccessful Unsuccessful Unsuccessful ?

To see how the retry backoff function affects the time delay between retries, you can set the maximum
delay to 40 seconds and leave the remaining settings at their default values. With this change, your
delivery policy now specifies 3 retries during the backoff phase, a minimum delay of 20 seconds, and a
maximum delay of 40 seconds. Because the default backoff function is linear, the delay between messages
increases at a constant rate over the course of the backoff phase. Amazon SNS attempts the first retry
after 20 seconds, the second retry after 30 seconds, and the final retry after 40 seconds. The following
diagram shows the delay associated with each retry.

Initial Delivery R 1 R 2
iy elry elry Reiry 3

Delay

(40 sec)
Time

Unsuccessful Unsuccessful Unsuccessiul 7

The maximum lifetime of a message in the system is one hour. This one hour limit cannot be extended
by a delivery policy.

r. Note

Only HTTP and HTTPS subscription types are supported by delivery policies. Support for other
Amazon SNS subscription types (e.g., email, Amazon SQS, and SMS) is not currently available.

Applying Delivery Policies to Topics and Subscriptions

You can apply delivery policies to Amazon SNS topics. If you set a delivery policy on a topic, the policy
applies to all of the topic's subscriptions. The following diagram illustrates a topic with a delivery policy
that applies to all three subscriptions associated with that topic.

Topic Delivery
Paolicy

Topic:

Topic Delivery Topic Delivery Topic Delivery
Policy Policy Policy
supscription

subscription subscription

You can also apply delivery policies to individual subscriptions. If you assign a delivery policy to a
subscription, the subscription-level policy takes precedence over the topic-level delivery policy. In the
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following diagram, one subscription has a subscription-level delivery policy whereas the two other
subscriptions do not.

Topic Delivery
Policy

Topic

Subscription
Delivery Policy
e

Topic Delivery Topic Delivery
Policy Policy
subscriplion subscriplion

In some cases, you might want to ignore all subscription delivery policies so that your topic's delivery
policy applies to all subscriptions even if a subscription has set its own delivery policy. To configure
Amazon SNS to apply your topic delivery policy to all subscriptions, click Ignore subscription override in
the View/Edit Topic Delivery Policies dialog box. The following diagram shows a topic-level delivery policy
that applies to all subscriptions, even the subscription that has its own subscription delivery policy because
subscription-level policies have been specifically ignored.

Topic Delivery
Policy

Topic

Topic Delivery Topic Delivery
Policy Policy
subscriplion subscriplion

Setting the Maximum Receive Rate

You can set the maximum number of messages per second that Amazon SNS sends to a subscribed
endpoint by setting the Maximum receive rate setting. Amazon SNS holds messages that are awaiting
delivery for up to an hour. Messages held for more than an hour are discarded.

» To set a maximum receive rate that applies to all of a topic's subscriptions, apply the setting at the topic
level using the View/Edit Topic Delivery Policy dialog box. For more information, see To set the maximum
receive rate for a topic (p. 113).

+ To set a maximum receive rate that applies to a specific subscription, apply the setting at the subscription
level using the View/Edit Subscription Delivery Policy dialog box. For more information, see To set the
maximum receive rate for a subscription (p. 114).

To set the maximum receive rate for a topic

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.
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Select a topic in the Navigation pane, and in the Topic Details pane select View/Edit Topic Delivery
Policy from the All Topic Actions list.

Region: All Topic Actions | = =>|_] Publish to Topic

= i ) . . .
5. America (Sao Paulo) v Publish to this Topic

*| Create New Topic Delete Topic
Edit Topic Display Name ) .
[ SNS Dashboard View/Edit Tapic Policy enss

View/Edit Topic Delivery Paolicy ount

¥s My Subscriptions

Type an integer value (e.g., 2) in the Maximum receive rate box.

View/ Edit Topic Delivery Policy Cancel [X

J Basic View || Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0

Minimum delay: 20
Minimum delay retries: 0
Maximum delay: _20.

Maximum delay retries: 0

Maximum receive rate: 2

Click Update Delivery Policy to save your changes.

View/ Edit Topic Delivery Policy Cancel [X

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

NE ia with no delay’lﬂ‘,.-.;‘ “‘J Fave— W

| Cance || Update Delivery Policy |

To set the maximum receive rate for a subscription

1.

Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

Select a topic in the Navigation pane.
In the Topic Details pane, select a subscription and click View/Edit Delivery Policy.
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Region: All Topic Actions | ™ @ Publish to Topic
B s America (Sao Paulo)+ @
TestTopic
ﬂ Create New Topic p
Topic ARN: arn:aws:sns:sa-east-1:852310026102: TestT
[T] SNS Dashboard
Q.! My Subscriptions Topic Owner: AWS Account ID 852310026102
My Topics (1) Region: sa-east-1
B TestTopic
4| S

¥ ViewiEdit DeliveryPolicy

i

ﬂg Create New Subscription !! Delete Subscription)

Subscription ID
arn:aws:sns:sa-east-1:852310026102:TestTopic:d30c33f8-bc60-491d-bca

4. Type an integer value (e.g., 2) in the Maximum receive rate box.

5.

View/Edit Subscription Delivery Policy Cancel [X

J Basic View || Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries:

I

Retries with no delay:

I

Minimum delay:

=}

=Y Y [ YA RN

Minimum delay retries:

Maximum delay:

Maximum delay retries:

0
Maximum receive rate: 2

Click Update Delivery Policy to save your changes.

View /Edit Subscription Delivery Policy Cancal [X

J Basic View || Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

en @ - 100

.R‘?\TW ‘m“‘ﬁ -) ﬂ R W |

| Cancel || Update Delivery Policy |
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Immediate Retry Phase

The immediate retry phase occurs directly after the initial delivery attempt. This phase is also known as
the No Delay phase because it happens with no time delay between the retries. The default number of
retries for this phase is 0.

To set the number of retries in the immediate retry phase

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. Select a topic in the Navigation pane, and in the Topic Details pane select View/Edit Topic Delivery
Policy from the All Topic Actions list.

Lag'_ S ——

Region: All Topic Actions | = E?j Publish to Topic

= i - i : :
5. America (Sao Paulo) Publish to this Topic
*| Create New Topic Delete Topic

Edit Topic Display Name ] .
[ sNS Dashboard View/Edit Topic Policy sns
#, My Subscriptions View/Edit Topic Delivery Policy ount

3. Type an integer value in the Retries with no delay box.

View/Edit Topic Delivery Policy Cancel X

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0

Minimum delay: 20
Minimum delay retries: -0 ) ) - )
Maximum delay: _20 -

Maximum delay retries: 0

Maximum receive rate:

4. Click Update Delivery Policy to save your changes.

View/ Edit Topic Delivery Policy Cancel [X

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

»Reffimwith no delay’ﬂﬂ;:.-.;‘*‘g/‘w

| Cance || Update Delivery Policy |
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Pre-Backoff Phase

The pre-backoff phase follows the immediate retry phase. Use this phase if you want to create a set of
one or more retries that happen before the backoff function affects the delay between retries. In this
phase, the time between retries is constant and is equal to the setting that you choose for the Minimum
delay. The Minumum delay setting affects retries in two phases—it applies to all retries in the pre-backoff
phase and serves as the initial time delay for retries in the backoff phase. The default number of retries
for this phase is 0.

To set the number of retries in the pre-backoff phase

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. Select a topic in the Navigation pane, and in the Topic Details pane select View/Edit Topic Delivery
Policy from the All Topic Actions list.

Region: All Topic Actions | + La Publizh to Topic
B s America (Sao Paulo)~ Publish to this Topic
"] Create New Topic Delete Topic
Edit Topic Display Name ] .
[ sNS Dashboard View/Edit Topic Policy ssns:
#, My Subscriptions View/Edit Topic Delivery Policy ount

3. Type an integer value in the Minimum delay retries box.

View/Edit Topic Delivery Policy Cancel X

Basic View Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0

Minimum delay: 20
Minimum delay retries: -0 - |
Maximum delay: 20

Maximum delay retries: 0

Maximum receive rate:

4. Type an integer value in the Minimum delay box to set the delay between messages in this phase.

The value you set must be less than or equal to the value you set for Maximum delay.
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View/Edit Topic Delivery Policy Cancel %

Basic View Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0
| Minimum delay: 20
imimum delay retries: 0

Maximum delay: 20

Maximum delay retries: 0

Maximum receive rate:

5. Click Update Delivery Policy to save your changes.

View/ Edit Topic Delivery Policy Cancel [X

Basic View Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

u??with no delayrﬂ‘m\"j oY o

| Cance || Update Delivery Policy |

Backoff Phase

The backoff phase is the only phase that applies by default. You can control the number of retries in the
backoff phase using Number of retries.

& Important

The value you choose for Number of retries represents the total number of retries, including the
retries you set for Retries with no delay, Minimum delay retries, and Maximum delay retries.

You can control the frequency of the retries in the backoff phase with three parameters.

* Minimum delay—The minimum delay defines the delay associated with the first retry attempt in the
backoff phase.

* Maximum delay—The maximum delay defines the delay associated with the final retry attempt in the
backoff phase.

+ Retry backoff function—The retry backoff function defines the algorithm that Amazon SNS uses to
calculate the delays associated with all of the retry attempts between the first and last retries in the
backoff phase.
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The following screen shot shows the Amazon SNS console fields that pertain to the backoff phase.

View/ Edit Topic Delivery Policy Cancel [X

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0

Minimum delay: 20

Minimum delay retries: 0

Maximum delay:

Maximum delay retries:

Maximum receive rate:

Retry backoff function:  Linear -

Subscription Override: [

Cancel || Update Delivery Policy

You can choose from four retry backoff functions.

* Linear

* Arithmetic
+ Geometric
» Exponential

The following screen shot shows how each retry backoff function affects the delay associated with
messages during the backoff period. The vertical axis represents the delay in seconds associated with
each of the 10 retries. The horizontal axis represents the retry number. The minimum delay is 5 seconds,
and the maximum delay is 260 seconds.

300

250

200 =4=—Exponential
== Arithmatic

150
/.7( / Linear
100 .
’./y // =i (GROMetric
50

0 1 T T T T T T T T T 1
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Post-Backoff Phase

The post-backoff phase is the final phase. Use this phase if you want to create a set of one or more retries
that happen after the backoff function affects the delay between retries. In this phase, the time between
retries is constant and is equal to the setting that you choose for the Maximum delay. The Maximum delay
setting affects retries in two phases—it applies to all retries in the post-backoff phase and serves as the
final time delay for retries in the backoff phase. The default number of retries for this phase is 0.

To set the number of retries in the post-backoff phase
1. Sign in to the AWS Management Console and open the Amazon SNS console at

https://console.aws.amazon.com/sns/.

2. Select a topic in the Navigation pane, and in the Topic Details pane select View/Edit Topic Delivery
Policy from the All Topic Actions list.

Region: All Topic Actions | + La Publizh to Topic

B s America (Sao Paulo)~ Publish to this Topic

"] Create New Topic Delete Topic
Edit Topic Display Name ] .
[~ sNSs Dashboard View/Edit Topic Policy ‘Sns:

View/Edit Topic Delivery Paolicy ount

¥s My Subscriptions

3. Type an integer value in the Maximum delay retries box.

View/Edit Topic Delivery Policy Cancel X

Basic View Advanced View

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay: 0

Minimum delay: 20
Minimum delay retries: 0
Maximum delay: 20

Maximum delay retries: 0

Maximum receive rate:

4. Type an integer value in the Maximum delay box to set the delay between messages in this phase.

The value you set must be greater than or equal to the value you set for Minimum delay.
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View/Edit Topic Delivery Policy Cancel %

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

Retries with no delay:

Minimum delay:

Minimum delay retries: 0

Maximum delay: 20

Maximum delay retries: 0

Maximum receive rate:

5. Click Update Delivery Policy to save your changes.

View/Edit Topic Delivery Policy Cancel X

J Basic View || Advanced View |

Delivery Policy
Allow these delivery policies to this topic:

Number of retries: 3

.Re with no delayf‘

- b e~

| Cance || Update Delivery Policy |

HTTPS Endpoint0ll CH3H Amazon SNS7} @145l =
Certificate Authorities(CA)

Z Mol CH3t HTTPS endpointE TS & 74 endpointe AlZ|E = QlE= Certificate Authority(CA)0H 2|
MES M 15 MHE E 5ok gfLICH Amazon SNSE Amazon SNS7I QI1%5HE A28 4= Q= CAof
M MEEt CIZEMHE E 8 HTTPS endpointsol| 2t HIAIX|E M&ELICH Amazon SNSE CHS 2| CAE
I gt

di gi certassuredi drootca, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

87: CE: 0B: 7B: 2A: OE: 49: 00: E1: 58: 71: 9B: 37: A8: 93: 72
trustcentercl ass2caii, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

CE: 78: 33: 5C: 59: 78: 01: 6E: 18: EA: B9: 36: AO: B9: 2E: 23
t hawt eprem unserverca, Dec 2, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

A6: 6B: 60: 90: 23: 9B: 3F: 2D: BB: 98: 6F: D6: A7: 19: OD: 46
SwWi sssi gnsil verg2ca, Aug 13, 2008, trustedCertEntry,
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Certificate fingerprint (MD5):

EO: 06: Al: C9: 7D: CF: C9: FC. OD: C0: 56: 75: 96: D8: 62: 13
swi sssi gnpl ati nung2ca, Aug 13, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

C9:98:27: 77: 28: 1E: 3D: OE: 15: 3C: 84: 00: B8: 85: 03: E6
equi f axsecur eebusi nesscal, Jul 18, 2003, trustedCertEntry,
Certificate fingerprint (MD5):

64: 9C. EF: 2E: 44: FC: C6: 8F: 52: 07: DO: 51: 73: 8F: CB: 3D
t hawt eserverca, Dec 2, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

EE: FE: 61: 69: 65: 6E: F8: 9C. C6: 2A: F4: D7: 2B: 63: EF: A2
utnuserfirstclientauthemailca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

D7: 34: 3D: EF: 1D: 27: 09: 28: E1: 31: 02: 5B: 13: 2B: DD: F7
t hawt eper sonal freenni | ca, Dec 2, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

53:4B: 1D: 17: 58: 58: 1A: 30: Al: 90: F8: 6E: 5C. F2: CF: 65
ut nuserfirsthardwareca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

4C. 56: 41: E5: OD: BB: 2B: E8: CA: A3: ED: 18: 08: AD: 43: 39
entrustevca, Apr 28, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

D6: A5: C3: ED: 5D: DD: 3E: 00: C1: 3D: 87: 92: 1F: 1D: 3F: E4
certunta, Feb 10, 2009, trustedCertEntry,

Certificate fingerprint (MD5):

2C. 8F: 9F: 66: 1D: 18: 90: B1: 47: 26: 9D: 8E: 86: 82: 8C. A9
addtrustcl asslca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

1E: 42: 95: 02: 33: 92: 6B: B9: 5F: C0: 7F: DA: D6: B2: 4B: FC
entrustrootcag2, Jun 22, 2010, trustedCertEntry,
Certificate fingerprint (MD5):

4B: E2: C9: 91: 96: 65: 0C: F4: OE: 5A: 93: 92: A0: OA: FE: B2
equi f axsecureca, Jul 18, 2003, trustedCertEntry,
Certificate fingerprint (MD5):

67: CB: 9D: CO: 13: 24: 8A: 82: 9B: B2: 17: 1E: D1: 1B: EC. D4
quovadi srootca3, Jun 9, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

31:85:3C: 62:94: 97: 63: B9: AA FD: 89: 4E: AF: 6F: EO: CF
quovadi srootca2, Jun 9, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

5E: 39: 7B: DD: F8: BA: EC: 82: E9: AC: 62: BA: 0C: 54: 00: 2B
di gi cert hi ghassuranceevrootca, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

D4: 74: DE: 57: 5C: 39: B2: D3: 9C: 85: 83: C5: C0: 65: 49: 8A
seconval i certcl asslca, May 1, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

65: 58: AB: 15: AD: 57: 6C: 1E: A8: A7: B5: 69: AC. BF: FF: EB
equi f axsecur egl obal ebusi nesscal, Jul 18, 2003, trustedCertEntry,
Certificate fingerprint (MD5):

8F: 5D: 77: 06: 27: C4: 98: 3C. 5B: 93: 78: E7: D7: 7D: 9B: CC
geotrustuni versal ca, Dec 3, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

92: 65: 58: 8B: A2: 1A: 31: 72: 73: 68: 5C. B4: A5: 7A: 07: 48
t hawt epri maryr oot cag3, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

FB: 1B: 5D: 43: 8A: 94: CD: 44: C6: 76: F2: 43: 4B: 47: E7: 31
veri si gncl ass3ca, Dec 2, 2009, trustedCertEntry,
Certificate fingerprint (MD5):
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EF: 5A:

74:01:

A7: F2:

02: 26:

86: AC.

90: F5:

AC. B6:

32: 4A:

BO: 01:

CA: FB:

CB: 17:

45: E1:

2B: 9B:

CD: 68:

D5: E9:

El: 4B:

A2: 33:

B3: A5:

6C: 39:

F1:33: EF: F1: CD: BB: 51: 02: EE: 12: 14: 4B: 96: C4
deut schet el ekonr oot ca2, Nov 6, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

4A: 91: B1: 08: C4: 58: CE: 47: CD: FO: DD: 11: 53: 08
utnuserfirstobjectca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

E4:16: 06: 41: 11: 50: 30: 6B: 9C: E3: B4: 9C. BO: C9
geotrustprimaryca, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

C3: 01: 5E: 08: 30: 37: 43: A9: DO: 7D: CF: 37: E6: BF
veri signclasslca, Dec 2, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

DE: 2B: C5: 6D: C3: DO: 8C: 28: 88: D3: 8D: 16: 13: 1E
bal ti nor ecodesi gni ngca, May 10, 2002, trustedCertEntry,
Certificate fingerprint (MD5):

28:49: 56: D1: 5D: 2C: BO: 53: D4: 4B: EF: 6F: 90: 22
bal ti norecybertrustca, My 10, 2002, trustedCertEntry,
Certificate fingerprint (MD5):

94: A5: 9C: 17: EO: D7: 91: 52: 9B: B1: 97: 06: A6: E4
starfiel dclass2ca, Jan 20, 2005, trustedCertEntry,
Certificate fingerprint (MD5):

4B: BB: C8: 63: 69: 9B: BE: 74: 9A: C6: DD: 1D: 46: 24
caner fi rmachanber scommerceca, Oct 10, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

EE: 14: D9: AF: 29: 18: 94: 76: 8E: F1: 69: 33: 2A: 84
ttel esecgl obal rootcl ass3ca, Feb 10, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

40: A8: 4E: 39: 92: 8A: 1D: FE: 8E: 2F: C4: 27: EA EF
veri si gncl ass3g5ca, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

E4: 31: 67: 3E: E2: 09: FE: 45: 57: 93: F3: OA: FA: 1C
trustcenteruniversal cai, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

A5: 72: C5: A9: 36: 64: 40: 9E: F5: E4: 58: 84: 67: 8C
ttel esecgl obal rootcl ass2ca, Feb 10, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

9E: E4: 7B: 6C: 1F: 00: 72: 1A: CC. C1: 77: 79: DF: 6A
veri si gncl ass3g3ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

B6: A7: C7: C4: CE: 75: EO: 1D: 4F: 57: 44: 61: 92: 09
certuntrustednetworkca, Feb 10, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

81:40: C5: 18: 69: FC: 46: 2C. 89: 75: 62: OF: AA: 78
certpluscl ass3ppri maryca, My 27, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

52: 73: D7: 1B: DB: 93: 30: E5: BD: E4: 09: 6E: BE: FB
veri si gncl ass3g2ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

9B: 4C. 74: 78: 73: D4: 6C: E7: Cl1: F3: 8D: CB: 5C. E9
gl obal si gnr3ca, Aug 17, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

. B8: 49: CA: 05: 13: 55: EE: 2D: BA: 1A: C3: 3E: BO: 28

ut ndat acor psgcca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

3E: 77: 21: 6D: AC. 4A: CO: C9: FB: D5: 41: 3D: CA: 06
seconscrootca2, Aug 17, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

7D: A4: OE: 55: 59: B2: 3F: D6: 41: B1: 12: 50: DE: 43
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seconscrootcal, May 1, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

F1: BC. 63: 6A: 54: EO: B5: 27: F5: CD: E7: 1A: E3: 4D: 6E: 4A

gt ecybertrustgl obal ca, May 10, 2002, trustedCertEntry,
Certificate fingerprint (MD5):

CA: 3D: D3: 68: F1: 03: 5C. DO: 32: FA: B8: 2B: 59: E8: 5A: DB

veri si gnuni versal rootca, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

8E: AD: B5: 01: AA: 4D: 81: E4: 8C. 1D: D1: E1: 14: 00: 95: 19

9D: FB:

94: 14

trustcentercl ass4caii, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

F9: AC. ED: 89: 33: 22: F4: 28: 48: 83: 25: 23: 5B: EO
gl obal si gnr2ca, Aug 1, 2007, trustedCertEntry,
Certificate fingerprint (MD5):

77: 7E: 3E: 5E: FD: 8F: 30: BD: 41: BO: CF: E7: DO: 30
certpluscl ass2pri maryca, May 27, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

88: 2C. 8C. 52: B8: A2: 3C. F3: F7: BB: 03: EA: AE: AC. 42: 0B

79: E4.

3E: 45:

di gi certgl obal rootca, Jan 7, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

A9: 84: 0D: 7D: 3A: 96: D7: CO: 4F: E2: 43: 4C:. 89: 2E
gl obal si gnca, Mar 26, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

52:15:09: 51: 92: E1: B7: 5D: 37: 9F: B1: 87: 29: 8A
t hawt epri maryrootca, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

8C. CA: DC. 0B: 22: CE: F5: BE: 72: AC. 41: 1A: 11: A8: D8: 12

F7:75:

geotrust gl obal ca, Jul 18, 2003, trustedCertEntry,
Certificate fingerprint (MD5):

AB: 29: FB: 51: 4E: B7: 77: 5E: FF: 05: 3C. 99: 8E: F5
soner acl ass2ca, Mar 28, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

A3: EC. 75: OF: 2E: 88: DF: FA: 48: 01: 4E: 0B: 5C. 48: 6F: FB

7F: 66:

27: DE:

33: B7:

A9: 23:

49:79:

verisi gntsaca, Aug 13, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

7A: 71: D3: EB: 69: 78: 20: 9A: 51: 14: 9D: 83: DA: 20
quovadi srootca, Jun 9, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

36: FE: 72: B7: 00: 03: 00: 9D: F4: FO: 1E: 6C. 04: 24
soner acl asslca, Mar 28, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

84: F5: 5F: 27: D7: 68: 27: DE: 14: DE: 12: 2A: ED: 6F
val i certclass2ca, Jan 20, 2005, trustedCertEntry,
Certificate fingerprint (MD5):

75: 9B: BA: 49: 36: 6E: 31: C2: DB: F2: E7: 66: BA: 87
conodoaaaca, My 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

04: BO: EB: 87: 19: AC. 47: BO: BC: 11: 51: 9B: 74: DO
aol rootca2, Mar 26, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

. 3C. CAI E2: 66: OF: AF: 10: 43: OD: 77: 9B: 04: 09: BF

keynectisrootca, Jun 8, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

CC. 4D: AE: FB: 30: 6B: D8: 38: FE: 50: EB: 86: 61: 4B: D2: 26

addtrustqual i fi edca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

27: EC. 39: 47: CD: DA: 5A: AF: E2: 9A: 01: 65: 21: A9: 4C. BB

aolrootcal, Jan 17, 2008, trustedCertEntry,
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Certificate fingerprint (MD5):

14: F1: 08: AD: 9D: FA: 64: E2: 89: E7: 1C. CF: A8: AD: 7D: 5E
veri si gncl ass2g3ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

F8: BE: C4: 63: 22: C9: A8: 46: 74: 8B: B8: 1D: 1E: 4A: 2B: F6
addtrustexternal ca, May 2, 2006, trustedCertEntry,
Certificate fingerprint (MD5):

1D: 35: 54: 04: 85: 78: BO: 3F: 42: 42: 4D: BF: 20: 73: 0A: 3F
veri si gncl ass2g2ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

2D: BB: E5: 25: D3: D1: 65: 82: 3A: B7: OE: FA: E6: EB: E2: E1
geotrustprimarycag3, Nov 24, 2009, trustedCertEntry,
Certificate fingerprint (MD5):

B5: E8: 34: 36: C9: 10: 44: 58: 48: 70: 6D: 2E: 83: D4: B8: 05
swi sssi gngol dg2ca, Aug 13, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

24:77: D9: A8: 91: D1: 3B: FA: 88: 2D: C2: FF: F8: CD: 33: 93
entrust 2048ca, Jun 22, 2010, trustedCertEntry,
Certificate fingerprint (MD5):

EE: 29: 31: BC: 32: 7E: 9A: E6: E8: B5: F7: 51: B4: 34: 71: 90
gt ecybertrust5ca, May 10, 2002, trustedCertEntry,
Certificate fingerprint (MD5):

7D: 6C. 86: E4: FC. 4D: D1: 0B: 00: BA: 22: BB: 4E: 7C. 6A: 8E
carer fi r machanbersi gnca, COct 10, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

9E: 80: FF: 78: 01: OC: 2E: C1: 36: BD: FE: 96: 90: 6E: 08: F3
caner firmachanbersca, Oct 10, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

5E: 80: 9E: 84: 5A: OE: 65: 0B: 17: 02: F3: 55: 18: 2A: 3E: D7
godaddycl ass2ca, Jan 20, 2005, trustedCertEntry,
Certificate fingerprint (MD5):

91: DE: 06: 25: AB: DA: FD: 32: 17: 0C: BB: 25: 17: 2A: 84: 67
entrustsslca, Jan 9, 2003, trustedCertEntry,
Certificate fingerprint (MD5):

DF: F2: 80: 73: CC: F1: E6: 61: 73: FC. F5: 42: E9: C5: 7C. EE
veri si gncl asslg3ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

B1:47: BC. 18: 57: D1: 18: AO: 78: 2D: EC: 71: E8: 2A: 95: 73
seconevrootcal, May 1, 2008, trustedCertEntry,
Certificate fingerprint (MD5):

22:2D: A6: 01: EA: 7C:. OA: F7: FO: 6C: 56: 43: 3F: 77: 76: D3
veri si gncl asslg2ca, Mar 25, 2004, trustedCertEntry,
Certificate fingerprint (MD5):

DB: 23: 3D: F9: 69: FA: 4B: B9: 95: 80: 44: 73: 5E: 7D: 41: 83
godaddysecurecertificationauthority, Jul 19, 2010, trustedCertEntry,
Certificate fingerprint (MD5):

D5: DF: 85: B7: 9A: 52: 87: D1: 8C: D5: OF: 90: 23: 2D: B5: 34

Amazon SNS HIA|X|2] M EFOl

EE= Amazon SNS7I EIHH gr2lo| M| 15 &Rl e 715 b
M-EXt2| endpointE= Amazon SNS HIA[X|of| HZI HEE ALS6H MEE AER L MBS MHEMHSI22

e
n
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AERHE HIAIX| 2RIZZ2FE AW HE MEBED Amazon SNS7t HIAIX|Z2 EH MBS HIW S 2M H|

Alx|el 2HIZXE

J
r
1l
1
2
Il
r
[ul

o€ £04 Amazon SNS HIA|X|E *2|5t1 MBS & QI5H= Java servlet =& Amazon SNS Endpoint

Java Servletol| CHet 2= oAl (p. 127)8 FZEFAAIL

Amazon SNS HIA|X|2| MHH =fol

1. Amazon SNS7} endpoint0ll Z1& 8t HTTP POST 2 2&2| JSON EA0lM 015/3t 4 S FEEL
[mEK=2

Ch Y& O|5/2f ¥ol it AP P04 MEE AE%‘ MABHL|CE Amazon SNS HIA|X|Q] MTEES
2*°|°* [ escaped control 2XHE Message 2 Subj ect Zto| HE BXAIZ HES= W2 RFH B
gruich ole{8t gt2 MEE AEZ S| URE ALE Al H= EAlolofof °*|—|EF JSON ZME BEA5t
= gtedof cHgt REMIBH LI 2 EHA| 1: Amazon SNS HIA|X|E X E|6tE = endpointE &H|EHLICEH
(p. 105)8 & =3tAAL.

Si gnat ur eVer si on= MB HAE LEAELICH AEX= MB HTOIM MBS d8st= Yo
ME2s F AIEE Z2-E 4 &LICH Amazon SNS 220 A2 Amazon SNSE A MHE HT
12 M HT 48 R[HELICH O MME ME HH 18 Al'%oi@ MES MM5te BHE M3 EL
Ch M 7T 40 CHSt XEMIBE L& 2 Signature Version 4 Signing ProcessE & Z 5 AIL.
Amazon SNS7} HA|X|0] MESH=C AFE B X509 Q15 MHE &S ELICE Si gni ngCert URL
HIAIX|of CHE MAF MEES M= AFE 8 X509 Q1B Mol @{%x|E LIEFALICE o] |x|ofA
ME Mot

AZMZRE Z7H 7|18 FEELICE Si gni
HAIRIS] A2 & RHGE &felst=d AF%E*L—“:L

x II\I
0|_>I

= i |
BIAIX| S8 HEFLICH MBS AE2 HAIS Type 2ol ols XIHE HAIX S8l TS
M AERIS MHBLIC MBY A= HAIKIIM XIEE o8/t #ol ZHE 2xt2 78
lojel E=eluick 22t O[8/2t W2 OIB, BefE £X, 2!, BuE BX £ HolELc o
B2t %2 HholE, sort 222 LhaglLict

HAIX] foll et MEE AE->2 CHE 0| o|F/2t W E/aHof gLiCh

Notification
o2 HAIX|= CtS2l O|&/gt 42 Z&atofF &LICt

Message

Messagel d

Subj ect (if included in the nmessage)
Ti mest anp

Topi cArn

Type

Ct=2 2l ofl= Noti ficationoll CHal MEHEE AEZIQIL|CT

Message

My Test Message

Messagel d

4d4dc071- ddbf - 465d- bba8- 08f 81c89da64
Subj ect

My subj ect

Ti mest anp

2012-06- 05T04: 37: 04. 3217

Topi cArn

arn: aws: sns: us-east-1: 123456789012: s4- MySNSTopi c- 1GLVEFCOXTCOP
Type

Notification
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SubscriptionConfirmation 2! UnsubscribeConfirmation
Subscri ptionConfirmation 2 UnsubscribeConfirmation HA|IX|E CHZ2| O|8/gt W
g mahsfot gLict

Message
Messagel d
Subscri beURL
Ti mest anp
Token

Topi cCArn
Type

I>
C
o

ChZ 2l o = Subscri pti onConfi rmati on0l CHaH M &

Messagel d

3d891288- 136d- 417f - bc05- 901c108273ee

Subscri beURL

https://sns. us-east-1. amazonaws. com ?Act i on=Confi r nSubscri pti on&Topi
CArn=arn: aws: sns: us-east - 1: 123456789012: s4- M\ySNSTopi c- 1GLVEF
COXTORSToken=2336412f 37F be317F 5d51e6e241d09c8058323f 6009642680 e08ce35640228c20856603621hddf 7h012918cf

d

(e IR R R et f R S OB AN Gl A0S RS RHS

Ti mest anp

2012- 06- 03T19: 25: 13. 71927

Token

2336412f 37f b687f 5d51e6€241d09c8058323f 600b9642680bf e08ce35640228c208a66d3621bd9f 7b012918cf
d

Fee IR R R et f R S B OB AN G THOES A SRS HS

Topi cArn

arn: aws: sns: us-east-1: 123456789012: s4- MySNSTopi c- 1GLVWEFCOXTCOP
Type

Subscri ptionConfirmation

6. Baseb4 HAloz 4@3@MWEA%H 2gtLIch HIAIX|E Base64Z Q1A EE Si gnature
ol MES E%E*I—llif MY 7t HAret M0 H| W8t 7| 1ol Base64 HAIS 2 2E{Q| Si gnat ur e
W2 ClaEsto] Ut HAIS AE35tod 2L HlwsHok gfLct

7. Amazon SNS H|A|X|2| T} SHA| 22 MELICH Amazon SNS HIAIX|E MEE HHSH=0 AL
B SUE Al 750l Ht FASE MEFLICH

8. Amazon SNS MIA|X|2| &l | A| Zt2 MAIsHLICH ol Al 2t2 B7H 7| ZHEHAH 32]) A2 5tod

Amazon SNS HIAIX|2 MEE ME dEE & Aol

= sHo|3H

9. Amazon SNS MHIAIX|o| ME|-d0t FAMLS =g L|CH nf oHAI ZL(EH7Al 72l)mt = Q1 SHA| ZE(EA
82()2 Hlw gLICt gfol EO'on FARHE O |X|7P &5te S +=HEIX| A A2 Amazon
SNSOIM 7|HRE S S ARLICH ghol SYstX| ofrtH **'XF— O|§ &l=Z|stx| 2rotof gfLct.

Amazon SNS Endpoint Java Servlet0| CH &t
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o
Ijo
lo
kU
n
P
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protected voi d doPost (Htt pServl et Request request, HttpServl et Response response)
throws Servl et Exception, |OException, SecurityException{
/1 Get the nessage type header.
String nmessagetype = request.get Header (" x-ane-sns- nessage-type");
/11f message doesn't have the message type header, don't process it.
if (nmessagetype == null)
return;

/1 Parse the JSON nessage in the nmessage body
/1 and hydrate a Message object with its contents
/1 so that we have easy access to the nane/val ue pairs
/1 fromthe JSON nessage.
Scanner scan = new Scanner (request. getlnputStream));
StringBuil der builder = new StringBuilder();
whil e (scan. hasNextLine()) {
bui | der. append(scan. nextLine());

}
Message nsg = readMessageFromison(buil der.toString());

/1 The signature is based on SignatureVersion 1.

/1 If the sig version is sonething other than 1,

/1 throw an exception.

if (nsg.getSignatureVersion().equals("1")) {

/1 Check the signature and throw an exception if the signature verification

fails.

if (isMessageSi gnatureValid(nsg))

| og.info(">>Signature verification succeeded");

el se {

log.info(">>Signature verification failed");

t hrow new SecurityException("Signature verification failed.");

}

}

el se {
| 0og. i nfo(">>Unexpected signature version. Unable to verify signature.");

t hrow new SecurityException("Unexpected signature version. Unable to
verify signature.");

}

/1 Process the nessage based on type.
if (nmessagetype.equal s("Notification")) {
[/ TODO Do sonething with the Message and Subj ect.
/1Just log the subject (if it exists) and the nessage.
String | ogMsgAndSubj ect = ">>Notification received fromtopic " +
nsg. get Topi cArn();
if (nmeg.getSubject() !'= null)
| ogMsgAndSubj ect += " Subject: " + nsg.getSubject();
| ogMsgAndSubj ect += " Message: " + nsg. get Message();
| og. i nfo(l ogMsgAndSubj ect);
}
el se i f (nessagetype. equal s("Subscri ptionConfirmation"))
{
/1 TODO You shoul d nake sure that this subscription is fromthe topic
you expect. Conpare topi cCARN to your |ist of topics
//that you want to enable to add this endpoint as a subscription.

/1 Confirmthe subscription by going to the subscribeURL | ocation
//and capture the return value (XM. nessage body as a string)
Scanner sc = new Scanner (new URL(nsg. get Subscri beURL()).openStrean());
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StringBuilder sb = new StringBuilder();
while (sc. hasNextLine()) {
sbh. append(sc. nextLine());
}
| og. i nfo(">>Subscription confirmation (" + nsg.get Subscri beURL() +")
Return value: " + sh.toString());
[/ TODO Process the return value to ensure the endpoint is subscribed.
}
el se i f (nessagetype. equal s("Unsubscri beConfirmation")) {
/1 TODO Handl e Unsubscri beConfirmati on nessage.
/1 For exanple, take action if unsubscribing should not have occurred.
//You can read the SubscribeURL fromthis nmessage and
/I re-subscribe the endpoint.

I og.info(">>Unsubscribe confirmation: " + nsg.get Message());
}
el se {
// TODO Handl e unknown nessage type.
I og. i nfo(">>Unknown nessage type.");
| og. i nfo(">>Done processing nessage: " + nsg. getMessageld());

}

ChZolJava W oddlE 2F %-E-Oﬂkl M&E CIOIEIE B U= Message 2o HEE A0 M
HE M5t Message X ME 215|= HIAIX|2| Base64Z QIR EE HE MY CHH| MBS =
Lict.

private static bool ean i sMessageSi gnatureVal i d( Message nsg) {
try {
URL url = new URL(nsg. getSigningCertURL());
I nput Stream i nStream = url.openStrean();
CertificateFactory cf = CertificateFactory.getlnstance("X 509");
X509Certificate cert = (X509Certificate)cf.generateCertificate(in
Stream ;
inStream cl ose();

Signature sig = Signature.getlnstance("SHALw t hRSA");
sig.initVerify(cert.getPublicKey());
si g. updat e( get MessageByt esToSi gn(nsg) ) ;
return sig.verify(Base64. decodeBase64(nsg. get Signature()));
}
catch (Exception e) {
t hrow new SecurityException("Verify method failed.", e);

}

CH2 9| Java & oAM= Amazon SNS HIA|X|o| CHEH MEE AE%'% MABrLICE.

get MessageByt esToSi gn 22 HAIX| f&of 7|Xx5t0 MHEE AER-E-NQI W2 &5 M
BE AEZS HIO|E HIYR AEBFLICH bui | dNoti ficationStringToSi gn &

bui | dSubscri ptionStringToSi gn %2 Amazon SNS HIA[X[2] ME 2l (p. 125)0] HHE &4
off 7|5t MEE AEZS MMELICH

-

private static byte [] get MessageBytesToSi gn (Message nsg) {
byte [] bytesToSign = null;

if (nmsg.getType().equal s("Notification"))

byt esToSi gn = buil dNotificationStringToSi gn(nsg).getBytes();
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else if (nsg.getType().equal s("SubscriptionConfirnmation") || nsg.get
Type() . equal s("Unsubscri beConfirmation"))
byt esToSi gn = bui | dSubscri ptionStri ngToSi gn(nsg). get Bytes();
return bytesToSi gn;
}

//Build the string to sign for Notification nmessages.
public static String buildNotificationStringToSi gn( Message nsg) {
String stringToSign = null;

//Build the string to sign fromthe values in the nmessage.
// Nane and val ues separated by newline characters
/1 The nane value pairs are sorted by nane
//in byte sort order.
stringToSign = "Message\n";
stringToSi gn += nsg. get Message() + "\n";
stringToSign += "Messagel d\n";
stringToSi gn += nsg. get Messagel d() + "\n";
if (nmsg.getSubject() !'=null) {
stringToSi gn += "Subject\n";
stringToSi gn += nsg. getSubject() + "\n";
}
stringToSign += "Ti nestanmp\n";
stringToSign += nsg. getTi nestanp() + "\n";
stringToSign += "Topi CArn\n";
stringToSi gn += nsg. get Topi cArn() + "\n";
stringToSign += "Type\n";
stringToSi gn += nsg. get Type() + "\n";
return stringToSi gn;

}

//Build the string to sign for SubscriptionConfirmation
//and Unsubscri beConfirmati on nessages.
public static String buil dSubscriptionStringToSi gn(Message nsg) {
String stringToSign = null;
//Build the string to sign fromthe values in the nessage.
/I Name and val ues separated by newline characters
[/ The nanme value pairs are sorted by nane
/1in byte sort order.
stringToSign = "Message\n";
stringToSi gn += nsg. get Message() + "\n";
stringToSi gn += "Messagel d\n";
stringToSi gn += nsg. get Messagel d() + "\n";
stringToSi gn += "Subscri beURL\ n";
stringToSi gn += nsg. get Subscri beURL() + "\n";
stringToSign += "Ti nestanp\n";
stringToSign += nsg.getTi nestanp() + "\n";
stringToSi gn += "Token\n";
stringToSi gn += nsg. get Token() + "\n";
stringToSi gn += "Topi cArn\n";
stringToSi gn += nsg. get Topi cArn() + "\n";
stringToSign += "Type\n";
stringToSign += nsg. get Type() + "\n";
return stringToSign;
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Amazon SNS2 CI2 9| Al AR ELICEH

Topics

HTTP/HTTPS &K (p. 132)

HTTP/HTTPS 5= = ¢l JSON &4 (p. 133)
HTTP/HTTPS & JSON &4 (p. 135)

HTTP/HTTPS 75 &{X| 22l JSON &4l (p. 137)
SetSubscriptionAttributes & 2 JSON &4 (p. 139)
SetTopicAttributes 715 &3 JSON & 4! (p. 140)
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HTTP/HTTPS 3l

Amazon SNS7| #5280l 23l t = 75 5 X| & 2l H|A|X|E HTTP/HTTPS endpoint2 & & I Amazon

SNS x| &l 2f1t & 74 POST HIAIXIE TS ELICH Ol2{8t sl 2t 2 AL&3tH Type 22 247] fIsH
F o

JSON HAIX| 228 BEAME R 0| HAIX| RS Tt e = &Lt
X-amz-sns-message-type
HIAIX|2] REQILICH 758t Z4H2 Subscri ptionConfirmation, Notification &
Unsubscri beConfi rmati on &IL|CH
X-amz-sns-message-id
HEg 1 AE X} (Universally Unique Identifier) 2 HAIZlE ZF HIAIX|OlC TR &LICH RHAIZ SHE
52t Amazon SNS7t TS5 L 2lo| A2 HE HIAIX|S| HIAIXK| ID7F AHEElLICH
X-amz-sns-topic-arn
ol MIAIX|Z}F HIAIE! F=Aloi CHEH Amazon Resource Name(ARN)&/L|CE.

X-amz-sns-subscription-arn
Ol endpointodl CHE 59| ARNRIL|CH

CHZ ol HTTP POST &llC{= HTTP endpoint0l| CHEt SubscriptionConfirmation MIAIX| 3lC4 2] of ILIC}.

POST / HITP/ 1.1

X-ane-sns- nessage-type: SubscriptionConfirnation
X-ane-sns-nessage-i d: 165545c¢9- 2a5c¢c- 472c¢- 8df 2- 7f f 2be2b3b1lb
X-ane-sns-topi c-arn: arn: aws: sns: us-east-1: 123456789012: MyTopi ¢
X-ank-sns-subscription-arn: arn: aws: sns: us-east-1: 123456789012: MyTopi c: 2bcf bf 39-
05c3-41de- beaa-f cfcc21c8f 55

Content -Length: 1336

Cont ent - Type: text/plain; charset=UTF-8

Host: nyhost. exanpl e. com

Connecti on: Keep-Alive

User - Agent: Amazon Sinple Notification Service Agent
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HTTP/HTTPS 75 =2/ JSON &4

AM-EX7F HTTP/HTTPS endpointE 758t £01 Amazon SNSE 715 &0l HA|X|Z HTTP/HTTPS
endpointd]] M&EELICEH Ol HAIX|E +52 &02lst7| {5 WEsHoF 3= Subscri beURL (2 1 U
&LICHEE, Token ZH2 ConfirmSubscriptionZ} &4l AF& & 4= & LICH. Amazon SNSE F50| &0l
E|7| Molle 4 &l2 0| endpointZ2 F& K| of&LICH

75 Z02l HAIX|= ChE 2| O|&/2t ¥ S X = JSON BAE Z&5te HAIX| 2EE22 & POST HIAIX|
0I|_||_—_|.
= .

Message
HAIXIE dHstE EXGEULICH 75 &Qlo| A2 0| EXtYE2 o3 2 &L

You have chosen to subscribe to the topic arn: aws: sns: us-east-
1:123456789012: MyTopi c. \ nTo confirmthe subscription, visit the SubscribeURL
included in this nessage.

Messageld
#HE 1] AKXt (Universally Unique Identifier) 2 HAIZlE ZF HIAIX|OlC TREfLICH RHAIE SHe
52t Amazon SNS7t RHTES 5= HIAIXK|S| A2 & HIAIXKIS| HIAIX| ID7F AL ELICH

Signature
Message, Messageld, Type, Timestamp, TopicArn Zt2 7} %l Base64 Q12 Y “SHA1wWithRSA” MY
lL|ct.

SignatureVersion

A28 Amazon SNS A& o] HA L}
SigningCertURL

HIAIR|o MHES7| I6 AHEE! 215 Mo URLYLIC
SubscribeURL

7= golg Sl

A E5to 25E
Timestamp

T5 =gelo| MEE AlZHGMT)LCH.

19

FE3HoF 3H= URLEILICE E=, I CHAl Token2 ConfirmSubscription 2o 2
Qlst Fulct

g

£ I8l ConfirmSubscription 2404 AF& & 4= Q1= ZrILICH E=, ZHEHS| Subscri beURL
[m;

TopicArn
Ol HIAIX|7t =& FX|ofl CHEH Amazon Resource Name(ARN) 2JL|CH.

Type
HAIX|e| RELICH 5 &Qlo| 2 R Subscri ptionConfirmationL|CH

CtZ 2| HTTP POST M|A|X|&= HTTP endpointdll CHEH SubscriptionConfirmation M A|X|2| of &lL|Ct.

POST / HTTP/ 1.1

X-anz-sns- nessage-type: SubscriptionConfirmation
X-ane-sns-nessage-i d: 165545c9- 2a5c- 472c- 8df 2- 7f f 2be2b3b1lb
X-anz-sns-topi c-arn: arn:aws: sns: us-east-1:123456789012: MyTopi c
X-ane-sns-subscription-arn: arn:aws: sns: us-east-1:123456789012: MyTopi c: 2bcf bf 39-
05c3-41de- beaa-f cfcc21c8f 55

Content - Lengt h: 1336

Cont ent - Type: text/plain; charset=UTF-8

Host: nyhost. exanpl e. com

Connection: Keep-Alive

User - Agent: Anmzon Sinple Notification Service Agent
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{
"Type" : "SubscriptionConfirmation",
"Messagel d" : "165545c9- 2a5c-472c- 8df 2- 7f f 2be2b3blb",
"Token"

"M%WWHZMWMM&&WF?W
bacc99c583a916b9981dd2728f 4ae6f db82ef d087cc3b7849e0579802d2785c03b0879594eeac82c01f 235d0e717736"

"Topi CArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",

"Message" : "You have chosen to subscribe to the topic arn:aws: sns: us-east -
1:123456789012: MyTopi c.\nTo confirmthe subscription, visit the Subscri beURL
included in this nmessage.",

"SubscribeURL" : "https://sns. us-east-1. amazonaws. com ?Acti on=Conf i r nBubscri p
ti on&Topi cArn=arn: aws: sns: us- east-1: 123456789012: MyTop
| cSicka 23341 31 BT bl A8 erebAR 1 7iocT 60883350 7aR A /Aetf e/ 18 croBa PR Boasoe N A 1f (BB
bacc99c583a916b9981dd2728f 4ae6f db82ef d087cc3b7849e05798d2d2785c030b0879594eeac82c01f 235d0e717736"

"Ti mestanp" : "2012-04-26T20: 45: 04. 7512",
"Si gnatureVersion" : "1",
"Signature" : "EXAMPLEpH+DcEW APg8MmyY8dReBSwksf g2S7WKQci kcNK

W.Q wu6A4Vbe SOQHVCKhRS7f UQrvi 2egU3NB58f i TDN6bkk Ox YDVr YOAd8L10Hs3zH81nt nPk5uvvol
| C1CXGu43obcgFxel3khzl 81 KvO61GNB6j | 9b5+gLPoBc1Q=",

"SigningCert URL" : "https://sns.us-east-1. amazonaws. coni Si npl eNoti fi cati onSer
vi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent’

}

T= &olol cHet JSON "Alo| Holg &hl5t 2™
https://sns.us-east-1.amazonaws.com/doc/2010-03-31/SubscriptionConfirmation.json| A CH& 2] JSON
IS CIREZESHAAIL.
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HTTP/HTTPS & JSON &4

Amazon SNSO| LS E HTTP £ HTTPS endpointol] 222 TM&
X|e Ct22o| 0|E/Zt o2 El JSON EME ZMSIE HAIX| EE

) [EHe p0|nt01| MEE POST HIA|

Message
A ZIo| FAof AXZIRE M XIHEl= HAIK] 2F L
Messageld

#HE 1R AlEX}(Universally Unique Identifier) 2 HAIZlE ZF HIAIX|otC T REfLICH RHAIE SHE
&2t Amazon SNS7}t MTSste L2l 22 HE HAIXIS| HIAIX| ID7F AFSEILIC
Signature
Message, Messageld, Subject(4= &), Type, Timestamp, TopicArn 2{2 7t %! Base64 QI3 T
“SHA1WithRSA” MHEIL|C},
SignatureVersion
AFE 8t Amazon SNS M o] A QlL|C}.
SigningCertURL
HIAIRIO MHE5H7| 2o AFEEl Q1S Mo URLYLICE
Subject
& 2lo] FAol| AAEZIRE W MF Oi7 H==0|nd, SM o7 Aot MSo| XIHER| b2 d=
o= O| O|&/Zf ¥ 2 E JSON EAM0l EAIZ|X| ot&LICtH
Timestamp
20| HAIE AlZHGMT)LCE.
TopicArn
o| HIAIX|ZF HIAIE! F=A|odl CHEF Amazon Resource Name(ARN) IL|C}H.
Type
HAIX|o| REULICH dRIo| HL R NotificationL|CH.
UnsubscribeURL
ol =AM endpointE = six|st=d AHS

RLRILIC} O] URLE &35 Amazon SNSE
endpointg #5 34X|3t 1 O] endpointZ2 M& 2

St=
=] =
st

CHZ 2| HTTP POST MIA|X|&= HTTP endpointoll CHEt Notification MIA|X|2] 0 JL|C}.

POST / HTTP/ 1.1

X-ane-sns-nmessage-type: Notification

X-anz-sns- nessage-id: 22b80b92-f dea- 4c2c- 8f 9d- bdf bOc7bf 324
X-ane-sns-topi c-arn: arn: aws: sns: us-east-1: 123456789012: MyTopi c
X-ane-sns-subscription-arn: arn:aws: sns: us-east-1: 123456789012: MyTopi ¢: c9135db0-
26c4- 47ec- 8998- 413945f b5a96

Content -Length: 773

Cont ent - Type: text/plain; charset=UTF-8

Host: nyhost. exanpl e. com

Connection: Keep-Alive

User-Agent: Amazon Sinple Notification Service Agent

{
"Type" : "Notification",
"Messagel d" : "22b80b92-f dea- 4c2c- 8f 9d- bdf bOc7bf 324",
"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",
"Subject" : "My First Message",
"Message" : "Hello world!",
"Ti mestanp” : "2012-05-02T00: 54: 06. 6552",
" Si gnat ureVersi on" : "1",
"Signature" : "EXAMPLEWSJRNWNLLFQL41 CBObnXr dB8C RMITQFGBgwLp
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GoM7 8t J4et TWC5z U708t S6t Gpey3ej edNdQI+1f kI p9F2/ LnNVKb5aFIl Yq+9r k9Zi Pph5Yl LD
cyC5T+Sy9/ unmi ¢5S0UQc2PEt gdpVBahwiNOdMMJ PwkOkAJJzt nc=",

"SigningCert URL" : "https://sns.us-east-1. amazonaws. coni Si npl eNoti fi cati onSer
vi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent',
"Unsubscri beURL" : "https://sns. us-east-1. anazonaws. conl ?Act i on=Unsubscri be&Sub

scri pti onArn=arn: aws: sns: us- east - 1: 123456789012: MyTopi c¢: ¢9135db0- 26¢c4- 47ec- 8998-
413945f b5a96"

}

gr2lofl CHSt JSON Ao Ho|E & Qlsted™
https://sns.us-east-1.amazonaws.com/doc/2010-03-31/Notification.json| A CS 2| JSON IS CI2
Z2CE3AAIL.
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HTTP/HTTPS 75 sHiX| &2l JSON B4

ZFHAMH HTTP/HTTPS endpoint?t 5 S| X|El & Amazon SNSE= endpoint0ll 715 S X| & Q1 HA|XIE
X

7= x| =l HIAIX|= CHE2 2l O|&/2t W E = JSON EAME ZF st HAIXI 2222 & POST H|

HAIXIE d¥ste EALQYLICH 75 sliiX| #elo| Z2 o] ExtE2 chat Z &L

You have chosen to deactivate subscription arn:aws: sns: us- east -

1:123456789012: MyTopi c: 2bcf bf 39- 05¢3- 41de- beaa- f cf cc21c8f 55.\ nTo cancel this
operation and restore the subscription, visit the SubscribeURL included in
thi s message.

Messageld
HE 12 AKX} (Universally Unique Identifier) 2 HIA|ZlE ZF HIAIX|OIC TR ELICH RHAIE 5t
set Amazon SNS7t TS ot= HIAIX|2] B2 HE HIAIXRIS| HAIX| ID7F AHS EiLICH

Signature
Message, Messageld, Type, Timestamp, TopicArn Zt2 7} %l Base64 Q12 Y “SHA1WithRSA” M
Lot

SignatureVersion

A28t Amazon SNS M| AL},
SigningCertURL

HIAIR|ol MHESZ| I8 AHEE! 215 Mo URLYLICH
SubscribeURL

TE MEele sl wEaioF st URLYLICH &, 11 CHAl TokenE ConfirmSubscription 242

Ho

2 N850 =2 A= QlstH Eulct
Timestamp

= &lix| &Qlo| MEE AlZHGMT) L.
Token

£ FHErel2 5H ConfirmSubscription ZFJofl AL & = Q= ZEILICH &=, ZHEHS| Subscri beURL

TopicArn
0| endpoint7} 5 8 x|El FA|0of CHEF Amazon Resource Name(ARN)ILIC}H

Type
HAIX|Sl REQULICH 75 sliX| &Qlo| L &2 Unsubscri beConfirmati on®ILIC}.

CtZ 2| HTTP POST M|A|X|= HTTP endpointoll CHEt UnsubscribeConfirmation MIA|X|2] 04| &I L|CH.

POST / HITP/ 1.1

X-ane-sns- nessage-type: UnsubscribeConfirmation
X-ane-sns-nessage-id: 47138184-6831- 46h8- 8f 7c- af c488602d7d
X-anZ-sns-topi c-arn: arn: aws: sns: us-east-1: 123456789012: MyTopi ¢
X-ank-sns-subscription-arn: arn: aws: sns: us-east-1: 123456789012: MyTopi c: 2bcf bf 39-
05c3-41de- beaa-f cfcc21c8f 55

Content - Lengt h: 1399

Cont ent - Type: text/plain; charset=UTF-8

Host: nyhost. exanpl e. com

Connecti on: Keep-Alive

User - Agent: Amazon Sinple Notification Service Agent
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{
"Type" : "UnsubscribeConfirnation",
"Messagel d" : "47138184-6831-46b8- 8f 7c- af c488602d7d",
"Token" : "2336412f 37f b687f 5d51e6e241d09c805a5a57b30d712f 7948a98bhac386ed

f e3e10314e873973b3e0a3c09119b722dedf 2b5e31c59b13ed
ba26417c19F 109351e6f 21696f 29085 f 9710635 4179ac1a0359000F 541f 209c190F 9ae23219ed60470453c06¢190Bhadf chl27deeb7c 7,

"Topi cArn" : "arn:aws:sns: us-east-1:123456789012: MyTopi c",

"Message" : "You have chosen to deactivate subscription arn:aws:sns: us-east-
1:123456789012: My Topi c: 2bcf bf 39- 05¢3- 41de- beaa-f cfcc21c8f55.\ nTo cancel this
operation and restore the subscription, visit the SubscribeURL included in this

nessage. ",

"SubscribeURL" : "https://sns. us-east-1. amazonaws. com ?Acti on=Conf i r nBubscri p
ti on&Topi cArn=arn: aws: sns: us- east-1: 123456789012: MyTop
i c&Token=2336412f 37f b687f 5d51e6€241d09c805a5a57b30d712f 7948a98bac386ed
fe3e10314e873973b3e0a3c09119b722dedf 2b5e31c59b13ed
bh26417c19F 109361e6F 2169f 20085 f e97e10635 41 79ac1a0350000fF 5A41f 209c190F 9ae23219e0604 /0453e06c1905ha5f chk?7dbebrc

"Ti mestanp" : "2012-04-26T20: 06: 41. 5812",
"Si gnatureVersion" : "1",
"Signature" : "EXAMPLEHXgJnXgngsHTI qOCKk7Tl Zsnk8zpJJoQbr 81 eD+8kAHcke3Cd C4VPOvd

pZo9s/ vRIGZnKab6sj &GxE8uwgDl 9HwWpDnBl &xSI FGUwWCr uVWeecnt 7MIJCNhOXK4AXQCht GoXB762ePJ
f aSW 9t Ywz\W65z AFUO4AVKNBKNs | f 60="",

"SigningCert URL" : "https://sns.us-east-1. amazonaws. coni Si npl eNoti fi cati onSer
vi ce-f 3ecf b7224c7233f e7bb5f 59f 96de52f . pent’

}

= SHX| Zelol CHE JSON & 4Alo| &o|E &olsta{H
https://sns.us-east-1.amazonaws.com/doc/2010-03-31/UnsubscribeConfirmation.json0ll A CHZ 2| JSON
o US CIRECEFMAIL.
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SetSubscriptionAttributes ™15 2% JSON &4

SetSubscriptionAttributes 240l 2HE & I'i veryPol i cy2| 2toi| CHal AttributeName OH7H
g5 MYE AR AttributeValue ODH7H 20| 2t 2 R & 8t JSON Zix|0lo{of &LICH of § S0, CtS
ol ol O] 55| MAIZSHESE ME HAS HA™EHErLICH

http://sns. us-east-1. amazonaws. conf

?Act i on=Set Subscri ptionAttributes

&Subscri pti onAr n=ar n¥8Aaws ¥8Asns¥3Aus- east - 1%8A123456789012%3AMy- Top
i c¥%B8A80289ha6- 0f d4- 4079- af b4- ce8c8260f Oca

&At tri but eNane=Del i veryPol i cy

&At tri but eVal ue={"heal thyRetryPolicy": {"nunmRetries":5}}

AttributeValue O{7H #45=2f Zfof C+S 2| JSON Al AFSELICH

{
"heal thyRetryPolicy" : {
"m nDel ayTarget" : <int>,
"maxDel ayTarget" : <int>,
"nunRetries" : <int>,
"nunivaxDel ayRetri es" : <int>,
"backof f Function” : "<linear|arithnetic|geonetric|exponential >"
1
"throttlePolicy" : {
"maxRecei vesPer Second" : <int>
}
}
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SetTopicAttributes & 2 JSON &4

SetTopicAttributes & 75;'?';” JSON &

SetTopicAttributes Zfjoll 2 M&stn eryPol i cy 2| Ztoll CHal AttributeName O{71 H4+2
MxiE 742 AttributeValue OH7H B44=0] Zt2 £ 58 JSON ZHA|0|o{oF BHLIC}H 0|2 S0{, CtS ol oll=
.-IEH 52| MAZSHEE ©E s MM

http://sns. us-east-1. amazonaws. conf

?Act i on=Set Topi cAttri butes

&Topi cAr n=ar n¥/BAaws ¥8Asns¥%BAus- east - 1%8A123456789012%3AM/ - Topi c

&At tri but eNane=Del i veryPol i cy

&Attri buteVal ue={"http":{"defaul t Heal t hyRetryPol i cy":{"nunRetries":5}}}

AttributeValue OH7H #45=2f Zfof C+HS 2| JSON Al AFSELICH

{
"http" : {
"def aul t Heal t hyRet ryPoI icy" @ {
"m nDel ayTar get" <i nt>,
"maxDel ayTarget": <int>,
"nunRetries": <i nt >,
"nunivaxDel ayRetri es": <int>,
"backof f Function": "<linear|arithnetic|geonetric|exponential >"
s
"di sabl eSubscri pti onOverri des" : <bool ean>,
"defaul t Throttl ePolicy" : {
"maxRecei vesPer Second" : <int>
}
}
}
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AWS Management Console2 A&t HA| HIAIX| & &
A3}

25 X[ Ho|[2E & HA[ HA|X]
NS

O|A| Amazon SNS2t Amazon SQSE AF835+04 Z|CH 256KB(262,144HI0|E) 2.7|2| BtX| HIO|Z2E A
X2 MEE £ &Lt BHX| H 0|2 =(64KB-256KB 27|2] HIA|X)E ™4 35+24™ AWS Signature
Version 4(SigV4) signing2 X|&st= AWS SDKE AL 38f{ok gfLIC}. SigvV47} AWS SDKE | stEX|
iR E AS 352 SDK E|A HEE It AIL.

2tX| HO|EE M& Qo Amazon SNSE A3l Amazon SQS endpoints &= HTTP/S endpointsoi|

HEE HIAIX[of CHEH HA| HIAIX| & 0] 7Hs ' LICH Ol= endpoint7h Al HIA|X| & 0| ME4E|X| oF
£ 32 Amazon SNS HIELH|O|E{of| EH el H4E JSON %é*—l‘é HMElg Ee4E MAHELICH g Eod

Amazon SQS endpointol] CHEH HIA| HIA|X| ME 2 &445H8 W, Amazon SNS HIEIG|O|E{E Z & E|X|
oo HAIE HAIX|E 75 E Amazon SQS endpointol ZCHZ M&SEILICH HTTP/S endpointod| CHEt
HAIHAIR &2 95 e, DﬂAlKlE ZIFHTTP 8llC] x- ane- r aw- message(t ruel| Zt2 2 E)E

Z 55 I A|X|7F JSON 54A'O| Ot RAIZ AAIE R & ALt kA endpointe £S0| ™
ST U=X| 0|55t H 52 JSONAHIM BHA| T SQE Hrt £lA ™MetE £ QlaLct

AWS SDK & StLIE AFE 501 HA| HIAIXIE %%:EFOPE#:” Set Subscri ptionAttribute 75??:1% At
&35l 0F 5t RawMessageDel i very &2 true g2 2 F43HoF BLICH 7|8 22 fal seLICH.

AWS Management Console2 AFE &t B A| HIA|X]
ris 8als
AWS Management Console2 AF2 3104 Raw Message Delivery 5 &4 2 true Zt0oll MHE o ZM &
Al HIAIR| HES ia%ﬂ'% T ?)AL—|E|'
AWS Management Consoles AFE 8t HA| HIAIX| & &5t

1. Sign in to the AWS Management Console and open the Amazon SNS console at
https://console.aws.amazon.com/sns/.

2. Amazon SQS endpoint EE = HTTP/S endpointtll AIA|E FXME Z2I8LCH
3. Subscription AttributesZ 2 2{8tL|C}.
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=
cE

& My Topic

Topic ARN: arn:aws:sns:us-west-2: ‘MyTopic

Topic Owner:

Region: us-west-2

Display Name: DisplayMNameHere

# Create Subscription || g Delete Subscriptions | P 5| Subscription Attributes || &7 Clear | Sybscription Filter

Subscription 1D Protocol Endpoint
am:aws:sns:us-west-2: ‘MyTopic:5339743d-3982-4d9e-8445-4 sqs aMM:aWs:Sqs:Us-west-2:

4. TrueZ MB35} Set Subscription AttributesE 2 2IgFLIC}

Raw Message Delivery © False

Cancel Set Subscription Attributes
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