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APl Versions

Welcome

This is the Amazon Simple Queue Service API Reference. This section describes who should read this
guide, how the guide is organized, and other resources related to the Amazon Simple Queue Service
(Amazon SQS).

Amazon SQS offers reliable and scalable hosted queues for storing messages as they travel between
computers. By using Amazon SQS, you can move data between distributed components of your
applications that perform different tasks without losing messages or requiring each component to be
always available.

Current WSDL (2011-10-01) Location of the current WSDL.

Making APl Requests Information about using the API.

Actions (p. 5) List of the Amazon SQS actions by
function.

Common Query Parameters (p. 53) Parameters that all Query actions can
use

Common Errors (p. 54) Client and server errors the API returns

Amazon SQS product page Information about this product

Regions and Endpoints Regions and endpoints for Amazon SQS

APl Versions

The version of an APl is specified as a date, such as 2011-10-01. The following table displays the actions
associated with each API version.

Action 2008-01-01 2009-02-01 2011-10-01
Cr eat eQueue v v 4
Li st Queues v v v

APl Version 2011-10-01
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http://queue.amazonaws.com/doc/2011-10-01/QueueService.wsdl
http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/MakingRequestsArticle.html
http://aws.amazon.com/sqs
http://docs.amazonwebservices.com/general/latest/gr/rande.html#sqs_region
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Action 2008-01-01 2009-02-01 2011-10-01
Del et eQueue v v 4
Get QueueAttri butes v v 4
Set QueueAttri butes v v v
SendMessage v v 4
Recei veMessage g g 4
Del et eMessage 4 4 v
AddPer i ssi on 4 v
RermovePer mi ssi on f S
ChangeMessageVisibility v 4
Get Queuelr | g
SendMessageBat ch v
Del et eMessageBat ch 4
ChangeMessageVi si bi lityBatch 4

The version of the API can be found in the URLs of the WSDL file. It can also be found in the target
namespace of the WSDL file.

You can retrieve the WSDL for a previous version of the API by replacing the version date in the URL
with the desired version. For example, the following retrieves the WSDL for API version 2008-01-01.

http://sgs.us-east-1.amazonaws.com/doc/2008-01-01/QueueService.wsdl
& Note to Users of the 2008-01-01 API Version

With the release of version 2009-02-01 we changed how you reference a queue. In the 2008-01-01
API version you used the following structure:

http://sgs. us-east-1. amazonaws. conf <queuenane>

In the 2009-02-01 and 2011-10-01 API versions, you must insert the queue owner's AWS account
number before the queue name in all service requests other than CreateQueue (p. 15) and
ListQueues (p. 34):

APl Version 2011-10-01
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http://sqs.us-east-1.amazonaws.com/doc/2008-01-01/QueueService.wsdl
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Specifying the APl Version

http://sgs. us-east-1. amazonaws. com <acct #>/ <queuenane>

Specifying the APl Version

For all requests, you must specify the API version you want to use with the Ver si on parameter. Specifying
the version ensures that the service does not return response elements that your application is not
designed to handle.

The following example specifies the latest API version with the Ver si on parameter.

http://sqgs. us-east-1. amazonaws. cont

?Act i on=Cr eat eQueue

&QueueNanme=queue?2

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Ver si on=2011-10-01

&Expi res=2011-10-10T12: 00: 00Z

&Si gnat ur e=Dql p3Sd6l j TUA9Uf 6 SG EEXWUQEXAMPLE
&Si gnat ur eVer si on=2

&Si gnat ur eMet hod=Hmac SHA256

APl Version 2011-10-01
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List of Actions by Function

Actions for Queues

¢ CreateQueue (p. 15)

¢ DeleteQueue (p. 24)

¢ ListQueues (p. 34)

¢ GetQueueUrl (p. 32)

¢ GetQueueAttributes (p. 26)
* SetQueueAttributes (p. 49)

Actions for Access Control on Queues

* AddPermission (p. 6)
¢ RemovePermission (p. 40)

Actions for Messages

¢ SendMessage (p. 42)

* SendMessageBatch (p. 45)

¢ ReceiveMessage (p. 36)

¢ DeleteMessage (p. 19)

¢ DeleteMessageBatch (p. 21)

* ChangeMessageVisibility (p. 9)

¢ ChangeMessageVisibilityBatch (p. 11)

APl Version 2011-10-01
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Actions

Topics
¢ AddPermission (p. 6)
¢ ChangeMessageVisibility (p. 9)
¢ ChangeMessageVisibilityBatch (p. 11)
¢ CreateQueue (p. 15)
¢ DeleteMessage (p. 19)
¢ DeleteMessageBatch (p. 21)
¢ DeleteQueue (p. 24)
¢ GetQueueAttributes (p. 26)
¢ GetQueueUrl (p. 32)
e ListQueues (p. 34)
¢ ReceiveMessage (p. 36)
¢ RemovePermission (p. 40)
¢ SendMessage (p. 42)
¢ SendMessageBatch (p. 45)
¢ SetQueueAttributes (p. 49)

It Note

AWS provides libraries, sample code, tutorials, and other resources for software developers who
prefer to build applications using language-specific APIs instead of Amazon SQS's Query API.
These libraries provide basic functions (not included in the Query API), such as request
authentication, request retries, and error handling so you can get started more easily. Libraries
and resources are available for the following languages:

* Java
« PHP
¢ Ruby
e Windows and .NET

For libraries and sample code in all languages, go to Sample Code & Libraries.

APl Version 2011-10-01
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http://aws.amazon.com/java
http://aws.amazon.com/php
http://aws.amazon.com/ruby
http://aws.amazon.com/net
http://aws.amazon.com/code
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AddPermission

Description

The AddPer m ssi on action adds a permission to a queue for a specific principal. This allows for sharing
access to the queue.

When you create a queue, you have full control access rights for the queue. Only you (as owner of the
gueue) can grant or deny permissions to the queue. For more information about these permissions, see
Shared Queues in the Amazon SQS Developer Guide.

It Note

AddPer ni ssi on writes an SQS-generated policy. If you want to write your own policy, use
SetQueueAttributes (p. 49) to upload your policy. For more information about writing your own
policy, see Appendix: The Access Policy Language in the Amazon SQS Developer Guide.

Request Parameters

The following table lists the special request parameters the AddPer mi ssi on action uses in addition to
the common parameters all actions use (for more information, see Common Query Parameters (p. 53)).

It Note

Some API operations take lists of parameters. These lists are specified using the par am n
notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:

&Attribute. 1=this
&At tri but e. 2=t hat

Name Description Required
Label The unique identification of the permission you're Yes
setting.

Type: String (example: Al i ceSendMessage)

Constraints: Maximum 80 characters; alphanumeric
characters, hyphens (-), and underscores (_) are
allowed.

Default: None

APl Version 2011-10-01
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Name Description Required

AWSAccount 1 d. n The AWS account number of the principal who will be | Yes
given permission. The principal must have an AWS
account, but does not need to be signed up for
Amazon SQS. For information about locating the AWS
account identification, see Your AWS Identifiers in the
Amazon SQS Developer Guide.

Type: String

Constraints: Valid 12-digit AWS account number,
without hyphens

Default: None

Acti onNane. n The action you want to allow for the specified principal. | Yes
For more information about these actions, see
Understanding Permissions in the Amazon SQS
Developer Guide.
Type: String
Valid values: * | SendMessage |
Recei veMessage | Del et eMessage |
ChangeMessageVisibility |
Get QueueAttri butes | Get Queuelrl

Default: None

e 2 Note

Specifying SendMessage, Del et eMessage, or ChangeMessageVi si bi | i ty for the
Act i onNarre. n also grants permissions for the corresponding batch versions of those actions:
SendMessageBat ch, Del et eMessageBat ch, and ChangeMessageVi si bi | i t yBat ch.

Response Elements

The AddPer nmi ssi on response only returns metadata. For more information, see Responses in the
Amazon SQS Developer Guide.

Examples

The following example Query request grants a SendMessage permission to the principal whose AWS
account number is 125074342641.

Sample Request

http://sqgs. us-east-1. amazonaws. conf 123456789012/t est Queue/
?Act i on=AddPer m ssi on

&L abel =t est Label

&AWSAccount | d. 1=125074342641

&Act i onNane. 1=SendMessage

&AWSAccount | d. 2=125074342642

&Act i onNane. 2=Recei veMessage

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%3A52¥8A43PST

APl Version 2011-10-01
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http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/index.html?AWSCredentials.html
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http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/index.html?UnderstandingResponses.html
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&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Si gnat ur eVer si on=2
&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

Sample Response

<AddPer m ssi onResponse>
<ResponseMet adat a>
<Request | d>
9a285199- c¢8d6- 47c2- bdb2- 314cb47d599d
</ Request | d>
</ ResponseMet adat a>
</ AddPer m ssi onResponse>

Related Actions

¢ RemovePermission (p. 40)

APl Version 2011-10-01
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ChangeMessageVisibility

ChangeMessageVisibility

Description

The ChangeMessageVi si bi | i ty action changes the visibility timeout of a specified message in a queue
to a new value. The maximum allowed timeout value you can set the value to is 12 hours. This means
you can't extend the timeout of a message in an existing queue to more than a total visibility timeout of
12 hours. (For more information visibility timeout, see Visibility Timeout in the Amazon SQS Developer
Guide.)

For example, let's say the timeout for the queue is 30 seconds, and you receive a message. Once you're
20 seconds into the timeout for that message (i.e., you have 10 seconds left), you extend it by 60 seconds
by calling ChangeMessageVi si bi | i ty with Vi si bi i t yTi neout set to 60 seconds. You have then
changed the remaining visibility timeout from 10 seconds to 60 seconds.

& Important

If you attempt to set the Vi si bi | i t yTi meout to an amount more than the maximum time left,
Amazon SQS returns an error. It will not automatically recalculate and increase the timeout to
the maximum time remaining.

& Important

Unlike with a queue, when you change the visibility timeout for a specific message, that timeout
value is applied immediately but is not saved in memory for that message. If you don't delete a
message after it is received, the visibility timeout for the message the next time it is received
reverts to the original timeout value, not the value you set with the ChangeMessageVisi bility
action.

Request Parameters

The following table lists the special request parameters the action uses (in addition to the common request
parameters listed in Common Query Parameters (p. 53)).

Name Description Required

Recei pt Handl e The receipt handle associated with the message whose | Yes
visibility timeout you want to change. This parameter is
returned by the ReceiveMessage (p. 36) action.

Type: String
Length Constraint: Maximum 1024 characters
Default: None

Vi sibilityTi meout The new value for the message's visibility timeout (in Yes
seconds).

Type: Integer from 0 to 43200 (maximum 12 hours)

Constraints: This value is limited to 43200 seconds (12
hours)

Default: None

APl Version 2011-10-01
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Response Elements

The response contains no special elements besides the common elements listed in the Responses section
in the Amazon SQS Developer Guide.

Special Errors

The action returns no errors besides the common errors listed in Common Errors (p. 54).

Examples

The following example Query request changes the visibility timeout for a message to 60 seconds.

Sample Request

http://sqgs. us-east-1. amazonaws. con 123456789012/t est Queue/

?Act i on=ChangeMessageVisibility

&Vi si bilityTi meout =60

&Recei pt Handl e=MbZj 6WDW i ¥%2BJvwwlaBV¥2B3dcj k2YW2VA3%2BSTFFI j T

MBt JJg6HRGEPYSasuWKPIBY2BOW.j 1Fj gXUWv1uSj 1gUPAWG6FU WeR4ANg2OKpEGY
WbnLnpRCIVAyeM eUs5ZBdt c ¥2BQEauMZc8ZRv37s! W2i JKG3MBMFx1YVvV11A2x/ K
SbkJO0=

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&EXpi res=2009- 04- 18T22%3A52%3A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUF 6 SG EEXWUQEXAVPLE

Sample Response

<ChangeMessageVi si bi | i t yResponse>
<ResponseMet adat a>
<Request | d>
6a7a282a- d013- 4a59- aba9- 335b0f a48bed
</ Request | d>
</ ResponseMet adat a>
</ ChangeMessageVi si bi |l i t yResponse>

Related Actions

¢ DeleteMessage (p. 19)
¢ ReceiveMessage (p. 36)

APl Version 2011-10-01
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ChangeMessageVisibilityBatch

Description

The ChangeMessageVi si bi | i t yBat ch action is a batch version of the ChangeMessageVisibility (p. 9)
action. You can send up to 10 ChangeMessageVi si bi | i t y requests with each
ChangeMessageVi si bi | i t yBat ch action.

Important

Because the batch request can result in a combination of successful and unsuccessful actions,
you should check for batch errors even when the call returns an HTTP status code of 200.

Note

Some API operations take lists of parameters. These lists are specified using the param n
notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:

&Attribute. 1=this
&Attri bute. 2=t hat

Request Parameters

The following table lists the special request parameters that the ChangeMessageVi si bi | i t yBat ch
action uses in addition to the common request parameters that all actions use (for more information, see
Common Query Parameters (p. 53)).

Name

Id

Important

All of the following parameters are list parameters that must be prefixed with
ChangeMessageVi si bi | i t yBat chRequest Ent ry. n, where n is an integer value starting with
1. For example, a parameter list for this action might look like this:

&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. | d=change_visibility_msg_2
&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. Recei pt Handl e=Your _Re

cei pt _Handl e

&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. Vi si bi | i t yTi meout =45

Description Required

An identifier that you assign to the request. Requests | Yes
that are part of the same call to

ChangeMessageVi si bi | i t yBat ch cannot have the
same identifier.

Type: String.

APl Version 2011-10-01
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Name Description Required

Recei pt Handl e The receipt handle associated with the message that | Yes
has the visibility timeout that you want to change. This
parameter is returned by the ReceiveMessage action.

Type: String.
Length Constraint: Maximum 1024 characters

Vi sibilityTi meout The new value for the message's visibility timeout (in No
seconds).
Type: Integer from 0 to 43200 (maximum 12 hours).
Default: If a value is not provided, no change is made
to this attribute.

Response Elements

For each message in the batch, the response contains a
ChangeMessageVi si bi | i t yBat chResul t Ent ry tag if the message succeeds or a
Bat chResul t Error Ent ry tag if the message fails.

The following table lists the response elements that the ChangeMessageVi si bi | i t yBat ch action
returns in addition to the common response elements that all actions return (for more information, see
Responses section in the Amazon SQS Developer Guide.

Name Description

ChangeMessageVi si bi lityBat chResul tEntry An element containing a successfully
modified message's information.
Ancestor:
ChangeMessageVi si bi i t yBat chResul t
Children:
¢ Id—The Id name that you assigned to the

message.
Bat chResul tErrorEntry An element containing information about a

message that did not have its message
visibility value modified.

Ancestor:
ChangeMessageVi si bi | i t yBat chResul t

Children:

¢ Id—The Id name that you assigned to the
message.

* SenderFault—A boolean value.

» Code—A short string description of the
error.

* Message—A description of the error.

APl Version 2011-10-01
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Special Errors

Because batch requests can result in a combination of successful and unsuccessful actions, an HTTP
status code of 200 might include a Bat chResul t Error Entry.

The following table lists the special errors that the ChangeMessageVi si bi | i t yBat ch action returns in
addition to the common errors that all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP Status
Code
Bat chResul tErrorEntry The visibility timeout of a message was not 200

changed. For more information, see the section
called “Response Elements” (p. 12).

Examples

Sample Request

The following example ChangeMessageVi si bi | i t yBat ch request changes the visibility timeout settings
for two messages. You must URL encode the entire URL; however, we've URL encoded only the message
body to make the example easier for you to read.

http://sgs. us-east-1. amazonaws. con 123456789012/t est Queue/

&Act i on=ChangeMessageVi si bi |l i t yBat ch

&Ver si on=2011-10-01

&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. | d=change_visibility_nsg_2
&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. Re

cei pt Handl e=gf kOTOROwaama4f VFf f kj KzmhMCynj Quvf TFk2LxT33&Ans5subr EOdeLK
WBscPU1oD3J9zgeS4PQRBU30qQCum E6AJAV3WIRFIRFall XWeAqaWhCGs EPaLnBVf 61 i
WjdMBu5i mBY2BNTw 3t QRzOMTCePj § PcTpRxBt Xi x%2BEvw] OZUnma9wabv%2BSwW6ZHj wm
NcVDx8dZXJhVp16Bksi ox%@2FG Uvr VTCIRTWILc590HLLF8s EkKKz RmGN\Nz TDGTi V92BY] H

f Q 60FD3r VaXmz TsoNxRhKJ72ul HYMGVQ AGgBX6HGY 9LDmyhPXwahy %2 FNgl g%8D¥3D
&ChangeMessageVi si bi | i t yBat chRequest Entry. 1. Vi si bi | i t yTi meout =45
&ChangeMessageVi si bi | i t yBat chRequest Entry. 2. | d=change_visibility_nsg_3
&ChangeMessageVi si bi | i t yBat chRequest Entry. 2. Re

cei pt Handl e=gf kOTOROwaanma4f VFf f kj KzmhMCynj Qvf TFk2LxT33FUgBz3%2BnougdelLK
WBs c PUL92 FXgx %2Bx cNnj nQQBU30qCum E6AJAV3WRFIRFall XWeAqaWhCGsEPaLnBVf 61 i
WjdMBu5i mBY2BNTw 3t QRzOMTCePj Csogj ZMRF7kzn4Ew27XLUII 92 FYaWymKv Dbq%2 Fk 3HK
VBOHf B43kE49at P2aW zNL4yunGA1QAcf RRt f Jdc GQGNHQR%2BydOUsf 5gR1LdZr 1i Do5xk946eQat 83Ax
TRPY2BY4Q 0V7FAeSLHIsu9xpX6HGY 9LDmYhPXwahy %2FNgl g¥8D¥8D

&ChangeMessageVi si bi | i t yBat chRequest Entry. 2. Vi si bi i t yTi meout =45

&Si gnat ur eMet hod=Hmac SHA256

&Expi res=2011- 10- 18T22%8A52%8A43PST

&AVBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG EEXWUQEXAMPLE

Sample Response

<ChangeMessageVi si bi | i t yBat chResponse>
<ChangeMessageVi si bi | i t yBat chResul t >
<ChangeMessageVi si bi | i t yBat chResul t Entry>

APl Version 2011-10-01
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<l d>change_visibility_msg_2</1d>
</ ChangeMessageVi si bi | i t yBat chResul t Ent ry>
<ChangeMessageVi si bi | i t yBat chResul t Entry>
<l d>change_visibility_msg_3</1d>
</ ChangeMessageVi si bi | i t yBat chResul t Ent ry>
</ ChangeMessageVi si bi | i t yBat chResul t >
<ResponseMet adat a>
<Request | d>ca9668f 7- ablb- 4f 7a- 8859- f 15747ab17a7</ Request | d>
</ ResponseMet adat a>
</ ChangeMessageVi si bi | i t yBat chResponse>

Related Actions

« ChangeMessageVisibility (p. 9)

APl Version 2011-10-01
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CreateQueue

Description

The Cr eat eQueue action creates a new queue.

When you request Cr eat eQueue, you provide a name for the queue. To successfully create a new queue,
you must provide a name that is unique within the scope of your own queues.

Ir 2 Note

If you delete a queue, you must wait at least 60 seconds before creating a queue with the same
name.

If you provide the name of an existing queue, along with the exact names and values of all the queue's
attributes, Cr eat eQueue returns the queue URL for the existing queue. If the queue name, attribute
names, or attribute values do not match an existing queue, Cr eat eQueue returns an error.

:‘) Tip
Use GetQueueUrl (p. 32) to get a queue's URL. Get QueueUr | requires only the QueueNane
parameter.

The default value for the queue's attributes are set when the queue is created. You can override these
values with the At tri but e. n. nane and At t ri but e. n. val ue request parameters. For the default
values of each attribute, see the table of parameters in Request Parameters (p. 15).

r Note

Some API operations take lists of parameters. These lists are specified using the param n
notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:

&Attribute. 1=this
&Attri bute. 2=t hat

Request Parameters

The following table lists the special request parameters the Cr eat eQueue action uses in addition to the
common parameters all actions use (for more information, see Common Query Parameters (p. 53)).

Name Description Required
QueueNane The name to use for the queue created. Yes
Type: String

Constraints: Maximum 80 characters; alphanumeric
characters, hyphens (-), and underscores () are
allowed.

APl Version 2011-10-01
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Name Description Required
Attribute.n. Name The name of the attribute you want to set. No

« VisibilityTimeout—The length of time (in seconds)
that a message received from a queue will be
invisible to other receiving components when they
ask to receive messages. For more information
about Vi si bi | i t yTi meout, see Visibility Timeout
in the Amazon SQS Developer Guide.

¢ Policy—The formal description of the permissions
for a resource. For more information about Pol i cy,
see Basic Policy Structure in the Amazon SQS
Developer Guide.

* MaximumMessageSize—The limit of how many
bytes a message can contain before Amazon SQS
rejects it.

* MessageRetentionPeriod—The number of
seconds Amazon SQS retains a message.

* DelaySeconds—The time in seconds that the
delivery of all messages in the queue will be
delayed.

Attribute.n. Val ue The value of the attribute you want to set. Yes, if there
Constraints: Constraints are specific for each value. is a
corresponding
« VisibilityTimeout—An integer from 0 to 43200 (12 | Name
hours). The default for this attribute is 30. Attribute.n.name

¢ Policy—A valid form-url-encoded policy. For more parameter

information about policy structure, see Basic Policy
Structure in the Amazon SQS Developer Guide. For
more information about form-url-encoding, see

httpAmwmnE orgMarkUphimispechimispec 8 imi#SEC82.1.

* MaximumMessageSize—An integer from 1024
bytes (1 KiB) up to 65536 bytes (64 KiB). The default
for this attribute is 65536 (64 KiB).

* MessageRetentionPeriod—Integer representing
seconds, from 60 (1 minute) to 1209600 (14 days).
The default for this attribute is 345600 (4 days).

« DelaySeconds—An integer from 0 to 900 (15
minutes). The default for this attribute is 0 (zero).

Default: Varies according to attribute

Response Elements

The following table lists the elements that the Cr eat eQueue response includes in addition to the elements
that are returned in all successful responses (for more information, see Responses section in the Amazon
SQS Developer Guide.
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Name Description
QueueUr | The queue URL for the queue that you created.
Type: String

Ancestor: Cr eat eQueueResul t

Special Errors

The following table lists the special errors that the Cr eat eQueue action returns in addition to the common
errors that all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP
Status
Code

AWB. Si npl eQueueSer vi ce. QueueDel et edRecent |y | You must wait 60 seconds after | 400
deleting a queue before you can
create another with the same
name.

AWB. Si npl eQueueSer vi ce. QueueNaneExi st's Queue already exists. SQS 400
returns this error only if the
request includes an attribute
name or value that differs from
the name or value for the existing
attribute.

Examples

The following example Query request creates a new queue nhamed queue?2.

Sample Request

http://sqgs. us-east-1. anazonaws. conf
?Act i on=Cr eat eQueue

&QueueNarre=t est Queue

&Attribute. 1. Nane=VisibilityTi neout
&Attri bute. 1. Val ue=40

&Ver si on=2011-10-01

&Si gnat ur eMet hod=Hmac SHA256

&Expi res=2011- 10- 18T22%3A52%8A43PST
&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAIUF 6 SG EEXWUQEXAMPLE

Sample Response

<Cr eat eQueueResponse>
<Cr eat eQueueResul t >
<Queuelr| >

APl Version 2011-10-01
17



http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/index.html?ImportantIdentifiers.html

Amazon Simple Queue Service API Reference
Related Actions

http://sqgs. us-east-1. amazonaws. com 123456789012/t est Queue
</ QueuelUr| >
</ Cr eat eQueueResul t >
<ResponseMet adat a>
<Request | d>
7a62c49f - 347e- 4f c4- 9331- 6e8e7a96aa73
</ Request | d>
</ ResponseMet adat a>
</ Cr eat eQueueResponse>

Related Actions

¢ DeleteQueue (p. 24)
e ListQueues (p. 34)
« SetQueueAttributes (p. 49)
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DeleteMessage

Description

The Del et eMessage action deletes the specified message from the specified queue. You specify the
message by using the message's receipt handle and not the message ID you received when you sent
the message. Even if the message is locked by another reader due to the visibility timeout setting, it is
still deleted from the queue. If you leave a message in the queue for more than 4 days, SQS automatically
deletes it.

i Note

The receipt handle is associated with a specific instance of receiving the message. If you receive
a message more than once, the receipt handle you get each time you receive the message is
different. When you request Del et eMessage, if you don't provide the most recently received
receipt handle for the message, the request will still succeed, but the message might not be
deleted.

& Important

It is possible you will receive a message even after you have deleted it. This might happen on
rare occasions if one of the servers storing a copy of the message is unavailable when you
request to delete the message. The copy remains on the server and might be returned to you
again on a subsequent receive request. You should create your system to be idempotent so that
receiving a particular message more than once is not a problem.

Request Parameters

The following table lists the special request parameters the Del et eMessage action uses in addition to
the common parameters all actions use (for more information, see Common Query Parameters (p. 53)).

Name Description Required

Recei pt Handl e | The receipt handle associated with the message you want to Yes
delete.

Type: String
Length Constraint: Maximum 1024 characters

Response Elements

The response contains no special elements besides the common elements returned in all successful
responses (for more information, see Responses section in the Amazon SQS Developer Guide.

Special Errors

The request doesn't fail unless the Recei pt Handl e is malformed. Even if the specified Recei pt Handl e
doesn't exist or isn't the most recently returned receipt handle for that message, the action returns Success.
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Examples

The following example Query request deletes a message from the specified queue.

Sample Request

http://sqgs. us-east-1. amazonaws. conl 123456789012/ t est Queue/

?Act i on=Del et eMessage

&Recei pt Handl e=MbZj 6WDW i %2BJvww]aBVY2B3dcj k2YW2VvA3Y2BSTFFI j T

MBt JJ g6HRGEPYSas uMKPIBY2BOW. | 1Fj gXUv1uSj 1gUPAWG6FU We R4 2 OKpEGY
WonLnpRCIVAyeM eU5ZBdt c @2BQEauMZc8ZRv37s! W2i JKG3MBMFXx1YVV11A2x/ K
SbkJO0=

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&EXpi r es=2009- 04- 18T22%8A5298A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAQUf 6 SG EEXWUQEXAMPLE

Sample Response

<Del et eMessageResponse>
<ResponseMet adat a>
<Request | d>
b5293cb5- d306- 4a17- 9048- b263635abe42
</ Request | d>
</ ResponseMet adat a>
</ Del et eMessageResponse>

Related Actions

¢ ReceiveMessage (p. 36)
¢ SendMessage (p. 42)
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DeleteMessageBatch

Description

The Del et eMessageBat ch action is a batch version of the DeleteMessage (p. 19) action.

& Important

Because the batch request can result in a combination of successful and unsuccessful actions,
you should check for batch errors even when the call returns an HTTP status code of 200.

I Note

Some API operations take lists of parameters. These lists are specified using the par am n
notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:

&Attribute. 1=this
&Attri bute. 2=t hat

Request Parameters

The following table lists the special request parameters that the Del et eMessageBat ch action uses in
addition to the common request parameters that all actions use (for more information, see Common Query
Parameters (p. 53)).

Name Description Required

Del et eMessageBat chRequest Entry. n. 1 d An identifier that you assign to the Yes
message. Requests that are part of the
same call to Del et eMessageBat ch
cannot have the same identifier.

Type: String.

Cel et eMessageBat chRequest Ent ry. n. Recei pt Handl e | The receipt handle that is associated Yes
with the message that you want to
delete. This parameter is returned by the
ReceiveMessage action.
Type: String.
Length Constraint: Maximum 1024
characters

Response Elements

For each message in the batch, the response contains a Del et eMessageBat chResul t Ent ry tag if the
message is deleted or a Bat chResul t Err or Ent ry tag if the message cannot be deleted.
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The following table lists the response elements that the Del et eMessageBat ch action returns in addition
to the common response elements that all actions return (for more information, see the Responses section
in the Amazon SQS Developer Guide.

Name Description

Del et eMessageBat chResul t Entry | An element containing a successfully deleted message's
information.

Ancestor: Del et eMessageBat chResul t
Children:

* Id—The Id name that you assigned to the message.

Bat chResul tErrorEntry An element containing information about a message that could
not be deleted.

Ancestor: Del et eMessageBat chResul t
Children:

* Id—The Id name that you assigned to the message.
» SenderFault—A boolean value.

» Code—A short string description of the error.

» Message—A description of the error.

Special Errors

The request doesn't fail unless the Recei pt Handl e is malformed. Even if the specified Recei pt Handl e
doesn't exist or isn't the most recently returned receipt handle for that message, the action returns Success.

Examples

Sample Request

The following example Del et eMessageBat ch request deletes two messages. You must URL encode
the entire URL; however, we've URL encoded only the message body to make the example easier for
you to read.

http://sgs. us-east-1. amazonaws. con 123456789012/ t est Queue/

&Act i on=Del et eMessageBat ch

&Ver si on=2011-10-01

&Del et eMessageBat chRequest Entry. 1. 1 d=nsgl

&Del et eMessageBat chRequest Entry. 1. Recei pt Handl e=gf kOTOROwaama4f VFf f kj PQrrvzM
r OgOof TFk2Lx T33EuB8WROZCFgKW XGWFoqqpCl i pr QUEhI r %2F5LeGPpYTLzj gLQxyQYaQALeS
NHbOus3uE84uuj xpBhsDkZUQkj FFkNgBXn48xI McVhTcl 3YLHY2Bd%2BI get | OHgBCZAPX6r %2B09dW
aBXei 6nbK5Ygi h21DCDdAWFV68J08DXhb3Er Ef oDgx7vyvCs5nCp

dwqv%2BIhUY2FTNG NN8t 51v5¢c%2FAXv (s Azy ZVNapx Ur HI t ANxRhKJ72ul Cexr uyE8eRXI xI VN
geNP8ZEDc w7z ZU1Zw¥/8D¥8D

&Del et eMessageBat chRequest Entry. 2. 1 d=nsg2

&Del et eMessageBat chRequest Entry. 2. Recei pt Handl e=gf kOTOROwaama4f VFf f kj KzmhM
Cyn Qvf TFk2LxT33&Anms5subr EOdeLKW5s cPU10D3J9z ge S4PQQBU30qCu

m E6AJAV3WRFYRFall XWbAgaWhGsEPaLnBVf 61 i WgdMBu5i nBY2BNTw 3t QRzOMITCePj § PcTpRxB
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t Xi x%2BEvwI OZUma9wabv %2BSw6ZH wnNc VDx8dZXJhVp16Bksi

oX%2FG Wr VTCIRTWILc590HLLF8s EkKz RGNz TDGTi VO2BYj Hf @ 60FD3r VaXme T
soNxRhKJ72ul HYMGVQ AGyBY2BqgAbSqf KHDQ VOmMIJgk Hug¥@8DY8D

&Si gnat ur eMet hod=Hmac SHA256

&Expi res=2011- 10- 18T22%8A52%8A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

Sample Response

<Del et eMessageBat chResponse>
<Del et eMessageBat chResul t >
<Del et eMessageBat chResul t Ent ry>
<l d>nsgl</ | d>
</ Del et eMessageBat chResul t Entry>
<Del et eMessageBat chResul t Entry>
<l d>nsg2</ | d>
</ Del et eMessageBat chResul t Entry>
</ Del et eMessageBat chResul t >
<ResponseMet adat a>
<Request | d>d6f 86b7a- 74d1- 4439- b43f - 196ale29cd85</ Request | d>
</ ResponseMet adat a>
</ Del et eMessageBat chResponse>

Related Actions

¢ SendMessage (p. 42)
¢ DeleteMessage (p. 19)
¢ ReceiveMessage (p. 36)
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DeleteQueue

Description

The Del et eQueue action deletes the queue specified by the queue URL, regardless of whether the
queue is empty. If the specified queue does not exist, SQS returns a successful response.

@ Caution

Use Del et eQueue with care; once you delete your queue, any messages in the queue are no
longer available.

When you delete a queue, the deletion process takes up to 60 seconds. Requests you send involving
that queue during the 60 seconds might succeed. For example, a SendMessage request might succeed,
but after the 60 seconds, the queue and that message you sent no longer exist. Also, when you delete
a queue, you must wait at least 60 seconds before creating a queue with the same name.

We reserve the right to delete queues that have had no activity for more than 30 days. For more information,
see About SQS Queues in the Amazon SQS Developer Guide.

Request Parameters

The Del et eQueue action uses no special request parameters besides the common request parameters
all actions use (for more information, see About SQS Queues in the Amazon SQS Developer Guide).

Response Elements

The response contains no special elements besides the common elements in all successful responses
(for more information, see Responses section in the Amazon SQS Developer Guide.

Special Errors

The Del et eQueue action returns no special errors besides the common errors all actions return (for
more information, see Common Errors (p. 54)).

Examples

The following example Query request deletes the specified queue.

Sample Request

http://sqgs. us-east-1. amazonaws. conf 123456789012/t est Queue/
?Act i on=Del et eQueue

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%3A52%8A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE
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Sample Response

<Del et eQueueResponse>
<ResponseMet adat a>
<Request | d>
6f de8dle- 52cd- 4581- 8cd9- c512f 4c64223
</ Request | d>
</ ResponseMet adat a>
</ Del et eQueueResponse>

Related Actions

e CreateQueue (p. 15)
e ListQueues (p. 34)

APl Version 2011-10-01
25




Amazon Simple Queue Service API Reference
GetQueueAttributes

GetQueueAttributes

Description

The Get QueueAt tri but es action returns one or all attributes of a queue.

Calling Get QueueAt t ri but es with the At t ri but eNane setto Al | returns values for each API version
as indicated in the following table.

Attribute 2008-01-01 2009-02-01 2011-10-01
Vi sibilityTi meout v v v
Appr oxi mat eNunber OF Messages v v v
Appr oxi mat eNunber Of MessagesNot Vi si bl e v 4
Cr eat edTi nest anp g 4
Last Modi fi edTi nest anp 4 v
QueueArn v 4
Maxi mumvessageSi ze v 4
MessageRet enti onPeri od v 4
Pol i cy g 4
Del aySeconds 4
Appr oxi mat eNuber Of MessagesDel ayed 4
e Note

Going forward, new attributes might be added. If you are writing code that calls this action, we
recommend that you structure your code so that it can handle new attributes gracefully.

e Note
Some API operations take lists of parameters. These lists are specified using the param n

notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:
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&Attribute. 1=this
&At tri but e. 2=t hat

Request Parameters

The following table lists the special request parameters the Get QueueAt t ri but es action uses in addition
to the common request parameters all actions use (for more information, see Common Query
Parameters (p. 53)).
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Name Description Required
Attri but eNane. n | The attribute you want to get. Yes

e All—returns all values.

« ApproximateNumberOfMessages—returns the approximate
number of visible messages in a queue. For more information,
see Resources Required to Process Messages in the Amazon
SQS Developer Guide.

» ApproximateNumberOfMessagesNotVisible—returns the
approximate number of messages that are not timed-out and
not deleted. For more information, see Resources Required
to Process Messages in the Amazon SQS Developer Guide.

¢ ApproximateNumberOfMessagesDelayed—returns the
approximate number of messages that are not visible because
you have set a positive delay value on the queue.

« VisibilityTimeout—returns the visibility timeout for the queue.
For more information about visibility timeout, see Visibility
Timeout in the Amazon SQS Developer Guide.

¢ CreatedTimestamp—returns the time when the queue was
created (epoch time in seconds).

¢ LastModifiedTimestamp—returns the time when the queue
was last changed (epoch time in seconds).

e Policy—returns the queue's policy.

¢ MaximumMessageSize—returns the limit of how many bytes
a message can contain before Amazon SQS rejects it.

* MessageRetentionPeriod—returns the number of seconds
Amazon SQS retains a message.

¢ QueueArn—returns the queue's Amazon resource name
(ARN).

* DelaySeconds—The time in seconds that the delivery of all
messages in the queue will be delayed.

Type: String

Valid values: Al | | Appr oxi mat eNunber Of Messages |
Appr oxi mat eNunber OF MessagesNot Vi si bl e |
VisibilityTimeout | CreatedTi nestanmp |

Last Modi fi edTi nestanp | Policy |

Maxi mnumvessageSi ze | MessageRetenti onPeri od |
QueueArn | O dest MessageAge | Del aySeconds |
Appr oxi mat eNunber Of MessagesDel ayed

Default: None

Response Elements

The following table lists the response elements the Get QueueAt t ri but es action returns in addition to
the common response elements all actions return (for more information, see Responses section in the
Amazon SQS Developer Guide.
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Name Description

Attribute An element containing each attribute's information.
Ancestor: Get QueueAttri but esResul t
Children:

* Name—The attribute name you requested.

» Value—The value for the requested attribute. The Cr eat edTi nest anp
and the Last Modi fi edTi nest anp are each returned as an integer
representing the epoch time in seconds.

Special Errors

The following table lists the special errors the Get QueueUr | action returns in addition to the common
errors all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP Status
Code

I nval i dAttri but eName Unknown attribute 400

Examples

The following example Query request gets all the attribute values for the specified queue.

Sample Request

http://sqgs. us-east-1. amazonaws. con 123456789012/t est Queue/
?Acti on=Cet QueueAttri butes

&At tri but eName. 1=Al |

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%8A52%8A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

Sample Response

<Cet QueueAttri but esResponse>
<Cet QueueAttri butesResul t >
<Attribute>
<Nanme>Vi si bi | i t yTi meout </ Nane>
<Val ue>30</ Val ue>
</Attribute>
<Attribute>
<Nanme>Appr oxi mat eNunmber Of Messages</ Nane>
<Val ue>0</ Val ue>
</Attribute>
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<Attribute>
<Name>Appr oxi mat eNurrber Of MessagesNot Vi si bl e</ Nane>
<Val ue>0</ Val ue>
</[Attribute>
<Attribute>
<Name>Cr eat edTi nest anp</ Nane>
<Val ue>1286771522</ Val ue>
</[Attribute>
<Attribute>
<Name>Last Modi fi edTi nest anp</ Nane>
<Val ue>1286771522</ Val ue>
</[Attribute>
<Attribute>
<Nanme>QueueAr n</ Nanme>
<Val ue>ar n: aws: sqgs: us-east - 1: 123456789012: qf oo</ Val ue>
</[Attribute>
<Attribute>
<Name>Maxi numvessageSi ze</ Name>
<Val ue>8192</ Val ue>
</[Attribute>
<Attribute>
<Name>MessageRet ent i onPer i od</ Name>
<Val ue>345600</ Val ue>
</[Attribute>
</ Get QueueAttri but esResul t >
<ResponseMet adat a>
<Request | d>lea71be5- b5a2- 4f 9d- b85a- 945d8d08cdOb</ Request | d>
</ ResponseMet adat a>
</ Get QueueAttri but esResponse>

The following example Query request gets two attribute values for the specified queue.

Sample Request

http://sqgs. us-east-1. amazonaws. con 123456789012/t est Queue/
?Acti on=Cet QueueAttri butes

&Act i on=CGet QueueAttri butes

&Ver si on=2011-10-01

&At tri but eNane. 1=Vi si bi | i tyTi meout

&At t ri but eNane. 2=Del aySeconds

&Si gnat ur eMet hod=Hmac SHA256

&Expi res=2011- 08- 18T22%8A52%8A43PST
&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG EEXWUQEXAMPLE

Sample Response

<Cet QueueAttri but esResponse>
<CGet QueueAttri but esResul t>
<Attribute>
<Name>Vi si bi i t yTi neout </ Nane>
<Val ue>30</ Val ue>
</Attribute>
<Attribute>
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<Name>Del aySeconds</ Nane>
<Val ue>0</ Val ue>
</[Attribute>
</ Get QueueAt tri but esResponse>

Related Actions

¢ SetQueueAttributes (p. 49)
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GetQueueUrl|

Description

The Get QueueUr | action returns the Uniform Resource Locater (URL) of a queue. This action provides
a simple way to retrieve the URL of an SQS queue.

To access a queue that belongs to another AWS account, use the QueueOnner AWSAccount | d parameter
to specify the account ID of the queue's owner. The queue's owner must grant you permission to access
the queue. For more information about shared queue access, see AddPermission (p. 6) or go to Shared
Queues in the Amazon SQS Developer Guide.

Request Parameters

The following table lists the special request parameters the Get Queuelr | action uses in addition to the
common request parameters all actions use (for more information, see Common Query Parameters (p. 53)).

Name Description Required
QueueNane The name of an existing queue. Yes
Type: String

Constraints: Maximum 80 characters; alphanumeric
characters, hyphens (-), and underscores (_) are
allowed.

QueueOmner AWSAccount | d | The AWS account ID of the account that created the | No
gueue.

Type: String

Response Elements

The following table lists the response elements the Get QueueUr | action returns in addition to the common
response elements all actions return (for more information, see Responses section in the Amazon SQS
Developer Guide.

Name Description
Queuelr | The queue URL for the queue that you created.
Type: String

Ancestor: Get Queuelr | Resul t

Special Errors

A special error can result if you attempt to access a queue that doesn't exist in the named account or if
you don't have permission to access the queue.

Examples

The following example Query request gets the URL for the specified queue.
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Sample Request

http://sqgs. us-east-1. amazonaws. cont

?Act i on=CGet Queuelr |

&QueueNane=t est Queue

&Ver si on=2011-10-01

&Si gnat ur eMet hod=Hmac SHA256

&EXpi res=2011- 10- 24T22%3A52%3A43PST
&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUF 6 SG EEXWUQEXAVPLE

Sample Response

<Cet Queuelr | Response>
<Get Queuelr | Resul t >
<Queuelr| >

http://sqgs. us-east-1. amazonaws. conf 123456789012/ t est Queue

</ Queuelr| >
</ Get QueueUr| Resul t >
<ResponseMet adat a>

<Request | d>470a6f 13- 2ed9- 4181- ad8a- 2f deal42988e</ Request | d>

</ ResponseMet adat a>
</ Get QueueUr | Response>

Related Actions

e CreateQueue (p. 15)
¢ ListQueues (p. 34)
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ListQueues

Description

The Li st Queues action returns a list of your queues. The maximum number of queues that can be
returned is 1000. If you specify a value for the optional QueueNanePr ef i x parameter, only queues with
a name beginning with the specified value are returned.

Request Parameters

The following table lists the special request parameters the Li st Queues action uses in addition to the
common request parameters all actions use (for more information, see Common Query Parameters (p. 53)).

Name Description Required

QueueNarePr ef i x | String to use for filtering the list results. Only those queues whose | No
name begins with the specified string are returned.
Type: String
Constraints: Maximum 80 characters; alphanumeric characters,
hyphens (-), and underscores (_) are allowed.

Response Elements

The following table lists the response elements the Li st Queues action returns in addition to the common
response elements all actions return (for more information, see Responses section in the Amazon SQS
Developer Guide.

Name Description

Queuelr| The queue URL for a queue. The response can contain up to 1000 QueueUr |
elements.
Type: String

Ancestor: Li st QueuesResul t

Special Errors

The Li st Queues action returns no special errors besides the common errors all actions return (for more
information, see Common Errors (p. 54)).

Examples

The following example Query request returns the queues whose names begin with the letter "T".

Sample Request

http://sqgs. us-east-1. amazonaws. conf
?Act i on=Li st Queues
&QueueNanePr ef i x=t
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&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%3A52¥8A43PST
&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

Sample Response

<Li st QueuesResponse>
<Li st QueuesResul t >
<Queuelr| >
http://sqgs. us-east-1. amazonaws. com 123456789012/t est Queue
</ Queuelr| >
</ Li st QueuesResul t >
<ResponseMet adat a>
<Request | d>
725275ae- 0b9b- 4762- b238- 436d7c65alac
</ Request | d>
</ ResponseMet adat a>
</ Li st QueuesResponse>

Related Actions

¢ CreateQueue (p. 15)
¢ DeleteQueue (p. 24)
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RecelveMessage

Description

The Recei veMessage action retrieves one or more messages from the specified queue. The

Recei veMessage action does not delete the message after it is retrieved. To delete a message, you
must use the Del et eMessage action. For more information about message deletion in the message life
cycle, see Message Lifecycle.

For each message returned, the response includes the following:

« Message body
« MDS5 digest of the message body (for information about MD5, go to http://fags.org/rfcs/rfc1321.html)

« Message ID you received when you sent the message to the queue
¢ Receipt handle

The receipt handle is the identifier you must provide when deleting the message (for more information,
see Queue and Message ldentifiers in the Amazon SQS Developer Guide).

Ir 2 Note

Due to the distributed nature of the queue, a weighted random set of machines is sampled on a
Recei veMessage call. That means only the messages on the sampled machines are returned.
If the number of messages in the queue is small (less than 1000), it is likely you will get fewer
messages than you requested per Recei veMessage call. If the number of messages in the
queue is extremely small, you might not receive any messages in a particular Recei veMessage
response; in which case you should repeat the request.

You can provide the Vi si bi | i t yTi meout parameter in your request, which will be applied to the
messages that SQS returns in the response. If you do not include the parameter, the overall visibility
timeout for the queue is used for the returned messages. For more information, see Visibility Timeout in
the Amazon SQS Developer Guide.

Ir 2 Note

Going forward, new attributes might be added. If you are writing code that calls this action, we
recommend that you structure your code so that it can handle new attributes gracefully.

. Note

Some API operations take lists of parameters. These lists are specified using the param n
notation. Values of n are integers starting from 1. For example, a parameter list with two elements

looks like this:

&Attribute. 1=this
&At tri but e. 2=t hat
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Request Parameters

The following table lists the special request parameters the Recei veMessage action uses in addition to
the common request parameters all actions use (for more information, see Common Query
Parameters (p. 53)).

Name Description Required
Attri but eNane. n The attribute you want to get. No

* All—returns all values.

» Senderld—returns the AWS account number (or the IP
address, if anonymous access is allowed) of the sender.

» SentTimestamp—returns the time when the message
was sent (epoch time in milliseconds).

» ApproximateReceiveCount—returns the number of times
a message has been received but not deleted.

» ApproximateFirstReceiveTimestamp—returns the time
when the message was first received (epoch time in
milliseconds).

Type: String

Valid values: All | Senderld | SentTi mestanp |
Appr oxi mat eRecei veCount |

Appr oxi mat eFi r st Recei veTi nest anp

Default: None

MaxNurber O Messages | Maximum number of messages to return. SQS never returns | No
more messages than this value but might return fewer.

Not necessarily all the messages in the queue are returned
(for more information, see the preceding note about machine
sampling).

Type: Integer from 1 to 10

Default: 1

Vi sibilityTi meout | The duration (in seconds) that the received messages are | No
hidden from subsequent retrieve requests after being
retrieved by a Recei veMessage request.

Type: Integer
Constraints: 0 to 43200 (maximum 12 hours)
Default: The visibility timeout for the queue

Response Elements

The following table lists the response elements the Recei veMessage action returns in addition to the
common response elements all actions return (for more information, see Responses section in the Amazon
SQS Developer Guide.
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Name Description

Message An element containing the information about the message.
Ancestor: Recei veMessageResul t
Children:

» Body—The message's contents (not URL encoded)

+ MD50fBody—An MD5 digest of the non-URL-encoded message body
string
* Messageld—The message's SQS-assigned ID

Length Constraint: Maximum 100 characters

* ReceiptHandle—A string associated with a specific instance of receiving
the message.

Length Constraint: Maximum 1024 characters

» Attribute—Senderld, SentTimestamp, ApproximateReceiveCount, and/or
ApproximateFirstReceiveTimestamp. The SentTimestamp and
ApproximateFirstReceiveTimestamp are each returned as an integer
representing the epoch time in milliseconds.

Special Errors

The following table lists the special errors the Recei veMessage action returns in addition to the common
errors all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP Status
Code
ReadCount Qut Of Range The value for MaxNunmber Of Messages is not valid | 400

(must be from 1 to 10).

Examples

The following example Query request receives messages from the specified queue.

Sample Request

http://sqgs. us-east-1. amazonaws. conm 123456789012/t est Queue/
?Act i on=Recei veMessage

&VvaxNumber Of Messages=5

&Vi si bilityTi meout =15

&At t ri but eNane=Al | ;

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%8A52%8A43PST
&AVBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG EEXWUQEXAMPLE

APl Version 2011-10-01
38


http://en.wikipedia.org/wiki/Unix_time

Amazon Simple Queue Service API Reference
Related Actions

Sample Response

<Recei veMessageResponse>
<Recei veMessageResul t >
<Message>
<Messagel d>
5f ea7756- Oea4- 451a- a703- a558b933e274
</ Messagel d>
<Recei pt Handl e>
MoZj 6WDW i +JvwwlaBV+3dcj k2YW2vA3+STFFI j TMBt JJg6HRGEPYSas uMKPJI B+Cw
Lj 1F gXW1luS 1gUPAWGE6FU WeRAN2OKpEGYWONLMpRCIVAyeM eUsZBdt cQ+QE
auMZc8ZRv37s| W2i JKq3MBMFx1YVvV11A2x/ KSbkJ0=
</ Recei pt Handl e>
<MD5Cf Body>
f af bOOf 5732ab283681e124bf 8747ed1
</ MD5Cf Body >
<Body>This is a test nessage</Body>
<Attribute>
<Name>Sender | d</ Nanme>
<Val ue>195004372649</ Val ue>
</Attribute>
<Attribute>
<Narme>Sent Ti nest anp</ Nanme>
<Val ue>1238099229000</ Val ue>
</Attribute>
<Attribute>
<Name>Appr oxi mat eRecei veCount </ Name>
<Val ue>5</ Val ue>
</Attribute>
<Attribute>
<Name>Appr oxi mat eFi r st Recei veTi nest anp</ Nane>
<Val ue>1250700979248</ Val ue>
</Attribute>
</ Message>
</ Recei veMessageResul t >
<ResponseMet adat a>
<Request | d>
b6633655- 283d- 45b4- aee4- 4e84e0aebaf a
</ Request | d>
</ ResponseMet adat a>
</ Recei veMessageResponse>

Related Actions

¢ DeleteMessage (p. 19)
¢ SendMessage (p. 42)
¢ SetQueueAttributes (p. 49)
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RemovePermission

Description

The RenovePer i ssi on action revokes any permissions in the queue policy that matches the Label
parameter. Only the owner of the queue can remove permissions.

Request Parameters

The following table lists the special request parameters the action uses (in addition to the common request
parameters listed in Common Query Parameters (p. 53)).

Name Description Required

Label The identification of the permission you want to remove. Yes
This is the label you added in AddPermission (p. 6).
Type: String (example: Al i ceSendMessage)

Default: None

Response Elements

The response contains no special elements besides the common elements listed in Responses section
in the Amazon SQS Developer Guide.

Special Errors

The action returns no errors besides the common errors listed in Common Errors (p. 54).

Examples

The following example Query request removes the t est Label permission on the queue named testQueue.

Sample Request

http://sqgs. us-east-1. amazonaws. conf 123456789012/t est Queue/
?Act i on=RenovePer ni ssi on

&L abel =t est Label

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%8A52%8A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

Sample Response

<RenpvePer ni ssi onResponse>
<ResponseMet adat a>
<Request | d>
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f 8bdb362- 6616- 42c0- 977a- ce9a8bcce3bb
</ Request | d>
</ ResponseMet adat a>
</ RenovePer ni ssi onResponse>

Related Actions

¢ AddPermission (p. 6)
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Description
The SendMessage action delivers a message to the specified queue. The maximum allowed message
size is 64 KB.

& Important

The following list shows the characters (in Unicode) allowed in your message, according to the
W3C XML specification (for more information, go to http://www.w3.org/TR/REC-xml/#charsets).
If you send any characters not included in the list, your request will be rejected.

#x9 | #xA | #xD | [#x20 to #xD7FF] | [#XE000 to #xFFFD] | [#x10000 to #x10FFFF]

Request Parameters

The following table lists the special request parameters the SendMessage action uses in addition to the
common request parameters all actions use (for more information, see Common Query Parameters (p. 53)).

Name Description Required

MessageBody The message to send. Yes

Type: String maximum 64 KB in size. For a list of allowed
characters, see the preceding important note.

Del aySeconds The number of seconds to delay a specific message. Messages | No
with a positive Del ay Seconds value become available for
processing after the delay time is finished. If you don't specify a
value, the default value for the queue applies.
Type: Integer from 0 to 900 (15 minutes). If this parameter is not
used, the default value for the queue applies.

Response Elements

The following table lists the response elements the SendMessage action returns in addition to the common
response elements all actions return (for more information, see Responses section in the Amazon SQS
Developer Guide.

Name Description

MD5CF MessageBody An MD5 digest of the non-URL-encoded message body string. You can use
this to verify that SQS received the message correctly. SQS first URL decodes
the message before creating the MD5 digest. For information about MD5, go
to http://fags.org/rfcs/rfc1321.html.

Type: String
Ancestor: SendMessageResul t
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Name Description

Messagel d An element containing the message ID of the message sent to the queue.
For more information, see Queue and Message ldentifiers in the Amazon
SQS Developer Guide.

Type: String
Length Constraint: Maximum 100 characters
Ancestor: SendMessageResul t

Special Errors

The following table lists the special errors the SendMessage action returns in addition to the common
errors all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP Status
Code
I nval i dMessageCont ent s The message contains characters outside the 400
allowed set.
MessageToolLong The message size cannot exceed 64 KB. 400
Examples

Sample Request

The following example SendMessage request sends a message containing "Your Message Text" to the
gueue. You must URL encode the entire URL; however, we've URL encoded only the message body to
make the example easier for you to read.

http://sqgs. us-east-1. amazonaws. conm 123456789012/t est Queue/
?Act i on=SendMessage

&\VessageBody=Thi s+i s+a+t est +message

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hmac SHA256

&Expi r es=2009- 04- 18T22%8A52%8A43PST

&AVWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG: EEXWUQEXAMPLE

Sample Response

The following example response includes the MD5 digest for Your Message Text .

<SendMessageResponse>
<SendMessageResul t >
<MD5Cf MessageBody>
f af b0Of 5732ab283681e124bf 8747ed1
</ MD5CF MessageBody >
<Messagel d>
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5f ea7756- Oea4d- 451a- a703- a558h933e274
</ Messagel d>
</ SendMessageResul t >
<ResponseMet adat a>
<Request | d>
27daac76- 34dd- 47df - bd01- 1f 6e873584a0
</ Request | d>
</ ResponseMet adat a>
</ SendMessageResponse>

Related Actions

¢ DeleteMessage (p. 19)
¢ ReceiveMessage (p. 36)
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SendMessageBatch

Description

The SendMessageBat ch action delivers up to ten messages to the specified queue. The maximum
allowed individual message size is 64 KiB (65,536 bytes).

The maximum total payload size (i.e., the sum of all a batch's individual message lengths) is also 64 KiB
(65,536 bytes).

If the Del aySeconds parameter is not specified for an entry, the default for the queue is used.

Important

The following list shows the characters (in Unicode) that are allowed in your message, according
to the W3C XML specification (for more information, go to
http://imww.w3.org/TR/REC-xml/#charsets). If you send any characters that are not included in
the list, your request will be rejected.

#x9 | #xA | #xD | [#x20 to #xD7FF] | [#XE000 to #xFFFD] | [#x10000 to #x10FFFF]

Important

Because the batch request can result in a combination of successful and unsuccessful actions,
you should check for batch errors even when the call returns an HTTP status code of 200.

Note
Some API operations take lists of parameters. These lists are specified using the param n

notation. Values of n are integers starting from 1. For example, a parameter list with two elements
looks like this:

&Attribute. 1=this
&At tri but e. 2=t hat

Request Parameters

The following table lists the special request parameters that the SendMessageBat ch action uses in
addition to the common request parameters that all actions use (for more information, see Common Query
Parameters (p. 53)).

Name

Description Required

SendMessageBat chRequest Entry. n. 1 d An identifier that you assign to the Yes

message. Requests that are part of the
same call to SendMessageBat ch
cannot have the same identifier.

Type: String.
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Name Description Required

SendMessageBat chRequest Ent ry. n. MessageBody | The message to send. Yes

Type: String maximum 64 KiB in size.
For a list of allowed characters, see the
preceding important note.

SendMessageBat chRequest Ent ry. n. Del aySeconds | The number of seconds to delay a No
specific message. Messages with a
positive Del aySeconds value become
available for processing after the delay
time is finished. If you don't specify a
value, the default value for the queue
applies.
Type: Integer from 0 to 900 (maximum
15 minutes).

Response Elements

For each message in the batch, the response contains a SendMessageBat chResul t Ent ry tag if the
message succeeds or a Bat chResul t Err or Ent ry tag if the message fails.

The following table lists the response elements the SendMessageBat ch action returns in addition to the
common response elements all actions return (for more information, see Responses section in the Amazon
SQS Developer Guide.

Name Description

SendMessageBat chResul t Entry | An element containing a successfully enqueued message's
information.

Ancestor: SendMessageBat chResul t
Children:

* Id—The Id name that you assigned to the message.
» Messageld—An identifier that is assigned by Amazon SQS.

Length Constraint: Maximum 100 characters
* MD50OfMessageBody—An MD5 digest of the message body.

Bat chResul tErrorEntry An element containing information about a message that was
not added to the queue.

Ancestor: SendMessageBat chResul t
Children:

» Id—The Id name that you assigned to the message.
» SenderFault—A boolean value.

» Code—A short string description of the error.

* Message—A description of the error.
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Special Errors

Because batch requests can result in a combination of successful and unsuccessful actions, an HTTP
status code of 200 might include an error that is described in this section.

The following table lists the special errors that the SendMessageBat ch action returns in addition to the
common errors that all actions return (for more information, see Common Errors (p. 54)).

Error Description

I nval i dMessageCont ent s The message contains characters outside the allowed set.
MessageToolLong The message size cannot exceed 64 KB.

Bat chResul tErrorEntry A message was not added to the queue. For more information,

see Response Elements (p. 46).

Examples

Sample Request

The following example SendMessageBat ch request sends a message containing "Your Message Text"
to the queue. You must URL encode the entire URL; however, we've URL encoded only the message
body to make the example easier for you to read.

http://sqgs. us-east-1. amazonaws. conl 123456789012/t est Queue/

?Act i on=SendMessageBat ch
&SendMessageBat chRequest Entry. 1. | d=t est _nsg_001

&SendMessageBat chRequest Entry. 1. MessageBody=t est ¥20nessage%20body%201
&SendMessageBat chRequest Entry. 2. | d=t est _nsg_002

&SendMessageBat chRequest Entry. 2. MessageBody=t est ¥20nessage%20body %202
&SendMessageBat chRequest Entry. 2. Del aySeconds=60

&Ver si on=2011-10-01

&Si gnat ur eMet hod=Hmac SHA256

&Expi res=2011- 10- 18T22%3A52%8A43PST
&AWBAccessKey| d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG: EEXWUQEXAMPLE

Sample Response

The following example response includes the MD5 digest for Your Message Text .

<SendMessageBat chResponse>
<SendMessageBat chResul t >
<SendMessageBat chResul t Entry>
<l d>test_msg_001</ | d>
<Messagel d>0a5231c7- 8bf f - 4955- be2e- 8dc7c50a25f a</ Messagel d>
<MD5Cf MessageBody>0e024d309850c78cba5eabbef f 7cae71</ MD5Of MessageBody >
</ SendMessageBat chResul t Entry>
<SendMessageBat chResul t Entry>
<l d>test _nmsg_002</1d>
<Messagel d>15eeled3- 87e7- 40cl- bdaa- 2e49968ea7e9</ Messagel d>
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<MD5Cf MessageBody>7f b8146a82f 95e0af 155278f 406862c2</ MD5OF MessageBody >
</ SendMessageBat chResul t Entry>
</ SendMessageBat chResul t >
<ResponseMet adat a>
<Request | d>calad5d0- 8271- 408b- 8d0f - 1351bf 547e74</ Request | d>
</ ResponseMet adat a>
</ SendMessageBat chResponse>

Related Actions

¢ SendMessage (p. 42)
¢ DeleteMessage (p. 19)
¢ ReceiveMessage (p. 36)
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SetQueueAttributes

Description

The Set QueueAt t ri but es action sets one attribute of a queue per request. When you change a queue's
attributes, the change can take up to 60 seconds to propagate throughout the SQS system.

Request Parameters

The following table lists the special request parameters the Set QueueAt t ri but es action uses in addition
to the common request parameters all actions use (for more information, see Common Query
Parameters (p. 53)).

Name Description Required
Attribute. Name | The name of the attribute you want to set. Yes

« VisibilityTimeout The length of time (in seconds) that a
message received from a queue will be invisible to other
receiving components when they ask to receive messages.
For more information about Vi si bi | i t yTi meout , see
Visibility Timeout in the Amazon SQS Developer Guide.

¢ Policy The formal description of the permissions for a
resource. For more information about Pol i cy, see Basic Policy
Structure in the Amazon SQS Developer Guide.

¢ MaximumMessageSize The limit of how many bytes a
message can contain before Amazon SQS rejects it.

¢ MessageRetentionPeriod The number of seconds Amazon
SQS retains a message.

« DelaySeconds The time in seconds that the delivery of all
messages in the queue will be delayed.

Type: String

Valid Values: Vi si bi i tyTi meout | Policy |

Maxi mumvessageSi ze | MessageRet enti onPeri od |
Del aySeconds

Default: None
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Name Description Required

Attri but e. Val ue | The value of the attribute you want to set. To delete a queue's | Yes

access control policy, set the policy to ™.
Constraints: Constraints are specific for each value.

« VisibilityTimeout An integer from 0 to 43200 (12 hours). The
default for this attribute is 30 seconds.

¢ Policy A valid form-url-encoded policy. For more information
about policy structure, see Basic Policy Structure in the
Amazon SQS Developer Guide. For more information about
form-url-encoding, see
http:/Avww.w3.org/MarkUp/html-spec/html-spec_8.htmI#SECS8.2.1.

¢ MaximumMessageSize An integer from 1024 bytes (1 KiB)
up to 65536 bytes (64 KiB). The default for this attribute is
65536 (64 KiB).

* MessageRetentionPeriod Integer representing seconds, from
60 (1 minute) to 1209600 (14 days). The default for this
attribute is 345600 (4 days).

» DelaySeconds An integer from 0 to 900 (15 minutes). The
default for this attribute is 0.

Default: Varies according to attribute

Response Elements

The response contains no special elements besides the common elements in all successful responses
(for more information, see Responses section in the Amazon SQS Developer Guide.

Special Errors

The following table lists the special errors the Set QueueAt t ri but es action returns in addition to the
common errors all actions return (for more information, see Common Errors (p. 54)).

Error Description HTTP Status
Code

I nval i dAttri but eNane Unknown attribute 400

Examples

Sample Request with Policy

The following example Query request sets a policy that gives all users ReceiveMessage permission for
the queue named testQueue.

http://sqgs. us-east-1. amazonaws. conf 123456789012/t est Queue/
?Acti on=Set QueueAttri butes
&Ver si on=2009- 02- 01

APl Version 2011-10-01
50


http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/index.html?BasicStructure.html
http://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2.1
http://docs.amazonwebservices.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/index.html?UnderstandingResponses.html

Amazon Simple Queue Service API Reference
Examples

&At tri but e. Name=Pol i cy

&Attri but e. Val ue=%BY¥22Ver si on%R22%3A%222008- 10- 179229%2C%221 d9@2
YBAYR2YRF123456789012%2Ft est Queue¥2FSQSDef aul t Pol i cyd®22%2CY%R22St at

ement Y22%8AYGBYW BIR2Si d9R2Y8AY¥R2QueuelRecei veMessage¥R292 CYR2Ef f e

ct YR29BAYR2AI | oWR292CY22Pr i nci pal Y22%8A% BYR2 ANEYR2YBAYR2* ¥22%7 D

YRCYR2ACt | ONYR29YBAYR2SQSYBARecei veMessage¥22%2CY¥22Resour ce%@22%38A%

22ar n%8Aaws ¥BAaws ¥BAsqs YB8Aus %@ Deast ¥2D1%38A123456789012%3At est Queue%?2% DY D% D
&Ti mest anp=2009- 05- 06 T16%BA57¥8A31. 000Z

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur e=%2Bd7Z| Pl dnb%2BhpEna2Tgf wQ f GF8%3D

The above policy value is form-url-encoded from the following text:

{
"Version":"2008-10-17",
"1d":"/123456789012/t est Queue/ SQSDef aul t Pol i cy",
"Statenent": |
{
"Sid":"QueuelRecei veMessage",
"Effect":"A | ow',
"Principal":{"AW8":"*"},
"Action":"SQS: Recei veMessage",
"Resource":"arn: aws: sgs: us-east-1: 123456789012: t est Queue"
}
]
}

For more examples of policies, see Amazon SQS Policy Examples in the Amazon SQS Developer Guide.

Sample Request with VisibilityTimeout

The following example Query request sets the visibility timeout to 35 seconds for the queue named
123456789012/testQueue.

http://sqgs. us-east-1. amazonaws. conf 123456789012/t est Queue/
?Act i on=Set QueueAttri butes

&Attri but e. Name=Vi si bi l i tyTi meout

&Attri but e. Val ue=35

&Ver si on=2009- 02- 01

&Si gnat ur eMet hod=Hnac SHA256

&Expi r es=2009- 04- 18T22%8A52%8A43PST

&AWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE

&Si gnat ur eVer si on=2

&Si gnat ur e=Dql p3Sd6l j TUAIUf 6 SG EEXWUQEXAMPLE

Sample Response

<Set QueueAttri but esResponse>
<ResponseMet adat a>
<Request | d>
e5cca473- 4f c0- 4198- a451- 8abb94d02c75
</ Request | d>
</ ResponseMet adat a>
</ Set QueueAt tri but esResponse>
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Related Actions

Related Actions

¢ GetQueueAttributes (p. 26)
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Common Query Parameters

The following table lists common parameters used by Query requests to SQS.

Parameter Name

Action

AWSAccessKeyl d

Expires

Si gnature

Si gnat ur eMet hod

Si gnat ur eVer si on

Ti mest anmp

Ver si on

Description

The action to perform. For example: Cr eat eQueue..

Your Access Key ID. For example: AKI Al CSFODNN7 EXAMPLE. For
more information, see Your AWS |dentifiers in the Amazon SQS
Developer Guide.

The date and time at which the signature included in the request
expires, in the format YYYY-MM-DDThh:mm:ssZ, as specified in the
ISO 8601 standard. Query requests must include either Ti mest anp
or Expi r es, but not both.

A request signature (for information, see Request Authentication in
the Amazon SQS Developer Guide). For example:
npl 4Qk/ 7t | NHzf XCGi T7VbBat DA=.

Required when you use signature version 2 with Query requests. For
more information, see Query Request Authentication in the Amazon
SQS Developer Guide.

For more information, see Query Request Authentication in the
Amazon SQS Developer Guide.

The date and time the request is signed, in the format
YYYY-MM-DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Query requests must include either Ti nest anp or Expi r es, but not
both.

The API version to use, as specified in the WSDL. For example:
2011-10-01.

For Query requests, parameter values must be URL-encoded. This is true for any Query parameter
passed to SQS and is typically necessary in the Si gnat ur e, Recei pt Handl e, and MessageBody
parameters. Some clients do this automatically, but this is not the norm.
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Common Errors

Topics
¢ List of Errors (p. 54)
« Example Response for AuthFailure Error (p. 56)

This section lists the errors shared by all actions. Errors specific to an action are listed in the topic about
that action. For information about the structure of an error response, see Responses section in the Amazon
SQS Developer Guide.

& Important
We might throttle requests to Amazon SQS as necessary. When we throttle, we return a 503

(service unavailable) HTTP status code. Your system should be prepared to retry any request
that receives a 503 code.

List of Errors

Error Description HTTP
Status
Code

AccessDeni ed Access to the resource is denied. 403

Aut hFai | ure A value used for authentication could not | 401

be validated, such as Si gnat ur e. For
an example, see Example Response for
AuthFailure Error (p. 56).

AWS. Si npl eQueueServi ce. I nternal Error There is an internal problem with SQS, | 500
which you cannot resolve. Retry the
request. If the problem persists, contact
us through the Amazon SQS Discussion
Forums.

AWB. Si npl eQueueSer vi ce. NonExi st ent Queue | Queue does not exist. 400
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Error

Conflicti ngQueryPar anet er

I nternal Error

I nval i dAccessKeyl d

I nval i dActi on

I nval i dAddr ess

I nval i dHt t pRequest

I nval i dPar anet er Conbi nat i

I nval i dPar anet er Val ue

I nval i dQuer yPar anet er

I nval i dRequest

I nval i dSecurity

I nval i dSecurityToken

Mal f or medVer si on

M ssi ngd i ent Tokenl d

M ssi ngCredenti al s

M ssi ngPar anet er

NoSuchVer si on

on

Description

The query parameter <par anet er > is
invalid. Its structure conflicts with that of
another parameter.

There is an internal problem with SQS,
which you cannot resolve. Retry the
request. If the problem persists, contact
us through the Amazon SQS Discussion
Forums.

AWS was not able to validate the
provided access credentials.

The action specified was invalid.

The address <addr ess> is not valid for
this web service.

Invalid HTTP request. Reason:
<reason>.

Two parameters were specified that
cannot be used together, such as
Ti mest anp and Expi r es.

One or more parameters cannot be
validated.

The query parameter <par anet er > is
invalid. Please see service documentation
for correct syntax.

The service cannot handle the request.
Request is invalid.

The provided security credentials are not
valid. Reason: <r eason>.

The security token used in the request is
invalid. Reason: <r eason>.

Version not well formed: <ver si on>.
Must be in YYYY-MM-DD format.

Request must contain AWSAccessKeyld
or X.5009 certificate.

AWS was not able to authenticate the
request: access credentials are missing.

A required parameter is missing.

An incorrect version was specified in the
request.

HTTP
Status
Code

400

500

401

400

404

400

400

400

400

400

403

400

400

403

401

400

400
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Error Description

Not Aut hori zedToUseVer si on Users who sign up to use Amazon SQS
after February 1, 2008, must use API
version 2008-01-01 and above; not
previous API versions.

Request Expi r ed The timestamp used with the signature
has expired.

Request Throttl ed Request is throttled.

Servi ceUnavai | abl e A required server needed by SQS is

unavailable. This error is often temporary;
resend the request after a short wait.

X509Par seEr r or Could not parse X.509 certificate.

Example Response for AuthFailure Error

The following sample response is for an Aut hFai | ur e error.

HTTP
Status
Code

401

400

503

503

400

<Error Response>
<Error>
<Type>
Sender
</ Type>
<Code>
Aut hFai | ure
</ Code>
<Message>
The provided signature is not valid for this access token
</ Message>
<Detail />
</Error>
<Request | d>
ef 3aba6a- dc84- 4937- 91bf - cef 2ddd6775a
</ Request | d>
</ Err or Response>
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Amazon SQS Resources

The following table lists related resources that you'll find useful as you work with this service.

Resource

Amazon Simple Queue Service Getting
Started Guide

Amazon Simple Queue Service
Developer Guide

Amazon SQS Release Notes

AWS Developer Resource Center

Discussion Forums

AWS Support Center

AWS Premium Support Information

Product information for Amazon SQS

Contact Us

Conditions of Use

Description

The getting started guide provides a quick tutorial of the
service based on a simple use case. Examples and
instructions in multiple programming languages are included.

The developer guide provides a detailed discussion of the
service. It includes an architectural overview and a
programming reference

The release notes give a high-level overview of the current
release. They specifically note any new features, corrections,
and known issues.

A central starting point to find documentation, code samples,
release notes, and other information to help you build
innovative applications with AWS.

A community-based forum for developers to discuss technical
questions related to Amazon SQS.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and AWS Premium Support (if you are subscribed to
this program).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS Infrastructure Services.

The primary web page for information about Amazon SQS.

A central contact point for inquiries concerning AWS billing,
account, events, abuse etc.

Detailed information about the copyright and trademark usage
at Amazon.com and other topics.
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Glossary

action The action is the activity the principal has permission to perform. The action is B
in the statement "A has permission to do B to C where D applies." The action is
just the operation in the request to SQS. For example, Jane sends a request to
Amazon SQS with Act i on=Recei veMessage. For more information, see Shared
Queues in the Amazon SQS Developer Guide.

conditions The conditions are any restrictions or details about the permission. The condition
is D in the statement "A has permission to do B to C where D applies." Following
are some of the common types of conditions:

issuer The issuer is the person who writes a policy to grant permissions to a resource.
The issuer (by definition) is always the resource owner. AWS does not permit
SQS users to create policies for resources they don't own. If John is the resource
owner, AWS authenticates John's identity when he submits the policy he's written
to grant permissions for that resource.

message 1D An identifier you get when you send a message to the queue.

permission A permission allows or disallows access to a particular resource. You can state
any permission like this: "A has permission to do B to C where D applies." For
example, Jane (A) has permission to read messages (B) from John's Amazon
SQS queue (C), as long as she asks to receive only a maximum of 10 messages
from the queue at a time (D). Whenever Jane sends a request to Amazon SQS
to use John's queue, the service checks to see if she has permission and if the
request satisfies the conditions John set forth in the permission. For more
information, see Shared Queues in the Amazon SQS Developer Guide.

queue URL The URL uniquely identifying a queue.

policy A policy is the formal description of the permissions for a resource. The Access
Policy Language distinguishes between a policy and a statement. A policy is the
complete document that can contain many different permissions for a given
resource. A statement is the description of an individual permission. Therefore a
policy can contain multiple statements. For example, a policy could specify that
Jane can use John's queue (one statement), and Bob cannot use John's queue
(another statement).

principal The principal is the person or persons who receive the permission in the policy.
The principal is A in the statement "A has permission to do B to C where D
applies." In a policy, you may set the principal to "anyone" (i.e., you can specify
a wildcard to represent all people). You might do this, for example, if you don't
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Query

receipt handle

requester

resource

Secret Access Key

visibility timeout

want to restrict access based on the actual identity of the requester, but instead
on some other identifying characteristic such as the requester's IP address.

This is a type of HTTP request that generally uses only the GET or POST HTTP
method and a query string with parameters.

An identifier you get when you receive a message from the queue. You must
provide this identifier when deleting a message from the queue or when changing
a message's visibility timeout.

The requester is the person who sends a request to an AWS service and asks
for access to a particular resource. The requester sends a request to AWS that
essentially says: "Can A do B to C where D applies?" In this question, the requester
is A.

The resource is the object the principal is requesting access to. The resource is
C in the statement "A has permission to do B to C where D applies."

A key that Amazon Web Services (AWS) assigns to you when you sign up for an
AWS account. Used for request authentication. For more information, see Your
AWS Account in the Amazon SQS Developer Guide.

The length of time (in seconds) that a message that has been received from a
qgueue will be invisible to other receiving components when they ask to receive
messages. During the visibility timeout, the component that received the message
usually processes the message and then deletes it from the queue. For more
information, see Visibility Timeout in the Amazon SQS Developer Guide.
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Document History

This documentation is associated with the 2011-10-01 release of the Amazon Simple Queue Service.
This guide was last updated on 25 June 2012.

The following table describes the important changes since the last release of the Amazon Simple Queue
Service API Reference.

Change Description Release Date

New feature The 2011-10-01 API version of Amazon SQS supports three new In this release
batch API actions. You can send or delete up to ten messages with
a single call to either SendMessageBat ch or Del et eMessageBat ch.
You can also change the visibility timeout of up to ten messages with
one call to ChangeMessageVi si bi | i t yBat ch. For more information
about the new batch actions, see SendMessageBatch (p. 45),
DeleteMessageBatch (p. 21), and
ChangeMessageVisibilityBatch (p. 11).

New feature The 2011-10-01 API version of Amazon SQS introduces a new In this release
Get QueueUr | action. You can quickly retrieve a queue's URL with
Get Queuelr | . For more information about Get Queuelr | , see
GetQueueUrl (p. 32).

New feature The 2011-10-01 API version of Amazon SQS adds delay queues In this release

and message timers. Delay queues allow you to postpone the delivery

of all messages in a queue for a specific number of seconds.

Message timers allow you to postpone delivery of a single message

for a specific number of seconds. For both delay queues and

message timers, the delay period begins when you add the message

to the queue. For more information about delay queues and message

timers, go to Amazon SQS Delay Queues and Amazon SQS Message

Timers in the Amazon Simple Queue Service Developer Guide.
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