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4 = Amazon Simple Queue
Service ?

Amazon Simple Queue Service (Amazon SQS) Rt T AIE A AT BHNIEENS , ATF#ITEN 2B
FHEES . BEEA Amazon SQS , BAUERITTIEAEFSHNARFN D HRAG 2 RABIHEHE ,
BFaEXHEE | B FEREMNAFHRAL T ITRRS.

Amazon SQS is a distributed queue system that enables web service applications to quickly and reliably
queue messages that one component in the application generates to be consumed by another component.
A queue is a temporary repository for messages that are awaiting processing.

Using Amazon SQS, you can decouple the components of an application so they run independently, with
Amazon SQS easing message management between components. Any component of a distributed
application can store messages in a fail-safe queue. Messages can contain up to 256 KB of text in any
format. Any component can later retrieve the messages programmatically using the Amazon SQS API.

The queue acts as a buffer between the component producing and saving data, and the component
receiving the data for processing. This means the queue resolves issues that arise if the producer is
producing work faster than the consumer can process it, or if the producer or consumer are only
intermittently connected to the network.

Amazon SQS ensures delivery of each message at least once, and supports multiple readers and writers
interacting with the same queue. A single queue can be used simultaneously by many distributed application
components, with no need for those components to coordinate with each other to share the queue.

Amazon SQS is engineered to always be available and deliver messages. One of the resulting tradeoffs
is that SQS does not guarantee first in, first out delivery of messages. For many distributed applications,
each message can stand on its own, and as long as all messages are delivered, the order is notimportant.
If your system requires that order be preserved, you can place sequencing information in each message,
so that you can reorder the messages when the queue returns them.

BESYLARAXDHRARINEE | XABTETBUFRITS Amazon SQS EHEE TN NARF.
BXREZER B2 o HAIINEMX (p. 4).

ZRF BRI

BANREPE=EATENSEE
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Amazon SQS provides the following major features:

Redundant infrastructure — Guarantees delivery of your messages at least once, highly concurrent
access to messages, and high availability for sending and retrieving messages

Multiple writers and readers — Multiple parts of your system can send or receive messages at the same
time

Amazon SQS locks the message during processing, keeping other parts of your system from processing
the message simultaneously.

Configurable settings per queue — All of your queues don't have to be exactly alike
For example, one queue can be optimized for messages that require a longer processing time than
others.

Variable message size — Your messages can be up to 262,144 bytes (256 KB) in size

For even larger messages, you can store the contents of the message using the Amazon Simple Storage
Service (Amazon S3) or Amazon SimpleDB, and use Amazon SQS to hold a pointer to the Amazon
S3 or Amazon SimpleDB object. Alternately, you can split the larger message into smaller ones.

For more information about the services, go to the Amazon S3 detail page and the Amazon SimpleDB
detail page.

Access control — You can control who can send messages to a queue, and who can receive messages
from a queue

Delay Queues — A delay queue is one which the user sets a default delay on a queue such that delivery
of all messages enqueued will be postponed for that duration of time. You can set the delay value when
you create a queue with Cr eat eQueue, and you can update the value with Set QueueAttri but es.
If you update the value, the new value affects only messages enqueued after the update.
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Topics
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« BABIFNE EFRIREF (p. 5)
- WIEHEFENRIR (p. 6)
- AL (p. 6)
« HEESEH (p. 8)
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ZRA%l : SendMessage. Recei veMessage, Del et eMessage. Get QueueAttri butes,
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& Important
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Amazon SQS FABEERTEM LT = MRS -
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o BEWaw

FA % URL

BIEMRASIEY | BATUREEBHFTBRSSEE K —BIRAFI B R, WRER R 6E A HKHH WSDL Fz
BIEYRRZASIZRASI |, MK AT ARSIMER L - B Z=HE. Amazon SQS &7 S0 NI HE —
NE RS URL 9FRIRFF |, AR IRAFEIEBA S B FR AR Amazon SQS BEM HMA M, BHEEXIBA
HATHRER | MEERMEELSI URL.

BT RE A queue2’BIBAFIRIEASI URL , ZBABIE AWS IKF~ 5123456789012 A AP AR

http://sqgs. us-east-1. amazonaws. conf 123456789012/ queue2

& Important

EENRED |, FHREFM Amazon SQS T2 &1 BA 5 i B IR E K9 B NRASI URL ( fil70
http://sqgs. us-east-1. amazonaws. com 123456789012/ queue2 ) . BHBEEEIER
FIEERSI URL BT , BN ENENEHIZER S URL , JRE R Amazon SQS AJRE R B I
BA%I URL HY4A #,

A, SRR T BUEIS 51 R B BA FISRIRERBA FIBIRA B URL, BNEBMNFT ARSI EE 2 —HB =R , EE
REIMRASIFIRPEVATEATHERN WSDL, BXEZER |, F5 ListQueues’s

HE ID

BREHEBMR/MWME—NREDEWEE ID, % ID B Amazon SQS 1 SendMessage MR IR B4 12,
WHMRRN FIRAEERER , EREMBRES , BREEHENELN TR, MARHEEID. HEIDHER
RAKER 100 NEH,

BRI AW

BHREIKBFIBES N , BH2KBZE BN ZK TR, IRSEUOERRREEXE  EEERS
X, BEMRESHESHSTRY , ELFRMFKAR , MARHEE ID. XEWE , BLRIRL R
BUOHE , RAEFRENRT (BTRESRARSS , REEFFAT ) . BRIWWEAKEN 1
024 NFHF,

& Important

MREZSREBERESHE , WSRERZEEN , SH2RETEANERAR, EiERRRZES
i, BLFRERIEWEINZKAR , BN TEEFEMBRZHE .

BT RERAWRE R
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MbzZj 6WDW i +Jvwd aBV+3dcj k2YWRVA3+STFFI j TMBt JJg6HRGEPYSas uVKPJI B+Ow
Lj 1Fj gXW1uSj 1gUPAWGE6FU WeRANT 2 OKpEGYWNLnpRCIVAYeM eU5ZBdt c Q+QE
auMZc8ZRv37s| W2i JKg3MBMFx1YVV11A2x/ KSbkJ0O=

Ao 3R H BT RRY AR
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& Important
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TRIIETEEAN APIRE,
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FRERBA I A 5H 2 K BB E GetQueueAttributes | Appr oxi mat eNunber Of Messages
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a] DLt &8 A
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o AMERE —MREW (p. 7)
s ERHEHN AT REER (p. 7)
o KIFHEM AR (p. 8)
« S EEREXE APIRE (p. 8)

BREFHEREFRBFFAERBASIEERN , ZEESREERSIH. NfL Amazon SQS FH
HMERE ?

ARNEHRERDHAARSE , AL ERIEZAHSEERIZOEES (ERBNZESE , EETEET
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B IRZ0H BT R EMBA 5 A BR.
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8] ) SRFEIEX A4, ATEAFMITICHB TX—#]s,
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MBR. NREEEF 120,000 BIRRE] , FFLUWE —53KBH Amazon SQS K“OverLimit" & iRH S
NBRIRBIPRE , BRIZIELEE B ST EMBATIRIBR, $&8E 77 BL38 0 F SR AL 2858 B R RA 31 31

=

A LR A RY — R W

£ Amazon SQS REZHEE , T A MBS /It . EXBRNEIER | ZA 4B FHRBRZES.
BR , MRZAHERBRZESIRERE , M HAALAER ? MREWREE TR EBEE T HZ50%
BRIZE LA DeleteMessage , MiZHESBRAEANEBREF WAL K HH ReceiveMessage @A
AR, FELBEREER, MREFREERNAIER—R , W& RS RE 7 L= e R RiZE S

BRRSIARE TR EBENNRIARESN 30 B, BAUNBIAIERZRE, BF , BL/TA4E
AR E N AL E B MBA B I BROE S RTE . tboh , EERBOERN | SR TUNREMNESRER
PREGAT AR, M T ERBA TR B,

MREE-ELERHEBNRS , XEHEZETENNBERLEHMER , WRNBUELIRZS RG], 3
BN ERTRNTRMERRE, B/E , ENRETRMAEE LS E—FT , ZAIISRE
BREENTALEMB R | FIZERERRIEEESTAMEN S — MBS,

HE5H S RY AT DU 1 A

W EIR BRAFIAE S AT A BIZCE R |, BATRES K , ZRATIRY o AR B R 2 S SE 2 A0 38 F M R iZ
HE, ENECEMAESHARLEZER , BALUENFEA ChangeMessageVi si bi | ity RIEREH
BEERIEKIZEEN TR B, Amazon SQS & EAFHEEFR BB HE.

film , RiZZBAFIHER R 30 ¥ , HEEMNZAIER —FEE. EHEENEREIX 208 (A1, &
F10R ) i, BELERNECHTIMNEHRGOR , TR , BuBINZEEEA ChangeMessageVisibility
FHIF Vi sibilityTi meout iREHR 60 ¥, XEKE , LN ZHENTAMEERM 30 WEKE 80 # -
MRBEAHEE S 20 Wi EFSENEH 60 B,

EXHESENATAMENG , INERRXENATZHENEEER. ChangeMessageVisibility T4
EIZEA PR RIZOH BN ERER, MRHTENRR , XAERNKRZES , FEBRBRE , Wi
HERNTREEN S ENZATNRENRBE.
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\\\ 4
& 11 5% 8 0 T T M A
WEIRBZAAFIHWREZEEN , BAELLI , BRFE L FRLEHMBRIZES . Amazon SQS AFE

LIFRFEEEN TR BN | XESVAEZEENREPWHEHAAATRUSEILE, EHITIHIRE,
AL A ChangeMessageVisibility , 34F Vi si bi li tyTi neout %E&EHN 0 ¥,

o] EEHEE AP RE

TRIETRATRATRAEBESE APIRE, RS MREN VisibilityTi neout SHRIZERIKM

&,
ERTUTES. ... EERALTIRE
1% 2 BA B B9 B 0L A SetQueueAttributes
FRERBA B Y BT T 4 6 At GetQueueAttributes

REBFTREE ST N AEER , MAERASIA AT N 4EEAT | ReceiveMessage

ERRLIEE SR TN B ChangeMessageVisibility
HERHRE I ZE+&E SN AR R ChangeMessageVisibilityBatch

HEAEwmEH

The following diagram and process describe the lifecycle of an Amazon SQS message, called Message
A, from creation to deletion. Assume that a queue already exists.
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SHEEmAR
0
o Component 1 sends ! ﬁsibility
| - Timeout
Message A to the queue | ! Clock
anl
A A
componail ﬁ
A A
A
05 -
(2 ) Component 2 retrieves Message A~ ' - Misibllity
from the gueue and the visibility ' ] E'g'ff”t
timeout period starts 407 . '
A A
Component 2 _ A
A A
0
o Component 2 processes Message A Wisibility
and then deletes it from the queue ( Tirnaout
during the visibility timeout period 450 W Clock
s
Component 2
A
Message Lifecycle
1 Component 1 sends Message A to a queue, and the message is redundantly distributed
across the SQS servers.
2 When Component 2 is ready to process a message, it retrieves messages from the queue,

and Message A is returned. While Message A is being processed, it remains in the queue
and is not returned to subsequent receive requests for the duration of the visibility timeout.

3 Component 2 deletes Message A from the queue to avoid the message being received and
processed again once the visibility timeout expires.

) Note

SQS automatically deletes messages that have been in a queue for more than maximum message
retention period. The default message retention period is 4 days. However, you can set the
message retention period to a value from 60 seconds to 1209600 seconds (14 days) with
SetQueueAttributes.
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BS—NFAR BT HRBHZEA (Hp  HEERIGTA , EFIEEMRNF ) . XFERE
Amazon SQS R (#rf ) i) (RINTH ) HSHH |, ke, RERAXBARSEN—NFE (&
FThENSH )  AEERBEAMESTEEEBNP. 5—FHE , MREAKRHA , I Amazon
SQs «EWAMARS .

BESN R A 2 e R R 22 e R 9 B B R R BY T R R A Amazon SQS #952A.

iR ReceiveMessage 1 FA#Y Wai t Ti neSeconds ZHIRE N 0, WA HNERH,. Recei veMessage
XHERAEUATAM AR —FHI:M : Recei veMessage P FHF Wai t Ti neSeconds ®REN 0,
Recei veMessage A& E Wai t Ti meSeconds 7 BBAIE 1 Recei veMessageWai t Ti meSeconds
ﬂg OO

. Note

71 Recei veMessage B Wai t Ti neSeconds S¥IREME ( M F 1 2 20 2| ) RETF R
B Recei veMessageWi t Ti meSeconds REH{EMAE,

EAILARARIE Amazon SQS 8 AAKRANTEN APl BEBABE = : Recei veMessage.

Cr eat eQueue # Set QueueAttri butes, X F Recei veMessage , B LAELE Wai t Ti meSeconds
S8 ; WF O eat eQueue H Set QueueAttribut es , WA LIELE Recei veMessageWai t Ti meSeconds
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& Important
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MLEXLEEE  XEE-KBATSIAIINERER , #5—MELT , CHNARFES
F(BEK20Y ) REEMITRESNASIE , ATREFELEE S HH A AEE.

NFARSHBEAKLANERRS , BANBRERENGAE (208 ). MREHFAE (20® ) TEH
FHEONARE , NETUEBERENKEHEN S8R 1B, URETRERN AWS SDK 5[
AmazonSQS , HEREIT AWSSDK#H 1T T B EFEEEREHER |, N AJEEE E(E QAR Amazon
SQS Bk , TEEATFRNAERKNBERREFEAREN KL B,

5 AWS Management Console/g A K5 if]

B BAME A AWS Management Console B8 B AT 0 B EUCH EEEStE BERAKEIA.
f# /A AWS Management Consoley #7BA 5l /5 A K% 1A

1. EFAWS EBIEHAE , HENLUTRuITFHF Amazon SQS ##l A -
https://console.aws.amazon.com/sqs/.

2. B EZ,

I':'a Create New Queue |

3. T RS XMEEN AFIEH 2R, MABFIBER (S, MQueue ) .

Create New Queue Cancel X

Please enter a name for your new queuse. Quele names must be 1-80 characters in length and be
composed of alphanumeric characters, hyphens (-), and underscores (). Your queue will be created in the
LS West (Oregon) region.

Region: US West (Oregon)

Queue Name: MyQueue |

Configure your new gueue by setting queue attributes (optional).

Value must be between 0 seconds and 12

Default Visibility Timeout: 30 seconds -
hours.
Message Retention Period: 4 days * Value must be betwaen 1 minute and 14 days.
Maximum Message Size: 256 KB Value must be between 1 and 256 KB.
. Value must be between 0 seconds and 15
Delivery Delay: 0 seconds -~
minutes.
Receive Message Wait Time: 0 seconds Value must be between 0 and 20 seconds.

Cancel Create Queue

ke

4. N BUYCHESERE BANT 12 20 Bz HEYEERE,
BALRBRRFRORAERE , RERATE,
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Create New Queue Cancel [x

Please enter a name for your new queus. Queue names must be 1-80 characters in length and be
composed of alphanumeric characters, hyphens (-), and underscores (_). Your queus will be created in the
US East (Virginia) region.

Region: US West (Oregon)

Queue Name: MyQueue

Configure your new gueue by sefting queue attributes {optional).

Value must be between 0 seconds and 12

Default Visibility Timeout: 30 seconds -
hours.
Message Retention Period: 4 days - Value must be between 1 minute and 14 days.
Maximum Message Size: 64 KB Value must be between 1 and 64 KB.
. Value must be between 0 seconds and 15
Delivery Delay: 0 seconds v
minute:
Receive Message Wait Time: 10 seconds Value must be between 0 and 20 seconds.
Cancel Create Qlueue

5. B 8IEF,

EINEBRSIRE & RETIERF BB BIE , B LUER AWS Management Console E kI BRAFIRY 1%
WoH B &5t E 78,

NIBRAFIREH A EBOE R EFRHE
1. EDEBFIZEH EReEE BE S B,

:t Create New Queue || CQueue Actions | -

Filter by Prefix: Send a Message

View/Delete Messages
Name

MyQueue |Conﬁgure Queue |

Add a Permission

Delete Queue

Subscribe Queue to SNS Topic

2. f BYCHEEEFNE NEEW ERERE,

Configure MyQueue Cancel X
Default Visibility Timeout: 30 seconds + Value must be between 0 seconds and 12 hours.
Message Retention Period: 4 days + Value must be between 1 minute and 14 days.
Maximum Message Size: 64 KB Value must be between 1 and 64 KB.
Delivery Delay: 0 seconds ~ Value must be between 0 seconds and 15 minutes.
Receive Message Wait Time: 5 seconds Walue must be between 0 and 20 seconds.
Cancel

API Version 2012-11-05
12



Amazon Simple Queue Service FF & A R 15F
EREH APl BRKEH

3. B REER.

FERAEW API B AKIH

AT &# APl RHIER A Recei veMessage BIEHFF wai t Ti meSeconds ZHIRE RN 10 W RBEAK
i, BREBELR , 55 ®Amazon Simple Queue Service APl & “ReceiveMessage”#85'o

http://sqgs. us-east-1. amazonaws. com 123456789012/t est Queue/ ?Acti on=Recei veMessage

&Wi t Ti mreSeconds=10 &MaxNunber OF Messages=5 &Vi si bilityTi meout=15 &Attri bute
Name=Al | ; &Versi on=2012-11- 05 &Si gnat ur eMet hod=HmacSHA256 &Expires=2013- 10-
25T2298A529%3A43PST &AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE &Si gnat ur eVer si on=2
&Si gnat ur e=Dqgl p3Sd6l j TUAQUF 6SG EEXWUQEXAMPLE

UTREIERTBRAKEAMNS —FikFE, H , Set QueueAttri but es #REM
Recei veMessageVai t Ti meSeconds BB N 20¥. BXEZELR , SR Amazon Simple Queue
Service APl 2ZH #3"“SetQueueAttributes”ZB 5 o

http://sqgs. us-east-1. amazonaws. conf 123456789012/ t est Queue/ ?Acti on=Set QueueAt
tributes &Attribute. Nane=Recei veMessageWai t Ti neSeconds &Attri bute. Val ue=20
&Ver si on=2012- 11- 05 &Si gnat ur eMet hod=HmacSHA256 &Expi res=2013- 10-
25T229%3A52Y8A43PST &AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE &Si gnat ur eVer si on=2
&Si gnat ur e=Dql p3Sd6l j TUAQUf 6 SG EEXWUQEXAMPLE

API Version 2012-11-05
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http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryReceiveMessage.html
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Amazon Simple Queue Service FF & A R 15F

Amazon SQS #EIRRA S

Topics
+ £/ AWS Management ConsoleBIZZZEREAFI (p. 15)
o ERAEW API RIEIERBAS (p. 17)

FER RS AR B RA S R FTE S R EHER S EN R . MREEIBRIERY , N &EEZASIME
E B EEREANERAEHA TN, B Del aySeconds BHIZRENNTF 071900 ( 15 54 ) A
FEI{E , LA Cr eat eQueue BIZRIEIRBAS, b4 , B Set QueueAttri but es RIFEIN
BFRABIH Del aySeconds B , B&E AT LS ARG R HEREAS,

HERRAFIRELT AT AR , XA AEERESEAEE R ENR R BRRTEREEE . ERAFIM
AR BNXHET N TR, EEEBXRRNMEIASIES 2B ; T a8, H
BERBEMFIEE G ZREN. TR THERSIH TR B Z FXR,

SendMessage ReceiveMessage ReceiveMessage
Request ReceivaMessage Request ReceiveMessage Request

Reguest Reguest

isibility Timeout
Delay Seconds {in seconds)
Time
Message not
returned

Message not
returned

Message added to

[ turned M i
queus essage returns lessage returna

r Note

FNBAF AT HEMERER SN 120,000, HEBAFERELLT YIRS , BiERMEAFIG
HBR. NREEZF] 120,000 HIRRH] , FLUWE —53K B Amazon SQS E“OverLimit’ 5 iRE 2.
RBREZIPRE |, BRZIEAIE Y B S EMBAFIMIBR, #83% o7 LA b0 A SR AL 225 B M BA B 3k

=2
o

ERBEEFHE (MAREANBS ) WERWE , BEAEEENSE, MRERE-KTEHEENEN
SEE. , Ml Amazon SQS AR EMESSMNIERWEE (M A RIERIINERDHEE ) . BXESE
B, 52/ Amazon SQS SEEERES (p. 18)o

API Version 2012-11-05
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Amazon Simple Queue Service FF & A R 15F
&/ AWS Management Console | 2 %ER A 31

& Important
FrE Amazon SQS BAFIERE /5 FEEIRThaE, & SUFAEA 2008-01-01 5 2009-02-01 API MR

BIR AV ERRASIHZE R HERRA S, 2011-10-01 API RAFIE S API iR AR 1244t 7 55 R ERT 876
MREEORFELBNABENERE , WAZER 2011-10-01 API FRARESH API ARZA.

£ H AWS Management Console 2 %E3R A 5]

BRIREAT 0 B9 ASHER & , BAILAERA AWS Management Console | 2 ZERBA 51,
£/ AWS Management Console 2 %E3R EA 51

1. EFAWS EEBEHAE , HENUTRuITFHF Amazon SQS ##l A -
https://console.aws.amazon.com/sqs/.

2. B ¥ERZ,

I':'a Create New Queue |

3. T WERT XMEEN AFIEH 2R, MABFIBER (S, MQueue ) .

Create New Queue Cancel X

Please enter a name for your new queuse. Quele names must be 1-80 characters in length and be
composed of alphanumeric characters, hyphens (-), and underscores (). Your queue will be created in the
LS West (Oregon) region.

Region: US West (Oregon)

Queue Name: MyQueue

Configure your new gueue by setting queue attributes (optional).

Value must be between 0 seconds and 12

Default Visibility Timeout: 30 seconds -
hours.
Message Retention Period: 4 days * Value must be betwaen 1 minute and 14 days.
Maximum Message Size: 256 KB WValue must be between 1 and 256 KB.
. Value must be between 0 seconds and 15
Delivery Delay: 0 seconds -~
minutes.
Receive Message Wait Time: 0 seconds Value must be between 0 and 20 seconds.
Cancel Create Queue
IS -

4, ARNWEEBEMWMAERRME (FlW,30).
BALRBRRFERORAERE , RERAFNE,

API Version 2012-11-05
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Amazon Simple Queue Service FF & A R 15F
&/ AWS Management Console | 2 %ER A 31

Create New Queue Cancel |

Please enter a name for your new queue. Queue names must be 1-80 characters in length and be
composed of alphanumeric characters, hyphens (-), and underscores (_). Your queue will be created in the
US East (Virginia) region.

Region: US West (Oregon)
Queue Name: MyQueus

Configure your new queue by setting queue attributes (optional).

Default Visibility Timeout: 30 seconds - Value must be between 0 seconds and 12

hours.
Message Retention Period: 4 days ~  Value must be between 1 hour and 14 days.
Maximum Message Size: 64 KB Value must be between 1 and 64 KB.
Delivery Delay: 30 seconds « Vglue must be between 0 seconds and 15
minutes.
Cancel Create Queue

5. B 8IER5,

EINBBAYIRE & RETIER BB B1E , BHELER AWS Management Console E kI BRAFIEY 32
FIER &iE,

NIABRINREFH A EIEIEEE
1. EIEBAFIZEH & ReEE BB S B,

=4 Create New Queue | Queue Actions | -

Filter by Prefix: Send a Message

View/Delete Messages
Name

Configure Queue |
MyQueue | gure d

Add a Permission

Delete Queue

Subscribe Queue to SNS Topic

2. f RMNHEER HNEERN EERE,

Configure MyQueue Cancel [X

Default Visibility Timeout: 30 seconds « Value must be between 0 seconds and 12 hours.
Message Retention Period: 4 days +  Value must be between 1 hour and 14 days.
Maximum Message Size: 64 KB Value must be between 1 and 64 KB.
Delivery Delay: 0 seconds - Value must be between 0 seconds and 15 minutes.
Cancel

3. BEREFER.

API Version 2012-11-05
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EFAEIR API BIZHERBA S

FERZ=A API B ZERBA S

UT&EH API REIZARA O eat eQueue RAERBIRIERA S , ZIERA S S EBSRHEBHEAIIFH
Bl 45 BXIE A B RRRIZH 2.

http://sqgs. us-east-1. amazonaws. conl ?Acti on=Cr eat eQueue &QueueNane=t est Queue

&Attri bute. 1. Nane=Del aySeconds &Attri bute. 1. Val ue=45 &Versi on=2011-10-01 &Si g
nat ur eMet hod=HracSHA256 &Expi r es=2011- 10- 20T22%3A52%3A43PST &AWSAccessKeyl d=AKI
Al OSFODNN7EXAMPLE &Si gnat ur eVer si on=2 &Si gnat ur e=Dql p3Sd6l j TUA9Uf 6SG EEX

WUQEXAMPLE

A, B FF DelaySeconds B HEMERIAE 0 ER A/ PN TFRET 900 HIEEKE , L& LU BRG]
BERRNIEERRT], AT REISEA Set QueueAttri but es & A t est Queue BIBAFIAY Del aySeconds
BHIRENRN 45 %,

http://sqgs. us-east-1. amazonaws. com 123456789012/t est Queue/ ?Acti on=Set QueueAt
tributes &Attribute. Name=Del aySeconds &Attri bute. Val ue=45 &Ver si on=2011-10-01
&Si gnat ur eMet hod=Hmac SHA256 &Expi r es=2011- 10- 20T22%8A52%8A43PST &AWSAccessKey
| d=AKI Al OSFODNN7EXAMPLE &Si gnat ur eVer si on=2 &Si gnat ur e=Dqgl p3Sd6l j TUAQUF 6SG EEx

WUQEXAMPLE

API Version 2012-11-05
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Amazon Simple Queue Service FF & A R 155
fE S & Q1 B ERN SR

Amazon SQS JHE ERTss

Topics
- EREHENEESERSS (p. 18)
o {FAZEH API BIZH EERES (p. 20)

Amazon SQS HEER A B A ERMEAFIAEEIBENBR AT I MR, i, NREZE—FH
B Del aySeconds ZEIEE RN 45 , NFEREEIZHEEIH ABRIEHET 45 BWEEFIZEL.,
Del aySeconds FIERIAER 0.

e Note
FEMAFITITHENHEREIN 120,000, HEMAFHZRE L F TR |, BiEARMB GG
MR, fNREIRE 120 000 HYFR#&I |, AW R —%k E Amazon SQS BY“OverLimit’ &5 iR & 2.
RBRARZIRE , BRZIELIEHE é)ﬁﬁﬁb&l‘)@ﬂﬂﬂﬂﬁ%o 385 7] LASE 0 A SR Ak 2B SH 2RI BA B 3R

=
Eo

ERBEATIIITREEEMNIERNE , BERAEERRI, BXELZEL , HSH Amazon SQS R
ATl (p. 14)e BEFREEHEEENSFIEELBEEATEANERYIFEM Del aySeconds {Ho

EREH At REEER SR

8 AWS Management Console X % A H B ERNZSHEE
1. BFAWS BEEHE , HEL U TMUEITHF Amazon SQS #2414 :

https://console.aws.amazon.com/sqs/.

2. GEEFERAFL

=¥ Create New Queue || Queue Actions | =

Filter by Prefix:

Name

MyQueue

API Version 2012-11-05
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Amazon Simple Queue Service FF & A R 155
fE S & Q1 B ERN SR

3. M BABIRME THZIRPIERE RIEHS

i Note

REBEFAFINERT , BAFIERAE THIIRS TH,

Jueues

=¥ Create New Queue | Queue Actions | ~

Filter by Prefix: |SEHE| a Message |

View/Delete Messages
Name

MyQueue Configure Queue

Add a Permission

Delete Queue

Subscribe Queue to SNS Topic

4. £ RIFBEEE MyQueue JTEES , WAHEE (B0, This is a test nessage with a
nessage tinmer.),

-

Send a Message to MyQueue

Cancel X

Enter the text of a message you want to send.

This iz a test message with a message timer.

[ Delay delivery of this message by |0 seconds {up to 15 minutes).

Cancel Send Message

b

5. H ZHERMEERXNERER XAEF , AMERE (Hlm,30),

API Version 2012-11-05
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FREH API BB SRS

Send a Message to MyQueue Cancel | %

Enter the text of a message you want to send.

This i=s a test message with a message timer.

Delay delivery of this message by 30 _s.-eoonds * (up to 15 minutes).

Cancel Send Message

6. Bf KIXEHEE.
7. 1E BFEEEE MyQueue BIAER |, B K,

Send a Message to MyQueue Cancel | %

Your message has been sent and is ready to be received.

MNate: It may take up to 60 seconds for the Messages Available
column to update.

Sent Message Attributes:

Message Identifier: d546048e-4afd-41ea-8435-2d331007eel4
MD5 of Body: 6a1559560f67coerardbd83shf02r2ee

Send Another Message Close

FEHZER API 8128 2 Ent 25

LT&EH API R"EISHERA SendMVessage KX 2 —HE KA 45 BB T RNMLER,

http://sgs. us-east-1. amazonaws. conf 123456789012/t est Queue/ ?Acti on=SendMessage
&\VessageBody=Thi s+i s+a+t est +nmessage &Attri bute. Name=Del aySeconds &Attrib
ut e. Val ue=45 &Ver si on=2011-10- 01 &Si gnat ur eMet hod=HmacSHA256 &Expires=2011-10-

API Version 2012-11-05
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FREH API BB SRS

18T22%3A5298A43PST &AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE &Si gnat ur eVer si on=2
&Si gnat ur e=Dql p3Sd6l j TUAQUF 6 SG EEXWUQEXAMPLE

A, SR LAE 218 AP B SendMessageBat ch BER X ERZ +RTEEEEMESEHNER, &7
DRBFERSEARMN Del aySeconds B , ET LT D EEME. WMRETH DelaySeconds RiE
&, NRCEERMBEIRBA SN |, SHEMATRESER. BXERMIINESEL , HSH “Amazon SQS
HESRBABY (p. 14)” BATRRABIER SendMessageBat ch KX =5HE | — AT HEERSERHEE , )
EFHZEETEH Del aySeconds EAEE,

http://sqgs. us-east-1. amazonaws. com 123456789012/ t est Queue/ ?Acti on=SendMessage

Bat ch &SendMessageBat chRequest Entry. 1.1 d=test _nsg_no_mnessage_ti mer &SendMessage

Bat chRequest Entry. 1. MessageBody=t est ¥20nessage%?0body%201 &SendMessageBat

chRequest Entry. 2. I d=t est _nsg_del ay_45_seconds &SendMessageBat chRequest Entry. 2. Mes

sageBody=t est %20nmessage%?0body%202 &SendMessageBat

chRequest Entry. 2. Del aySeconds=45 &SendMessageBat

chRequest Entry. 3. 1 d=test_nsg_del ay_2_m nut es &SendMessageBat chRequest Entry. 3. Mes

sageBody=t est ¥%20nmessage%?0body%203 &SendMessageBat

chRequest Entry. 3. Del aySeconds=120 &Ver si on=2011- 10- 01 &Si gnat ur eMet hod=Hrac SHA256
&Expi res=2011- 10- 18T22%8A52%8A43PST &AWBAccessKeyl d=AKI Al 44QH8DHBEXAMPLE

&Si gnat ur eVer si on=2 &Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG EEXWUQEXAMPLE

API Version 2012-11-05
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SendMessageBatch B & ASE B K/

o

Amazon SQS #t4-IE API B 1E

Topics
+ SendMessageBatch B & ASEE K/ (p. 22)

1£ Amazon SQS #9 2009-02-01 API }R&s , RE—ME#E—Recei veMessage—Z#F#it4b 2 | B, fi£
AE-BRLEZREE, 1£2011-10-01 API lRZAH , Amazon SQS I T AT REHEE. MBEREELL
RESCEE TR B ENIA B, ERNAERZTHREE |, BFEA SendMessageBat ch 1,

EFEA—X AP ARBBRRESZ T5&EE |, BEEM Del et eMessageBat ch 8, EERR S TEEEN

AL BRTE |, B A ChangeMessageVi si bi | i t yBat ch &4k,

EFAFHIGIBIRE | BXAEASEH AP SIXEFHMLCBRENGG4FAIEGS. BEEENEE
SDK I #Y , LT HRERB X Amazon SQS #t4L IR, Amazon SQS ##| & Ll X iSH#t4k
2 AP| #21E,

BRIX=MALE AP BRERNFMERRRSE , B EIAmazon Simple Queue Service APl £%

» ChangeMessageVisibilityBatch
* DeleteMessageBatch

» SendMessageBatch

SendMessageBatch FY & KJEE K/

WA LAER SendMessageBat ch KA — &K N 262,144 F7 (256 KB) fEE, ER , BEX
SendMessageBat ch B X AAP RENFIEHE BN B X/NTEEEY 262,144 F15 (256 KB).

API Version 2012-11-05
22
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http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QuerySendMessageBatch.html

Amazon Simple Queue Service FF & A R 15F

Bl APl F3R

Topics

- KIFTH R (p. 24)

o RHEEWIER (p. 25)

« $2H SOAP &K (p. 27)
s BERFHRIE (p. 28)

* M5 (p. 35)

- HEZRAFI (p. 37)

- ®/IZEE (p. 39)

AEH AT WfIME Amazon SQS K HiER, XLEFTHLBEERBRAEMZBNEARRXR, HROEH.
MIERBTHORIEN S E , UREEHAE,

AL, BRAOVERBMET SDK |, Xtk SDK A[it BB 21 B Ik RIEE S 58 Amazon SQS. XEFAITE
SEEEHLEE NN TESIThEE

. FRABENERSERSESR

. EiRiER

o Qb IBAEIR UG R

BxTAK SDK B5IX , B EEMA T Amazon Web Services FI TE”

API Version 2012-11-05
23
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Amazon Simple Queue Service FF & A R 15F
KT R

N

N e

el

BAEFRiEX ML aWER |, HifE (Amazon Web Services General Reference) = #“ih X
KIHTT D

Pl ZERMGIEEAS] , ERRSERRLUATERNERER :

http://sgs. eu-west- 1. amazonaws. com ?Acti on=Creat eQueue &Defaul tVisibility
Ti meout =40 &QueueNane=t est Queue &Ver si on=2009- 02- 01 &Si gnat ur eMet hod=Hmac SHA256
&EXpi r es=2009- 04- 18T22%8A52¥BA43PST &AWSAccessKeyl d=AKI Al OSFODNN7 EXAMPLE
&Si gnat ur eVer si on=2 &Si gnat ur e=Dgl p3Sd6l j TUAQUf 6SG: EEXWUQEXAMPLE

B Amazon SQS K iHTT RAE£IMT. Fla0 , MBEEBEHNE R “MyQueue”tIRAFI , —NE
sgs.us-east-1.amazonaws.com # , —ME sgs.eu-west-1.amazonaws.com F , MBI T MM ,

FHEEAEIE.
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Amazon Simple Queue Service FF & A R 155
RHEERER

RHEE#IEXR

Topics
« GET &R (p. 25)
« POST &KL (p. 26)
o MXER (p. 27)

Amazon SQS XA T RARSBRENETRIER, EHBERRMER GET = POST HEMEE HTTP 5
HTTPS &K, EERMAEE Action S8, LUSRERITHIRE, MNEFEEMERH XML X
4

s oS
GET B3RS
A IS EIS Amazon SQS GET #RE RN TEEENEEHEMA URL, URL ML TEZ -

« RIETR—ERIERITRENEIR (£ Amazon SQS &t , LimT L2 )
© RE—EHFENLRT QPITHERAE ; fl0 . RIXHEE
- SR AMEFERSH

LATF 2™ Amazon SQS BASI &% EEH RE GET &K,

http://sqgs. us-east-1. anazonaws. conl 123456789012/ queuel?Act i on=SendMessage&Mes
sageBody=Your ¥20Message?20Text &AVWBAccessKeyl d=AKI Al OSFODNN7 EXAMPLE&Ver si on=2012-
11- 05&Expi r es=2008- 02- 10T12: 00: 00Z&Si gnat ur e=| BP67vCvd DVBQLdo
f Zxg8E8SUEXAMPLE&SI gnat ur eVer si on=2&Si gnat ur eMet hod=Hmac SHA256

& Important
BT GET#ER=E URL , Bt , BHAXNSHE# T URL HiZ. Bl , ERIEN REIERS |

MessageBody SHMELFRN Your Message Texto. {BE , URL RFRREAZER |, EHit
URL M ZEEIIRIBAR0", ROIMNERIDEEHIT URL i3 , BB TERAE,

ATEGET ROIES THIE , ZEFEXA T U TETRAKE RXLERH,

http://sgs. us-east-1. amazonaws. con 123456789012/ queuel ?Acti on=SendMessage
&VessageBody=Your %20Message%20Text &AWSAccessKeyl d=AKI Al OSFODNN7EXAMPLE &Ver
si on=2012-11- 05 &Expi res=2011-10-15T12: 00: 00Z &Si gnat ur e=l BP67vCvd DM

BQldof Zxg8E8SUEXAMPLE &Si gnat ur eVer si on=2 &Si gnat ur eMet hod=Hmac SHA256

e 2 Note

EAEEFRHNROERERS , RIOERATHR AWS 5RZHA ID AIREE , FTEEHMNE
EXAVPLE, EIIXHMENTRA , BANRERHIDE RN ERSBRELEROAPNEE ER
Tix. HNABREWHEREBNUAPE—MBIN. ZRHETRTETRINEENEFE AWS 17
RZ4H ID R ROIPERSBNERER (AXRESER , FEREWIEREHRIE(p.34)") .

1£ Amazon SQS & , i} MessageBody UNANFIES BB LA EBETTEEMNE. &BH SendMessage &
R MessageBody IREMNETUNEE TR, EXRERMT , FF 32 ZHEM MessageBody HEMRHI
SendMessage EifJiERERRE , EPMZEEE URL REHITTHD (FBRWR ), RTERERN ,
URL HE RIS XEEM URL FBERXE R

API Version 2012-11-05
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http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QuerySendMessage.html

Amazon Simple Queue Service FF & A R 155
POST & RHI 41

B-TRRERNLHE TR XRIZERFMEEIEIR. STEREANASIRITIRE , Bt , HROL R
T RESIMPRARF , BRI URL, BXBAY URL WEZFMELR , BSH AT URL (p. 5)%

KEFHTRER—IAS (?) , FERTHTRAESSHRT. SBZRAA&SRT.
Acti on ZBRTREMITHIRIE ( BXRBEMENIIER , S5 (Amazon SQS API &) HEY“API EE"ED

7). BRAMAEEREREANEMSHNIIK , EZH (Amazon SQS API $&) R FEIRESR A
HERSH WD

POST &3R4

Amazon SQS ¥ POST R, £/ POSTER , BAILEHTTP BRENPUREREETHNSH ,
WAL T SRRATR

#l% POST %K
1. FEASBEHNELCEIRES,
XERE , SR F GET EXRBE , NSBNERE—R (£R & STRENMEH-BEX ).

BT REIERT HERITHN SendMessage HXR ; RMNERNEFPEAXLERITHRENTHEER
E5 TRk,

Acti on=SendMessage &MessageBody=Your Message Text &AWSBAccessKeyl d=AKI Al CS
FODNN7EXAMPLE &Ver si on=2012-11- 05 &Expires=2011-10-15T12: 00: 00Z &Si gnat ur e
Ver si on=2 &Si gnat ur eMet hod=Hmrac SHA256

2. HBEFEHTML MEHRERX—T , WREH#ITRE URL i3 (BXESER , K
http://www.w3.org/MarkUp/html-spec/html-spec_toc.htmI#SEC8.2.1 ) ,

Acti on=SendMessage &MessageBody=Your +Message+Text &AWBAccessKeyl d=AKI Al OS
FODNN7EXAMPLE &Ver si on=2012- 11- 05 &Expi res=2011- 10- 15T129%3A00¥8A00Z &Si gna
t ur eVer si on=2 &Si gnat ur eMet hod=Hmac SHA256

3. BMREFMERLER (AXEZERE  FHATRERSHRIE (p. 34)") o

Acti on=SendMessage &MessageBody=Your +Message+Text &AWSBAccessKeyl d=AKI Al OS
FODNN7EXAMPLE &Ver si on=2012- 11- 05 &Expi res=2011- 10- 15T12%3A00¥3A00Z &Si gna
tureVersi on=2 &Si gnat ur eMet hod=HmacSHA256 &Si gnat ur e=| BP67vCvG DM

BQLdof Zxg8E8SUEXAMPLE

4. RHERRPER POST ERMIEL.
5. @& Content-Type HTTP ¥r3k , HfHEIRE R appl i cati on/ x- ww f or mur | encoded,

LT RBIERT &EH POST XK.

POST / queuel HTTP/ 1.1 Host: sgs.us-east-1.anmazonaws. com Content-Type: applica
tion/ x-www«formurl encoded Acti on=SendMessage &MWessageBody=Your +Message+Text
&AWBAccessKeyl d=AKI Al OSFODNN7EXAMPLE &Ver si on=2012- 11- 05 &Expires=2011-10-
15T129%8A00%BA00Z &Si gnat ur eVer si on=2 &Si gnat ur eMet hod=HmacSHA256 &Si gna

t ur e=| BP67vCvd DVBQLdof Zxg8E8SUEXAMPLE

BRT Content - Type BA4h , Amazon SQS FEREFERPEAEM HTTP 5k, BREMENFHRIELH
RIBERIE GET BREFIRHUNZEE (BXLENEE , BSRAEHIERSHRIE (p. 34)) o

API Version 2012-11-05
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MHXEM

r 2 Note

REFEEHTTP B RAEAN HTTP RANEE , ZFFHBERG HTTP ERFNEMTE
BITRBEAEENRAI TS X EFMANTE .

R EBR

- EHERSGBRIE (p. 34)
* IG5 (p. 35)

12 SOAP &3k

& Important
B 2011 £ 8 A 8 B2 , Amazon SQS 7B X#F SOAP iFRK,
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BREHRIE

B3R & IRIE

Topics
« HARBHRIE? (p. 28)
. BH AWS K (p. 29)
« &I AWS FRIRFF (p. 29)
o BEFEH AWS FRIZFF (p. 30)
+ HMAC-SHA £ (p. 30)
s BEWERSHRIE (p. 34)

AEDHRNEBNLAT Amazon SQS MAN B ERHEITHBRIE. EATH , BAUT RS BRIEN
ERAR, BE AWS K MR R NA A T XS ORIE , AR AL HMAC-SHAT £&. 1o,
EHENRTERWFRNERFHRIEER,

ftARFHRIUE ?
S HWTER— AT RINBTLZAROAS WHR, FELRT MRS ARTTR,

6 Request

Recipient

©  [Fowe |

OK?

. |Request |
Q Yes: |Reque To

processing...
—
uest
MNo:
ORI — I E
1 RHEARBMSERIES,
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BH AWS K 2

2 REABBEARIEHFHIEBHIER,
3 Wt AERE B RBIERFARBERZIET ZER,
4 MRR , MWEHARLEZER, BN, WA SIELDS %R M Bt 4F 6 S

ESHRIELES , AWS 2FENBIERFANRRUARZFAREEEMER AWS REHHNERS. MR
FE-NEHXY , WZERT2ER#H —PLE,

BXERRBIENH—FiTie , E# 3 techencylopedia.com I EHWIIEE. AXSFHRIEMEXNE R
TAREBHEN , BHEFRSA ERERIER

JBREJLEDNET Amazon SQS IAISEHE & 47 1 SRR IR BRI
IBEY AWS Tk

WAINE S1E hitp://aws.amazon.com LB AWS K , AR FEETH R AWS REHEM Web RS-
AWS Ik RETLUMER AWS 7= R Amazon.com IKF ; RAI LR 612 AWS Ik et {E R IIA R
Amazon.com i 7 & F & ML,

HE , BULBSEANNEZBENBERGE-NSAT AWS B9% Amazon.com IK™ . EREAER
TP ERENE AU XARBEN . RESERERAGAFRAMARST N | UXNHEERNE
i AWS =@V A

ETILNER AWS K EE AWS I ED REARIES | R ER AWS I ARG
MR EZR

o B AWS FRIRFF (p. 29)

’_' —
Ry AWS FR1D %
£0IZ AWS KRS , AWS 2ME 5 B —XHERMIRRE :

« BRIZ4A ID (20 NEHFHNEZREEFT )
ltn : AKIAIOSFODNN7EXAMPLE

- AEHREBSA (40 LFHF )
Bz - # wlalrXUtnFEMI/K7MDENG/bPxRfiCYZEXAMPLEKEY

XLEREH AWS 158 ZH#R R,

@ Caution
BNFIEHEZARME , RESRMAWS T NiZAE, BIENZBARE , MRPEHK,,
BN HEHBEESRD AWS BENERS , 68 FEBIS B FIHLEALTMA. BONALRNE
HE=Z4E | BIEERE AWS 5 Amazon.com BiflE], S ARRXITSBHEMAKEHRTSER
BRHAFHEZRA,

AR ID S&H AWS K XBk, SRERNHSEE AWS RFERP , RPLRERNEEE,

R ID TRWE , EAASAERD AWS RHBERFERENTRZES ID. B, 7 TIEREHE
XRERNWEMA  EEXABERFER, NTAEER , BAUERENAEHRBRARITEES,
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Amazon Simple Queue Service FF & A R 1EF
EEEH AWS FRiRE

AWS £EAERFHHFRZS ID REXENLEHRZN  AREAZZATERFZES. MR AWS
HENEREERENERATE , MERXBANRESHN. BN , BROSFHRIEFEMH BERT
KA,

R EZR

+ HMAC-SHA %% (p. 30)
- BWERSFHRIE (p. 34)

EEFLH AWS R

ZHHRES ID MABHRRAELLE AWS KFNEZER , MARED B FERFLEAE, IR
FEBREFR , BN AWS K- FEIEA],

EEEN AWS T EIEFH SR

1. BRI AWS ZEIEHM,

2. BTRHE FENES B2, FiEFE BRERA BT,

3. & BHIHREA JIRPERBERNHRENR.

4. BETRATRRZR , H2H AEHARER —E48 EX.

Mx ER

o IZH AWS IKF (p. 29)
o &H AWS FRIREF (p. 29)

HMAC-SHA £ %

Topics
- MMENSHRIEEER (p. 30)
« ERFHIIEERE (p. 32)
s XTHLEZERHE (p. 33)
« XTFrAEZ (p. 33)
+ Base64 wiBHY Java REIMRES (p. 34)
+ it& HMAC-SHA1 £& 1 Java REIKE (p. 34)

KD FREBNB T Amazon SQS A HMAC-SHA Z &3 &Eif)E Rt TH B IIE,
FMENEHRIEEER

fEAZEH API 1518 Amazon SQS B , EXERMITH AR , XABELUTME :

« AWS i RIZ4H ID—ZE AWS K - SR IERIZE4A ID #4518 , AWS EHZ ID RERENFAEIHRZF

2o

- EE—BPMERBLAEE —NMEMH HMAC-SHA IEREE |, BNFERLKFIEL,
EBIFERAECHAMELRESR (ZBARREEN AWS T HENHERE ) RITEERES,

- BE—B8NMERBLNTSERNNBEE. SRR EREATH B BN ERAQE S BBHEEN
Fq: SE LS
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HMAC-SHA £ %

MxEZ

o 2 AWS FRIREF (p. 29)

API Version 2012-11-05
31



Amazon Simple Queue Service FF & A R 15F
HMAC-SHA £ %

EXGHRIETTRE

ST R HVMAC-SHA I REEH X E AWS HBR AT S HREFBRTH —RIES, BIREE
ZoIRT AWS B, HESIR T HRES D MAEHRER, A% AWS kP, HHES D ALEH
HEBNESES , WSHEEH AWS K (p. 207 FHEH AWS FR% (p. 29,

EHATH=MES.

You
o Create a request: Request
AccessKeyld= ..
Action= ..
Timestamp = ...
Parameterh =
Create an
String based on
HMAG-SHA request contents
signature: _|_ Your Signatura
Your Secret Access Key
wlalriUtn FEMUKT MDENG/
bPxRACY2EXAMPLEKEY
Send the request
and signature to Request
AWS: Accesskeyld = ..
Action = .
Timestamp = ...
Paramatard = #
Your Signature
SHRIELRE : ZRITHES
1 BRIERIEE AWS ER,
2 LEAENAETRERRITEZARNGHEE S HRIEAD (HMAC-SHA) £8 (BAX

HMAC B9 & , F# 32 http://www.fags.org/rfcs/rfc2104.html )

3 REBRPEEZBNEWILRES D, REFERKRIED AWS,
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HMAC-SHA £ %
AWS TR =MEF.
AWS
o Retrieve your Request Get Access Get Secret Your Secret Access Key
Secret Access Key ID Access Key
. AccessKeyld = —_— — > wlalfUtnFEMIKTMDENG/
Key: Action = \ bPXRACYZEXAMPLEKEY
Timastamp = .
ParameterA = ...
Your Signature
Create an
g Sungbeseson
signature: £q HMAC Signature
+ Calculation | gl Colulaed by AW
and — T
Your Secret Access Key Encoding —
wlalrXUmFEMIKTMDENGY
bPxRACYzEXAMPLEKEY
@) Compare the two Slgnature Your Sianairs
signatures: Csiculated by AWE| e " Yes: Request is authenticated

No: Request fails authentication

SHWIFERE : AWS HITHES

4 AWS AL R %4 ID REXRLEHFRHH,

5 BEEASHEERPRENEZARNEE , AWS 2N ERBEMLEHRBATER
—NER,

6 WRE AWS ERNWERELEFRPRENEEALE , FIANBEREEXHN., MRER

FEX—BRERY , BABERFKEF , BT AWS FIRE — G4 IRE AL,

AT HEFRFH

BRENEN AWS ERBLATE —MEALNRETHRZAITEDN HMAC-SHA BRER, FHAER
AEERERSHRIE (p. 34)"HIKE,

xFatial &

EEERPEANNAR (RIHYHE ) BAR dateTi me HiExT , HETETENABAN ST (F
XEZER | B®Z http://www.w3.org/TR/xmlschema-2/#dateTime ) o 40 : 2007-01-31T723:59:59Z.
BNBWEDEE Ret (BB AR E ) XREHEARZ ( RRAXATRLAN ) .

MREEETHER (MARSHAE ) , WERL2ENEBEIE 15 24833 (#aEH , IRE
SREVat R Bt AWS BRSS 25 LMV HBIRTEI R 15 28 A L, | AWS FLLEER ) » BREWIRS ST
BiREEH,
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ERERSHRIE

& Important
MBBREANRE NET , MFRELXES FHENRZ , BN AWS F .NET X 205 E K616
%E*ﬁ_’f‘lﬂﬂ’ﬂﬁﬂﬁo BRSNS TEANNEE K BFIWEBETEIZNM dat eTi me HUIE
JCo

Base64 i3y Java REGI{CEE

EREZ MK Basebd Hwi8, T Java RHMCIBE R T 4T 1T Base64 i,

package anazon. webservi ces. comon; /** * This class defines comon routines for
encodi ng data in AWS requests. */ public class Encoding { /** * Perfornms base64-
encodi ng of input bytes. * * @aramrawbata * Array of bytes to be encoded. *
@eturn * The base64 encoded string representation of rawbata. */ public static
String EncodeBase64(byte[] rawbData) { return Base64.encodeBytes(rawbata); } }

it& HMAC-SHA1 £ &1 Java RHIKHE
BT Java RERHIER T MAHE HUAC BRES,

package amazon. webservi ces. conmon; inport java.security. Si gnatureException;

i mport javax.crypto.Mac; inport javax.crypto.spec. SecretKeySpec; /** * This

cl ass defines comon routines for generating * authentication signatures for
AW requests. */ public class Signature { private static final String

HVAC SHA1 ALGORI THM = "HmacSHAL"; /** * Conputes RFC 2104-conpliant HVAC si gna
ture. * * @aramdata * The data to be signed. * @aramkey * The signing key.
* @eturn * The Base64- encoded RFC 2104-conpliant HVAC signature. * @hrows *
java. security. Si gnatureException when signature generation fails */ public
static String cal cul at eRFC2104HVAC(String data, String key) throws java.secur
ity.SignatureException { String result; try { // get an hmac_shal key fromthe
raw key bytes SecretKeySpec signi ngkey = new Secr et KeySpec(key. getBytes(),
HVAC SHA1 ALGORI THM; // get an hmac_shal Mac instance and initialize with the
signing key Mac mac = Mac. get | nstance( HMAC SHA1 _ALGORI THM ; mac.init(sign

i ngKey); // conpute the hmac on input data bytes byte[] rawHmac = mac. doFi

nal (dat a. getBytes()); // base64-encode the hmac result = Encodi ng. Encode
Base64(rawHmac); } catch (Exception e) { throw new Si gnatureExcepti on("Failed
to generate HVAC : " + e.getMessage()); } return result; } }

BWERE BRI

LURFE 8 A Amazon SQS API 2K ThEERT , FTE XX Amazon SQS KBS MAL T ZF, W
RIGMFEH AWS SDK , Il SDK 2R EABZZEE , ALETSLFHTRIXLEFES, 5—FHE , MRE
B HTTP/HTTPS X &EfER , WAAESNERABERPIELSE.

Amazon SQS XHEBIRAE 2 MEBIRAK 4, SHBEAK 4 BEHITFHVREMMNMERE, MRBIEECIESF
A Amazon SQS BN ARER , NRERAZERE 4,

BEXUAFERALBMA 4 BIELEEMNER |, B3 (AWS General Reference) HI“EE A 4 &
B

BRIMAFEAZBRAE 2 QIZZLEMEE |, i55H (AWS General Reference) RIS EMA 2 £E T
=,
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e B

) Sz

Topics
« FIHERIM LR (p. 35)
o FHRMBIMER (p. 35)
- MXEF (p. 36)

ERRREERET , Amazon SQS 2REIEEERE RN XML BIELERH, LHIFERFE Amazon SQS £
W, BXEZEEL , 510 (Amazon SQS APl %) HE“WSDL {UEH AP| MRA"EE 5 .

B, W) 82 Y 45

MBRERKINT , WEBWRTELRLZREDSE , (B2 N L ‘Response”s #li0 ,
Cr eat eQueueResponse 24X R IE Cr eat eQueue FREBEENWRTE, KTEEEUTFITE

+ ResponseMet adata , EHEE Request | d FLHE

- GERETRENERNTRTE ; W , O eat eQueueResponse TEEEE N O eat eQueueResul t
S

XML ¥R T #3384 SQS BEM Amazon SQS MRE ..
LU 2 A% Zh e B1 89 =51

<Cr eat eQueueResponse xm ns=http://sgs. us-east-1. amazonaws. conl doc/ 2012- 11- 05/

xm ns: xsi =htt p: // ww. w3. or g/ 2001/ XM_Schena- i nst ance xsi : t ype=Cr eat eQueueResponse>
<Cr eat eQueueResul t > <QueueUr| > http://sqgs. us-east-1. amazon

aws. com 770098461991/ queue2 </ Queuelr| > </ Cr eat eQueueResul t > <ResponseMet adat a>
<Request | d>cb919c0a- 9bce- 4af e- 9b48- 9bdf 2412bb67</ Request | d> </ ResponseMet adat a>
</ Cr eat eQueueResponse>

A 5 e B Y 45

MBERFTRI , WESEARNRENM , TEMRTEERR R Error Response. WTEEE Error
JLEF Request 1 d TE., BN Error HEE :

« =M Type TE , ZRRRRBRZRFABRERZ M AHIR

+ =/ Code tH& , ZUEMAFT R EHIRIERE

« — Message & , ZUEMUAX TR RMRERFZN

« =M Detail TR, EnRTHRAKEHEXERNEMEFAEERNETRNZE

BAT RARIR WA SIEY R B

<Error Response> <Error> <Type> Sender </ Type> <Code> I|nval i dParaneterVal ue

</ Code> <Message> Val ue (quename_nonal pha) for paraneter QueueName is invalid.
Must be an al phanuneric String of 1 to 80 in length </ Message> </Error> <Re
quest | d> 42d59b56- 7407- 4c4a- beOf - 4c88daeea257 </ Request| d> </ Error Response>
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X EB
o BHBEHBER (p. 25)
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HZBATY

HERSI

Topics
- HERASIKEE API (p. 37)
- HEBRRFIBNEH API (p. 37)
. THEIR (p. 37)
o BFIBAFIMER HER (p. 38)

Amazon SQS DEHZEEAFIRI 5L | SAEE M A AT BB 68 15 B 42 1 SR G iR B A9 A BR SR A A X &2
BB, AVIR GEELAEA AERs SLE RIS TR 5 R AR B, S0 02 12 T B A PR SRER XA,

Amazon SQS BEHTUTHAMKKIRE S : #% APl SR APl, &2 API A , Amazon SQS &5
ARG ARG R, TS AP |, A LI T A 3R I F 8K

ATHZRIINEE AP BRMRE

¢ AddPermission
* RemovePermission

B & & API , Amazon SQS 2 & F#&7E AddPer ni ssi on IBREFEAENESR , FHAMEEEREEK,
{82 , Amazon SQS £ KN FEHBTE AR, BAUBELAZTINER , ERTEIEERE,

HERFIBER AP

BEEER AP, ZULBCHERABRKRKES EERERRK  RBEEN SetQueueAttributes IRIE LR
. B4R AP RFEEL SN AEBANHERE (Fl , ETFHERET IP it ),

MREEFRFEECHERR , WEETHERNEESR. BXXBNTESEREE , HSH“EA Access
Policy Language (p. 40)”s ﬁ?&'ﬁﬁﬁ%m{ﬁﬂ #ES i “Amazon SQS KRB (p. 62)”

TR

RRREBZERLA (BURROAF ) BFHHRIER, ETASMURRE—NA TR ZNRAFR
Lo MREGREMIBRZANR , WA LUER ZARERIRBZNR. WREBEESIFEBHLENRR , EF
A GetQueueAttributes 4. Amazon SQS FFEREEANKEE ( QEFRENRRE )

Amazon SQS X #F T RHAPMIRINRIE,

) i
* BEAPRE B A LA A FHEA R T X L ZRAFIHATA TIRERIUR « BUCHS.

RIFEE, BBRER., ESCHENA R, REGASINE 4,
Recei veMessage BEAY PR 2 B A] LARR F 32U RA 51l E 2 BV AR BR o

SendMessage BE AR BRI B ] DA F @ BA 5l R 35 SH R AR, SendMessageBat ch #7& 7 5
SendMessage <EXEI PR,
Del et eMessage BEAR R B AT BUIR T MEBA B AR I B SE 2 94X BR . Del et eMessageBat ch #ki&

7 5 Del et eMessage <EXHIRER,
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BF XA ER 15 R

il #ir

ChangeMessageM si bi Ity | ELAX BRI A] DU FHEK S 45 L 15 T8 H B IR BB E i B U AR
ChangeMessageVi si bi | i t yBat ch £k T 5 ChangeMessageVisi bil ity
RERMIPR, BXAUNEENNESES , BT LB (p.6) B
RUMPREMNWEZEL |, HS M “ChangeMessageVisibility 24",

Get QueueAttributes | IWINPREH AL FEFTERIIBE MY ( REEHFIRE B L RAKERERS )
IR, BXEZEER |, S “GetQueueAtiributes BE",

r. Note

1£7 SendMessage. Del et eMessage B ChangeMessageVi si bil ity ®RENRE , REE
SR IX LR ER M A HEA AR A BN R : SendMessageBat ch, Del et eMessageBat ch #
ChangeMessageVi si bi | i t yBat cho FAFEXI SendMessageBat ch,
Del et eMessageBat ch 1 ChangeMessageVi si bi | i t yBat ch i B R,

Amazon SQS HE T ERRERRRM N RN E |, BE » S H MR PRIERR AT R R th
2k, Hln , ArLlE A EEEFT * M SendMessage BB |, BIfE * B& SendMessage 2EHI5E
PRt 2t

LS TE B HIBRINRAEA . MREXARE* R, WERMER SendMessage BT 2AERABRT
“BRECAA — YR, MR , ZBERFRWTEMRE  BEAZEAZHTEETER SendMessage X
R

MBEEMRR * HFERRELARE Recei veMessage R , iELEHI Recei veMessage R , RE
B * R,

) Tip
v
AR NMURRE — N TR 5 Z N RAVARE, IR REM BRZNR , WA LA iZbR
ZRIABNZ R
T Note

MREEEESIFELNR , BEA GetQueueAttributes B, FHEREANKME (LERE
R ) o

BT X BA S B B & 17 8] A PR

U EERAFRTHAERITFRRR, BRXGANREFTEMAEERGRAZESA D,

ERFERER , BLAREEECHRE , H N Principal BBH *. BEXREELEHCHERNES ,
#ESF“fF A Access Policy Language (p. 40)”,

@ Caution

EitlE , \SIHEEASURIBESASIEXNFIERA, Bt , BaEE S HAER SR (6l
m, EetEE P it ) REIERHHE,
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wIBIES

WIZES

AWS KiE FERESHEMN APl M3IE Amazon SQS # Query API SREN FARFHNRET X ERHE
FEXH, ROAARE, HEMEMER, XEEXHREERERIIEE ( FEEE Amazon SQS B Query API
;;% , BlaNER B HRIE, BEREXNEIRLIE , MELERUTTHRER. EXHNRRTHTIIES
+ Java

- PHP

* Python

* Ruby

« Windows 1 .NET

BRUFTBESHENENTROIMAE , B2 Sample Code & Libraries,
BEXBHNARFFR , BSH

« AWS SDK for Android

« AWS SDK for iOS
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&£,

1 Access Policy Language

Topics
- BLR (p. 41)
s MARE—NEEE, (p.51)
» Amazon SQS B~ (p. 62)
+ Amazon SQS FKEER4FFIER (p. 64)

AP ABREEFLEHEE BN IGRIZEFIREELN Amazon SQS AF . NREFENETF AWS K ID
EARR ( flin , SendMessage. ReceiveMessage ) RAFFRE , WAEEREHCH RS, EXMHE
T, A LMXAER Amazon SQS AddPer ni ssi on g1, NMREHFLEETERMANEME (Hlw , HR
BRA R EIRIBEREN P stk ) REXELFEFLAFHR , WEEREBSHKEHFER Amazon
SQS Set QueueAt tri but es BIEFHE EEF AWS R4,

2 Note
ERELECHER , E4MEE JSON, BXEZEER , BHE http://json.org.
ATHEER) SELFETHENELB S, REXEBRNWSZE , LR AWS AXRTEERIRERETHE

RERFRRGFANRNEZE, BARBITNASHESBRERSHREN , EREPHAE - LEFET
BERET SQS WiFAEE. AXESER , HZH Amazon SQS EHHIHHAHIESR (p. 64)o
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BhR

=t

Topics

o ARt E A ARSI (p. 41)

o FEHE (p. 41)

o ZREER (p. 43)

 {£ M Access Policy Language (p. 45)
« 25 (p. 46)

o XTiHEERENERERRDM (p. 49)

KEDNB T EfFE Faccess policy language!’REXREE TN ELRE S, XEOENE T HREH S
access policy language — 2 {52 A By — % id 72 LA & 0 al 114 SR B o

AT B {58 FH 173 1) #22 %)

N FIARRFELFTREE , EARANREL. Ah , EENERARGIEHHELEEL,

s BETTFH— AWS IkFHEHEERR |, BLFRIEHIAG ( a1 SendMessage ) « BXEZER , &
SR ARG 1 (p. 49)0

o BEBENE— AWS kP I ERERNBRAGEEHRAY, BXEZER , S FHRM 2 (p. 49).

o BEMBENE— AWS IKFPXTEM Amazon EC2 1% HiERMER T RGNS, BXESER
TSR FEAZEA 3 (p. 49).

o BERIEH B — AWS K IHRIBHIRAS, BREZER , BSH EHZRM 4 (p. 50).

BURILER D /48 7 EfE Maccess policy language EE TN EIS. SIHREBIRFNE , BEETH
ME-—TREBEEFLRIE.

VFA]

BB RZREAFRFAFNE B ERRFETEPRBENHENTS. NREXEBATER . “EDEA
WERT , ABAFRTHAYER C 1T B Bl , RE Jane (A) 7 2009 F 5 B 30 HF &K ZBiiER
#EWEE (D) , BB M John 8 Amazon SQS BA 5l (C) #YHE (B). Foit Jane {ART[E Amazon SQS
EEMEA John HBAFINIER , Z=RBLREMETRENR , AELRELENIERRZEHZ John
ENRPIREM R,

EA

iE 4 235Xt Faccess policy language/R BN £ MURMWERHE, BEERENEIR—INEANES
XX, WA ES (T8 ) , —Bo.

R

ErE 2 — M Maccess policy language/R BRI H , AEFER—IMRZ/MEANEES. Hlm , R
SBEHMEA : —MEIFH Jane ATLAMER John BIBAFI , 2 —MEAFEEH Bob F154£ M John HIBA S,

WTERAER , —MNERBEETHETEFDERE , —0EE Jane IJEA John WEAFINER | B—HES
Bob A& H John HIBABIHIFER,
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Policy A Policy A

Statement 1 Statement 1
is equivalent to

Statement 2 Pglicy B

Statement 2

AWS =RERFH ( TRREISEL KK, ARSHRKH ) FHEETRIH RS (HI20 Amazon
SQS) , MBERBBRNBERGARRELAAR, BNEEREH SEFIXMIMAER , AN-E&—
iR RAERA LR (RRMRAISRE ) 6

RmE

A E RERERBUARTRRNBRHA. ZHE (REX ) BEERRMAEE. AWS TR¥F AWS Bk

SRAPAENTHRENRRCIRRK, MR John RERMAE , AR EEH RN ZHFRR
FRES , AWS &3 John B & 3 # TIAIE.

ZEA

ZFHA RIEERBDRENBEHN —IRZNMA, EXRARZMEDEANBERT , B4 A TLR C 1T
BEAHM A, E— KR , BUFERRARENEMAA (HlI0 , MEAEE—PEEFRERAE

o BIXFEIRME | HiN |, MRETEBRFEERENWZGREMREE , MALTUBEEALA IR B4
WERE IP Hodt,

YE
BRIEREBEZERATRIITHNES, BRERNRDEANERT , BBA A AR C $h4T BEGHH B,

BEBRT , ZBREIRZME AWS REERWIRME, Fla0, Jane A Acti on=Recei veMessage [G
Amazon SQS KEFER, FE—NEBHEAEE — MRS MRE,

ﬁ;l\

FRREZERABRGEANEET. ERAEHZE DWIERT , ABEX C thiT BRI+ |, C Bl
iR

Spt 54

R REEXBRNETARGMFACTE. FERMRDEANERT , BA A AU C 4T B"iES
D, HARHNERDD TERENSIRFAERERNANS. ZBXHSLUTHAMEX !

« AHAFIETE (Bl ERSMIEIEE B ERIENS )

- 1P bat (BIE0 , EREW IP ut BDAREMEE CIDRBEN — 529 )

24 RIEERGRREWEMBOEER S 5, R BHMeE,
R R R AN Z RBBH ARG, BIRESHAE , BHHAK —NREZNAMEERTIN

WRBAETE 20105 5 A 30 BRIPRFIER , MATLAGEA BN Dat eLessThan B, ALAERABR
AWB: Cur rent Ti me RYZ34A S EEIRE N 2010- 05- 30T00: 00: 00Z, AWS T TE {4865 F Y R AE T 3R
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o BH , AWS F=mAE (Bl , Amazon SQS ) BATBERENRETRESNEHR. BARUENESE
B, BSR S (p. 55). BRXARARANESEER , BSH TAEH (p. 57)%

HRE

BERE REG AWS FRAZEBERABZRGARZE-HFERROA. BHRE@AWS REER , EFEH2
Y EDERANBERT  BELEEN CHITBIB?”

W4

P R 16 AWS 7= mARTEE A AR BRENIEL IR R AR ABFRNTE. AXFHEBENEER , F5H
“TH&Z 5 (p. 46)"

e
HEREEFERKEVEITEMMREMNE R, HEERKPREETANEREW®E , TAENESIE deny
M allows

film , EALUEE—NKRE , HPIEELMARBERMNEXNIER (AR-RiERFEH I EAREIR
ME9 1P bt | MIELL ) WiEA, EH  BAURE—NE , Hh 88 A F AN REERMNBX
FER (RR=REBERHIEREERMNHEX , MAYF ), BEAXFEMEAELUTHERNRE , BRE
access policy languagei2E £ , 1R TEAN. BXEZER , BEH T2 (p. 46).

BRERABNBRIEEMMATENE ( AFREL ) , ERERKITENTRSE=ZMTENER | MU
L, AT REHXEL, BEXRESER  BSAN TSR ITEEZE (p. 46)%

AMINFEL
BlIES BB AT RDRIEBH RS WRIALR,
S

BRIEMEFRANRAHGERE , MR=ATFNEVLBI AT ER. TOMRERZE 20105 4 A 30
AT 1 RERN , WAFXEER, APRESMAENRIAEL  BLTRERIENEL,

T AIEL

BIEMFANRKEGEHER , MR=-ELNBARBINEAEL LR, RO MRERREARMNEX |
NeHEL, FTEREMALARB2 AT  FIERAREINEXEERBLIEL,

ZRF BRI

THEMEBBNA T HERAFFRHFFEFNEEFERNERARIS .
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AWS Service
You ©
Resource A Resource B Resource C
9 Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester —
Incoming ™
mquestf - 6 Evaluation Code
Requester ——
Requester

1 &, REFEE,

2 BT (DEEAWS FREA , i, Amazon SQS BA5I ) .

3 BRI KB
BEBRLT , SMNERAE KK , BRETUESZN, ASW BEAEREH#—NEAR LA
MEBEH KRR APl, BXFEBRANBNER , BB OAEE -1 EK, (p.51)%

4 EREANMAIE AWS BEEANER,

5 access policy languageiF X1,

XR—ATE AWS RS A RERIEE AR RBETE AN BERETIIEHRERBAFZERERH
BRAKD, BRERSNAMERENFS , BSA ITEEE (p. 46)%

BXEAHNAIMEN —MRE | ESF9“fE A Access Policy Language (p. 45)"
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£ F Access Policy Language

£ A Access Policy Language

THERERNB T i # Saccess policy languageiMER — &332,

You write a policy You add the policy Someone requests
_— to the system |, to USe your resource

1 2? 3
The AWS service The AWS service
determines the evaluates the The AWS service
applicable policies —» policies returns the result

4 5 6

1% 424 5 Access Policy Language — 2 8 F3 #9372

1 NI ERIEE — N R,
Flan | BIREREER I Amazon SQS BAFIIEENR. BXREZEE |, SR EE— 1K
o (p.51)o

2 HRIEHRBEE AWS,

AWS fR$ B Bt —MNEAXR LA R KBEE AP, $l0 , &4E A Amazon SQS
Set QueueAt t ri but es BIERIHEEM Amazon SQS BAF L& KK,

3 | RABBERHEREHNERENER,
plgn , AP @ Amazon SQS KIEEAEK —MASIKER

4 AWS fRS5RTEMRLE SR BE AEE A FiZE Ko
70 | Amazon SQS HEEFFTE W A Amazon SQS ki , HREMEXRKER (ETHRERR
T4, BRERESE ),

5 | AWS RSN X LR ITIFMG,
Hign , Amazon SQS Fxi KEEH T , WERBAFERECAEHI, AXRXRREBNE
B, BSEHEESRE (p. 46)%

6 |AWS REFFKELER , RIFXUELBXMER,
g, RE\ERBIFELER  RSFEE —MHRAFEL NEREEAERE , RN EBRE
Ro

HxEH
o ZRFBLR (p. 43)
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> AN =]

PE{h 2 %5

TG ERRAREN AT ERIBELRE ( ARAEE ) UANEMNAEENATEETR, TEEBEHERES
ANEAFN

s ERIAMBERT , BRTHE , EWARHERBERENIEREGLSHIES,

o —AMNAYABIEEMEMERIAES

o —ANERIEL A LUBIREA AT

s KT EHNIRFFEE

BT RERMINIEE MR T 2 HIRE

Decision

o starts at

“‘Deny”
{default deny)

l

Evaluate all
o applicable

policies

|s there an Final decision = "Deny"
9 . —Yes—m o
explicit deny? {explicit deny)

o Is there an allow? L Final decision = “Allow”
No
9 Final decision =
“Deny"
(default deny)

1 RETF IR R —NERINEL,
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2 | RBEPITREFTEERTERNAERE (BERR. ERA. BENZML).
RITRBIFERENINF T EE.,

3 | EFEXLEERS AITABRIR - EATERNERELIES,
RELI-PEREL  JITRABRIEE —NMELRE , IBFTK (XR—PMEREL ;
BXEZER  BSHENIEL (p. 43)") o

4 WMRREERIEREL  BLHITREBFIREATERNEM RFES.
MREERKET -1, MABATRBFEE —MAWRE , BBENMIRTER (RS L
BZER) .

5 WMERERIAT , BARKHREFREL" (RNRXEERNELI AT , ATUXRERN —
NRUEL (BXRESEE , BSRAMIAELS (p.43)"),

EXELMIMINELHEEIEA

MREETEEERTER , BARER~E—PRIAEL, S, WRAFERER Amazon SQS
BERTZAF N —RIKRRZAF A Amazon SimpleDB , NiZREFF SR BMINEL WER.

MR -—MEGPNENRERBHAE , BARBRTE—NRIAEL, WRFADNRERGEERE , B
ARBEREPHBRTENE , KBFFRFERT , RTFRKTEENEL, IR -IPRAEREHE , K
HORBREEMMALE , BAERMER T RIAMER~ £ - RRIAEL,

Bl |, RIREBEHE LR BERMNiEXHEREA. REBERTEXRE TERMNGX , BREHERE (R
ERRE AR AFEZER, THTREEREEA T KK,
Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

WREAMNEZERHER , BAKHELHBR (ZERTEREBERN ) o Bt , ZHERFHE T, B
2, IREANERN X ZHER , BARARBR , HILRBERFRRIAEL,

LB ERTIRERENRERE (MERRE A2 ) BHERBREN—IPEXIEL, et , MRERE
REERMEX , BARBFHEELZIER,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica
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MREANBRMNEHER , BARHELHE , KENERFRE—NEXEL,

RINELMERNIFLNXHINBEE , AABRINEL TR ATES , BERENIELFR TR, Hla0 , tbanid
MRFERE2010F6 A1 BEE , BAFES M ERBEAFXLEER, HEREIKBEREBMNO IR R
HBIELEEAR , IMNRERNAFMEESERE ? YR ARERIREN RIS LRKEE A1 1 A2 HES
B, RITNEEEER. "R12UXRBAI EXBBHEES , AR 2ENRIEA2 EXEBHES,
UTEEXRMFICERTWMRT 2010 £6 A 1 EMNERNEX A BIEREARHER,

Scenario 1 Scenario 2

Request arrives from Antarctica on Request arrives from Antarctica on

June 1, 2010 June 1, 2010
l Policy Evaluation l Policy Evaluation
Policy A1 Policy A2
| Effect = Allow ‘ Effect = Deny

if request is NOT from Antarctica

Condition:
if request is from Antarctica

‘ Condition;

OR OR
Policy B Policy B
| Effect = Allow Effect = Allow
Condition: Condition:

if request comes in on June 1, 2010 if request comes in on June 1, 2010

lﬂasult

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

I Result

Policy A1 Result:  Default Deny
OR Policy B Result:  Allow

Final Result: Allow Final Result: Deny

ERRAF, KB ATFRE—NRINEL | AT 2 BT ERA B . RN R (RREX ) AW
2010 £ 6 A 1 BRHMIER , FTLUKE B RHRE AV, MKEE B R HMAWESR TNEKE A1 ZHR
B4, R ZE R AT,

ERR2YF , KEB2RE T —MNERIEL | WA ZAIFFHERE ABRE . s | i BRE T — MR,
MEH A2 R HHWERIELRFBENER B REN AN, B ZEREWIEL,
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KT AR EZHI B ER =5

RINE T ILAE AR BB E ARG

e Z=RH 1

RIRE1E Amazon SQS REFRE —IBIIE. EREENERLT , EUEFERF I HZN AWS
Ik EGEER | BLFRIE—RAF ( #la1 SendMessage, ReceiveMessage ) o

&Y Amazon SQS API #24E AddPer ni ssi on BITATBMMBEIX — =, WRESE/LNGASHE , A&
1£ Amazon SQS A& H B H I ZAFIBIE— /KB, W FZEARGME , B Amazon SQS AH
TLENCERE , Bt , BEERERME , FEETHENATETRERRE,

LTRREIERTEF AWS IKF ID 1111-2222-3333 MIEB I queue2 BIBA S % 3= FIZUE R RHI R
B, TEABIF | 2K AWS IKF ID R 4444-5555-6666,

{ "Version":"2012-11-05", "l1d":"UseCasel", "Statement" : [ { "Sid":"1", "Ef
fect":"Allow', "Principal" : { "AWS": "111122223333" }, "Action":["sqgs: SendMes
sage", "sqs: Recei veMessage"], "Resource": "arn:aws:sQs: us-east-

1: 444455556666: queue2", } ] }

EHZRM 2

EX—EARMS , EFEREEEMRA RF—PHZN AWS WK 15 EIEEI A

BRET RO NS BTRERR , B S RINEAGREHEASIE , Amazon SQS AddPer mi ssi on
BREZILERITEENRORE, EX—R6F , KFEBTHRERMK , REFIA Set QueueAttributes
BRIERELLE AWS RE, ZRFLSANHNEN R IRENIIEE,

THREISERRES 186, BE-KTRENZHESE 1K 2009 £ 6 A 30 HHFZH (UTC) BRFI
1N S

{ "Version":"2012-11-05", "ld":"UseCase2", "Statement" : [ { "Sid":"1", "Ef
fect":"Allow', "Principal" : { "AWS": "111122223333" }, "Action":["sqgs: SendMes
sage", "sqs: Recei veMessage"], "Resource": "arn:aws:sQs: us-east-

1: 444455556666: queue2", "Condition" : { "DatelLessThan" : { "AWS: Current
Time":"2009-06-30T12: 002" } } } 1 }

e Z=5 3

EX—ERARBF , BFLREH Amazon EC2 SEHI K H1ERET SRVFTHRIEHIRASI,

BRER BREETHRNABTRERE , R HRNGREEIBAFIE , Amazon SQS AddPer ni ssi on
B IHEHITIEE IP bk FR & #YiR4E,

THIRBIAERRS 2 FE RGN EM |, FaTEIFE—N RS IPSEE 10.52.176.0/24 8915 [F"BI &4 o
Hit , R RBIF , AWS IKF 1234-5678-9012 RETE 2009 & 6 A 30 BHF 2 Mt SEE R
10.52.176.0/24 B IP 3t & HEM queue2 KXSHIFBUHEWER , BERFEBIEIAF

{ "Version":"2012-11-05", "l1d":"UseCase3", "Statement” : [ { "Sid":"1", "Ef
fect":"Allow', "Principal" : { "AWS": "111122223333" }, "Action":["sqgs: SendMes
sage", "sqs: Recei veMessage"], "Resource": "arn:aws:sQs: us-east-

1: 444455556666: queue2", "Condition" : { "DatelLessThan" : { "AWS: Current
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Ti me": " 2009- 06- 30T12: 002" }, "IpAddress” : { "AWS: Sourcel p":"10.52. 176. 0/ 24" }
P11}

Ed=ES
EX—FREGG | BHEHEL E—45T AWS K IFRERRS,

BRER  BEETHRIMTBTRERMK , AN Amazon SQS AddPer ni ssi on REZR IEIEHITEL I
BIBABIEYIRE | MR RAEE T THRINR,

TIRBIEE-—MEARE #1) HE , BE-KTRENREEZL HREERN AWS K.

{ "Version":"2012-11-05", "l1d":"UseCase4", "Statement"” : [ { "Sid":"1", "Ef
fect":"Deny", "Principal" : { "AWS"': "111122223333" }, "Action":["sgs: SendMes
sage", "sqs: Recei veMessage"], "Resource": "arn:aws:sQs: us-east-

1: 444455556666: queue2", } ] }

MEEFRARG , BRI HEFERTETRHIIFHNRHBARTLELE AN TG AN , FEFER
AR, #TROABTHRERK. EE2RN , REAGHATESR , HRKEKES LRELELE,
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WA E — R R

Topics
o BB (p. 51)
« TERER (p.52)
- BXEFHIEEE (p. 60)

FHNBTNAREREHANEXB I EBARRER/TSERFR

EARRIELE

BIRERE - JSON XX, MTEMAR , — M EBES :

- ANEMERMTZER (LT XHE )
 —AESNMRMNET

BMEOBREXLMNROKLMEE . MR- ERETESMEQ , BAEITENRNFEXEEON
A—1" REBE., IRSNMERBERAT —MER , BLAETENRITFEXLRBENA - ORER
=8

Optional top-level elements

Statement

Statement

Statement
Sid
Effect
Principal
Action
Resource

Condition Block

BATFHNEEHEEE—RIITE RN, BXRXERTENER , BB TEHIAE (p. 52)"
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Example

MTHX— RN EBEPTIR , AWS FRARAEEERE (FEELILEF ) XA FEAKS ID
111122223333 [6] Amazon SQS BA%I ( EalK P ID v 444455556666 BIFF & AR FE ) KEFEEER |
B&M4EMHIME 2009 £ 6 A 30 B (UTC) 2 BIMHEHESER 10.52.176.0/24 X HER.

{ "Version":"2012-10-17", "I1d":"cd3ad3d9-2776-4ef 1- a904- 4c229d1642ee", "State

ment" @ [ { "Sid":"1", "Effect":"Allow', "Principal" : { "aws": "111122223333"
}, "Action":["sqgs: SendMessage", "sqs: Recei veMessage"], "Resource":

"arn: aws: sqgs: us- east - 1: 444455556666: queue2", "Condition" : { "IpAddress" : {

"aws: Sour cel p":"10.52.176. 0/ 24" }, "DatelLessThan" : { "aws: CurrentTi me":"2009-

06-30T12: 002" } } } 1 }

asds

TEER

Topics
« MR (p. 52)
+ 1d (p. 53)
« &4 (p. 53)
+ Sid (p. 53)
« MR (p. 53)
« ZFEA (p. 54)
- EZFEA (p. 54)
o B1E (p. 54)
« FERE (p. 54)
o BIR (p. 54)
« &t (p. 55)

WED AN EE— IR EEATNTRATE, SETERBRERKPFERANARIRESIH, 1d,
Version l St at enent BRIRAFXHITE ; HRAZEZEAIRTHE, BHET /L4 JSON HF,

A TRE A RIEE RIS R X ARG HITHEN . TRNINFEXKZE (10, Resour ce TEALHI
 Action TEZH ) o THEERBPHEMSRME,

TN

Ver si on Jt& 1 Eaccess policy languagefI iR AR, R AL TE :

¢ 2012-10-17. X 2KRIEIESWHBIRA , BRFLRAS A TFRE KR,
¢ 2008-10- 17.XRREBESHRHRAE, BUESTENERBEPERLRA, BDRRARTFEAEH
RS IETE EATHEMINE KK,

MRERDIE Versi on TE , MEZRIAN 2008- 10- 17, ER , RFWHMER ALK SIE Version TE
HFHEAZERN 2012-10- 17,

e 2 Note

WMREBHREDIERBETE | WIEXH BIE Ver si on TRIFHIZERN 2012- 10- 17, MERE
TEFEREN 2012- 10- 17 W Versi on TE , MRLEFT L ${ aws: user nane} ZENETEM
NEE, MENERAARBINXEEHR, BXEZEE , B30 (FH IAM B PHE

ST L" AN
FEE"E D
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"Version":"2012-10-17"

Id
| d TERIEERMN TETRG . TREREAN 1D 6 FRHER.

XNFIAMERBME | %7~ m R REN | dBEERENCOENRBEN. BB REIdTE, N
REQWIEL, IAM KW | d BEFE LETRETHIEELL

"1d":"Admi n_Pol icy"

NFAFLRE | D AEN=m , RIEWESEA UUID (GUID) f& , 3 UUID &3 7 ID BI—35 , R
R —

"1d":"cd3ad3d9- 2776- 4ef 1- a904- 4c229d1642ee"

r. Note

i AWS =& ( Hl30 , Amazon SQS T Amazon SNS ) AIREE BN TEHEREEFMH— M,
EXREXFHKNBETRENEL , FSREMEHNRSH TR,

B
Statement REANTIEAR. TUEESI AR (SAAKENEENS ) .
Statement TEAF—AMIMEA., F—MATBORTRIESH M~ TFEH JSON .

"Statenent":[{...},{...}.{...}]

Sid
Sid (184 1D ) RENKMEDREN — P THIRAG, AR ECRREMIH D H—T 1D,

& Important

KiEaccess policy language#y AWS =& ( 5l , Amazon SQS 3 Amazon SNS ) FIEEEE it
NEHEREEAE M, EXREERBEXNBETRSNEESR , HSH“Amazon SQS K EE
B RIER (p. 64)

" Sl du . " 1:1

MR
Effect R—MAENTE , ARKRTEFEZRETANERNATEREREL (BXESEE , ESH
“BIIEL (p. 43)") o

Ef fect WERER A | owH Deny,

"Effect":"Al |l ow'
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ZEA

Princi pal 2IEREREESNEIENRHELN — MRS NAF. BLITBELEFEAN AWS K/
IDRIEEZIEA (flN1234-5678-9012 , BFER AL BEEFH ) . BALEESNERA , REFERBE
B (*) SRR TRFTEWRERN AP, &R BLFRE http:/aws.amazon.comhttp://aws.amazon.com & K&K
AWS kP , RIEREKF R REFTENWKF, ID,

EJSON BRT , LA LMER "AWNS" . ERZEFEA AWS K& ID WBTR. E TGS  Eaha8m
NEIE A,

"Principal":{ "AWS":["123456789012", "999999999999"]}

FERFEA

EEWHAILE—-FIZEA , AR Not Pri nci pal Tk, fil, REEE IEENEEK S AR FR
B AWS K7, M ATREEA L TR,

£ JSON KT , BAILMER "AWNS": ENEFEA AWS IKF ID B9BIR. EUTRAIF , FAIHFE-—
ERA , ZEREALHT Not Princi pal TEHNREMBEBREZIEAIIRZ]

"Not Pri nci pal ":{ "AWS":["123456789012"]}

BRI

Action ZIEAFRIELNEBEHEEE (Fl , ERHEA ). BUHNETEEESNME. XEEHN
BIXBH , B4TE5 AWS RNTHEARLTE (AXESZEL , 5/ “Amazon SQS KM EEIE
B (p.64) ), JAERABEREFBRFEXABRNR , #THE AWS REFATFSHEMTFABREEN
S ERRIE, BlEn , Amazon SQS R F BN ZFIE WL Amazon SQS BIEN—NMSETFE. Hit , 8
AERSGTEERAFT2EERAS , ©RERMUIIRENISHRTENHRR,

"Action":["sqgs: SendMessage"”, "sqs: Recei veMessage" ]

HRMBEBHIX D ANE, I | sqs: SendMessage ZR T SQS: sendnessage.

SER1E

EEWHLE—FIRE  WATLIEER Not Action tE, HliN , REFELEWAF ReEER Amazon
SQS SendMessage , M ATREL AL TE,

AT RBI5I B T BRk Amazon SQS SendMessage AT ERE, A LAFHEEAEARE  £5F
KEEPFARZTE , X "Effect”: "Deny"

BRIEERIES , Not Acti on TEREFMBRELE, BERALE-FIRFHIELHIRE  NATSIERL
E, TEHNTRHE Publi sh ZABEIRAETE,

"Not Acti on": "sqgs: SendMessage"

7R

Resource REXBIENENRZINMEERT, METEZFEPEANESTESFTHCRNERT (%)
B FHFCENBEEST (7). XEENERXEH , BH4JUERAWS BREHTEER, Fl , 3FF Amazon
SQS , A LAER U THRRIEEBSG : <account | D of queue owner>: <queue name>.{5l40 :
111122223333: queuel.
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"Resource":"arn: aws: sgs: us-east-1:111122223333: queuel"”

ESES

LEEBANBT Condition TERUARAELTEANERHELR,

SR

Conditi on TEREMIBAPRELENBD . RIFEMANRALR , RRETERAREA Condi tion

nE , BHEE TSI RN ARSI RABEESMEEN. TENERTTHHA. BRI HBRE
B, IENZERBAIUNESME,

Condition Block
Condition 1:
Key1l: ValuelA , Valuei1B, ValuelC

Key2: Value2hA , \alueZB

Condition 2:

Keyd: Value3A

DIEREMARE , BEXNENIFMEGE A INFHEEEL —MREN. AWS HE T AT AL AR A
FE (EREBSIE ) . ZHREIEE Nueri cEqual s, RUBE—MEWHRR , HAFLEREEN
BENBE oo ET AH B, BS—MRME bar FT C Y, John FREEAXNMHF. BALTFECIZEM
THEMRESRAR,

Condition Block

NumericEquals:

foo: A, B
har: C

BRWNEEIEERE John £ 2000 £ 1 A1 BZEWHE , WEESHEM—BHRN 2000%F 1 A1 H
K%M |, Dat eG eat er Than, XEFEXNEZUHREBELERBTE—HT,
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Condition Block

NumericEquals:

foo: A, B
bar; C

DateGreaterThan:

date: January 1, 2009

MTEAR , BNEESRMARANZHANZARANZARE - ANDBEE, I TENRH , RINBEE
HIXLEEE—MEE ORE. ATENREEXIVEEUNREE A FHABNIELRE. WR—IMRERE
R BALERAMIAEL,

Condition Block

/ Condition 1
Keyl: Valueld OR Value1B OR ValuelC

: AND
AND Key2: Value2A OR ValueZB

\ Condition 2:
Keyd: Value3A

WMEFMR , AWS EX T B LAMERANZHEMNZA (HUNEP—PRHR ans: Current Ti me , BT
RIEBHAMETEREH AR ) o AWS REAESREHTUAEB SN ETRSHEH. BXRTHBHN
Y&k , BSETAZBA (p. 57)%

NFEAEXZANEMLTE , RIZEFE John AUEL T =MNEM T HRIER Amazon SQS BAFI :

- BAIN 2010 F 8 A 16 BHRF 12 _Zfa

- BfEX} 2010 £ 8 A 16 B T4 3 RZHl

o RIFTERM IP bk )y 192.168.176.0/24 = 192.168.143.0/24 SBEZ A
BNRHRBE=ZANBMORN , A BMEN=ARABLIURR T VT John THFRIEHIRASI,
SURERIRBE RN F N TR
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"Condition" : { "DateGeaterThan" : { "aws: CurrentTine" : "2009-04-16T12: 00: 002"
}, "DateLessThan": { "aws: CurrentTi me" : "2009-04-16T15: 00: 00Z" }, "I pAddress"

© { "aws:Sourcelp" : ["192.168.176.0/24","192.168.143.0/24"] } }

o] A %

AWS B# T —AZFrE AWS = RX M ESaccess policy languagefi /s A Z4AR BT [RIIR A, XL

FHR

« aws: Current Ti ne—=EfA F BHi/RE&H (ESHEBHEME (p. 58)")

+ aws: EpochTi me—fAL s UINX RIZRAW AR , BT AE/MBI&Y (FSRBHEMS (p. 58)")

« aws: Ml ti Fact or Aut hAge—Z4A AT AR —NUE |, XMNBEREE RBE ZERIE (MFA) WEEIE
PEENBEREESALE (UARDHEN ) . SHUEZHATE , MRS BRI (MFA) ERATHA , B
UABRNBART AN (BB RHEBEANEE (p. 60), “BEEMF (p. 58) M FZEWIE (MFA) &
25 AWS &&6EA ) .

o aws: principal type—REHFEBERNVEZRARE (AP, K/, RBAFE) (BSRF/FRE
# (p.57)) »

+ aws: Secur eTransport R RBEREZEMER SSL K EMNFRE ( BSMRESHE (p. 59))

+ aws: Sour ceAr n—& RV Tk EIREF (ARN) ( B2 R L #EREEZ R (ARN) (p. 59)”)

« aws: Sour cel p3EREMN IP tut , AT IP shuk &4 (FESFI“IP ik (p. 59)”)

« aws: User Agent —BXBEREZFHMARFNEE , ATEHREERY (BSRE“F/HFREMLT (p.57)")
« aws: useri dBEFERENAS ID ( BSRZHFEEH (p.57)) »

« aws: username-REFRENAF BN (BESHE“FHFHERE (p.57)") o

BHEMTFX 2 KNE, 0, ans: Current Ti me Z/ETF AWS: currentti me,

e Note
WMRIEFERH aws: Sour cel p HFHFERIEH Amazon EC2 324l , BBARMNLITFERFINAE IP
it AR E RS RFERE,

f Faccess policy languagefI B AWS =Rt RHUFETRSHNEH. EXTHNEETRSHZH

F& | &2 “Amazon SQS FHEBIEE (p. 64)%

S

B UM ENERE AT -

XL

« IP b3t

- WE#EHRFEE (ARN)

- RUEBRNEE

FRBEZMG
FREBEZHULEAFTHFRTEANGTRS . BEANIRBERERFRS,
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TEHER
35S iR
StringEqual s Ja T

FFEERR : streq

St ri ngNot Equal s FREELE
FEBERR : strneq

St ringEqual sl gnor eCase FEEE , ZBANE

FEBERR - streqi

St ri ngNot Equal sl gnor eCase | B ELE , ZBANE
EBERR : strneqi

StringLike X2 KNEHWNERTE., XEETUAEZFRPNEALESREST
FrEERNBES () 2 FRATENBEA (?).
TERERR - st

St ri ngNot Li ke FROKNENMBEELE, XEETUEFFERINIANLED
EESFHCRNBERS () REFHFEENBES (7).
SRBERR : strnl

R
BFZRATULERFBZCEANNEH, BHHE +HBBAER. TXHFIBANTERAE,

s #HiR
Nurrer i cEqual s F - U
AR : nuneq
Nurrer i cNot Equal s AR ETE
FREERR : nummeq
Nurrer i cLessThan “NFITER
AEBERR : num t

Nuner i cLessThanEqual s “NFHRETEE
AEBERR : num teq

Numer i cGr eat er Than “RFEEHEg
AEBERR : nungt

Nuneri cG eat er ThanEqual s | “KFHREF " LE
FRBEAR : nungt eq

AHAsH

B HI &AL 98T B 2R AN A i) PCE A U AT PR &, S84 1ISO 8601 B EAE K iy —4 W3C TR
EESLLEH/EE (AXESELR , B3 http://www.w3.0org/TRINOTE-datetime ) o # AT LURHX £&
%5 aws: Current Ti e ZBREEFER , LUBEE RadERBRH5 4,
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TERER
£ Note
A B4 R BB Ao
B iR
Dat eEqual s FeRITED
JEBERR : dat eeq
Dat eNot Equal s FHREE T
FREERR : dat eneq
Dat eLessThan FR4AARR LE A ST R R R
RBEAR : datel t
Dat eLessThanEqual s 4R PHL L A A9 AR
JRBERR : datel teq
Dat eGr eat er Than B4R B B0 A Y B R =

JRBERR : dat egt

Dat eGr eat er ThanEqual s Z4A BB E R R A R
FRRERR : dat egt eq

mRERMH

E35s R

Bool PR m/RE TR
IP 3k

IP ik S 44 °] SULESZARSE IP stk PEE AN B TR Fl. WEUNHE S aws: Sourcel p BAEAFEA. ZE
MR AR CIDR %= (HII0 10.52.176.0/24 ) , HXESEE | H1: 3 RFC 4632,

&H iR
| pAddr ess R P bt SSEE A

Not | pAddr ess R IP it EEIELE

T 52 3R B FR (ARN)

Amazon Resource Name FJBALL B4R IE ARN IEECHINIBRH], BEASRBEXRB R F/S,
%4 iR
ArnEqual s ARN M= It

Ar nNot Equal s ARN ™85 E ILH
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BXFHERE
E3i iR
ArnLi ke TR NMEHARN B EE. ARNHATMHES S RITNHIBELIRLE
BRI MALE - N SFHFCRBES () R—MEZHFEEEEN.
ArnNot Li ke X2 XNEH ARN BB ELE, XEETUEFNETINEACESESF

FFECRYBEAT (*) REFRFCERBER (7).

SEBANEE

£/ Nul | ZRERERNNREERAER. ERBEIPERA true (BATEE ) Hfal se (HRAR
HEHEFA null) . EANEAXIMREKRBEAFREEELT MFA KIE ( ZERIE ) . flW0, Tol%
RIS F A Amazon EC2 API B9 F , MFA &G RAEMTIFTE ( BFH null)

{ "Statement”:[{ "Action":["ec2:*"], "Effect":"Alow', "Resource":["*"], "Con
dition":{ "Null":{"aws: Mul ti Fact or Aut hAge":"false"} } } ] }

EXFHERE

A2 FIH T access policy language XX #FH —AIERE, EETXEFEN N KRB TRNFERE (BX
BITENIEBHOBIERE | ES THEER (p. 52)") .

access policy language XA T HiERA .

. FHE
- BF (BRATHE )
. TRE

]
=

- AR
. BRES
© SR (N ERERS )

UTEREEINBIEREME ELITC, FTEFERELMN UTF-8, BXx JSON BFEREMES , B
3| RFC 4627,

el JSON

FRS FRH

B e

FHHE =

mRE ER

A FRRB/E W3C Profile of ISO 8601
IpAddress FRBRHFE RFC 4632

Sl E ¢
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BXFHERE
E3id) JSON
HiET iR
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Amazon SQS BRI

Amazon SQS % & =4l

RIS ETRT Amazon SQS F A RHBIK RBI K,

AR RBIZREE[E AWS Ik 58 111122223333 A XA AR FHEERI ( FERLILE ) wXHHE R
444455556666/queue’ HIBAFIH SendMessage X R,

{ Versi on": "2012-10-17", "Id": "Queuel Policy UUID', "Statenent": {

"Sid QJeuel Sendl\/bssage "Effect": "Allow', "Principal": { "AWS":
111122223333 }, "Action": "sqgs: SendMessage", "Resource": "arn:aws:sQs: us-east-
1: 444455556666: queuel" } }

AR RBIZRRE B AWS KSR 111122223333 B9 A AR B F I B 444455556666/queue’ BIBAFIAY
SendMessage # Recei veMessage R,

{ "Version": "2012-10-17", "1d": "Queuel_Policy UU D', "Statement": {

"Sid":"Queuel_Send_Receive", "Effect": "Allow', "Principal": { "AWS":

"111122223333" }, "Action": ["sqQs: Sendl\/bssage" "sqs: Recei veMessage"], "Resource":
"arn:aws: sqgs: *: 444455556666: queuel" } }

T RBIEMEFANTENTFRAR (AWS S5 81% 111122223333 F 444455556666 ) 8T 31 £
EXRI (HERLAE ) X hH R 123456789012/queuet BIBAFI{E A Amazon SQS AL E AR

PRE R R
{ "Version": "2012-10-17", "1d": "Queuel_Policy UUI D', "Statement": {

"Sid":"Queuel All Actions", "Effect": "Allow', "Principal": { "AN":
["111122223333", "444455556666"] }, "Action": "sgs:*", "Resource":
"arn:aws: sqgs: us-east-1:123456789012: queuel” } }

LT ROIERERERFEFNE N 111122223333/queue! KIBAFIAY Recei veMessage R,

{ "Versi on": "2012-10-17", "I1d": "Queuel Policy UUI D', "Statenent": ({
"Sid":"Queuel_. Anonym)usAccess Recei veMessage", "Effect”: "Allow', "Principal"”
{" AV\S "*" 1, "Action": "sgs: Recei veMessage", "Resource":

"arn:aws: sqgs: *: 111122223333: queuel” } }

LT REIREFAERFBEFINE N 111122223333/queue KIBAFIH Recei veMessage fXBR , 1B
PRIXIE 2009 £ 1 A 31 AHFETHF 3 RZBE K.

{ "Version": "2012-10-17", "ld": "Queuel_Policy UU D', "Statenment": {
"Sid":"Queuel_AnonynmousAccess_Recei veMessage TineLimt", "Effect": "Alow',
"Principal": { "AWS": "*" }, "Action": "sqgs: ReceiveMessage", "Resource":
"arn:aws: sqgs: *:111122223333: queuel”, "Condition" : { "DateG eaterThan" : ({
"aws: Current Ti me": "2009-01-31T12: 00Z" }, "DatelLessThan" : { "aws:Current

Ti me":"2009-01-31T15: 002" } } } }

LT RAEEFAERPBFNEN 111122223333/queuet BIRAFIE A AT LA EHIFRE ATRERY Amazon
SQS BEMIR , BRU4RFERMARE T 192.168.143.0/24 B,

{ "Version": "2012-10-17", "1d": "Queuel_Policy UU D', "Statenment": {
"Sid":"Queuel_AnonymousAccess_All Actions_WhitelistlP", "Effect": "Al ow',
"Principal": { "AWs": "*" }  "Action": "sqgs:*", "Resource":
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Amazon SQS BRI

"arn:aws: sqgs: *:111122223333: queuel”, "Condition" : { "lpAddress" : {
"aws: Sourcel p":"192.168.143.0/24" } } } }

UT R REI EERIERR

o —I}7 192.168.143.0/24 5B ( 192.168.143.188 R4\ ) AMFFIEAFRFNR , AR LRAFRXNE R
111122223333/queue’ KIBAFIEA SendMessage #&1E,

. —4HIEARMILE 10.1.2.0/24 SEE AMFFE B - ERiZBA 5,

{ "Version": "2012-10-17", "1d": "Queuel_Policy UU D', "Statement": [ {

"Sid":"Queuel_AnonynousAccess_SendMessage | PLimt", "Effect": "Allow', "Princip

al": { "AWs": "*" }, "Action": "sqgs: SendMessage", "Resource":

"arn:aws: sqgs: *:111122223333: queuel”, "Condition" : { "IpAddress" : {

"aws: Sourcel p":"192. 168. 143. 0/ 24" }, "NotlpAddress" : {

"aws: Sourcel p":"192.168. 143.188/32" } } }, { "Sid":"Queuel AnonynpusAccess_Al

| Actions_I PLimt_Deny", "Effect": "Deny", "Principal": { "AWs": "*" } "Action":
"sgs:*", "Resource": "arn:aws:sqs:*:111122223333: queuel"”, "Condition" : {

"I pAddress" : { "aws:Sourcelp":"10.1.2.0/24" } } } ] }

AR RBIKEESSI 7 I D # & RA R (ARN) ar n: aws: sns: us- east - 1: 111122223333: test -t opi ¢
$5EH Amazon Simple Notification Service B 5 & 7
arn: aws: sgs: us- east - 1: 111122223333: t est - t opi c- queue HIBABI Z B AYIERE,

{ "Version": "2012-10-17", "l1d": "SNStoSQS", “Statenent": { "Sid":"rulel",

"Effect": "Allow', "Principal": { "AWS": "*" }, "Action": "sqgs:*", "Resource":
"arn:aws: sqgs: us-east-1:111122223333: test -t opi c- queue", "Condition" : {

"StringEqual s" : { "aws:SourceArn":"arn:aws: sns: us-east-1:111122223333:test -

topic” } } } }
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Amazon SQS EEHREE

Ieis =
Amazon SQS FREE4FFIEER
LUTHREBETHESETIHBEESIR Amazon SQS SEHEMER.,

* Amazon SQS AWEMNAZTRLERAENWNR (AXESELR , ST HNR (p. 37)")

- BIRBHLIRNBRE S (ERE-NREN , B2SEBETERIINED )

© BARBSAE - D (1d)

- KPS MEILRE —HE—HIED ID (sid)

. ggg%%#ﬁ , Amazon SQS T aXEEMBEANBHKREY ; TANBHAIREN AWS SEEA

UTRBIIET RBEERNRARE,

HE RARE
FHHK 8192
Ea 20
EEA 50

EJ 10
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Amazon SQS KM IAM #XIhEE

fi2f AWS Identity and Access
Management (IAM) #1715 [a] 42 &

Topics

+ Amazon SQS KBEH IAM #H5<Ih8E (p. 65)
+ 1AM #1 Amazon SQS KB —E A (p. 67)
* Amazon SQS ARN (p. 69)

- Amazon SQS #&1E (p. 69)

+ Amazon SQS Z4 (p. 70)

» Amazon SQS ¥ IAM KB R~ (p. 70)

o FRARNREUES (p. 71)

Amazon SQS B ECHWETRENNRRE , 1,<%£?M§Fﬁ T LLATF AWS Identity and Access
Management (IAM) ERBEHIE — 18 néﬁE}E’J%ﬂlﬁo EIRE , 8/ Amazon SQS FEE A LU E SE R IAM
%Hﬁ (Bt , £ IAM REEPFERTE ) *Eﬂﬂ’h‘k%o HXESESR BB (EH IAM) T R
XE HBﬁo

] Amazon SQS K ESFE A IAM RN EEXFIET : BRI BEA Amazon SQS K[ S —1 AWS
Tk P RFIHEEATIFNPR , MAER IAM REEN R1T

r. ) Note
LEEEM AWS KPR FIHRZ AWS BRARE |, EEEME AWS Ik & A E E ik~

THAPRTFNR, XBRAXRKSEE. RXKFIHRGELARLE AWS BIR , AEEEEN
BOAF. AXEAXXKSHRNEES , SR EA IAMPR S A3 XK 7R E8 5

KEBDNET Amazon SQS KBRS M E IAM FEE TE,

Amazon SQS FKEEHY IAM $HKIhEE

BT BATTBA B A Amazon SQS KB |, LAEEBRLE AWS Ik P 3 E THEZA SRR . &I LUBEFHE
?’éi“*ﬂ%# (B0 , A SendMessage M Recei veMessage FIRIR ; MR FERETF 2010 F£ 12 A 31
H)o. BULUANERFRENIGERERED Amazon SQS BEFIRWFE, WRELHEE Amazon SQS
%H%#?b"" * LR RFTE Amazon SQS & , IR R ZFEFHNFIEERE.
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THEHETXEER Amazon SQS TP EEREFEN —NRENBLS. ZKEAT queue_xyz , 3
B@E AWS Ik 1 # AWS Ik 2 R FISBASIE R EA A GFRIRENNIR, EEE , ZRBEFHNEREIE
=R 123456789012/queue xyz ( E i , 123456789012 2 ZBABIMIMKF 9 AWS IS 1D ) o

SQS Policy on queue_xyz

Allow who:

AWS account 1
AWS account 2

Actions: *

Resource:
12345678901 2/queue_xyz

BE& IAM BAK AP ML D7 7R # (ARN) BESRIHEE |, SQS REERAE T — &b, LT REEME
B T XEZL,

SQS Policy on queue_xyz

Allow who:

AWS account 1
AWS account 2

User Bob i 0
‘ '_ in LIF OO acooun
User Susan 7o

©)—- Actions: *

Resource:

9— arnaws:sqs: " 12345678901 2/quele_xyz

1 BRT B EBRLE AWS Tk P IRE T ENZRA SR RN | BEALIEE L E S H) AWS K~ TR
R A EZEA SR
XERFTEMLT S - AWS K,

2 | “HEEHRETECT R (BAXATHNRENIIR , BSH Amazon SQS &1E (p. 69)") o

3 BRI UERLEHZREER (ARN) EERR , XREE IAM P ATIEERRN S E. BX
Amazon SQS FAFIHY ARN #BXHELR , FSH“Amazon SQS ARN (p. 69)"
B LA AR #E3 (<account_ID>/<queue_name>).

Bz | RIE LB FFATRE Amazon SQS KB , 8 AWS Ik 1 5 AWS K 2 R H N E[RAZ
A LATA A queue_xyz. LEAh , MBS AWS K (ID A 123456789012 ) Y F° Bob #l Susan t ]
LA )i BA 5l
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IAM #1 Amazon SQS KB — 2 55 F

FEHEH IAM 281 , Amazon SQS 2 B3 B EANBASIEY 632 F R F 3 XA SR T2 HRR (Hla ,
EXZBAFIBY PR A AT RERY Amazon SQS #R1F ) . BRIFBIBEFEAN R AWS Z2IEH , BN iR
T2BHY, I, EAENCIRASIN AP ESRERERHE Amazon SQS B , THEFREXN AT
BIZ B A IR AT TR E,

IAM 1 Amazon SQS FrE—i2{E A

BRI LR T AR A R @S AP RF15EE Amazon SQS BRAIR : Bid Amazon SQS K
RER IAM KRG, BULUFEAETEE—EIFAERE, ELABIERT , TieXH LRBR S
R, BALBIRENLER, flon, TRERT SN IAM FEEF Amazon SQS FBE, |AM FBE A FXT
& AWS K &R queue_xyz BIBAFIHIT Amazon SQS Recei veMessage # SendMessage #4E ,
3 ek iZEI A Bob # Susan ( IXEWR& , Bob # Susan fiEZ K HFHRKIMNER ) o H , Amazon
SQS KHEIEE Bob F Susan %= F34[E —BAFIiAE Recei veMessage #l SendMessage IR,

IAM Policy 54s Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage, SendMessage is equivalent to User Susan
Resource: Actions:

arn.aws:sgs:™: 12345678901 2/queus_xyz

ReceiveMessage, SendMessage

Resource:
arn:aws:s0s:": 12345678001 2/queus_xyz

User User
Bob Susan

queue_xyz
e 2 Note
FRRBIERT THEAZKENEEARE, BAUE L RE—RKBEPIEETEESYE , HIREER
MER,

IAM #1 Amazon SQS ¥z A THE— = X3l : Amazon SQS KHRL R IFEEEM AWS Ik 1% F
R, M IAM A A iF,

FHEACRENARE EARMREEBRENNR , EUUREESFERMERE. AT ROIRTXFA
MEBRERNAHREETH.

1

EARGIF | Bob BRTAEZEA T A IAM KBEF Amazon SQS FKHE, 1AM K& E 1% F3F queue_xyz
f5H Recei veMessage MIXPR , M Amazon SQS RE& N & #h % F X3 —BAFIEA SendMessage BIHX
R, TEHEHTX—#H=.
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IAM #1 Amazon SQS KB — 2 55 F

IAM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage s
SendMessage

Resource:

arn:aws:sqs: 12345678901 2/queus_xyz
Resource:

arn:aws:sgs:" 12345678801 2iqueaue_xyz

User
Bob

gueue_xyz

N5 Bob X IEM queue_xyz ZUCHEMER |, N IAM FRHF R UFiZEE. M2 Bob EXIXM queue_xyz
RIEHEMIER | W Amazon SQS FHRF R FiZIRE.

2

EARRGS , RNEFRAE 1 (EF , Bob HERMNEA THAERE ) R#FTHR. R Bob M A XY
queue_xyz BYIERINIR , Hit , EHEM BRI ZBA TN FTE RN R. S&ESMN G E2RMN—NEL i
SHZEABIARIFFEIRERN R, EBE=AFRGIBZHEMTAI KR  ANENIELFTRITHREABEATR
B (BXEBRILESENEZER , BRI EEE (p. 46)) . TEHEHATX—HE.

IAM Policy 5QS5 Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage Actions:
Resource: SendMessage
arn:aws:sqs: " 12345678801 2iqueue_xyz
Resource:
User am:awssqs " 12345678801 2/queuse_xyz
Bob IAM Policy
Deny
queue_xyz
Actions: * Overrides
the other
Resource: policies
arnaws:sqs" 12345678801 2/quene_xyz

HEF , BA LA Amazon SQS KEE RN —FFMINIED , ZIFDIEL Bob MEMA X IBEIZASI, Lt
BRAESRIMIEL AT RZEATIH IAM K BB R R.
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Amazon SQS ARN

BXH R Amazon SQS BREMB IR KRG , ESF“Amazon SQS B IAM F & =4l (p. 70)"s BX
%E Amazon SQS KN ESZEE |, B E (Amazon Simple Queue Service FF & &EER) o

Amazon SQS ARN

5F Amazon SQS , BABIRE M LAE RS DS ER M —RRER, LT 2RI Dz EREFR (ARN)
B

arn: aws: sqs: r egi on: account _I D: queue_nane

BXARN WEZER , BiHR (BA IAM) FEIAM ARN"E84 .

TR EZEEBXRI (#FFRLIE ) tXHE R my_queue BIRAFIE ARN , EE T AWS K
123456789012,

arn: aws: sgs: us-east-1:123456789012: my_queue

R IETE Amazon SQS XFHWENTE X B IFE —NE R my_queue BIRAS , MR LAER LT ARN
FETEIX LR B,

arn: aws: sgs: *:123456789012: ny_queue

BRI ATERA I B R A * F1 2 BEM. 60, LB TG A Bob SIBMFTARS , XL FIKF
#%9 bob_,

arn: aws: sqgs: *: 123456789012: bob_*

RTHERN , Amazon SQSH—NME N A n BAFIE M , HENRAFIM ARN, & LUEI E A Amazon
SQS Get QueueAt t ri but es BERIREVZE,

Amazon SQS #4E

BRI RIS ERFTE Amazon SQS ZIEF LTV NEZFFE Amazon SQS: EREIZ. B0 , Amazon
SQS: Cr eat eQueue,

EHEE IAM 281, BB RABIGEA Amazon SQS KR , LUEEWRLE AWS Ik P 388 15 B ZBA FI K9 X
BRo LbA\ , LR RIS EHEIRE (I8N , Amazon SQS: SendMessage, Amazon SQS: Recei veMessage
£, BALUREEFRRAESEIRIEEZEN Amazon SQS BEEMN FE, MRELE Amazon SQS
KEEFHIETE * ARRFTE Amazon SQS #1E” , BIRTEZFEFHNFERE, ZFERVIE -

* Amazon SQS: SendMessage

* Anmazon SQS: Recei veMessage

* Amazon SQS: ChangeMessageVisibility

* Amazon SQS: Del et eMessage

+ Amazon SQS: Get QueueAttributes (ERTER Policy UAKFIERY )

BEE IAM BUHEE | ZIRESIRT REIGREUATERE

* Amazon SQS: Creat eQueue
* Amazon SQS: Del et eQueue
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Amazon SQS #4

* Amazon SQS: Li st Queues

5[] BA 51 $% F 4% R LA B2 M BA Fil i BRAX BRAB S B9 32 4E ( Amazon SQS: AddPer i ssion % ) B4 % , Eitt
RESTRENENFEANIIRS, XEWRE , AWS IKF N FFA TREEAXERE, BR , AWS MK/ T
LUBE I L 4k,

Amazon SQS %4

Amazon SQS EHET TR , B ENEHEMREZRA, BXFRBHENEZERE , BSH%
# (p. 55)

EREAN AWS SEER KRR

« aws: Current Ti me—4& 2 A 8/0T B &4t

+ aws: EpochTi me— A4t H#Isk UNIX B4 & B 8/6 8 &4,

+ aws: Mil ti Fact or Aut hAge—&E i Multi-Factor Authentication (MFA) EEZ A Z B T & T & MFA I
ENRHER2Z2UES (AWt ) . BEMBEATE , & MFA RXER , NRRZBHTFE.

« aws: principal type—REZHBERNERALE (AR, kP, REAFE ),

+ aws: SecureTransport —-REFRZERMFEA SSL KiEM, W TFEMA SSL BIRS ( 21 Amazon
RDS # Amazon Route 53 ) , aws: Secur eTransport Z4&EE L,

+ aws: Sour ceAr nFARFMIT T HEREZH (ARN) EFERWRKER. (ZENEATELE>R. &
KREZEER | E2H Amazon Simple Queue Service 7F X Z#5m 1 “Element Descriptions 38 % i
Amazon Resource Name (ARN) . )

+ aws: Sour cel p—AEFREW IP ik, FHIEE , MBEFEA ans: Sourcel p , FBEEREFRE Amazon
EC2 324l , M &SRB AE IP ik,

« aws: User Agent RERHBERNEFIRNARERF.

+ aws: useri dBEFERENHAF ID,

« aws: username-REBFRENAFBEHR (WRTH ),

it Note

ZHREMX D KNE,

Amazon SQS Y IAM R B& R~

WERDSER T B T4 A 5B Amazon SQS B JLANMETERY IAM SRBE,
r 2 Note

KFK, RIBERHHRH BEHR , Amazon SQS AIRELRINE 8B L BEEU T KMz — PRRTRME,

1 AWAFIEZNER B2 HS)

EAPIR | EA1J Bob I T —NKREE | IZHKME AV FFTA Amazon SQS 8B4 , BRMXEBTHXIH
MU AR FRF& bob_queue FFLHIRAS,

£ Note

Amazon SQS T2 B FISIEER FREEAZATINNR. Hit , R IAM KEES |
BT Creat eQueue B4, EAIE XM Bob ERXBFEHFTAE Amazon SQS RIEMRIR,
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{ "Version": "2012-10-17", "Statement":[{ "Effect":"A low', "Action":"sqgs:*",
"Resource":"arn: aws: sqgs: *: 123456789012: bob_queue*" } ] }

2. RUFRARBHAZNHAFIIBEAEE

EXRflH , RITAFRARUET —NE , HHNT —FE , ZFBEATZAEA Amazon SQS
SendMessage #1F , ER{XBRTEHXE R CompanyTestQueue 9 AWS Tk BA 51,

{ "Version": "2012-10-17", "Statement":[{ "Effect":"Allow', "Action":"sqgs: SendMes
sage", "Resource":"arn:aws:sqgs:*:123456789012: ConpanyTest Queue" } ] }

3R VFEIE A R IRELBA BB — AR K/

ERGIF , RIMNABBARBET —NE , HHMT —NREE , ZRBEAFZRAXFTE AWS Ik RASIfE
A Amazon SQS Get QueueAtt ri but es 1#24E,

{ "Version": "2012-10-17", "Statenent":[{ "Effect":"A low', "Ac
tion":"sqs: Get QueueAttributes", "Resource":"*" } ] }

4 R EEKFEBERIREHER

BT LAEF Amazon SQS KRS EL IAM SREESRIATILIR/E, MR ESEMUEIAE AWS K, |, MR Amazon
SQS FMAREERS. ER , AEAAEATTRE AWS ZL2IEBWEMA (MAREEERS ) #a
BUEZRABI A EEE, BRIFEFENEAEBEAR (BNARF ) BFHRNER , NEEGWEFEECLR
RE R P ERREST F SR |, FHEH IAM BB ( T2 Amazon SQS ¥ ) .

EARRHIH , BIQET —NEA WidgetCoWA ( RREEKHLT ) , BENRTEHRMRHEMHENK
HLAFARBEAR (RNARF ) SIZT —1MAF , REFZAFBAZEA,

BEfE , BATMIIN T —NEEBE | ZRBEEIZA R T X B N WidgetPartnerQueue 945 ERA 5K SendMessage
A A PR

Be4h , BATE A LM L WidgetCo AXI BAFIIRAT AR |, Eitt , BRAVAINT —RBQ , ZiEWIEL
Z4A 3 WidgetPartnerQueue BASNBIEMIBA30.1T SendMessage SAAABI{EST Amazon SQS &, RE
ERGHHEMM A FE ZRE (ZFBQRAFRFIZE Amazon SQS BIXR ) B, FEERIT
BhigE,

{ "Version": "2012-10-17", "Statement":[{ "Effect":"Allow', "Action":"sgs: SendMes
sage", "Resource":"arn:aws:sqgs:*:123456789012: W dget Part ner Queue" }, { "Ef
fect":"Deny", "NotAction":"sqgs: SendMessage”, "NotRe

source":"arn:aws: sqs: *: 123456789012: W dget Part ner Queue” } ] }

£ A s B Z 2 UE

RTVEFHBCHRLSIERH IAM AR 25 | IAM E AL EEEAAF & FIRN TSR , ATE
LR AT AT RARE AWS RS FFIR, B UEER AWS KA, ; XEAFR IAMAF, BET
L IEREHRA AWS IFRRAF#TER ; REAFBEMNIKREAS. A, A URE6I2
MIBETH R AWS BIRBI N AR,

B LAER BRI RSB X Amazon SQS XA HiER. API EFER EIRIEBITESLEZ R ELRIT
BHER, MRBERANSHIERLIEER , Amazon SQS £IELZER,
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B, A IAMARIENZSIES , ZEPISLRLTHE, HRESR D NREHRZR, HR, £2E
AR GRS ID MR THHTEENFRE, A, FAKRNLAEERZESR (MAREECHR
BHAZS ) WENEW API BERER, RE , ERXEBNEW APIERE |, 31T ERA G R 2
HAID(MAREECHHREHRID) , HEBEZETH, BX IAM NIERZSIERHNXBNESE

=|
=

, BEE (A IAM) IR TXE AWS FIREY I8 75 R AR 88 2 o

AT Z 2B IAA Amazon SQS &Eif] API ##1E

1.

£ F AWS Identity and Access Management IERIGit Z2 G, BXEZEL , BHEE (EH 1AM
RE Bl RSIES |, HIAM AFERIGRIES.
IAM £RE —NZ22GHE, — MRS ID M— N ABFHRER.

GBEEBEEREN  BEFRARNGFRZEHRID((MAREACHHREHRID)  AELIERLS
M. ERKNAEERNZR (MAREEBCHAERRNER ) NERES,

RRXEEAENFRZS ID IR THREBNERFHE,
TR REIRR T I 6E A I Bt R £EHXT Amazon SQS & R# 1T & HKIE.

http://sqgs. us-east-1. amazonaws. com ?Acti on=Cr eat eQueue &Defaul tVisibility
Ti meout =40 &QueueNarne=t est Queue &Attribute. 1l. Nane=VisibilityTi neout &Attrib
ute. 1. Val ue=40 &Versi on=2011-10-01 &Si gnat ur e=Dgl p3Sd6l j TUAQUF 6SG EEX
WUQEXAMPLE &Si gnat ur eVer si on=2 &Si gnat ur eMet hod=Hmac SHA256 &Expi res=2011-
10- 18T22%8A52%8A43PST &SecurityToken=SecurityTokenVal ue

&AWBAccessKeyl d= Access Key | D provided by AWS Security Token Service

LUTRRGIER T I 22 BRKEN SendMessageBat ch ZEFRHE R

http://sgs. us-east-1. amazonaws. conf ?Acti on=SendMessageBat ch &SendMessage

Bat chRequest Entry. 1. 1 d=test _nsg_001 &SendMessageBat chRequest Entry. 1. Message

Body=t est ¥20nessage%20body%201 &SendMessageBat chRequest Entry. 2.1 d=t est _nsg_002
&SendMessageBat chRequest Entry. 2. MessageBody=t est ¥20nessage%20body %202

&SendMessageBat chRequest Entry. 2. Del aySeconds=60 &Versi on=2011-10-01 &Ex

pi res=2011- 10- 18T22%8A52%8A43PST &Si gnat ur e=Dgl p3Sd6l j TUAOUF 6SG EEXWUCEXAMPLE
&Si gnat ur eVer si on=2 &Si gnat ur eMet hod=HmacSHA256 &SecurityToken=Security

TokenVal ue

&AWBAccessKeyl d=Access Key I D provided by AWS Security Token Service
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51| Amazon SQS #J Amazon CloudWatch ##x

&£,

E.:T-
It

] Amazon CloudWatch !

Amazon SQS

5 [A]

Amazon SQS # Amazon CloudWatch 85 , Hit , B LERA Amazon CloudWatch REHAKEE,
EE M5 Amazon SQS BAFIHIEFR. I Amazon SQS Ei& Amazon CloudWatch f&§ , {8 8] LA # 4th
T #EEE Amazon SQS BAFIFI R AR FHIMERE. B0 , SRR LA 1 NumberOfEmptyReceives B4R , A
BRENNABRFTAEBRAZSHAREHITER. A, ZETLHRE —MER , FHE Amazon SQS
1R (Bl , NumberOfMessagesReceived ) A ZIEEHFEER , MEREBFHAHEA, B> Amazon
SQS & i%ZEl Amazon CloudWatch HFREEFRIIFI&R , 1ESH“Amazon SQS 1847 (p. 74)"

&£ | Amazon CloudWatch 3 Amazon SQS RAFIEL B i5+r 5= 1 2 £ B 21 W& — IR H # %X E) Amazon
CloudWatch, &EZ4X4# E Amazon CloudWatch A BABIA A AN A FREBA BIUR & X L HghR. MNE
ANBAFI EGES) (BN, A APLBA ) BARZREA/DEK , Amazon CloudWatch &A1 ZBA 5B K.

r 2 Note

Amazon CloudWatch F3R&E# Amazon SQS EHr2 R IKRER ; BAI=RERN Amazon SQS = f
B — B R,

Amazon SQS B Amazon CloudWatch 1E#x

BT LUE R Amazon CloudWatch ##|& ., Amazon CloudWatch B2 &S 1T5RE (CLI) REURRES
K fE A Amazon CloudWatch API 3R Amazon SQS MiEHr, THRFEIREMERTEN SR WMER

BB,
f£ 8 Amazon CloudWatch 24| & &= &SR

1. BRAWS EEZHE , HBE U TMuEITIF Amazon CloudWatch 24| & :
https://console.aws.amazon.com/cloudwatch/,

2. B EFER.
3. M EREZEEF FTRARXEHIERE SQS:RASIER UERSMRASIH AT AER.
4. B MetricName JIHH R EERUEFEESHARE | HIMPMRERENER.
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A Amazon SQS #E#Ri& B Amazon CloudWatch 1R

M Amazon CloudWatch CLI 7[R 3§45

A non- get - st at s, WATLAE {(Amazon CloudWatch Fr % EE/@) HTHEESHXRLEEUR
Htt 5EFEXNERNER.

M Amazon CloudWatch API i B 845

P Get MetricStatisticso BATLATE {Amazon CloudWatch API S£) T BEZHRILEEK
UREMSEREXPIEBRNER.

7 Amazon SQS FE#RIZE Amazon CloudWatch 2
R

L4k, Amazon CloudWatch i& R X BISIRA R B ERNNER. Sl , BAEESNIBIR
NumberOfEmptyRecelveslﬁﬁ‘ﬂ‘?ﬁ XEE, ﬁﬂ%ufﬁﬁ*ﬁﬂ%I’\]J\tﬁﬂ"f‘?iﬂ’]lﬁﬁ?&% NREL
K% B FHR AR E A LA EIRZ

£ Amazon CloudWatch &l &% B 2R
1. EF AWS EEBEFHE , HENLUA TMuLITF Amazon CloudWatch ##| A&

https://console.aws.amazon.com/cloudwatch/,
2. BEBERABRESG CRER M. tIREHROS HEE,

3. R Amazon SQS fEFRAKEIBEN HIREERMNIER. BRENHBEBRNIER , AL %
%,

4. EEISRM B8, R, HE M efE E, AT HE,

5. BRBEIRRSEE B, WREFE Amazon CloudWatch 734 B B4R A B 8] 48 & 1% — 3 88, FHf
#, MEATBLER R BT1ETER Amazon SNS EFth AT LA I FEB FHHFET, MREBETHES
FHRHER |, MBI — NN ETIRE R E FaR4 . HE R NABRETRHAERNFRIR
ERBNTIES R, BiMa,

it Note
NRBEFIFEE FRRHFEE GIEFH Amazon SNS £ |, BBAE F R4 b1t £ 32 WOE AN

ZAIATUBEWIUE, HIREERH ARBRSE | FRE B FEbfF, WREB FER4Fb it ir
ZHRBERBRERE , BAENFLWEEA,

6. LA, QIRBHRES SAK—RISRERFRNER. IREFEHTEMESR , WA E
REN FE &%, BEHARSE & /BB,

BxfEAH Amazon CloudWatch MIZBIRMNEZELR , S “Amazon CloudWatch 324#4”

Amazon SQS 1E#r

Amazon SQS £ [d Amazon CloudWatch &% A T #8475,
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Amazon SQS ¥E#r

ER iR
Number Of Messages Sent R INEIBA SR E BB E.
B HE
BRSEUTHE - Bit
Sent MessageSi ze R INEIBA S E B K
B FTE
g?&éﬁﬁiﬁlﬁ (RME. &RKE. FEEMT
Nurber OF MessagesRecei ved A Recei veMessage API 2/EIREIRYEE
56— 8
By HE
BREUHRE - Bit
Nunber Of Enpt yRecei ves fiﬁﬁliﬁﬁﬂ’ﬂ Recei veMessage API i
B,
By HE
BREUHE - Bit
Nunber Of MessagesDel et ed MBAFIIBRAYSE R &,
By HE
BREUHE - Bit
Appr oxi mat eNunber Of MessagesDel ayed RABIRRIEIR AR BB E, MR

FABIARECE W AHEIREAS , SEMER THESH
RERFER , MeHIXFER,

By HE
BERSGUEBE - P9E
Appr oxi mat eNunber Of MessagesVi si bl e ATMBAFIEREIHE R B2,
By HE
BERSGUHRE . POE
Appr oxi mat eNunber Of MessagesNot Vi si bl e “WFRITRAEERE, MREEERE
FE/u , B RBREEREBE TR
AXRE , MEEBINHLLTF RS
By HE
BERSUHBE - P9E
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KEY R

B A B KEY
EH 2

&
il

= AR TE:

fE& : Marc Levy , 2012 £ 7 B

Amazon SQS AFITT USRI ENEHLE ( BB TRER ) . RELFUHENXBREKETEHEEN
tlEENERAE, I, BEATLUER Amazon SQS API FRYHEANIBIBER— R &%, BRSNS &
10 %BE, £E |:|7J<$?J'J§)= HABTLURIAENELE , MERE, EENERNOBEI LI
EEBERFTENKEED, IHS% BT Amazon SQS RER (MARHEER ) W2t , Fik , #tbEE TR
RIFRERIEZR o

AMFFMNL T KT EMMLE  RENETEECUURENEE R, A, KEFZRERMEiTie
T LB £ A Amazon CloudWatch R4 # K Amazon SQS &1 21545,

KEFT R

AT &BE HTTP &R-E R ML E Amazon SQS , Bt , ERIER ( &2 15 R U e 57 2 8] #9 6 (8]
BfE ) RREETUBT S —EBENE—LBRINELE, i, RMETF Amazon Elastic Compute
Cloud (Amazon EC2) & F i EIE — b X WK Amazon SQS BYZEIR B A1 F 157 K4 20ms , NIE 8 —
EENE -LBRRINSRATHEFIINEW 50 KiRE,

KPT BEWEEIEEAEE ( XH SendMessage IR ) MEAH ( X H ReceiveMessage
DeleteMessage B3R ) & , ARSE/NNIINAEHE, BB ENEFH EWEEREUR/H
ERNEFHRBTKET B. RNEZEFRE , BER LN ZEESINIELBNE MR, flm, W
EEEFHRBEMNS , WETREHENELE,

& Important

#HITKEF BN, LEERFRLEFEAMN Amazon SQS EEEZBHNEERLERE | UXBRELRZE
BERMBURIENHHEZESANEENFERAENBE. 60, RIAMERT , AWS SDK for Java #
AmazonSQSClient 2RI R Z L4 50 N5 Amazon SQS Wik, ERIBEMHALBIEE
MERE  BEEREBIZES, Hl0 , £AWS SDK for Java B, BAILMER TE —{TRBXRRE
E AmazonSQSd i ent BET EATFHNBRAUBENFERAELERE
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o

AnmazonSQS sgsd i ent = new AmazonSQSC i ent (credentials, new dientConfig
uration().w t hMaxConnecti ons(producer Count + consuner Count));

A I FSDK for Java F&HE P ifs AmazonSQSAsyncClient , R EERRE EBHLET
B, BXEZER , HSREMERANT A T ESERN IR,

HEAL 3

=~

Amazon SQS API F iy #tALIRIR4E ( SendMessageBatch # DeleteMessageBatch ) F 2011 £ 10 A
(WSDL2011-10-01) #H |, XERETT—XUBRZTREE , si—FMHILFEULE, BT ReceiveMessage
—RAT LML E+EEE | Btk , B3R API §35%%F Recei veMessageBat ch ##4E.

HABEHEARESR EERFSHERTRBEPHITESIMHE (Hlwn , £HE— SendMessageBat ch
BREZESEZERE ) , UREHLEERNSZLEE RO ESLBRENERMNE , MTR2ESE—EE
(Bl , SendMessage R ) WEANERIE, BTERXFRBREBLNTESIE , Bit , #tbRE
RALUES R ERALENERE , NTIESEHE, Amazon SQS ZERWZ , At , MEHEELNE
RRLGBEEWHELS  WRATUKERE, A EPHNLENEETUREEFHRRERE , B
AUBEEAENREDHENRITHRN TERBREEFHRA.

T, A EBISUNARFESERESR. fl, NARFSAARRHEE , REFRRIEHES , ¥
BAMRAATEER KON AREFMEE , ERFLBEUTERTTRBRER :

- BRNARFEEENENERARHES , BHit |, EEERFERF2EK,

- HEEREMNAIIFBETREVEE. , SERBESREMR , BERERXHERBHIENTER
HE B4,

& Important

ENE#A R R IhA R R T |, HEALEBESR ( SendMessageBat ch 5 Del et eMessageBat ch )
wARER RN, ERREMABERS , EHURLAREZRFHERT AN T , HAEXENER,

AN RElEXEEENCIEE-ERAERN, ARERTENTEREMLT :
https://s3.amazonaws.com/cloudformation-examples/sqgs-producer-consumer-sample.tar, Z<¥ [FHEHIZB

DHERT EMERIBENE IR

/tmp/sgs-producer-consumer-sample/src FIEESEFIRME T RAIKRB. BEZTHHSITET
/tmp/sqgs-producer-consumer-sample/command.log #,

FEBRXERABURENEAELE  XELBRAEEENBNLE 1KBER, RSERHE R
EERWEIZENERE  AREHMCEEROHE I RENERE

EREFY BB ELETAREHEE B XLEFLECIEELENIE, producedCount HiETS
REFMECEELEBEERWEERRE, LBEERWIZEREE . WREEHR, WEFL2EBH run() A
o RIAMBERT , ¥ TRENMESERMAMKMNIER , AmazonSQSClient 2EFRX =% , Eilt , WEHERR
PEHB, HER, AURBERITE , LBV RESIXNRERE, HEMRE LM run() FEXE
P N
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try { while (!stop.get()) { sqsCient.sendMessage(new SendMessageRe

quest (queueUr|, theMessage)); producedCount.increnentAndGet(); } } catch
(AmazonC i ent Exception e) { // By default AmazonSQSClient retries calls 3 tinmes
before failing, // so when this rare condition occurs, sinply stop. |og.er
ror("Producer: " + e.getMessage()); Systemexit(1l); }

#AEEE/NLFHEE, —MEENXHRFREALAMNZTMMLESRE

SendMessageBat chResult batchResult = sqsC i ent.sendMessageBat ch( bat chRequest);
if (!batchResult.getFailed().isEmty()) { | og.warn("Producer: retrying sendi ng
' + batchResult.getFailed().size() + " nessages"); for (int i =0, n = bat

chResult.getFailed().size(); i <n; i++) sqsCient.sendMessage(new SendMessage

Request (queueUr |, theMessage)); }

FEAEMN run() FEWT :

while (!stop.get()) { result = sgsCient.recei veMessage(new Recei veMessageRe
quest (queueUrl)); if ('result.get Messages().isEmpty()) { m= result.getMes
sages().get(0); sqgsdient.del eteMessage(new Del et eMessageRequest (queuelrl ,

m get Recei pt Handl e())); consunedCount.increnment AndGet(); } }

ENMEAELERBRARRES B ELBELFERAELENL, consunedCount BIETLIRER
FIEERAELEEANEERE  FRITRSEHIER, HABERAESIHEL , FTRZAR —R&ZE
W+&EE | FRTFEANE DeleteMessageBatch , A& DeleteMessage,

1= 17 7~

BRI LA R AV AWS CloudFormation BRI T H =T RIEBZITRAINRHE : 2 —FHMNE—IRME
BER, HAENME—BREBR, —BEVARLEER,

& Important
SRR T8 — tar XHH, AVWEENBS R T B MERDBBENEIR,

ltmp/sgs-producer-consumer-sample/src P EL B L FIIR A T REME, BEBETHHRITHNT
/tmp/sgs-producer-consumer-sample/command.log H .

RENRE T BRINFEATE (2094 ) , UREBRBIERN =PRI 5 % £ Amazon CloudWatch
BESR. BRIZ1TH Amazon EC2 B AR m1.large =261 H. Amazon SQS Z#AETHANR
ilEy API BWRAEmMAET , HFEZRBAERNN T AL 38000 X APIER/Z (ST #HAER
{5 ) 0 380 000 X API AR (§txt 2 ’a‘imﬂﬁi API Rl ) 2|, Bl , FEE—FH EE
T—IR%E— API ROIRTEZR KA 1 KB/ m1.large ( KEFRERERSI B 201247 Hi
7 0.32USD ) , Xt FHFLEetiE 7 BRINM 20 240 #) Amazon SQS #1k MR 3 K4 20 %

4 x 190 000 ;X API /% x 1 USD/1 000 000 ;& API #@F =3.80 USD ( B 2012 & 7 A{2Hy
M, BREYEEN ) -

MBLRBEREERI (FHHFRILILIP ) XA 1 X ZBB AWS CloudFormation ik |, iE7E AWS
CloudFormation #2#| & K X EP 2 HFTEN X,
=17 R

1. BETHSLZERIHHERAX B

API Version 2012-11-05
78


http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryDeleteMessageBatch.html
http://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/Query_QueryDeleteMessage.html

Amazon Simple Queue Service FF & A R 15F
=17 Rl

w

« B—i2{E APl , —A L : SQS_Sample_Base_Producer_Consumer.template 758 #x {5 F
Amazon SQS API ERHy 8 — B EF S : SendMessage, Recei veMessage Hl Del et eMessages
¥ — m1.large Amazon EC2 32fl& /53 16 NI ELEM 32 MEAELE,

EEFZER , FED
https://s3.amazonaws.com/cloudformation-templates-us-east-1/SQS_Sample_Base_Producer_Consumer.template

« B—I2{EAP|, A X : SQS_Sample_Base_Producer_Consumer_x2.template 7R GI#E R E A
Amazon SQS APl iR E —REERX , BEEANERD (M AR —1 ) ml.large Amazon EC2
X6, BNOEBIEE 16 MIBELEN 32 MEAELE , TRERE 32 MIEEMN 64 MEA
E. X T Amazon SQS EEHEEE AW MIEENERAEHRER AR SITHEM,

EEFZER , BED
htips://s3.amazonaws.com/cloudformation-templates-us-east-1/SQS_Sample_Base_Producer_Consumer._x2.template

o #tALEE AP, —AEH : SQS_Sample_Batch_Producer_Consumer.template REIERELF 12
MNIEELEN 20 MEABLIEN ¥ — m1.large Amazon EC2 324 L £ Amazon SQS API i&
Rttt BRE R,

BEEFZER , BER
https://s3.amazonaws.com/cloudformation-templates-us-east-1/SQS_Sample_Batch_Producer_Consumer.template

MRRGRRE , TFEXE AWS Management Consoles

£ AR mSH ERER TEL , 25 HE,

EEESHTHEL  BEEFNETHRNKURZREHFEEEITER/EBIIL L Amazon EC2 3£
) , 3 BiRft Amazon EC2 Z4AXS , AMESRAI LA RIETZROIMES, REIMOT -

Create Stack Cancel %

Template Description: Single EC2 ml.large producer-consumer processing (single operation API)
1k messages for the specified duration
Specify Parameters

Below are the parameters asseciated with your CloudFormation template. You may review and
proceed with the default parameters or make customizations as needed below,

DurationMinutes 20

Run duration in minutes (max 60)

TerminateEC2Inst trug

Terminate the producer-consumer EC2 instance once the run is complete?
KeyName

Name of an existing EC2 KeyPair to enable SSH access to the producer-consumer

instance

I ach ledge that this pl may create IAM resources

Back Continue

R REIA  LERATIE IAM BIR EikiE, rAEERES6IZE AWS Identity and Access
Management (IAM) A7 , BAMERIEE-F A ERF AT LAERIRAS,

REFSEREHMERER , £ $4,

EFZ AL, RERE, IRXERESEHENZEMELT , BEE #5, &N , H2E RE
HHTHENER,

EhESNRE—IREL , 2§ XA, HRDIBUEREELR/LD HETE,

BT RHERIBENHE | 5 AWS CloudFormation ##| & R B RFlIHKk, ETERS  BFH 4 &
Wi+, SlE#RE , 75 5 288, REOMAEFHRET. REAFHBETE , £ LE Amazon SQS #
HEPEES,

BUISIED , ETURTAT R :
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BRRBIETHBRRER

« FEEFEHSEA , REITFEUIIES R L E R FEARNE ST B ML A&
(/tmp/sgs-producer-consumer-sample/output.log)e LIt ER EH —R.

+ £ Amazon SQS #Z#l&H , ME THNEE M AEFHEE HFENELL.

WA, EEFAIIERZUER 15 24 , B AT LA#E Amazon CloudWatch A Y¥S$2RA S | SR E TS EEP
2 HFR,

BAERNRFELZSEERBLISEFRER , EREETERIE , BREHBREN AWS

CloudFormation #f#%, E#MITULERME , B 7E Amazon SQS 4| A P B HEMRAHER , REE T MR
k., MERFAFEERE , Amazon CloudWatch RG2S FTERNE,

< 45— S ol B {4
BERGEITHAEER
Amazon SQS £4X &Kix. FWFAMIBREEE B ERBTERIR. B LUEE Amazon CloudWatch 2

BB RIXEERMEER, RIIEEE , XEERRSTRRELR 15 28T TR, BEEERRYE
RE  BRG BR, RABEPSEEREZA S RMIEIREN B £EHE,

LA RE3IX =N RAIELLIE TH NumberOfMessageSent 1845, BHERTREAFITRE |, BiXLsE
RERR ERNZZMEL

NumberOfMessagesSent (Count) cdt Statistic: | Sum L Period: |5 Minutes LI

W single-SqsQueus-MLIVDQFK7G9Z M single-x2-SasQueue-WTQPBWEZKNTEF M batch-SqsQueus-ZEHVYSSEUHXH £

+ Nunber Of MessagesRecei ved #1 Nunber Of MessagesDel et ed 5 R T HEMER , BRI1E
LR P ERE T IXFHANER , U EEL,

o B—ARAI(BE— milarge EWE—BRIEAPI) 7 5 D8 REE T K4 210 000 KHE ( BWEET
RAT00 FHE ) , FEBRANBRBENTLEMERE,

o BZARE (TN milarge 2P LRI B —IRE AP ) £ T KAMSYTZEHERENEHE : £5
DERNEERE T KLY 440 000 RBE (BROERET KA 1450 RBE ) , FEBRANBIBRRENTLE
HE,

s BE—NRA (#— m1large EHHAE API) £ 5 2480 R4E3% T 800 000 ZHEE. ( BRARET K
42500 %HE ) , HEEKABBRAEENELEER, MRALEBRNR 10, WRELERADB
ZHER (HELTMUERNTER ) RABXLEHE,
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AmazonSQSBufferedAsyncClient A 7]

ffis% B : B/ wm& R FiERita 32

AWS SDK for Java (http://aws.amazon.com/sdkforjava/) REEE — M EHHN RS B iF
AmazonSQSBufferedAsyncClient , i FifE] Amazon SQS., BEBRAEFIHEF (HP , NEFEFIRE
HORALEH#TER , REBEIMLEEREIEE Amazon SQS ) , R P i A U R R M Y 1
Rt THIAE,

BERREARZSATEN 10 MERFXLFERENMLEEBERRE , MARDAIKEZEMER, B
bk, BE& &% 2 Amazon SQS WIERBKEMNREY , FHZ %P R RS,
AmazonSQSBufferedAsyncClient & & F Iﬁﬁﬂlﬁiiﬁﬁﬁﬁ BEAN | BUHRETE SR AR X R Y Sk 33 AT DA%S
PREFLE (BUEHRNERRE ). BXEZELR , S/ Amazon SQS K (p. 10)"M“HiF
A: BT BRMALEBEREELE (p. 76)%

MF$ & ik AmazonSQSAsyncClient T # EI & ) 74 & F i AmazonSQSBufferedAsyncClient R &

ENHAENRBHRTREONER, XEF N AmazonSQSBufferedAsyncClient £3£HE5
AmazonSQSAsyncClient fE/IEEO,

AmazonSQSBufferedAsyncClient A|’]

EFFBER AR D PR RAIREEE |, UM E T EHAWS SDK for Java (http://aws.amazon.com/sdkforjaval)o
WA, ERE (AWS SDK for Java Aﬂ)) (http://aws.amazon.com/articles/3586) HEI S ERIZIE,

LTREREERT AETF AmazonSQSAsyncClient SIZ#H# AmazonSQSBufferedAsyncClient,

/1 Create an object representing your AWS credential s AWBCredentials credentials

= new Basi cAWSCr edent i al s(nyAccessKeyl d, nySecretKey); // Create the basic
Amazon SQ@S async client AmazonSQ@SAsync sqsAsync = new AmazonSQ@AsyncClient(cre
dentials); // Create the buffered client ArmazonSQ@SAsync bufferedSqs = new
AmazonSQSBuf f er edAsyncd i ent (sqsAsync) ;

B2 7 %8 AmazonSQSBufferedAsyncClient /& , %8 LL{& 18 AmazonSQSAsyncClient BR# 18 A 1% %
Fim , RS R BIRR R

Cr eat eQueueRequest creat eRequest = new Creat eQueueRe

quest (). w t hQueueNane(" MyTest Queue"); CreateQueueResult res = bufferedSgs.cre
at eQueue( creat eRequest); SendMessageRequest request = new SendMessageRequest ();
String body = "test message " + SystemcurrentTineMIlis(); request.setMssage
Body( body ); request.setQueuelrl (res.get Queuelrl ()); SendMessageResult
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sendResult = bufferedSgs. sendMessage(request); Recei veMessageRequest recei veRq
= new Recei veMessageRequest () .w t hMaxNurber OfF Messages( 1)
.wi thQueuelr | (queuelr|); ReceiveMessageResult rx = bufferedSgs.recei veMessage(re

cei veRq);

AmazonSQSBufferedAsyncClient FIBLE T EA T ASHERARFINRE, MRELESEET , WA
i QueueBuffer Confi g XHTEE. REFHAENRELE— QueueBuffer Confi gkl , 3
FFiZEHlR 444 AmazonSQSBufferedAsyncClient ¥iEERER , TR REIMRIBFTRo

/1 Create an object representing your AW5 credential s AWBCredentials credentials
= new Basi cCAWSCr edenti al s(nyAccessKeyl d, nySecretKey); // Create the basic
Amazon SQ@S async client AmazonSQ@SAsync sqsAsync = new AmazonSQ@AsyncClient(cre
dential s); QueueBufferConfig config = new QueueBufferConfig() .w thMaxlnflightRe
cei veBat ches(5) .w thMaxDoneRecei veBatches(15); // Create the buffered client
AmazonSQSAsync buf f eredSgs = new AmazonSQSBuUf f er edAsyncd i ent (sgsAsync, config);

A FEEQueueBuf f er Confi g ST :

* | ongPol | —ENRLSEIZE R t rue , M AmazonBufferedAsyncClient £1E# RE B 2R A K5
#o BRIAER true,

* | ongPol | Wai t Ti meout Seconds—fEIREIZEZERL RAT , BUCES BAAERS R LEEUESHEE
EREMRIIFHFKIE (AR ), MREAKRA , WEEREER. HIRENRKINER
20 ¥,

+ maxBat chQpenMs—& HIARAEFEMEIR AR THAENZKNE (AEDHEMN ) . ZREHM
K, WITSETEMENHLERED, R, ZREBK , NHtAE DO EREAXAEFI8TE
R, MRARSHRENE , WMEXNERTLEFFHEMBER , \MERGER THLE. HIREHN
BINER 200 E®,

+ nmaxBat chSi ze—fFEE —#HALBFERD - BRATHAENKZ OB HE, ZREEX , WHITHFEE
RAFFENHLERBD . HIRENRMEN T MALE 10 MER , X2 Amazon SQS H&ET L ¥FHY
RARAE KD,

+ maxBat chSi zeByt es—& Fif=i% [ Amazon SQS X ERHERLEBHRERKRD (LEZFTRENM ),
ZRIAER 64KB , Xt 2 Amazon SQS 4 #i o K & AH S M HEALIE KN,

+ maxDoneRecei veBat ches—AmazonBufferedAsyncClient FIEU 3 174 £ 25 P i £ B B KIZUR AL B
BE, ZREEAX , WFRXFEA Amazon SQS RSN HEMNBWIERBREZ, B , MEHEE
B WWEEEEAXKFEZENNEREE  XEREEENTALEENTSIH. MRESHIEER
T, MEENFIETEIRESNSZR , A ERANREWMEHES. BIAMEN 10 MLE,

« max| nfl i ght Qut boundBat ches—T] BA[E AT AL ER AV B ASTEBR H U #EAL B E . ZIREMA , WAL
RIFHEHAENEERER ( FRTHEMRES , HlI0 CPU HHR ) . ZIREMA , M
AmazonSQSBufferedAsyncClient § A& BREZ ., BIAMER 5 MELE,
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« max!| nflight Recei veBat ches—A] BA[E] BH4L BB M9 & AT BRI AL BB BN B . ZIREMA |, NIAT LA
WHHERBS (ZRTHAMRS , 5l CPU RHRE. @ ) . REMY , BERZgEEL, N
AmazonSQSBufferedAsyncClient S I AR S, MRESEIREN 0, ME SN TMEURER
AR, HERFEMRENMEEE. RIAMER 10 MELE,

vi si bilityTi meout Seconds—NRESHIRENFEZEE , AT EENSBEENPFREEEN
BB LR BRI A RN, BN ITAEBRTZXH. BRIAER -1, XEREERARIAAGNZE,
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f# /A AWS Management Console 3 BAZIiT ¥ Amazon SNS
e

N

B s C : JBAFIIT ] Amazon SNS 3

ol

HIE , B LAERA Amazon SQS K AWS Management Console3R A Amazon SQS BAFIiT ¥ Amazon
SNS £& , Z#EH AR T HEE, i, BN THTFEEIINEBSIRBPIHITIER. HE ,
Amazon SQS AT ARINITRES , HARMAENNR, HEXKMEEHE , Amazon SNS £[E1T
BIBABI K 3% Amazon SQS BB, AHx Amazon SNS WEZER |, 5510 (Amazon SNS Al) » BX
Amazon SQS HWEZEE , 5 (Amazon SQS A1)

.

£ AWS Management Console A BAFI|iT
Amazon SNS F &

DT SREBIRECEIE T RASIH Amazon SNS £&,
£/ AWS Management Console s BAFI1T %] Amazon SNS &

1. BRAWS EEZHE , HBIUTMuLTIF Amazon SQS ##l& :
https://console.aws.amazon.com/sqgs/.

2. EBERNHITE Amazon SNS EZHIRAF,

lQueves |

=¥ Create New Queue || Queue Actions | +

Filter by Prefix:

Name

MyQueue

3. M BAIHRME THIFIRPERE ARRFITH SNS &,
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e

Quaues

=¥ Create New Queue || Queue Actions | -

Filter by Prefix: Send a Message

View/Delete Messages
Name

Configure Queue
MyQueue gure 4

Add a Permission

Delete Queue

Subscribe Queue to SNS Topic

4. MEE—NEE THIRPEZZENBRFITFEM Amazon SNS £& , RFHE T 1TH,
It Note

AN, EBE A AE 3 ARN A A Amazon SNS EF ) ARN, MREFEMNEN AWS
WP (ZKFPARTEARCIZEZEATIAKS ) ABAFIITE Amazon SNS & |, N tbig/E
FEEM. 1A, IR Amazon SNS EFRE ERE—PEF THIRHBIIE |, NEED
FEER.

Subscribe to a Topic Cancel [X

Select an SNS Topic from the Choose a Topic drop-down or enter a topic's ARN in the Topic ARN text box
and then press Subscribe to allow your queus(s) to receive SNS notifications from the topic and to
subscribe your queue(s) to the topic.

Topic Region: | = US West (Oragon) - |

Choose a Topic: My-Topic
Topic ARN: arn:aws:sns:us-west-2:295073676684:My-Topic

Cancel

5. # EBITHASER XNEES , 5 BE,

Topic Subscription Result Cancel (%

Successiully subscribed the following gueue to the SNS topic My-Topic.
Permission to receive SNS notifications was added to the queue.

* MyQueue

BEEERXAHES , REEETEERIIKENHEE , ZTURIETAENBAINTHLER. BXFAD
R, BSABIAETERMES , RAEREKEMIINER , FEBTURH
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Amazon SQS &R

TRIW T EEER LRSS B A A SR EH B AKX TR,

R ik

Amazon Simple Queue Service Getting | ZAITIEEME T RRNFERRE , B4 T ZBRSHIRERE,
Started Guide Hbh3EFEASHREES RENRHAIFHESA,

Amazon Simple Queue Service APl & | API ZE 12t T WSDL L& ; API R1E. SEAMBIEXREN
= TEHER ; ZRFBEENEIRYR.

Amazon SQS Release Notes The release notes give a high-level overview of the current

release. They specifically note any new features, corrections,
and known issues.

Product information for Amazon SQS | The primary web page for information about Amazon SQS.

Discussion Forums A community-based forum for developers to discuss technical
questions related to Amazon SQS.

AWS Premium Support Information The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS infrastructure services.
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DIk

10 %

T8 T B Amazon Simple Queue Service FF XA R IER LR E AR Z XM EEFE Ko

« APl fxAs : 2012-11-05
o RIAMAYEFETE 2012511 A 21 H

e
HiEHaThEe

#ohee

#ohae

#ohee

iR

7E , WA BAER Amazon SQS B AWS Management Console>k
5 Amazon SQS BAFIiT 5 Amazon SNS E& |, iZi=4l AL 7tk
B, BXESERE , BS KM= C : FBAFIITHE Amazon SNS =
& (p. 84)

Amazon SQS B 2012-11-05 AP lRATR N 7 3 LR IRA 4 ( iZMRA
BETZEMAMEE ) WX, BXZBRT4NESER , HSH
ERFERFHRIE (p. 34)0

AWS SDK for Java MIEBE—NMEHFNRLS B K
AmazonSQSBufferedAsyncClient , LA{E 158 Amazon SQS., B F
AZEPHREP (Hb  NEFPHRXENARXHTESY , REBENR
A EBEREZIEE) Amazon SQS ) |, WHFIEF i A IFEE R X
BRFTHALE, BEXEAFHSPHNBERBLENEZEL , HSH
M B : B IREPMERIMLE (p. 81)0

Amazon SQS # 2012-11-05 API lRARIN T KL XF, KA
i Amazon SQS E&FIEEWRTE , EESEETAH , MAREHEET
" ARREZEIE, BXxKERHNESER , 555 “Amazon SQS
KE# (p. 10)%

TR

2012% 11 A
21 H

201211 A5
H

201211 A5
H

201211 A5
H
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