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A central starting point to find documentation, code samples,
release notes, and other information to help you create
innovative applications with AWS.

A community-based forum for discussing technical questions
related to Amazon VPC.

A high-level overview of the current release.
The home page for AWS Support.

A central contact point for inquiries concerning AWS billing,
accounts, and events.
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AWS provides two features that you can use to increase security in your VPC: security groups and network
ACLs. Both features enable you to control the inbound and outbound traffic for your instances, but security
groups work at the instance level, while network ACLs work at the subnet level. Security groups alone
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XY RID=OONTVYYIPF TCP 22 (Linuxf VARV RA)RY ND—2

RL ADEH PESDAVNTVRSSHT VA%
FATD

XY RNI—=OONT VY UIPT TCP 3389 (Windows 1 Y ARV A ) XY K

KL ADEHE D—Ohs50A>2 /N2 RRDP T
L RAEHA TS

u/ Tip

H—EREZFEALT. O—ALIAVEI—ZONTIUY I IPTRLAZMEBTZEETE
F9, PTRLAZEMIDY—ERAZRETSHICEF. BET7L—X "whatismyIP address
EERALET, ISPREH, FLEET77A4T7I03—)LORALISENIPT RLAKL TERELT
WBEEE., V947 RNIVEI—RTHERAETATVS IP7RLACEHBEZR D T3 HE
FHYET,
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VPCODF7 AN RDEFIVFTATIL—TICE, BVHTShIEA VAR ANMEICEETS L
ZHBNICHTITRIL—IUABHYET, VPCOA ARV ABTTOREORBEZAATIZICE. &
FAVTATL—TIEUTORSBIL—ILEZEMTIRENFHY)ET,

AVNIUR

EER Z7OR3)L AR—HFEE IOXTb

tF¥21UF4J)L—71D ITXT ITXT SOEFIVTATIN—TICEIV
( SG-XXXXXXXX ) TSN AR AN S DA

INTDURRNTTAVORFATS

>FUF1ZEETD
ROTOEREUEA>T, VPC I H— KEBAL TS FUAEEELET,

J Tip
T Amazon Virtual Private Cloud Getting Started Guides TEEBU FIEZERTEETH. —IF
OFEHFESICHELLBBATATVET,

VPC DAY —REGFEALTSFIA1 E2ZETSHICE
1. VPC, Y7ZRY KN, BRPAVE—ZXY KNS —RNIIAERET D,

a. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
b. FE4S—>3a>ARA 2T [VPCDashboard] 22Uy ILET,

c. XY 17R— RO [Your Virtual Private Cloud] #8338 . [Get started creatinga VPC] 27 1) ¥
JLET, VPC VY —ANBWHEEE. [Start VPC Wizard] 20 Y VL& T,

d. JRAOFATS 3> [VPC with a Single Public Subnet Only] Zi&iR L, [Continue] 22 JvY oL
£7,

Create an Amazon Virtual Private Cloud Cancel (X

Select a WPC configuration below:

@ vpC with a single Public Subnet Only

Your instances n a private, isalate n af the AWS id with direct

Internet
Amazon 53, EC2,
SimpleD8, RDS.

over inbound and outbou

' VPC with Public and Private Subnets

taining ublic subnet, this conf

' WPC with a Private Subnet Only and Hardware VPN Access
[ 1in th &

Continue
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e. HRER—TIZ, BIRUIZCIDROEHEEBRENRRENET, DEILWUTHREZEEL.
[Create VPC]Z YUY J LT, VPC, 7RV KN, A VE—YRTF—KTIA, BLOIL—
=TI ZEERLET,

WebServerSG ¥ 21U F 14 ) —7&EKL, L= Z2EBMT S,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—> 3> RA 2T [Security Groups] 29 )Y O LE T,
[Create Security Group] RE>Z 0 Y U LET,

EFIVFATIL—TDEBEL T WebServerSGEIBEL., HABPEANDLET, [VPC] X

Z1—TVPC®ID %EIRL, [Yes, Create] 20 UY I LET,

e. HIFEERLWebServerSGEFIVT A TI—T2BIRLET, HERAIVICE, £F2
DFA4TIN—=TICETRIBERORTE, 41NV RIL=ILBROETINNTY RIL=IL &R
EIT2EOORTHFHYET,

f.  [Inbound] 27T, XDOFIEERTLET,

a0 op

+ [Create a new rule] J AN T HTTP Zi#IRL . [Source] 7 0.0.0.0/0 THB & &R
<. [AddRule] 22Uy I LET,

* [Create anewrule] 'J A KA S HTTPS ZiEIR L., [Source] #70.0.0.0/0 THB Z & z2HER
LT, [AddRule] 22 UY U L&Y,

+ [Create a new rule] 'J A T SSH ( Linux ®3FE ) I ROP ( Windows DIFE ) Zi&RL
=7, [Source] RY IART., XY RIT—20ONTUY 2 IPFRLABEEEEL. [Add
Rule] 22Uy UOLET (COF7 RLAEERZHANSHVWEEEF, 0.0.0.0/0 ZFEALTT
ARNTRENTEET, 7OFV23 TR, 1 VARVANODTILAEBED IPT
RLAFLERGTZ RLABEOKICHFALET ).

u/ Tip

BEBRDOAHET Linux 1 AR AE Windows 1 VAR AN A EEFERE N
TVWBEEEF. SSHE LT RDP ORAICHLTT IV AEZEBMTEET,

- [Apply Rule Changes] 22 )Y oL, TOAZNI RIL—IZEALET,

@ Security Group: WebServerSG

Details Inbound* Outbound Tags

Create a Custom TCP rule -

new rule:

Port range: 80 (HTTP) 0.0.0.0/0 Delete
(e.g., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0 22 (55H) 192.0.2.0/24 Delete
(e.g., 192.168.2.0/24, sg-47ad482e, or 3389 (RDP) 192.0.2.0/24 Delete

1234567890/default)
| Add Rule|

Your changes have not been applied yet.

Apply Rule Changesl

g. [Outbound] 7T, IXTOTIRNNTIURRNS T4V IOEBAMCTETF72INIL—I%
B#EL. [Delete] 20 1) Y 2L T, [Apply Rule Changes] #0UY Y L%ET,
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@ Security Group: WebServerSG
Details Inbound Outbound Tags
Create a Custom TCP rule -
new rule:

Port range: ALL 0.0.0.0/0 Delete
(e.q., 80 or 49152-65535)

Destination: 0.0.0.0/0
(e.g., 192.168.2.0/24, sg-47ad482e, or
1234567890/default)

|¢]: Add Rule

Apply Rule E:hanges|

VPCHIZA VAR AZRBET S:

a.

f.

g.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

A v 17R— RT, [Launch Instance] R %V UV I LET,

[Create a New Instance] RX—2> T [Quick Launch Wizard] %3i#3R L. [Continue] 22 Y YL
T VAHF—ROBRIZCLENF >TRELET, 1VARXVADBRZIBEL. -7,
AMI O JEIZZEIRL ., [Continue] 20U Y I LET,

[Edit Details] 2% ') ¥ U L& ¥, [Instance Details] T [Launchintoa VPC] #3&RL, H7 %Y
NZEIBEL £, [Security Settings] T, FIE2 THERLEEFIVFT 4TI —T%BRLE
¥, WebServer SG

(A72ar)F7FIRTR. F7FILMTEBEVVPC ICEBEBTEIA AR ALK, N
TUYOIPTRLABEIYHETSNERA, 1 VARV ANDEREAREICTIICR. 22
TNTVYOIPTRLAZEVYYTRZLE, ElasticP7RLARZT7OT—KL., 1 2VAX
VABBRICENESAAZRVAICEHTREETEET, BRETNTUYIIPTR
L A%E|V) Y TBICIE, [Advanced Details] IC#d& . [Assign Public IP] F T Y URY 9 AN F
B2 TVWBREEERLET,

i Note

NTVYTIPTRLAR, FNAARALUTYIAN ethO B2 TVWHE—OFHL L
ZYRND=IAVB—=—TIARIZLAE L TR LRETELEBA, FHMICOVWT
&, TEEBFONTVYIIPTRLADEIVHT (p. 102)1 #SRLTLKEE W,

[Save Details] 22U Y L&Y,
BRULEBREZRIELET, DEICDSUTEREZZEL, [Launch) ZV UYL ET,

FIE3DHFTAVARVAIINT VYV IPTRLAZEETRD 2IBE, A VARV AILE
MIB_ERTEEEA, ElasticP T RLAZA VARV AIZEIVEHTS,

~0o o0 oo

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—>32RA2 T [ElasticIPs] 20U Y I LET,

[Allocate New Address] RR &)Y I LET,

[EIP used in] W ANT VPC ZEIR L, [Yes, Allocate] 20Uy ILET,

I)ANT ElasticIP 7 RL A%3&R L, [Associate Address] RZ>&Z IV ILET,

[Associate Address] ¥4 FTAJRY VAT, PRLAZBEMRTDA VAR AZEIRL,
[Yes, Associate] 201 )Y VL&,
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CNT, VPCOA VARV AILERMTED RS ICBRYEL L, Linux A VARV AICERTAHEICD
WTI&. TAmazon Elastic Compute Cloud User Guides ® Connect to Your Linux Instance 228 L T
<EEL, Windows 4 VAR AILERHRT B HFEICDODVWTE. "Amazon Elastic Compute Cloud
Microsoft Windows Guides @ Connect to Your Windows Instance ZZ8BL T E&E L),
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SFVF2LNT VY OB TRYRNETSAR—RNFTRY
~N#&#D VPC

SFVFA2ZNTVYIOHTRY NETTAR—KN
7%y N%Z2#EDVPC

CZOTFIAOREICE. NTVYIOHTRY NETSAR—RKNYT XY K% Virtual Private Cloud
(VPC)NEENET, cO>FUFE, NTVYDILET I EATERWNY VI RY—N—%#
BLANS, NTVYORBRDITFIITr—23> 8279288 C88HLET. —BRASHELT
& NTUYIOHTRYRDODITH—N—ETSAR—RGTRY NOF—ER—AY—N—%#>D
SHBOIVITHA NFEFOIINET, JITH-—N—HFF—ER—AY—NN—EBETEDLSIC.
EXFIVFAEN—TFTAVTEEBETEET,

NTVYOHTZIYNDAVARYARAVE—ZY R SEBEA VNI RIS T AV IV ERETE
TFIHN, T7TAR—RYTRYRNDA VAV AR NN TET A, o, NTUYIHTRY RO
AVABVARTIRNNIVRRZTAV IO REBRA 2V EZ—FY NIEBTERTY, 774 R—KY
TEZYRNDAVARVARTEELE A, RDYIC, TTAR—NFTRXYNDA VARV AR, N7
Y OHTZY NRICRETEDRY RD—OF RLAZEHR (NAT ) A VARV RAEFERALT, 18—
XY NITIEATERT,

Topics
« FUFA 2 DERE (p. 16)
s DFVA2OERIVKR—FT N (p. 17)
s FUF20IIN—FT 12T (p. 18)
s FUA2OEFIIT A (p. 19)
o FUF2HEREETS (p. 25)

>FUF 2 DEE

RORE, COZFVAOREICEELRIVAR—RVRERLTVWET,
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198)51.100.1 (§IP) 10.0.0.5
198/51.100.2 (§IP) 10.0.0.6 J 10.0.0.0/16 local
198)51.100.3 (§IP) 10.0.0.7 |

N
i Custom Route Table

Destination Target

0.0.0.0/0 igw-id |
NAT Instance {

10.0.0.8
198.51.100.4 (EIF)

¢ o

/_ﬂ ~fouter | Internet| Gateway

Web Servers

Subnet 1
10.0.0.0/24

10.0.1.5
10.0.1.6
10.0.1.7 Main Route Table
Database Destination Target
Servers i
Subnet 2 10.0.0.0/16 Iocal
10.0.1.0/24
\_ 0.0.1.0/ |

0.00.0/0  pat-instance-id |

VPC1
10.0.0.0/16

Region

SFTVF2QEEIDR—FT K

ROUARTR, COZFIVAORERTRENTVWRIEERIDDR—XV MIDOVWTHALET,

%4 X/16 ( Y>> 7 )L CIDR: 10.0.0.0/16 ) ® Virtual Private Cloud ( VPC ) . 65,536 D75 4 X—
NIP7RLAZEHLET,

H 4 X124 (B> 7 )L CIDR:10.0.0.0/24 ) DINT VY OB TRV K, 256 DT T4 R—KNIPF RL
AZRHBLET,

YA X224 (H 7 )L CIDR:10.0.1.0/24 ) DT TZAR—RYTZY K, 256 BDT T A R—KNIPT R
LAZRHLET,

AVE—FXYNTF—KJIA, VPCEAE—FY N, LT Amazon Simple Storage Service
(Amazon S3 ) R EDMD AWS H—ERICEHRELET,

H7XxY NEROTSAR—KNIPT7RLZA (#:10.0.05, 10.01.5) 2FE D24 AEZV R, TDA
VABRVAN VPC HTHEIL, BLVMBOA VARV AEBETEDLSICLET. NTUY oY
TZYRNDA VARV AIZE ElasticlP 7 RL A ( $1:198.51.100.1 ) AfEEN, 1V EZ—FY KHS
EFDAVAB VAT OEATERRSICLET, TTAR—KNGTRXYRNDA VARV ARG, 41~
BR—ZY NDSOBENT T4V VEZHTRBIMEN BVWNYIIY RY—N—TTF, L. NAT
AVABZVAEFERALT, VDOIARNEAVR—Y NIEETEERT (ROEREEZSR) .,
MBE®Elastic P 7 RLAZFODRY NT—UOF RLAZERE (NAT) 1 VARV R, T7TA4AR—KNY
TEYRNDAVARVAN, VITARNEA 2V R—FY NMIEETEDKRSICLET (HYTRTT
TOT7Y7T7F—rA),

NTVYIHTZY NCEEFRTSNTVWEHRZRLL—RNTF—T e COIL—RF=TILIZEK, ¥
TEYRNDA VAR AN VPCHDMDA VAR AEBETEDXSICTII NIE, BT XY
ROAVABRY AN AV Z—%Y NEBEEBETEDLSICTRIVNIUNEEFNET,
TSAR—MTZY NCBEENFHFSNTVWBXAVIIL—KF—T ), SOL—hTF—TILICE, ¥
TRYBNDADV ARV AN VPCHDDA VAR AEBETEDLSICIBI ML, HTRY
RDAVAZYAN NAT A VARV ABENLTA U E—RY REBETEDLSICTDIINUN
EENET,
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H7ZY NOBEMICOVWTIE, "WVPCEHTERY K (p.52)1 8K TVPCOHIP T RL AIEE (p.101)
EZRLUTKEEV, /A VF—XYRNTF—RNIJIAOFBIZOVWTR, "M E2—FYRNT—hrTJIA
ZVPCIZEBMT 2 (p.117)) ZBULTLKEE LV, NATOFEFMBICOWTIE, "NATA 2 AZ A (p.122),4
ESRBLTLSEEL,

u/ Tip
TOFELTEETIRAT—N—FENTVYIOHTZRY NCERETDE, TSAR—KY
TRYRTAVARVAZEBRTDDICRIEET, flxE,. NTUVYUHTEXY NTSSH
R—=RT7F—D—REEELERDP S —R I I/ ZREL, CEHEOXRY ND—Uh5F—
BAR—=AF—=N—ICAAD R NZT74 v 02 TOFTEET,

S>FIF2ON—TFT 12T

VPC ICRRBETHEBIL—R—HFHVET (ZOZFIFORERESR ). COZFUFTR, VPC
TVAH—RIZEP2T, TTAR—KMGTRY RTEAENBIXAVIIL—RT—TILEEFHFL., HARL
L=hT=T7L=ERLTNT VY OHTZY NCEERITET, ChefThaWEERE,. ZHET
LW—hT—7 I ZEHBL. BERITIRENFHYET,

COIFIATR, EHTXRYRNDPS AWS ICEAANS (HAE. Amazon EC2 iz ld Amazon S3 T
RRAZKNCEAAD ) IXNTDORZTAVIN, AVE—FXY N —KRIIAZNLTRAET., 7'
AR—RNGFTZY ROF—ER—AY—/N\—IC Elastic P 7 RLAXN B ELA, LEN 2T, 1~
B—ZXYKNASORTTAVIERBEESTMS LR TEELA, EEL. NTUYIHTRY KT

NAT AV ABVAZERTNE, TF—EIR—AY—N—TA U E—FYBNNTT 1Y I REZETE

£9,

BNOYTZY NBERLEEE, TOYTXYRNETFTAILRNTAA VI RNT—T I 2ERALE
To DFY, FTALRNTRTFAR—NYTRYNTT, YTXYRNENTVUYIICTRHRENHS
BE. BERFTSATVWAIL—RT—TIBVOTEEETEET,

LToRE, COZFIFADOIL—RT—TILERLTVET,
XAVN—=rT=T)

178, VPCOO—ANIL—FAVIDIVRNIERLTVWET, COIRJIZ&2T, VPCH
DAVARVANHEICBEETESDLSICAYET, 27ER. HOITXTOBTZYRNRNT T4V Y
ENATA VARV AICEEITDI NI ERLTVET, Child, AWSICK>TEIWH TS hiE&EE
F(RYNI—=D94A42R—T I A Aeni-1a2b3cad. 1 AR Ai-1a2b3cad K& ) #FERL THE
EENET,

EE % =Y N
10.0.0.0/ 16 a—Al
0.0.0.0/0 €Ni-XXXXXXXX [ i-XXXXXXXX

AARLIL—RT—=T)

178, VPCOO—ANL—FT 42 TOI M) ERLTVET, cOIVRMJICK2T, ZDOVPC
ROA VAR AN HEICBETED&SICBNET. 27BR, HOITRTOHTRYRNRS T4
DB, AVE—RYRNF—RIIAENLTAVE—FYNIIL—FT 420D ITRN)ERLTVWE
T, Chid, AWSICE > TEYHTShAERBTF (i gw 1a2b3d4d B E ) #FEAL TEEEhET,
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HEE% B—=TY K
10.0.0.0/ 16 a—Al
0.0.0.0/0 I gW-XXXXXXXX

>F)F20EFIVTA

AWS provides two features that you can use to increase security in your VPC: security groups and network
ACLs. Both features enable you to control the inbound and outbound traffic for your instances, but security
groups work at the instance level, while network ACLs work at the subnet level. Security groups alone
can meet the needs of many VPC users. However, some VPC users decide to use both security groups
and network ACLs to take advantage of the additional layer of security that network ACLs provide. For
more information about security groups and network ACLs and how they differ, see VPC Otz 1 1)
T4 (p. 68).

SFUA2TR, EF1IVFTAJIIN—TEEALET, FY NT—T ACLRIEALEEA,
HEEFIUTATI—T

VPC ICAEENTVWAT7ALNOEFIVTATIL—TOMBRETRE, IXTOA NIV RE
Z714VONEREN, IXTOTIRNNTURINZ 714908, TOTIL—TICENHTSATVS
AVARVABODIRTDORNZ 74V INFFAEIET, 1 VARV AZRBIDEECEFIVT A
TIN—TEZEELBVE, TOAVARVART 7L RNOEF I VT AT —TICEBNICEYHT
5nhFET,

COZFIATR, TF7FNRNOEFIVFTATN—TZEETHOTREEL, ATOEF1VFT 1Y
W—TZERTDEZHEBOLET,

+ WebServerSG-N7 VY OHTXY NOTITH—N—DEE
« NATSG-NTUYIHTZY RO NAT A VAR ADBE
« DBServerSG-7SAR—RNYFTRY NOF—ER—AH—N—0DHEE

EFIVTFATIN—T LB ETSNIEA VARV ADH T ZY NERZ TS, ZEL, 2OZFUF
TR, BEFIVTATIN—THA AR AOREOBREICHBLTHEY, REZEILLAARVA
ARBEOYTRY NCBEBHTIAERY EFRA, LEAN 2T, 2OZFUATR, 120EF21UFT4
IN—=TCBVETSNIEA VARV ARINRT, BUHTZRY MCBLTLET,

VPCOF7 AN ROEFIVTATIL=T1CEF, BVLETShESA VAR AN BEICEETS L
ZHEBNICHETITZIL—IINBYNET, BRI EFI1VTFATIN—T2FERATZEZIZVPCHOA A
BAABTEFOEBEOBEEHFAUTAICE., EX1UF AT I)L—FICUTOLS &)L —)L&BINT S %
ENFHVIET,

A2INTUR
EERT AN | AR—KEE IXTbH
tF21VF4T)L—=T70ID INT INXT COEFIVTATIL-TICEY

TOSNEHDA ARV ANSDA
YINTYRRNZ T4V JEFATS
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WebServerSG. NATSG. 8 KU DBServerSGtF1)5F 144
N—T%ERTS

WebServerSGEF1UF 15 )—7DBServerSGEF 1 UF 1 T IL—TREVICSBEBLES DT,
IL=ILZBIMTDHEIC, COFUATHRERITNTOEFIVFATIN—T2ERLET,

WebServerSG, NATSG, & & DBServerSG X1 UF 1 FI)—T#ERTZIZF

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 a2 RA 2T [Security Groups] 2V Y O LE T,

[Create Security Group] RZ>Z 0 UY O LET,

[Create Security Group] F A4 FAJRY VAT, EX¥1UTFT1JI)L—78EL T WbServer SG%

EBEL, SHBAEADLET, [VPC]UARTVPC @ ID %#5&IRL . [Yes, Create] T UV UL X

ED

B E [Create Security Group] RZ> &2 ) Y O L&ET,

6. [Create Security Group] X4 FAJRY VAT, EFXx1UT4JIL—TRBELTNATSGEEREL .
HBEADLET, [VPC]UAKNTVPC M ID Zi#IRL, [Yes, Create] 2V U Y VL ET,

7. B[ [Create Security Group] RZ>Z 0V Y U LET,

8. [Create Security Group] ¥4 7OJRY VAT, #F¥1UFT14J)L—7E& &L T DBServer SG%&

EEL, BHEANLES, [VPC]UARTVPC O ID #BIR L. [Yes, Create] 87U Y 7 L%

ED

e n

o

ROED232TR, FEFIVFTATL—TOHRIL—-ILE, TOIL—ILEZEMTZHECOVTEH
BHLET,

JL—)L%Z WebServerSG ¥ 21 UF 4 J)L—7Z1BINT S

WebServerSGEF 21 UF 4 JI—Tk, NTVY OB TRYRNRIZDITH—N—%2BETHEZIC
EETRDEFIVTAIIL—TTT, ROXRTE., COEFIVFTATIN—TOHEIL—ILICDOVTEH
BALET. COIL—NIc&KY, DITH—N—HNAUEB—ZY NS T4vORZELEY, ZRAD
XYRIT—INSSSHELKRDP RS 74V I EZELEYTEET, £, TOIVITH—/N—
&, T7SAR—RMNYTZRY ROF—ER—AY—/N—ADFRHIAAZB LVEEZAKV VT ANEEEBT
BIEELTEEY, VITH—N—HFTIONNIREEERBLEVED, FT7AILNOTIRNND
2 RIL=ILIGHEIBRE NE T,

WebServerSG: #2)L—)L

Y PZAPPAN

EET ZO0R3)L AR—NEE OXVK

0.0.0.0/0 TCP 80 FEEOERASTITH—N—0D
AVINT RHTTP 7O A %A
g%

0.0.0.0/0 TCP 443 FEEOBHRASTITH—N—D
AN RHTTPS 7o £ A%
)

XY RNID—=ODONTVUYUIPF | TCP 22 ZYRNI—IHSLnuxA ARV A

RL AgiF ANDAVINTVRSSHT V1A (1
VE—FXYRNF—KNIDIAEH)%E
Gl )
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XY KND—=OONT VY IIPT  TCP 3389 XY ND—OH S Windows 122 AR

RL A&iF DANDA NI RRDPT7OEA
(AVB—FYRNTF—RJIA(H)
ZHATS

TIORNTUR

EEL ZOR3J)  AR—RER | OX2 K

DBServerSG ¥ a1 U514 TCP 1433 DBServerSG ICEIV) HTosnhiT—

IL—7®ID BR—AHF—N—ADOTFTINNT>
R Microsoft SQL Server 7 7t A%
Bl )

DBServerSG ¥ a1 U514 TCP 3306 DBServerSG ICEIV) HToanh 77—

IL—7®ID BR—AH—N—ADOTFTINNT>

RMySQL 7Vt A%ZHAIT 2

e 2 Note

TJIN—TICESSHT7 VEAERDP 7O ADHA. & KT Microsoft SQL Server 7 V2R &
MySQL 7V EAOEANFEENET. COBEE. Linux (SSH B &Y MySQL ) £k &
Windows ( RDP & &k T Microsoft SQL Server ) IR T2 IIL—ILO&THAAELNELE A,

JL—IL% WebServerSG X1 UF 4 FI—TICEMTBICIE

1. 1ER LU = WebServerSGtEF1UT 4 TII—T7%2BIRLET, FHlRAIIZ, EF2UT1T)—
TOFME, AN RIL=IABRCTIRNIRIL=INERETDEHODRTHFRREENSE
T,

2. RIZRTEKSIZ, [Inbound] ZT&ZFEALT, A1 ONTURIZ T4V IDIL—ILZEBMLET,

a. [Create anewrule] JAKNTHITP ZiEIRL FF, [Source] #"0.0.0.0/0 TH3 & EFHR
L. [AddRule] 291 Y 2 L¥%9, [Apply Rules Changes] RZ A" BT, "Your changes
have notbeen appliedyet" E WS THEFRARARRENTVET, 1 VNIV RRNFT714YDIC
U THERIL—ILEITXNTEMLES, [ApplyRuleChanges] 221y 2L TIL—IL&EM
L&Y,

b. [Createanewrule] JAKAS HTTPS Zi#IRL E£F, [Source] #°0.0.0.0/0 TH>D_ & &
L. [AddRule] 20 UY U L&,

c. [Createanewrule] JARAS SSHEBIRL ETF, [Source] RY VAT, XY NI—IDONT
Dy JIPF7RLAEH (ZOHITIE192.0.2.0/24 26H ) £ EEL. [AddRule] 2o U Y
ILFET,

d. [Createanewrule] JAKAS RDPZZBIRLE T, [Source] RY VAT, XY NT—IDO/NT
Dy IPEREEZEEL, [AddRule] 29U Y I LET,

e. [Apply Rule Changes] #2 Y L&Y,
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@ Security Group: WebServerSG

| Details | Inbound* | Outbound || Tags |

Create a Custam TCP rule - Tcp

new rule: Port (Service) Source Action

Port range: 80 (HTTP) 0.0.0.0/0 Delete
(e.g., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0 22 (SSH) 192.0.2.0/24 Delete
E‘Z-gi%éggbluf%-;ﬂi;ﬂ TR, 3389 (RDP) 192.0.2.0/24 Delete

Your changes have not been applied yet.

Apply Rule Changes

RIZRT&SIZ, [Outbound] R7ZERAL T, PORNNIVRRNZ 74y o0)L—)LzE&mMLF

EE

a.

FTRTCOTINNIVRRNTG 74V ORBRMIITHTT7AILMDI—)LZER DI, [Delete]
2)vOLET,

[Create anew rule] JAKNT M5 SQL Zi#IRL £F, [Destination] R Y 2 AT, DBServerSG
EF21VUF4JILN—7DIDZEEL., [AddRule] 2OV Y ILET,

[Create anewrule] J AN T MySQL Zi1&IRL £, [Destination] RY 2 AT, DBServerSG &
F1UF4JI)N—7DOIDZEEL, [AddRule] 27U Y I L&,

[Apply Rule Changes] 27 Y L&Y,

@ Security Group: WebServerSG

| Details || Inbound | Outbound* | Tags |

Create a Custom TCP rule - ALL
new rule: Port (Service) Destination Action
Port range: Ak £8-0-0-6/0 Undelete
(e.q., 80 or 49152-65535) TCP
Destination: 0.0.0.0/0 Port (Service) Destination Action
(e.g., 192.168.2.0/24, =g-47ad482e, or 80 (HTTP) 0.0.0.0/0 Delete
1234567890/default)
443 (HTTPS) 0.0.0.0/0 Delete
o8 Add Rule
1433 (MS SQL) sg-1a2b3c4d Delete
Your changes have not been applied yet. 3306 (MYSQL) sg-1a2b3c4d Delete

Apply Rule Changes

IL—=I)LZ& NATSG EFx 1 UF 14 JI)—7CEMT S

NATSG EF 21 UFTAJIIN—T"&. NTVYIHTRY MNAICNAT A VARV AZRETDEEICE
ET2EF1VUTATIN—TTT, ROXTRE., COEF1UTATIN—TOHEIL—ILIZOWVWTHA
LET. COL—LIEEY, NATA VARV AN T FAR—RNYTRY ROA VARV AN S4B —
XYREBTORNZ T4V I022FELEY, CRAORY NT—UHAS SSHELEERDP K57 1Y 75
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ERELEYTEERT, & NATAV ARV AR, XY RND—VICRNT T4V O EEBETRES
TEEY, ChiZkY, TTAR—RNYTRYNDA VARV AN YT RNIITEHEZMETEERT,

NATSG: #2%)L—)L

A2INIR

REET ZO0R3)L R—REE | OX2B

10.0.1.0/24 TCP 80 TSAR—RNYTRY NOF—ER—
A —N—A504 /N> RHTTP
RST74v 05T

10.0.1.0/24 TCP 443 TSAR—RNYTRY NOTF—ER—
AH—=N—PDE50OL/INTUR
HTTPS RS 7 1Y V%A TS

XY RNID—=UONT VY UIPT | TCP 22 ZYRIT—OAENATA VARV A

RL AEH ADA VNI RSSHTOER (A
VEBR—FXYNF—KNDIABH) %
Gl )

TIONNDR

EET ZO0R3) R—REE | OX2 b

0.0.0.0/0 TCP 80 LB —ZY RADOTIRNNTIUR

HTTP7 O €A (A2 Z—%Y N —
hOTAiEH) ZFFATTD

0.0.0.0/0 TCP 443 AVE=RY MOTINNTUR
HTTPS 7O A (122 =% Y K
T=hUIA(8H)ZFTITD

WRIL—ILZNATSG X1 UTAJIL—TICEBMT R IC1E

1. #EERUENATSGEF21VT A TJIN—T2BRLET, FHERAIVIC, EF2UT1TIL—T0F
e, AONTURIL=ILBEETINNT Y RIL—INEZRETDIEDDRTHNIRRENET,
2. RIZERTKRSIZ, [Inbound] R7EZFEAL T, ANV RRZ T4 IDIL—)ILZBMLET,

a. [Createanewrule] JANTHITP Zi#IRL £9, [Source] RY VAT, TTAR—K HFT XY
RO IP7RLAZEEZEEL., [AddRule] 29U Y I LET,

b. [Createanewrule] JANTHITPS #iZIRL £, [Source] RY VAT, T7TAR—KYT
ZXYRNDIPT7RLAZEEZEEL, [AddRule] 20y Y LET,

c. [Createanewrule] JAKNT SSHERBIRLETF, [Source] RY VAT, XY NIT—UD/INT
Dy IPF7RLAZEEZIEEL, [AddRule] 22U Y I LET,

d. [Apply Rule Changes] 22 1JY L&Y,

3. [Outbound] 27T, SXTOTIMNIURRS T4V IEBMMITETIAILRNIL—ILERR
L. [Delete] 2271 v 2L T, [Apply Rule Changes] 22 JY L&Y,

4. RIZERTKSIZ, [Outbound] Z7EFERAL T, PTORNNIURRNZ 74y IDIL—)E2EBMLE
EP

a. INTOFTINNIVRINZTAVIEZBMCITZDTT7AILRNDOIL—ILZERDT, [Delete] &
2UvOLET,
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b. [Create a new rule] JARA S HTTP Zi&IRL £, [Destination] A" 0.0.0.0/0 THBd &
ZHEERL. [AddRule] 22U YU LEY,

c. [Createanewrule] 'JAKNTHITPS Zi&IRL £, [Destination] #*0.0.0.0/0 THA_ L%
#L. [AddRule] £2UY 2 LET,

d. [Apply Rule Changes] 20U Y L&Y,

JL—)L% DBServerSG ¥ 21T 14 JI)—7ICEBMT S

DBServerSGEF1UF A JIN—T &, T7TAR— Y TRY NRIZF—ER—AY—N—%ZBEH TS
EEILEBETDEX1VTAIIN—TTF, KOXRTR, ZOEF1UT1TIL—T0#E)L—IICD
WTHBLET, COL—IIICZKY, JITH—N—HS50HHIAEBELFEEIAKZTF—EIR—AUY
TARNFHFAECIET, T, 1 VF—XYVMORNTTAYVIZRBRTBEETERT (IL—K
FT=TILk. TORZTAYIENATAVRAEVAILEEL, TOR, A1V E2—FXY KNS —KDIA
ENLTAVE—FY NCEBELET ),

DBServerSG: #%2)L—)L

AT R

EETT ORI |AR—KEE | OX K

WebServerSG ¥ 211544 | TCP 1433 DBServerSG ICE|V) ¥TshikT—

L—7® D BR—AH—/\—AD,
WebServerSG IZE|Y) HTosnhikDT
7' H#—/)Y—® Microsoft SQL Server
TFOEREHFTTS

WebServerSG ¥211U5 4% | TCP 3306 DBServerSG ICE|V) ¥Ts T —

L—7® D BR—AH—/\—A D,

WebServerSGICE|IVW HTsnio T
TH—N—0OMySQLT V£ A%ZERFT

EE)
TIORNDZR
EELR ORI R—bEE IXrb
0.0.0.0/0 TCP 80 A2VB—=FY MADOTIRNNTUR

HTTP 722X (Hl: Y7 RNIITD
TY7F—KA) 2HFTTS

0.0.0.0/0 TCP 443 A=Y RADTINNTUR
HTTPS 7O tA (Hl: V78D 7T
OTYTF—RE) ZHTTS

#2E)L—)L% DBServerSG EF 1V F 4 JI—7IZBMT S I

1. {EE L /= DBServerSG ¥ 1T 1 JIN—72BIRLET, FHlRI I, EF2VTFT1T)—
TOEHE, AVNIDVRIL=ABRETINNTIVRIL=IILNEBETDLOORTHFRRENE
ED

2. [Inbound] 27 T. [Create anewrule] JAKRAS M5 SQ Zi&EIRL £, [Source] RY I AT,
WebServerSG ¥ 21U F 4 J)—70 ID #3EEL., [AddRule] 22U Y VL%,

3. [Inbound] 27 T, [Create anewrule] JAKAS WSQ ZiBIRL £ T, [Source] RY VAT,
WebServerSG ¥ 21U F 4 J)—70 ID #3EEL., [AddRule] 22U Y U LET,

API Version 2013-02-01
24



Amazon Virtual Private Cloud 1—%'—# 4 R
SFUA2BERETD

4. [Apply Rule Changes] #2Y 9L %E¥,
5. RICRTESIZ, [Outbound] Z7ZFEALT, FORNIVYRRZ 74y o0 —)LEEBMLE
ED

a IXTOTINNIVRINS T4V IOZBMCITBT72ILMDIL—ILZERDF. [Delete] &
JUYIOLEY,

b. [Create anewrule] JAKNA S HTTP Zi#IR L £9, [Destination] A" 0.0.0.0/0 THBD &
ZREL. [AddRule] 89U Y I LET,

c. [Createanewrule] 'JANTHITPS Zi#IRL £9, [Destination] 5*0.0.0.0/0 THD &%
L. [AddRule] 20U Y U LET,
d. [Apply Rule Changes] #2Y L&Y,

> ==
3T )A2%ZERKTD

ROTOERACLEN 2T, VPCIIH—REFRALTIFUF 222X LET,
VPC DAY —REGFALTSFIA2EEZETBICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FES—23>ARA2T[VPC Dashboard] 27 Y VI LET,

3. A'v < 1R— RO [Your Virtual Private Cloud] 81 T, [Get started creatinga VPC] 22 v U L
£¥9, VPC UY—ANBWEERE. [Start VPC Wizard] 22 Y VL&Y,

4. 2 DEH®OFAF> 3> [VPC with Public and Private Subnets] Z3&3RL ., [Continue] 22 Yy UL &
EP

Create an Amazon Virtual Private Cloud Cancal %

Select a VPC configuration below:

' WPC with a Single Public Subnet Only

r instance N in a private, isclated section of the AWS cloud with direct Internet
L. Neby e Asmazon 53, EC2,
SimpleDB, RDS

@ VPC with Public and Private Subnets
In additior taining & | subnet. this canfigurat

a7z

Private
Subnet

' WPC with Public and Private Subnets and Hardware VPN
AcCCess
£ VPC

VPC with a Private Subnet Only and Hardware VPN Access Creates: 3 /16 n
) Public subnet inst

Continue

5. MER—ISTRHEERLET, HYBICISUTHERELZEL, [Create VPC] 2TV U Y UL T,
VPC, Y7ZRY N, /2B —YKNF—RDIA, BXTI—F—TIEERL, NTUY I
TZYRNRHICNAT A VAR AEZRBBLET,
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VPC A H—RIFE, NATA VARV AZRBELIZEEIC, VPCOTFT7 AL MOEFIVFTATI—7
ZEALELE. CONATA VARV AR, NATSG X1 UT A JIL—TICHER TR XENHY)
£,

NAT A 2 ARVADEFIVTATIN—TZ2EEITDICE

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. FET—2 3> R4 T [Network Interfaces] 7Y I LET,

3. UARASNATAZVABRYADRY ND—DUA428—7 T4 A%ERL. [Actions] JAKNT
[Change Security Groups] ZiZRL £7,

4. [Change Security Groups] ¥4 7OJRY AT, ERLAENATSG X1 UFATI—=T"( T2
FUF2DEFIIT 4 (p. 19)1 S8 ) % [Security Groups] 'V AKH Si#IRL . [Save] &Y
Dy oLET,
Change Security Groups Cancal |
Network Interface: eni-ce563da7?
Security Groups: s?-8d8b9?91 - DBSenversG -
g-8c8b37el - NATSG
5g-b38baT7df - WebServerSG
5g-a98b97ch - default -

(Selected groups: sg-8cB8b97e0)

Cancel Save

VPCHICA VARV AZERETEXRT, VPCATODA VAR ADBEBIZOVTEICI<SDA>TV
%58, VPCHANDA VARV ADORBEICEL THERBEREABEETETVET,

AVARVAZRBTRICE (VI TH—N—FERTF—ER—AH—/N—)

1. WebServerSG8H LU DBServerSGEF 1V T4 I —T2FFERL TV EVEEIFERLET
("oFUF20EFI)TA (p.19)1 ZSB ), cOEFIVFTATI—TOVWThhrE, A
VAR AORBEEICEELET,

2. Classic V41— REZEBHLET,

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. #'vZ 1R—RT [Launch Instance] R ZE I VY ILET,
c. [CreateaNew Instance] R—< T, [Classic Wizard] Z3&3iRL ., [ContinuelZ T U Y I LET,

3. [CHOOSE AN AMI] R—2 ® [Quick Start] 712, Amazon XA X—2 (AMI) ERIEFNZE
THBEREDVARNFRRENE T, FHTDAMI ZRIRL, [Select] RREIUYILET,

4. [INSTANCE DETAILS] R—2 0 [Launch Instances] T, 1 VAR AERE T H T XY N &&
RUET, HIZE. NTUYOBTRYRNRNICTDITH—N—%EEL, 77/ R— FTZY K
RICTF—BER—AY—N—%2EBELET, COR—DOMBOFTFIILRNORERFZTOERICLT,
[Continue] 22U Y JL&ET,

® Launch Instances
EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are

commonly large fixed costs into much smaller variable costs.
Launch into: © EC2 @ VPC

Subnet: subnet-c9663da0 (10.0.0.0/24) us-west-2c «» 250 available IP addresses
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5.

(#7232 ) F72LRTRE, F7AILRNTREVHTZRY NRICEBEB TR A AX AR, N
TUYIIPTRLAZZEFELERA, I VAV ANOEREARICTRICE, ZCTNTUY
JIPP7RLAZEVETSH LS, ElastclP7 RLAZ7OT—KL, 1 2ARAZABHRICT
NEAVARVAILEETHEETERT, BEBTNTUY I IPTRLAZEINEHTSIC
(&, 2%HE @ [INSTANCE DETAILS] R—= @ [Number of Network Interfaces] 222 3 > T, [Assign
PublicIP] FI v OKRY VR&EFICL, [Continuel 7)Y ILET,

i Note

NTUYTIPFTRLARK, FNAARATFYIAN ethO ICB2>TVWBDE—OFHLWERY
RD)—OAB—TIAARICULHAEE TR ERTEERA, HFHICOVTE., TiEH
FONT VYT IPTRLADEI) KT (p. 102)1 #BRLTLEEL,

RICKRRENS [INSTANCE DETALSI R—DTF 7 AN NOBREZFERATSICE, EXR—DT
[Continuel 2O )Y V92 TY,

[CREATE AKEY PAIR] R—T T, EREZEADEEFEOF—RTHSBIRTZH, V14— ROEBER
CUEM>THLOVWF—RTZERLET,

[Configure Firewalll| R—2 T, 4 Y AZVAOEF1UF 4TI —T%#BRL (VT H—NN—0
HE 1 WebServer SG. TF—ZR—AH—/N\—N154 & DBServer SG) . [Continue] 22 U Y UL
£7,

HREEBRLET, BRULAABRTRITNEE, [Launch) 29U Y UL ET,

FI@5 TNTIYIIPTRLAZBAVAZAILENHTTOWEVWEE, AV ARXRANOERKERT
AEETT. WTUYIHTZYRNDAVAZRVAILTI9EARATBICIE., TOA 2 AR AIZ Elastic IP
TRLAZE)UTTBSKBENHBYET,

To allocate an Elastic IP address and assign it to an instance

o0 s wbh=

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Click Elastic IPs in the navigation pane.

Click the Allocate New Address button.

In the Allocate New Address dialog box, in the EIP used in list, select VPC, and then click Yes, Allocate.
Select the Elastic IP address from the list, and then click the Associate Address button.

In the Associate Address dialog box, select the network interface or instance. Select the address to
associate the Elastic IP address with from the corresponding Private IP Address list, and then click
Yes, Associate.

CNT, VPCOA VARV AILERTED RSB KL, Linux I VAR AILERTBDHEICO
WTl&. TAmazon Elastic Compute Cloud User Guides @ Connect to Your Linux Instance 228 L T
<EEV, Windows 1 VARV AIILERHKTBHEICDOVWTIE. "TAmazon Elastic Compute Cloud
Microsoft Windows Guides @ Connect to Your Windows Instance Z2B L T &L\,
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SFUAINTIYIOHTRYRNETSAR—KN YT ZRY
N, BKOP/N—RIJITF7 VPN 7O EA%%ED VPC

SFVAINTVYIOHTRY NETTAR—K
H7ZY RN, BKTE/N—RIDIFTVPNTIEA%
> VPC

COIFVADOHREICFK, NTVYIOHTRY NETSAR—KYT %Y N%&E$ED Virtual Private Cloud
(VPC), 8LV IPsec VPN R R ZNLEHBEORY RDO—VENBEEZEMCTZRET S A
R=KRTF—=NIIAHFEENET, COZFUHERE, XY RND—UZIFTIRIZHIERL, €512, VPC
DPEAUE—ZY NCEET IV ELATEIUENHIHEEICHEBMOLET, COFTIAZFERATHE,
AT—ST\WEDI7 7O NIV REZEDZREOT SISy —23 B8 NT UV O TRY NTET
L. IPsecVPNERICKR W RY RD—VICEBHEENTVB T SAR—K Y TRY NCF—2ERETE
F£¥9,

Topics

o F VA 3 DORE (p. 28)

« T UF 3 OEERMIEERE (p. 29)
« FVUFIDOIN—FT 42 (p. 30)
« YFUF3DEFIUTA (p.32)
s DFUAIEEETD (p. 37)

SFUF 3 ORE

RORE, COZFUAOREICEEZRIVR—FXRERLTVET,
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Internet Gatewa\;

Custom Route Table
198.51.10¢.1 (EIP) 10.0.0.5 [ Destination | _ Targe
198.5 10 L2 (EIP) 10.0.0.6 10.0.0.0/16 local
198.51.100.3 (EIP) 10.0.0.7

Q00040 igw-id

Web Servers b
Subnet 1

10.0.0.0/24
WPM Connection
"_.-rl o 4 ]
. Custoga Gatewa:
Riyter vaw Custorger Network
10.0.1.5
10.0.1.6
10.01.7 Main Route Table
Database Destination Target
Servers
b 2
150'_..0_??]}.'24 10.0.0.0/16 lacal
| 00000 wwid |
i

VPC
10.0.0.0/16

Region

KEB Important

T Amazon Virtual Private Cloud Network Administrator Guides Tl&, O+ JFICEL T,
XY RND—OBBEN,. HEED VPN #H T Amazon VPC HAZN—— KNI I A %2R ET
DEBRICITOVENGHDEZHBLTVWET,

>FUF 3 ODEERNEERE

ROVARTR, COZFIVAORERTRENATVWRIEARTDVR—X MOV THALET,

4 Z/16 ( 4> 7L CIDR: 10.0.0.0/16 ) ® Virtual Private Cloud ( VPC ) » 65,536 D75 4 X—
MNIP7RLAZERMLET,

HA X224 (H>7°)L CIDR:10.0.0.024 ) DINT VY OHTZY K, 256 BT T4 RX—KNIPT RL
AERHMLET,

4 Z/24 (9> 7 )L CIDR: 10.0.1.0124 ) ® VPN D& DY T XY h, 256 BOTS A K—K IP 7 K
LAZRHMLET,

AVE—FYNF—RTJIA, VPC AR —FY b, & KT Amazon Simple Storage Service
(Amazon S3 ) B E DD AWS H—E AICEEL £,

VPC £XY RDO—UDOE® VPN i, <O VPN ##ikid, RETSARX—KNF—RIVIAEHARR
N——KRIJIATEBEEN, BEF VPN EHEO Amazon fil, BERSERAICEEET A TVE
ED

API Version 2013-02-01
29


http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/

Amazon Virtual Private Cloud 1—%'—# 4 R
SFIVFAIOIIN—FT12Y

c HTZY NEHEOTZAR—KNIPF7RLA ($:10.0.05 & 10.015) ZHE DIV AZV A, ZDA
VABVAN VPC HTHEIL, BLVMBDOA Y AZVAEEBETEDLSICLET. NTUv oY
TZYNDA VARV AIZE ElasticlP 7 KL A (#1:198.51.100.1 ) A&FEh, 1V FZ—FKY "5
TOAVARVALT IEATERDELSIZLET, VPN DADHTRY NOA VARV AR, 1
B—ZFYNDSOBENT T4V IV EZHRBMEN ZBVWNYOIY RY—N—TTF, KL, XV
RD—ODBSORT 71V IREZETEERT,

s NTVYIOHTZY NCEEFHFSNTVEHARALL—RT—T ). ZOIL—KF—=TIILICE. ¥
TXYRDA VARV AN VPCHOMD A VAR ALBETEDLSICTRI NIE, HTXRY
RDADVARYAN AV EZ—FY NEBERBETEDRSICTRIVNINEENET,

« VPNOXKDH T XY NMIBEERITSNTWBEXSVIIL—RTF—T e L—rF—=TIICE, T XV
RDA VAR AN VPC AOHDA VARV ALBETEDXRSICITDIVRNIE, TRV KD
AVAB VAN ZRY ND— VL BERETEDLSICTBRIVRNUNEENET,

BTZRY RO OVTIRE., "VPCEHTZRY N (p.52)1 BKT TVPC D IP 7 RL AHEE (p. 101)4
BSBLTIKEEV, /I VEF—XFXYKNF—RNIDIAOFMAICOVTRE, T4 E2—FY NTF—KTJITA
ZVPCIZIEBMT S (p.117)1 ZSBLTLKEE LV, VPNEROFMICOWVWTIE, "VPCAD/\—RT T
TR T ZAR—=RNT =TI A DEM(p. 137)1 ZSBLTLKEE VW, HDAZN—S—K T IT 1 D%
EDEHMIZDOWTIE, T Amazon Virtual Private Cloud Network Administrator Guide, #ZBL T H&
\I\O

SFIF3IODIN—TFT127

VPC IR BIL—BR—DHBYET (ZOZFVFORERZESR ), <O F VAT, VPC
JAHF—RIZK2T, VPN DHEDYT XY NTHEAENBIAA VIR TF—TIZEHFL., HARA
IL—RF—TINLEBERLTNT VY O TZY NCBERTET, ChETHOREVESRE. CHET
I—RF—=T ) ZERL, BEFTIHENHVET,

VPN DHDHTZRY RODAVARYARA VB —%Y NIEEERITD LR TERRA, 1258 —
ZYRBTORT T4V IERINT, ETRETTAAR—KNF—MNI I/ ZBALTRY NT—0ICE
APVET, TCTR, 77470 4—)LeEOEFI1VT ARV —NERAEhET, 1 VARV A
FAWSETDHORNS T 1YY (Amazon S3 F/zld Amazon EC2APIAND U VT ANGE ) Z#EFE TS
ga. VIOTANRBRBRTZAR—RSF—RIIAZNALTERY ND—2IC@HV, AWS IZEETS
BIICA VR =Y NCETDHRENHYYET,

J Tip
XY KRNDT=IDREDORNT T4V IT, NTVYIHTRY NOA 2 AZAD Elastic IP 7 R
LACEASEDEFITANT, RETSAR—KNF—RIIATREBL, 13—y NEEZH
LEFT. KDY, RYRNT—=IASORTTAVITNT IV IOHTRYNIELADIEDD
BRETSAR—KNF—RNITIAL BBRHATEDELSIC, I—hEeEFIVFA4TIL—-—TDIL—)
ERETDCENTEET,

VPN ##ld. BHICIL—T 1> J&hiz VPN BEREZREEBMNICIL—T 1 > J & hiz VPN ## ( BGP
ZEA)ODVWIThHAELTREENET, BRBIL—T1UJZ2ERIBE, VPN ERZERTD E
BIZ, RYRND—DODOIPTLTAYIAREFHTANTRIRSICROShET, BRBIL—FT12T
ZBRIBE, IPTLT71Y IR, BGP Z2EALTVPC DRET A R—KF—RNIIAICEE
BICT RNRAXENET,

UToxRE., COZFIUFADOIIL—KTF—TILERLTVET,
XAV —rT=T
1478, VPC OO—AINLN—TFT AV TOIV KNI ZERLTVET, COIVKJUICELDT, VPCH

DAVAZVANMEICBRETERDLSICBYET, 27BR. TSI R—KNYTRY RN SOMBOT
NTDYTRYNRNT T 19 0%, BRRTSAR—KS—KRIIAZNLTERYRNDT=DIIN—TFT1>
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SEBTURUERLTWET, Chid, AWS (K& > TEY N TSNEBEIF (vow 1a2b3cad 7
) EEALTIEEEhET,

A5 =79k
10.0.0.0/ 16 a—Al
0.0.0.0/0 V gW-XXXXXXXX

AARLIL—RT—=T)

178, VPCOO—ANIIL—TFAVIDIVRNIERLTVWET, COIVRJIC&2T, VPCH
DAVARVANHBEICBETEDLSICAEYET, 2T, NTUYIHTRY RASOMOTAN
TOHTRYRNRNTTA4Vv 9%, AVZ—XYKNF—RIIAEZNLTAVE—FY NZIL—F 12T
THIVRNUERLTVWET, Chik, AWSICK > TEI) Y TS NEEBIF (i gw 1la2b3cdd & L)
ZEEALTEEEIET,

EER 2=~
10.0.0.0/ 16 a—xal
0.0.0.0/0 I gW-XXXXXXXX

RBEN—TFT1>27

TOZAR—KNGTRYRNDA VARV ABRBAVE—XY NITI9EATREE, YTV NDA 22—
XYRNBTORTTAYIN, NTUVYIHTRYRDZRY NDT—TOF RLAZHR (NAT) AV AR
ACBEAD KD —TF AT EBRETBHEETEERT, NATAVAZ A, VPNOHKDOHTZY
RDAVARVAN, VDOIARNEBA DV R—RYNT—RIDIA/(RBHTEETEDLSICLET (H:
VINTIITOTYTF—RA)o T7TAR—RNGTZXYVYRNDA UV E—Y RBTORT T4V TN

NAT A VARV AT IEATEDELSIZTBICRE, XAUIIL—RT—TILEROLSICEHT D4
ENrHYET,

XAV —=rT=7)

178&. VPCOO—ANIN—FAVITOIRNIZRLTVWET, 27ER. XY ND—OFRTOY
TEXYMNT 749 0%, BRETZAR—NF—RIIACIIL—TFTA42TTBIRNIERLTVE
Fo Chid, AWSIZK > TEIY H TS nAHEBF (vgw 1a2b3c4d 5 & ) ZFERAL TEEEIE T,
3TEE., HOIXNTOYTRYRNRTTAYIENATA VAR AICEELE T, Chlk, AWSIC
EOTEIVYHETSNEERF (i-1a2b3cdd K E ) ICE>THEEENET,

#EE% =TV N
10.0.0.0/ 16 a—A
172.16.0.0/ 12 V gW-XXXXXXXX
0.0.0.0/0 I —XXXXXXXX

FHICKDNATA VAR ADREICOVWTIE, "NATA 2V AZA(p.122)1 #BRBLTLSEE L,
VPC IA4 Y —REFEALENAT AV ARZADREICODVWTR, TFuA 2 NTUvoHTRY
RETSAR—RYTZY NEEZEDVPC (p. 16)1 EBRBL TS EZ L,
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AWS provides two features that you can use to increase security in your VPC: security groups and network
ACLs. Both features enable you to control the inbound and outbound traffic for your instances, but security
groups work at the instance level, while network ACLs work at the subnet level. Security groups alone
can meet the needs of many VPC users. However, some VPC users decide to use both security groups
and network ACLs to take advantage of the additional layer of security that network ACLs provide. For
more information about security groups and network ACLs and how they differ, see VPC Otz 1 1)
T4 (p. 68).

SFUAITR, EF1VFTAJIN—TE2EALET, FYNT—TACLRIEALEEA,

Topics
s WREFIUTFTATI)—7 (p. 32)
+ WebServerSG # & Uf DBServerSG ¥ 1 UF 1 JIL—7%ERT S (p. 33)
+ JL—I)L% WebServerSG ¥ 1 UF 4 J)L—T7IZ1BMT S (p. 33)
« JL—)L% DBServerSG ¥ 1 U5 4 JI)L—7IZEMT S (p. 35)

WREFX21UTATIN—7

VPCICAZENATVWATF7ALMNOEFI1VTATIL—TOHNBERETRE., IXTOIV/NTVRE
Z74Y 0N EREN, IXRTOTIRNIYRRNS 74y o0&, EF21UTATIL-TICENHTS
NTVWRAD ARV ABDINTORT T A Y INFAENET, VARV AZBBIDEEICE

FAUTATIN—TEZEBELBVE, TOAVARVART 72N NOEFIUT 4TI —TICEBH
ICEIWETShET,

COZFIATR, F7F2LRNOEFIVFATN—TZ2EETHOTREEL, ATOoEF1UFTF1J
WN—TZERTBEEZHEHLET,

+ WebServerSG- N7 VY IHTZYNOTITH—-N—DEE
« DBServerSG-VPN D& DY T XY ROF—ER—AH—NN—0NEE

EFIVTFATIN—T LB ETSNIEA VARV ADH T ZRY NERL TS, 2L, 2OZFUF
TR, BEFIVTATIN—THA AR AOREOBREICHBLTHY, REZEILAARVA
ARBEOYTRY NCBEBHTIAERY EFRA. LEAN 2T, 2OZFUATR, 120EF21UFT4
IN—=TICBVETSNIEA VARV ARIXRT, BUHTRY MCBLTLET,

VPCOF 7RO EFIVTATI—=TI1CF, BWLETShIEA AR AN HEICEETS L
ZHEBNICHETITRZIL—IINBYNET, BRI EFI1VTFATIN—T2ERATZDEZIZVPCHA A
ROABTETOBEOEEZHAUTSIICEK,. EFXF2UTATIN—TICUTOLRSHIIL—IIEEBINT S %
ENHVYETD,

A2INTUR
EERT AN | AR—KgEE IXTbH
tF21VF4T)L-T70ID INT INT COEFIVTATIL-TICEY

TOSNEHDA ARV AN SDA
YINTYRRNZ T4V J%ZFATTS
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WebServerSG $ £ ¥ DBServerSG X1 U F 149 ) —T%4E
K93

WebServerSGtF 1) F 14 )L—7 & DBServerSGEF 1) F 49 )I—TRREWVICSELESDT,
ML EBIMT B, COSFUATHRBERFATOEFIUT AT T RAERL £

WebServerSG $ &0 DBServerSG X 1 UF 1 I —7 %2 ERT B ICIE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2 a2 RA 2T [Security Groups] 2V Y O LE T,
[Create Security Group] RZ>Z 0 UY O LET,

[Create Security Group] F A4 FAJRY VAT, EX¥1UTFT1JI)L—78EL T WbServer SG%
EBEL, SHBAEADLET, [VPC]UARTVPC @ ID %#5&IRL . [Yes, Create] T UV UL X
ED

B E [Create Security Group] RZ> &2 ) Y O L&ET,

6. [Create Security Group] X4 7AJRY VAT, ¥ 1UFT14J)—7H&L T DBServer SG%
BEL, HAZAHDLET, [VPC]UARNTVPC @ ID #:&IRL, [Yes, Create] 2T U YU L E
ED

e n

o

ROED232VTR, FEFIVFTATILN—TOHRIL-ILE, TOIL—ILZEMTBHFECOVTEH
BHLXY,

JL—I)L%& WebServerSG ¥ 21 UF 14 J)L—7Z1BMNT S

WebServerSGEFx 1 UF 4 ) -7k, NTVYOHTZYRNAICIITH—N—%2RBETRHEEC
BEITDEXF1VFA4TIN—TTF, XORTR. COEF21VFATIN—TOHE)L—IICOVTEH
BLET, COIL—IICKY, TJITH-—N—DAUE—YRNRNTT14vO%EZELEY, ZHAD
ZYRND—IONSSSHEREIEGERDP RZ 74V I EZELEYTEET, £, ZOTITH—/N—
. VPN DHDHTZY NADF—ER—AY—N—A 2V AZVANDRKZIAZB L VEEAHKY D
TANEBBIDELETEET,

WebServerSG: #2%E)L—)L

 ZAMIS

EETT ZO0R3) R—REE | OX2 b

0.0.0.0/0 TCP 80 REEOBRASTITH—N—D
AN RHTTP 7O A%
g%

0.0.0.0/0 TCP 443 REEOBERASTITH—N—D
AIND RHTTPS 7O A%&HA
g%

XY RNIDT—=OONTUYUIPF TCP 22 ZYRD—IHS Linux AV AREVA

RL Ag5F ANDAVINTDVRSSHT VLA (4
UR—ZYNF—RNIJIA(BH) &
G )

XY RNI—=OONTIYUIPF TCP 3389 ZY RDJ—24 5 Windows 1 > A K

RL AEEH JANDA VNI RRDP 7oA
(AVEZ—FXY NS —RNJIA(RH)
ZHTITS
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TIORNNDZUR

DBServerSG E¥1UF 144 TCP 1433 DBServerSG ICEIV) HToshik7—

IL—=7"®ID BR—AY—N—ADTINNT>
KR Microsoft SQL Server 7 7t A%
FAa9a

DBServerSG E¥1UF 1% TCP 3306 DBServerSG ICEIV) HTohik7—

IL—=7"®ID BR—AY—N—=ADOTINNT>

k MySQL 72 A &EHT T3

£ Note

TIN—TICESSHTVEAERDP 7 EADME, & KT Microsoft SQL Server 7 V2R &
MySQL 77 ANEANEENET, <DF AR, Linux (SSH BT MySQL ) £k
Windows ( RDP # & Uf Microsoft SQL Server ) ICR T2 I)IL—ILOATHIAELNEL A,

#E)—)L% WebServerSG EF 21 UF 14 FI)I—TICEBMTBICIE

1. YERL = WebServerSGEF1VF A FI—T%BIRLET, FHHRAIZ, EF21UFTaT)—
TOEMEE, AVNTURIL=ILELCETINNTIVRIL=IINEZBRETZIEHORTHIRRENE
ER

2. RICERTKRSIZ, [Inbound] R7ZFEAL T, A VNIRRT 74 IDIL—ILZBMLET,

a. [Createanewrule] JAKNTHITP Zi#IR L £9, [Source] #70.0.0.0/0 TH > & &R
L. [AddRule] 221 v 2 LET, [Apply Rules Changes] RZ > A"EXIT. "Your changes
have notbeen appliedyet" E WS THFA RN RRENTVWET, 1NV RRF T4V I
TUTHERZIL—IILETXNTEMLES, [ApplyRuleChanges] 22y U LTI —)LZE&
LET,

b. [Createanewrule] JAKNDS HTTPS ZIBIR L EF, [Source] 70.0.0.0/0 THD_ &=
#L. [AddRule] 29 Y U L&Y,

c. [Createanewrule] JAKRAS SSHEZBIRL EF, [Source] RY VAT, XY NT—IDO/NT
Dy IPF7RLAER (ZOHITIE 192.0.2.0/24 #EMA ) #IE8EL. [AddRule] 29U Y D
LET,

d. [Create anewrule] 'J ANT RDP Zi&IRL E T, [Source] RY VAT, XY NT—UDONT
Dy o PP RLAGEEEEL. [AddRule] 29Uy I L%,

e. [Apply Rule Changes] 22U Y L&Y,

@ Security Group: WebServerSG

Details Inbound* Outbound Tags

Create a Custom TCP rule -

new rule:

Port range: 80 (HTTP) 0.0.0.0/0 Delete
(e.q., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0 22 (S5H) 192.0.2.0/24 Delete
=y DRI Ak, S PR R, 3289 (RDP) 192.0.2.0/24 Delete

1234567890/default)

|5 Add Rule|

Your changes have not been applied yet.

Apply Rule Changes|
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3. RIZRT &SI, [Outbound] X7 ZFEAL T, PORNIV RIS 714y U0 —)L=EMLE
ED

a. IXNTOTINNIVRRSZ T4V IZBHIITRT72ILRNDIL—ILERDF, [Delete] %
gUvOLET,

b. [Create anewrule] JANT M SQ Zi&IRL £, [Destination] RY ¥ AT, DBServerSG
tFX21UFA4J)IL—7DID ZHEEL. [AddRule] 22U Y ILET,

c. [Createanewrule] 'V AKNTMWSQ ZI&IRL £, [Destination] RY ¥ AT, DBServerSG
F1UF4JIL—70ID ZEEL., [AddRule] 2O UY U LET,

d. [Apply Rule Changes] 20 JY VL% Y,

@ Security Group: WebServerSG

Details Inbound Outbound* Tags

Create a Custom TCP rule - ALL
new rule: Port (Service) Destination Action
Port range: Ak B8-8-6-6/8 Undelete
(e.g., 80 or 49152-65535) TCP
Destination: 0.0.0.0/0 Port (Service) Destination Action
(e.g., 192.168.2.0/24, sg-47ad482e, or 80 (HTTP) 0.0.0.0/0 Delete
1234567890/default)
443 (HTTPS) 0.0.0.0/0 Delete
or Add Rule
1433 (MS SQL) sg-1a2b3cad Delete
Your changes have not been applied yet. 3306 (MYSQL) sg-1a2b3cad Delete

Apply Rule Changes

JL—)L% DBServerSG ¥ 21T 14 JI)I—7ICEBMNTS

DBServerSG X1 UF 1 JI)—T1&, VPN D&DHT XY NRIZF—ER—AY—N—%2EE T2
EEICEBETDEFIVFTAIIL—TTT, ROXRTE, COEFIUTAIIN—T0#E)L—IIZD
WTHBALET, COIL—=IIC&Y), 7I7H—/N\—» 5O Microsoft SQL Server & MySQL M & BX
WEROEZRAKVIVIANE, CHFHAOXRY RD—INS5DSSHB R RDP NZ7 4 Y UAFHFH
ENET, T, TF—ER—AY—N—R. /1 VX—FXYBMORNZ TV I ZHBIBDEETESR
FT(UN=—KrT=TLE, TORF T4V IRERTFAR—RNS—RIIAEZNLTEBLET ),

DBServerSG: #X)L—)L

PZAVIAN

EER BRI | AR—bEE IOXTb

WebServerSG 21 UF 1% | TCP 1433 DBServerSG ICEIW HTs5hi=7—
IL—=70 1D BR—=AY—=/N—\D,

WebServerSG IZE|Y) HTosnhikDT
7 H#—/)Y—® Microsoft SQL Server
TOEA%ZHFETTS
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WebServerSG ¥ 11544 | TCP
IL—7® 1D

FYRIT—=OONTUYTIPF TCP
RL A€H

XY RND—=OONT VY IIPT  TCP
RL A&iF

TIORNDZUR

EER paAul Supl)
0.0.0.0/0 TCP
0.0.0.0/0 TCP

3306

22

3389

R— N
80

443

DBServerSG ICEI HTsni7T—
BR—AY—=NN—\0O,
WebServerSG IZE|Y HTosnhikDT
TH—=N—0OMySQLT U A ZFT
ER)

FYRND—=OH S LinuxA ARV A
ADAINTRSSHRNS 71495
(IRETSAR—RKTF—KNDITAR
B)ZHFTTS

XY NJ—2H 5 Windows 1 > AR
DAANDA /NI RRDP MS
7140 (RETFAR—=KS—K
VIAEHR) ZFTTS

aX2 b

BREBTZAR—RNT—R I T AEH
DAVEZ—FKY MNANDTINNDTY
RHTTP7OE€A (B VY7 KDTT
OFY7TF—rA) ZFATS

RIBT 54 R—N7— NI I A 12
DAYE—ZY RADFIRNT>
RHTTPS 7OEA (fl: V7 Ko T
TOFY7F—RA) ZHATTS

#R)—)L% DBServerSG X 21U F 4 FI—7ICEMTBICIE

1.

ER L 7= DBServerSG ¥ 1 UT 4 JI—T%2BIRLET, FHRIIC, EF2VF1T)—

TOFME, A VNIV RL=LBRETINNIY RL—ILZRETREHDRXTHFRRENE

ED
2. RIZRTKRSIZ, [Inbound] R7EFEAL T, ANV RRNRS T4y IDL—)LZ2BMLET,
a. [Create anewrule] JANT SSHZREIRL E T, [Source] RY VAT, KYRIT—UDIPT
RLAEEZEEL., [AddRule] 22U Y I LET,
b. [Createanewrule] JAKRAS ROP Z#IRLE T, [Source] RY VAT, XY KRI—U0D IP
T RLAZHHEZEEL., [AddRule] 20 Y I LET,
c. [Createanewrule] JARAS M5 SQL Z1BIRL £, [Source] RY U AT, WebServerSG
EFIVFTAUIL—TDOID ZIEEL., [AddRule] 22 UY I L%ET,
d. [Createanewrule] JAKNAS MSQ ZiBIRL £9, [Source] RY U AT, WebServerSG &
F1UFAJI)—T0OID ZHLEL., [AddRule] 22 UY U LET,
e. [Apply Rule Changes] 20U Y L&Y,
3.

ED

RIZRT&LSIZ, [Outbound] BT # AL T, TORNIVRRZT74v I0IL—IL=BMLE

a. IXNTOFTINNIVRINZTAVIEBMLITZDTT7AILRNDOIL—ILZERDF, [Delete] &

U OILET,

b. [Create anewrule] JAKNA S HTTP Zi#IR L £9, [Destination] A" 0.0.0.0/0 THBD_ &
ZHEEL., [AddRule] 22U YU LET,
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c. [Createanewrule] 'JAKNTHITPS Zi&IRL £, [Destination] #70.0.0.0/0 THA &%
L. [AddRule] 89y 5 LET,

d. [Apply Rule Changes] 292 Y VL%,

S oot

>FV)A I ZEREKTD

ROZ7OEAZLENF 2T, VPCOAH—REFRAL T FUF I ZRELET,
NARI—H— I IA RERT DG

1.

HAZI = —RNIDIAELTERTRZITITSAT U ARAERELET, TAMLET/INA AN
IC2WTIE. Amazon Virtual Private Cloud D &< %2 B ZSRBL T EE VW, DAEI—4—
ROTAOEHOFEM-DVWTIE. TAmazon Virtual Private Cloud Network Administrator Guide
#SBLTLSEEY,

HAERI—=F—KRIIADONABA 2 R—T IAADA 2V EZ—Y NL—F A TN UEER IP T R
LAZMBLET, COTRLARBNTHIMEN HWET, £, XY NI—OTF RLALHE
(NAT) 2E2TT2TNA ADEEOT RLAZFERITDEEFTEEL A,
RETSAR—RNT—RITIAAND VPNERICT RNZRA XFDHEMIPEHED'J AN (CIDR
BHR)ZRELET (BNICIL—FT 1 JENhE VPN EREZFERATZEHE ). FEMICOVTE,
VPN DIL—FT 14 2T F72 32 (p. 140)1 ZBBRLTLEEL,

VPC JAH—REGFALTIOFTIAIZEZETSICE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 3> RA4>2T[VPC Dashboard] 22 UY 9L ET,

Ay S 21 78— RO [Your Virtual Private Cloud] #8318 T, [Get started creatinga VPC] 22 Y U L
£¥9, VPC DY —ZANBVEEF, [Start VPC Wizard] 27U Y VL ET,

3 DB ®A#T7S 3> [VPC with Public and Private Subnets and Hardware VPN Access] Z3&R L ,
[Continuel 20 )Y O L&ET,
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Create an Amazon Virtual Private Cloud Cancel X

Select a VPC configuration below:

' VPC with a Single Public Subnet Only

Internet

Amazon 53, EC2,
SimpleDB, RDS

' VPC with Public and Private Subnets

In addition to ntai |:|»* I.;rr.h- "figuration adds a private

ag

Private

@ VPC with Public and Private Subnets and Hardware VPN

VPC
Access |\’F'N
- L] 1'i
" gen
men
' WPC with a Private Subnet Only and Hardware VPN Access Creates: a /16 network with two /24 subnets,
isolated section of the AWS cleud with a2 One subnet is directly connected to t'l“]rl“ net
idressable from the In . You while the other subnet is connected to y
w_--,m_--;_t; "I'-r_.:_:'r—rl‘:’ via an IPsac corporate network via IPsec VPN tunnel. (VPN

charges apply)

Continue |

5. [Create an Amazon Virtual Private Cloud] X4 7 OJRY VAT, ROFIEZEFTL. [Continue]
2OVYOLEY,

« [IP Address] T. VPN IL—ZR—ONT VYO IPT7RLAZKELEY,
+ [Specify the routing for the VPN Connection] T, XOKSIZ, L—F 1 TF7>a>oLdh
NZBIRLET,

* VPNIL—Z2—TR—F—5—KJIA47OKIJ (BGP ) A"HR—KrEhTWBHEER. [Use
dynamic routing ( requires BGP )] Zi#IRL £,

« VPN IL—Z—4"BGP ZHR—KLTLWAWEEI. [Use static routing] 22U Y UV LET,
[IP Prefix] T, XY RT—PICHULTEIPTL74 v ORAEZBMLET,

BIRFROATS 3> OFEMIC DWTIE, Amazon Virtual Private Cloud D &< H 2 B %2 SR

LTLKEEV, BNIL—TFT 12T EBNIL—T AT OFRICOVTR, "VPNOIL—FT 1>
TAT 232 (p.140)1 2BRLTLSEZTV,
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Create an Amazon Virtual Private Cloud Cancel [%

VPC with Public and Private Subnets and Hardware VPN Access
Specify the public IP Address of your VPN router
IP Address: 203.0.113.12
Mote: VPN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

8 \se dynamic routing (requires BGP)
Use static routing
Specify the IP prefixes for the network on your side of the VPN Connection
1P Prefix:

< Back Continue

BRER—THEHRERIELET, BDEICSUTREZZEL, [Create VPC]E VDY UL T,
VPC, H7 XY N, L=hT=T, 4122—FYRNT—KNDI4, BLE VPN EHREZERLF
ED

TAHF—RAETLES, BREAATOATRY VANRRENET, cOXAT7OTRY JARIC
. DAY= —RNIIADOFREEZZIVO—RIBLEHORIVARENTVET, [Download
Configuration] 2271y L&Y,

Create an Amazon Virtual Private Cloud Cancel x

VPC with Public and Private Subnets and Hardware VPN Access

Your VPC has been created.
To establish a VPN connedtion, you must download and apply the configuration to your Customer Gateway (router).

| Download Configuration

Close

[Download Configuration] £« 7OAYJRY VAT, HARXI—S—KNDIA, TS5V NTF—LA,
BEEYTRNIITN=2320ORE—%BIRL., [Yes, Download] 29U Y VL ET,

Download Configuration Cancel (%

Please choose the configuration to download based on
your type of customer gateway.

Vendor: Cisco Systems, Inc. ~
Platform: ASA Series -

Software: [ASA 32+~

| Cancel || Yes, Download

VPN BRENEENDTFANT 7L EREL. TAmazon Virtual Private Cloud Network
Administrator Guidey & —#ICEXY NDO—JFBEHICERHLET, VPNE, RY ND—OFEH
HHAABRI—T—KRIIAZRETDETEELEE A,
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XY RD—VEBENNAZI—T—RIIAZRELIES. VPCHICA VAR AZRBETERT,
VPCATODA VAR ADRBICOVWTERICE<S DA > TVBIHEEEF., VPCHAANDA VAR ADiE
BICEL TAEZRBEAMIEETETVET,

AVARVAZRBIDICE (VI TH—N—FLERTF—ER—AHY—/N—)

1.

WebServerSG & & U DBServerSGEF 1 U F 1 JIL—TE2ELFERL TV EVBERERLET
( "FUFAIOEFIVTA (p.32)s BB ), COEF1UFATIL—TOVWTFhh%E, 1
VARV AORBEBEICEELET,
Classic V14— REREBLET,

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. A Y3 17R— KT [LaunchInstance] RZ>%Z I Y ILET,
c. [CreateaNew Instance] R—< T, [Classic Wizard] Z3&IRL . [Continue]lZ 2 Y I LET,

[CHOOSE AN AMI] X—2 ® [Quick Start] 712, Amazon Y>> A4 X—2 (AMI) EFRFh D E
BWBBRED)ARNRRENETT, FAHTSAMI ZEIRL, [Select)| RE>ZIVUYILET,
[INSTANCE DETAILS] R—2 @ [Launch Instances] T, 4 VARV AZRETHY T RY N EiR
RUET, HIZE NTVUY OB TRy HICOITH—N—2EEHL, 75/ RXR— FTZY K
RICF—BR—ZAG—N—EBBLET, COR—JOHNF 7L NOREFTOERICL T,
[Continuel 27U Y O L&ET,

® Launch Instances

EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are
commonly large fixed costs into much smaller variable costs.
Launch into: Y EC? @ VPC

Subnet: subnet-c9663da0 (10.0.0.0/24) us-west-2c » 250 available IP addresses

(#7232 )F72LRTR., F7AILRNTREVHTZY NRICEBEBTE A AX AR, N
TUYIIPTRLAZZBLERA, 1 VAV ANDOEREARICTRICE, CCTNTUY
JIPPRLAZEVETSH LS, ElastclP7 RLAZ7OT—KL, 1 2ARAZABBRICT
NEAVARVAILEHTHEETERT, BEBTNTUY I IPTRLAZEIEHTSIC
(&, 2%HE @ [INSTANCE DETAILS] R—= @ [Number of Network Interfaces] 22> 3 > T, [Assign
PublicIP] FI v OKRY VR&ZEFICL, [Continuel 27 )YILET,

i Note

NTUYTIPFTRLARK, FNAARATFYIAN ethO ICB>TVWBDE—OFHLWLWERY
RD)—OAB—TIARAICULAEETBERTEERA, HFHICOVTE., TiEH
FONTUY T IPTRLADEIV) KT (p. 102)1 #BRLTLEEV,

RICKRRENS [INSTANCE DETALSI R—DTF 7 AN NOBREZFERATSICE,. EXR—DT
[Continuel 2O )Y V92T TY,

[CREATE AKEY PAIRI R—T T, EREZEADBEFEOF—RTHSBIRTZH, V14— ROER
CLEF>THLVF—RTEERLET,

[Configure Firewalll R—2 T, 4 Y AZVAOEF1UF 4TI —T%#BRL (VT H—NN—0D
HEF WebServer SG. TF—ZR—AH—/\—0 154 & DBServer SG) . [Continue] 22U Y L
£,

BREEMBLET, BRULEABTRITNEE, [Launch) 29U Y I LET,

VPNDOHDHTZY RTRITENTVDRA VARV AILDOV TR, XY ND—IHNS5PingZRTLT
BHEETANLET, SHEICOVTR., "M YAZVAODIY RY =T REHOT AN (p. 145)1 &
SRLTLSEEL,
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FIESTNTVYIIPTRLAZBA VARV AICE) ¥ TTVEVER, 41V AZANDERKET
AEETT. WTUYIHTZYRNDAVARVAILTI9EARTBICIE. TOA 2 AR AIZ Elastic IP
T RLAZE) YU TTHBSKBENHBYET,

To allocate an Elastic IP address and assign it to an instance

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Click Elastic IPs in the navigation pane.

Click the Allocate New Address button.

In the Allocate New Address dialog box, in the EIP used in list, select VPC, and then click Yes, Allocate.
Select the Elastic IP address from the list, and then click the Associate Address button.

o0 Rrwh-=

In the Associate Address dialog box, select the network interface or instance. Select the address to
associate the Elastic IP address with from the corresponding Private IP Address list, and then click
Yes, Associate.

FIFITRE NTVYIHTRY MLV E—FY NOY—N—ERBETEDLSIZTS DNS
HB—N—HDNRBETT, T, VPNOZOHTRY RFRY RD—IRHOH—N—EBETED LRSI
I3 DNS H—/N—EHIICHETT,

VPC (2. domain-name-servers=AmazonProvidedDNS Z#3 D DHCP # 7' a> vy NABEMIZHA
BEhET, ChikAmazon k> TEBEENBDNSH—/N\—T, VPCOFEEDONT VY VYT XY
RAAVBE—RYNTF—RNRIIABNLTAVER—ZXY NEBEETEDKSIZLET, £, ZHED
DNSH—/N—%EHL., VPCHERATBIDNSH—/N\—DUARNCEBMTIHSENHYET, #7>3
VEY NEEETERZLVDOT, ZBF® DNS #—/Y—& Amazon DNS H—/N\—OEEHNEENS
DHCP A7 a vty hEERL, COFLVWDHCP A>3ty hETBRDICVPCEEH TS
DENHV)ET,

DHCP #7232 ZE#HT 3 IC1E

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FES—2 3> RA> T [DHCP Options Sets] 22U Y I LET,

[Create DHCP Options Set] RZ>Z UYL ET,

[Create DHCP Options Set] &' 4 7O 7R Y 2 A®M [domain-name-servers] R Y 7 AT, Amazon
DNS #—/¥— ( AmazonProvidedDNS ) ® 7 RLAEZBE DO DNS H—/N—OF7 RLAZHUX
TXEI>THEEL. [Yes,Create] 2V VY I LET, COHITIEIBEHF DO DNS H—/V—IF 192.0.2.1
T49,

e h =
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N—ROIFVPNT7OtEA%Z#EHD VPC

Create DHCP Options Set Cancel [%

Optionally, specify any of the following.
Dynamic Host Configuration Protocol (DHCP) is a protocol used to retrieve IP address assignments

and other configuration information.

Enter the domain name that should be used for your hosts, for example,

domain-name ;. ciness.com.

Enter up to 4 DNS server IP addresses, separated by commas, for
example, 172.16.16.16, 10.10.10.10

izonProvidedDNS, 192.0.2.1

ntp-servers Enter up to 4 NTP server IP addresses, separated by commas.

domain-name-servers

netbios-name-servers Enter up to 4 NetBIOS server IP addresses, separated by commas.

netbios-node-type Enter the NetBIOS node type, for example, 2.

Cancel H Yes, Create

5. FES—23a RS2 T[YourVPCs| 22UV I LET,

6. VPC %Zi®iRL ., [Change DHCP Options Set] RX>%# 0 UYIL %Y,

7. [Change DHCP Options Set] 4 POV RY VAT, HILLWA S a>EYy kO IDZEJARNES
#BIRL . [Yes, Change] 2V U Y VL ET,

8. (#7232 )hTVPCHAHFLWDHCPAT7>a >ty hEFERATBLSICAE2LDOT, A
DODNSH—N—ICT OV EATEET, VPCHFERALTLVRROA T3>ty ME, BEICSL
THIBRTEE T,

ZNT, VPCOA VARV AICERTEDRSICHEYEL L, Linux 1 VAR AICERET B HEICD
Wk, TAmazon Elastic Compute Cloud User Guide; @ Connect to Your Linux Instance 228 L T
<FEEV, Windows 1 VARV AICERT D HZEICOVWTIE. TAmazon Elastic Compute Cloud
Microsoft Windows Guides @ Connect to Your Windows Instance 22 B L T &L\,

SFVF A1 DDTSAR—KNYTZY KDk,
BLCN—RIDITTF7 VPN T7OEAEED VPC

ZOFIAOREICKE, 1 20T T4 K=Y T XY NE#H D Virtual Private Cloud ( VPC ) , $&

CIPsecVPN R R ZENULEMBORY RDO—V L OBEZEMCTZHEETZAR—KNF—KDI
AHFEENET, 1 VEX—XY NRHOBEEZEMWCITRZR A EZ2—XYNTF—KNIVIMEHYELEA,

COTFIFRE, RYRND—=9FZA422—ZY NZOABHAETIZ, AmazonDA VT TARNTIOF v &4
BALTERYRNDI—92I9T I RIZIERLEVBEICEHOHLET,

Topics

s TFUF 4 DRE (p. 43)

o FUF4QOEERIVER—F2 B (p. 43)
s DFUF4DIN—T42T (p. 44)
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« SFVAFADOEFIUTA (p. 44)
o FUF 4 BEETD (p. 45)

>FUFT 4 DEE

RORE, COZFVAOREICEELRIVAR—RVRERLTVWET,

’ ™y
/—& A
~, Custorm Route Tabhe
10.0.0.5 o
Destination Target
10.0.0.6 . =
10.0.0.7 10.0.0.0/16 local
EC2 Instances 0.0.0.0/0 wgw-d |
Subnet 1 L i
10.0.0.0/24 J
VPN Connection .
ev ‘J.. a o O —
Router | Virtual Private Gateway ustomer Gatewsy
Corporate Network
VPC 1
10.0.0.0/16
\ / S
Region

& Important

T Amazon Virtual Private Cloud Network Administrator Guides Tk, c®<F ) AICEL T,
XY RND—OBBEN, BEHO VPN #ET Amazon VPC HAZIY—S— KRNI I/ #BRET
DEBRICITOVEN BB EZHBLTVWET,

-~ ~ (-} -~
SFVF4QOEARIDKR—F B

ROUARTR, COVFVFAORERTRENTVREERIVAR—ZMIOVWTHBLET,

« B4 X/16 ( ¥>7)L CIDR: 10.0.0.0/16 ) @ Virtual Private Cloud ( VPC ) . 65,536 D75 A X—

NIP7RLAZEHLET,

« Y4 X/24 (H>7 )L CIDR: 10.0.0.0/24 ) ® VPN D& DY T XY K, 256 DT SAX—KNIP 7 R
LAZRBLET,

« VPC XY RDJ—UMOBO VPN &, C0O VPNIESE, RETSARKR—KNS—KRIISEHAR
I—4—KRIITATHEREH, BIEE VPN #5D Amazon fil, BEESERAUCHEEBEBE A TVE
9,
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« TV NBEOTSAR—KIP 7 KLA (fl:10.0.05, 10.0.0.6, & 10.00.7) E&FED 1>
ARV Ro EOA VAR AN VPC ATHEI, BITHOA VARV AEBETEDLSICLE
E

c HTZXYRDA VARV AN VPC DDA VAR AEBETEDLSICTRIL—RTF—TILT
YRUE, YTZYRDA VARV AN ZY NT— Y EBEBETERLSICTBIL—NF—TILT
VNN

H7ZY NOFEMICOVWTIE, "WVPCEHTERY K (p.52)1 BKT TVPCOHIPT RL AIEE (p. 101)1
ESRBLTLKEEV, VPN EROBEMICOVWTE., "VPCAON—RIITRETSAR—KTF—K
TIADEMEP.137)1 BBRLTLKEEV, WAZI—T—RNIVI A OREDFMIZOWVWTIE. TAmazon
Virtual Private Cloud Network Administrator Guides Z#ZBL T &V,

SFIFADN—TFT 12T

VPC ICRBERNBIIL—R—HYET (ZOZFTIFTORERESZR ). COZFUATRE, VPC
TAHF—RIZK2T, EEEN VPCADT RLATHZRF 71V U FNXTZ VPN EHRICIL—T 1
VIR RT—TLBERL, TheH 7Y NCBEERITERT, chzfTHEVEER. ZBS
TIL—hT—7 I ZERL. BERFITIBEFHYET,

BORE, COFIUFAORERTHEAENTVWBD Y TILTRLAN, L—hF—TILTREDLS
CRRENZHALEZERLTVET, 11T7HEE., VPCOO—HANNL—FT 12 TDOI M) ERLTVET,

COIVRIICKR?2T, ZOVPCAHADA VARV AFHEICEBIETEDKSICEYET, 2T,

HOITXTOYTRY NS T AV IEREBTSAR—RNF—RNIIAIIN—FT14IFTBIRN%E
RLUTWET, Chid, AWSIC&K2TEY HTSNEBIF (vgw 1a2b3cad B & ) ZEHL TEE
Th&Ed,

EEX K=Y K~
10.0.0.0/16 aO—A
0.0.0.0/0 VGW-XXXXXXXX

VPN ##ilk. BRCIL—TFT 1> nlz VPN BERELEBNICIL—FT 1> J & hiz VPN ##k ( BGP
EEA)OVWThAELTREENET, BNBIIL—TFT 10 2BIRTDE, VPN ERZERTDE
B, RYRND—=IDIPTLIAYIREFHTANTEDRSICKROSNET, BNEIL—FT12Y
ZBRTDE, IPTLT714Y PRI, BGP #FEHAL T VPCICEBEBMICT RNZAXENET,

VPNDA VARV ARGA V=Y NCEEERTZICERFTEEFEA, 1VF—FXYRBTORS
T4V IRINT, ETRETSAR—RNS =R IIAZBBLTRY NT—VICANVET, TZT
E, 7274704 =)LeEOEFIVFTARV—NFERAENET, 1 VAZANAWSTETO M
574979 (Amazon S3 Fzld AmazonEC2 AN U VT ARNGEE ) 2EETEHEE. VIITAMIER
HTISAR—=KNTF—RIIAZNALTRY RD—=TJICANV, AWSIZEETBHICA > X—FY NC
ETIMENHYET,

>FI)FA40EFI)TA

AWS provides two features that you can use to increase security in your VPC: security groups and network
ACLs. Both features enable you to control the inbound and outbound traffic for your instances, but security
groups work at the instance level, while network ACLs work at the subnet level. Security groups alone
can meet the needs of many VPC users. However, some VPC users decide to use both security groups
and network ACLs to take advantage of the additional layer of security that network ACLs provide. For
more information about security groups and network ACLs and how they differ, see VPC Ot F 1 1)

T 1 (p. 68).
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SFIVF4TRE, VPCICMLTT7ALNOEFIVTAIIIN—TZEALET. TY ND—0 ACL
FEALEEA,

EREFXF1VTATIL—-TDIIL—)

VPCICAEENhTWA T 72 KNOEFIVFTATIL—TOHMBPRETE., IXTOL/NTVRE
FT7AYVINEREN, IXNTOTIMNVRRNTTav o0&, £F21VF4TIL—TICEWEHTS
NTWBRAVARAZABOIXTORNT 74V INFFAENET, F7AILNOEFIVUTFATIN—T
AN RIL=ILZEMLT, XY RNIT—IHPSOSSHRZ 714V D (Linux) EUE—RNTFRD
RYZ7RZ74Y %9 (Windows ) ZFAI TR LSO EZHEBOLET,

(i\‘ Important

F7ZLROEFIVFTATI—T TR, BVETSNEA VAR ANBEILBETZLD
CEBNICHTENET, LEN 2T, ChEFATIZLODL—IZEMTILEEHE
A, BBBEFIVFTAUII-—TZ2ERTZIHEE. CheHFAI2 00— ZEMT

PRLENBYNET,

RORTE, VPCOTFT7ANRNOEFIVTATIIN—TICEMITRDRBEN DAY RIL—ILIC
DVWTHALET,

F7ANLRNOEFIVFTATII—T  #HRIL—I

A2NDR

EETT Z7aK3dl AR—NEgEE OXU K

ZYRNI—UDTSAR—NIP TCP 22 (Linuxf VARV R ) %Y RD—2

7 RLAQEH APSDOLYINTIYRSSHRNS 71y
VEFATS

ZYRNI—UDTSAR—NIP TCP 3389 ( Windows € VAR R ) %Y N

7 RLAQEH D—IhS5DAVINTIY KRDP K5

AR AL 4 )

F VA4 EZEETD

ROZOEALCLEN 2T, VPCOAHF—REGALTZFTIF 4 2RKLET,

NARI—=T—RIIA ZERBITDICE

1. HAEI—T—RNIIAELTERTZTISATAERBELET, TANLEFNLAADUR
NC DWW Tk, Amazon Virtual Private Cloud D k< 2 B %#SBL T F&E W\, DAXI—¥—
ROTADEHOFM-DVWTIE. T Amazon Virtual Private Cloud Network Administrator Guide.
ZSBLTLSEESV,

2. DABY—T—KRIIADARLA 2 EZ—TIAADA A=Y NL—FT 42T FageixIP 7R
LAZRBLET, COT RLAGEHENTHIVLEN BV ET, T, KYRNT—OF7 RLAZH
(NAT) ZRITITBTNAADETEOT RLAZFERITD LR TEFRE A,

3. RETZAR=KS—RITIAANDVPNELHEICT RNZAXTHREIPEHFED') AN (CIDRE
A ERELET (BHICIL—FT 10 hEVPNEGZFERATZEHEES ). FHEMICOVTE,

VPN DI —F 4 T F7> 3> (p.140)) #SBLTLKEE L,

R, ROFIRTRHATS VPC 74 HF—RZHAL T, VPC & VPN EHRZERL T,

[N
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VPC VA H—REFEALTFIF 4 Z2RRTIBICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FTES—23>ARA 2T [VPC Dashboard) 20 Y UV LET,

3. &Y< 17R— RO [Your Virtual Private Cloud] %838 T. [Get started creatinga VPC] 21U Y oL
£, VPC VY —ANBWVWESE, [Start VPC Wizard) 22U Y I LET,

4. 4 DB ®OAT < 3> [VPC with a Private Subnet Only and Hardware VPN Access] Z3i&R L
[Continuel 27U Y L&Y,
Create an Amazon Virtual Private Cloud Cancal %

Select 2 VPC configuration below:

7 WPC with a Single Public Subnet Only

our instances run in @ private, isolated section of

' wPC with Public and Private Subnets

Subnet
In addition t ntaining & public subnet, this configuration adds a private
et whose instances are not addressable from the [nternst. Instances
he private subnet can establish outbound connections to the Internet via the VPC
public subnet using Network Address Translation.
VPN
VPC with Public and Private Subnets and Hardware VPN ':EEEE
ens)

Access

Continue

5. [Create an Amazon Virtual Private Cloud] X4 7O RY VAT, ROFIEZEFTL. [Continue]
2OV IOLET,
« [IP Address] T. VPN IL—R—ONT VYO IPT7RLAZKELEY,
+ [Specify the routing for the VPN Connection] T, JXOKSIZ, L—F 10 TF7>a>oLdh
HEBIRLET,
* VPNIL—Z2—TR—F—5—KJIA47OKRIJ (BGP ) A"HR—KhEhTWBHEER. [Use
dynamic routing ( requires BGP )] Zi#IRL £,

*« VPN )L—2—4H"BGP ZHR—KLTLVWAWEEIE. [Use static routing] Z#IRL £9, [IP
Prefix] T, XY RIT—=JICHULTKIPTL 714 Y ORZEBMLET,

BRFTROATS 3> OFEMIC DWTIE, Amazon Virtual Private Cloud D &< H 2 B %2 SR
LTLEEY, BNIL—FT 18BN —FT14 2 JOFMIOVTIE., "VPNOIL—FT 1>
A7 32 (p.140)1 EBRLTLSEE,
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Create an Amazon Virtual Private Cloud Cancal | x

VPC with a Private Subnet Only and Hardware VPN Access
Specify the public IP Address of your VPN router
IP Address:
Mote: VPN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

_ Use dynamic routing (requires BGP)
@ Use static routing

Specify the IP prefixes for the netwerk on your side of the VPN Connection
IP Prefix: Add

¢ Back |Conlinue |

BRER—DTHEHRzRIELET., BDEILWUTHREZZEL., [Create VPC] 2V U Y UL T,
VPC, 7%y~ IL—hFT—7 ), 8LV VPN EfZERLEFT,
TAH—RAETLES, BREXATOATRY VANRTENETT, COXAT7OTRY VA
&, DAY= —RNIJIADOFREEZIVO—RIBDLEHORIVHARENTVET,, [Download
Configuration] 22 )Y O L& T,

Create an Amazon Virtual Private Cloud Cancel %

VPC with a Private Subnet Only and Hardware VPN Access

Your VPC has been created.
To establish a VPN connection, you must download and apply the configuration to your Customer Gateway (router).

[ Dowinload Configuration

Close

[Download Configuration] ¥« 7AYRY YA T, HAZIN—S—KNDIA, TS5V RNTF—LA,
BREVYTRNIITN=23 2 ORI A—%BIRL, [Yes, Download] 29 Y I LET,

Download Configuration Cancal (X

Please choose the configuration to download based on
your type of customer gateway.
Vendor: Cisco Systems, Inc. =
Platform: ASA Series -

Software: [ASAB 2+~

| Cancel || Yes, Download

VPN BRENEENDTFANT ZAIEREL., TAmazon Virtual Private Cloud Network
Administrator Guidey & —#ICxY ND—VOBEBEICEHLET, VPNEF, XY ND—UBEE
NARRIY—T—RNIIA ZRETHDETHELEE A,
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ZNTFIVATR, RYRNIT—IHASDSSHBLKTVE—RFRAIKNY T (RDP) PO AEHAT
BHLWANIVRIL=IAT, F7FILRNOEFIVFTATIN—T2EFHITIHSENHYET, 1
ARBVANTIORNDY REEZRBRLEVEES, TF7FILNOTIRNNTY RIL—IILZHKRTD L
ANTEEXT, FETF7FILMNOEFIVFATIN—TOPHRETE., IXTOANITVRRD
74V oNFTOvoEh, IRNTOTINNIV RIS T4V IOFHFTENET, £k, TOTIL—T
CEYHETESNTWBRAS VAR AN MEICEETEET,

TF7ANLRNOEFIVTATN—TOIL—ILZEFIDICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FEZF—232RA2T[SecurityGroups] 2V VY UL, VPCOF7 AN OEF21)FT1TI)L—
TEBIRUET, FHRAVIC, EF21UFATIIN—T0FHMBE, 1NV RIL=ILELTTD
RNNTURIL=IILERETDEODETHAIRRENET,

3. XYKND=IODSTIIN—TATIOEATEDAINTRSSHDIL—ILZEMLET,

a. [Inbound] #7 T, [Create anewrule] ROY AUV IJARNDS SSHERIRLET,
[Source] RY D AIC, XY RT—IDOTZAR—KNIPT7RLAEEEZANLET,

[AddRule] 27U Y 2 LT,

JL—JLIE [Inbound] Z 7 ICEMENET. &L, [Apply Rule Changes] 20U Y U FBET
TIN—=TICFBEAEhELA ( COEER, IXTOAUNTYRIL—=ILZEMLTHSITV
£¥Y9 ),

@ Security Group: default

Details | Inbound* | Outbound || Tags

Create a Custom TCP rule -

new rule: _ Source ctio

Port range: ALL 50-8422d1eb Delete
{e.g., 80 or 49152-65535)

Source: 0.0.0.0/0 : Se : : . nctic
llc.;.__'TGJ.:EE.:.J 24, sg-47ad482e, or 22 (SSH) 172.0.0.0/8 Delete
1234567890/ /default)

op Add Rule

Your changes have not been applied yet.

Apply Rule Changes

4. ZXYKNID=IODS8TIN—TADALA2NTIRRDP 7V EADIIL—ILEZEBMLET,

a. [Inbound] 27 T, [Createanewrule] ROY 7RI JARNAS ROP ZBIRLE T,
b. [Source] RY VAL, XY RNDT—IDTSAR—KNIPFP7RLRAEHAZAHDLET,
c. [AddRule]Z2UYIL&ET,
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5.
6.

@ Security Group: default

Details Inbound* Outbound Tags

Create a Custom TCP rule - ALL

new rule: Port (Service) Source Action

Port range: AL sg-8422dleb Delete
(e.g., 80 or 49152-65535) TCP

Source: 0.0.0.0/0 Port (Service) Source Action

(e.g., 192.168.2.0/24, =g-47ad482e, or 22 {SSH) 172.0.0.0/8 Delete

1234567890/default)
3389 (RDP) 172.0.0.0/8 Delete
op Add Rule

Your changes have not been applied yet.

Apply Rule Changes

[Apply Rule Changes] 22 Y 2L %Y,

[Outbound] B7 T, IXNTDTIRNIURRNRS T4V IRBBMMITDT7AILNIL—ILERER
L. [Delete] 22 'Jv 2L T, [Apply Rule Changes] 20 JY L&Y,

XY RND—OEBEBENNDARI—S—RIIAERELES, VPCRHICA VAR AERBETEET,
VPCATHDA VARV ADBEBICOVTEICELS DA 2>TVEHEEE. VPCRHADSAZADE
BHICEL THERBRIERELIETETVET,

A2AZAZEBTBICE

1.

Classic 71— RZREBLET,

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. &Y< 17KR—RT[LaunchInstance] RZ>EV VY ILET,
c. [Create a New Instance] EIE T, [Classic Wizard] ZiZRL . [Continue] 22U Y VL £,

[CHOOSE AN AMI] X—3> @ [Quick Start] 2712, Amazon Y >4 X—2 (AMI) ERiEh 3 HE
EPBEBRED)ARNRRENET, FATDAMI ZEIRL, [Select)| RER>EIUYILET,

[INSTANCE DETAILS] R—2 @ [Launch Instances] T, 4 VARV AZRETHIHTRY M &R
RUET. CcOR—TZOMDTTAILNDERERFZTDOEXICL T, [Continuel] 2V VY ILET,

® Launch Instances
EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are

commonly large fixed costs into much smaller variable costs.
Launch into: © EC2 @ VPC

Subnet: subnet-c9663da0 (10.0.0.0/24) us-west-2c ~ 250 available IP addresses

RIZFKRE NS [INSTANCE DETAILS) IR—DTFT 7 %)L NOEREZFHITAICIE, FR—T
[Continuel 29 )Y V9 37EHTY,

[CREATE AKEY PAIRIR—2 T, EREKDBRFEOF—RTHSERTZH, T4 H—ROETR
LA THLVF—RTZERLET,

[CONFIGURE FIREWALLIR—Z T, F7 2 ROEF21UFT1J)—7%FRL ., [Continue] &
UV ILET,

BREEZHERELET. BRUEABTRTNE, [Launch) 29U YO LET,
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FIFATRE, VPNOREDYTZRY NRFRY RD—IDH—N—LBETEBLSICTSDNSH—

N—

FYBETT, CEFODNSH—N—HNEENBDHCP A7 3>ty NEHULERL. TOF

723ty hNEERATALSICVPC ZRETHIHBEN B ET,

I

Note

VPC |Zl&. domain-name-servers=AmazonProvidedDNS %32 DHCP #7°'>a>t v N H
BWICAEENET, Chik Amazon IZ& 2> TRIEE S DNS H—/N—T, VPC DEED/N
TVYIHTRY RN AVE—FXY N =R ITILZNLTA U E—RY RNEBETED LS
CLET, FVFAaTR, NTVYOHTRY NIEALEVOT, 20O DHCP #7°> 3
Y NEREHYEH A

DHCP A7 3> aEHT3ICIE

i\

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTE4S—2 a2 RA> T [DHCP Options Sets] VY I LE T,
[Create DHCP Options Set] RZ>Z# 0 Y U LET,

[Create DHCP Options Set] & 4 7OAYJ R Y 2 A® [domain-name-servers] RY P A2, ZBE®
DNS H—/"N—DOTF RLAZAHL, [Yes, Create] 20UV UL ET, COHITIEZEHED DNS
H—/N—IF 192.0.2.1 TT,

Create DHCP Options Set Cancel %

Optionally, specify any of the following.
Dynamic Host Configuration Protocol (DHCP) is a protocol used to retrieve IP

address assignments and other configuration infarmation.

Enter the domain name that should be used for vour
main-name ¢ 4 : oL : USe( '
doma ame haosts, for example, mybusiness.com.

Enter up to 4 DNS server IP addresses, separated by
commas, for example, 172.16.16.16, 10.10.10.10

192.0.21|

domain-name-servers

Enter up to 4 NTP server IP addresses, separated by

PID-Servers ..mas,

Enter up to 4 NetBIOS server [P addresses,

ios- -Ser
netbios-name-servers separated by commas.

netbios-node-type Enter the NetBI0S node type, for example, 2.

Cancel | Yes, Create l

FES—2 3 RA2T[YourVPCs] VU Y UL ET,

VPC %i#IR L., [Change DHCP Options Set] RZ>Z VU Y I LET,

[Change DHCP Options Set] 4 7OV RY VAT, HILWAT>3a>Ey RO IDZJARNDS
iZIRL. [Yes, Changel 20U Y UL ET,

(A7>3> ) nTVPCRHFLVWDHCP A7 avty NEFRATRLSICAYELE, LE
A2 T VPC Tk DNS H—N—NFEAEhET, VPCHEALTVWRTOAT> a3ty NE,
DEICHUTHIBRTEEY,
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SFUA 4 BERETD

CNTSSH XL RDP ZFEAL T, VPCOA VARV AICERTESDKSIZBY EL I, Linux 1
VARV AILERTDFEICOWTWE. T Amazon Elastic Compute Cloud User Guides @ Connect to
Your Linux Instance ZZ 8L T &V, Windows 1 ARV AIZERT B HEICODWTIRE. "TAmazon
Elastic Compute Cloud Microsoft Windows Guides @ Connect to Your Windows Instance ZZ 8B L T<
EEWV,
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VPC

VPC &EH T XY K

Amazon Virtual Private Cloud (Amazon VPC) O£ B33 IC1E. VPC BRUHY Ty NEERL
£9, VPC EHT XY NOBEICDWTIE. "TAmazon VPC &l (p. 1)1 ZBRL T EE W,

Topics
« VPC (p. 52)
« VPC DY 7 XY N (p. 56)

VPC

VPC ZHEK TR EEIZ, TOVPCIZHL T, —E®D IP 7 RL A% Classless Inter-Domain Routing
(CIDR) 7OY YV OHRTIEELET (#1:10.0.0.0/16 ) » CIDRERE /16, OEKICDWTEH
L <&, Wikipedia @ Classless Inter-Domain Routing 2B L T &L\,

Topics
« 3L W VPC (p. 52)
VPC O H A XFRE (p. 53)
VPC EEFLRFR—LZRY ND—U OB OES (p. 54)
VPC Z1ERK T % (p. 54)
VPC ZHIRT % (p. 55)

L L VPC

RORE, F7ALROIL—RTF—T N &RHE 2LV VPC 2 RLET,
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VPC O 1 XE&E

Router
Main Route Table
Destination Target
10.0.0.0/16 lacal

VPC
10.0.0.0/16

Region

VPCRHICA VARV AZRBBTREIC, TRV RZBMUL THBENFHYET,

"=

VPC O Y 1 AFKE

12O CIDR7OY YU % VPCIZEIW)YHTHBENTEET, HFAETHTWVWDDIEF, /28FY NIYARY
A5/16 XY NIAIOBOTOY IHAXTT, DXV, VPCIZIX 16~65536 D IP 7 RL A%
EHBRENTEET, —EERLEVPCOHAS XREETEETA, VPCOH A ANNETET

T—RICHIETEBRWVWEEIE, VPCHDIRNTDA VAZAZKRTL, TOVPCZHIBRLTH S,

RKEZVPC ZFLKERTIHENHYET, FMICOVWTE. TVPC ZHIERT S (p.55)1 2SR
LTLEEW,
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VPC EEFLEFAR—LZY NO—UOBEOESE

VPC EEFLEFR—LZRY NDO—T0 OB DL

F7232T, VPC LEFERFFR—ALARY NI—VDOEDOEHRERETEET, VPCHIZ, XY K
D—ONTLTAVIAD 1 DEEETZIPTRLATLIAVIANGDBE. TOXYRND—Y
DTLTAVIAANDRT 74V ORROYTENET, FIZE. XOBRBENINHDELET,

-« CIDR7OY % 10.0.0.0/ 16 #3#> VPC
« CIDR7OY % 10.0.1.0/24 D VPCHOHTZY N
« IP7KLZA10.0.1.4 & 10.0.1.5 ZFD>H T XY RTEFTENTVBRAIVARVA

« CIDR7OY%10.0.37.0/24 &£ 10.1.38. 0/ 24 ’"EAET N TWVWB AT LI ARARNRY KD —
2

VPCHDCNEDA VAR AN, 10.0.37.0/24 TRLAZEDFRANEBELLDETDRE, *
DR 74v O ROYTENRET, Chik, 10.0.37.0/24 A", VPCIZEIY)HTShTWD, &)
KREBRTLT74Y9X(10.0.0.0/16 ) D—EPEASTT, —H. 10.1.38. 0/ 24 EEDHKRA M EF
BETEET, TO/OYYIF10.0.0.0/16 D—HTREEVWASTT,

LA 2T, RIS VPC O CIDR &R IF, SEFREABDLRICHDICRNDBTE, HO2BERLER
R—LRYRD—VIHPREFLRSEOEDYTRY MEEEBLBVLSICTRIE2HEDHL
£

VPC Z{ER T B

Amazon VPC >V —JL &AL T VPC £#HKT B2, [Create VPC] XA PO K Y 2 A VPC
JAHF—REGFERALET, XOFIETIE, [Create VPC]Z A FOTRY U RAEEHL TVPC D%
RLET, TR, YTRYKN, —RNIIA, BLREIN—F A IF—TINZEBMTIHVEN BV E
Fo VPCUAH—REFEALTVPCE, TOHTRY N, F'—KNITIA, BLEINL—F1T9F7—T
LE—EBIZERTDHELCODVWTIE., TAmazon VPC OFRIFF U (p. 8)1 #SBLTLKEE L,

VPC ZHERT B IC &

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—23RA2T [Your VPCs] 20 )Y O LET,
[Create VPC1Z U VY VL&Y,

[Create VPC] H A 7OV RY VAT, BEIZISUTEHUTO VPC OFMZEIEEL ., [Yes, Create] &
UV ILET,

« VPCOCIDR7OYV%IEELET,

s THRNEMAT I VEBRLET (FIZEFE. >IN TFIRON=RIITFTTAVAREY
ANERICBETDESICRATZIEANDTFORNEE ) N—RIVITEEOA ARV AD
BHMICOVWTEE, TEC2N—RIITEEA VAR ADER (p.152)) #ZBLTLEEL,

A
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Create VPC Cancel |

AVPC is an isolated portion of the AWS cloud populated by AWS objects,
such as Amazon ECZ2 instances. Please use the Classless Inter-Domain
Routing (CIDR) block format to specify your VPC's contiguous IP address
range, for example, 10.0.0.0/16. Please note that you can create a VPC no
larger than [16.

CIDR Block: 10.0.0.0/16 (e.g. 10.0.0.0/16)

Tenancy: Default -

| Cancel H Yes, Create

VPC ZHIRT S

VPCRWOTEHIRTEERT (VPCHNETERH/RE ). £EL, £F. VPCHOINTODA >
ABVAEKRTIIBENHYET, VPC ZHIBRTDE, VPCOIXTOOAVR—FU N (T RV
M EF2UF1I)L—T FYRT—YACL, L—hFT—T I, 1282 —%Y NF—KJ T4, DHCP
F723ar ) FEIBRENET,

VPN #EHEAN HBEE. TOERELE VPN ICEETB OO R—F N (ARAEII—S—KDI

1. BRTZAR=KNF—RNIIABE) ZHRIZDHSEBEEH)ELA. 1) VPC THARAEY— —
RIIA ZERTBZFENHDEEE. VPNERES N IIABFRRETDEEHEOLET,
NUADEE. VPN ERZFHFLERLES, XY ND—UEBBENDAIN—T—NII A 2RE
TRILENHYET,

VPC ZHIBRT S &

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
VPCOTXTDA VAR AZRTLET,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2a RALT [YourVPCs| Z0 Y IO LET,

HIBR9 2 VPC %##IRL ., [Delete] 2OV UL ET,

VPN R ZHIR T2 BN HRHERE. ThETSATIa2 2B RUET. ThHUNDEBE,
EDOATLIAVREATOERRICLUTHEE T, [Yes, Delete] 27U Y I LET,

o0k wnd =~

- Y

Delete VPC Cancel %

Please confirm that you'd like to delete this VPC. Deleting this VPC will also
delete objects associated with this VPC in this region:

Subnets Route Tables
Security Groups Internet Gateways
Metwork ACLs VPN Attachments

DHCP Options Sets

[] Delete VPN Connection when deleting the VPC

| Cancel H Yes, Delete
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VPC OB 7%V K

VPC OH 7T ZvY K~

BEOTRAZE)TA—=V—2VICELN D VPCEERTEET, HFMICOVWTIEK., "VPCEERT
% (p.54)) ZBRLTLKEEV, VPCEERL LS, FRATEVFT A=V —2Z&IC128EDY
TZYREBMULET, B TRY M REL2ICIDOTRASEUTFA—V—2AICETNTVBIHE
HFHYVET, 120 TRY MEBROYV—VILEEND @G TEEREA, FTRATEUT A=
L, OTRASEVTF A=Y=V TRELLBEN SUUBTLOIESNEBAHTT, EROT
RAGEVFA=V—=2VTA VARV AZRETDIEICRY, 1D0OBFATRELEEENAST T
T—2a ERETEET, AWS T, EHT7XYNIEED DAEYHETShET,
Topics

« 7% Y N%&#D VPC (p. 56)

s YT XY NOY A XRE (p. 57)

s HTXY RNDI—F 1427 (p. 58)

s HYTZXY ROEFIUT 1 (p. 58)

s 7Y K% VPC IZIBINT S (p. 59)

s YTRY RNAICAVARZAERE TS (p. 59)

s Y7 %Y NZHIBRT S (p. 60)

H7Zv N&E#EDVPC

RO, BEROTRASEVTFA—V—2ILH2EROHTZY NTREENEZVPCERLTVWE
To 723 2ELT, A1VEF—FRYRNF—RNIIA(ZEBMLTA U R—RY NMCLDBEEZEMICL
Y, RETSAR—RNRZYRND—2 (VPN) ERZENLTCIFERAORY NO—0J L DBEZEMIC
LiWTEET, FMICOVWTIE "TAmazon VPC ORIA>FUF (p.8)s . "MV EZ—FY NT—h
JIA% VPCIZEBMTS (p. 117)1 £k "WVPCADN—RIITRETZAR—KS—RTITAD
B (p. 137)1 ZZSBLEEV,
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D—

/_& Internet Gateway

Custom Route Table
Private: 10.0.0.5
EIP: 198.51.100.1 Destination Target

EC2 Instance

10.0.0.04/16 lacal
Subnet 1 —
0.0.0.040 .
10.0.0.0/24 1 d igw-idl [
Riyitier
Main Route Table
Private: 10.0.1.5 . S Target
EC2 Instance T ol
Subnet 2 | |
10.0.1.0/24 ! i
| —
|
I | VPN Connection
|
| 1?‘3 >
|
| vhG Customgr Gateway
| Subnet 3 | Corporate Metwork
i 10.0.2.0/24 |
|
| Custom Route Table
Destination Target
VPC .
10.0.0.0/16 10.0.0.0/16 lacal
i 0.0.0.0; ¥ |
Region L| /0 vgw-id ]

H7ZxY NOY A XEEE

7Y NEERTREEIC, TOHYTXZYRNOCIDR7OY V%EELET, Y7ZY ROCIDRY
Oy 2k, VPCOYT7ZY KA 120BE,. VPCOCIDR7OVYZERUICTRIEE, B VEE
BOYTZY NE2EMITAHTRYRNERBLUICTRZZEETEET, VPCICEROY TRy M2k
RI2BE. Y7ZXY MO CIDR7OY VREELTRVWITER A,

iz E, CIDRZ7OY % 10.0.0.0/24 %3 D VPC #ERL BE. TN VPC Tl 256 D IP 7 R
LAAYR—hEhET, COCDRTOY IR 220HTZY NCHEITE, ThThoH7XY b
TI128fDIP7 RLAAYR—RENRTVET, —HOH7XY NTRECIDR7AY % 10.0.0.0/25
(7RLA10.0.0.0~10.0.0.127 ) A", £5—AOH 7 XY NTIECIDR7OY ¥ 10. 0. 0. 128/ 25
(7 RLZA10.0.0.128~10.0.0.255 ) AEAENET,
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BTZRYRNOIL—F 1Y

LES Important

BHT7ZYROCDR7AYIRICHZD IPFTRLADSS, BIIO 4 BEHED 1 EEEA
EEAWS ICE 2 TFHENTVET, ChSOF RLAZI—H—HNFEATH ERETESE
HA.

H7%Y NCIDR7OY VOFMEBEICKIDY—ILNREEHVET, K<HEAEThZY—=ILIZOVWTIE,
http://www.subnet-calculator.com/cidr.php 228 L T EE W, £, XY NDO—=0FEMITIL—T4H".
H7ZXYNIEETS CIDR7TOVIERETRIEETEET,

H7ZYRNDIL—FT142Y

REtLE, EHTRYRNEL—RT—TILCHEENTRIXENBVET. TRV NEHEDTIORNTY
RRS 74 VCR/UTRHAENDIL—RME, SOT—TIIICE>TEEENE T, ERTHITXTO
BTZRY KA, VPCOXAVII—RT—TILICEBNICHEESHTSNET, COREFHEZEEL,
XAVN=RT=TILOOAVTUYEEETETT, FMICOVWTR, "IL—rT—7 ) (p.106)s %
ZRLTLSEZ L,

HTZXYRNDRNZTAVINAVE—Y N —RNITIACIN—TFT142TENBEHEE, TOHTXY N
BNTUyoHTZy NEBENRET, SIORTR., H7XYMANTVYIOHTZYNTT, 47
ZY N ICBEERFSNEL—FTF—T Ik, TXTORZT74Y %9 (0.0.0.0/0) B/ Z—%Y
RP—KRDITA (Hl:i gw 1a2b3cad ) ICIL—F 12T LET, 1V AZXV AV I ElasticlP 7 KL
AFHBDIED, 1 VB—YRDPSTIEATEET,

A=Y NTF—RIIAANDI—RFBVTTZRY NE, T/ RX—RAYTRZY NERIENET,
HBORTI, Y7RYR2HATSAR—RNYTRZYRNTT, AVARVAV2ERAVE—FXY NCTY
TATEFLAN, VPCOMDA VARV AR T IOELATEET, XY ND—UF RLAZH: (NAT)
AVARYAEFEALT,. VPCOA VARV AILEBD AU R—FY RADOTIRNNTY REZEORLE
BHUL, AVEZ—FYRDSORBEEDA/INT REFHZIERTEEXT, ElasticIP 7 RL AR
ShEHRLATOT—RTERVESD, BHBNTVUY I IPTFRLAEZEBBETDA VARV ANS
KBEETZDHEEE. NATAVAZANFEAEHEOLET, H@ICOVWTIE, "NATAAZY

A(p.122)1 ZBBLTLKEEL,

A=Y NF—=RIIANDI—RHFBEL, NZTAYINFREBTSAR—NF—RNITIAICI—
FAVTENTVWRHTRY NE, VPN DEZDHTZY REFIENE T, BIORITIE, 7Y K3
HFVPNDOEDHTZY RTTF, 7RV RIICEEFHFShEIL—RT—TIE, IXTORZT 71V
2(0.0.0.0/0) BEET A R—=RS—KRDIT A (Hl:vgw1a2b3cad ) IZIL—F 1T LET,

H7ZYyNOEFIUFT4

AWS provides two features that you can use to increase security in your VPC: security groups and network
ACLs. Both features enable you to control the inbound and outbound traffic for your instances, but security
groups work at the instance level, while network ACLs work at the subnet level. Security groups alone
can meet the needs of many VPC users. However, some VPC users decide to use both security groups
and network ACLs to take advantage of the additional layer of security that network ACLs provide. For
more information about security groups and network ACLs and how they differ, see VPC O tzF 1 1)

T 1 (p. 68).

HETICKRY, BHTRY RN ERY ND—Y ACL ICBHERTZRBENFHVET, ERTD VTRV NG
INXT, VPCOFT7ANRDZRY ND—U ACL ICEBNICEENTShET, CcOBEMRTZEE
L. F7Z2LROZRYRT—UACLOOAVT UV EEETEET, F#MICO2VWTE., "RY D=2
ACL (p. 77)1 ZZRL TS EE L,
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H7%xY NE VPCIZEMTS

H7%Yy N&E VPCIZEEMT S

FLLWHT XY RNZEVPCIZEBMTEE, YTXY NCHKREBERIN—FTFA07EEF1 VT 1 E2RET
DREBHABHVNET, CcOEXEE, COEI>AVTHREITZDELDICFHTITS>LE, TAmazonVPC
OFRAZFT)F (p.8)s THETDIKRSICVPC VA HF—RTERETDEETEET,

H7%Y N%E VPC ICEBMTBICE

1.

BTy NeERLET,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES -3 R/ T [Subnets] 20UV IO LET,
[Create Subnet] 20U Y I L& T,

[Create Subnet] &4 7OJHKRY VAT [VPC] ZBIRL. [TRATEUT 1 —V—2] &BER
L. ¥7%Y RO CIDREHZEEL TH S, [Yes, Create] 2V Y U LET,

aoop

HT7ZXYRNOIL—FT AT EBELET, HIAE, 1 VX—FXY RN —RNITIAELENAT A
ARVAANDI)—REBMTEET, FMIOVTE., TIL—rF—7 ) (p. 1068)1 Z8EL TL
EEW,

(A72ar )YRBEBICBEUT, EF1VTA 0L —T2ERELRFREELET, FHICOVWTE.
"'VPCOEF2UTFTATI—7(p.70)1 ZBRLTLKEEL,

(A72a> ) BEBEIZIHSUT, XY RNI—UACLEZERELREELET, XY RT—YACL®D
HHICOVWTR, "TRYRNT—=TACL(p.77)1 ZSBRLTLEEL,

HT2Y NAICA VARV AERE TS

HTRY RRICA VARV AZRBTSICE

1.

Classic V1 H—REZRBELET,

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. AY< 17R—RT, [LaunchInstance] 27U YU LET,
c. [CreateaNew Instance] R—< T, [Classic Wizard] Z3&3iRL ., [ContinuelZ U Y I LET,

[CHOOSE AN AMI] R—< @ [Quick Start] 2 712, Amazon X >4 X—2 (AMI) EFIENZ E
AHBEREDVARNFRRENE T, HHTS AMI ZiBRL., F0 [Select] REEIUY UL

£7,

[INSTANCE DETAILS] R—2 @ [Launch Instances] T, 41 VARV AZRETHH TRy N &iR

RUET, cOR—ZOMHOFT7AILNDOFRERFZEODEFEICL T, [Continue] VU Y I LET,

® Launch Instances
EC2 Instances let you pay for compute capacity by the hour with no long term commitments. This transforms what are

commonly large fixed costs into much smaller variable costs.
Launch into: © EC2 @ VPC

Subnet: subnet-c9663da0 (10.0.0.0/24) us-west-2c «» 250 available IP addresses

RICKREND [INSTANCE DETAILS] BIR—TTF7 2 ) NOREEZFEATBICE., ER—DT
[Continuel 22 )Y U L&ET,

[CREATE AKEY PAIRIR—2 T, EREBEHDBRETFEOF—RTHSERTDH, J1H—ROETR
CLUEM>THLULVF—RTEERLET,
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H7ZY NEHIBRTS

6. [ConfigureFirewall R— T, FIBET2REOEFIVTATI—THSERTZH, J1H¥—K
DERCLEM>THLVWEF2IUT AT —T2EBLET,

7. BEERRLET. BRULKNATEWINE, [Launch) 29Uy I LET,

P = N
7Y NZHIBRT S
HTXRY MNICA VAR AN BFETDEERTNEETTRTIDHEN HYVET,
YT xRy NEHIRT DR
Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
BTRXRYRODIRTOA VARV AZETLET,
Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES =232 RA2T [Subnets] 2V )Y IO LET,
HIBRT 287 %Y N&BIRL, [Delete] €2 Y I LET,
[Delete Subnet] &4 7OJRY VAT, [Yes, Delete] €0 Y ILET,

2
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F7#4) MO VPC OEXR

F7FAIRNDVPC EHTRY K

F72IBNDVPCIF, EC2-VPC 7ZY R 74 —LDEERZRY ND—F > J#gE& EC2-Classic 7
ZYRTA—LOBEVRTEOX) Y NERRIBATVET,

EC2-Classic 7’2 Y N7 #—L&E EC2-VPC 75 Y R 7 #—LDOFEMBICOVWTE, THR—KEhTW
BT TYNT ALy BBRUTLKEEL,

Topics

s F7A) KD VPC ODEZRK (p. 61)

s HR—KRENTWBRTTYRTF—LETFTAIRNVPCHFHBHNEDH ZHERT S (p. 63)
s EC2AVABRYAZT7#) MO VPC HICEENTS (p. 64)

« F7AI)LKND VPC ZHIBRT S (p. 66)

T7 7)) MO VPC OEZR

Z0tv>3a>TlEk, F7 4 MO Virtual Private Cloud (VPC ) EZDF 7 A RDHTRY KD
VWTRBALET,

o] F %

AWS PADIUKRDBI—I3aUHFYR-—KNIBDTIY NTA—LZBBIZHEE. "FR—-hch
TWBTSYRTA—LETFTAIRNVPCHBHBINESH EHETS (p.63)1 ESRLTSEZ,
AWS THD Y KA EC2-VPC LAHR—REhTVWBEWESRE., TOAWS THUY MIBEENTS

NTVWBIAMTHTIY RE EC2-VPC LAY R—KhEhEA, Eloi COIAMTHI Y RTRE,
AWS 7HIOU NERBUF7 I NO VPC FERENET,

~ ] = ~
AR—F 2N
F7FI)IKNDOVPC ZERTDEE, Amazon BITRDEREZTVET,

c BIRASEUTFA—=V—=VICFT7AILNOHTZRY NEERT S,

e AUR—ZFYKNT—RNIIALZERLT, F7FI MO VPC ICEHT S,

s F7XIMDOVPCIZRLT, A F—XYNAOIXRTORNS T4V 0 BARZ—FY NTF—KDI
AICEETRIINL—INEEIDRXAIN—NTF—T I EBERT S,
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F7FINRNOYTRY K

s F7ALNODEFIVFTATIN—TZHERL. TT7 2D VPC ICBEER TS,

s F7ALRNORY ND—=OF 0RO MO—)IJAKN (ACL) Z#REL. 72 h® VPC ICBE
BN,

s F7AINRNDVPC ZBAIZAWS PHIY NI, F7#)I RO DHCP A7 3>ty NEBE[ G
%

RO, 74RO VPCICHLTREIZDEERIVR—XNERLET,

. I
- \
Private: 172.31.0.5
Public: 203.0.113.17
EC2 Instance
Default Subnet 1
172.31.0.0/20

Router | Internet|Gateway
Private: 172.31.16.5
Public: 203.0.113.23
EC2 Instance Main Route Table
Default Subnet 2 SRR =~ Destination | Target
173.31.16.0/20

W

172.31.0.0/16 local
| 0.0.0.0/0 igw-ic! |
Default VPC ! )
L 172.31.0.0/16 )
Region

F7AILEDOVPC RICEBTZREAVAZVARK, T7SAXR—RKNIPFPRLAENTUY S IPFTRL
ADHAEZTRUET, 1 VAZVAREENREN, NTJUY U DNSKARNBETZAR— K DNS
RARNBOBMBEZTERYET,

F7AI) RO VPC &, 8D VPC; ERALUKSICEELE T, HlXIE. H7ZxYy hOEBEM, XA I)—
RF—7ILOZEE, L—hFT—7II0OEMN,. BNMOEFIUF4TI—TOEER T, F74ILM0OE
FAVFTAITIL=TIIL—=IOEH., BT VPN EHRODEBMAAEETT, £, BINO VPC ZEKT
BEETEFRT,

F7ALRNOYTZY ML, O TZY N, ERAUESICBELE T, HIZE, DARLIL—RT—
JEEmMLEY, ZFYRNT—UACLEZRELEYTEXT, £k, EC2AVARAERE TR L
EIZ, FIFLNOYTRY RNEBEETRHEETEET,

TF7AILNOFTEY K

F7A4)NVPCOCIDR 7OY Z@EEIZ 172.31.0.0116 TF, chld. &KX 65536 BANDTSARK—K
IP7RLAZRELET, F7FILMFTRZYROZRY NYRAVREIC/20TT, chik, ¥ 7xY
RHEVWEKL006EOT RLAZEHLET, COFOVL DA, Amazon A ERATB LS ICFH
ThTVWET,
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BR—RENTVWBRTSYRNTA—LEFTHILN VPC
NHIDESHEEBTS

F7AILKNTRE, F7ALNOYTRY NENT VY IHTRYRTT XA VIN—RT=TIHFA>
B—Y NADYTRXYRDORT T4V I BAVE—ZY N —RIIALEETHLEOTT, 772
IWROYTZRY RETZAR—RNYTZY MIFBICE, EET00000A51E—FY KT —h
DIMADIL—KNEHIBRLET, £EL, COBREERTLBE. TOYTXY RTETEATVLS
EC2AVARVATNTH, 41X —%Y M¥, Amazon Simple Storage Service ( Amazon S3 ) %% &
DD AWS HBICT IV EATERLIBY XY,

HR—KRENTWBRTSYRNTA—LETFTFI)
NVPCHAHBIHESHZEERTD

Amazon VPC ICBE T2 HEAB<TE, TF7AILNDVPCIZEC2 AV AR A%ZRE L, Elastic
Load Balancing. Amazon Relational Database Service ( Amazon RDS ) ¥ Amazon Elastic MapReduce
(AmazonEMR ) B EDMH—EREFERATEE T, chsOY—EAR., 772 MO VPC FE
EC2-Classic DEBSZF> TV TERULSICRATEER T, L, BEVDO AWS THIU Y
BADTZYRTA—LZHR—RNLTWRHAESH, EEFTT7FILRNDOVPC ZREATWRHESH
FhHYET, XROEYVZ 32T, AmazonEC2>YV =)L, AmazonEC2IN Y R4 A4 R —
TIAA, BKY Amazon EC2API 74> a> AL T, TOHEICOVWTHBELED,

AWS XXX N2 YU—=)

Amazon EC2 IV —JLik, EC2A VARV AZRBETED STV NTF—LE, TF7F)I MO VPC
NHEINESHAZRLTVWET,

Verify that the region you'll use is selected in the navigation bar. On the Amazon EC2 console dashboard,
look for Supported Platforms under Account Attributes. If there are two values, EC2- Cl assi ¢ and

EC2- VPC, you can launch instances into either platform. If there is one value, EC2- VPC, you can launch
instances only into EC2-VPC.

BlzE, XRORE, PTHATYRNNEC2-VPCTZY N7+ —LADxEHR—RNLTWVWDZE, BLUTE
BlF vpc- 1a2b3c4d ZHFD2F 7 AN BNDO VPC HFHBDEZRLTVET,

Supported Platforms
EC2-VPC

Default VPC
vpc-laZ2b3cdd

F7 4L N® VPC 4B T B &, [Default VPC] fEE L T None A RFEnET. A OV TR,
Fr57# )L k0 VPC 2#5IBT % (p.66)1 EBRLTLIEEL,

AN RTGAA2FZ—TIAA
supported-platforns Bk, EC2A VARV AZRETEDTSTYNTA—LERLET, TH

DUORDIOBEHEDEERBTSDICIE. RDOKSIZ ec2-descri be-account-attributes I¥ > R
ZFERALET,

ec2-descri be-account-attributes supported-platforns

CHOEHEIC2 DNEEC-Aassic & EQ-VPCHBHZDBEE., THINEVWThAOTSYNT 7 —
LRICEC2A VARV AZRETEET, 1 VAR ADREBICVPCEEELEVE, 1 VAR
Alx EC2-Classic AICEBEENET,
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EC2
9%

COBEMEDEN EC2-VPCDIFE. THIV MNFEC2-VPCHIZDHA VARV AZBETEET, 1
DABRVAOEBEIC VPC EEELBEVE, A VAR ARTT7AINO VPC RICEBENET,

ROYUTINEIF, A VAR AZEICECVPC RICEETAZEZRLTVET,

ACCOUNTATTRI BUTE  supported-pl atforns
VALUE EC2- VPC

default-vpc Bk, 7 AL MDD VPCHABHZIZNESHERLET. T7FILNDVPCHHBDHE
&, TO/RNFE—HICRRLET. COBHOEEREBITDICE,
ec2-describe-account-attributes N> RZEFEHALET, supported-platforns &
default-vpc DIEAOEMZRALUIANY RSS2V THEETEET, £, CITRIELSIC, AR
FRTREETEET,

ec2-descri be-account-attributes defaul t-vpc

ROY>TILE AR, IDH vpe-1a2b3cdd DF7 AL RND VPC AHBEERLTVET,

ACCOUNTATTRI BUTE  defaul t-vpc
VALUE vpc- la2b3c4d

F /. ec2-describe-vpcs ANV RZEHFEHLTVPC ZRRTDELEE, F7FIMDOVPC HHAD
ICRRENET, ec2-describe-subnets ANV REFALTHTRY NERTTDE, TRATE
DF4—Y—2ZCILF7ANRNOYTZY NIHAOICRENE T,

HMICDWVWTIE. "Amazon Elastic Compute Cloud Command Line References M
Mec2-describe-account-attributess . Tec2-describe-vpesy . & &V Tec2-describe-subnetsy 258
LTLEZL,

API

supported-platforns BitlE, EC2A VARV AZRBRETEDTTYRNTA—LZRLET,
default-vpc Bk, F7AL MDD VPCHBZIZNESHERLET. F7FILRNDVPCHFHBEE
&, TOBBNFE—RICRRILET, THI MO OESBEMDEEIREBETHICIE.,

Descri beAccount Attributes API 790> 3a> & ERLET,

F/. DescribeVpcs API 79> a>vEFERALTVPCERRTDEEE, F7 4L MO VPC HFIGE
ICRRENET, DescribeSubnetsAPI7I2 AV EFERALTYTRY NERRTDE, PRATE
DFA=V=2ZElZFT7AILRNDOYTRY NFRBBICRENET,

FHHICOWTIE. TAmazon Elastic Compute Cloud API References ® "DescribeAccountAttributesy
TDescribeVpcsy KT TDescribeSubnetsy B L T EE L\,

A2ARERAZTFTT7 ) MO VPC HICHE

HTZY NEBECTICEC2A VARV ARZRBETDE, TOAVARZRARKF 74 NOVPCOF
TAILRNOYTZY NRICEHBNICEEEhET, F7FILRTRE. FRASEVF 14—V -2 FER
TEh, AVARVAR, TOTRASEUTFA=Y—2ICRIBTEHTZY NACRBBEhET, £
oo AVAZVADTRASE)TFA—V—2%BRTDEETEET, THICE, BBTBFT#
ILRNOHTZYy NEDAVY—-IITBIRTZH, YTXY NEERTFRASEDF 14—V —2%CLITHE
ELET,
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AWS YR XA NV VY-=)

AWS XXX N2 YU—=)

EC2AYVARVA%ZTT7#I MO VPCRICEETZICE

1.

5.

]

Sign in to the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2/.

Amazon EC2 2V —I)LOA' Y < 17R— RT, [Launch Instance] 20 JY IV LE T,

[Create a New Instance] XK—< T, [Quick Launch Wizard] 22U Y L E ¥, 14— RDIER
CLEF>TRELET, 1IVARVABEZEEL, F—RTZEHRLT, AMIZERLET., T
72RO EFIVTATIN—T2ERALET,

BREZEMELET, [Launchinto] ®F 7 # )L & [Default Subnet in any AZ] T, DFEVY., 1>
AZVAE, BRUETRAZEVTFA—=V—=20OF 74O TRy NRICEBEhTVWS
EEBKRLET, £/, [Editdetails] 20U YIL, BEDTRATEUTA—V—-20OFT7 %)
ROYTRYNEBRTDEETERT,

Create a New Instance Canecel X

Amazon Linux AMI 2012.09 (ami-1624987f)
Platform: Amazon Linux The Amazon Linux AMI 2012.09 is an EBS-backed, PV-GRUB image. It includes Linux 3.2, AWS
Architecture: x86_64 tools. and repository access to multiole versions of MySOL. PostareSOL. Python, Rubv. and
Please review your settings and click Launch to finish or Edit details to make changes.
Instance Details

Name: Type: tl.micro
Detailed Monitoring: No Termination Protection: No
Shutdown Behaviour: Stop

Launch into: Default Subnet in any A7

Security Details
Key Pair: Security Group: quicklaunch-1

Advanced Details

Kernel ID: Default Ramdisk ID: Default

User Data: IAM Role: @

Edit details || Launch
< Go Back

[Launch) 22U Y 2L T, 1 VARV AZRBEBLET,

NORTGADADVEZ=TIARA

EC2AVARVART7#INDOVPC AICEEITSICIE, ec2-run-instances IN > RZEFMEAL
T BTRY NFERTRATGEVTF A=V =V EBEETIAVAZRAZRBEBLE T, RICHZER
LET,

ec2-run-instances am -b232d0db

EC2AVARVAET7 A NDOVPC DEEDHTRY NAILBEBTSICIK, FTRASEUT 1 —
V—BELET,

ec2-run-instances am -b232d0db --avail ability-zone us-east-1la

F/&. ec2-describe-subnets AN REFALTHTRY RO UARNERRTTEH, FTRATE
DFA—=Y—=2DFT7A2ILRNOHTTZY NERRLET,
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F7AILKNDOVPC ZHIBRT S

ec2-descri be-subnets
SUBNET subnet-9d4a7b6¢c available vpc-l1la2b3c4d 10.0.1.0/24 250 us-east-
la true true

RIZ, ec2-run-instances Z2FAL T, PRATGEVF A=V —=2OF7AILNOHTTRY NRHIC
AVAZAZRBBLET, RICHZERLET,

ec2-run-instances am -b232d0db -s subnet-9d4a7b6c

F7A)NO VPC ZHIBRT S

12U EDF7AILRNOYTZYRE, HOYTZY RERUKSICHIBRTEET, L. TF72)
ROB7ZY NEBIBRLES, ZTOYTXYNEIHEHRLET, COEBE, EC2AVAZVAE, T7#
ILRDOVPCDEDTARASEDTFA—V—CRHICREBIDCERFTEEEA, ChETSICE, 20
TFRAGEVTF A=V =VICHTRY NEERL, 1 VAZVAZZTOYTZRY NRICBERNICEST
BDRENFBYVET, F7ALMDVPCOIRTOF7AILNOYTRY NZHIBRL =5, EC2A4 VA
BROAERBETHEEIC, O VPCOHTZRY NEEETIHENHVYET., Chik, EC2-Classic
RICEA VAR AERBETERWVWASTT,

F7AILNDOHTZY NEHIBRLKS £ TS &, [Delete Subnet] A 7OJRY JAICEBEXY £—
DHFRTENET, COFAAFTOJRYIRT, F74)ILNDOVPC ZHIBRT DL 2RI HDHEN
HYVET,

Delete Subnet Cancal |x

Are you sure you want to delete this Subnet?

* subnet-0fab8664

;0 Warning: If you delete this default subnet, you can't
launch instances in the us-east-1 AZ unless you create a
subnet in the AZ and specify the subnet when launching
the instance.

[ acknowledge that I want to delete this default subnet.

Cancel

F7AILRNOVPCIE, 1D VPC ERUKS ICHIBRTEE T, L. F72IL M0 VPC ZHIBRL =
5, TOVPC FHEEALET, DFV, EC2A VARV ARBETRDEEIC, 2D VPC OH T XY N
BIBETHIHENHYET, Chlk, EC2-Classic HICIFA VAR AZBEHTERWVWASTY., 7
77 R0 VPC ZYIBRL &S ETBE, [Delete VPC] A A TFOTRY JAICBEXY E—IHARRE
NET, COXATOTRYIAT, F7FIBMDOVPC ZHIBRT B CEZBATHIMEN HYET,
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F7AILKNDOVPC ZHIBRT S

Delete VPC Cancel |

Please confirm that you'd like to delete this VPC. Deleting this VPC will also
delete objects associated with this VPC in this region:

Subnets Network Interfaces
Security Groups Route Tables
Network ACLs Internet Gateways
DHCP Options Sets VPN Attachments

[[] pelete VPN Connection when deleting the VPC

) Warning: If you delete this default VPC, you can't launch instances in
the us-east-1 region unless you specify a subnet in another VPC. You
must contact AWS Support if you want to create a new default VPC.

O acknowledge that I want to delete my default VPC

Cancel

F7 ) NDOVPCEHIRL %, TOVPCEERTIHEN $BHEARE. AWS Support (B L T,
HFLWF 72RO VPC EERTEDLSTHIVREUEY RLTLKEZEL,
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VPCOEF1)T 4

Amazon VPC Tk, XD 2 D2O#ee#EFERAL T, VPCOLEF 1T 1 ZB{LTEET,

e EXAUFAYI)N—T - EEMN TSN AMazonEC2 A VARV AN T TFAT 04— )L L TEE
L. 1N RRNSTAVDETIRNNIURRNZTAYIOOEBEAVAZRALARIL T K
O—=JLFT

e XY KND—=OTFUEAAMO=ILUAKN (ACL) -BEENTSNEYTZYNOT7ATI4=)
ELTEMEL, A1 ONTURRTSTAVOETINNIVRRNSZavOOmAEEYTZRY RLARI
<A MAO=)ILLFET

VPCHIZA VAR AEZRETHEEIC, ERLE12UEOEFIUTF 49 )—T#BERNTZ
ENTEET, VPCRHANDA VARV AZEICEBDEFIVTA4TI—T70ty NMIEYHTBR L
NFTEET, AVAZVAZREITRDEEICEFIVUTFAIIN—T2EELEVE, TOAAXVA
EVPCOF7AILRNOEFIVFTATIL—TICEBNICEYYETSNET, EF2VF1TIL—T0D
HMBICOVTRE, "VPCOEFIUTATIL—T (p.70)1 BESRLTLSEEL,

VPCA VARV AREFIUTATIN—TTOXMRETEET, £EL, F2RBLAV—ELTERY
RDO—O ACLZEBMTZENTEET, XY NT—T ACLOFEHICODVWTREK, TRy D=2
ACL (p. 77)1 ZBBLTLKEEL,

AWS Identity and Access Management 2§23 &, MABRNOEANEXFIVT A TIN—T"%ZRY ND—
U ACLEZER/BEETEDRSICTRHAEAMO-ILTEERT, HIAE. XY ND—VUEBEICET
ZTOFAZNREL, 1 VAR AOBBOAN VEFZELBICEFELEVRSICTERT, FEICO
WTlk., TAmazon VPC ®U Y —RIZHT BT I ADEIE (p. 98)) #BBL T TV,

r Note

Amazon EF1VF A TI)N—TEXY RD—D ACL T, U>OO—AILTRLA
(169.254.0.0/16 ) ND KT 74V, FLEEEOTRLAASORNZ T4V IRFT1IILRE
NEBA, VPCOUZOO—NILT RLATR, RXSZ—LY—EX (DNS) ., BHKRA
NERZOKNIJ (DHCP ), AMmazonEC2 A VARV ABEND AR T —R, B&LU Key
Management Server ( KMS-Windows 1 > AR ADT A AR ) AHR—hENET,
BMO77AT0A=)LIYVI-23VEAVAZVATRETNE, UoO-NILTRL
AEDZRY RD—VBFEZ7OY I TEERT,
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tFIVFATIN—TEZXY NT—2 ACL D HLE

LXIVFATIN—T7ERY NT—T ACL O HEER

ROKRE, EFIVTATIN—TERYRT—U ACL DEFNBEVETEHLEENDTT,

tFIVFATIN-T
AVAZVALARILTEHELET (E1REL A
=)

L=ILOFATOENYR—KRENET

AT—=RZL: L—ILICREREL, BEhizrhD
AV ONBBNICHFATENET

RST74VORHFATRINESHERHDHIIC,
IXTOIL—IIZFHLET

AR AQBEFICHEHANFEFIVT AT
N—T7ZEELLBE, FLERFETEFIVT A
IN—T&A VARV AICEERTIZIERICO
I, AVARVACERAENET,

Y NDJ—2 ACL

HTZYRNLARILTEHELET (F2RELA
=)

L= OHFAEEBNIYR—REhET

AT—=RLARBRENIERNZS T4 INFIL—ILIC
LOTHTRHICHAEhET

RZT74YDEFATINESHZRODEE
. IEBRCIL-IILZRBLERT

BERTSNETTZY NHOTRTOA VAR
CACHEBHICEREhET (NYIT Y TOR
WLAVY—HROT, EXIUTATI—TEIERE
THRAMCHEETIAEEH ) ERA )

ROREF, EF1VTFATIN—THELPRY NT—U ACLFR#HIZEF21UTLAV—ERLT
WET, fIZE, 1VE2—FYRNF—KRIIAPSORZT1Y IR, L—FT42IF7=7ILOIL—h
ZEALTEYBYTRY NMIL—TFTA2TEhET, YT7ZRYMICHLTEDRNS 71y U FTE
nBNE, TOHTRYMCEERTSATVARRY RD—JACLOL—I)LIC&>TOY MO—)L&E
NET, IVAZVACHULTEDRT 74 Y IFFAENBHRE, TOA AR AICEER TS
TWBEFIUTATL—T7OIL—IIIC&>TAY MO-ILENET,

R =

Instance Instance Instanmce Instanmce
Security Group Security Group Security Group
3 k k
a b y y
Subnet Subnet ‘
10.0.0.0/24 10.0.1.0/24
F [y
h. y
Metwork ACL Metwork ACL
Routing Table '}( Routing Table
Router
VPC
.T‘. 10.0.0.0/16 A

Virtual Private Gateway Internet Gateway
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X2 UFTA4TIN—=T

VPC OtFa21UF4TI—7

tF2UTF1IN—T, RET7AT7OA—)LeLTEBEL, TOIIL-—TICEERFShEAVA
BUAEBEANTEBRNT T4V OZINA—ILLET, VPCHTA VAR AZBELIEEE, T
DAVARVARBRS DD EFIVTATIN—FICE)HTRENTEET, EF1UT1T)—
T HTRYRARLTBELSAVAZVALRILTEHELET, COEH, VPCHOYTZY R
DAVARVAZEILRBREFIVTATIL—T 0Oty NCEIWLETRZENTEET, BERFICH
EOIN—TZEBELBVE, A VAZVARVPCOF7ALNOEFIVFATIL—TICEEBHIC
B)HTNhET,

EFIAVTATN-TZEL, AVARRVANDA VNIV RRNZ74v 02D NO-ILTDIL—)
ECTIORNNIVRINZZ74v 02020 MO—-LT2—E0L—ILZERICENLET. OIS
TR VPCOEFIVFTATLN—TEZOIL=ILICDOVT, > THKBEN HBIERFEICOV
THALET,

EF1UTOBMLAV—% VPCILEMTZIZWE, EXF21 VT4 JIL—TAEDIL—IZEEL
ERXYRND—UACLEEY NTYTTEET, EXF1VTATILN—TEXYRTI—TACLDEVDE
MICOVTE, TEFI1VFA4TIL—TEXY NT—2 ACL OB (p. 69)1 ZSRLTEE L,
Topics

s EFX2UTFATIN—TDERK (p. 70)

s VPCOF7FINKNEFIUTATIL—7" (p. 71)

s EXAVFATI—=TDI—=I (p. 71)

+ EC2-Classic & EC2-VPC OtF 1 UF 1 JIL—7 D&\ (p. 72)

s X AUFATIN—TEBRIETS (p. 73)

« APl £OX Y ROBE (p. 127)

X1V FA4TIN—TDER
VPCOEFIVFTA4TIN—TOERNEFHEERICRLET,

* VPCZEWKRK 100 DEFIVTAIN—TZERTEXRT, ZFA50 DI —I)LZZEFIUT A
TIN—TICEBMTEET, 1 DDAV ARVAIL S0 ZBABIL—IINZEATIZXEN H25EE.
BAVARVALDERGARS 2OEF1UT A ZIEETEET,

s FAL—IIZEETERT. EBL-IIBEETERE A,

c AVNDURRZTAVIETINNTRINZ T4V IDIN—IL2ERICEETEXT,

s TTALRTR, AVNIRRZTAV IR, AVNIVRIL=LNEZEFIVTATIL—TICEBM
TRRTRHAThEE A

s F7ALRTRE, PIORNIYRIL=LVEZTILN—=TICEBMTEIET, INTOTIRNTV RIS
TZAYIONFHAECIET (ZOR, FALBVTIRNTRRNZ T4V IZEBELERT ),

s FATRIEANDYRRZ T AV IICRIDRERF, TORNIDYRIL=LIZADPDSTTIRN
DURIERNBENTEERT, ey TOFEHTREYERIT (LEN>T, EF2UFT1TI)—
TRAT—K7LTT ),

s EFIVFTATN-TCRERTSNIEA AR AOHERER,. ThEFTIDIIL—IILZEMNT
BDETHAETHEEA (BISN TFT7AILNOEFIVTATIL=TICOVWTR, COIL—ILHFTT#
LRTEEEATVWET ),

c AVARVAEBBLIES, A VARV ANBRERTSATVWREFIVTATIN—TZEETER
ED
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VPC DF7 AN KNEFIUF4TIN—=7

VPCOF7 A NEFIUFTFATIL-T

VPC TRF7AILNOEFIVTAIIIN—THFEBNCEAENET, VPC TRE TS EC21 VA
BUAR, TOAVAZVAORBRICHOEFIVFT A TI—TEZEELEVRY, ThEhHT
7AZLROEFIVTFATIL-TICEBNICEERTSIET,

RORTR, T7ANNOEFIVTATIL—TRAOTT7 AL RNL—ILICOVWTHBALET,

A12NI2R

EET ZOR3N | AR—KgEE X2 b

EF¥21UF14JIL—=71ID INT INXT BUEF1UF4TIL—TICEWH

( Sg-XXXXXXXX ) TOESNTEAAZANSDA N
DORKNSTAVOERHFATS

TINNIUR

HEEE ZOR3)L | AR—K&EE X2 b

0.0.0.0/0 INXT INT IRXTOTFTINNDRRNT T4V

VEFAITS

F7AILNOEFIVFATIL—TOIN—IILGEETEET,
X1 UTF1T)—T0I—)

EFRIVTFATN—TOIL—IRBEMELFHBRTERT (A NV REEZTIRNNIVRT I+
ADHARIEEEHIELEEFENRET ), L—IABRENZOK, 12NV RRNZT714V 0 (R
B)FTEETIRNNDURRNZ T4V T (EE)OVTIhATY, BEDCIDREBENDTIEA, &
1ZE VPC AN EF I VT A TIN—TAOT IV AEHFATTEET,

EFIVFATIN—TOILN—IOEEFERZRICTLET,

(ANDVRIL=ILDOK)RZT 1Y UDEER (CIDREEEEZEEFIVFATIIL—T") &,
REEER—NELGAR—NEH

s (TIORMNTURIL=INOHK) NFT7 1Y IDOEER (CDREFEFLEEF2IVFTATIIN—-T")
&, BEAR—NELFR—NEHE

s BEQ7ORNILEBESZH>EEO7ORNIL (VARNIOWVWTIE, TProtocolNumbersy 238 ) .

ICMP Z27ORIJINELTEETSE, ICMP OBEE I—RO—BELRIRNTEEBETEET,
L= ZBMELFHIBRTZE, EFXF2VTATIIL—TICEERFSNEITXRTOA AR AILZD
BENSBBNICEBRAESNINET,

I Note
TP7ATIA—INERETDEDDIATLAO—HEFERATIE, ZERR—RNTT1ILE2%

BRATEEY, EF1VFTAJIIN-—T2FRATRIE, EEAR—RNTOXRT I 2ZEBRATE
£Y,

RORTR, JI7H9—N—OEF1VFA4TIN—TCRTRIL—INOBFEHALET, VT TH—
N—RFHTTPBLUVOHTTPS RS 71 Y 9&ZEL, SQALELERE MYSQL RS 71V UV ETF—IR—A
HB—N—ICEETBRENTEET,
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EC2-Classic & EC2-VPC OEF1UF 14 JI—7TDiEW

LNk

RET 7oKL
0.0.0.0/0 TCP
0.0.0.0/0 TCP

XY RNIDT—=DOONTIYOUIPF TCP
KL A&

XY RNIT—=DOONTIYUIPF TCP
KL A&

TIRNNTZR

EEL ZOK3l

TF—ER—AY—NN—0tF21 TCP
DF4JIL—70ID

MySQL F—ZX—AYH—/N\—0 | TCP
X2 )F4TIL—7DID

R— NEH
80

443

22

3389

R— NEIE
1433

3306

OIXT B

FTXNTCDBFAASDA NI R
HTTP 7V A&ZHA T2

FTXNTCDBFAASDA NI R
HTTPS 7Vt A% A §5

KXY RD—=ODS5 Linux A2 ARA
ADAVINTDVRSSHTI9EA (A
VR—ZFXYRNF—KNDIABH) %
FA9Ta

XY NT—2hH 5 Windows 1 > A&
DANDA VNI RRDP 7O EA
(AVEZ—FYRNS—RNJIA(RH)
b ] i )

OIXT B

T2 N2> R Microsoft SQL Server
PrEEENEEFIVFATIIL—T
ADA VAR AICT I9EATDD
Z5A93

TIORNDY RMySQLAEEEE iz
TFIVFATIN—TAHADA AR
VAT OERATED2OEHFTITS

DITH—N—EF—ER—AY—N—RAICEF1VFATIN—T2EXTDEOOERRENEFIEICD
WT, TRtEF21UF14T)—7 (p.32)1 BSRLTLKEETL,

EC2-Classic £ EC2-VPCOtEF 1 V)F14T)I—T0

EWV

BElZ Amazon EC2 ZFEAL TVWBNDTHNiE, EF1VF A4 TIL—FICOVWTRIEATL LS, &
L. EC2-Classic CHERATRLEHICERLEEFIVTFATIL—T1F. VPCOA VAR ATERT
L TEEEA, VPCOA VARV ATHERTRDEOOEFIVFTATIN—T28BICERTS
BENFHYET, VPCOEFIUTATIN—TTERTDEHICERL EIL—ILIE, EC2-ClassicDt
FAVTFATIN—T%2#SBTEELA, TOFEERKETT,

RDORIE, EC2-Classic TRATZDEF1 VT 1Y) —7& EC2-VPC THEAIZDEF21UT1T)I—

THDEVEXREDHLZEDTT,

EC2-Classic

EC2-VPC

=232 ZEllH&ARB0DEFIUT4J)— VPCZEILHER100DEFIUT1IIN—T%
ERTEET,

HBR100DL—IetF1UT4JI—T7IC8M HFR50DIL—)ILEtF1UT14TII)—7ICEM

TEERTEET,

TEEXT,

TEXT,
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EC2-Classic

ANV RRZ T4V IOOHKIZIIL—)ZEBMT
EFXY,

BHROBOEF1UTAIIN—TE120(4>
ABDVAILEI)HTRHENTEET,

LD AWS PHO RS EFIVFTATI—7
ESWTEERT,

AVAZVAZRETRE, 1 VAZVAICEE
RFFShTVWREFIVTAIIL—TREETE
FtA

M=LZEztFx1UT1TIL-TICEBMIRDELE,
ZORJLZEETIHEFHEEA, TCP,
UDP, £ ICMP DA ZFERTEET,

N=lZzEF1 VT4 TN —-TICEMTBEE
&, R—RNESEZEETIHENHVET (TCP
FEFEUDP A) .

EC2-VPC

AINTDURRNSTAVYDETININTURRNS
T4V oD —IZ2EBMNTEET,

BARSD2OEF1UTAIIN—TZ12042A
BOAZEVEHTRIENTEET,

VPCOtEFIUTATIN—TDHSRTEXT,

AVARADRBETE, 1 AR AICKE
FHFSNTVWREFIVUTAIN—TREETE
£Y,

L= E2EFI1VFTATI—TICEBNTREE
F. ZORINZEETIHLENF HYET, EE
O7O0RJLESZHFE>EEO7ORNIL, £
FIXTO7'O K3 ( Protocol Numbers &5
B)ZHEATEEY,

L=LEEFIUFATL—TCBMTDES
. TOIL—)LA TCP &£ UDP BDEELD
HZR—NEEEIEETEET, INTOR—NE
BREETEET,

X1V FA4T0IN—T%1BETS

COtI2aVTR, AWSYERIXAYRNIVY—LZBALTEF 1T JIN—T 2R ETDHE

CD2WTHALET,

Topics

s F7ANLNOEFIVTATIN—TEZEETS (p.73)

s EFAUTFATIN—TEERTD (p. 73)
s JL—ILEBMB RCHIRT S (p. 74)

s AVABVAOEFIVTFATIN—TEEETS (p. 75)

c EFIUFAIN—TEEBT S (p. 76)

+ 20007 A15 BF7FNRNOEFIVFTATI—T%2HIBRT S (p. 76)

TF7FNROEFIVTATIN—T2EETS

VPCICAZEETNhTVWAF7ALMNOEFIVTATIL—T0MBPIL—-ILTlE, IXTOA/NDIUR
RST714YvOFEREN, IXNTOTINNIVRINSTav0&, TOTIL—TDOA2ARAZAED
FTRTCORZ 74V INFAENET, COTIL—TRBHIKRTEELEAYN, JIL—TOIL—ILRBEEET
EFET, TOFIERF., OoEF1 VT JIIN—T2ZETRHFI|EFLU T, FMICOVWTRE, TL—
ILEBIME RTHEIERTS (p. 74)1 #BRBLTLIEETL,

tFIAVFTA4TN—T%2ERTS

AVABVADT7ANNOEFIVT AT —T2FATERTH, SERIRBAOTIL—TZ2ERK
L. ATLALCBHRA VAV ADKRL BREZRMRECEVEENHYET,
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tFIVFATN—T2hHTRICR

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2 a2 RA 2T [Security Groups] 2V Y O LE T,
[Create Security Group] RZ>Z VUV O LET,

EFIVFATIN—TF (BIAE, ny-security-group ) EHBEEANLET, [VPCIX_Z1—
TVPC®ID Zi#IRL, [Yes, Create] 27U Y I LET,

e n s

F7ALRTE, FLLVEFIVTATIL—TICRE. IXTORNZTAVINFA VARV AZEB L
ZHAITDTIRNNDYRIL=IDHEABREENTVET, FEOA NI RRNZ T4V IZHFHAT
I, RERTIMNIVRINZ 74V TZFRIBDICE, L—ILZEMTIBENHWET,

=)L ZEME LT HIERT S

L= ZEBMELRERTZE, EF1VTATIL—TCRICEHETSATVRIRNTDA VAR
ANBEEENDAEMN BN ET, L—IBEETEEEA. L—ILOBMERIBROKZETSZENT
EEXT,

COHARTRIZFVFAOVK 2D, L—LZ2tF1 VT4 JI—TICEBMTRFIEZRLTVE
Fo BICOVTR, THEREFIUTATJI)L—7 (p.32)1 ZBRLTSEE L,

L= ZEMT DI

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FEH—2 32 RA2 T [Security Groups] 27UV I LET,

3. EFTREFIVFTATIN—TEBIRLET, HHERIVIZE, EF21VT4TII—T0OFME.
AVNTYRIL=ILETINNY RL=ILEBETERITHFRRENET,

4. [Inbound] X7 ZHAL T, [Createanewrule] ASA NI RIS T4V IDIL—IIZETS
F72a EBRL, VEZEREAHDLTALS, [AddRule] 20U Y I LET, BIZEF. HTTP
F /= ld HTTPS &3i#IR L, [Source] £ 0.0.0.0/0 DEFXIZL FEF ., [Apply Rule Changes] RZ >
AFEMT, RE> O LIZE "Your changes have not been applied yet" £ W3 FF AN RREH
TVET, BEBA NIRRT T4 I0FTXTOIL—)LZEML =5, [Apply Rule Changes]
ZOUvoLTI—I)LZEMLET,

@ Security Group: default

Details Inbound* Cutbound

Create a Custom TCP rule -

new rule:

Port range: 80 (HTTP) 0.0.0.0/0 Delete
([ZEe, B0 SRS 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0

(e.g., 192.168.2.0/24, sg-47ad482e, or
1234567890/default)

|¢]: Add Rulel

Your changes have not been applied yet.

|Apply Rule Changes|
5. COEFIVTFATIN—TCEEFITSNETIRNTOSAZVABTOBEEZHFATTSZEET

EFE T, [Inbound] BT ZERL T, [Createanewrule] S Al Traffic Z&IRLET, [Source]
TEFIVFTATIL—TDODOAANZBEBLET, §5&, X2 UTFATIL—TOVARNNFE

API Version 2013-02-01
74


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud 1—%'—# 4 R
XA UTFATIN—T=EETD

TENET, COVARRMSEFIUTAIIIN—T%ERL. [AddRule] 22 Y U L. [Apply
Rule Changes] 22 Y L&Y,

il

BEIZJSUT, [Outbound] 27 &AL, TORNTIY RIS T4V IDIL—ILEZEMTEET,

L—ILZHIBRT B

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 a2 RA 2T [Security Groups] 2V JY I LET,
BHI2EF1UTAVIN—TEZEBERLET, FHARAVICRE, EF21VT4TIL—T0OFMEE.
AVNTYRIL=IWETINNY RIL=INERETEIRTHFRRENET,

BBk g 2 —)L T [Delete] 20 1) Y U LE T, [Apply Rule Changes] REZ A BT, RED L
(2 (& "Your changes have not been applied yet" E WS FFARFRRENTVET,

[Apply Rule Changes] 22 UYL, TOIIL—ILZHIBRLET,

@ Security Group: default

Details Inbound* Outbound

Create a Custam TCP rule - TCcP

new rule: Port (Service) Source Action

Port range: 80 (HTTP) 0.0.0.0/0 Delete
(e.0., 80 or 49152-65535) 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0 22{SSHY 8:60-0-8/0 Undelete
(e.g., 192.168.2.0/24, =g-47ad482e, or 3389 (RDP) 0.0.0.0/0 Delete

1234567890/default)

Your changes have not been applied yet.

Apply Rule Changes

A2AZADEFIVTATIN—TZEETS

VPC DA VARVANEINHTSATVWREFIUTATIL—TR, TOAAZAOBREHERICE
BTEET, BELIEBE, VARV ARBRTRERZFLLET,

AVABVAOEFIVTATIN—TZEETRICRE

HPobd =

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
FTES =232 RAL2 T [Instances] 20 )Y UV LET,
AVARAEHRY Y UL, [Change Security Groups] ZiZIRL £7,

[Change Security Groups] 4 7AJRY VAT, 1 DEOEF 117 145 )L—7"% [Security
Groups] A 53i#iR L. [Yes, Change] 22 Y L %Y,
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Change Security Groups Cancel [

Instance ID: 1-ac921fd2
Interface ID: eni-4e956d24

g-6b24d004 - WebServerSG -
i 5g-92d739fd - default
5g-83b15bec - quicklaunch-1

Security Groups:

(Selected groups: sg-92d739fd)

‘ Cancel H Yes, Change

tF1VFT4TIN—T7%HIBRT S

EFIAVFTFATIN=T, 41VRAEZAFRTENTVWRHAESHICADDST., TOTIL—TICEIV
HTSNTVEREVEBEIZOMBIRTEET, 1VRAZVAR., EF1UTAJIIL—TZ2HIRTDHICM
DEFIVTAITN—TICEVETRENTEET( "MV AZVADEFIVTATIN—T%2EE
T% (p.75)1 ZZR ),

tFI1VFTATN—TZHKRTDICE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2 32 RA 2T [Security Groups] 29U Y I LE T,

EFIUF 4TI —T%FIIRL, [Delete]l 20UV ILET,

[Delete Security Group] X4 7O RY U AT, [Yes, Delete] 20 )Y VL&Y,

e h =

2000 F 7 A 15 BF 7 AN MNOEFI )T 4TI —T%2EIKT
%

201 E1B1BERYHIOAPIN—23 2 #FEAL TERE N VPC IZIE, 2009-07- 15- def aul t
TFXFIAUFATN—THFEENET, IXNTOVPCICEENDEED default EFIVF 1Y) —
T, COEFIVFAIIN—THFEELET. 1V EF—FXYRNTF—RNII A,
2009-07-15-default EF 21 UFT A JI—TZEBVPCICTRYF TR L>TEERRA, LEND
T VPCILAVER—ZFY NS —RNIIA BT RYFITRHEIC, COEFIVFATIN—T2HIBKRTS
BENFHV)ET,

ir Note
COEFIVFAIIN—TE2EBOA VAR AICEYETTWRES, TOEF1UFT1Y
V=T, ZUTRA VAR AZRNOEFIVTFATIL—TICEYHTTHASTHEITNIE,
HIBRTCEEB A,

2009-07-15-default EF I VT A TIL—T2HIBRT 2 IZ1E

1. COEFIVFATIN—THEDAVAZVACEEYH TS ATWEVWS EEZBELET,

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. FEY—23>2RA 2T [Network Interfaces] 20 Y UV LET,
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c. VARNDPBADVABRVADRY KD—D 42 8—7 14 A%ZEIRL. [Actions] ) A N T [Change
Security Groups] ZiZIRL £,

d. [Change Security Groups] &4 7O RY 2 AT, [Security Groups] JARASHFHL WEF2
DF4J)N—7%BIRL, [Save] 20UV ILET,

J Tip
AVABRADEFIVTATIN—T2EETDIEEIL, BROTIL—TZVARD
SBRTEET, BRLEEFIUTATIIL—TIK2T, I VARADBEDOL
FADFATIN—THNEBERASIET,

e. BAVARVAZEILHRDOFIRZRYELET,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 32 RA 2T [Security Groups] 29U Y I LE T,

2009-07-15-default EF¥1UFT 1 JI)—7%BIRL . [Delete] REZ>%ZI VY ILET,
[Delete Security Group] X4 7O4YRY U AT, [Yes,Delete] 22U Y I LET,

APl X ROBE

ROKRG, FRATEZREFIVTATIL—TIR REMSTDAPIT I AV EREDIZEDTT,

O oD

A ONTR API7oO>3>

EFIVFATIN—T2ERLET, ec2-create-group CreateSecurityGroup

L=LZEFI1VF14T)IL—7ICEBMLET, ec2-authorize AuthorizeSecurityGrouplngress
AuthorizeSecurityGroupEgress

12 EOEFIVFTFATIL—TI2OWTHAL | ec2-describe-group DescribeSecurityGroups
£9,

A VARV ANBEENS TSN TVWEEF 1T 1 | ec2modify-instance-atiribute | ModifyInstanceAttribute
IJIN—T=Z2EELET,

N=Nz2EF1 VT4 TIL—TNSHIBRLET., | ec2-revoke RevokeSecurityGrouplngress
RevokeSecurityGroupEgress
EXFIVFATIN—TZEIBKRLET, ec2-delete-group DeleteSecurityGroup

Y NJ—2 ACL

RYRNT—=OF ORI NO—NYUIN (ACL) &, BTRYNDAUNTYRRZTAYIETD
RNXDURRS T4V O ZBEITDTFATIOA=INELTBRIDEFIVTOFTIVLA
Y—T3. EX¥21UT1DENLAY—% VPCICEMTBICE. EF1UT1TII—TLFHZRDIL—
LWEEELERYRND—JACLZEY R7YTTEET, EFX21UT1J)I—TE&XRY ND—2 ACL
DEVOFHICOVWTR., "EF21UT1JI)—TEZY ND—2 ACL DLEE (p. 69)1 25RL T
EEV,

Topics
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XY RNTJ—2 ACL OEZXR

« XY RNTJ—2 ACL DEZ (p. 78)

« XY RNTJ—2 ACLIIL—JL (p. 78)

s F7AIBRDERY ND—7 ACL (p. 79)
s AARZRLZY RND—% ACL Ol (p. 79)
s —BFR—NK (p. 81)

« XY NDJ—%2 ACL DOZ4E (p. 82)

« APl £EOX Y ROBE (p. 127)

XY NI—T ACL DEZR
29 ND—2 ACL EDWTH> TH HBH 5 BANBHEREUFCRLET,

¢« XY RNT—YACLIE, BVEBESASIBICFHMENZBESHEDIL—IVARNTHY), XY RNT—2
ACL I ICEERGFSNEY T XY RNDAUINDIY RIS T4V IFREETIONNIRRNST49 Y
HEAENZIAESHEBELET, L-ILILEATEIREEVESIE 32766 T, £91& 100
DREHON—INBESZFGEIIL—INZERTEIEZBEOLET, CH5TDE, BTHEIZELE
EZBILHLWIL—IILZEATEET,

e« XY KND—=UACLICEBERIOAINTY RIL=ILETINNTY RIL=IHIFBY), EBIL—ILTKZ
TAV O RFAELFIEETEET,

« VPCIZlE, ZEEMREAT7AILNORY NTJ—Y ACLHNBENICREENET, T7F4ILKNTR,
COACLEIRTDANTRRRTTAVIOETINNIRINT T4V O%FRALET,

s NARLZXYRND—UACLEERTEERT, FHARXRLRZRY NTJ—U ACL OWEPRER, - %
EMTHETHLULSNTVET (—HIORNF 71V IZFALTUVEREA )

e BYTXYRNFIRYRIT—JACLICEERTDHRENHYET. HTRXYREZY NI—YACLIC
ARNICEERFEWVES. Y7XYRNEF 74N RNDOZFY RD—2Y ACL ICEBWNICEENITS N
£¥9,

e XY RNIT—=UACLIEAT—KRLATY, FAENTVWBRA NI RNZ T4V TICHTBRER,
TFIRNIVRRZTAYIODOIL—=IICRVET (ZTOFEOBEERETT ),

ERTEZRZY NT—J ACLOBOEFMIZ OV TIE, TAmazon VPC #IfR (p.159)1 ZBL T £
(A1

XY NIJ—=2 ACL L=

F7ANRDRY RT—T ACLICHULTIL—IILOEBMKIZGHIBRZITS CENTEXRT, Kz, VPC
ICEDEBETEMDERY NT—JACLZERTRDZENTEET, XY RNT—JACLIZHLTIL—ILD
BNELZGHIBRETS>E, EERARR. TOACLICEEMTSNTVWAH7XY NCEBWICERE
nEJ,

RIZ, RYRD—=TACLIL—ILO—EZRLET,

e JL=ILE S, IL=IEF, REBVESOIIL—ILSFTHMEENET,

« ORI, EE07’ORNINBEEZE >EEO7ORNINEEETEE T, FMHICOVWTREK, ™7
ORIJIILES) #28RBLTLEEY, ZORIJILELTICMP 2BET2HE. FEFTHREIXRTO
ICMP 24 77&E— REEETEE T,

s [AVNTURIL=INDOK] NS T 1Y IDEET (CIDR OERE ) EEFE(VYAY )R—KNEE
Liﬂ%—l\@ﬁo

s [TIORNNDURIL=ILDOKX NFT 1Y IDEE. (CIDR OFEHE ) EEFER—NELEFEAR—MD
EiF,

o HFAELFIEFTOER,
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F7FINDZRY NDO—2 ACL

T7FILBDORY NTJ—2 ACL

ACLI—IOBEZEHTERLSIC, CCTR, F7FILRDERY KT—7 ACL BFIXRD &S 2 #]H
RETT., F7ALMDRYRT—UACLR, BFTRYNEHAUTRZIXRNTORT 71 v 0%
ATRDLESCREENTVET, BRYRNIT—TACLICRE., L=ILBESHFTAZVAIDOIIL—ILEE
FNET, COL—NICE2T,. NTY RIMEOVWTIhOIIL—ILEE—HLBVERE., BRICERE
NET, COL—IIEZEEFTRHIBRIZDERFETEEREA,

A2NI2R

L—ILES EETIP ZOKR3L R—h HFAAER
100 0.0.0.0/0 INT INT S]

* 0.0.0.0/0 INT INT ER
TIRNNIUR

IN—ILES EEEIP ZOK3dl R—b FFAIAER
100 0.0.0.0/0 INT TANT £}

* 0.0.0.0/0 INT INT iy

NAZRLZY NJ—72 ACL DOl

RORIZ, DARLFRY RTD—0 ACL DBIZRLET, ZOACLICIKE. HTTP 8K HTTPS O 1>
INDYRRZTAY T (AVNTVRIL=IL10BRT110) ZFATRIL—IIFEENET, TD
AVINITVRRTTAV ORI BIRBEARICTSD, MEITDTINNIYRIL—LAFBNET (—
R — N 49152~ 65535 Z RWRETBTIRNTY RIL—IL120) . BB —RR—NOEEZERT
BHEDFHMIOVTRE, "T—HR—K (p.81)1 E2RLTEE,

XY RIT—TACLIZIE, SSHB KU RDP ASHTRY NIRTRDRT T4 v 0 EHFTTDA/\ND
URIL=ILEEBENET, PORNNIURIL=IL 1201, HTRYNCREETZDHEETEICLE
g,

ZYRND—OACLIZE., HTRYRASOHTTPBRTHTTPS DT IRNIRRS T4 v %
AFTDTIRNNTRIL=IL (100BKTF110) HFHYVET. TOTFTIRNIRRS T4 0ICHT
BISBEETREICTS, MBITBAIUNTRIL=IAAFHYYET (—BR— K~ 49152~65535 #HRET
BA42INIJRIL—IL140) ,

PZAWMA

L—ILBES EExTIP ZOKR3)L R=hk FFAIAER dX2 b

100 0.0.0.0/0 TCP 80 Bl IXTDFFAHPSDA N
JVRHTTP hZ749 75
ZHALET,

110 0.0.0.0/0 TCP 443 FF A IRXTDFFAHPSDA N
T2 RHTTIPSKhZ 7490
ZHALET,
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120 192.0.2.0/24 | TCP
130 192.0.2.0/24 | TCP
140 0.0.0.0/0 TCP
150 0.0.0.0/0 UDP
* 0.0.0.0/0 INXT

TIORNDZUR

L=ILBES EFEEIP
100 0.0.0.0/0

110 0.0.0.0/0

ZOK3dl
TCP

TCP

22 A
3389 FF A
49152 ~ FF A
65535

32768-61000 | FF A

IANT A
R—b FFAER
80 Sl
443 B

(A2 —FY RT—hK
DI ENLE ) K—L
XY RND=OONTIY Y
IP7RLAOEE,SDA
YNNI RSSHRS 71V
VEFILET,

(A2 —FY NT—bH
DIAENLE)R—LA
XYRDT=OONTUY D
P7RLAQERANST T
TH—N—CHTHDIUN
JVRRDPRZ 74V 0%
FALET,

(BEXIrYTRYRTH
BUSTANCHTS ) o
OR—FYRDESDALUN
DRUBR=RNTTaY
VEFALET,

B —RR—NOEE%E
BIRT B FZEOFEMIZOL
Tk, T—BFR—

N (p.81)1 ZBRBLTLE
=W,

ANV RUZ—2 UDP
RZ74v0%FLE
j’o

B —BR—NO#R%E
BIRT B AEOFM O
Tk, T—BR—
N(p.81)1 Z8BLTLE
=L\,

BIDIL—ITERIEREE h
TVEWTRTOA /N
YRRZ 74V OREBL
Y (EETTHE)

dX2 b

BTRYRNDBAR—
XY RADTINNITVR
HTTP NS 7 1Y U %EFT
LET,

BTRY DA R—
XY RADTINNITVR
HTTPS NZ 7 4 v U %EFH
LET,
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120 0.0.0.0/0 TCP 49152 ~ B AVE—FYNEDUTA
65535 TURNIHTBTIRNND

YREBEEFALET (B
ZE, 7Ry AODI
TH—N—%FETZ1—
H—lC/ITDII IR
DRMELE ),
Bz —RR—NOHREZ
BIRT 2 HZOFHMICIOV
Tk, T—BR—
N (p.81)1 Z5BLTLE
=W,

* 0.0.0.0/0 INT INT ik BOIL—I)LTERELEEZ O
TVWEVWIRTOTIRN
DVRNZ T4V OEER
LEXT (EETTHE ),

NTY MY TRYNIREEEhDE, H7XY NFBEEFTSNhTWS ACL DEAIL—ILEBEL
THfichET (L—ILVAND—FBLASIBEIC—FBTETHMENET ). HlXEFE. NTY MHSSL
R—K(443) B THEELET, NTY NEBRAIZFEME B I)L—) (L= 100) E—HLEHA,

. 2BEOIL—I (110) EGR—BLET. COIL—LTR, 7RV NIEEEhBNTY R E
HALET, NTY RFE—K139 (NetBIOS ) HTDHE., BN 220 —)LiE—HKLERAN,

BRI IL=IICK2TNTY NERENET,

EECRAVEROR—NZR<ZEN BV, TOBEAOBENR—NIEBLLEVWEERE, £E
L= ZzBMLET, COEE, T—7IAT, BEVEERAOR—NRNZ 71 Y 0ZHFTIT2IL—I&
VERICEBIL-IILEZRELET,

—RFR—h

MOt 3a> TR, XY RID—2 ACL OFIIC 49152~65535 £ VWS —BR— NOEEZFRAL TV
F9, L, XYND—VACLICRKBINEFHEFERTDI_ENTEES, CTRRTOEHICOV
THEBELET,

DOTIANERBTRZISAT Nt —BR—NOEEZBIRLET, SHEHE. 75717 hOFAXR
L=FAVT2RATALIZEK2TEDYET, <O Linux H—=FJL ( Amazon Linux I—XILZ2 &)
&, R— K 32768 ~61000 ZfEH L &£ ¥, Elastic Load Balancing AAEELTO U VT ANE, R—b
1024 ~ 65535 ZfEA L £ 9, Windows Server 2003 Z 419 % Windows AR L —7 1 2 I AT Ak,
R— K 1025~5000 ZEH L E£9., Windows Server 2008 (&, R— I 49152~65535 AL £9,
FOLEH, A1 —FY NEO WindowsXP 954 T A5, BFEVOVPCOT T TH—/N—IZV)
DIARNNEEENDBHEE, XY RNT—Y ACLICIEK, R—K 1025~5000 b THORT T 1Y U &ETHE
ICTBTINNVURIL=-—INZEZAETIHENFHVET,

VPCHDEC2A VARV AN, VUIANERBIDIVTATRNDIFEE., XY NT—UACLIZE,
4 > AR > A ( Amazon Linux, Windows Server2008 % & ) DEBEICEEO—BR—RHTORT 71V
VEUEICTDA NIV RIL-IINZAETEIHLEN BYVET,

ERIZ. VPCRADONTUYDICHEULEAVAZ ALK LT, RST7A4 YO EBITHENTESD
EEBIVSATURERNRICTDICIE, —BR—K 1024~65535 2BHA< REABHYET, =L, £
NEENTEENHDR—KNORNT T4V I EEBTTDIN—IIZACLZEMTBDEETEET,
DOEE, T—7IAT, BEVERAO—BR—NEE<IL—ILLYEXRICETI—IILEBRELET.,
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XY NDJ—%2 ACL Mi#gE

ZY NDJ—2 ACL O

CCTlE, Amazon VPC OV —)LZFEALTEXY NJ—9 ACL #BEITAHEICODVTHALE
T

Topics
s TRV NEBEENITDZRY ND—72 ACL ORE (p. 82)
« XY RD—Y ACL ILBBEFR TS NIEHTZY NDRE (p. 83)
e XY RNTJ—U ACL Z/ERK T S (p. 83)
« L=ILOEMEHEIR (p. 84)
s YTZY REZRY ND—2 ACL EBEF T (p. 86)
« XY RND—U ACL EHTZY NDOBEER T OERR (p. 86)
s YTZXY ROZRY ND—2 ACL DEE (p. 87)
« XY ND—%2 ACL DHIE (p. 88)

H7ZY N2BEMNTFDRY ND—2 ACL ORE
H7ZY NEEEFTZ2ZYNTI—Y ACLERETDICIF

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FEY—23arURAT[Subnets] EVY UL, HT7ZY NEBIRLET,

H7ZRY NCEERISNTVWADRY RT—JACLIE. XY RT—JACLDIL—)L & HICFHENR
A VICRRENKT,

%s Subnet: subnet-161db57c
CIDR: 10.0.0.0/24 VPC: vpc-071db56d Awailability Zone: us-east-1d

Route Table: rtb-ed1db587 (replace)

10.0.0.0/16 local
0.0.0.0/0 igw-041db56e

Network ACL: Default (replace)

Inbound:

R Y e S T
0.0.0.0/0 ALLOW

* ALL ALL 0.0.0.0/0 DENY

Cutbound:

N e e e P
0.0.0.0/0 ALLOW

* ALL ALL 0.0.0.0/0 DENY
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XY NJ—2 ACL O#E

ZYRND—2 ACLICBAER TS NEYT XY KORE
XY RND—UACLICEERFOSNEYTZY NERETDICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FEH—232RA2 T [Network ACLs] 2 )Y U LET,

doY—=LIZRY RD—9 ACL ' RRENET, [Associated With] FIIZ 1k, BIEMIFSNhTWVS
H7ZXY NOBARRENET,

viewing: All Metwork ACLs - |: :I £ ¢ 1toz2of2Items & »
Network ACL ID Associated With Default VPC

[] ' acl-03ab8668 2 Subnets Yes vpc-09ab8662 (172.31.0.0M16)

[ acl-051dbs6f 1 Subnet Yes vpc-071db56d (10.0.0.0/16)

3. XYND—UACLZEBIRLET,
4. FHHRA > T [Associations] 27 &V UYL T, XY NTJ—Y ACL ICBHERFSNTWVWRHT
XY RNERRLET,

% Network ACL: acl-03ab8668

Inbound Outbound Associations

Subnet Action

subnet-0fab8664 (172.31.16.0/20)
subnet-08ab8663 (172.31.0.0/20)

Select a subnet v

XY RD—2 ACL ZEHRT B
%Y RT—2 ACL RT3

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—23a2RA2 T [Network ACLs] 20U Y UV LET,

[Create Network ACL] R&R>Z DV UY I LET,

[Create Network ACL] 4 7OJRY AT [VPC]UAKRNAS VPC @ ID ZiBIRL TH S, [Yes,
Create] 27 YU L&ET,

oo bd ==
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Cancel X

Create Network ACL

A network ACL matches every packet against a list of
access control rules to decide if the packet should be
allowed or denied.

-

VPC: wpc-071db56d (10.0.0.0/16)

‘ Cancel H Yes, Create

XY RD—7 ACL DIHRETRE. IXTODANTIVRRZTAVIETINNITV RIS T4y
970YOLET, COXRYRT—TACLIZIE. IXTOACLICHS *IL—ILEACIL—ILA BV
FBA.

FLUVACL ICEER TS hizHTRY NEHYER A,

IL—ILDEM & HIER

ACLON—IOBMELGHIBRETS>E, TOACLICHERTShATRNTOHTRY MIEENK
MENET, YTRY MDA VARV AR T UTEBREBIZIHERHFEA. ERETEENK
MEhET,

W—ILBEETEEREA, L—IILOBMEHIBROKZEITS
B2 HENHB5EEF. FILVWI—LBSEEELLEHLWIL—ILZEBMLTAS,
BRLET,

L—=ILZZxY ND—7 ACLICEMT I

ENTEELET, ACLDIL—ILDIEFZZE
DI —ILZH|

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FEZ—232RA2T[Network ACLs] Z0 )Y OLTHS, TYRNI—UACLZERLET,

3. FHHERAUT, BMTRIHENFHDIL—ILOBEICKLU T, [Inbound] & 7 F =l [Outbound] X 7
ZEBRLET,

% Network ACL: acl-1842cf72

Inbound Outbound Associations

Create a Custom TCP rule

new rule:

-

ALL ALL 0.0.0.0/0 DEMNY

Rule #:

FETEETLE Note: Network ACLs are stateless, which means for any

(e.g., 80 or 1024-4999)

0.0.0.0/0
fe.g., 192.168.2.0/24)

Source:

given request you want to handle, you must create
rules in both directions. For example, to handle inbound
traffic to a web server in your VPC, you must allow both

inbound TCP port 80, and outbound TCP ports

Allow/Deny: ALLOW 1024-65535.

-

|k Add Rule|

[Create anewrule] ROAY 7HIVVARNAYSA T a & BRUET, HlE. HTTPDIL—)L
ZEMTRICE. HITPIA T2 a &2 BRLET, IXTOTCP RS 74 v 0 ZFTTRIL—)
ZBMITDICE, [AITCPIZRBIRLET, ChsOAT>a>0—F (HTTPARE ) IZD2V\WTIE,

4.
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R—KNAFBBASEIhET, RRSATVAVSORNILZFEARATSICEE, [Custom protocol rule]
ZEBERLET,

5. - OFEEEELET,

a. [Rule#] ICIL—LEE (1008E)EANLET, XY RT—FACLICTTILEAEATL
BPIL—INBSEERATEERLA. L—ILE. RERVESHSIEICAEEIET,

U) Tip
IL—ILESE, BHEES (101, 102, 1034 L ) 2FAEFIC, BEEHTHL L
ZHEOHLET (100, 200, 3004 E ), <c5FTBDCET, BFEOI—INICESZIR
WEEELSTE, FIBT2FHLWIL—IILE2ERICEMTEDRSICBYET,

b. (A7232)ARZAZ7ORNINIIL—ILNZERTZEHE, Z7ORINOES (47) FFHR
8l (GRE ) % [Protocol] RY VAICAHALET, FHMICOWVWTE., "T7O0RIILFESO IANA
AN Z8RBLTLKEEV,

c. (AZ72arv)BRLAEZORNINCAR-—IBESHBELRFES, R—NESELEENA(T72T
X2 = R—NBE S OEH (49152-65535 %% ) ZADLET,

d AVNTURIL=IATINNTY RIL=IHNIZIELU T, [Source] & 7= i& [Destination] R ¥ &
AL, L= %EHTSCIDR O&EHZANLET,

6. [Allow/Deny] JARAS, BELERNZ 74V OZFATSICE [ALLOW], EELERNZ 71V
U%IEBTBICIE [DENY] ZBRLET,
7. [AddRule]Z22VUYOLET,

FYRT—=U ACLASIL—IZHIKRTSICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FTEH#—232ARA2T[NetworkACLs] 20 )Y ILTHS, Y NT—U ACLZBIRLET,

3. EHNRA T, [Inbound] 7 F£ =& [Outbound] 27 ZBIRL TH S, [Delete] 2V )Y I L&
ED

%@ Network ACL: acl-051db56f

Inbound Outbound Associations

Create a Custom TCP rule  «

new rule:

Rule #: 100 AlLL ALL 0.0.0.0/0 ALLOW Delete

* AlLL ALL 0.0.0.0/0 DENY

Port range:

(e.q., 80 or 1024-4999)
o Mote: Network ACLs are stateless, which means for any

Destination: 0.0.0.0/0 given request you want to handle, you must create rules
(e.g., 192.168.2.0/24) in both directions. For example, to handle inbound traffic

Allow/Deny: ALLOW - to a web server in your VPC, you must allow both inbound

TCP port 80, and outbound TCP ports 1024-65535.
| Add Rule|

4. [Delete Network ACL Rule] X4 7OJ7RY U AT [Yes, Delete] 20U Y U LET,
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XY NJ—2 ACL O#E

H7ZYNEZRY ND—2 ACL EBEN TS

XY RIT—=JACLON—IEBEOHTZY NMIERATSICE, H7XYRERY NTJ—JACLEHE
HENIRUREFHYET, 1DOOFYRNI—IJACLEEHOY XY NCHEENTRZENTEET,

EREL. 120 7ZYNE1D2ORYRD—IACLIZOKBEEN TR ENTEET, FED ACL
CEERFSNTVWAVWYTZY NE, F7ALRNTTFT7FILRNORY ND—2 ACL EBEENITS N
F£¥9,

H7ZxY NEZXYRND—9 ACL LBEMNFZICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FES—>3URA2T[NetworkACLs]ZV Y U LTHAS, FY NT—U ACLZERLE T,

3. FNRA > O [Associations] 27T, T—7ILICEEM TR TR Y NEBIRL TH S, [Associate]
Z2OUYOLET,

%y Network ACL: acl-1842cf72

| Inbound || Cutbound | Associations

Subnet Action
subnet-161db57c (10.0.0.0/24)

4. [Associate Network ACL] & 4 7O 7R Y U AT [Yes, Associate] 20U Y VL £,

ZYRNTJ—2 ACL EHT XY NOBEEN T O

HTRYRNERYRNDT—Y ACL DBENTEMBBRTDENTEXT, HlZE. DARLZRY ND—
JACLEBEERFSNTWAYTZY NFHY, TOHTXYREFTIAILNORY NDO—UACLE
BENITREEN HYNET, YTRXRYNEDARARLZY NTD— ACL DBEEN G EBBRTIE, TOD
HTZYNEF7AILRNOZRY ND—9 ACL L BIERITSNET,

H7ZYRNEZRYRD—T ACL DBEENTEBBRTSICIE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FES =232 RAL2T[Network ACLs] 2O )Y ILTHS, XY RNTD—U ACLZBIRLET,
St/ 4 > T [Associations] R 7 &IV Y O LET,

[Disassociate] 27 )Y VL& T,

L

% Network ACL: acl-03ab8668

| Inbound || Cutbound | Associations

Subnet Action

subnet-0fab8664 (172.31.16.0/20)
subnet-08ab8663 (172.21.0.0/20)

Select a subnet v

5. [Disassociate Network ACL] &'« 7 O4' 7R Y 9 AT [Yes, Disassociate] 27 1) Y I LE T,
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XY NDJ—%2 ACL Mi#gE

HTZXZYRNDZRYND—2 ACL DZEE

H7ZY NBEERISNTVWDRY ND—J ACLZZEETERT, fIZE, Y7%Y NEHERTS
&, THIRET, TOHTXYRMIREF7ZIILMOZRY ND—U ACL FEERITShET, C0Y T
YNNI, ERUIEDARLRY NT—Y ACL ZHER TR ENTERT,

HTZXYRMDRYRND—U ACLEZZEELLEER. HT7XY MDAV ARV AZKTLUTEREETS

PDERHVERA. ERETEEN RBREIET,

H7ZRYRDZRYRNT—U ACL DEENTEZETSICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FEY—>3URAT[Subnets] ZVUY UL, HTZRY NEBIRLET,

3. HERAVT, HTRY NMIEEFHShEZRY NT—29 ACL @ ID OBEIZRRE 1D [Replace]
z20V)YOLET,

Network ACL: Default (replace)

Inbound:

T Y e ST
0.0.0.0/0 ALl OW

* ALL ALL 0.0.0.0/0 DENY

Outbound:

T e e
0.0.0.0/0 ALl OW

* ALL ALL 0.0.0.0/0 DENY

4. [Replace Network ACL] Z A POV RY VAMROY THDIVIUARNT, Y7 %Y NEEEMFITS
XY NJ—% ACL #iZ3R L, [Yes, Replace] #27JY I L% T,
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APl EOX > ROBE

Replace Network ACL Cancel [X

Replace the network ACL for subnet "subnet-161db57c”. This subnet is currently associated
with network ACL "acl-051dbsef".

Mew network ACL: acl-1842cf72 «

Inbound:

C e e s e
0.0.0.0/0 DENY

Cutbound:

oY e e = T
0.0.0.0/0 DEMNY

| Cancel H Yes, Replace

XY NDJ—%2 ACL O HI

FYRIT—JACLICEERFSNTVWARHTRY RFBWERICO&K, TOXRY NTJ—7 ACL ZHIBR
TEET, T77FIILMORY ND—T ACL BHIRRTE XA,

XY RD—2 ACL ZHIKRT B I

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FES =232 R4 T [Network ACLs] 2O UY U LET,

ZY RNIT—2 ACL ZBIRLTAH S, [Delete] REEZIUYILET,
[Delete Network ACL] &4 7O 7RY VAT [Yes, Delete] 27 )Y U LET,

APl £EONX > ROBE

ROREGF, FATERZRYRT—TJACLIONY RE, TRICHISTB APITIZ a2 OBETY,

Pobd==

glﬁl:l

B N2 R API7o>3>

VPC XY RD—% ACL Z#ERL ET ec2-create-network-acl | CreateNetworkAcl

1DFEREBOZRY NDJ—2ACLIZDWTHBA | ec2-describe-network-acls | DescribeNetworkAcls
LET,

ZY RND—9 ACL #HIBRLE T, ec2-delete-network-acl | DeleteNetworkAcl
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VPC ICHEBEnDZY ND—2 ACL IL—)L

BLL AN R API7o>3>
L=)l&EZRY NJ—2 ACL IZEMLE T, ec2-create-network-ackentry | CreateNetworkAclEntry
XY RT—=OACLASI—ILZHBRLET, ec2-delete-network-ackentry | DeleteNetworkAclEntry

ZYRNIT—UACLOBEFEDOI - ZBHLET, | ec2repacenework-acentry | ReplaceNetworkAclEntry

7Y NEBEFTZRY NTJ—9 ACL 2% | erepaceneokeadassodaion | ReplaceNetworkAdAssociation
BLEY,

VPC ICHEBx DY NTJ—2 ACL L=l

Topics
s DFUF1ICHRE B IL—)L (p. 89)
s FUF2ICHERENBIL—I (p. 91)
« DFIVFIICHREND I (p. 94)
s DFUF4ICHERENDBIL—I (p. 97)

COHARTHRLEZF VAT, F72ILRORYRT—T ACLZT7 A NOIIL—ILTEAL
TWET, F7FLRDIIL—LTE. HTXIYRODA VNIV RRZTAVIETINNI RIS T4y
TOIXTZHALTVET, DFERWREHNICEK, VPCOEF1IVT1Z@mMLEITR1HDACL ZEA
LTLWEEA,

CORBETRE. COHARTHEALTWEZFTUAT, EF1UT I OEBML A V—FBEZEEICH

BFBRYRNIT—UACLIL—ILIZOVWTHALET, XY RNT—UACLEZTOERAFEOFEMIZOV
Tk, "RXYRD—UACL(p.77)1 #BRLTLEEV,

& Important

ROACLBITIE, 49152~65535 & WS —RHR—NOEEREZEAL TVWET, COBRBEE
TEXT, FMICOVWTR, T—BR—b (p.81)1 ZZRLTEZL,

SFIF1ICHERES DI

SFVAICE, AVE—RYKNKNRTTAVIERSETEDA VAR VAEZECE—OY TRy RN
HYET, FIVA1TOEHMIIOVWTR., TFUF 11 20NT VY IOHTZRY NOFZERFED
VPC (p.9)s #ZBL T EE L,

ROREFE, HBEIZIL—IIERLET, choDIL—ITlE, BRNICHKRERBRRNRS T4V IERE,
IRTORS 74y o72TAVYILET,

A2VINTUR

L=ILBES EExTIP ZOR3JL | R—=b AR adAX2 bk

100 0.0.0.0/0 TCP 80 5l IRTOFALSDA N
DVRHTTP RZ 714975
ZHALET
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SFUF1ICHEREND L)

110

120

130

140

0.0.0.0/0

R—LxY
KJO—2®
NTUv o
IP7RLA
N EHA

R—LxY
KDO—om
NTUv o
IP7RLA
NEIHA

0.0.0.0/0

0.0.0.0/0

TIORNNTZR

L—IL&ES
100

110

120

EEL P
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

TCP

TCP

TCP

TCP

ITNT

ZOK3dl
TCP

TCP

TCP

443

22

3389

49152 ~
65535

ITNT

R—k
80

443

49152 ~
65535

A

A

FFE

FFE

HANES
e

A

A

IRXTDZEFAHPSDA N
DV RHTTPS RS 74975
ZHALET

(A2 —FY NF—h
VIAENLIE)KR—LA
FYRD—=IOHBDLUN
TVURSSHRZT71v 0%
HALET

(A2 —FY RT—h
VI ENLIE)KR—LA
FYRD=UD504N
T2V RRDPRZ 74U %
HALET

REXHNYTZRYRNTHS
JOTIARDSDAIND
DRUR=DVRNZTAVY
ZHFTLET

ELV—BR—NOIEEIC
2VWTE, CORNEYOID
BHICHD "EE, #5HR
LTLEEEL,

BOIL—I)LTERELEEZ O
TWBEVWIXTOAL 2 /ND
YRENZT74vORIESL
X (EETTRE)

X b

BTRY NS4 2—
RYRANDTINNTZR
HTTP RS 74 v &
LET

HTRYRNDASA2—
XY BMNDFTIRNDTUR
HTTPS K57 4 v S %A
LET

LY B—%Y NEDYSA
TURCHTBFIRNY
Y RBEEFALET (¥
729 RO TH—/N—
CHMTsI—HY—ICvI
TIR—JERBTIBED
)

ELW—BHR— kORI
20WTE, ZOREYI®D
SHEI 53 (EE, #5R
LT<EE L,
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SFUF2ICHRBEND L)

* 0.0.0.0/0 INT INT BE BOIL—IITEELEEZ
TVEWIRTOTIRN
DURNZ T4V IEER
LEYT (EEFTHRE)

SFIF2ICHERE DI

SFVA2TR, AVE—XYKNKNTTAVIERZETEDRA VAR VARECNT VY 0T XY
Re, 123—XYRNDPESORT T4V IV ERBEZIETERVTSAR—NGTRYNFBYET, &
EU, T72A4R=MYTXY NG, NTVYIHTXYRONATA VARV ABENLT, 4V 2—%Y
NCRTBTIORNNDRRSTAVIERBIBDCE (BLRUORNEBEEZEITDCE )FTEET, &
FUA2OEMIOVTRE. "T2F VA2 NT VY IHTRYRNETTAR—NTTRY NEED
VPC (p. 16)1 ZZRL T &,

COIVFVADBE. NTVYIHTZYRNAORY ND— ACL ERBIIC, 77SAR—KNHTXY
RADZY RT—U ACLABYET, XOKRIC, B ACLICHEEZNZI—ILERLET, chs50D
L=ITlE, BRNICBEBERRNS 74V IERE, IXNTORNS 749 0%ETOYILET, CThEn
L=ILE, COZFIAOEFIVFATIN—TIL—ILEFEAERLUTT,

NTVVyOoHTZy NAD ACLIL—)L

A4NTR
IL=IES |EETIP O3 | KR—bK FFAES XU~
100 0.0.0.0/0 TCP 80 Ea) IRTOBFALSDA N
I RHTTP RS 7499
ZHFALET
110 0.0.0.0/0 TCP 443 Ea) FTRTOBFALSDA /N
I RHTTPS RS 71499
ZHFALET
120 R—L%Yy | TCP 22 B (AVB—%Y R —hK
KO—o0 DI ENLE)F—LA
NTVv o XY RKRD—=Oh5042 N
IP7RLA DRSSHRNRZ74v 0%
o &5 B HFAOLET
130 R—LZxY | TCP 3389 HE) (AZ2—%Y NF—hN
KO—om I ENLE)R—A
NTUv o XY RD—=Oh5042 N
IP7RLA D2 RRDPRZT7a4v %
o &5 B FOLET
140 0.0.0.0/0 TCP 49152 ~ B3| RETHNYTZYNTHS
65535 DOTARNDSDAIND
DRUBR—=2VRNZ T4V
EHOULET

ELW—BR—KNDOIBEI
20WTRE, CORNEYOID
BHEICHS "EE, £S5 R
LTLEEL,
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SFUF2ICHRBEND L)

* 0.0.0.0/0

TIORNNDR
IL—ILBEES |EEXIP

100 0.0.0.0/0
110 0.0.0.0/0
120 10.0.1.0/24
130 10.0.1.0/24
140 0.0.0.0/0
* 0.0.0.0/0

TSAR—KNYTZY NADACLIIL—)L

ANTVR
L—ILES EETIP

IANT

ZON3al
TCP

TCP

TCP

TCP

TCP

IANT

7Okl

IANT

R—b
80

443

1433

3306

49152 ~
65535

IANT

R—b

ik

HANEE
%7

Bl

Bl

Bl

%7

FEAAER

BOIL—ITEENEE L
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Amazon VPC O )YV —ZAICK T DT Ut ADHH

RETFAR—=KNITIR(VPC) ZRESRVVEBETED 1—H—2HHITIBENHYVEITHA?A
VER—FXYNF—RIIAZTEYFTERLI—H—X, EFa1UF1JI)I—T&XY NT—2 ACL
EEXTED1—H—2FHTIHENH V) ETH? AWS Identity and Access Management ( IAM ) %
FRALT, PHOMATA—H—II—T 2B LVOEEL, BRI JI-THFERATE
B API 7> 3>k Amazon VPC UV —RAZFIHTEET, chiZkY), HBOEENF VPCOL A
TOM W=—F427, EF1VF712EZELBVKRDSIZTERT,

I—H—, JIL—=7". RUZ—OEROFHMZDOVWTIE., "Amazon Elastic Compute Cloud User Guide
@ Amazon EC2 UV —AANDT 7 ADHIHZSZRL T EE W,
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Amazon VPC DR S —4l

Example 1. VPC 2 €29 %

LTORIS—k, VPCEERBLUVERTIHAZI—H—ICEXET, CORVI—REFRY ND—
VEBEOTIN—TILEV)YTBENTEET, [Acton]| TL X K&, VPC, H7 XY K, 4>
R—ZY NTF—KDIA, HDRAEN—S—KDIA, RETSAR—NS—FhTJIT A, VPNER, I—
RF—7). ElastclP7 RLA, EF1UF14JI)—7. XY NTD—2 ACL, BV DHCP #7°< =
Y NIBEBELEAPI T3 EBELET, £, CORUI—IZ&Y, TIL—TRFA VAR
DABRRT, FIE, B, BLRUKRTIDLZHFITEchET, €512, JI—71& Amazon EC2 @
JY—RAE—EBERRITD_EETEET,

"Statenment": [{

"Effect":"A | ow',

"Action":["ec2: *Vpc*",
"ec2: *Subnet *",
"ec2: *Gat eway*",
"ec2: *Vpn*",
"ec2: *Rout e*",
"ec2: *Addr ess*",
"ec2: *SecurityG oup*",
"ec2: *Net wor KAcl *",
"ec2: *DhcpOpti ons*",
"ec2: Runl nst ances",
"ec2: Stopl nstances",
"ec2: Startlnstances",
"ec2: Ter m nat el nst ances",
"ec2: Describe*"],

"Resource":"*"

}

]
}

RIS—TR, DTAULRA—REFEALT, EATSIIORNRATIIHFATEND T U3 EITNTE
ELET (Bl *SecurityGoup* ), Elelk, E7 VI VZARNICVARNTEZEETEET,
DAL RA—REFEAITZEHERRG. BHICTMILRA—RXFIEECHFLVWT V>3 ERID—(C
EBMTdE, TORVI—ICE2TIN—TICEBEBNICHLVT VI AOT IV RANFATE D
CEICZEBELSEETY,
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Example 2. Amazon VPC A D& &E ) ERHR > —

RORIVD—E, VPC EXNAVAR—FXRNZVANTRZHAZI—H—ICEAET, 1Y —&.
VPC ZER. Ef. RLRBHIBRIZDEBTEREA,

"Statenent": [{
"Effect":"All ow',

"Action":["ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

Descri beVpcs",

Descri beSubnet s",

Descri bel nt er net Gat enays",
Descri beCust ormer Gat eways”,
Descri beVpnGat eways",
Descri beVpnConnecti ons",
Descri beRout eTabl es",
Descri beAddr esses”,

Descri beSecurityG oups",
Descri beNet wor kAcl s",
Descri beDhcpQOpti ons",
Descri beTags",

Descri bel nst ances"],

"Resource":"*"
}
]
}

Example 3. Amazon VPC D H AR LRI > —

ROR)S—F, 1 VABZADRE, 1 VAZADELE, A VAZADREB, 1A ADIK
TOHAEI—H—ICH5XZ. Amazon EC2 $ & T Amazon VPC THIATED Y —RAICDVWTHHAL
£9,

RUD—D2HFBNERNE. TOHOR)S—THRWICHATEZEET D &ICKY), I—H—(C5
AENB AU BDILEEDAPI TV AVAOT I EAZBEELTVET,

{
"Statenent": [{
"Effect":"All ow',
"Action":["ec2: Runl nst ances",
"ec2: Stopl nstances",
"ec2: Startlnstances",
"ec2: Ter m nat el nst ances",
"ec2: Describe*"],
"Resource":"*"
b
{
"Effect":"Deny",
"Not Action":["ec2: Runl nst ances",
"ec2: Stopl nstances",
"ec2: Startlnstances",
"ec2: Ter mi nat el nst ances",
"ec2: Describe*"],
"Resource":"*"
}
]
}
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IP7 RLAEE

VPC TOXY NJD—F >4

VPC

ROAVR—F NEFERALTVPCICRY RT—F T EBRETEET,
« IP7RLZ (p. 101)

« XY RND—O A2 R—T I AR (p. 105)

s L—KF—=7)L (p. 106)

s AUR—RYKNF—RTIA (p.117)

*« NAT A ARV R (p. 122)

« DHCP A7 3>ty ~ (p. 127)

+ DNS (p. 133)

DIP7RLAEE

C TRk, VPC @ Amazon EC2 A VARV AILERATES IP 7 RLAILDVWTHALET,

INTIYOIPFTRLAETZAR—=KNIPFTRLA

VPCHDA VAR ABTEETAICE, 77AR—NIP7RLAZFEATEERT, 1V RAZVARE
A2B—%Y NETREETDICE. NTUY OV IPFRLAZFERATEERT,

VPCHDEA VARV AL, F7AILRORY ND—DAB—TITAANHY, TEOAE2—T
AR, YTZRYROTRLABEADTSAIVTTAR—=KNIP T RLAFEYHTShTLE
Fo 7TANVTTAR=NIPTRLAZEELBEVES, 7Y NOSEHRNTHERATERIP T R
LANBRENET, KYKNDT—DA 2 R—T T4 ADFMICODVWTWI, "Amazon Elastic Compute
Cloud User Guides @ Elastic Network Interfaces Z28B L T &L\,

FI7ALRNOYTZRY NOBE, A VARV AORBEIZ, XY RI—I9A4VE—TILAIL220
IP7RLANBBNICE)HETShET, T7AIXVTSAR=KNIPFPRLRAENTUY I IPTR
LATY, NTUY O IPFTRLAG, XY RT—OF RLAZHR (NAT) ZENLTTSAXVT 54
R=KNIP7RLACIYTENET,

FT7ANLRTREVGTZRY ROBE, XRYRNRIT—IAVEZ—TIAARIZRTFT7AILRNTT A R—K
IP7RLAODKNABEBBHICEY) HTSshET, Y RNT—TA4Z—TIARICNT VYT IPTRL
ANEV) YT NZO, BEFICChEEETZIRAOATT, FMIICOVWTR., TEE O/
DY JIPTRLADEI) YT (p.102)1 #BRLTLKEEV, F7FILMTREVGTZYRDA A
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BERFONTVY OV IP T RLAOE) HT

BUANA VR —FY NEBETEDRSIZTSICIE. VPCIZHERA TS ElasticIP P RLAZE WY
T, TDEIPZE, AVAZVAILTRYFENLEZRY ND)—DAVE—TIAANEBETRD T TAR—
RIP7RLAICEI) HTDHENHYET, FEMICOVTIE, TElasticlP 7 RL A (p. 103)s 258
LTLEEL,

VPC TEITENTVBR AV AZVAL, EAVHVTTAR—KNIPT7RLAEFEFENS, BHNO IP
TRLAZEN)HETREHNTEET, TTANVTSAR—NIPTRLAERGERY, EHVF
TZAR—=NIPP7RLAZ1 DDRY ND—DA U E—TIAADSHORY ND—DV (2 R—T T
AAN, FER1DODDA VARV AL SHDA VAR AANBE) HTTRENTEET, 751X
DIPF7RLAREEAVAYIP 7 RLAGEMIZDOWTIE, TAmazon Elastic Compute Cloud User
Guides DEHD IP 7 RLAZSBLTLSEEL,

BEPONTVYOIPTRLADEIN)HT

F7AILRTRE, F7AILRNOYTZY NALBBENEA VARV AOKIZNTIUY I IPTRLA
AENHTShET, EEL. AIVARVALCNTUY I IPTRLANENETShE L ESHEH
HWIdEHIc, BEBRICNTUY I IPTRLAEEREZFATESRT,

AVARADOREBEIZ/NTUY I IPTRLAERECTIVEATSICE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

[Launch Instance] 27 )Y VL&Y,

[Create a New Instance] R—= T, [Classic Wizard] Zi&RL TH S [Continue] 20 )Y I LET,
[CHOOSE AN AMI] R—2 T, AMI Zi#IRL ., T D [Select] REVZBRLF T,

[INSTANCE DETAILS| R—> T, BETZA VAV ADKRERA(TERELET, Y7V K
#ZiBIRL, [Continuel ZV VYOI LET,

6. JX® [INSTANCE DETAILS] X—= ® [Number of Network Interfaces] 2= 3 22 T, [Assign Public
IPlFIVIRYIREFVICTRDE, AVARVAIINT VYU IPFTRLANEYHTSNE
o T7AIIMOHTZY NEBIRTD A, 7 XY MIH L T[NoPreference] Zi8E L 3546,
[Assign Public IP] F T Y ORY VAN F 7 AILRNTAUICBYET,

o wbn =

it Note

THDIYRNTEC2-VPC D& EHR—KNLTWVWT, 7Y NIHL T [NoPreference] %
BIRL 454, [Number of Network Interfaces] Z0 2 a3 V&R R"EhEE A, KD VYIC,
[Assign Public IP] F T Y VRY VAD KN RRENET,

ARY NA VAR AZVOITARNLTWAEBEEE. [Number of Network Interfaces] 2%
AVRRTENEE A, [PubliclP] FIYIRY VADINRRENET, ARY M
DABRVAOV DT ANOFEMIZOWTE, T Amazon Elastic Compute Cloud User Guide.
@ Creating a Spot Instance Request 25 L T E&E L\,

il

ROL—IFBRENET,

s WTUVYIIPTRLAR, FNAARAVTFYIAN ethODBE—DRY KD—IA4 2 BZ—TILAD
HCHENIRDENTEET, BROXY RNT—I 4V E—T I/ AERBTHHES. [Assign
PublicIP] F I Y ORY VRGEATET, ethlt RYRND—I A4V Z—T I/ ATRHFERATEEL
Ao

c NTUYOUIPTRLAR. BEOAVER—TIAATREL, ILLRYKND—D48—T 14
ADKICEIN) B TR ENTEET,
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ElasticIP 7 KL A

COMEFGEBTOAMATEET, £EL., BEPICNTUYIVIPTRLAZEA ARV AIZEN
HTBNESHIIAADST, BERICA AR AL Elastic P 7 RLAZEEFRFDENTEE
I, FHMICOVTIE, TElasticlP 7 RL A (p.103)y ZSBL T &L,

INTVYOIPFTRLAEED API EAXRSAY—)

NTVYOF RLAEBEMEZEDETLEENICTDICE.

Net wor kI nt er f ace. n. Associ at ePubl i ¢l pAddr ess /N X—2—% Runinstances U7 TAKNIC
FAT3N. --associate-public-ip-address #7332 % ec2-run-instances 1Y > RICERA L
9.

ElasticIP 7 RL A

ElasticlP 7 RL R, BB IZIRIAVELI—FAIDEDICHKFTENEBNENTIYIIPT
RLATY, ElasticlP 7 RLAlX, VPC DEEDA VARV ARERRZRYNID—I94Z—T IR
CEENGRZENTEET, EPZFERATRE, TRLAZVPCHDBINDA AR AANBEREICE
RVTTBIET, 1 VABRVANDIT—%2BIENTEET, Elastic P 7 RLAZEEASA AR
JACBHEREFTICRYRND)—IA4 =T IAAICHERGFZRAE, 12OATYTTERY hD—
DAVE—TIAADEEHE 1 DDAV AZ VAN SBDA VAR AICBHTEDZETT,

Topics
e ElasticIP 7 RL ADEZ (p. 103)
« ElasticIP 7 KL AD#E4E (p. 104)
« APl £OX > ROBE (p. 105)

ElasticIP 7 RL ADQEZ
Elastic P 7 KL R D WT &> TH < AEH &5 BANBEREUTICRLET,

e« FFVPC THEATZIEHIZEIP ZEVHTTHS, TNEVPCAHDA VAR AICEEMRITET
(BB S TRENTEDDR 1 DDA VAEZVANDKTT ),

s EPREZEYRNDI—IDAVE—TIAAOTAONTATT, EIPEAVAZAILE)HTBICE, 1
VARV ALLTEYFENTVWBRRYRND—IOA 2V EZ—TIA AZEHLET,

« NTUYUIPFRLAR, BERICAVAZADethORY RD—9 A4 BZ—T T4 AICEIV) YT
BLENTEET, SFMCOVTEK, "TEBEFONTUYTIPTRLADEV HT (p.102)1 238K
LTLKEEY, BERIZEIPZ ethO XY ND—04 =T I AICBHENITZHE, BEONT
Y9 IPF7RLANEC2VPCINTUY U IPF7RLAT—IICEBHRENET, EIP DBEENTEMRE
BIdE, BPAICHLWNANTUYIIPTRLAN ethORY RD—9 A4 2—T7 T4 AIZHEBBIC
BV ETENET, 2BBDRYND—DA UV BR—TIARBAVAZRVAILTRAYFLESE, C
NEZYELERA. TOEARK, EPEFEHTeth0 XY RND—I 42 —T I A AICFEHTHEER
TRURENFHYVET,

« VPC TR 9% EIP &, EC2-Classic THEHTS EIP ICIFEWVWAHY FET, SFHMICODWVWTIE.,

" Amazon Elastic Compute Cloud User Guides @ EC2-Classic & Amazon EC2-VPC MiE\ 258
LTLEEL,

c EIPIRFBIOA ARV AICBETEE T, AILUVPCHELEFRHOVPCHADA VAR AICBETS
CERFTEETH, EC2-Classic ANDA VARV AICBETD LRG> TEEL A,

c EIPE AWS 7HVUY NOBEMRGE, ARNICEESTZBRTIETHIFEIAET,

« EIP Z%hEWICHERTZESH, EIPARITHOAAZVAICHEMR TS ATV EVEEX, FLEL
TVWBRAVABZVARTREYFENTVWEBEVWRY ND—JA4 =T IA AICEER TS TVSE
Bk, BEBICDEORENBERENET, 1 VAZVAZEATLTVWDEERF, 1V AZVAICH
EBRFSNE1DOEPICOVWTRBEEHFEFEAN, 1 VAZXAICEEMRITSNEEMD EIP
HFH3BE, BMDICEBREEhET,
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ElasticIP 7 KL A

» ElasticIP 7 RLA, #BLBWVWRSICI—H—1 AICKHLTREASBICHRENTVET, &
oo NATA VAR ARBERTBENTEERT ( "NATA VARV A(p.122)) Z5RLTLKEE
W)o

ElasticIP 7 RL ADigE

ElasticIP 7 RLAZEI) HTTHAS, VPCHDA VAR ALBEENITAZEN TEET,
VPC TERAT22H® Elastic P 7 RLAZE|Y HTBICE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FES =232 RA T [ElasticIPs] 29 UY I LET,

[Allocate New Address] RZ>Z2 7)Y I LET,

[EIP used in] UAKNT VPC Z#IRL . [Yes, Allocate] 201 )Y IV LET,

=

EIP ZRRIBDICIEE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FTEF—23aARA2UT[ElasticlPs] 22y ULET,

3. RRENTVWBURARNZTAINRTBICE, BIVETSNTWBRAI VAR ADEIPEEEKID D
—ZEBRBEARY VAICAHNLET,

ElasticIP 7 RLA% VPC ATEFTENTVBR A AZALEERITRICE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—232RAL2T [ElasticIPs] 20Uy O LET,
Z O ElasticIP 7 RL A%Zi#IRL TH S, [Associate Address] RX>&2IUYILET,

[Associate Address] & 4 7O 7R Y 7 AT [Network Interface] JARASZRY KD—9 42—
TIAA%ZBIRTS D, [Instance] JARDSA VAR AEERLE T, BT S [Private IP
Address] JARA S EIP Z#BiE[ 127 RL A%EIRL T, [Yes, Associate] 20 Y I LE T,

e h =

Associate Address Cancel %

Select the instance or network interface to which you wish
to associate this IP address.
Instance: Select an instance -
Private IP address: _ )
* denotes the primary private IP address

ar

MNetwork Interface: Select a network interface -

Private IP address: ) )
* denotes the primary private IP address

[Tl Allow Reassociation

‘ Cancel H Yes, Associate
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XYRND—=DOA4VBZ—TIAA

5. (A7>3a2 )ElasticlP7 RLAZA VAR AICEER TS E, DNSTRARN B ENEBEER
DNSRARNBEZIHEVYE T, FHMICOVWTIE., TVPC TODNS OfFEMA (p.133)y 2B L TL
=EL,

Elastc IP 7 RLALBEERNTD A AR AZEETR I, BEBEENTSNhTVWIA ARV A
N SBEENITEBBRLTAS, VPCHDFHLVWA VAR ALBEERTET,

Elastic P 7 RL AOBEEN T ZRRTSIC1E

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—23a>2RA2 T [ElasticIPs] 2V JUY O LET,

Elastic IP 7 RL A%3&IRL TH 5. [Disassociate Address] RE>&# I Y I LET,
ZTOY7 MHFRRENES, [Yes, Disassociate] 20U Y I LET,

W=

Elastic IP 7 RLAANTRBIZE D LR, BHRTZEEZHBHHLET (D Elastic P 7 RL A%
AVABZVAICBHERN TR ERFTEERLEA ), VPC THERATHILEHICEIYHETSN, 1VAZVA
ICBERIFSATVEREWEIP ICEBENIRELET,

Elastic IP 7 RL AZ KT 3 IZ1F

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES =23 RA2 T [ElasticIPs] 22Uy I LET,

ElasticIP 7 RL A%ZBIRL TH 5. [Release Address] 27U Y I LET,
TOY7 RHFRRENES, [Yes, Release] 2O U Y UL ET,

wn =

APl EXN Y ROBE

RORE, ElasticlP PRLADIN REAPI T I>OBETT,

B N>R API7o>3a>
AVARATHERTS ElasticIP 7 RL A%&H | ec2-allocate-address AllocateAddress
BLET,

ElasticIP 7 RLAZA ARV AEEZRY M | ec2-associate-address | AssociateAddress
D=4 —TIA4AICEERMITET,

1 DERLEEFEHRD ElasticIP P RLAD—EEF | ec2-describe-addresses | DescribeAddresses
BHEXRRLET,

AVARAFLRFRY RD—94 >R —7 I A | ec2-disassociate-address | DisassociateAddress
AN S ElasticIP 7 RL ADBEEN T EHBBRLE
E

AWS 7HI MNCZEIVY BTSN TLS Elastic IP | ec2-release-address ReleaseAddress
TRLAZBHLUET,

VPC T Elastic Network Interface {9 %

VPCDEAVAZRVAILE, VPC O IP 7 RLAEEASTTAR—NIP 7 RLANENHTSHh
oo T7ALRNDRY ND—D0A4 2 B—TITAANFHYET, £z, Elastic Network Interface ( ENI )
EFHENDEMDORY ND—D AV B—T T4 RAEERL, COVPCHDA VARV AILTRYFT
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IL—=hF=T)

IL—

BEETEET, PTRAYTFTEDENI OBRBA VARV AZATICE>TERYET, FHMIZDOV
Tl&. TAmazon Elastic Compute Cloud User Guides ® "Private IP Addresses Per ENI Per Instance
Types ZZRLTLEE L,

ENIF. ROBMEZEETERRERY NI —IAVE—TIAATY,
s TTARVTZAR—=NIPFTRLA

s 12REDEHNEVTFAR—=KNIPFTRLA

« 7SAR—RKNIPF7RLAZEIC 120 ElasticIP 7 RL A

« MACT7 RLRA

s 1 DFLEREHOEFIVFAIIIN-T

s RERREGEFIVIOTISY

- B

ENIZERL T, 1ZARVANDTRYF, AVARVALSDTEYF, BLVBIOA ARV A
NDTBRYTFETSCENTEERT, ENIOEME. ENINFAM VARV ALTRYFREGTFRY F&
NEEER, BIOAVARVALBT7RYFENIZEEIC, ENIICHBELET, 12 AR ABTENI
ZBBIDE, RYNT—IURTTAV IR ILLWAVARARDACVAALIRNENET,

ROEXZETSBE, BBOENIZA VARV ALTRYFIBEERTTY,

- BEEAXY NIV ZEKT S,

c VPCRHTRY ND—=OTFTSAT VAR EFIVTATT AT AZERT S,

« BEOYT7ZY NEOD—OO—-RO-LERATZDTFITINR—LERA VAR AEZERT S,
s BRFETTAKOSVWY VI3V EERT S,

ENI OFf#, $ &V Amazon EC2 A2V —J)LZEAL TEN ZBRETHFIEILC OV TR, "Amazon
Elastic Compute Cloud User Guides @ "Elastic Network Interfacesy ZZB L TS E&E W,

NT—7 )

N=KRF=TNICE. XY RD—ORZ T4V IOBRBEHMTIRICERAE NS, L—FEREND
—EDOIL—ILHFEERET,

VPC DEHTZY REL—RNT—TLICEEFIZBENHVET, HTXYRNOIL—FT 12T,
COT—7NCE>TOAVNA—LENET, EHOHTZY NEZRUL—NTF—T7LICEERTZ
ENTEETHN, H7ZY NEZEERFTSh20R 1 2OIL—RNTF—TIEGFTT,

Topics

s L—RFT—=TIOEZK (p. 106)

« XA VI)—KF—T I (p. 107)

s AARZLIIN—KT—T) (p. 108)

s L—KTFT—=TILOBEESF (p. 109)

s L—=RFT—=TIILZRIETS (p. 111)

« API £EOX Y ROBE (p. 127)

LW—hT—=TIILOEZR

L=hTF—7LCBLTERATHBLKBEN HHIEFABEEZRIIRLET,
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XL N—=hTF=T)

s VPCICRBETRHBIL—F—NDHYET,

« VPCIZlE, ZEETED XA VI—KNT—=TIHNBBNICEHTShET,

s VPCIZRH UL TEBMOARRLL—RNT—T L EERTEET,

s BEHYTRYRNEL—NT—TIILCEEFIRZIHBENHBYET, HTZYRNOIL—FT 12T, 2D
F=7liC&>2TaAr R O=-LENET, TTXRY NERBEDIL—NT—TILICHRNICEENS T4
We, TOHTERY RNTlRE, XMVIIL—KT—TIFEREIET,

s XA UN—=RT=T L&, FRULEAARRLT—TINICBEBRZADCENTEET (ZDHEE, HA
BLAT—=TIE, FLLEHTRY NBEFITSKDT7AILRNOT—TILICBENET ),

s T=TILOFIL—IHFREELCDR EX—T'Y NEBELET (HIZE, #EEXHN 172.16.0.0112 ®
KNZT74Y0DR—=5Y NGIRETSARKR—KNF—KIIATT ) RZTAVIVIIREEG2EIL—
KNeFERAL., NSZT7A4YO0OIN—FT 120 T0FEERELET,

XAN—=rT—=T)

VPC ZHERTBDEZIL, XA VII—RT—TIILFEBNICEYETSNET, VPCIVY—ILDRD
RiF, EVPCOXAUII—hT—TILERLTVET ([Main] FIiE Yes TT ) o

Create Route Table - & (2]
Viewing: All Route Tables - | | 1to 3 of 3 Ttems
Route Table ID Associated With Main VPC
rth-02abB669 0 Subnets Yes vpc-09ab8662 (172.31.0.0/16)
rth-ed1dbAh87 1 Subnet Mo vpc-071db&6d (10.0.0.0/16)
rth-1a1dba70 0 Subnets Yes vpc-071db56d (10.0.0.0/16)

B, XA2VIL—KT7=7IL (BLTFVPCAHOITXTOIL—rT—=TI)IZ&E. 1 20—k (VPC
NOBEEZEMCIZO-—ANLIL—K) LABEIRTEEA,

# Route Table: rtb-1a1db570

Routes Associations Route Propagation

10.0.0.0/16 local ) active | No

select a target -

L=h7=7LTR. O—DII—RZ2EETEELA. VPC DAV AR AZRBETDEHT, T
DAVARVAR, O—ALIL—NCBEBNICEHSNET, HLLWAAZAZIL—MTF—TILIC
BT3B EEHYEEA

H7ZY REBEOIL—NT—T7IIICATHICEERFEVE, ZOHTRY ML, XMV IIL—KT—
TIWCERWICEENTShET, EEL, TOXA VIR TF=TIILICR, BIEHEEY TRy NEH
THICEERIZCENTEET, COEER, XMV T—TNLICTBT—TINEZEETDLE
CITVWET ( "AA V- TF—TIINE2BEHRZS (p. 116)1 SR ),

Y= NLICik, ET—7LICEERFSNTVWR Y TRY NOBHIRTENET, ORI, BT
WABERTOINEENET ( "T—7IILICHRHICEENS TSN TVWR YT RY NEHBET
% (p.112)1 B8 ),
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HAZLIL—RTF—=TI

TF=RIIA (A E—FY N RIIAFLERREBTZAR—KTF—RIT(OVWTh ) ZVPC
ICEBMTREELC, TOS—KNRIIAZERATRIAEROYTXRY ROIN—KTF—T L 2EHITHIHEN
HYNET. A, RORR, NZTAYIERBTFAR—KF—RNIITACN—TFT A2 TFTBXA
Y= TF=TLICRTRIEFHERLTVET,

# Route Table: rtb-ed1db587

Routes Associations Route Propagation

10.0.0.0/16 local ) active No
172.16.0.0/12 vgw-9628caff D active No
select a target -

BEBTZAR—NF—R T2 VPCIZTARYFL, L—hT—7LTIL—MEEZBWICLIBE
&, VPN iz RTIL—KY, mEShLIL—RELT, L=hT=7LDIL—RDOUANZBEEH
ICRRENET,

NAZLIL—KT—T)

VPC . F72LRT—TIUADIL—RT—TINEHIENTEET, VPC ZRETDICE. X
AVN=hT=7NLZ0—HIIL—KF1I2LABENBEVROT 7 FIILNOREOERICL T, FHL
WHTRY NEERL, TORBHTRY REERLIEAARZLIL—RT—TIL0O 1 DIZBHRAICEER
FR2FEFHVET, chilkY), BHTRXRYRNOTINNIY RIS TAYIOIN—T 12T HE
Z, BRWICO> MO-LLEFAERYEE A

ERTEDIL—RT—T7ILOBOFRIZOVWTIE, TAmazon VPCHIBR (p. 159)1 Z2ZBL T &L,

RORE, /18— Y NS —RNIDIAEREBTSAR—NTF—RNIIA, BRENT VY OB TRy
REVPNDEDHTEZY REFEDVPCOIL—F AT ERLTVET, XIVII—hTF—T7IICE
VPC A&V HTENET, £, VPNOZDH T XY RDIL—RNEEENET, DARLIL—KFT—
TLEHY, ChENTVYIHTRY RN (HTRY M) ICEERFSKTVET, DARLIL—b
F=TINICRE, 1 EF—FYRNF—RIIARBAONT VY IHTZYRDI—RMFEETIhET (REE
%1k 0.0000T, =T Y RFAVEZ—FXYNTF—KRIIALTT),
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—
Internet Gateway

E ‘Custom Route Table
Destination Target
Private: 10.0.0.5 - T -
EIP: 198.51.100.1 — o
EC2 Instance | 0.0.0.0/0 igw-icl |
b ————————————
Subnet 1
10.0.0.0/24
VPN Connection

H Customel Gatewa
Riyuter VG Corpora\‘;:e MNetwork
Private: 10.0.1.5 r'

Main Route Table

EC2 Instance

Destination Target
Subnet 2
10.0.1.0/24 10.0.0.0/16 local
| 0.0.0.0/0 vw-id |
——
VPC
10.0.0.0/16
Region

COVPCTHLWHTRY NEERTDE, TOHTXY REXSVIL—NTF—TILICEBHICEE
FHsh, X42I—hF=TILE, TORSTAYVIERRETSAR—KNTF—RNITIAIZIL—FT 1>
TJULET, BORE (A E—FXY KN =R ITIANDI—RMHFEENZASVIL—RTF=TILE, R
BTSAR=—RNTF—RITIANDI—RDNIEENDHREZLIL—RTF—=TI ) #TV, HILWH T XY
REERTDE, TOHTRY NZERBEEBNIC, /12—XXY KNS —KRIILAADI—RMHFEEND &K
SICBVYET,

LW—RT—=7 I OREEM

XAVN—RT=7LE, 372y NEOT—TILICHATRHICEESTFSATVWEWERIC, 47

FYRNERATRTF7ALROT—TITY, ILLWHTRY hEBNTRE, TOHTXRY NTRE,

XA VN—=RT—=TLTEEENATLVIIIL-IFEBNICEAEAET, XA VIL—rT—TIICTD
T—7ILREEETEZOT, HLLVEMYTRY NOTFT7 AL NEEETEET,

XAVN=RT=7NLICRE, BROEELEARNCYTRY NEBERFTR N TERT, ¥ TXY
REXAIVII—RT—TIEDOBICE, BE, ARNEREERTEHYERA, LEL. COATHE
BENTRE. XAVIL—RTF—T L Z2BERZIZEEIL—RNICRETITREMENBVET,

RST74YDFHBFIC, XAVIL—RT—TIN2EETRIRVENHDBEE. T, hAZLIL—
RTF—7Lz@ERALT. L—hDEEZTANLET, TARDBRICHELES, XAVII—KF—
TLEFHLVARRLT—TIICBEBRAET,

RORE, XAVIL—RT=TII (IL—rT—=TIA) CERRHICEERTShTVWR 22097 %Y
RERDOVPCEZRLTVET, DAZLIL—RT—=TIL (L—hT=TILB) . EOHTERY KNI
LHEENTShTLEREA,
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Router

Subnet 2

Subnet 1

Route Route
Table A Table B

Main

H7ZYyRN2&E)L—RNT—7)BOBIZGARHEEER T EERTEET,

Router

[ ]
Route
Table B

I—KRF—TILBEFANLES, ZOTF—TILEBAAVIL—KRF—TINIZTEET, YTRY N2
EL—RF—TIBEOEIC, EFARNEEERIIr &2 EICEFBELTLKEEV, &£, IL—K
F—TILBRHFLWXAI—RF—TILBEDOT, H7ZXY N1 EIL—RT—T ) B OBICEERN
BEEMNTFS&VET. LI—RTF—TILARGESHEHAEATVWER A,

Route
Table A

Main

Router
a

Subnet 1

[ ]
Route Route
Table A Table B

Main

HT7ZYRN2ENL—RTF—T I BOBEENSTERRLTE, HTZXYR2EIL—bT—T I B EDE
DERNEEENTERYET., FEICE>LIL—FTF—7 I ARHBRTEXT,
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Router
. "

Route
Table B

Main

W—hT—=7 N &RETS

SOtV avTR, LTI EBRETZIHECOVTHBALET,

To

Note

AVY=LTI4H—REFALT, Y—RNIIAHEEND VPC ZHRTDE, TOT—
RIIAZBEATELSICIL—RNT—TIIFABNCEHENET, ORI Y—ILE
APl ZEALTVPC ZEY RT7YTI2BE. - R TF—7ILEZEHSTEHTILE
FHIEY,

pics

H7ZY M BEEFETSNTVWRIL—RTF—TILZ2EETS (p. 111)
F=7INICHARNICEENITSNTVEHTRY NERETS (p. 112)
NAABRLIL—RT—T I Z2ERTS (p. 113)
L=—KRT—=7LTIL—FZEBMBERTHIBRTS (p. 113)
L—RNEEEEDH LCEMICTS (p. 113)

H7ZY NEIL—NT—TILICBEERTS (p. 114)
H7ZXYRNDIL—RT—TILEZEETS (p. 114)

H7ZY NEL—RNT—T I OBER T EHEBRT S (p. 115)
XAV —RF—TILEBEHZ S (p. 116)
L—=KT—7ILZHBIBRTS (p. 116)

B7RY MBEERTSATVRIL—RT—TILZRBETS

H7ZY NABEENFSNTWRIL—RTF—TIILEEBETZICE. AmazonVPCIAV Y= THT RV
NOMEBIELET,

HT7RY RABEERITSNTVWRIIIL-RT—TILZRBETRICR

1.
2.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FES—2 3> RAT[Subnets] EVUYOL, HTRY REBRLET,

BT RY NOFENFFBRAVICRTENET, FMICE, T7RY MBEERTShTVWRIL—
RTF—7ILOIDHFEENRET (ROEGESR) . XAVII— T—TIL0HE, BEFTIE
REAATRHARR DY —LICRRENERA, XA V- T—TIILEOBEERFABFRAL E
SHAERBETDHECODVTR., "T—7IILICHRHICEEFTSMTVE YT ZY hEHET
% (p. 112)1 ZZRLTLIEE L,
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¥a Subnet: subnet-08ab8663

CIDR: 172.31.0.0/20 VPC: vpc-09ab8662 Awvailability Zone: us-east-1b
Route Table: rtb-02ab8669 (replace)

172.31.0.0/16 local

0.0.0.0/0 igw-0eab8665

T—7LICHATRHICEERTShTVR YT RY NERBETS
L= RF—TLCRRNCEER TSR TVBH TRy he, TOHT %Y NORERETE T,
XAV N—RF—T LG, BN EEER G ERRGEBEN T EROC LA TERT, NARLL—
hF—T L. BRNEEEN LA ENTERL A

EON—RTF—TLICEBHRWICEERITSATVWEWSYTRY ME, XAV IL—RTF—TILICETH
CEENHShTVET, YTRY R EXAI V- TF—7LICHARHICEER TR CEETEERT
(ChEFSBAZRIBCOVTE, "XAVII—hT—TIL2EEHAS (p. 116)1 2ZRL T
EEW),

PARHICEERTShTVWAYTRY NOBERETSICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FESF—23ARA2T[Route Tables] 20 JY I LET,
[Associated With] 51T, BARWICEEN TS hEY TRy NOBERRLET,

viewing: All Route Tables - ( :I £ ¢ 1to3of3Items >
Route Table ID Associated With Main VPC -

[l rtb-ed1db587 1 Subnet Mo vpc-071db56d (10.0.0.0/16)

[ rtb-1a1db570 0 Subnets Yes vpc-071db56d (10.0.0.0/16)

[l rtb-02abB669 0 Subnets Yes vpc-09ab8662 (172.31.0.0/16)

ARHICEERTSNTVWA YT RY RERETSHICE

1. BYITBIIL—RT—TILEBRLET,

2. FHHIARA > O [Associations]) T # VUV I LET, cORTICE. T—7ILICHERKICEENS T
ShTVWBHTRY MIRRENTVET, £, EDIL—RTF—TLICEEEFTFShTLWEV
(2FW, XAUL—=— T=T7ILCBERHICEERFSNATVS ) B TRY NERRENET,
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@ Route Table: rtb-ed1db587
Routes Associations Route Propagation
oot actions |
subnet-161db57c (10.0.0.0/24)

The following subnets have not been associated with any route tables and are
therefore using the Main table routes:

HAZLN—KT—TINZEKT S

RRICE>2TR, MEAOL—RT—TLEERLBTNERSBVCENFBYET,
AAZLIL—RT—T LRI BICE

rowbh =

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—>3>RAT[Route Tables] 27 JY I LET,
[Create Route Table] RZ>Z VY I LET,

[Create Route Table] # 4 7Y RY U AM [VPC] RAY 7AIUARNT, ZRAED VPC %38
RL. [Yes, Create] EVUYILET,

L—=—Kh7T—=7LTI—hZEMELTHEHIRTS

7_-_

TLOILN—REEETEEEA, BNEHBROKANTEETT,

L—hZL—RT—=TILICEMTZICE

Pobd =

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—23 2R T [Route Tables] 22U Y VL, L—RhTF—7ILZERLET,
¥4 > D [Routes] BT T, LI—RNOREEEEE—TY READL, [Add|ZVUYILET,
[Create Route] &4 7AYJRY U AT, [Yes, Create] VU YU LET,

L—REIL—RT—=TILHSHIKRTZICE

»owbh =

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FES—2 32 RA2T[Route Tables] #0UY UL, I—hF—TIIEBRLET,
HIBRgBIN—hZEHIVY UL, [Deletel RZ>EIUYILET,

[Delete Route] #4 7OJRY U AT, [Yes, Delete] 20Uy ILET,

W—NCEZBVELCEMICTS

L—hcEZERATRE, REBTFAR—KS—RIIA4H, L—bEIL—NTF—7LICEHBNICRE
TEET, LEN 2T, L=RT—TIAOVPNIL—KREZFHTANTRIXERGHVEEA. L—b
DIEEEENELEEMDCTEET,

VPNIL—RAT 23V OEBICOWTR, "VPNOIL—F 1 25 H 7232 (p.140), #BBLTL K
=0,
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IL—NEEZAMICTRICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FE#—=332ARA>2T[Route Tables] 2V UV UL, I—hT—T7 I ZERLET,

3. Ef#~R A>T, [Route Propagation] 7 &2 UY UL ET,

4. RAYZTEIVUARNTRETSAR—RNTF—RTI A/ ZBIRL, [AdZIVYILET,
L—NEEZEBICTRICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FEY—>3URAT[RouteTables] 20 Jv UL, I—hT—TILEBIRLET,
3. E#~R 4 > ® [Route Propagation] 2 7T, VGW O ID O#IZ% % [Remove] 29U Y I LET,

@& Route Table: rtb-8a38b4el
Routes || Associations Route Propagation

Select the virtual private gateways which are allowed to update this route table.

Virtual Private Gateways Actions
vgw-8cab4aeb

Select a Virtual Private Gateway -

4. [Remove Virtual Private Gateway] X4 7Y 7R Y U AT, [Yes, Disable] 201y L%,

BH7ZxY NE)—RNTF—TIICEERITS

L=RhT=T7ILOIL—KERBEOHTZY NCERTZICE. L—hT—7ILEHTZY NCEER T
PRENHVET, - T—TILREROYTRY NCEENTRZENTEXRTHN, 7RV M
E120ILN—KF—7ILLHLBEEF TR ENTEERRA, EOT—TILICEHRWICEER TSN T
WBEWHTZRY R, F7ALRTXA VLR T—TIIICERHICEERHFSNhTVET,

T=7MLEYTZY NCBEEMITRICE

—_

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FES—>32RA2T[Route Tables] 22Uy UL, I—RTF—=TILEBRLET,

A > O [Associations] 2 7 T, T—7ILICEENF B Y TR Y NEEIRL, [Associate] & Y
DYy OLET,

4. [Associate Route Table] X1 7O RY U AT, [Yes, Associate] 27 Y IV LET,

wn

B7XRYMNOIL—RT—TILEEETSD

Y729 NCBERITBL—NF—TLREETEET, BlAE. $7%Y NEERTBE, TOYT
29 NEX AL —RF—TLCBRNCBERTShET, COHTRY hE, XAV —RF—7
LTEBL, ERLEDARAL— N F—TLCBER 1B LN TERT,
$TZYREL—RTF—TLOBERTEEET S

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FEY—>3URAT[Subnets] ZVUY UL, HT7ZY NEBIRLET,
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4.

BHERAVT, TRV NMIBEESHShEL—RNT—7 IO ID O#IZ3H S [Replace] 29 1) ¥
JLET,

¥s Subnet: subnet-08ab8663

CIDR: 172.31.0.0/20 VPC: vpc-09ab8662 Awailability Zone: us-east-1b
Route Table: rtb-02ab8669 (replace)

172.31.0.0/16 local

0.0.0.0/0 igw-0eabB8665

[Replace Route Table] # 4 7O 7R Y 2 A® [New Route Table] T, Y7 %Y NEBEEM T I —
RF—7I)L%&ZIRL, [Yes, Replace]l 20U Y I LET,

Replace Route Table Cancel |%

-~

Replace the route table for subnet "subnet- —
161db57c”. This subnet is currently associated with
route table "rtb-ed1db587".

New route table: rtb-1a1db570 (main) -

10.0.0.0/16 local

m

0.0.0.0/0 igw-041db56e

1

‘ Cancel H Yes, Replace

Y7V REL—NT—TIIOBEENTZHERTS

BTZY NEL—RT—TIILOBEENFFERRL ZVHE, HIRE. DAZRLIL—NTF—TILICEER
Fonig7xY hNe, XMVL—KT—TILICEERIZDELET, YTXY NEDRRLIL—K
T—7ILOBERTERRTEIE, TOHTRY ME. BRILCXA V- TF—7ILICEERGSh
£

HBTZRYNEL—RT—TIOBEENS T EREBRTDICIE

1.
2.
3.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FES—2 3RS T [Route Tables] 22Uy UL, L—KhT—7ILZEBRLET,

SR A > D [Associations] T, Y7 XY RABREIL—RNTF—T7IICBHERTSAhTVD 2
WLULET,

[Disassociate] 227 JY L& T,
[Disassociate Route Table] &4 7OJ 7R Y U AT, [Yes, Disassociate] 20 Y L %Y,
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XAVN—RT—TIINZEEHRD

BROFIETE, VPCTAXAUVIIN—KRTF—TILELTHERTIIL—NTF—TILEEETEHHEICOVT
FHBELET,

XAV — T—TIINEZBERADICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FES—23a>ARA2T[Route Tables] 20 JY U LET,

3. HLWAXALUIL—RTF=TNICTRIL—RNT—TIL2EEL, TOT—TILEEIIYULT,
[Set as Main Table] Zi#IRL £ 9,

4. [SetMain Route Table] X4 7OYJRY VAT, [Yes, Set]| 20 UY I LET,

ROFIETE. H7RY REXA VL= T—T I OBEOARHNZEENS T ERRTHHECODVTH
BALET, ChiZkW, TRV REXMVI—RT—TILFBRNICEERTShET, 2070t
Ak, HTRY REFBEOIL—RT—TIILOBEERTBERERLUTY,

XA UN—=RT=TINEOHARNEREEN T ERRTDICI

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—> 32 RA42T[Route Tables] 20U Y I LET,

XA —RF—TIEZBIRL, F0 [Associations] R7E# VY ILET,
[Disassociate] 227 JY L& T,

[Disassociate Route Table] &4 7OJ 7R Y U AT, [Yes, Disassociate] 27 Y L&Y,

A

L—RhT—7 I ZHIBRT S

L=Kh7=7E. $7ZY MFBEERTSATOVBEVEEICOKEIRTERT, XA VII—rFT—7
LZHIRTDCERTERE A,

L—=RT—=T I ZHIBRT 2

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—> 32 RA2T[Route Tables] 20U YO LET,
IL—KRFT—7I)LZRBIRL, [Delete] RREI VY ILET,

[Delete Route Table] &4 PAYRY U AT, [Yes, Delete] 20 JY U LET,

APl EOXN > ROBE

ROKE, EATREEIL—NT—7IIIAIVREFBTB APIT I3 2FTEHEEOTT,

I

e N>R API 7o 3>

VPCIZR UL THARELIL—RTF—T I EERL F | ec2-create-route-table | CreateRouteTable
EP

12 EDIN—KRF—TNICOWTHBALET, | ec2-describe-route-tables | DescribeRouteTables

IL—KF—7I)L% VPC A SHIBRL XY, ec2-delete-route-table | DeleteRouteTable
#FLWIL—RZIL—RTF—7IICEBMLET, ec2-create-route CreateRoute
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AR —ZY NF—RDIA

Bt
L—hZIL—RT—TILHSHEIBRLET,
L=rT—=7ILOBREDI—REBEBRAET,
BT7ZYRNEL—hT—7LICEERHET,

BTZY NEL—RT—T I OBEER T ZRBRL
£Y,

H7xY NCEEFTShTVWRIL—RF—T L

R R
ec2-delete-route
ec2-replace-route
ec2-associate-route-table

ec2-disassociate-route-table

ec2epkaceoue-Eble-assoddion

APIT7oO>3az
DeleteRoute
ReplaceRoute
AssociateRouteTable

DisassociateRouteTable

ReplaceRoute TableAssodation

BEBELET, o, XAVIL—rT=7ILICT
PL—RT—TILEZEELET,

RETSAR—RNF—RIIA (VGW) L&D
VPCOL—F 4 I F—TLADL—NDIEiEE
BMCLET,

ec2-eneblievgwHoutepropagetion | Enable\/gwRoutePropagation

VGW & VPC DIL—F 1 T F—TIAD

IL—POEGEEEEMILET, L—NZEEEXD
lCLES, L—hT—7IA®D VPN 4k (C BEE
HFShEIL—RNEFETALITZIHEN BV E
3-0

VPN EGICBER TS hizBm )L — N Z4ERL
ED

VPN #E&ICBER TS iz B L — N ZHIBRL £
ED

ec2dsablevowHoutepropagetion | DisableVgwRoutePropagation

ec2-aeatevprroonnediontoute | CreateVPNConnectionRoute

ec2-delefevpn-oonnediorHoute | DeleteVPNConnectionRoute

123 —FXY NT—RNDJIA(% VPCIZIEMT S

F7ALRDVPC IR AV E—Y N —KRITAHBY ., F7AILNOYTZRY NTRBEhiZA
VARV AR, BEFICEELSAWRY, F7FILRTNTVYIIPFRLAEZTERYET, TO
., FTIAILNOYTRY NTRELEAAZV AR, 12—V NEHBWICBETESD LD
ICBWET, FMICOVWTR, "TF7FIRDODVPCEHTEZY N (p.61)s EFRBLTLKEEL,

FIAILRNTRABEVYTZY NTRBTEDA VAR AR, BEPICECEYHTEVWRERY, 77
RTENTUY O IPTRLAZSHRYERBA. LEADT, /12— YREBETRHEWRETE
FtA. BEEONTUYIIPFRLAGEYYTOFEMCOWVWTE, "TEEFONTVYIVIPTR
LADEN)HT (p.102)) #BBLTILKEE VW, £, F7AILITRBEVGTRY NTRBTD 1>
ABRVADAVR—ZY RTFTIERAEZBMITBICE., 1V F—FXYRNF—KNIIALEVPCIZTRY
FL, HAZLL—RF—TILEERL T, EF2UF1TIN—TI—ILZE#H L. ElasticlP 7 RL
AEBAVARZALBERITET,

FLOWHT7RYRZEVPCIZEMTREE, HTXY NIMBBRIL—FT12JeEFIUT1ERET
BDRENHYVET. EYRTYTRIOR—DOBRBIZLENF >TFERTITSENTEXRTH, VPC
DAY —REFAITDEHEEICERETEETT, fIAE. VPCOAH—RTIE, BRLEAT>a2IC
BUT, AVABRVAN AV BZ—Y NEBETEDELDIC, 12—V KNF—KNIJIALH VPC I
BimEh, L—hTF—TIIDNEFHFENET, VPC IOV HF—REFRALT, 1 VF—FY NF—KDI
1EESHTRY NEERTIHEICOVTELLE., "2FUF 11 20NT VY IOHTZY O
KEFEDVPC (p.9)y EhlE T2FUF2ZNT VY IHTRYNETSAR—MFTRY NE2ED
VPC (p. 16)1 ZZBL T &,
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Y72y NEERT D

PBOEIS IV TR, AVE—XY NFOEAEYR—NTBYTZY NEFBHTEY NT YT T
FECOVTHALET,

Topics

s YT XY NEHERT D (p. 118)

e AVE—RYKNT—RIIAZTERYFITS (p. 119)

s DAZLIL—KNT—=TILZ2EKT S (p. 119)

s EFAVFAUIIN—TI—IEEFH TS (p. 120)

* ElasticIP 7 RL AZEMT S (p. 121)

s VPCASDAVE—Y RF—RITIALADT RV FEHEER (p. 121)
s AVE—YNTF—NIDIAZEIBRTS (p. 122)

« API £EOX Y ROBE (p. 122)

HTZXRYRNDEYRNTYTERZTTDE, VPCRADERDKISIZREETHET,

“a

Custom Route Table

™y Destination Target
198.51.100,1 (ENP) 10.0.0.5
198.51.100)2 (E\P) 10.0.0.6 10.0.0.0/16 local
198.51.1003 (EWP) 10.0.0.7
e =i | 0.0.0.0/0 igwid |
ECZ Instances ’ i
Subnet 1
10.0.0.0/24
0.0.0/ P,
—~Royter| Interngt Gateway
10.0.1.5
10.00.1.6 Main Route Table
10.0.1.7
. Destination Target
EC2 Instances B
Subnet 2 10.0.0.0/16 local
10.0.1.0/24 | |
L .
VPC 1
10.0.0.0/16
Y /
Region

H7ZY NEERTS
H7%Y N%E VPCICEBMTSICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FTEZ—>32RA2T[Subnets] 27V UL, %\WT [Create Subnet] 20U Y V7 LET,

3. [Create Subnet] X4 7O RY VAT [VPC] ZiBIRL, [FTRATEUFT 4=V —2]%5&RL,
H7%ZY NO CIDREHZEEL TH S, [Yes, Create] 20U YU LET,

H7ZY ROFEBICOVTIE, "VPCEHTERY N (p.52)y BBRBLTLKEEL,
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A=Y NF—RNIJI(BTEYFITS

A=Y NT—RIDIAZT2ZVFID

A=Y NTF—RIIAZEBLTVPCIZTEY FIRICR

1.
2.

3.
4.
5.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—> 3> RA 2T [Internet Gateways] 22 ') Y U L TAH 5. [Create Internet Gateway] & ¥
DYy OLET,

[Create Internet Gateway] X 4 7O RY U AT [Yes, Create] €07 Y I LET,
ERLIA B2 —FY N —RU T4 ZEIRL T, [Attachto VPC] ZV )Y I LET,

[Attach to VPC] &4 FOJRY VAD A RHA S VPC ZiBIRL TH S, [Yes, Attach] #O ) v &
LET,

NABLIL—RT—T N ZERT S

BTZYRNEERTBE, VPCOXA V- T—TILEBBNCEERTSIhET, FT7FILKT
. XAVL—RTF=TNECAVE—FY RS —RIIAANDIL—NEEENTE A, ROFIETE,
VPC DABBTDRZT T AV I BA V=Y NS —RNIVIAIEBTRI—REBTCHARAZLIL—
RF—7LZERLTAS, TheY 7Y NCEEFTET,

ARBLIIN—RT—TIEZERTZICE

1.
2.
3.

o

6.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2 3> RA42T[RouteTables] 22 1) Y U LT, [CreateRoute Table] 20 )Y UV LET,

[Create Route Table] 44 7AYRY VAT VPC Z&IRL TH S, [Yes, Create] 207UV UL %K
ED

FEBRULEDAARZLIL—RT—T L &BRLUET, FHlRAICE. L—b, BERHT. L—bD7
ANTF—> 3> z2RETIRTNIRRENET,

[Routes] &7 @ [Destination] RY 2 A2 0.0.0.0/0 Z¥EEL, [Target] VARTA U EZ—%VY K
F—RIIA4IDEZBIRLTAS, [AdZIVYILET,

& Route Table: rtb-1dbedb77

Routes || Associations Route Propagation

Destination ______Target ________|status ____Propagated Actions

10.0.0.0/16 local i) active No

0.0.0.0/0 igw-b71902dd -

[Associations] 27 TH 7 %Y R ID #iRIRL TH S, [Associate] 2T U Y I LET,
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TFIAVFATIN—=TIN=IN2EFTS

@& Route Table: rtb-87d7b6ed

Routes Associations Route Propagation

Select a subnet -

The following subnets have not been associated with any route tables and are
therefore using the Main table routes:
® subnet-8cd7bbet (10.0.0.0/24)

L=RhT=7LOFERCOVWTR, "TIL—rT—=7 ) (p.106)1 ZBRLTEE L\,
tFXFIUTATIN—TIN—II2EHITS

VPCIZREF 7NN NDEFIVFATIN—THFAEENTVWET, VPC TRHITZIEAIAZVA
&, BENICTOTF7AILMNOEFIVFATIL—TICEBERTSIhET, F74IILNOEFIVFT«
TGIN—=TDOFT7FILRNDRETE., 1VE2—XYRDPSOAVNTRRNT T4V OEFATET, 41
B—ZY NIKTRDIXNTOTINNRRNS T4V OZHFALET, TOLED, 41 VAEZANAM
B—XY NEBETEDRSICTRICE, NTUYIALVARBRVAN AV E—RY NZTIERATBC
CEFTIZDHFLVEFIVTFATN—T2ERTHIHEN BYVET,

FLWEF1UFT 4TI —T2ERL., 1 VAZAICEENGFSICE

1.
2.

3.

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 3> R4 2T [Security Groups] 2% 'J ¥ 2 L T, [Create Security Group] 22 'J Y L
£,

[Create Security Group] X4 FAJRY VRAIZ, EF1VT A TIL—TORGMERBEAALE
To [VPC]UARNTVPC @ ID Z#IRL . [Yes, Create] 20U Y I LET,
EFIAVTATN—TZBIRLET, FHARA IR, EF2VT4TI—T0FMBE. 1 ND
YRIL=IWETIRNY RL—ILERETEIRTHFRRIENET,

[Inbound] 27 T, [Createanewrule] JARASIL—IDORATZBIRL, BEXEHREADL
THS, [AddRule] 20U Y I LET, HlAIE, [HTTP) £ l& [HTTPS] Zi#IRL . [Source] %&
0.0.0.0/0MEFIZLET, [ApplyRule Changes] RZ A E#T, KRR M LIZIE "Yourchanges
have notbeen appliedyet" E WS TFHFARNARRENTVE T, BEBRA /NIRRT T4V D
DIXTHI—I)LZEML =5, [Apply Rule Changes] 20y LTI —ILZEBMLET,
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ElasticIP 7 RL AZEBNT S

@ Security Group: default

Details Inbound* Cutbound

Create a Custom TCP rule - cp

new rule: Port (Service) Source Action

Port range: 80 (HTTP) 0.0.0.0/0 Delete
O 443 (HTTPS) 0.0.0.0/0 Delete

Source: 0.0.0.0/0

(e.g., 192.168.2.0/24, sg-47ad482e, or

1234567890/ default)
op Add Rule

Your changes have not been applied yet.

Apply Rule Changes

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
FES—>23>RA4>T[lnstances] 27 )Y U LET,
A2VARAB'EHFY)Y UL, [Change Security Groups] Z3&IRL £ 9,

[Change Security Groups] # 4 7OY 7R Y 2 AT, [Security Groups] D J ARASHFLWEF I
FATIN—T%#BIRLTH S, [Yes, Change] VU Y UL ET,

© ® N

EFXFIVTFATLN—TOFHMIOVTRE., "VPCOEFI1UFTATI—7 (p.70)1 ZBRLTLKEE
W

ElasticIP 7 RLAZIEMT S

AVE—ZYRDSAVAZVALLEETEDLSICTRILE, FTRYRTAVARAZRBEL L
#BIZ. TOA2ARV AL Elastic P 7 RLAZE) HTRRBENFHVET,

To allocate an Elastic IP address and assign it to an instance

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Click Elastic IPs in the navigation pane.

Click the Allocate New Address button.

In the Allocate New Address dialog box, in the EIP used in list, select VPC, and then click Yes, Allocate.
Select the Elastic IP address from the list, and then click the Associate Address button.

In the Associate Address dialog box, select the network interface or instance. Select the address to
associate the Elastic IP address with from the corresponding Private IP Address list, and then click
Yes, Associate.

2B S

Elastic IP 7 RL AIZDWTIk, TElasticIP 7 RL A (p. 103)1 Z2ZBL T &\,
VPCASDAUVER—FKY NTF—NIJIADTRYF
BRBR

TF7AILRTRBEVWVPCHICEB TRV ARVATA U R—RY KTV EANFEILE 2 LHEIC
. VPCHASA U B—FY NTF—KRIIAETRY FRRTEELY., VPCICBEEM T 5 h iz ElasticIP
TRLAZROAVARV AN HBDBE, AVER—XY NS —RIIA(ETRYFHRRIZERTE
FBA.
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AVB—Y NF—RJIA %HIBRTS

AVB—FXYNF—RNDIAZTRYFHRRTDICE

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. FES—23arARA2UT[ElasticlPs] 20Uy ILET,

IP7 RL A%Z#EIRL ., [Disassociate Address] RZ> & 1) Y UL T, [Yes, Disassociate] 7 'J ¥
ILFET,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—2 3> RA 2T [Internet Gateways] 27 )Y VL ET,
A=Y NTF—KJITA%RIRL. [DetachfromVPCl|Zo Y ILET,

[Detach from VPC] X4 7OJRY VAD [VPC] UARNT, 7R Y F#ERTS VPC ZiBIRL T,
[Yes, Detach) 20 )Y U L%EY,

A=Y NT—RNDIAZHIKTS

AB—Y NF—RIIANFFREBELCBI2LHBECRE, ThEHIRTZENTEXRT, VPCICTRY
FENRTVWBRAVR—FYNTF—RNIIAZHIRTIDERETERE A,

AR —ZFY NT—RIDIA ZHKRTDICE

1. AVB—XYNF—RDIT4A4%BIRL, [Delete] 20 YILET,
2. [Delete Internet Gateway] 24 FAJRY U AT, [Yes, Delete] 20U Y I LET,

APl EOXN > ROBE

ROKEGF, FRATERAVE—RY NS —RIVIAOAIREMBIDAPI T I IV EREDIES
DTY,

w

No g

B N2 R API 7o 3>

BEENLEVPCICA R —RY NS —RJIA | ecattach-intemet-gateway | AttachinternetGateway
ERELET,

VPCTHEATAIHL VWA Z—FY N —KND I | ec2createintemet-gateway | CreatelnternetGateway
1 ZERLET,

AWS THIVRDSA B —FY N —RD I | ec2deleteintemet-gateway | DeletelnternetGateway
1 ZHIBRLET,

1 DERLERFEBOAEZ—FY N —RNIIAIZ | e2desaibeintemetgateways | DescribelnternetGateways
DLVWTHBALET,

BEENLEVPCHASA U R—FY N —KRTJI | ec2detachintemet-gateway | DetachinternetGateway
12T RYFRELET,

NAT A2 A2 A

Virtual Private Cloud (VPC ) O 72 A R—Kh BT XY NRICERETEA VARV AR, 1V E2—%Y
NERBETEEBA, #7232ELT, VPCONTUYIHTRZYRNTERY NT—OTF RLAZE
B(NAT) A VARV AEBERAL, TIAR—NYTRY ROA VARV AEBMICThE, 1> 52—
ZXYRNDOTIRNNIRRINSTAVIERBIDENTEET, L, 1 FZ—FYNLETHO
ADBBULEAYNTIY RS 74V I REZETEEE A,
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NAT 41 AR ADOER

Note

NAT A2 REAREVWSHBEFE>TVETH, RBOECZH, NATA VARV AR EICR—
R7RLAZEHR (PAT) OREZRELET, CCTR, K<HASNTVSD NAT VWS A
ZIBUTELE, NATB KR PAT OFFMAICOVWTIE, ZYRND—UF7 RLAZH]RIZETS

Wikipedia DEEEZSRBLTLEEV,

Topics

APl £ XY KOBE (p. 127)

NAT 4 VARV ADER (p. 123)
NAT A VARV AERET S (p. 124)
NATSG X1 UT 1 JIN—T%EKT S (p. 125)
REETEBEEFTY VREMCTS (p. 126)
XAVIN—RNT—TILEEH TS (p. 127)

NAT A 2 A2 ADEZR

BRORIE, NATAVABZVAQERERLTVWET, XA VIIL—KF—=TIIE. T7S5AR— Y TXY
RADA AR AN SNT VY IO TZY RADNATA VARV AICRNS 74V O RZELET,
NAT A ABRV A, TORS T4V OZVPCODA U R—XY N —RIDIAICEELET, NS
TAYIOENAT A AR AD Elastic P 7P RLAICEK2TELESENET, NAT 4 VAR ARIE
ZRICKEBR—INBEEEZEELET, BBNR2>TELEEE. NATA VAR ARTNETSAR—
RTZYRADA VARV AL, BEAOR—RNBBCEIVTREELET,

P :
n Custom Route Table
Destination Target
198)51.100.1 (§IP) 10.0.0.5
198151.100.2 (§IP) 10.0.0.6 J 10.0.0.0/16 local
198/51.10¢.3 (§IP) 10.0.0.7 :
: | 0.0.0.0/0 Jgw-id |
Web Servers NAT Instance L g
Subnet 1 10.0.0.8
ul
10.0.0.0/24 198.51.100_J1Elrj
{ “ “fouter | Internet] Gateway
10.0.1.5
10.0.1.6
10.0.1.7 Main Route Table
Database Destination Target
Servers -—
Subnet 2 10.0.0.0/16 local
\ 10.0.1.0/24
| 0.00.0/0  pat-instance-id |
VPC 1
10.0.0.0/16
Region

VPC &EH TRy NOBEIC DV TIE,

TAmazon VPC & & (p. 1)1 ZBRBLTLSEE L,
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NAT A AR AZERET D

NAT A AR AZRET S

VPC V4 —REFEHATDE, NATA VAR ATVPC ZRETEET, FHMICOWVWTRR, T>F
DA 2 NTVY OB TZYRNETTAR=RNGTZY NZEFEDVPC(p.16)1 ZSHBLTLKEEW, &
o, ROFIETNATA VAR AEFETRETDIEETEET,

1.

2O9MOH TRy NEREDVPC Z#ERLET,

a. VPC ZERTS ( "VPC #/ERT S (p.54)1 B#SR)

b. 2200 TRYNEERTD ( "HTFY NEERTS (p. 118)1 2SR
AVBE—Y RNF—=RITIAE1DOHYTRXYNITERYFL( "M E2—FY NTF—KDI
AZTEYFTS (p. 1191 Z288), ThENTUYIOHTZYNITS

d NTVYIHTZRYRNOAARLXA VIR T—TNEERTE ( THAZLIL—rT—7
I EERT S (p. 119)1 BB )

NATSGEF 1UF A FI—THRERLET ( "NATSGEF1UF 4TI —TEERTS (p.125),

B#SB ), cOEFIVFTATIL—TE. NATA VAR AOREBEFICEELET,

NAT A VARV AELTRTENDESICEREECNEAMIASNT Y IOHTZY NRIZA VA

BAERBULET, Amazon TlE, NATA VARV AELTETE B RS ICEREE Nz Amazon

Linux AMI ZRHLTVWET, chs5 O AMI ORBICIEXFS ani -vpe-nat FEERTVD 0

T, AWSNZRIAVRNOAVY - THRETEEXT,

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

FES—2 32 RAL2 T [Instances] 20V Y U LET,

[Launch Instance] RZ>Z U Y I LET,

[Create a New Instance] R—= T, [Quick Launch Wizard] 22U Y 2L Ed, LTOFIEIC

LEAM>TIAH—ROBREEZETLET,

i. NATAVARAQZEHZEELET,

i. FARTEBRILEMERLET,

ii. [Choose alLaunch Configuration] T [More Amazon Machine Images] Z3i#iR L. [Continue]
ZOVYIOLET,

iv. [PublicAMIs]® 7T, ani-vpc-nat ZHRELEXT, BRI ARDS NATAMI ZEIRL .
[Continue] 27 UY O LET,

v. [Edit Details] 22U Y L&Y,

vi. [Instance Details] T [LaunchintoaVPC] Z&IRL, N7V Y OH Ty NEEBELET,

vii. [Security Settings] T. fER L = NATSG ¥ 21 UF 1 JI)L—7%BIR L. [Save Details]
Z#OVYOILET,

vii. BIRULEREZHRELET, BELCISUTHREZZEL., [Launch) 20 UYOLET,

aoow

(A7 A2V )NATA VAR AIZOT AL, BBICHUTEBEERMA, NATA VARV AL
LTERTENDEIDICRESNLIMBED AMI ZERLET. <O AMI &, RE NAT A AR
AZBREBITIVENHDEZICFEATEET. MBEBD AMI OEROFMIC DOV TR, TAmazon
Elastic Compute Cloud User Guides @ "Amazon EBS-Backed AMI D{ER 1 2B L TS EE L,

r Note

Amazon Linux AMI ®@O%5 14 > l& ec2-user T9, root TlrHYYEEA,
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NATSG X1V FT 14 JIN—T%ERT>

5. NATA VAR A®D SrcDest Check BEZEMCLET ( "ERER/REEEF IV I EEMCT
% (p.126)y #S8 ).
6. ElasticlP 7 RLAE NAT A VAR ARBEEMNITET,

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES =232 RA2 T [ElasticIPs] 20U Y I LET,

[Allocate New Address] R2 &)Y O LET,

[Allocate New Address] 4 AT R Y U A0 [EIP used in] ) AKNT VPC Zi#IRL . [Yes,
Allocate] 20 )Y VL&Y,

1) AKNT ElasticIP 7 RL AZ#IRL ., [Associate Address] RZ>Z V)Y ILET,

f. [Associate Address] F A4 FATRY VAT, NATAVRAZVADZRY NTJ—DU 42 R—T T
A4 A%ZBIRLET, [Private IP Address] JAKRAN S, EIP #BE[FIT2 7 RLA%ZREIRL,
[Yes, Associate] 20U Y O LE T,

a0 op

o

7. XAVIL—RT—TILEEHLT. NATAVARVAILRT 74V V=EBLET, FHAILCOV
TR, "XAVIIN—hT—=TIZEEHITS (p. 127)1 EBRLTLEE,

NATSG EF¥1VT 4 TJIN—TZ2EKTS

RORICTTRESICNATSG EF 1T A JI—TZERL, NNTAVARVAZEHIILT, 1~

R—FY NCERENIENS T4V 0%, T7IAR—RNGTRYRNDA VARV AN SETRIET,

R, SSHRZT7AVDERYND—UASETMUERT, Kloo NATA VARV AR, FY RO —
DR T AV IV BREBTRDEELTEERT, ChiZkW, TTAR—MNFTRYRNOAI VARV AN
V7NV ITEHRZRB/TEXT,

NATSG: #R)L—I

A2NDR

EETT ZOR3) AR—KNEE | OX2K

10.0.1.0/ 24 TCP 80 TSAR—=RKNYTZY NOH—/N—
APESDAINIRHTTIPRNS 714 Y
VEFNTS

10.0. 1.0/ 24 TCP 443 TSAR—RNYTZY NOH—/N—
AP85DA2INT RHATTPS S
TAYVOEHFATS

XY RND—=OONT VY IIPT  TCP 22 ZYRT—OHNSNATA VARV A

RL ADEH ANDAVINTDVRSSHT7 V1A (1
VE—FXYRNF—RNIVIAEHR)ZE
Gl )

TIORNNDR

EEX O3 AR—REE | OX2

0.0.0.0/0 TCP 80 AR —FY NOTINNTUR

HTTP 70 £ A2H T35

0.0.0.0/0 TCP 443 A=Y NOTINNTUR
HTTPS 7Vt A%ZFAI %
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BEET/EEAFIVIEZEMCTS

NATSG EF 21 VF 14 JI—T2ERTDIZIE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES—2 a2 RA 2T [Security Groups] 2V Y O LE T,

[Create Security Group] RZ>Z VUV O LET,

[Create Security Group] X 4 7OV RY VAT, EF 1T 1 )I—TRBELTNATSGEEEL,
HEAEAHDLET, [VPCIUARNTVPC @ ID %#5&IRL, [Yes, Create] 2OV UL ET,

5. RREEMUENATSGEFIUTAIIN—TZBRLET, FHHlRSAIC, EF2UT1T)—
TOFEME, AVNIVRL=ABLETINNIY RL—IL2BRETZEHORTHARTENE
ED

6. RICRTKDIZ, [Inbound] ZTEZFERAL T, A VNI RRZ T4y ODII—)LZ2BMLET,

e n s

a. [Createanewrule] JAKNTHITP ZiBIRL £9, [Source] RY VAT, T7TAR—KHGT XY
R IP7RLABEZIEEL. [AddRuUe] 22U Y 2L ET,

b. [Create anewrule] JAKNTHITPS #3&RL £, [Source] RY YAT, T’SA4R—KY7T
ZYRDIPFRLAEBEEEEL., [AddRule] 22Uy LT,

c. [Create anewrule] 'J ANT SSH#&EIRLE T, [Source] RY VAT, XY NT—UDONT
Dy IPF7RLAEEZEEL, [AddRule] 22U Y ILET,

d. [Apply Rule Changes] 22U Y 2L &E¥,

7. RIZRT &SI, [Outbound] X7 ZEAL T, PORNIV RIS 74y U0 —)LzEMLF
ED

a. [Create anewrule] JAKAS HTTP Z1&IRL £, [Destination] #"0.0.0.0/0 THBd &
ZWEFEL, [AddRule] 22U Y VLT,
b. [Create anewrule] 'JAKNT HTTPS Zi#IRL £9, [Destination] /7 0.0.0.0/0 THD &%
L., [AddRule]Z2 VY O LEY,
c. [Apply Rule Changes] Z21JY L&Y,

EFXFIVTFATLN—TOFHMIOVTRE., "VPCOEFI1UFTATI—7 (p.70)1 ZBRLTLKEE
Wo

EETEEETFIVIOZEMCTS

EC2AVARVAR, BEREBEFIVIZTFIAIRTRGLET, 2&FY, TOAVAEVA
. TOADABANEZEIDEBORNT T AV VDEBRREBIEERETHIBENHYET,
LAL. NATA VARV AR, BEAKLRBEBEN TDA AR ATRVEELLE, NFT71Y
VEEZETERTAERYERA. LENF>T. NATA VARV ATREBR/EBETFIVIEE
MCTRIHBBENHYET,

ETFEERFFELETENAT A AR AD SrcDest Check BHEEEMICTBICE., XOFIEETVE
ER

To disable source/destination checking on a NAT instance

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
Click Instances in the navigation pane.

Right-click the NAT instance, and then select Change Source / Dest Check.
For a NAT instance, this attribute should be disabled. Click Yes, Disable.

Sl
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XA UN—=KNTF—=TILEEHTS

XAVN—RT—TILZEFHFTS

XAN—RTF—T L BUTOFIBIZLEN>TEHFLET, F7FILRTR., XA VIL—bF—T I
IC&k2T,. VPCAHDAVAZVARBSEWICBETZCENTEET, TOMOINTOHTXRY N
RSTAYVIENATA AR AILEETRII—MFEBMENET,

XAV —RT—=TILEZEHITZIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. VPCADXAVI)—RT—TIIZBRLET., FlRAVICE, L—b, BESH, L—bhof
BeREITIRTHIRTIENET,

3. [Routes] #7 T, [Destination] RY 7 AIZ0.0.0.0/0 ZIEL. [Target] RY ¥ AIZNAT 1 A
BROADA VAR AID ZEELT, [Add| 29UV OLET,

4. [Associations] 27 TH 7Y h® ID %#iBIRL T, [Associate] ET U Y I LET,

LW=RT—=7LOFEBIOVTE, "IL—rFT—7 ) (p.106)1 ZBRBLTEZ L,

APl £EOX > ROBE

RORE. NATAVAZVAICHETDFEATRBZEC2INY REAPITOZAVEREHLEEDT
ED

B IR R API 723>

EC2 1 > AR AM Srchest Check BHEZER | ec2-modify-instance-attribute | ModifyInstanceAttribute
FLEREHILET, ChlZkY, XY KRT—D

T RLAZH (NAT ) ZR{TTERDLESH AR

FWET,

DHCP #7'>a>+tv bk

ZOREY YT, DHCP A7 2a>ty &, VPCODHCP A7 a v #BETDHAEICOVTH
BHLET,

Topics

s DHCP A7 > 3>ty NOBE (p. 127)

« Amazon DNS H#—/Y— (p. 128)

s DHCP #7'>a>&ZE$ 5 (p. 128)

« DHCP A7 >a>tvy hEERATS (p. 129)

« API £EOJX Y ROBE (p. 132)

DHCP #7232ty NOBE

DHCP ( Dynamic Host Configuration Protocol ) &, TCP/IP &Y RO — Y DRANCHRERHREET =
HDJ|KETT, DHCP AV E—T D options 714 =L ROABRRERENTA—ZTT, NTAXA—ZIC
&, RXA2UE, RXAL > ZR—ALY—/V—, netbios-node-type B EN H V) £ T,

DHCP A7 23>ty NE AWS 7HU Y MCEEM TS A, FXTO Virtual Private Cloud ( VPC)
TREATEEY,
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Amazon DNS H—/\—

FI7AINNTREBEWVWVPCHIZEREI TS AmazonEC2 AV ARV AR, F7FILKRTTSAR—NICK
W, BEIFICEBNCEY)HTEWEY, NTUY U IPFRLAREYYTShERA, T7FILKT
. F7AILRNTRBEVVPCHDINTODASA AR AN, AWS ICK > TEIVY HTSNEHBATE
BORARNBEZITRY ET (ip-10-0-0-202 BE ), A VARVAILHED RXABEE) YT,

MEODNS H—N—ND>554AFETEFRATEET, TOLEHICK, BB DHCP AT >arty

REEETIXENHYET, CcOEY NORARRE., K<ELDNBZMODHCP A 723> TY ( HR—
RENTWR AT a>0FMICOVTR, RORESBLTILKEEV ), A723a 2 oF#ICOVT
&, RFC 2132 #8BL TS EE L,

DHCP Option Name Description

domain-name-servers | The IP addresses of up to four domain name servers, or
AmazonProvidedDNS. The default DHCP option set specifies
AmazonProvidedDNS.

domain-name If you're using AmazonProvidedDNS in US East (Northern Virginia) Region,
specify compute-1.amazonaws.com. If you're using AmazonProvidedDNS in
another region, specify region.compute.amazonaws.com. Otherwise, specify
a domain name (for example, MyConpany. com).

ntp-servers The IP addresses of up to four Network Time Protocol (NTP) servers.
netbios-name-servers | The IP addresses of up to four NetBIOS name servers.

netbios-node-type The NetBIOS node type (1, 2, 4, or 8). We recommend that you specify 2
(broadcast and multicast are not currently supported). For more information
about these node types, see RFC 2132.

Amazon DNS ¥ —/\—

VPC ZER T DB, DHCP A7/~ a> oty N2 BEWICERL. VPCICBEFRTET, Oy ~
IZEENDNIE. domai n- name- server s=AmazonProvi dedDNSE WS 120 A 7> 3a > # T TT,
ZhlE AmazonDNS H—/N—TF, cOA S>3k, VPCOA U Z—ZY RNTF—KRIJIA4%ZNLT
BEBEITIVENHDAAZAICKLUTDNS ZEMCLFET. XFFH AmazonProvi dedDNS (&,
DHE—TF RIPFTRLATERITHODNS H—/\N\—ICX v TEh, VPCERY ND—VQERIC"2" %27
SALEETT, flxlE. 10.0.0.0/16 XY hD—2® DNS H—/N\—OuE 10.0.02 £V E T,

£ Note

Amazon DNS #—/N—® IP 7 RL R 169.254.169.253 Z AT CEEAEETTH, COT
RLAZFERATEZVWH—N—EHYET, HlZE. Windows Server 2008 Tlk, XY N —
D& 169.254.x.x =% DNS H—N—RFFEATEEE A,

DHCP A7’ 3> %#ZETH

DHCP A7’ 3>ty NEEREBILEFETD L RFTEEEA, VPCTRESDDHCP A7 3>ty
REERATRICIE. LLEY NEERL TVPC ICHERTRXENHYET, DHCP A7/ a2 %
FEALBVWKRSICVPC ZRETDCEETERT,

EBHEYRNODHCP A7 23>z FERATEETN, —EIC VPC ICBEERD &N TE S DHCP #7°
avteEyRNE12EFFTT, VPC ZHIBRT D E, D VPC ICEERGFSNTWS DHCP #7723
vty NEHIBRENET,

FLWDHCP #7°>3a>ty & VPC ICEAEMNITHEEICVPC ATRETIBREOAAZIALET
XNTOFLVA ARV AL, ThesOAT7a v ERAENhET, Youdon'tneedtorestartorrelaunch
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DHCP #7'2a>tvy N&FERATS

the instances. They automatically pick up the changes within a few hours, depending on how frequently
the instance renews its DHCP lease. If you want, you can explicitly renew the lease using the operating
system on the instance.

DHCP #7> 3>ty NZFERATS
COEYT 3L TR, DHCP #7733 >ty NOBAFEERLET,

Topics
« DHCP A7 > 3>ty hEERTS (p. 129)
« VPC TEATHDHCP A7’ a3ty NZ2ZEETS (p. 131)
s DHCP #7723z FALBVKSICVPC ZEE TS (p. 131)
s DHCP #7>a>tv N&HIBRTS (p. 132)

DHCP A7 >a>ty h&EERKTS

PEZBETEMODHCP A>3ty NEERTEET, L. —EICVPCICBENITZ L
ANTEDDHCP A7 >a>rtEy NE 1 2FFTT, DHCP A7 a3ty NE2ERLEE, TOEY
NEFERATDIESICVPC ERETIHENHYET, HMICOWVWTIEE, "VPC TEAT S DHCP 7
72avtey NEEETD (p.131)1 Z2SRBLTLKEEL,

DHCP #7°'>a>+ty hEERTZICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FTES—2 32 ~RA> T [DHCP Options Sets] 22 1) ¥ U L, [Create DHCP Options Set] 7R >/
ZOUYIULET,

3. [Create DHCP Options Set] X4 7OAJRY VAT, ERTH A7 3> DEZADL, [Yes,Create]
Z2O0JUYIOLET,

& Important

VPCIZAVB—Y NTF—RNIVITAHNHBHEE. MBEO DNS H—/V—F /zld Amazon
@ DNS % —/Y— ( AmazonProvidedDNS ) % domain-name-servers fE& L TIEEL T
EEW, T5LB0WE, /1V8—XRYNEBEITIVENfBDA AR ANDNSIZT
TEATEFEEA,
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Create DHCP Options Set Cancel |

Optionally, specify any of the following.

Dynamic Host Configuration Protocol (DHCP) is a protocol used to retrieve
IP address assignments and other configuration information.

Enter the domain name that should be used for

domain-name your hosts, for example, mybusiness.com.

myCompany.com

Enter up to 4 DNS server IP addresses,
domain-name-servers separated by commas, for example,
172.16.16.16, 10.10.10.10

AmazonProvidedDMNS

Enter up to 4 NTP server IP addresses,

ntp-servers
p separated by commas.

Enter up to 4 NetBIOS server IP addresses,

netbios-name-servers
separated by commas.

netbios-node-type Enter the NetBIOS node type, for example, 2.

‘ Cancel H Yes, Create |

L 4

FUWDHCP A7 a> oty N DHCP A7 >3 0—BICRTR"ENET. ROBERE—BEND
BlEaRLTVWET, TEREERBLEDHCP F7°>a>oty he, VPCICBBNICABLTYL
%t v N ( domain-name-servers=AmazonProvidedDNS A"l — 077’23 ) OAANRTE N
TVWET,

Create DHCP Options Set & L. ] @
viewing:  All DHCP Options Sets |L] -: :. 1to 2 of 2 Items
DHCP Options Set ID Options
[7 | dopt-a9f941c3 domain-name = myCompany.com; domain-name-servers = AmazonProvidedDNS;
[[] | dopt-00abB66b domain-name-servers = AmazonProvidedDNS;

4. HLWDHCP A7 23>ty RO IDEEEZEHTHEVTLEE W (dopt-xxxxxxxx ) » FTLWF
73>ty NE VPC ICBERMNITAEEICHKHETT,

DHCP #7°'>3>ty hEERLTE, A7 a2 EBMICHEESEZICE., #7232 % VPCICHE
BRTRIBENFHYYET, ERODHCP A 7> a2ty NEERTEXRTHN, —EILVPCICHEERNS
CENTEBDHCP A 723wy NE121EWHTT,

API Version 2013-02-01
130



Amazon Virtual Private Cloud I1—H—#H 4 R
DHCP #7'2a>tvy N&FERATS

VPC THEATB DHCP #7233ty h2ZEETS

VPC TENDDHCP A7 > a>vty NaFERTHNEEETEET, VPC TDHCP A7 3> = A
LEWEEWEE, DHCP A7 > ar#FEALBEWVWESICVPC ZZETS (p. 131) 2B L T EE L,

i

Note

ROFIETEH, ZELEVWDHCP A 723>ty NG I TILERZEATHDEZREL TV
T, ELERLTVEVEEE., COBRTATartEy MEERLTSEE Y, Flllc
2WTE, "TDHCP A 7> 3>ty Na{ERT S (p. 129)1 ZBBL TS EEL,

VPC ICBER/ TSN DHCP #7232ty NZZEETRICR

wn =

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES =23 RAT[Your VPCs] 22U Y O LET,
VPC Z3#IiRL . [Change DHCP Options Set] RZ>Z VU Y O LET,

[Change DHCP Options Set] 4 7OAJARY AT, ROVYFEIVUARNDSATarwy
#ZiZIRL ., [Yes, Change] 22U Y UL ET,

Change DHCP Options Set Cancel |X

Choose a set of DHCP options to associate with your
VPC.

DHCP Options Set: dopt-a%941c3 -

| Cancel H Yes, Change

#FLUWDHCP #7723t v h& VPC ICHEN T 2%, VPC ATREBITIBRFNA VARV AB &
CHLWAVAZYADTRTT, ThESOATZAVHAERENET, VAV AZBEHT DL
BRHYVERA, AVAZATDHCP U—ANEMRENBBEICHU T, BREUNICEBNICE
BARBRENET A VAZDADARL =T AV I ATLAZEAL T —AZHARNICEHR TS
EETERTY,

DHCP #7°>a> % FERALBEVLDICVPC Z2ZEET S

DHCP #7723 #BALBVWLSIC VPC ZRETEET,

> wn =

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FTES—232RAT [Your VPCs] 20 )Y O LET,
VPC %i#3R L., [Change DHCP Options Set] RZ>Z VU YO LET,

[Change DHCP Options Set] ¥4 7OYJRY VAT, ROYFH IV 1)ARNHDS [none] BFEIRL .
[Yes, Change] 20 )Y JLEY,
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APl EOX > ROBE

Change DHCP Options Set Cancel |X

Choose a set of DHCP options to associate with your
VPC.

DHCP Options Set: none -

| Cancel H Yes, Change

You don't need to restart or relaunch the instances. They automatically pick up the changes within a few
hours, depending on how frequently the instance renews its DHCP lease. If you want, you can explicitly
renew the lease using the operating system on the instance.

DHCP A7~ a>ty N&HIKRT S

DHCP # 723>ty RAFREICK > BRI, ROFIBEICLENA>TEKRLET., VPC TH T3
vy REFERALTVAVWSEANRETT,
DHCP #7°'> 3>ty hZHIKRTZICIE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FE#—23>2~RA> T [DHCP Options Set] 27 UYL ET,
3. HIER9BDHCP #7°'2a>rty N&iBIRL ., [Delete] 20 Y I LET,

Create DHCP Options Set Delete c . ]
viewing: All DHCP Options Sets . )] 1to 2 of 2 Itemns
DHCP Options Set ID Options
dopt-a9f941c3 domain-name = myCompany.com; domain-name-servers = AmazonProvidedDNS;
[l | dopt-00ab866b domain-name-servers = AmazonProvidedDNS;

4. [Delete DHCP Options Set] X4 7AYJ R Y U AT, [Yes, Delete] 20y I LET,

APl £EOX > ROBE

RORGE, FATES DHCP #7232ty NAONY REKUMBITB API T2 a2 EFEDHT
RLET,

B ANV R API 723>
VPC Fi® DHCP #7° | ec2-create-dhcp-options CreateDhcpOptions
avtey NeERLE

ER
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DNS

e mESAL API 7O Ay

DHCP #7°,3 >+ Y | ec2-associate-dhcp-options AssociateDhcpOptions
NZ#EEL #Z VPCICH
EftFa A, DHCP 7
7T2avaFERTRALS
ICVPCZZEELEY,

1 DLLE® DHCP #7° | ec2-describe-dhcp-options DescribeDhcpOptions
arvtEy heERLE
EP

DHCP #7°'a>+t vy | ec2-delete-dhcp-options DeleteDhcpOptions
NEZHIBRLE T,

VPC T® DNS O{EH

Amazon EC2 A VARV ADBEEICE IP FRLANBETT, NTUYIIPFRLAICK2TLIY
R—ZY NTOBENTEILEY, T7TAR—=KNIPTRLAICK?2TAS AR A ( EC2-Classic &
EEVPC)DXRY ND—UABTOBENAEEICEYET,

A28—%Y NTHAThDEMZERNBTD IP T RLACERTIZICE, RXMR—LZATLA
(DNS ) A"EEMTT, DNSKARERIVELI -2 Z—EICHBTIENET, FARBE RXA
VETHERENET, DNS H—/N—(E DNS RARNBEZRME TS IP 7 RLAICHERLET,

Amazon Tl Amazon DNS H—/N—%EHL TVWET, BEO DNS H—N—%ZFEAT3ICiE. VPC
DODHCPAZ7a>tEy NZ2EHFLET, FMICOVTIK., "DHCPA >3ty ~ (p.127). =S
BLTLSEEL,

EC2AVARVAENTUYOICTOEAMEICTSIZK, NTUYIIPFRLA, DNSTRKAKRE,
DNS RN HETT,

EC2A AR AMND DNSRANEZHETS

EC2-Classic 7’72 Y R 7 A —LFEEF7FILRNDOVPCHIZA VAR ARBETZE, NTUv D
DNSTRARBB LV TTAR—KRDNSHEARBN A VARV AILEI)HTESNhET, 77 M
DVPCHIZA VAR AZBELEBE, AWWSTHIYRTHR—RENTWVWETSYRNT A —A
Ck2T,. NTUY YU DNSHKAREBHLTTSAR—KDNSKAREHFE) HToNhBEEE, &
WYETSshBEVWBENHYET,

Amazon EC2 OV —J)L& & Amazon EC2 ANV RSA VAV R—T I A AZEAL T, RTH0D
AVABZRVAFERRZRY RD)—D9AZ—T I AD DNS RANBERBRATEET,

AWS XXX NIV —=)
AVYV—LZFEALTAV AR ADODNS KA N B ZHEEBTHICE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

[Navigation] X4 > ® [Instances] 27 Y VL&Y,

DARNDSA VAR AZBRLET,

St 4 > M [Description] 27 T, [Public DNS] & & T [Private DNS] 7 41 —JL ROEEREEL £
Jo

il
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VPC ® DNS Y7 R—KNZEH T3

A2V Z2ERLTRYND)—DUA42BZ—T T4 AN DNS RANBZHETBICIE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

FTES—2 a2 RA 2D [Network Interfaces] 207 )Y Y LET,
DARDSRYRND—DAVE—T T4 RAZERLET,

XY ND—=942Z—7 T4 AD [Details] X7 T. [Public DNS] & &K [Private DNS] 7 1 —JL R
NEZEIBLET,

e n s

AR RZAAVEZ—=TIAA

ANV RSAVAVE—TIARAEEALTA AR AN DNS RANBZHERR TSI,
ec2-describe-instances AN RZFEALET, HlXEXNDIN RiE, IDi-1a2b3c4d DA AR
AlZDWT., DNSRARNBLHEDEHRERRLET,

ec2-descri be-instances i-1a2b3c4d

COOAXVROBAODOERERIZRELET, COBITIE/NT VY2 DNSHKARBD
ec2-203-0-113-12. conput e- 1. anazonaws. com<T, 774 RX—K DNS KA RNBH

i p-172-31-14-29.ec2.internal T¥, CNSOBZERFY>TINTT, ZHERADAVARXAD
DNS RARNEWE, 1V ARV AN BEBENLFREREILL 2T, ERXFEERHEENFHVET,

RESERVATI ON r-6482711d 880185128111 qui ckl aunch-2
I NSTANCE i-1a2b3c4d am -1624987f ec2-203-0-113-12. conpute-1. anazonaws. com

ip-172-31-14-29.ec2.internal running

OARVRSFAAVE—TIARAEFERALTRY ND =42 Z—T7 I 4AD DNS ;KA N ZER
% (ZIE. ec2-describe-network-interfaces N> RZFAL T, HELERXRY ND—O4 20 2—T I 4
ADDNSRARNEBERRLET, HlxE. XOON RiE, IDeni-1a2b3cdd DRY ND—04A >
R—TIAAICDOVWT, DNSTRARBHREDEHRERRLET,

ec2-descri be-network-interfaces eni-1a2b3c4d

COORYROEHOERBZRICRLET. COBITE/NT YUY I DNSHKAREN
ec2-203-0-113-12. conput e- 1. anazonaws. com<T, 74 RX—K DNS KA RNZH

i p-172-31-14-29.ec2.internal T¥, CNSOFZHRIYTILTT, CHEHADAVAZAD
DNS RARBWE, 1 VARV ANBEENIIBREFEICR>T, KRN BEZBENFBYVET,

NETWORKI NTERFACE eni - 1a2b3c4d subnet - 73ba071a vpc- 1la2b3c4d us-east-1b
fal se i n-use
172-31-14-29 ip-172-31-14-29. ec2.internal true

ASSCOC!I ATI ON 203-0-113-12 amazon 172-31-14-29 ec2-203-0-113-12. conput e-
1. amazonaws. com
PRI VATEI PADDRESS 172- 31- 14- 29 i p-172-31-14-29. ec2. i nt er nal

VPC O DNS H7R—NZ2EHT S

VPCHICA VARV AZRB L&, VPC TDNSKRARBNBMICHE2>TVRHEICOK, N7
)Y 2 DNS RARBETTARX—KNDNS KRARBEHF A VARV ALEYHTShET, 72K
Tk, DNSFARBRTF7AIMOVPC &, VPCOAVY—)LZEAL THERL 1z VPC TOHEZNIC
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VPC ® DNS Y7 R—KNZEH T3

BYET, VPCHDA VAR AIZDNS KA REE DNS BBRABWES, 1V E2—KY KNHASAY
ABVALTIEATRERTERE A,

DNS 7 R— N Z#HHT XD VPC BUEAHR—RENTVET, NTUY I IPFTRLAEE DAY
ABRVABAVER—ZY RASTOEATEICTEEEE. BTHAOEMEZE true CRELET,

43 i

enabl eDnsHost names VPC HICEEIEhD A AR AN DNS FA K
BERBIINLESHZERLET, COEMY
true M\FE, VPC AD A 2 AR Alk DNS 7K
ARNBZEBLET.,. ThUNOBEEFERELE
BA. COBME truellBRET DI,
enabl eDnsSupport A true THEITNIEERY) E
A,

enabl eDnsSupport VPC I L T DNS RAHR—KrEhTVBDAH
ESHERLET, COBMAN true MIFA,
Amazon DNS H—/N\—l& 4 > A& > A® DNS 7~
ARNBEXNBTDIP TRLAICHERLET, ¥
A OBERBRLEL A

HElE DNS RARBEZHR—RNLTVWAEAAL D2/ VPC TDONS FARNBZEMICTRE, TOVPCH
CERICEBENATVWDA AR AR DNS RARNBZRTE) &F, LEL, ZOLEHICEK, 1A
BUACNTIY U IPFT RLAELE Elastic P 7 RLANE) HTShTVWRBENHYET,

AWS XX N2V —=)
Amazon VPC Y — L% AL T VPC 0 DNS $K— N2 EH T3 -l

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

FTES =23 RAT[YourVPCs| Z O Y I LET,

—Eh,5 VPC ZBIRLET,

[DNS Settings] 2 7 DIEHREHRLET. COHITIE, TMAHADREFEWCE>TVET,

W=

DNS Settings

¥| | Enable DNS resolution.

¥| | Enable DNS hostname support for instances launched in this VPC.
5. BEIISUTREZEHLET,

AR RTGAAEZ=TIAA

DNS IZXk 2 f#RE DNS FRARBAEEL 2 VPC THR—RENTVDAES A ZHITT B ICIE,
ec2-describe-vpc-attribute AN RZFERAL £ T,

ec2-describe-vpc-attribute -H vpc-id

ROBEABIE, DNSICKDEERE DNSRARNEBAEEL - VPC THR—KRENTWVWBZEERLT
WET,
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TYPE Enabl eDnsSupport Enabl eDnsHost nanes
VPCATTRI BUTES true true

MBREBICIHSUTHREEEH T BBEEE. ec2-modify-vpc-attribute AN REFEALE T, HXE,. K03
NV RIEDNSKRARBOHR—NEEMICLET,

ec2-nodi fy-vpc-attribute vpc-id --dns-hostnanes fal se
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VPCAND/N\N—RIDITFRETSA
R—=RNTF—NDITADIENM

77 # )L N Tk, Virtual Private Cloud (VPC ) RICEBE DAV AZXAEI—HF—RBEORY

D—OEDBEEFRTEELA, VPCHSHENDRY NRD—IADT IV EAETREICTDICIE, RET
FAR—=RNT—RNII A% VPCICBEMN T, hARLIL—NT—TLEERLT, EF2UT1T)L—
THRAZEHLET,

ZO7OEAREE. COR—DOFHBICLEN >TFEHTRITID LS, VPCERT 1 HF—REFEH
LTZ<L<DATY S EHBNICRITIBELEETEET, VPCHERVAHF—REFEALTRES S
R=KNF—=RIVIAZBRETRHEEOHMCOVTIEK, "oFUAINTIYIOHTRYNETTA
R—=KNBTRYRN, BROEN—RIITVPNT7IEA%ZEDVPC (p.28)1 £k T+ UA 412
DT TZAR—KNFTZYROHK, BLE/N—RITIFT VPN T I EAZED VPC (p.42)1 25RL T
<EEL,

VPN ##E VS ABR— MW EAZTITN, VPCORFIXVNIHWTE, VPNELIFVPCEI—
H—HBEOZXY ND—JBOEEEELET,

Topics
« VPN OOV R—%> I~ (p. 138)
« VPN OEZEHI (p. 138)
s VPN DI —FT 42T F72 3> (p. 140)
+ VPN #ERICHEEZE D (p. 140)
« VPN#EHAIC 2 20O VPN R RILZRET S (p. 141)
s TR VPN E#REZFEALTTIIANA—N—2RHETS (p. 142)
« VPN Bt ZRET S (p. 143)
s AVARVADIY RY—TI2 REHODT AN (p. 145)
« WARLULCHRAFEBROEEZZ (p. 146)
+ VPN EZ#HRZHIBRT 3 (p. 147)

HBEHEDO VPC TVPN #E2FEATIEEORESICOVTEHLL<IE, TAmazon VPC RFE0~R—
BSBLTLSEZTL,
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VPN OOV R—F K~

VPN

VPN

o —
ODAVKR—F2 B
VPN £ AOTVR—F NTBRENET,
RETZSAR—=—NTF—NDIA
RETSAAK—RTF—K~RTI A&, VPNEHED Amazon AliC%2 VPN A2 RL—& T,

=23 Y ORETSAR—N—RNIT I/ ORAREP. VPCRHOMHOIR—F> MNIEH
EhBHRBRICOVWTIEE, "Amazon VPC #IBR (p. 159)) #ZBL T &L,

NAZRI—=T—hDITA

HRET—F =KD, VPN EGOI—Y—RCHDWBNRTNA ZAELRY T RNITFFT
Ur—va>TY,

AmazonVPC TTFARNBRADAARI—T—NII A O—E%Z BRI SI(ZIE. "Amazon Virtual Private
Cloud D &< H2ER; #BRLTLEEL,

D &% E B

RORICE—BLVEHRO VPN ERZRLET. VPCILRRETZAR—KF—R I T/ A BEER G
S5ATVT, RYRD—TILERBAARI—T KNI ITAHFEREATVET, DAZIY—T—hTIA
&, VPN R ZBMC TR RS ICRETDHLEN SV LT I—FTAJZRELT, VPCH 51—
=Y RT—=DI@FTORS T4 Y ONFBRBTSAR—KF—RNIIACIN—TFT 12 TEND&LS
ILLEY,

E—DVPCICHL THEHO VPNERZERTIES, 2BBEONARIY—T—RNIIAZREL T,
ABCHIE—DBANONRBEREZERTETR T, T, BEROBEHZIFZFAND VPN EEZ1E
MIBDEETERT,
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B—@ VPN 5

B —@ VPN &

/—

VPC Subnet

VPC Subnet

Router

-

|
e

te Gatewdy VPN Connection Customen Gateway

.

/

BED VPN ##t

Customer Network

1

|

/

storme

Gateway
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[

Customne

mLAlmy 2

Gateway
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E

Customer Network
MNew York

WPC Subnet VPC Subnet
M Connection
T Custorner] Gateway
eg . PM Connection
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VPN OI—F 159773y

VPN DI —TFT420F7> 3>

VPN

VPN Ei 2 ER T 2BE. FRTIIN—TA1TDRATEZIEETIHENHYET, BIRTZI)I—
FAITDRATIE, VPN FNAADBREFEFINICEK>TEAYET, VPN FNA AN R—F —
F—ROT47’O0R3)L (BGP) ZHR—KLTWBHEEIE., VPNERERETDEEICBNIL—FT «
DOBRBELET. TNAANBGP £HAR—KMLTWEVEHEE., BHIL—FT 120 J%ZEELET,
Amazon VPC TTARNBHOBEBNIN—TFT AV ITTFNAREBNEINL—FT 1 TFNAAD—E =R
%12, TAmazon Virtual Private Cloud D &< %2 B, #ZRBLTLKEEL,

BGP F*NA AZEAT 258, BGP EZHEAL TTFNA AN SRETZAR—KTF—rTT A C)—
KT RNBZAXEND DT, VPN EEAOBNIL—NEEETIHEEHY A, BGP ZHR—
RLTOWBVWFNA R ZEATZHEE, BRIL—T 12 TJ2BRL, RETZAR—KNF—KDIA
CBHTZRYRNT—TDI—KN (IPTLTAVYIR ) EANTIHBENHYET, BGP 7 R/NZA
AEERTINBHNIL-—RIVNVEZBATRILICANMDST,. VPCHASORT T4V VEZETE
20, RET7ZAR—KT—RIZTACHLTRADIPTLTAYIAOHKTT,

EATFRERSREBCP LB L ETNA AEZEATZICLEZHBOLET, BGP7ORNIILRBREL
ESATREREFIY ONAETHY, 1ZEBEORVRILELEFEO2EEO VPN R RILADT T
ANF=N=CRIEET. BGP ZHR—KLTVWEBVF/NAATE, ALAFIVIERITTRC
EICR2T, BERIC2FBORIIAODTIANFA—N—EXZETEET,

BEICHERZRED

VPN ##: T Amazon VPC 2R T2 Ik, 1—HY—BEFLEXRY ND—VBEBENYENET TS
ATV ABNAZN—T—RIIAELTEEL, RETDIHENHYET, VPNEIHREF—B &L
U VPN EHEDOREICEELEZOMONTA—REECHEBEORERERIE. Amazon M SIREEEhE
T CcORERFRRY ND—VEBEBENTOION —MBWTT. DAEY—T—KRIVI A DBEHERTERE
(Z2WTIE, TAmazon Virtual Private Cloud Network Administrator Guide, 2B L T &L\,

RDOERIE, VPN B EBILTHEOICKERERO—ETT,

HHE Rz OIXZ B

HNARI—T—KII4 | RENZHBEHR( HAR
DA 7 (Hl: Cisco N—T—KNJIADKE

ASA. Juniper ICERT2 ) o %EE
J-Series, Juniper ELET,
SSG. Yamaha)

NABZI—=T—RIIA HAEI—T—KIIA EFBENBETHDC
OABAE—TIA A ZHEBRLTRETD YD &, HKRV, XY RT—

D, 12—V KT CEAETIhET, T RLAZEH (NAT)

I—F 4> TR IP | YOUR UPLINK ADDRESS | 2179257 /N\1 ADE

TRLA (#88) EHENET, BTRBEVWCEHNBET
ED
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VPN #EHEHAIC2 DO VPN RO R ZERET S

VPN

RE|

(A7’2a>) BMIC
N—TFT1>20&En?
VPN E 2 ERK T 55
Blk. AAREI—"—b
TIADR—H—=T—K
JI«47O3L
(BGP ) B> AT A
&S (ASN),

VPC A M VPN $##i 2 8
LTT7 RNRAXTBA
HERY D—UIP O#
EiE S

S

NARI—=T—KD1A
ZHERLTRETR IS
ICEREIET,
YOUR_BGP_ASN & i
= % SC
aA2Y=LTI14H—R
ZEAL TVPC Z2RE
IB&, ASNELTH
AV (Z 65000 A fEMAE
nE9,

BHIIL—2—ZEETD
EHICEAENET,

dX2 b

XY RNT—UICEIVET
5N TVWBEEFED ASN
EERATEET, BFEO
ASN A" WEEE, 7
Z 4 ~X—KN ASN
(64512 A5 65534 &
TOERE ) #FRATESE
T, ASN OEHAICOW
Tk, "Wikipedia @&
=, 25RBLTLKES
L\O

Amazon VPC & 2 /N1
N® ASN FE S & HR—
RLTWET,

BEHERAIC2 DO VPN X)L %

T, TRMEEZBRRIDLEHICAAON R Z

a1

AX E

BRAICERTERA N XIABEBNICIL—FT 1 9ENET,
RORIE, VPN EHED 2 DOR XL ERLTVET,
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TRA VPN #EHZ2FALTIIAINA—N—%2EMTS

/AR )

VPC Subnet VPC Subnet

P ittt T ———————————— -
r e .. 1 |
Virtual Private Gateway

er
09.225

f______

R
193 72.21.

Tunnel 1 Tunnel 2

R, X006, 0,20

Custorner Network

TNEZVPNEGEZFALT7IA4INFA—-/N\—%18
H93

RO KSIC, VPN EEHET, BHED 1 ONERATERL B2 EBEILEBAT2 2O N RILERE
LET, HAEN— T — NI IA N ERATERLL B> EBEICEG b2 alE<EHIC, 2EB
DHAZI—T—RIDIA%FEALT, VPCAD2FEB D VPN EHREZRETEEXT, KD VPN
BENARI—T—RNIIA2FERATIE, 1 DONAEN—T—RNITIATAXVTF U RAZRTLE
A5, 2BBDHARIN—T—RNIJIADOVPNEHREBL TN 7MY IDREELERIETHENT
EET, TRBEVPNEHEDAZII—T—RNIIA XY ND—DICRBITDICIE, 2FB O VPNE
CAERETDIHVENHYET, 2BEDOVPNELZOHARI—S—RNIIADIPTRLAKNTDY
DICTOEATRTHIHLENHY ., 1FBOVPNELEICEALTVWANTUYSIPTRLAERL
TFRLALZLTZBZEWGETEEEA.

ROREE, VPNELED 2 DORYRILE2DOAAEN—T—RIIA(ZRLTVET,
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VPN EHRZRET S

\

: L X J )

]

e;‘ !

. Virtual Private Gatewsy 1

Rodfter Rofter ]

\ 7;.21.;‘09.193 . 72.21.409.225 ) /

N S

N - .

T T
Tunnel 1 P Tunnel 2

Tunnei 2

BHICIL—FT1>J&ENa VPN ER TR, R—4——rDUT470ORJJL (BGP) Z€ALT. &
ABI—T—RIIAEREBTSAR—NS— N IIABTHRBREIL—T AT LET, BHICIL—
TATEND VPN ERETR, DARI—T—KRIVIA QDY —RITRXYRND—DOF#NIL—K%Z
ANTRRENHYNET, BGP T RNRA XEhBBHICADENEZL—MERICK>T, NAHD
T—hIOIATHEATRERN RILZWFIL, BERERBICKNZ 7Y IZBIL—T12732d2eH
TEZETJ. BGP (EATREREE ) TRHUEID LTV IEREEAL TEATES/NAZERT
PEOSRYNV—VEREIDCEEZHBOLET, ERBERERFIRYND)—00F7—FTI0Fv—IC
KOTEBYETY,

VPN IEZRZ iR ET D

VPN G2 FETHRETDICKE, XROFIEERITLET, BIOAEELT, VPCHERTHTXRY M E
ERLTHAS, VPCIAH—REFRALTCCOFIENORIND 4 DODARTY T ERITTDHEEHYE
T, HMICOVWTR, T2 FUABEEETS (p.37)1 £l T F A4 52E2ETS (p.45)) &3
BLTSEESL,

COFETE, 1 2ULEOHTXY SIS VPC EZHERAL., XEARZXY ND—0FH ( VPN #4551
MEZED (p. 140) 2R ) ZAMALTVB L ZFRICLTVETD,

1. AABI—T—KRITA2ERT S,

a. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

b. FE#%—23>2~RA 2 T[CustomerGateways] 22 1) Y U LTH S, [Create Customer Gateway]
ZOVYOLET,

c. W—TFTA2IDRATEAREII—F—RIITATFNAADBNIPT RLAZEEL. [Yes,
Create] 27V Y L&Y,
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2.

3.

BREBTZAR—RNT—R 7T A ZERL T VPC ICEENITS,

a.

b.

d.

FTES—> 32 RA 2T [Virtual Private Gateways] 22 1) Y ¥ L TH 5. [Create Virtual Private
Gatewayl 20y U LET,

TAVTRHFRRENES, [Yes, Create] 2V Y I LET,
ERLERBETSAR—KNF =TI A %ZEIRL T, [Attachto VPC] Z VUYL ET,

[Attachto VPC] XA 7OYJRY VAT, —EBH S VPC ZIBIRL . [Yes, Attach) 22U Y UL
£9,

L=KhF=7LCIL—hrzEML, L—FOEEEEDICLET. o

a.

b.

C.

FES—2arRA4 U T[RouteTables] 22 Yy LT, #7xy NeBEERFShEIL—B
F=T7ILEBRLET, F7FILRTR, CREVPCOXALII—RT—=TILTT,

AR A > D [Routes] BT T, LFOWVWTNADBREZRITLTAS, [Add|ZIUYILE
E

« VPN EHOBNIIL—FT 1 I 2EALTVWSHEEF. VPN EETHERAE BN — %
[Destination] AR Y 2 AIZEBIL, [Target] JARASERETSSAR—K S —RNDJI A ID%E
RLET,

« VPN EBICBNIL—T 1 J2FRALTVRHEE. HAZRIY—XYRND—J0IPTL
7 4 Y 9 A% [Destination] RY JAIZAHAL, RETSARK—KNF—KDJIAID % [Target]
DANTERLET,

S¥#H~ 1 > @ [Route Propagation] 27 T, VPC ICEEN TS hI{RET S A R—KF—K
DIA%Z—EBHNSERL, [AdZVVUYILET,
T Note

VPNELHETENIL—T 1 I 2ERTDESICHEL., L—NOEEEEMICL S

B, NAERI—T—RIIAH S5 BGP TY RNZAX&Ehiz)— R HFI—hF—7
LWCRTRENBICE, VPN EROAT AN P THILENHWET,

EFIVFATIN-TCIIL—)LZEML, FYRD—IH S50 SSHH LV RDP 7V EAZHM
KLET, 1N RL-LOEMOFRICOVWTE, TIL—ILZEMERTHEIERT S (p.74)]
ZZRLTLSEEL,

a.

FTES—2 32 RA 2T [SecurityGroups] 27 Y VLT, VPCOF 7)) hOEFIUT A
IIN—TZERLET,

b. F#IRA D [Inbound] BT T, A1 VNTURSSHTIVEADIL=IE, ZY RNT—=IH5
IIN—=TADA>2NXJRRDP 7O E2ADI)I—/)L&EML TH S, [Apply Rule Changes] &
JUvOLET,

VPN E#iZERT S,

a. FTES—2 3> ARA2T[VPN Connections] 22 )Y I LET,

b. [Create VPN Connection]| 22 UY L&,

[Add VPN Connection] 4 7OYJRY VAT, XDEREZITV. [Yes, Create] 20U Y UL
£

¢« HABI—T—KRIIADIPTRLAZEELET,
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AVAZRVAOTI Y RY =T REFEOTAK

s VPN IL—KRAR—F—5"—RNDIT47OR0) (BGP ) ZHR—KLTVRIAESHICE
TVT, WFhADOIIL—FT 120 TA72a>awERULET,
« VPN )L—&Z—# BGP ZHR— KL TWBH S, [Use dynamic routing (requires BGP)]
EBIRLET,
*« VPN IL—Z—4"BGP ZHR—K L TWAEWEEI. [Use static routing] Zi#IRL £,
[IP Prefix] RY 9 AT, VPN EHEDTTAR—KRRY RNIT—IDZIPTLIAYIRE
{BEL, [Ad] 2V VYOI LET,

NAZI—T—RNIIAZRET S,

FE4'—> 3> ARA T [VPN Connections] 207 JY U LET,
VPN 45 %323k L. [Download Configuration] 20U Y UL %Y,

MO HA R ( Amazon Virtual Private Cloud Network Administrator Guide ) £ &£ &2, Y ~
D—UEBREIREBRREZERLET, XY NI VBEBENf NAIN—T—NITAZRE
Liz#&., VPN EBEAHETDRDICRNET,

BTZRY NHNICAVARE D AZRET S,

aoop

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
[Navigation] R4 > @ [Instances] 207 JY O LE T,
[Launch Instance] 20 )Y VL&Y,

[Create a New Instance] *X—= T [Quick Launch Wizard] 22 U Y UL, FRICLEN > TE
ELET, 1 VAZVADZFEBEL., F—RT., AMIDOJEIZEIRL ., [ContinuelZ o) Y
ILET,

[Edit Details] 2% ') ¥ 2 L. [Instance Details] ® [Launch into a VPC] ZiZIRL., 7T XY ~

ZIEELTH S, [Save Details] 27 VY I LET,

BIRULREZRELET, BEICIWUTREZZEL, [Launch] 27U Y ILET,

A2VAZVADILIY RY =TI REHGEOT AN

VPN ERZRELTA VAR AZRBBLIER, 1 VARV AAND ping ZRITTLTEREZTAMNLE
T, ping VITANCHETS AMI #EATHHEAN SV EF. Amazon Linux AMI © W F h A &1
A2 Lz288HLET, ZHEANDA 2 AZ AT Windows Server 2R1TL TWBHE, 1V AR
JAAND ping ZETITBICE, A REZAICAOTA2 L, Windows 77 A T I —)LTA /NI
RICMPv4 ZEMICTDHENHYET,

Important

A2NITVRBRETINNTROICMP RZ 74 Y JZFAATDLEHIC, A VAZAN
ODRZ749 907 4NETDEF1VTATIN—TFEEFRY NT—2 ACL Z VPC IR
ETDLENHVET,

Amazon VPC Y — )L & /=& Amazon EC2 API/CLI ZFRL T, VPN EHD AT —RAZET_X1)
DUTEET, VPNERICOVWT, ERORE, REROREZA SORBEE. I>5—HHAOTF
ANBEDEREWRETEET,
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RHELU ERIIEROBZRA

IVRY—TIVRESEZTANTDICE

1. AVARVANRITHRICE > LE, TOTTAR—KNIPPRLA (HlxE10.0.0.4) ZEEL
F9, Amazon EC2 AV —=)ICA 2V ARZR ADFMO—HPELTTF RLANRRENET,

2. RYRNIT=UTHAEI—T—KRIIADOBEEICLHZD A ELI—ENS, /1 VAEZVADT T4
R—=KNIPZ7RLAZBELE ping ANV RZERITLET, EEBREBRROXSICAYET,

PROWPT> ping 10.0.0.4
Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 tinme<lns TTL=128
Reply from 10.0.0.4: bytes=32 time<lns TTL=128
Reply from 10.0.0.4: bytes=32 time<lns TTL=128

Ping statistics for 10.0.0. 4:
Packets: Sent = 3, Received = 3, Lost = 0 (0% oss),

Approximate round trip tines in mlliseconds:
M ni rum = Ons, Maxi rum = Ons, Average = 0ns

CNTSSHELEFERDP ZFEAL T, VPCOA VARV AICERTESDKSICBY EL I, Linux 1
VARV AILERT B HEICOVWTIE,. TAmazon Elastic Compute Cloud User Guides @ Connect to
Your Linux Instance 2B L T &V, Windows 1 VARV AILERT B HEICDOVWTIE, TAmazon
Elastic Compute Cloud Microsoft Windows Guides @ Connect to Your Windows Instance ZZ 8B L T<
EEV,

5%5§leCWb\nIE F#E@ g*ﬁi

VPN 240 N R RAEHRNITBELUEEEDNDESE. KESHRXEF—2LETEET, TN
HICIE, VPNEGZEIBRL, BURETSAR—RNS—RND I/ ZFRAL THL VERZERL T,
HAZI—T—RNIIAIZHFLVF—ERELET, T, FRILOAFOT RLAEAILOT RL
AN —RTDEEZHEWRITDCEEMETY, VPNEREBERTDIET RLANAEEEND &N
HBEHTT, COFIEEETITDE,. VPCAHADA VARV AEDERFRFRFELELETHN, 1 AZY
ARRHFMENTICRTEHRHELET, XY ND—VFBENFLVREBHREZREL &, VPN E#H
CH LUV FEATC D ELSICEY, VPCHDA VAR AANDRY NJ—VEGNIBREE 1
F9,

& Important
COFBIIERY ND—VEBEBEIIN—TOBIHNBETT,

IKEERHEF—2ZETDICIE

1. VPN EBZHIBRLET. VPC RERRETFAR—KF—RNIV I ZHRIIHBEEHEE
Ao

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
FE4S"—> 3> RA 2T [VPN Connections] 27 JY I LET,

VPN #:%38RL ., [Delete] 20V Y I LET,

[Delete VPN Connection] ¥4 7AJRY UV A®D [Yes, Delete] 271 Y U LET,

a0 oo
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VPN E#HZHIBR T2

2. LV VPN R Z2ERLET,

a. [EU [VPN Connections] R—= T, [Create VPN Connection] 22 JY VL E3, RETF 4
R=KRTF—=RIDIAEHARI—T =R IDIAHNBRICBIRENTOVET,

b. VPNI—R—HNR—F—5"—K~JI447OKJ) (BGP) ZHR—KLTLVRIHLESHICE
SVWT, W=F42T9A723a>n122BRLET, THEBEE. "Amazon Virtual
Private Cloud D k< H2ER ) ZZRL T EE L,

s VPNIL—Z—HFR—F—5—KJIT«47OKIJ (BGP) ZHR—KFLTVWBHEER, [Use
dynamic routing (requires BGP)] 22U Y YV L£ Y,

* VPNIL—Z—A"BGP ZHR—KLTVWEWESI, [Usestaticrouting]l 22 Y JLET,
[IPPrefix] RY VALY RD—ODFIPTLT7A4YIAREANL, [Add|ZVVUYILE
E

c. [Yes,Create] 20 )Y U LET,

@)

3. HLVWARRN—T—RNITIAREEZXTVVO—RLET, CORERRY ND—UEBENRE
TRIRENHYET, COFLLVRER. 7V IKESTEEF—2ERAITIUTOTS—RTI A
BRICEEHDYET,

a. YERL = VPN $2#:%:2R L. [Download Configuration] 221 Y 2L &3,
b. AAZY—F—RITIADORIEA—, TSYRNTHr—L, BLEYTRIITN=2a>%&E
RLU. [Yes, Download] 227U Y O L&ET,

Download Configuration Cancel X

Please choose the configuration to download based on
your type of customer gateway.

Vendor: Cisco Systems, Inc.
Platform: ASA Series -

Software: [ASABZ+ ~

[ Cancel ” Yes, Download

c. TFANT7AIN%EHRIEL, Amazon Virtual Private Cloud Network Administrator Guide & &
EICRYRND—VUEBEICELEY,

VPN ##E#&ZHIBRT %

VPN N TEBICE 2 EBEICE. ThEHRITZZENTEEXT,

& Important

VPN E#ZHIBRL, LW VPN ERE2ERT 2B, ILLVREBEREA > O—KRL,
FYRND—OVEBBEICLHARN—T—RNIIA Z2BRELTESOIBENHYET,
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VPN E#HZHIBR T2

VPN #E#Z HIBR T 2 (IC &

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
+ES—2 3> RA>2T[VPN Connections] 221 JY O LET,

VPN 245 %38IR L, [Delete] 2O U Y UL E T,

[Delete VPN Connection] 4 7AYRY U A®D [Yes, Delete] 2 U Y I LET,

e n s

AABRI—T—RIIAHNFELB2ILBELR, ThZEHRIDCENTEXRT, VPN ELETEA
HONARII—T—RNIIAZHKRTBD LR TEXREA,

NARI—=T—RIIAZHKRTBICE

1. FE%—23>2~RA2 T [Customer Gateways] 20 JY I LET,
2. HIBRTDHDAZIN—T—KNIIA%ZERL, [Delete] 20 YILET,
3. [Delete Customer Gateway] &4 7O RY U AT, [Yes, Delete] 201 Y U LET,

VPC ADRBTSAR—RNT— NIV IAHFFRBILB BRI, ThETRYFHRIBDENT
EEXT,
BT ZAR=—KTF—RNITIAZTEY FHREIDICE

1. FE#%—>3>2~RA T Virtual Private Gateways] 27 )YV L£ 9,
2. RETSAR—=KSF—RNDITA%ERL, [DetachfromVPC]ZIUY I LET,

3. [DetachfromVPC]|Z A4 FAJRY DAT, [VPCIVARZEOUYOL, TRY FHEETSVPC%k
BIRLTH S, [Yes, Detach 22U Y U LET,

RETZAR=—RNTF—RNITIAHFRBELB LB/, ThEHRIDCENTERT, VPCILT
Y FERTVWBRRBTZA RN TNV IAZHRTBDERTEXREA,
BRETZAR—RNTF— "I IAZHIRTZICE

1. BIBRIBRETFAR—NTF—RI T A ZBIRL, [Delete] ZIUYILET,
2. [Delete Virtual Gateway] &4 7OJRY U AT, [Yes, Delete] 20 )Y I LET,
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VPN CloudHub Z{#EA L TZE B Y
1 FNEBEZRHETS

BEHO VPN B 55541k, AWS VPN CloudHub 2L T, Z2aH (1 NEBEEZEHRTS

ENTEET, VPN CloudHub l&. VPC OBEICAADSFHERATED IV TIBNT T RAKR—
VEFINTEHELET. CORTE. BROTSOFA T REBENA U 2—FY NEGEB DBER
A VE—RAT7AABTTSARVERELEINY OT Y TEGZRRITZLHIC, ERTIANE
M2 oNBARMEOSHZNT T RAR—VEFINEZELEVEEZZITVRESICBELTVET,

RDOEIE VPN CloudHub 7—F 79 F ¥ —T9F, BBOREEFE. VPN E#EHEENLTUIL—FT120TEh
TVWBUE—RMFANEDORYRND—OKRZT T4 OZRLTVET,
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/—& N Customer T
Gateway
ASM: 6500
Customer Network
\_ Mew York Y,
EC2 Instances Customer ™
VPC Subnet 1 g Gareway
ASM: 6501
Virtual Customer Network
Private Los Angeles P
IGateway “
EC2 Instances
VPC Subnet 2 :
\, y
Custamer
Gateway Customer Network
L Amazon VPC ) ASN: 6502 Miami )

AWSVPN CloudHub 2R ¥ 3 (Clk, RETSARKR—KNY—KRDIA(E, BROADARI—Y—KDI
1 Z2ERTBIHENFHY), TNThICBEOR—FA—5—KJI470OR0)L (BGP) BESATLE
F(ASN) AHYVET, HARI—S—RNJIAF, BYAEIL—KN (BGPFLT7A4YIRX)ETD
VPNEEZICT RNRAALET, ChSDI—TF AT T RNEZLAAX MHFEEET N, EBGPET
CB7RNZAXENB LT, Y41 MNETOF—ROREZENTREICEYET, FAR—IDI)L—K
CEBEDASN AHBDT, Y4 hD IPEENFELZCERHYEREA. E A RN, E%HED VPN #
BREFERALTWVWAKSII, VPCETF—REREZETDLEETEET,

RIET A R— KT — KT I AADAWS DirectConnect i ZFEAT2H A K%, AWSVPN CloudHub
ICEHDLETEEXT, flalE, Z1—3—U KT VPC AD AWS Direct Connect E#i I L
BHFS, T750FAT71ATVPCAD VPN EfZFATEET, OV EILAEIRATINTZ
FF7 4 Ak, AWS VPN CloudHub 2L T, HEILTF—REZAZELLEY, AHETF—22EF
FELEYTEET,

AWS VPN CloudHub ZERET DIk, AWS XX AV RNV Y - EEAL T, EHOHAEI—
TF—RIIAZ#ERLET, COTINEFIIC, Y—RIIADODEEONTVY I IPFRLAEEED
ASNABYET, RIC, BHAEN—T—RIITA DS —BOBREBTSAR—KF—KRITITA\D
VPN ZERLET. FVPNEHRS. TOREDBGPIL—RNET RNZAXTEIHENHYET,
ChEITSICIE., VPNEHEOVPNRET7 ZAILTRY NT—UAT—M XN Z2ERALET, XY b
D—O9RAT—KXVRNE, FATZIL—F—OBEIZL>THLLEWNBHYET,

AWS VPN CloudHub ZE A3 %84, BE® Amazon VPC VPN ##58€ %X WVWET, VPN
RETSAR—RNTF—RIIAICEREATVIAEE, 1BECEICERBSNIRELET, AWSVPN
CloudHub AL TH A NETTF—REZREEITIHEE, YA MY SRETSAR—KF—RTIAA
DF—REFEICFIANDAYELA RETSAR—KNTF—RNIDIAHSITY RKRAY NIFffEE
N3F—RIZHLTE, BEODAWS TF—REEREOANIAVYET, HIZIE, O EILAREZ1—
J—IFNFnIZHA A HY, BEOHA NI, RETSAR—=KNTF—RTIAAD VPN EHENF
ETBHEE. VPNESKI &I20.05USD/ERRE (&5 0.10USD/RE ) DI WAREL ETF, T,

O EILANSZ1—T—V (H&LTTOH ) IZ VPN EGZATT—2E2REEITIE,. TOTF—X
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INTICHL TERED AWS F—REERENFNRELET, VPN EEREATRETS A X—K7—h

VIAICEBEIDRYND—IURS T4V IRERTTA, VPN BEERBHTRET S/ R—KT—
RIIADSTIYRRAVNIEBENBRY NT—IRST 1Y UL, BEDAWS F—REEHR
EADPYVET, FHICOVTE, TVPNEERIER) 25RLTSEZL,
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N—=RIVITEEAVAZAOER

EC2/\—ROITFTEBAAZRA

DER

A

Amazon EC2 N\— ROV ITEEA VARV AR, VTN TFRON—RIITTETENET,
CDEDIBA VAR AR, BEVICE>TVBDZOHOA AR AR, OAWSTHI Y MNCE
TRDAARVAER, FANN—RIITOLRILTYBPICOBHENES, N\—RIVITEFI
AR Al Virtual Private Cloud ( VPC ) RICEBI T2 HEN HVE T,

COREYITR, N—RIVITEEA AR AQOERZHBAL, TORKFEEZRLET,

Topics

s N—RIUITEBAAR ADER (p. 152)
s N—RIUITEFBAARADER (p. 154)
« APl £EJX > ROBE (p. 157)

ROITEEAAZIAOER

VPCRICEBITDEA VARV AILRT T NEEAN BN ET. COBMDEZRICRLET,

& A
def aul t AVARVARHRETSZ/N-RIVITTERITEIET,
dedi cated AD2ABVARSVINTFRDON—RIITTRITENET,

AVARAORBEICLT T NEMELEETRH LR TEERA, AV ARXVARBEKICT TV NE
% dedi cated ICERELBEA 2 EBERE. /A VARXVADERTEELEL, TTFUNEMEZERELTH
5, VARV AEBRBIISLENHYET,

ZVPCILEBELESA VAR ADT T REENF HVET, COBHOEEZXICRLET,
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Amazon EBS EN— ROV ITFEHEAN ARV A

& iEA

def aul t VPCRHICEBENEA ARV AR, 1 VARVADTFUNE
A dedicated THBEE. N\—RIITFTEHA ARV AT
ER

dedi cat ed VPC RICEEBENEIXNTODS VAR ARREREA ARV AT

HY), AIVAZVADT T NEBHOERREAEB XL A

VPC DERBRICVPCA VARV ADT T NEBHZEETD LR TEREA, EETSICE. VPC
ADA AR AZETL, VPC ZHIRL TH S, A VAZVADT T NEBHICHL MEZIEEL
TVPC ZBHHL, 1 VARV AZBEBIDIHBENF HVET,

N=—RIITEBAVAZVAZFERATZHERE. ROVWTHADHFETA AR AZRETER
ED

c AVABRVADTF U RNEMZE dedicated ( ZOVPCRICEBBENAEINTOA U AZ AlE/N\—
RIITEEAVARZRVA)ICRELTVPC ZHERLET,

s AVARVADTF NEME default ICERELTVPC 2R L. BEBFIC/N—RIJITERES
VABVAETRA VARV ADEET U RNBHEERELET,

Amazon EBS E/N\—RIJITFEHASA ARV A

Amazon EBS NY O REBHA VAR AZRBEHL 15
Di1—ARFRTTEEEA,

ERETTFRNBHERMBEIR VYT RAVARY
A

BEEA VARV AZRETEIOIATTIBEEREZRRIZLOIC, BEUH—TRIVARV A%
BATEET, UH—T RAVAZVAOFHMIIOVWTR, "FUFIVREUY—T RAVARY
A1 #BRLTLKEZL,

N=—RIITEFIVH—TRAVAZVAZBATDE, VPCRICN—RITITEEAAZ VA%
RBEIT2-ONREEREOFEARETHEATDIEICEYET, BEENTORLSIZTFE. 28
T RBUNBEENEAVAZAZRBLEBEICOKMBRAETNZ EHTT, EEL. F72)
ROTFURBHETIUY—T RAVAZVAZBATIESK., dedicated 1V AZVATFF UM
BHTA VAR AERBTBEEL. N—RIIFEEUY—T KAV AR AREEE NE Ao

ESIC, V=T RAVABZVADBARICEDSA VARV ADT TV NERZEETHEFTES
tA,

N—RIJITFTERHA AR AN Auto Scaling

N—RIITEEA AR AD Auto Scaling ZERATRHEE, 1VARXRADTTHF NEME
dedicated ICEREL = VPC HICEBITHIMREN BV ET,

N—RIITEFA AR ADMBERE

N—RIITEFA ARV AIZREROMERETTIAHY ET, FHMICOWVWTIE, AmazonEC2
N=RIITEEA AR ADEBR—U2SBLTLSEEW,

SVINTFYRON—RIIFTEBS R
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N—RIVITFTEEA AR ADOEH

N—RITITEBAVAZR ADEH

COtI2aUTR, RORAVDRITHEEZHALET,

Topics
s AVARVADTFVRNEBUNEETH S VPC ZER TS (p. 154)
s N—RIUITEFA2AR A% VPC NICEET S (p. 155)
s TTURNEBHBEHRZERTTS (p. 156)

AARADT T NEMNIFEETH S VPC Z24E
oA

VPC ZERTBEZEILA VARV ADT T NERZIBETEERT, 74N NEEOEEFEATS
&t FRAIBVPCICA VAR ADTFHNEMEL Tdedicated ZIBETHCEETEET,

OtV aAVTR,. A VARV ADTF NEM%E dedicated ICFREL 1= VPC ZER T2 FiE%
RLUET,

AVABRVADT T NEUEANN—ROITERETHS VPC ZERTBICIE (VPC V1 H—
k)

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

Av < 17R8— RT [Start VPC Wizard] RZ> %22 UYILET,

VPC 52 E%&IRL ., [Continue] 2TV Y UL ET,

HEFRAR—Z T, [Edit Hardware Tenancy] 2% 1) ¥ 9 L, [Dedicated] Zi#RL £7,

Pobd =

Create an Amazon Virtual Private Cloud Cancel %

VPC with a Single Public Subnet Only

Please review the information below, then click Create VPC.

One VPC with an Internet Gateway
IP CIDR block: 10.0.0.0/16

DNS Hostnames: Enabled Edit VPC IP CIDR Block
One Subnet
Public Subnet: 10.0.0.0/24
Availability Zone: Mo Preference Edit Public Subnet

Additional subnets can be added after the VPC has been created.

Hardware Tenancy

Tenancy: Default E] Edit Hardware Tenancy
G
¢ Back Dedicated Create VPC

5. [Create VPC]ARZ>Z V)Y U LTVPC ZHERLET,

AVARVADT T NEBUENAN—RIITERETHS VPC ZHERT B (VPCHATO
TRY DADER )

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. FET—23URA2T[YourVPCs]Z0 Y UL, [Create VPC]REZDV )Y I LET,

3. [Create VPC] XA F7OYRY VAT, [Tenancy] ROY A1) A A S [Dedicated] % &R L
£, [CIDRBlock] Z¥EL . [Yes, Create] 20 UY UL E T,
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N—RIOITEFEA AR A% VPC AICREI TS

Create VPC Cancal X

A VPC is an isolated portion of the AWS cloud populated by AWS objects,
such as Amazon EC2 instances. Please use the Classless Inter-Domain
Routing (CIDR) block format to specify your VPC's contiguous IP address

larger than /16.

CIDR Block: (e.g. 10.0.0.0/16)

Default
Dedicated

| Cancel || Yes, Create

N=—RIITERBA2AZRVAZVPCHICEETS

AVABYADT T NEMA dedicated THD VPCHICA VAR AZBEBTHDE, 1VARY
ADTFRNEHERRRELS, A VAR ARRBBNICN—RIITERA VARV AERNET,
ROFIRE, TFT7TAILRNDAV AR ADT T NEUENEEES W VPCRICN—RIVITERA >
AR AEBEIDHFEERLTVET,

TF7ANRNDAV AR ADT T NBUNBEENIEN—RVITERA AR A% VPC
RICEETDICE

Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
VPC Z#EHK T2 H, BiFD VPC Z2FALET,
Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

[Launch Instance] R&E > &2 1) Y U L. [Classic Wizard] Zi#RL T, [Continue] 20U Y L&
To

[CHOOSE AN AMI] R—> T, AMI ZiBIRLF T,

6. [INSTANCEDETAILS]R—< T, [Instance Type] J A KA S [M1small (m1.small)] Z3ZIRL £7,
[Launch Instances] T, 1 VAR AZEETSBVPCHOHYTZY NEBIRL E T, [Continue] &%
Dy oLET,

7. [Advanced Instance Options] T. [Tenancy] RO Y 7’A > 1) A NA 5 [Dedicated] ZiZIRL .
[Continuel 22 )Y O L&ET,

A

4
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Request Instances Wizard Cancal %

)

Number of Instances: 1 Availability Zone: No Preference

Advanced Instance Options

Here you can choose a specific kernel or RAM disk to use with your instances. You can also choose to enable Cloudwatch
Detailed Monitoring or enter data that will be available from your instances once they launch.

Kernel ID: - RAM Disk ID: -

Monitoring: [ enable Cloudwatch detailed monitoring for this instance
(additional charges will apply)

User Data:

@ as text

- " (Us=e shift+enter to inzert 3 newling)

) as file

[[] bases4 encoded

Termination || Prevention against accidental termination. Shutdown Stop -
Protection: Behavior:
IAM Role: @  MNone Tenancy: Dedicated -

This instance will run on single-tenant
hardware (additional charges will apply)

8. VPCIAHY—RICLEN D THEITLET, [REVEW] R—STATIIVERBLKRDO 15,
[Launch] REAZ OV Y OLTN—RIITEESA AR AEZRBEBLET,

T REMRHRZRTTD

VPC OTF > hNEMERERTTDICE

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.
2. FEF—23URA2UT[YourVPCs] Z0UY I LET,
3. [Tenancy] I T. VPC DA VARV ADTFT U NEMZERRBLET,

viewing: All Virtual Private Clouds « - w i to 4 of 4 Items

VPC ID State CIDR DHCP Options Main Route Table Default Network ACL Tenancy
[ wpc-09abB662 (D available 172.31.0.0116 = dopt-00ab866b = rtb-400f5129 acl-410f5128 default
[[]  wpc-d8bedbb2 (@ available 10.0.0.0/16 dopt-00ab866b | rtb-5089d039 acl-5189d038 default
[ vpc-1fbedb?s ) available 10.0.0.0/16 dopt-00ab866b  rtb-3a0f5153 acl-3b0f5152 dedicated

4. [Tenancy] INRRENTVEVESIE, [Show/Hide] RZ> %2 1Y 2L, [Show/Hide Columns]
A4 FOYRY U AT [Tenancy] Zi&IRL T, [Close] 20U Y UV LET,

A2ABRVADT T ANEBHIBERERT TS ICE

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. FESF—23a2ARA2T[Instances] 2V JY I LET,
3. [Tenancy] ITA VARV ADT T NEHERRBLET,
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APl EOX > ROBE

wviewing: All Instances + All Instance Types ~ ( Search ) 1to 3 of 3 Instances

Name Instance Root Device = Type State Virtualization Subnet 1D . Tenancy
| [gli-ac921fd2  ebs t1.micro () running paravirtual subnet-08ab8663  default
] |g]i659d4e14  ebs t1.micro () running paravirtual subnet-08ab8663  default
B | empty |gl i-d18f5cad  ebs m1.small () running paravirtual subnet-08ab8663 dedicated

4. [Tenancy] FIFRRENTVEWVWEERK, XOVTIhAETVET,

+ [Show/Hide] RZ>%& 1) v 2 L, [Show/Hide Columns] & A4 7Y R Y U AT [Tenancy] &i&
IRLU T, [Close] 2O YOLET,

s AVARVAEBIRLET, FHMARA > D [Description] 272, T REREEHTA AR
CAICETRBEBAIRTENETT, RICHAZRLET,

Tenancy: dedicated

APl £EON > ROBE

RORGFE, N—RIITEFAVAZVALLERATESDINREAPI T3V O-ETT,

FEA R R API7o>3>
VPC HICEEEITBH A AR AICHL | ec2-create-vpc CreateVpc

T, Y R—RENTVWBTFNEMRS

TOAVEEBETEET, default OFF

. EREOTF NEMRFEEE A

VARV AZEVPCHICEETED L E

EWRLET, dedicated DEK, TXT

DAVAZVAZN—RIITERAY

ABVAELUTVPCAHIZEE T D HEN

HBEEZERLET,

VPCHIZEEI TS 1 AR AIZK L T | ec2-describe-vpes DescribeVpcs
HR—RENTVWBTF RNEEAT T 3

> (default £ild dedicated ) Z2E

BELET,

VPCHICEEITH A AR ADT T | ec2-run-instances Runlinstances
REMATT 3> (default £hiF
dedicated ) ZIEETEFT,

AVARVADTF > NEME (defaul t | ec2-describe-instances Describelnstances
F/old dedicated ) ZEELET,

DHYE—T RAVABZVADTF > NEM | ec2-describe-reserved-instances | DescribeReservedinstances
f8 (defaul t £ (& dedicated ) Z5E
sH#LET,
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APl EOX > ROBE

B aNTR APIT7O>3>

Y —T RA VAR AY—EADTF | e2desaberesavedinsanoesaliings | DesaibeReservedinstancesOfferings
NEMME (default £
dedicated ) ZE&L XY,
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Amazon VPC #lE

RDOEIE, AmazonVPCICEHE T2 HIEHEZRRLTVET, COFIEREZEXTLISERZTDICIE.
Amazon VPC #IfR 7 # —LZSBL TS EE L,

dR—F2 b #HiIBR i PIOZ N
)—23> 4k O VPC O 5

VPC ¥V DY TRy MO 200

D=3 H oA 2—FY NS—KN |5 VPC H7=t) 1

JIADE

D=3 Y ORBTSAR—KNT— |5 VPC H7=t) 1

RoTA DO,

=23 EYDOHREI—TF—KRDJT 50

1 O

)—23 237V 0O VPN EHEOK 50 RETSAR—=KNTF—RTIT A% 10
VPC ¥z DIL—hF—T IO 10 XA IN—KF—=TIEED

L=KRTF=TLEHEYOIVNIOK 20

AWSTAHIVRNEREY, 1)—=232AM |5 Amazon EC2 (Zi&, AWS 7HDU > NEHizY)
ElasticIP 7 KL A0 %k 11)—=23 2 A0 Elastic P 7 RL AQOEIC
DVTHEBEOHRAHYET,

VPC Hiz)OteF1UT14TI)—T 0% 100

EFIVFATIN—-TEHEYOIL=IL O 50

VPCHDA VARV AIZEYYHTBZEN |5
TEDEF2IVFA4TIL—TDOH
VPC ¥ DxY NJ—%2 ACL O 50

ZYRND—T ACLEHIEYDIIL—ILOE 20
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HaE APl /N—

>ar
NTUY S IPFTRLA
DEIV YT

2013-07-15

DNS ;RA R EZ OBEML
& DNS RO ERNL

2013-02-01

BWERIL—T 1 JRE | 20120815
EHEAL - VPN 4

A

VPCHICEEIE NS AZARAOH L WNT
Dy IPF7RLAKEEMEICETZEREZEM
LELE. EAIC VTR, "TEBFFD/NTUY
JIPT7RLADEVYZHT (p.102)) 28R LTL
EEW,

F7#)NTlE, DNS BRIEBEMICHE > TVE
¥, DNS f##RlE., AmazonVPC OV —)L.
AmazonEC2AN RSA AR —TIA A,
£/ lE AmazonEC2API 7 o< a AL TE
MZTEET,

FIAIRNTR., F7FIILRNTREREWV VPC IO
L TDNSKRANBFEXICHE>TWVWET, DNS
ARARNRZIEE., Amazon VPC 0>V —JL, Amazon
EC2OANVRSAVAVE—TIA A, Tkl

Amazon EC2API 79> a>#EALTEMICT
EFXT,

FMICOV T, TVPC T® DNS O ff
A (p.133)1 ZZRLTLKEEL,

BREIL—FT 1 JBREEMEAL TAmazon VPC
A®D IPsec VPN i ZER TEE T, MABTE,
VPN Ik R—X—5'—~Jz477OK3)L
(BGP) 2T 2HXEBHNHYELE, BETR
AAEDRA T OELEZYR—KNLTHY), Cisco
ASA X° Microsoft Windows Server 2008 R2 & &',
BGPZHR—KMLTWEWT/INA AN S DERHKE
HRET T,

1)—AB

2013 F 8
A 20H

2013 £ 3
B11H

2012 £ 9
A 138
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AWS VPN CloudHub &
TR VPN 2kt

VPC Everywhere 2011-07-15

N—RIOITEBARA | 2011-02-28
2R

g&ll

B

VPN & & T Direct Connect > H 5 VPC JL—
FAITF—TIANDIL—NDOBEBEEERET
EDRSIIBYELE, COBEEICKY), Amazon
VPCADEHREER L THISIT 2 FEN B
hE9,

VPCOEEICAIDST, 1204 KMASEID
YA NCREICBETEET, TRE VPN 4
ZEALT, VPCADOT7FA—I)LNRNL T NixEE
BN TEET,

520 AWS U—3a>ThOHR—K, EHOT
RAZE)FT4—=Y—=2TOVPC, AWS 7hH"Y
> NHIZWEB® VPC, VPC Hizv) 8% o VPN
##t. Microsoft Windows Server 2008 R2 & & T
Microsoft SQL Server JH'—7 R4 AR A,

N—RIDITEEAVARVALR, B—0OBFE
BRERON—RIJIT%RETTS VPC N TEE
ENd AmazonEC2 A1 VARV ADZETT,
N—=—RIITEEA AR AZFERATIEE, 1
VABRVAEBN—RIITLARII THREICOBHL
BAS, RERESH, TSTAR—NOMIL R
XY ND—2EVW2 =, Amazon VPC & AWS
HEREROES I Z J0RAE+2IC5F
AVWEEGET,
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