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Overview

When you deploy any type of application, you typically need to do the following:

» Set up a computer to run your application.

¢ Secure your application and resources.

» Set up your network for users to access your application.
« Scale your application.

» Monitor your application and resources.

¢ Ensure that your application is fault-tolerant.

This guide introduces you to several key AWS services and components that help address these basic
needs. In this guide, you will learn more about what these key services are, why they are important in
deploying a web application, and how to use them.

To help you learn about the key AWS services, we'll review an example architecture of a web application
hosted on AWS, and we’ll walk through the process of deploying DNN Platform. (DNN is an open-source
content management system.) You can adapt this sample to your specific needs if you want. By the end
of this walkthrough, you should be able to do the following:

¢ Sign up for AWS.
¢ Launch, connect, secure, and deploy DNN Platform to a computer in the cloud.

« Create a custom template of a computer containing the hardware, software, and configuration you
need.

¢ Set up a load balancer to distribute traffic across multiple computers in the cloud.
¢ Scale your fleet of computers in the cloud.

« Monitor the health of your application and computers.

¢ Clean up your AWS resources.

For a deeper understanding of AWS best practices and the various options that AWS provides, we
recommend that you read Web Application Hosting: Best Practices at AWS Cloud Computing Whitepapers.

If you are looking for a quicker and easier way to deploy your web applications, you can use an application
management service. AWS application management services help you leverage other AWS services
without having to manage each of them separately and manually:

¢ AWS Elastic Beanstalk lets you focus on the code while the service manages the rest.



http://aws.amazon.com/whitepapers/
https://aws.amazon.com/elasticbeanstalk/
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« AWS OpsWorks gives you the flexibility to define your own software stack and deploy, operate, and
automate a variety of applications and architectures.

For additional information about deployment and resource management on AWS, go to Deployment and
Management on AWS.

If this guide is not exactly what you are looking for, you may want to check out the following documents:

e Getting Started with AWS — Provides information about Amazon Web Services, with helpful links for
learning more.

e Getting Started with AWS Free Usage Tier — Provides information about how to get started with the
free usage tier.

* Hosting Websites on Amazon S3 in the Amazon Simple Storage Service Developer Guide — Provides
a walkthrough in just a few steps of a static website deployment that does not require running an
application.

¢ Getting Started with AWS CloudFormation in the AWS CloudFormation User Guide — Helps you quickly
get started using an AWS CloudFormation WordPress blog sample template without needing to figure
out the order in which AWS services need to be provisioned or worry about the subtleties of how to
make those dependencies work.

e Getting Started with AWS Web Application Hosting for Microsoft Windows — Provides a more in-depth
walkthrough that uses more services, such as Amazon Simple Storage Service (Amazon S3), Amazon
CloudFront, Amazon Relational Database Service (Amazon RDS), and Amazon Route 53.

¢ Amazon Elastic Compute Cloud Microsoft Windows Guide — Provides information that helps you get
started using Amazon EC2 instances that run the Microsoft Windows Server operating system.

Introduction to AWS

If you are responsible for running a web application, you face a variety of infrastructure and architecture
issues for which AWS can give you easy, seamless, and cost-effective solutions. This section provides
a list of Amazon Web Services and components, and it explains the value they add in meeting the
challenges you'll face in this example solution. We break this down in to the following sections: computing
resources, security, monitoring, networking, and fault-tolerance.

Computing Resources

When you deploy an on-premises solution, you need to buy a computer with an operating system, software,
and hardware that match your needs. When you deploy your solution on Amazon Web Services, you
select an Amazon Machine Image (AMI) and then use it to deploy a virtual server known as an Amazon
Elastic Compute Cloud (EC2) instance. An AMI is a template that contains a software configuration (e.g.,
operating system, application server, and applications). For example, an AMI might contain all the software
to act as a web server (e.g., Windows Server, 1IS, and your website). A large selection of public AMIs is
available from Amazon and the Amazon EC2 community. You can find an AMI that most closely matches
your needs and then customize it. You can save this customized configuration to another AMI, which you
can use to launch new Amazon EC2 instances whenever you need them.

Storage can be an integral part of an Amazon EC2 instance, or it can be an independent component
whose lifetime is managed separately from the lifetime of the instance. There are AMIs for each storage
strategy, and you will need to decide which type you want to use. When you launch your Amazon EC2
instances, you can store your root device data on Amazon Elastic Block Store (Amazon EBS) or the local
instance store. Amazon Elastic Block Store (Amazon EBS) is a durable, block-level storage volume that
you can attach to a single Amazon EC2 running instance. Amazon EBS volumes behave like raw,
unformatted, external block devices you can attach. They persist independently from the running life of
an Amazon EC2 instance. Alternatively, the local instance store is a temporary storage volume and



https://aws.amazon.com/opsworks/
https://aws.amazon.com/application-management/
https://aws.amazon.com/application-management/
http://docs.aws.amazon.com/gettingstarted/latest/awsgsg-intro/intro.html?r=8747
http://docs.aws.amazon.com/gettingstarted/latest/awsgsg-freetier/
http://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
http://docs.aws.amazon.com/gettingstarted/latest/wah/web-app-hosting-intro.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/
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persists only during the life of the instance. You might use Amazon EBS-backed instances for web or
database servers that keep state locally and require the data to be available even if the associated instance
crashes. You might use Amazon instance-store backed instances to manage traffic on large web sites
where each instance is a clone. This is an inexpensive way to launch instances where data is not stored
to the root device. To summarize the two key differences between these AMIs:

* You can stop and restart an Amazon EBS-backed instance, but you can only run or terminate an
Amazon EC2 instance store-backed instance.

» By default, any data on the instance store is lost if the instance fails or terminates. Data on Amazon
EBS-backed instances is stored on an Amazon EBS volume, so no data is lost if the instance is
terminated.

For more information about the differences between instance store-backed and Amazon EBS-backed
instances, go to Basics of Amazon EBS-Backed AMIs and Instances in the Amazon Elastic Compute
Cloud User Guide.

Security

Typically, after you buy a new computer you need to create a new password to access it. In AWS, a key
pair is used to connect to your instance. After you connect to your instance, you'll change your password
just as you would on your local computer. You'll use this password to sign in to your instance each time.

When you deploy your application, you'll want to secure your system. For an on-premises deployment,
you would normally specify the ports and the protocols in which users can access your application. In
AWS, you do the same thing. AWS has security groups that act like inbound network firewalls so you can
decide who can connect to your Amazon EC2 instance over which ports.

Scaling

You may find that your application traffic varies during the day. For example, from 9 a.m.to 5 p.m., you
may experience peak traffic; for the rest of the day, traffic may be much slower. As traffic levels change,
it would be useful to continually adjust the number of computers running your application to changes in
traffic. Auto Scaling can automatically launch and terminate instances on your behalf according to the
policies that you set. If you have defined a baseline AMI, Auto Scaling launches new instances with the
exact same configuration. Auto Scaling can also send you notifications when it adds or removes instances.

Monitoring

You need to stay aware of the current performance and state of your resources. If your resources are
not in the appropriate state, can’t handle the traffic load, or are sitting idle, you need to be alerted so you
can take appropriate action. Amazon CloudWatch monitors AWS cloud resources and the applications
you run on AWS. You can collect and track metrics, analyze the data, and react immediately to keep your
applications and business running smoothly. You can use information from Amazon CloudWatch to take
action on the policies that you set using Auto Scaling. For example, you can create an alarm to notify you
if your CPU utilization exceeds 95%. If the threshold is exceeded, Amazon CloudWatch sends an alarm,
and Auto Scaling takes action according to the policy that you set. In this example, Auto Scaling can
launch a new instance to handle the increased load. Similarly, you could set an alarm that notifies you if
your CPU utilization falls below a certain threshold. In that case, Auto Scaling could terminate an instance,
saving you money.

You can monitor the status of your instances by viewing status checks and scheduled events for your
instances. Automated status checks performed by Amazon EC2 detect whether specific issues are
affecting your instances. The status check information, together with the data provided by Amazon
CloudWatch, gives you detailed operational visibility into each of your instances.



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Concepts_BootFromEBS.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
http://aws.amazon.com/cloudwatch
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You can also see the status of specific events scheduled for your instances. Scheduled events provide

information about upcoming activities, such as rebooting or terminating an instance, that are planned for
your instances, along with the scheduled start and end times of each event. To learn more about instance
status, go to Monitoring the Status of Your Instances in the Amazon Elastic Compute Cloud User Guide.

Networking

If you require multiple computers to host your web application, you need to balance the traffic across
those computers. Elastic Load Balancing provides this service in the same way that an on-premises load
balancer does. You can associate a load balancer with an Auto Scaling group. As instances are launched
and terminated, the load balancer automatically directs traffic to the running instances. Elastic Load
Balancing also performs health checks on each instance. If an instance is not responding, the load
balancer can automatically redirect traffic to the healthy instances.

AWS assigns a URL to your AWS resources, such as your Elastic Load Balancer and your Amazon EC2
instances; however, you may want a URL that is more specific and easy to remember, such as
www.example.com. To do so, you need to purchase a domain name from a domain registrar. After you
purchase your domain name, you can use Amazon Route 53 to map your domain name to your AWS
deployment.

You may want to provision a private, isolated network. You can use Amazon Virtual Private Cloud (Amazon
VPC) to provision a private, isolated section of the Amazon Web Services (AWS) cloud where you can
launch AWS resources in a virtual network that you define. For example, if you are hosting a multitier
web application, you may want to customize the network configuration so that your web servers are public
facing and your database and application servers are in a private-facing subnet with no Internet access.
The application servers and databases can't be directly accessed from the Internet, but they can still
access the Internet over a NAT instance so they can, for example, download patches.

You can control access between the servers and subnets by using inbound and outbound packet filtering
provided by network access control lists and security groups. Some other cases where you may want to
use Amazon VPC include:

» Hosting scalable web applications in the AWS cloud that are connected to your data center
« Extending your corporate network into the cloud
 Disaster recovery

For information on how to get started using Amazon VPC, go to Get Started with Amazon VPC in the
Amazon Virtual Private Cloud Getting Started Guide.

Fault Tolerance

To make your web application fault-tolerant, you need to consider deploying your computers in different
physical locations. It can be expensive to maintain hardware in different physical locations for an
on-premises solution. AWS offers resources in different Availability Zones and regions. Availability Zones
are analogous to data centers. You can have multiple instances running in different Availability Zones so
that if one Availability Zone becomes unavailable (e.g., due to a natural disaster), then all traffic would
be routed to another Availability Zone. There are multiple Availability Zones in each region.

It's even more advantageous to spread your instances across Regions. If a region, including all of its
Availability Zones, becomes completely unavailable, your traffic is routed to another region.

Summary

The following table summarizes the key challenges to developing a simple web application and the AWS
services that address these challenges.



http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-instances-status-check.html
http://aws.amazon.com/elasticloadbalancing
http://aws.amazon.com/route53
http://aws.amazon.com/vpc
http://aws.amazon.com/vpc
http://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide/GetStarted.html
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Challenge

Need computers to
run your
application.

Incoming traffic
needs to be evenly
distributed across
computers to
maximize
performance.

Servers need to be
provisioned to
handle peak
capacity, but the
unused cycles are
wasted at other
times.

Servers need to be
monitored for
performance and
state

Applications may
require persistent
storage.

Amazon Web Services

Amazon Elastic Compute Cloud (EC2)

Elastic Load Balancing

Auto Scaling

Amazon CloudWatch

Amazon Elastic Block Store (Amazon
EBS)

Benefit

Amazon EC2 runs the web server and
application servers.

Elastic Load Balancing supports health
checks on hosts, distribution of traffic to
Amazon EC2 instances across multiple
Availability Zones, and dynamic addition
and removal of Amazon EC2 hosts from
the load-balancing rotation.

Auto Scaling creates capacity groups of
servers that can grow or shrink on
demand.

Amazon CloudWatch reports metrics
data for Amazon EC2 instances, and the
metrics it gathers are used by Auto
Scaling.

Amazon EBS provides a persistent file
system for web and application servers.

The following table summarizes additional challenges to developing a simple web application and the
AWS components that address these challenges.

Challenge

Need a secure
mechanism to
connect to the
computer.

Need to provide
security to protect
application servers
from outside
malicious users.

Need to design
with failover in
mind.

AWS Component

Amazon Key Pair

Amazon Security Group

Availability Zones

Benefit

A key pair is a security credential similar
to a password, which you use to securely
connect to your instance after the
instance is running.

An Amazon Security Group gives you
control over the protocols, ports, and
source IP address ranges that are
allowed to reach your Amazon EC2
instances.

Availability Zones are distinct locations
engineered to be insulated from failures
in other Availability Zones. Each
Availability Zone provides inexpensive,
low-latency network connectivity to other
Availability Zones in the same region.
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Sample Architecture

The following diagram shows an example architecture that uses the AWS resources mentioned in the

previous section.

Elastic Load Balancing

Auto Scaling Group

e -
i I
| I
| I
. EC2 Instance EC2 Instance |
! wi CloudWatch wy CloudWatch .
! \ Security Group J |
| I
\ ]

As an example, we’ll walk through a deployment of a simple web application. If you're doing something
else, you can adapt this example architecture to your specific situation. In this diagram, Amazon EC2
instances in a security group run the application and web server. The Amazon EC2 Security Group acts
as an exterior firewall for the Amazon EC2 instances. An Auto Scaling group maintains a fleet of Amazon
EC2 instances that can be automatically added or removed in order to handle the presented load. This
Auto Scaling group spans two Availability Zones to protect against potential failures in either Availability
Zone. To ensure that traffic is distributed evenly among the Amazon EC2 instances, an Elastic Load
Balancer is associated with the Auto Scaling group. If the Auto Scaling group launches or terminates
instances to respond to load changes, the Elastic Load Balancer automatically adjusts accordingly.

For a step-by-step walkthrough of how to build out this architecture, see Getting Started (p. 7). This
walkthrough will teach you how to do the following:

¢ Sign up for AWS.

¢ Launch, connect, and deploy DotNetDuke to an Amazon EC2 instance.

e Create a Custom AMI.

¢ Set up an Elastic Load Balancer to distribute traffic across your Amazon EC2 instances.
¢ Scale your fleet of instances automatically using Auto Scaling.

¢ Monitor your AWS resources using Amazon CloudWatch.

¢ Clean up your AWS resources.
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Topics
¢ Step 1: Sign Up for the Service (p. 8)
¢ Step 2: Install the Command Line Tools (p. 8)
¢ Step 3: Find a Suitable AMI (p. 9)
e Step 4: Launch an Instance (p. 10)
¢ Step 5: Deploy Your Application (p. 12)
e Step 6: Create a Custom AMI (p. 23)
¢ Step 7: Create an Elastic Load Balancer (p. 23)
¢ Step 8: Update Your Amazon EC2 Security Group (p. 30)
¢ Step 9: Launch Amazon EC2 Instances Using Auto Scaling (p. 31)
e Step 10: Create a CloudWatch Alarm (p. 35)
e Step 11: Clean Up (p. 42)

Let's suppose you want to deploy DNN Platform, an open-source content management system (CMS).
It's easy to get started, and for most of the tasks we can use the AWS Management Console. In this topic,
we'll walk through a series of steps to deploy your web application to AWS. There are many different
ways you can go about deploying your web application. The approach that this walkthrough takes follows
best practices and uses several of the core services so you can see how they work together.

Before you begin deploying DNN Platform using AWS, you'll need to sign up for an AWS account and
install the Auto Scaling command line tools. Signing up for AWS gives you access to all of the services;
however, you are charged only for what you use.

After you have signed up, you'll find a suitable AMI that meets your hardware and software needs. You'll
use this AMI to launch an Amazon EC2 instance. When launching your Amazon EC2 instance, you'll
create a new key pair and a security group. The security group sets rules for who can access the Amazon
EC2 instance, and the key pair is necessary for connecting to your Amazon EC2 instance.

With your instance running and secured, you will finish installing the required software and then configure
the DNN Platform application. To simplify launching new Amazon EC2 instances that are already
configured, you'll create a custom AMI that will become your new baseline.

You'll then create an Elastic Load Balancer to distribute the traffic load across multiple instances and
then update your security group to allow HTTP traffic from only your load balancer instead of from everyone.
You create your Elastic Load Balancer before you launch your instances so that you can associate your



http://aws.amazon.com/console
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Auto Scaling group with your Elastic Load Balancer. That way, your load balancer can automatically stop
routing traffic to any terminated instances, and it can start routing traffic to any newly launched instances.

At this point, you'll use Auto Scaling to launch your Amazon EC2 instances. You'll create an Auto Scaling
policy that tells Auto Scaling when to increment or decrement the number of instances in your group.

Finally, you'll create a CloudWatch alarm that monitors the instances in your Auto Scaling group and tells
the Auto Scaling group when to take action on that policy.

Because this is a sample deployment, you may want to terminate all the AWS resources that you have
created. As soon as you terminate an AWS resource, you stop accruing charges for that resource.

Step 1: Sign Up for the Service

If you don't already have an AWS account, you'll need to get one. Your AWS account gives you access
to all services, but you will be charged only for the resources that you use. For this example walkthrough,
the charges will be minimal.

To sign up for AWS

1. Go to http://aws.amazon.com and click Sign Up.
2. Follow the on-screen instructions.

AWS notifies you by email when your account is active and available for you to use.

You use your AWS account to deploy and manage resources within AWS. If you give other people access
to your resources, you will probably want to control who has access and what they can do. AWS Ildentity
and Access Management (IAM) is a web service that controls access to your resources by other people.
In IAM, you create users, which other people can use to obtain access and permissions that you define.
For more information about IAM, go to Using IAM.

Step 2: Install the Command Line Tools

We'll need to install some command line tools for Auto Scaling. Do this first to minimize your usage of
billable services.

To install the Auto Scaling command line tools to your local computer, go to Using the Command Line
Tools in the Auto Scaling Developer Guide. After you have installed the command line tools, try a couple
of commands to make sure they work. For example, try typing the as- cnd command at the prompt.

PROVPT>as- cnd

This command returns a list of all the Auto Scaling commands and their descriptions. You should see
something similar to the following illustration.



http://aws.amazon.com
http://docs.aws.amazon.com/IAM/latest/UserGuide/
http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/index.html?astools.html#UsingTheCommandLineTools
http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/index.html?astools.html#UsingTheCommandLineTools
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P

EX Start Command Prompt with Ruby =&

C \Ruhyl?Z\ﬂutoScallng—ZBll—Bl—Bl\ﬂutoSca11ng 9 B\hln)aﬂ—cmd
Mame D
s—create—auto—scaling—group Create a new auto scaling group
reate—launch—conf ig Create a new launch config
create—or—update—trigger Creates a new trigger or updates an existing trigger.
delete—auto—scaling—group Delete the specified auto scaling group
delete—launch—conf ig Delete the specified launch configuration
laz—delete—notification—configuration Delete the specified notification configuration
lazs—delete—-policy the specified policy
delete—scheduled—action the specified scheduled action
delete—trigger a trigger.
de»cxlhe adJugtment typeg D ez all policy adjustment types.
the specified auto scaling groupd{sd>
the specified auto scaling instance<s)
q otlflcatlon—typeg all auto gcallng notification types.
—configs 1he the specified launch configurations
ric—collection—types all metr colle... metric granularity types.
i all notlflcatlon... given auto—scaling groups
the specified policys/policies
s all scaling proc types.
ibe a set of activiti...ties belonging to a group.
heduled—-actions i the specified scheduled action{s)>
iggers ribes a trigger including its internal state.
disabhle-metrics—collection Disable collection of AutoScaling group metrics
laz—enable—metrics—collection Enable collection of AutoScaling group metrics
laz—execute—policy Executes the specified policy
laz-put-notification—configuration Create or replace notifica...for the auto scaling group
las—put—scaling—policy Creates or updates a scaling policy
put—scheduled—update—group—action Creates or updates a scheduled update group action
TESUNE-PIOCESSEs Resumes all suspended scal... given auto scaling group.
ired-capacity Set the desired capacity of the auto scaling group
1th Set the health of the instance
suspend-proce SBuspends all scaling proce... given auto scaling group.
terminate—instance—in—auto—scaling—group Terminate a given instance.
laz—update—auto—scaling—group Update specified auto scaling group

Prints the version of the CLI tool and the API.

For help on a specific command, type ’<commandname?> ——help’

C:\Rubyl?2°AutoScaling—2011-A1-Hi“AutoScaling—1.68.3%9 .8 hin>

After you have installed the command line tools, you can start creating your AWS resources. Move on to
Step 3: Find a Suitable AMI (p. 9) to learn how to find a suitable AMI. You will use this AMI to launch
your Amazon EC2 instance. It will also serve as a baseline for creating your own custom AMI.

An Amazon Machine Image (AMI) is similar to an imaged version of your server. Typically, you start from
an Amazon provided base image, of which you launch an instance, configure the application and role

specifics, and then bundle it into your own AMI for quick launching and scalability. This allows for the AMI
to be preconfigured as a web server (e.g., Windows Server, IS, and your web site), or as any other role.

A large selection of AMIs is available from Amazon and the Amazon EC2 community. For more information,
go to Amazon Machine Images (AMIs) at the AWS website.

You can use the AWS Management Console (at http://console.aws.amazon.com) to search for AMIs that
meet specific criteria and then launch instances of those AMls. For example, you can view the AMIs
Amazon has provided, AMlIs the EC2 community has provided, or AMIs that use certain operating systems.

In this walkthrough, we will use an Amazon Windows AMI that has Windows Server 2008 R2 SP1, SQL
Server Express 2008 R2, and IIS installed. To find one fitting these make sure you have an AMI with IS
installed, For more information about Windows AMIs, go to Amazon Windows AMI Basics in the Amazon
Elastic Compute Cloud Microsoft Windows Guide.

To find a suitable AMI

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
2. Make sure that US East (N. Virginia) is selected in the region selector of the navigation bar.
3. In the navigation pane, click AMIs.



http://aws.amazon.com/amis?_encoding=UTF8&jiveRedirect=1
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/Basics_WinAMI.html
https://console.aws.amazon.com/ec2/
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In the Filter lists, select Public images, then Amazon images, then Windows. This limits the display
to AMIs that are provided by Amazon Web Services.

Select an AMI that is running Windows Server 2008 R2, IIS and SQL Express. To do that, you'll need
to select an AMI and then read the Description tab below the list. With a suitable AMI selected, click
Launch.

You will use this AMI as a baseline. Clicking Launch starts the launch wizard, which configures your
instance and then launches it. In Step 4: Launch an Instance (p. 10), we will walk through the wizard.

Step 4: Launch an Instance

You are now ready to launch an Amazon EC2 instance using the AMI that you selected in the previous
step. Launching an instance involves the following tasks:

Configure the instance.
Create a key pair.
Create a security group.
Launch the instance.

In the previous step, you selected an AMI and clicked Launch, which displays the launch wizard. However,
EC2 provides other ways to launch an instance. If you click Instances in the left navigation pane and
then click Launch Instance, the launch wizard appears.

Because we already selected an AMI in the previous step, the wizard appears on the second step, Choose
an Instance Type.

Important

The instance you're about to launch will be live. You will incur the standard Amazon EC2 usage
fees for the instance until you terminate it in the last task in this tutorial. If you complete this
walkthrough in one session, the total charges will be minimal (typically less than a dollar). For
more information about Amazon EC2 usage rates, go to the Amazon EC2 product page.

To launch an Amazon EC2 instance

1.

On the Choose an Instance Type page, select the m1.large instance type, and then click Next:
Configure Instance Details.
Tip
If you can't find the m1.large instance type, ensure that you have selected the All instances
category.

On the next pages of the wizard, accept the default settings and click Next until you get to the
Configure Security Group page.

Create a security group:

A security group defines firewall rules for your instances. These rules specify which incoming network
traffic should be delivered to your instance (e.g., accept web traffic on port 80). All other traffic is
ignored. You can modify rules for a group at any time. The new rules are automatically enforced for
all running instances. For more information about security groups, go to Using Security Groups in
the Amazon Elastic Compute Cloud (Amazon EC2).

Caution

By default, the launch wizard creates a security group that enables all IP addresses to
access your instance over RDP. This is acceptable for the short exercise in this tutorial, but
it's not secure for production environments. In production, you'll authorize only a specific IP
address or range of addresses to access your instance.
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a. Inthe Security group name field, clear the default security group nhame and type
webappsecuritygroup.

b. Inthe Description field, you can clear the default description, and type a description of your
choice.

c. Ensure that the MS SQL and HTTP ports are open to traffic. If not, click Add Rule, and select
them from the Type list.

Security group name: webappdecufitygroup
Description: My web app security group
Type (i Protocol (i Port Range (| Source (i
NS SO0 ¥ TCP 1433 Anywhere =
RDP * TCP 3189 Anywhere
WTTP 2 TCP &0 Anywhere 3

Add Rule
d. Click Review and Launch.

The security group is created and assigned an ID (e.g., sg-48996e20). Your instance will be launched
into this new security group.

Review your settings and click Launch. You'll be prompted to select or create a key pair. In this
exercise, we'll create a new key pair in the next step.

Create a key pair:

a. Amazon EC2 instances created from a public AMI use a public/private key pair, rather than a
password, for signing in. The public key is embedded in your instance. You use the private key
to sign in securely without a password. After you create your own AMIs, you can choose other
mechanisms to securely log in to your new instances.

Select Create a new key pair, and in the Key pair name box, type nykeypai r . This will be
the name of the private key file associated with the pair (with a . pemextension).

b. Click Download Key Pair.

You're prompted to save the private key from the key pair to your system.

c. Save the private key in a safe place on your system, and record the location where you saved
it.

Important

You need the key pair file to be able to connect to your Amazon EC2 instance. You
can't download the key pair file again, so if you lose it, you will not be able to connect
to your instance.

d. Select the acknowledgment check box, and click Launch Instances.

When a confirmation message appears, click the instance ID (i-xxxxxxxX, the letter i followed by
alphanumeric characters) in the message. It takes a short time for an instance to launch. While the
instance is launching, its status will be shown as pending.

After a short period, your instance's status switches to running. To manually refresh the display at
any time, you can click the refresh icon (two arrows). When your instance's status is running, you
can connect to your instance and deploy your application.

Record the public DNS name for your instance:
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e Select the running instance, and note the public DNS address in the bottom pane. You will need
it for the next task.

Description Status Checks Monitoring Tags

Instance ID  i-1a2b3c4d Public DNS ( ec2-54

Instance state  running Elastic IP -

Step 5: Deploy Your Application

Topics
¢ Connect to Your Amazon EC2 Instance from Windows (p. 12)
e Start Your Website Using IS Manager (p. 13)
¢ Configure the Amazon EC2 Instance (p. 14)

Now that you've launched your Amazon EC2 instance, it's time connect to it and deploy your application.
In this step, you'll deploy DNN Platform.

Connect to Your Amazon EC2 Instance from
Windows

To connect to a Windows instance, you must retrieve the initial password for the Administrator account
and then use it with Windows Remote Desktop. You'll also need the contents of the private key file that
you created (e.g., nykeypai r. pen) in Step 4: Launch an Instance (p. 10).

Note
It can take up to 30 minutes to get the original password from the time you launched your Amazon
EC2 instance.

To connect to your Windows instance

1. Signin to the AWS Management Console and open the Amazon EC2 console at
https://console.aws.amazon.com/ec2.

2. In the navigation pane, select Instances. Select your instance, and click Connect.

3. Inthe Connect To Your Instance dialog box, click Get Password (it will take a few minutes after
the instance is launched before the password is available).

Note
You need to retrieve the password only on the first launch. After you connect to your instance,
you should change your password and then use the new password when you sign in again.

4. Click Browse and navigate to the private key file you created when you launched the instance. Select
the file and click Open to copy the entire contents of the file into contents box.

5. Click Decrypt Password. The console displays the default administrator password for the instance
in the Connect To Your Instance dialog box, replacing the link to Get Password shown previously
with the actual password.

6. Record the default administrator password, or copy it to the clipboard. You need this password to
connect to the instance.
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10.

Click Download Remote Desktop File. Your browser prompts you to either open or save the .rdp
file. Either option is fine. When you have finished, you can click Close to dismiss the Connect To
Your Instance dialog box.

Note

Most Windows operating systems from Windows XP onward already include the Remote
Desktop application. If you're using an earlier version of Windows, you can download the
Remote Desktop application from the Microsoft web site.

If you opened the .rdp file, you'll see the Remote Desktop Connection dialog box. If you saved the
.rdp file, navigate to your downloads directory, and double-click the .rdp file to display the dialog box.
You may get a warning that the publisher of the remote connection is unknown. Click Connect to
connect to your instance. You may get a warning that the security certificate could not be authenticated.
Click Yes to continue.

Log in to the instance as prompted, using Admi ni st r at or as the user name and the default
administrator password that you recorded or copied earlier.

Create another user account on the instance, and then add it to the Administrators group. Another
administrator account is a safeguard in case you forget your administrator password or have a
problem with the Administrator account.

You can now work with your instance as you would any Windows Server computer. Move on to Start
Your Website Using IS Manager (p. 13) to connect to your website using 1IS Manager.

Start Your Website Using IIS Manager

Before you move on to deploy DNN Platform, ensure that you can start your website using IIS Manager.

To start your website using IIS Manager

1.

From your Amazon EC2 instance, click Start. Click Administrative Tools, and then click Internet
Information Services (IIS) Manager.

Expand the localhost node.

Expand the Sites node.

Right-click Default Web Site, point to Manage Web Site, and then click Start. (It may already be
running.)

Launch a browser on your local computer. Into its address bar, paste the public DNS address of your
Amazon EC2 instance that you recorded in Step 4: Launch an Instance (p. 10) to make certain that
you can connect to the site.
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After you have verified that your web server is working correctly, you can deploy DNN Platform to
your Amazon EC2 instance.

Configure the Amazon EC2 Instance

In this topic, you will install the Microsoft Web Platform Installer and then install and configure DNN
Platform on your Amazon EC2 instance.

Configure Server Manager Settings

1. Inyour Amazon EC2 instance, click Start. Click Administrative Tools, and then click Server
Manager.

2. Inthe Server Manager application, in the Security Information panel, click Configure IE ESC.

Server Manager (AMAZONA-OYIIETC)

Es Get an overview of the status of this server, perform top management: tasks, and add or remove server roles and
3} features,

| v

| Server Summary E Server Summary Help

+! Computer Information 1 Change System Properties

Full Computer Name: AMAZONA-CVIIETC (""-’ View Network Connections
“& Configure Remote Deskiop
Workgroup: WORKGROUP _5‘_3 Configure Server Manager Remote
Management

Local Area Connection: Assigned by DHCP —
Remote Deskkop: Enabled
Server Manager Remote Disabled
Management:
Product I0: 00496-001-0001253-54650 (Activated)

¥ Do nat show me this consale at logon

>

Security Information @ Go to Windows Firevall
£ Configure Updates

*4 Check for New Roles
Windows Updates: Mever check for updates =

Run Security Configuration Wizard
Last checked for Mewver Ty Configure IE ESC
updates: LI

%\_‘" Last Refresh: Today at 6:26 PM  Configure refresh

Windows Firewall: Public: On

3. Inthe Internet Explorer Enhanced Security Configuration box, under Administrators, click Off,
and then click OK.

4. Close the Server Manager.

5. Onthe Amazon EC2 instance, open Internet Explorer. In the Internet Explorer web address box,
type http://wwv. i i s. net/downl oad/ webdepl oy.

6. To install the latest version of Web Deploy, in the Web Deploy section, click Install this extension.
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IS +Home Downloads Learn  Reference  Solutions B ogs Fo "I._Ir'e

All Downloads Microsoft Supported Downloads Community Contributed Downloads Free Web Platform Installer

Home = Downloads » Microsoft Supported Downloads = Web Deploy 3.0

———

or view additional downloads

Web Deploy 3.0

== This is a Microsoft Supported Download

Server Visibility & Control

Overview 24x7 Managed Support
Enterprise Security -

Web Deploy (msdeploy) simplifies &% vmware
L J. ™ VIRTUALIZED
deployment of Web applications

and Web sites to IIS servers, - ey
Install Microsoft Silverlight for a Administrators can use Web fireiiost

better experience on this site. Deploy to synchronize IIS servers

or to migrate to newer versions of

If you are prompted, click Run to install the Web Platform Installer and install Web Deploy.

If the Web Platform Installer window appears, click Install. If the Web Platform Installer does not
run, click the Free Web Platform Installer link near the top of the page and follow the instructions
to download and install it. Then click Products at the top of the Web Platform Installer window and
click Add for Web Deploy in the list of products. Click Install.
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Web Platform Installer 4.5

O web Deploy 3.0

The Web Deployrment Tool provides deployment and migration suppaort for application packages and I3 6.0, 7.0, 7.5 and
8.0 Web servers, The Wifeb Deployrment Tool incorporates many features that enable Web server administrators to deploy,
syne, publish and migrate sites, including configuration, cantent, S50 certificates, databases and other types of data
associated with a Web server, Web Deploy also supports both admin and non-admin deployment scenarios, The
non-admin scenarios enable administrators to configure Web Deploy on a server, and then delegate a subset of
deployment capabilities to developers who do not have admin accounts on the production server, For developers, the
Wieb Deployment Tool provides a framework for adding manifest files to ZIP packages that simplify local and rermote Web
application deployment,

Mare information

Publizher: Microsoft
Wersion: 9.0,1631.0
Release date: Friday, July 27, 2012

1 Iternsto be installed Dptions Install | Exit

8. Inthe list of third-party application software, Microsoft products, and components appears, click |
Accept. The Web Platform Installer begins to install the software.

Web Platform Installer 4.5

PREREQUISITES IMSTALL COMFIGURE FIMISH

Review the following list of third party application software, Microsoft products and cormponents to be installed and

Wiindows components to be turned on, Third party applications and products are provided by the third parties listed
here; Microsoft grants wou no rights for third party software, You are responsible for and must separately locate, read
and accept these third party license terms,

Web Deploy 3.0

Web Deploy 3.0 [Dependency)

Web Deploy 3.0 without bundled SQL support (latest) (Dependency)

Web Deploy 3.0 without bundled SQL support [Dependency)

Web Deploy 3.0 - July 2012 (Dependency) 5,67 ME

Wiew license terrms Direct Diownload Link

SQL Server Shared Management Objects (2012 on Vista and up) or (2010 on
XP or 2003 server)( (Dependency)

SQL Server 2012 SP1 Shared Manage ment Objects [Dependency]

By clicking "I &ccept,” wou agree to the license terms for the third party and Microsoft softaare listed abowve, If you do

not agree to all of the license terms, click "I Decline.”
IDecline | T&ccept |

9. When the installation is completed, click Finish. Next, you'll use the Web Platform Installer to install
DNN Platform.
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Web Platform Installer 4.5 E

PREREQUISITES IMSTALL COMFIGURE FINISH

V' The following products were successfully installed.
Microsoft Systern CLR Types for Microsoft SQL Server 2012 (64)
Microsoft Systern CLR Types for Microsoft SQL Server 2012 (36)
Microsoft Systern CLR Types for Microsoft SOL Server 2012 SP1 (x86)
Microsoft Systern CLR Types for Microsoft SOL Server 2012 SP1 (x64)
Microsoft SQL Server 2012 Transact-S0QL ScriptDom
Microsoft SOL Server 2012 Data-Tier &pplication Framework (DACF:) for 36 (September 2012)
Microsoft SOL Server 2012 Data-Tier &pplication Framework (DACF:) forx64 (September 2012)
Web Deploy 3.0 - July 2012
S0L Server 2012 5P1 Shared Managernent Objects
S0L Server 2012 5P1 Shared Managernent Objects
SQL Server 2012 5P1 Shared Managerment Objects
Wifeb Deploy 3.0

To Install DNN Platform

1. Atthe top of the Web Platform Installer window, click Applications.
2. Navigate to the DNN Platform row, click Add, and then click Install.
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%) Web Platform Installer 4.6
Spotlight Products Applications [

MName Downloads Released Irnskall

All :
= W
| &pp Frameworks

WordPress 1436564 211972014 Add

& CMS

| 36180 2 i
B eCommerce H Joormla! 636180 12/2/2013 Ay

J Farums N
) Urnbraco CWMS 602125 10/4/2013 Add
21 Galleries —_—
i3 Tools i nopCommerce 333425 12/16/2013 Add
Wiki -
@ Orchard CME 297967 1172272013 Add
@ MET CMWIS 291662 171172014 Adg
wa mojoPortal 241297 11/22/2013 Ady
Sata Acquia Drupal 7 117839 2719/3014 Add
Tnoodle Moodle 170229 2/28/2014 Add
Lo Gallery Server Pro 166255 21972014 Add

s BlogEngine MET 161783 172372014 A

1 Iterm:to be installed Options Install i | Exit

Make sure SQL Server (Not Installed) is selected as the database you want to install. Type a
password for your SQL Server Express database in the Password box and the Re-type Password
box. Click Continue.
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PREREQUISITES INSTALL COMNFIGURE FIMIEH

What type of database would you like to use?

[SQL Server (Not Installed) |

Default database admin account for: sa

Password: %
f
Re-type Password:

¥ Save my password

Cancel | Continue |

When the list of third-party application software, Microsoft products, and components appears, click
| Accept.

Web Platform Installer 4.6 E3

PREREQUISITES IMNETALL COMNFIGURE FIMISH

Rewview the following list of third party application software, Microsoft products and components to be installed and

Windows components to be turned on, Third party applications and products are provided by the third parties listed
here: Microsoft grants you no rights for third party software, You are responsible for and must separately locate, read
and accept these third party license terms,

£ DNN Platform 49,58 ME
Direct Download Link
SQL Server Express 2008 R2? Service Pack 2 T4.08 MB

X p
Wieyy license terms Direct Download Link
Total file download size: 123.66 MB

By clicking "I &ccept,” you agree to the license termns for the third party and Microsoft software listed abowve, If wou do
not agree to all of the license terms, click "I Decline,”

IDecline [accept

It can take a few minutes for the installer to finish. When it does, you will be prompted to configure
your new site.
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5. Onthe Configure page, accept all the default information and click Continue.

Web Platform Installer 4.6

PREREQUISITES INSTALL CONFIGURE FIMIEH

Web Site:
| Defaul web Site =l

‘DM Platform' application name:
|dotnetnuke

http: /localhost: 80/ dotnetnuke

Web Site Name:
|Default web Site

Physical path:

|E:'\inetpubhwwwmot |
IP address: Port:

I.-’-'«II lnaszigned j IBEI

Host Mame:

Example: localhost or application. contoso. com

Cancel Continue

6. When the installation is complete, click Launch DNN Platform.
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Web Platform Installer 4.6

FREEREQUISITES IMSTALL COMNFIGURE FINISH

v' The following products were successfully installed.

Launch DMM Platforrm
S0L Server Express 2008 R2 Service Pack 2

Finish

7. When the DNN Platform Installation page appears, do the following:

a. Follow these steps to open the Advanced Settings dialog box and set the Identity of the DNN
Platform application pool to NetworkService:

i. InlIS Manager, expand the tree in the pane on the left and click Application Pools.
ii. Inthe center pane, right-click dotnetnuke, and then click Advanced Settings.

iii. Under Process Model, click Identity and then click ... to open the Application Pool Identity
dialog. For Built-in account, choose NetworkService and click OK.
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Advanced Settings 2]

B {General) =
MET Framework Yersion vzl
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Marme dotnietrke
Queue Length 1000
Start Automatically True
B cru
Lirnit 1]
Lirnit Action Modction
Limit Inkerval {minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4204967295

E Process Model
Identity

Networkservice| ._I

Idle Time-out {minutes) 20

Load User Profile False

Maximur Worker Processes 1

Ping Enabled True

Fing Maximum Response Time (seconc 90

Ping Period {seconds) 30

Shutdown Time Limit {seconds) a0

Farbun Tirme |imit (seronds) an hd
Identity
[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Application Pool Identity {recommended), Metwork Service,
Local System, Local Service, or as a specific user identity,
oK | Caniel |
4

iv. Inthe Advanced Settings dialog box, click OK.

b. On the DNN Platform Installation page, enter a Username, Password, and Website
Information. Accept the remaining defaults, and then click Continue.

Installation

@ Ener Your Account Information

To setup your Installation, enter the following information.  [] View Installation Video

Administrative Information

Username * host

Password ™

Confirm *

Website Information

Website Name = My Website
Template Default Template -
Language English (United States) >

Congratulations! You have successfully deployed DNN Platform using Amazon Web Services. To verify
that it works, in the web browser on your local computer, type the DNS address of the Amazon EC2
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instance you recorded in Step 4: Launch an Instance (p. 10) . Add dot net nuke at the end of the address
(e.g., http://ec2-107-21-89-39.compute-1.amazonaws.com/dotnetnuke).

In the future, if you decide you want to launch more instances and deploy your application on them, you
won't have to customize each one. Step 6: Create a Custom AMI (p. 23) explains how to create a custom
Amazon Machine Image (AMI) with all your configuration changes.

Step 6: Create a Custom AMI

Now that we have customized our Amazon EC2 instance, we can save this Amazon Machine Image
(AMI) and launch future environments with this saved configuration.

To create an AMI from a running Amazon EC2 instance

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

Make sure that US East (N. Virginia) is selected in the region selector of the navigation bar.
In the navigation pane, click Instances.

On the Instances page, right-click your running instance, and then click Create Image.

In the Create Image dialog box, fill in a uniqgue image name and an optional description of the image
(up to 255 characters), and then click Create Image.

gk wdPeE

Amazon EC2 terminates the instance, takes images of any volumes that were attached, creates and
registers the AMI, and then relaunches the instance.

6. The Create Image dialog shows the AMI ID. Make a note of it; you will need it in a later task.

7. To view the status of the new AMI, click AMIs in the navigation pane. While the new AMI is being
created, its status is pending. It takes a few minutes for the whole process to finish.

8. When the status of your AMI changes to available, go to the Snapshots page by clicking Shapshots
in the navigation pane. View the new snapshot that was created for the AMI. Any instance that you
launch from the new AMI uses this snapshot as its root device volume.

Create Snapshot | | Delete Permissions | Create Volume | | Create Image | Copy ¢ % 0
Viewing: Owned By Me - (Search ) ito 50 of 257 Items 3 |
Name Snapshot ID Capacity Description Status g

V] | empty C;: snap-b92ad5fd 10 GiB Created by Createlmage(i- ) for ami- from vol-1e5f8b7f () completed “

Eventually, you'll probably want to have multiple Amazon EC2 instances running across multiple Availability
Zones. If one Availability Zone becomes unavailable, the traffic will be rerouted to another Availability
Zone. An Elastic Load Balancer will enhance the availability of your application, whether all of your
instances are in the same Availability Zone or in multiple Availability Zones. To create an Elastic Load
Balancer, move on to Step 7: Create an Elastic Load Balancer (p. 23).

Step 7: Create an Elastic Load Balancer

Elastic Load Balancing automatically distributes and balances the incoming application traffic among all
the instances you are running, improving the availability and scalability of your application. The service
also makes it easy to add new instances or remove underused instances when you need to increase or
decrease the capacity of your application. The following diagram shows how the load balancer works. In
this diagram, the load balancer contains two listeners. The first listener accepts traffic on port 80 using
HTTP and forwards these requests to the Amazon EC2 instances using HTTP on port 8080. The other
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listener accepts traffic on port 443 using HTTPS and forwards these requests to the Amazon EC2 instances
using HTTPS on port 4443.

Load Balancer Elastic Load Balancer

EC2 Instance
Protocol/Port Instance Protocol/Port C e
HTTF/80 HTTP/8080
Listenar
Client EC2 Instance
HTTPS/443 HTTPS/4443
Listener
Client EC2 Instance

EC2 Instance

You can specify the protocol and port for both the client and the Amazon EC2 instances. In this step, we
will create a load balancer for an HTTP service. We'll specify that the load balancer listen on port 80 for
incoming traffic from clients and then distribute traffic on port 80 to the instances.

As soon as your load balancer becomes available, you're billed for each hour or partial hour that you
keep the load balancer running. For more information about Elastic Load Balancing pricing, see the Elastic
Load Balancing details page.

For more information about elastic load balancers, go to the Elastic Load Balancing Documentation.
To create a load balancer
1. Define a load balancer:

Open the Amazon EC2 console at https://console.aws.amazon.com/ec?2/.
In the top navigation bar, click US East (N. Virginia) in the region selector.
In the left navigation pane, click Load Balancers.

Click Create Load Balancer.

® oo g

In the Create a New Load Balancer wizard, on the Define Load Balancer page, enter a name
for your load balancer. In this example, type MyLB.
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Create a New Load Balancer Cancal %

This wizard will walk you through setting up 3 new load balancer. Begin by giving your new load balancer a unique name so
that you can identify it from other load balancers you might create. You will also need to configure ports and protocols for
your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2 instances.
By default, we've configured your load balancer with a standard web server on port 80.

Load Balancer Name: \yLB

Create LB inside: .2 -

(what's this?)

Listener Configuration:

Load Balancer Protocol Load Balancer Port  Instance Protocol Instance Port  Actions
HTTP 80 HTTP 80
HTTP - HTTP = [—

f.  Leave the Listener Configuration set to the default value for this example. The Load Balancer
Port and Protocol specifies the port and protocol that the load balancer will use to listen for traffic
from clients. The Instance Protocol and Port specifies the port and protocol the load balancer
will use to route traffic to the instances. For example, if you want the load balancer to forward
traffic to the instances using port 8080, you can specify that here.

Note
After you configure the listener information, you cannot change it. If you want to update
this information, you will need to create a new load balancer.

g. Click Continue.

Configure the health check:

Elastic Load Balancing routinely checks the health of each load-balanced Amazon EC2 instance. If
Elastic Load Balancing finds an unhealthy instance, it stops sending traffic to the instance and reroutes
traffic to healthy instances.

a. Onthe Configure Health Check page under Configuration Options, do the following:

» Leave Ping Protocol set to its default value of HTTP. In the future, if you want to use a more
secure protocol for the load balancer to send ping requests to your instances, you can use
HTTPS and specify a different port. For information on using HTTPS with Elastic Load
Balancing, see Elastic Load Balancing Developer Guide in Elastic Load Balancing Developer
Guide.

» Leave Ping Port set to its default value of 80.

Elastic Load Balancing uses the ping port to send health check queries to your Amazon EC2
instances.

Note

If you specify a ping port value, your Amazon EC2 instances must accept incoming
traffic on the port that you specify. You can set a port value other than 80, and you
can change this value at any time.
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* In the Ping Path box, replace the default value with a single forward slash ("/").

Elastic Load Balancing sends health check queries to the ping path you specify. This example
uses a single forward slash so that Elastic Load Balancing sends the query to your HTTP
server's default home page, whether that default page is named i ndex. ht ml ,defaul t. htm
or a different name. When you deploy your application, consider creating a special lightweight
file that responds only to the health check. Doing so helps differentiate between traffic that is
hitting your site and responses to the load balancer.

b. Under Advanced Options, set the Healthy Threshold to 2. Accept the default values on the
other options.

Typically, the default value of 10 is fine for a healthy threshold. To expedite this tutorial, we
specify 2 so you don't have to wait as long to see healthy instances.

Create a New Load Balancer Cancel (X

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that
pass the health check. If an instance fails the health check, it is automatically removed from the load balancer. Customize
the health check to meet your specific needs.
Configuration Options:

Ping Protocol: HTTP -

Ping Port: 80
Ping Path: /
Advanced Options:

Time to wait when receiving a response from

Response Timeout: Seconds the health check (2 sec - 60 sec).

Health Check Interval: 05 | Minutes iln;c:ﬂ:’::i‘of time between health checks (0.1 min

Unhealthy Threshold: Number of consecutive health check failures

2 before declaring an EC2 instance unhealthy.
. Number of consecutive health check successes
Healthy Threshold: 2 before declaring an EC2 instance healthy.

c. Click Continue.

3. Onthe Add EC2 Instances page, click Continue.
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Create a New Load Balancer Cancel |x

The table below lists all your running EC2 Instances that are not already behind another load balancer or part of an
aute-scaling capacity group. Check the boxes in the Select column to add those instances to this load balancer.

Manually Add Instances to Load Balancer:

Select Instance Name State Security Groups Availability Zone

No records found.

select all | select none

Availability Zone Distribution:

No instances selected

L

Review your settings. To make changes to the settings, click the Edit link for a specific step in the
process.

Create a New Load Balancer Cancel [x

Load Balancer Name: MylLB
Scheme: internet-facing
Port Configuration:
80 (HTTP) forwarding to 80 (HTTP)
Edit Load Balancer Definition

Ping Target: HTTP:80:/ Unhealthy Threshold: 2
Timeout: 5 Healthy Threshold: 2
Interval: 0.5

Edit Health Check

EC2 Instances: Mo instances
Edit ECZ Instance Selection

VPC:
Subnets:

Please review your selections on this page.

Clicking "Create" will launch your load balancer.
Check the Amazon EC2 product page for load

balancer pricing info

Back

Important

After you create a load balancer, you can modify any of the settings except for Load Balancer
Name and Port Configuration. To rename a load balancer or change its port configuration,
create a replacement load balancer.
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5. Click Create.
6. On the Confirmation page, click Close.

Create a New Load Balancer Cancel |%

Your load balancer has been created.

Note: It may take a few minutes for your instances to become active in the new load balancer.
View my load balancers and check their status.

Back

Close

Your new load balancer now appears in the list.

As a best practice, you should have sufficient instances across Availability Zones to survive the loss

of any one Availability Zone. Therefore, we will ensure that our load balancer points to multiple
Availability Zones in the next step.

7. Record the public DNS address:

a. Inthe Load Balancers pane, click MyLB.
b. Click the Description tab.

Create Load Balancer Delete

C & @

viewing: All Load Balancers ~ (Search

1 to 10 of 10 Items

Il Load Balancer Name DNS Name

Port Configuration
& MyLB

Availability Zones

MyLB-601633057.us-east-1.elb.amazonaws.com 80 (HTTP) forwarding to 80 (HTTP) = us-east-1b, us-east-1c

1 Load Balancer selected

% Load Balancer: MyLB _| = =

Description Instances Health Check

Security Listeners

DNS Name:

MyLB-601633057.us-east-1.elb.amazonaws.com
IpUE.MyTB=66-+ = e TETTS COTT

dualstack.MyLB-601633057.us-east-1.elb.amazonaws.com

(A Record

Record)
(A or AAAA Record)

Note: Because the set of IP addresses associated with a LoadBalancer can change over time,

you should never create an "A” record with any specific IP address. If you want to use a friendly

DNS name for your LoadBalancer instead of the name generated by the Elastic Load Balancing

service, you should create a CNAME record for the LoadBalancer DNS name, or use Amazon Route 53

to create a hosted zone. For more information, see the Using Domain Names With Elastic Load Balancing

c. Write down the public DNS address. You will need it later in this tutorial.

8. Add an Availability Zone:
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a. Inthe list of load balancers, click MyLB.
b. Click the Instances tab.
c. Click the plus icon.

Create Load Balancer Delete (G 9

viewing: All Load Balancers - [ Search )] 1to 10 of 10 Items

[[] = Load Balancer Name DNS Name Port Configuration Availability Zones
] +, artest-ElasticLoad- aztest-ElasticLoad-AOZJ2083YKV8-465908024 us- 80 (HTTP) forwarding to 8888 (HTTP us-east-1c, us-east-1b, us-east-1a
1 Load Balancer selected

% Load Balancer: MyLB | = =

Description Instances Health Check Security Listeners

Instances LR

Instance Name Availability Zone Status Actions

No records found.

Availability Zones
Availability Zone Instance Count Healthy? Actions

us-east-1c ] No (why?)

d. Inthe Add and Remove Availability Zones dialog box do the following:

* Click us-east-1b: 0 instances.
» Click us-east-1c: 0 instances.
* Click Save.

Add and Remove Availability Zones Cancalx

Load balancers distribute requests evenly among
the availability zones to which they are assigned.
Add or remove zones from the Load Balancer
below.

[T us-east-1a: 0 instances
us-east-1b: 0 instances
us-east-1c: 0 instances
[Tl us-east-1d: 0 instances
[Tl us-east-1e: 0 instances

/M, You are enabling an Availability Zone that is empty
{has no running instances)

)
Save

In a later task, you will launch instances in these two Availability Zones by using Auto Scaling.
You'll see that the Availability Zones column for the load balancer is updated for both Availability
Zones.

Where You're At

Here's where you are in building your architecture.
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e

MyLB

In Step 4: Launch an Instance (p. 10), you set a security group to allow all traffic to connect to your
Amazon EC2 instance via port 80 (HTTP). Now that you have created an Elastic Load Balancer, you can
update your security group to allow only incoming HTTP traffic from your Elastic Load Balancer. Move
on Step 8: Update Your Amazon EC2 Security Group (p. 30).

Step 8: Update Your Amazon EC2 Security

Group

In Step 4: Launch an Instance (p. 10), we created a security group that enabled HTTP over port 80. The
security group allows all traffic to access the Amazon EC2 instance directly over HTTP/80. Since you
created an Elastic Load Balancer, a more secure method is to allow only the load balancer to access
your Amazon EC2 instance. In this task, you will update your security group to allow only the load balancer
to access your Amazon EC2 instance over HTTP/80.

To configure your security group

P oDdPE

o

9.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
In the top navigation bar, click US East (N. Virginia) in the region selector.
In the left navigation pane, click Load Balancers.

Select the load balancer that you created earlier, and click the Security tab. In the Source Security
Group field, copy or write down the name of the security group that's associated with the load
balancer. You will need the name to update your instance's security group rules.

In the left navigation pane, click Security Groups.

On the Security Groups page, click the security group webappsecuri t ygr oup that you created
in the previous procedure. If you cannot see your security group, you may need to select All Security
Groups from the filter list.

Click the Inbound tab, and click Edit.

In the row that displays port 80 (HTTP), select Custom IP from the Source field, and enter the name
of the security group that's associated with your load balancer, for example,
amazon- el b/ amazon- el b- sg.

Edit inbound rules x
Type i Protocol (i Port Range (i Source (i
ROP B TCP 31385 Anywhere = 0.0.0.0/0 @
M35 500 E TCP 1433 Anywhere = 0.0.0.0/0 g
HTTF L TCP 80 Custom IP = amazon-elb/amazen- @

Add Rule Cancel m

Click Save. The rules for this security group will be enforced when the instances that use these rules
are launched.
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Now that you have configured your Amazon EC2 security group, you can move on to Step 9: Launch
Amazon EC2 Instances Using Auto Scaling (p. 31). Auto Scaling can adjust the number of running
instances as traffic levels change.

Step 9: Launch Amazon EC2 Instances Using
Auto Scaling

Auto Scaling launches and terminates Amazon EC2 instances automatically according to user-defined

policies, schedules, and alarms. You can use Auto Scaling to maintain a fleet of Amazon EC2 instances
that can adjust to any presented load. You can also use Auto Scaling to bring up multiple instances in a
group at one time.

As the name implies, Auto Scaling responds automatically to changing conditions. All you need to do is
specify how it should respond to those changes. For example, you can instruct Auto Scaling to launch
an additional instance whenever CPU usage on one or more existing instances exceeds 60 percent for
ten minutes, or you could tell Auto Scaling to terminate half of your website’s instances over the weekend,
when you expect traffic to be low.

Auto Scaling can ensure that the instances in your fleet are performing optimally so that your applications
continue to run efficiently. Auto Scaling groups can even work across multiple Availability Zones, so that
if an Availability Zone becomes unavailable, Auto Scaling will automatically redistribute traffic to applications
in a different Availability Zone. With Auto Scaling, you can ensure that you always have at least one
healthy instance running. For more information, see Auto Scaling.

In this example, you will set up the basic infrastructure that must be in place to get Auto Scaling started
for most applications. You'll do the following:

¢ Create a launch configuration.
¢ Create an Auto Scaling group.
¢ Create a policy for your Auto Scaling group.

For the purposes of this tutorial, we'll set up an Amazon EC2 application to be load-balanced and
auto-scaled with a minimum number of two instances and maximum number of two instances. By setting
the minimum and maximum number to be the same, you can ensure that you always have the desired
number of instances even if one instance fails. When you create your actual website, as a best practice
you should launch sufficient instances across Availability Zones to survive the loss of any one Availability
Zone. Additionally, the maximum number of instances must be greater than the minimum to make use
of the Auto Scaling feature.

You can control how big your fleet gets by specifying a maximum number of instances. In this example,
Auto Scaling is configured to add one instance when there is a increase in load. We will define the policy
in this topic, and in the next section we will create a CloudWatch alarm to take action on the policy when
the average NetworkOut exceeds a threshold of 6,000,000 bytes for 5 minutes. Auto Scaling and Amazon
CloudWatch work together to launch or terminate instances according to the policies you create. To save
time, we will create just one policy; however, you can create more policies, such as a policy to terminate
instances when load decreases.

If you haven't already installed the Auto Scaling command line tools, you need to do that now. To install
the Auto Scaling command line tools to your local computer go to Auto Scaling Command Line Tool. For
instructions on configuring your Auto Scaling tools, go to Install the Command Interface in the Auto
Scaling Developer Guide.
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To set up an auto-scaled, load-balanced Amazon EC2 application

1.

Open a command prompt window: From a local Windows computer, click Start. In the Search box,
type cnd and then press Enter.

The launch configuration is a template for the instances you launch in your Auto Scaling group. To
define the launch configuration for this example, we will use the as- cr eat e-1 aunch- confi g
command. The following parameters define your launch configuration.

¢ image-id is the AMI ID. Use the custom AMI ID that you created in Step 6: Create a Custom
AMI (p. 23).

* instance-type contains basic information, such as operating system, memory, and local storage,
about the instance that you will launch. For this example, use the same instance type that you
used when your first launched your instance.

 key is the key pair used to connect to your instances. Use the same key pair that you created when
you first launched your instance.

e group is the security group where you defined the access rules for your instance. Use the same
security group that you created when you first launched your instance.

Note
If you launched your instance and created your security group in a VPC, you will need to
specify the security group's ID in the command, and not its name.

* monitoring-disabled specifies that you want to use basic monitoring instead of detailed monitoring.
By default, detailed monitoring is enabled. For more information about basic and detailed monitoring,
go to Amazon CloudWatch.

We will not specify a region, because we want to use the default region, US East (N. Virginia). At
the command prompt, type the following, and then press Enter:

PROWPT>as- creat e-|1 aunch-config M/LC --i nage-id am -191dc970 --i nstance-type
ml. | arge --group webappsecuritygroup --key nykeypair --nonitoring-disabled

Auto Scaling returns the following:

OK- Created | aunch config

Note

You can copy the commands from this document and paste them in the Command Prompt
window. To paste the contents in the command line window, right-click in the Command
Prompt window, and then click Paste. If you have trouble getting the commands to work,
ensure that the command was entered correctly.

You have now created your launch configuration.

Armazon EC2 Launch Configuration: MyLC

Type: ml.large
Id: ami-191dc570
Security Group: webappsecuritygroup
Key: mykeypair
Detailed Monitoring: Disabled
EC2 Instance

To create an Auto Scaling group in which you can launch multiple Amazon EC2 instances, you will
use the as- cr eat e- aut o- scal i ng- gr oup command. Use the following parameters to define your
Auto Scaling group.

« launch-configuration is the name of the launch configuration that you created in the previous step.

32



http://aws.amazon.com/cloudwatch/

Getting Started with AWS Computing Basics for
Windows
Step 9: Launch Amazon EC2 Instances Using Auto
Scaling

« availability-zones specifies the Availability Zones where the Amazon EC2 instances in the Auto
Scaling group will be launched. In this example, you will specify two Availability Zones.

Specifying multiple Availability Zones is a good practice for building fault-tolerant applications. If
one Availability Zone experiences an outage, traffic will be routed to another Availability Zone. The
number of instances that are launched in the Auto Scaling group will be evenly distributed across
the Availability Zones.

* min-size and max-size set the minimum and maximum number of Amazon EC2 instances in the
Auto Scaling group. By setting the minimum and maximum number to be the same, you can fix
the number of instances in your group. In this example, set both the minimum and maximum
number to 2.

* load-balancer is the name of the load balancer that is used to route traffic to the Auto Scaling
group.

At the command prompt, type the following, and then press Enter.

PROVPT>as- cr eat e- aut 0- scal i ng- gr oup MyAut oScal i ng& oup --1 aunch-configuration
M/LC --avail ability-zones us-east-1b, us-east-1c --nmin-size 2 --max-size
2 --1oad-bal ancers M/LB

Note
If you do not have permission to launch instances in us-east-1b, then try us-east-1d.

Auto Scaling returns output similar to the following example:

K- Creat ed AutoScal i ngG oup

To create a policy to enlarge your fleet of instances, we will use the as- put - scal i ng- pol i cy
command. This policy applies to the Auto Scaling group you created in the previous step. Use the
following parameters when defining your Auto Scaling policy.

« auto-scaling-group is the name of the Auto Scaling group that you want to apply the policy to. Use
the Auto Scaling group name that you created in the previous step.

« adjustment is the number of instances you want to increment or decrement. For this example, use
1.

« type is the type of policy you want to create. For this example, use ChangelnCapacity to change
the fleet size of your instances.

¢ cooldown is the time, in seconds, after an action before Auto Scaling should evaluate conditions
again.

At the command prompt, type the following, and then press Enter:

PROMPT>as- put - scal i ng- pol i cy MyScal eUpPol i cy --aut o-scal i ng- group MyAut oScal
i ngG oup --adjustnent=1 --type Changel nCapacity --cool down 300

Auto Scaling returns output similar to the following example:

POLI CY- ARN ar n: aws: aut oscal i ng: us- east - 1: 012345678901: scal i ngPol i cy: cbe7dade-
5d00- 4882- 900a- 2f 8113431e30: aut oScal i ngG oupName/ MyAut oScal i ngG oup: pol i cy
Nare/ MyScal eUpPol i cy
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Note

To save time, we created only a policy to add an instance. In most cases, you would also
create a policy to terminate one or more instances when traffic declines. Auto Scaling can
decrease the number of instances when your application doesn't need the resources, saving
you money. To create a policy for terminating an instance, start from the policy you just
created, change the policy name, and then change the value of adjustment from 1 to -1.
You use " - - adj ust ment =- 1" on a Windows machine.

At the command prompt, type the following, and then press Enter:

PROVPT>as- put - scal i ng- pol i cy MyScal eDownPol i cy --auto-scaling-group

M/Aut oScal i ngGroup "--adj ust nent=-1" --type Changel nCapacity --cool down
300

5. To verify that your Auto Scaling group exists, we'll use the as- descri be- aut o- scal i ng- gr oups
command. At the command prompt, type the following, and then press Enter:

PROVPT>as- descri be- aut o- scal i ng- groups MyAut oScal i ngGr oup --headers

Auto Scaling returns the following:

AUTO SCALI NG GROUP  GROUP- NAVE LAUNCH CONFI G AVAI LABI LI TY- ZONES
M N SI ZE MAX- SI ZE DESI RED- CAPACI TY

AUTO- SCALI NG GROUP  MyAut oScal i ngGroup MWLC us- east - 1b, us- east -

lc 2 2 2

I NSTANCE | NSTANCE-I D AVAILABI LI TY-ZONE STATE STATUS LAUNCH CONFI G

I NSTANCE i - XXXXXXXX us-east-1b InService Healthy MLC

I NSTANCE i - XXXXXXXX us-east-1c InService Healthy MLC

Your Amazon EC2 application has been launched as an auto-scaled and load-balanced application.

For more information about Auto Scaling, see the Auto Scaling Documentation.

Caution

You will continue to incur costs as long as your Amazon EC2 instances are running. If at any
time you want to terminate these instances, see Terminate Your Amazon EC2 Instances in Your
Auto Scaling Group (p. 43).

Where You're At

Here's where you are in building your architecture.

34



http://aws.amazon.com/documentation/autoscaling/

Getting Started with AWS Computing Basics for
Windows
Step 10: Create a CloudWatch Alarm

pr—r—mr—r— ~
| I
i MyLC MyLC I
| [
| ECZ Instance ECZ Instance |
| \ webappsecuritygroup |
| |
\ |

MyAutoScalingGroup

Now that you have created your Auto Scaling group and your Amazon EC2 instance is up and running,
you'll want a way to monitor the health of your instance. In the next step, you'll create an Amazon
CloudWatch alarm to track the Auto Scaling policy you just created.

Step 10: Create a CloudWatch Alarm

Amazon CloudWatch is a web service that enables you to monitor, manage, and publish various metrics
and to configure alarm actions based on those metrics.

With Amazon CloudWatch, you can collect, analyze, and view system and application metrics so that
you can make operational and business decisions quickly and confidently. Amazon CloudWatch
automatically collects metrics about your AWS resources, such as the performance of your Amazon EC2
instances. You can publish your own metrics directly to Amazon CloudWatch.

You can use Amazon CloudWatch to diagnose problems by looking at system performance before and
after a problem occurs. Amazon CloudWatch helps you identify the cause and verify your fix by tracking
performance in real time. For example, you can set up Amazon CloudWatch to send you email right away
when your application slows down, so you can go back and discover, for example, that a particular
database was being overloaded. When you have fixed the problem, you can use Amazon CloudWatch
to watch response times return to normal. For more information about creating CloudWatch alarms, go
to Creating CloudWatch Alarms in the Amazon CloudWatch Developer Guide.

A common use for Amazon CloudWatch is to keep your applications and services healthy and running
efficiently. For example, you can use it to discover that your website runs best when network traffic to
your Amazon EC2 instances remains below a certain threshold. You can then create an Auto Scaling
policy to ensure that you always have the right number of instances to match the amount of traffic you
have.

In the previous task, we created an Auto Scaling policy to add to the number of running instances. In this
task, we’ll associate that policy with an alarm action. When the alarm is triggered, Auto Scaling is notified
and makes the appropriate changes to your resources.

You'll create an alarm with the following characteristics:
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MyMNetworkOutAlarm

Description: NetworkQut at 6,000,000 bytes for >= 5 minutes
@® Namespace: AWS/EC2
Statistic: Average
Metric: NetworkQut
MCT: ==6,000,000
CloudWatch Alarm

The following diagram demonstrates how Amazon CloudWatch and Auto Scaling work together. The
Amazon EC2 instance reports its NetworkOut metric to Amazon CloudWatch. Amazon CloudWatch fires
an alarm if the specified threshold has been exceeded and reports this to the Auto Scaling Group. The
Auto Scaling group then takes action based on the policy that is set.

Step [nstances report NetworkOut metric to Amazon (Stepy  Amazen CloudWatch alerts Auta Scaling group that
1 CloudWatch 2 alarm condition is met

A }\LB\‘
- f_ | e, - ll,_ _____________________ \
| MyLC ® : MyLC MyLC ' -
| = I IL{_
i EC2 Instance EC2 Instance | MyNetworkOutAlarm | EC2 Instance EC2 Instance + b MyMetworkQutAlarm
w,/ CloudWatch w/ CloudWatch | | wy CloudWatch w/ CloudWatch I
| webappsecuritygroup . webappsecuyritygroup |
| ! |
. MyAutoScalingGroup MyAutoScalingGroup _|
A I S / N TR T -

t;ep

3 Auto Scaling takes action based on policy that is set

webappsecuritygroup

e — s —
-

MylLC MylLC MyLC |

|

EC2 Instance EC2 Instance EC2 Instance |
with with with

CloudWatch CloudWatch CloudWatch |

|

MyAutoScalingG '
N Lt ordn. S v

This topic walks you through creating a CloudWatch alarm to alert the application when the threshold is
exceeded. To save time, we'll create just one alarm; however, you can apply the same procedure to
create other alarms. For example, you could create another alarm to notify Auto Scaling that it needs to
terminate an instance. For more information about Amazon CloudWatch, see the Amazon CloudWatch
details page.

To create an Amazon CloudWatch alarm
1. Select a metric for your alarm:

a. Open the Amazon CloudWatch console at https://console.aws.amazon.com/cloudwatch/.
b. Inthe top navigation bar, click US East (N. Virginia) in the region selector.
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2.

c. Inthe left navigation pane, click Alarm.
In the details pane, click Create Alarm.

In the Create Alarm Wizard, on the Select Metric page, in the Viewing list, select EC2:

Aggregated by Auto Scaling Group.

Create Alarm Wizard

MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroup
MyAutoScalingGroupLinux
MyAutoScalingGroupLinux
MyAutoScalingGroupLinux
WMyAutoScalingGroupLinux

Klefhrba mnlinaeaml ins

NetworkOut (Bvtes)

CPUUtilization
DiskReadBytes
DiskReadOps
DiskWriteBytes
DiskWriteOps
Networkln
NetwaorkOut
CPUUtilization
DiskReadBytes
DiskReadOps
DiskWriteBytes

Plim LA it a P,

wJ Statistic:  Average lz‘ 120,000
. . Period: 5 Minutes 100,000
Set an alarm for any of your CloudWatch metrics. Your alarm will [=]
react automatically when a metric reaches your specified threshold. 80000
. . " A . Important: select a sample
Available actions include sending Amazon SNS notifications and period. A shorter period allovs | 50-000
executing Auto Scaling policies. To get started, select a3 metric. a more sensitive alarm. A 40,000
Then preview it, select a statistic and sampling period, and click lonasgipeciodismanthalout 1/13 1/13
R brief spikes. 14:00 16:00
Continue.
viewing: EC2: Aggregated by Auto Scaling Group ~ MyAutoScalingGroup . Search 1 to 42 of 42 Matrics

Cancel | X

1/13
18:00

m

f.  Click the MyAutoScalingGroup/NetworkOut row, and then click Continue.

Note
It can take up to 15 minutes for the Auto Scaling group to appear in the list. If you do
not see your Auto Scaling group, wait up to 15 minutes, and then try again.

Define the alarm:
On the Define Alarm page of the Create Alarm wizard, do the following, and then click Continue:

¢ In the Name box, type MyNet wor kQut Al ar m
¢ In the Description box, type a description.

¢ Inthe Define Alarm Threshold section, click >=, type 6000000 in the first box and 5 in the minutes
box. For your own application, you can do some load testing to see what values make the most
sense.
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3.

Create Alarm Wizard Cancal [X

O

DEFINE ALARM

Provide the details and threshold for your alarm. Use the graph below to help set the appropriate threshold. Average

Identify Your Alarm
Assign your alarm a name and description.

Name: MyMNetworkOutAlarm

Description: This is my network out alarm.

Define Alarm Threshold

Alarms have three states: ALARM, OK, and INSUFFICIENT DATA. The state of your alarm changes according to a threshold you
specify. First, define the criterion for entering the ALARM state. Later, you can specify an action to be taken when your alarm enters
any of the three states.

This alarm will enter the ALARM state when NetworkOutis == » 6000000 for & minutes.

NetworkOut (Bytes)

Metric: NetworkOut 00,000
Period: 5 Minutes 400,000
Statistic: Average 200,000

A A A rs

0
/12 112 113 113 1/13 1/13
14:00 15:00 16:00 17:00 18:00 19:00

Define your actions:

a.

On the Configure Actions page of the Create Alarm wizard, do the following, and then click
Add Action.

* Under When Alarm state is, click ALARM.

» Under the Take Action list, click Auto Scaling Policy.

* Inthe Auto Scaling Group list, click MyAutoScalingGroup.
« Inthe Policy list, click MyScaleUpPolicy (Add 1 instance).

Do the following, and then click Continue.

* |In the new row that is created, under When Alarm state is, click ALARM.

» Under the Take Action list, click Send Notification.

* In the Topic box, click Create New Email Topic and then type a topic name.
In the Email(s) box, type an email address where notifications will be sent.
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4.

5.

Create Alarm Wizard

CONFIGURE ACTIONS

Define what actions are taken when your 'MyNetworkOutAlarm' alarm changes.

You can define multiple actions for a single alarm. For example, you may want to scale out your fleet and send an email to your page
when this alarm enters the ALARM state, and then send another all-clear email when it returns to the OK state.

Define Your Actions

Actions define what steps you want to automate when the alarm state changes. For example, you can send a message using email via the
Simple Notification Service (SNS). You can also execute an Auto Scaling Policy, if you have one configured (learn about policies).

When Alarm state is Take action Action details
ALARM » | Auto Scaling Policy » | Auto Scaling Group:  NyAutoScalingGroup  + Policy:  MyScaleUpPolicy (Add 1 +
ALARM ~  Send Notification » Topic: MyNetworkOutAlarm Email():

< Back

L

A topic is a communication channel that can be reused across Send Notification
actions. Flease enter a new topic name and a list of comma-separated email

addresses.

Cancel | X

REMOVE
ADD ACTION

On the Review page, review the settings. If everything is all right, click Create Alarm.

Create Alarm Wizard

Alarm Definition

Metric
Namespace:
MetricName:
AutoScalingGroupName:
Period [ Statistic:
Alarm Actions

Actions:

< Back

If you want to make any changes to this alarm, click Back or select a step on the right to edit.

Name: MyNetworkOutAlarm
Description: This is my network out alarm.
In ALARM state when: the value is == 6000000 for 5 minutes

AWS/EC2
NetworkOut
MyAutoScalingGroup
5 Minutes / Average

when alarm state is "@ ALARM "
Action Type: Auto Scaling Policy
Action: Use policy MyScaleUpPolicy (Add 1 instance) for group MyAutoScalingGroup

When alarm state is "@ ALARM "
Action Type: Send Notification to New Topic
Action: Notify topic: MyNetworkOutAlarm (janedoe@example.com)

Create Alarm |

Cancel | %

Edit Definition

Edit Metric

m

Edit Actions

On the confirmation page, click Close.
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Create Alarm Wizard Cancel %

Your alarm has been created.

Click here to view all of your alarms, or click Close to finish this wizard.

On the dashboard page of the Amazon CloudWatch console, your new alarm now appears in the
list.

Overview of Your Alarms

@ MyNetworkOutAlarm
NetworkOut >= 6,000,000

500,000
400,000
200,000
JI W W -
0
1/13
16:00

Overview of Your Resources

EC2: Top 3 Instances RDS: Top 3 Instances EBS: Volumes ELB: All Instances
Avg CPU Utilization (Percent) Avg CPU Utilization (Percent) Total Read/Write Volume [MBytes) Total Requests (Count)
100 100 5 25
(=]
75 75 4 20
2 15
50 50
2 10
25 25 N
e s —_—
o o o 0@
1/12 1/12 1/12 1/13
18:00 18:00 18:00 18:00

» View graph for all 30 EC2 Instances » \fiew graph for all 4 RDS Instances » \iew graph for all 16 EBS Volumes » View graph for all 8 ELBE Instances

If you create a MyScaleDownPolicy, you can create another alarm using the same steps.

Where You're At

Here's where you are in building your architecture.

o<

Elastic Load Balancing

i Ve s — i — . — . - \
17 — P
(. I oo
| | [ [
| : [ | |
;o Lo -
I . EC2 Instance | | ECZ2 Instance | I
| | wi! CloudWatch | w CloudWatch |
i |
| | Sa:ulrlt-,r Froup -
L I Ly
(Y Auto Sraling Group 1o
| e i e - |
| |
I J
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Congratulations! You have successfully deployed your web application to EC2 using the some of the
essential building blocks of AWS. To verify that everything is working as it should, do the following:

1. Refresh your browser. You should no longer be able to access your website, because you updated
your security group to allow access only through your Elastic Load Balancer.

2. Type the public DNS address of your Elastic Load Balancer which you recorded in Step 7: Create an
Elastic Load Balancer (p. 23), to verify that you can see your application. Remember to append
/dotnetnuke to the DNS address.

[FrRR. o

| 23 Website » Home [+]
€& @ mylb-601533057 us-east-1.lb amazonaws.com/ dotnetnuke || 2~ Google Pl H B @ -~
Register Login B =

ﬁ :‘: AWESOME H AboutUs Our Servi Contact U
ve\m’ ‘,"I CYCLES ome ou S ur services ontac S

m

OPEN ROADS AHEAD

From point A to B and everything in
between. The 2013 Road Series.

Welcome to Awesome Cycles. We make your riding dreams a reality.

We love it when we can provide our customers with their dream bicycle. That's why we have the best and most creative -

Note

Because we deployed SQL Express on each Amazon EC2 instance, each instance is running
its own local copy of the database. When you view your website, you may see different content.
There are several ways you could change this architecture to keep your data in sync across
instances, including using Amazon Relational Database Service (Amazon RDS). For more
information about deploying your web application using Amazon RDS, go to Step 10: Add Amazon
RDS in Getting Started with AWS Web Application Hosting for Microsoft Windows.

In this tutorial, you learned how to deploy your web application by using the following AWS products:

¢« Amazon EC2 to run your application
¢ Elastic Load Balancing to load balance traffic across your running instances
¢ Auto Scaling to automatically add and terminate instances according to policies that you set

¢ Amazon CloudWatch to monitor your instances and to notify you when thresholds you specify are
exceeded

When you have a better understanding of the AWS services and how you want to use them, there is an
easier way you can deploy your application. AWS CloudFormation helps you deploy resources in AWS
without worrying about the order in which AWS services need to be provisioned or the subtleties of how
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to make those dependencies work. To learn how to build sample template using the services we used in
this tutorial, go to Auto Scaling Group with LoadBalancer, Auto Scaling Policies, and CloudWatch Alarms
in the AWS CloudFormation User Guide.

If you are finished using your AWS resources, you can terminate them so that you are no longer billed.
Move on to Step 11: Clean Up (p. 42).

Step 11: Clean Up

Topics

Delete Your CloudWatch Alarm (p. 42)

Delete Your Elastic Load Balancer (p. 43)

Terminate Your Amazon EC2 Instances in Your Auto Scaling Group (p. 43)
Terminate Your Instance (p. 45)

Delete a Key Pair (p. 45)

Delete an Amazon EC2 Security Group (p. 46)

Congratulations! You have just deployed your web application. To prevent accruing any further charges,
terminate your environments and clean up your resources.

Delete Your CloudWatch Alarm

After you've decided that you no longer need the alarm, you can delete it.

To delete your alarm

PowonNE

5.

Open the Amazon CloudWatch console at https://console.aws.amazon.com/cloudwatch/.
In the top navigation bar, click US East (N. Virginia) in the region selector.

In the left navigation pane, click Alarms.

Select the check box next to the alarm that you want to delete, and then click Delete.

Modify | Delete
W

Viewing:  All alarms -

State Name Threshold

& oK MyHighCPUAlarm CPUULtilization = 60 for 10 minutes

1 Alarm sclected
Y% Alarm: MyHighCPUAlarm

Description Metric History

State Details: State changed to 'o OK' at 2013/03/07 00:57 UTC. Reason: Threshold Crossed: 2 datapoints were no
greater than the threshold (60.0). The most recent datapoints: [0.033, 0.04125].

Description: Alarm triggered when CPU utilization is high

Threshold: CPUUtilization > 60 for 10 minutes

Actions: in ALARM state - Use policy "my-scaleout-policy (Add 30% capacity)” for group "my-test-asg”

Send message to topic "MyCPUAlarmTopic™

When a confirmation message appears, click Yes, Delete.
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Delete Alarm Cancel [X

Are you sure you want to delete this
Alarm?

s MyHighCPUAlarm

Yes, Delete

Delete Your Elastic Load Balancer

As soon as your load balancer becomes available, AWS bills you for each hour or partial hour that you
keep the load balancer running. After you've decided that you no longer need the load balancer, you can
delete it.

To delete your load balancer

P obdPE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the top navigation bar, click US East (N. Virginia) in the region selector.

In the left navigation pane, click Load Balancers.

Select the check box next to the load balancer you want to delete and then click Delete.

Create Load Balancer Delete C’ # 9
viewing: All Load Balancers - ( Search )] 1to 7 of 7 Items

[l Load Balancer Name DNS Name Port Configuration Availability Zones

+‘ MylLB MyLB-601633057 us-east-1.elb amazonaws com 80 (HTTP) forwarding to 80 (HTTP) = us-east-1b, us-east-1c

When a confirmation message appears, click Yes, Delete.

Delete Load Balancer Cancel | %

Are you sure you want to delete the following
load blancer?

« MylB

| Close H Yes, Delete |

L 4

Elastic Load Balancing deletes the load balancer. As soon as the load balancer is deleted, you stop
incurring charges for that load balancer.

Caution

Even after you delete a load balancer, the Amazon EC2 instances associated with the load
balancer continue to run. You will continue to incur charges on the Amazon EC2 instances
while they are running.

Terminate Your Amazon EC2 Instances in Your
Auto Scaling Group

In this section you will first remove the Amazon EC2 instance, then delete the Auto Scaling group, and
finally delete the launch configuration.
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You must terminate all Amazon EC2 instances in an Auto Scaling group before you can delete the group.
A simple way to terminate all instances in a group is to update the group so that both the minimum size
and maximum size are set to zero.

To remove the Amazon EC2 instance from the Auto Scaling group

1. Open a command prompt window: From a Windows compulter, click Start. In the Search box, type
cnd, and then press Enter.

2. You'lluse the as- updat e- aut o- scal i ng- gr oup command to update the Auto Scaling group that
we created earlier. At the command prompt, type the following, and then press Enter:

PROVPT>as- updat e- aut o- scal i ng-group MyAut oScal i ngG oup --mn-size 0 --nax-
size O

Auto Scaling returns the following:

K- Updat ed Aut oScal i ngG oup

3. Now you'll use the as- descri be- aut o- scal i ng- gr oups command to verify that Auto Scaling
has removed the instance from MyAut oScal i ngG oup.

It can take a few minutes for the instance to terminate, so you might have to check the status more
than once. At the command prompt, type the following, and then press Enter:

PROVWPT>as- descri be- aut o- scal i ng- groups MyAut oScal i ngG oup - - headers

If the instance termination is still in progress, Auto Scaling returns information similar to the following.
(Your value for | NSTANCE- | D will differ):

AUTO SCALI NG GROUP  GROUP- NAVE LAUNCH CONFI G AVAI LABI LI TY- ZONES
LOAD- BALANCERS M N-SI ZE MAX- SI ZE DESI RED- CAPACI TY
AUTO SCALI NG GROUP  MyAut oScal i ngGoup M/LC us- east - 1b, us- east -
1c MLB 0 0 0
I NSTANCE | NSTANCE-I D AVAILABI LI TY-ZONE STATE STATUS LAUNCH CONFI G
I NSTANCE i - XXXXXXXX us-east-1c InService Healthy MLC
Note

You can also click Instances in the Amazon EC2 console to view the status of your instances.

When no instances exist in MyAut oScal i ngGr oup, you can delete the group.

To delete the Auto Scaling group

¢ Atthe command prompt, type the following, and then press Enter:

PROVPT>as- del et e- aut o- scal i ng- group MyAut oScal i ngG oup

To confirm the deletion, type Y, and then press Enter.

Are you sure you want to delete this M/AutoScal i ngG oup? [ Ny]
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Auto Scaling returns the following:

CK- Del et ed MyAut oScal i ngG oup

All that remains now is to delete the launch configuration you created for this Auto Scaling group.

To delete the launch configuration

At the command prompt, type the following, and then press Enter:

PROWPT>as- del et e-| aunch-config M/LC

To confirm the deletion, type Y and then press Enter.

Are you sure you want to delete this |aunch configuration? [Ny]

Auto Scaling returns the following:

OK- Del eted | aunch configuration

Terminate Your Instance

As soon as your instance starts to boot, AWS bills you for each hour or partial hour that you keep the
instance running, even if the instance is idle. You can terminate the instance so you are no longer charged
for it. Because this instance is not part of your Auto Scaling group, you'll need to terminate it manually.

To terminate an instance

gk wbdPE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
In the top navigation bar, click US East (N. Virginia) in the region selector.
In the left navigation pane, click Instances.

Right-click the instance, and then click Terminate.

When you are prompted for confirmation, click Yes, Terminate. As soon as the instance status
changes to shutting down or terminated, you stop incurring charges for that instance.

Delete a Key Pair

This is an optional step. You are not charged for keeping a key pair, and you may want to reuse the key
pair for later use.

To delete a key pair

gk wbdPE

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the top navigation bar, click US East (N. Virginia) in the region selector.

In the left navigation pane, click Key Pairs.

Select the check box beside the key pair you want to delete, and then click Delete.
When a confirmation message appears, click Yes.
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Delete an Amazon EC2 Security Group

To delete a security group

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
In the top navigation bar, click US East (N. Virginia) in the region selector.
In the left navigation pane, click Security Groups.

In the details pane, under Security Groups, select a security group you want to delete, and then
click Delete.

5. Click Yes, Delete.

P onNPE
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Pricing

Topics
¢ Amazon EC2 Cost Breakdown (p. 47)
e Summing It All Up (p. 50)
¢ How to Further Save Costs (p. 51)

The AWS Simple Monthly Calculator estimates your monthly bill. It provides a per-service cost breakdown,
as well as an aggregate monthly estimate. You can also use the calculator to see an estimate and
breakdown of costs for common solutions. This topic walks you through an example of using the AWS
Simple Monthly Calculator to estimate your monthly bill.

Note

AWS pricing you see in this documentation is current at the time of publication. For the latest
pricing information, go to AWS Service Pricing Overview. For more information on how AWS
pricing works, go to How AWS Pricing Works.

Amazon EC2 Cost Breakdown

The following table shows the characteristics for Amazon EC2 we have identified for this web application
architecture. In this example, we’ll assume that you've moved into full production and you need between
three and six instances: three instances run all the time, two additional instances are required to handle
peak traffic, and another instance handles nightly backups.

Characteristic Metric Description

Clock Hours of Server Time 3 instances running 24 hours/day | Assuming an average of 30.5
2 instances running 8 hours/day | days in a month, the full-time
instances run 732 hours/month,
1 instances running 3 hours/day | the peak traffic instances run 244
hours/month, and the backup
instances run 91.5 hours/month
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Characteristic

Machine Characteristics

Additional Storage

Data Transfer

Instance Scale

Elastic Load Balancing

Metric
1 ti.micro instance

5 ml.small instances

1 EBS Volume
Storage: 30 GB/Month

100 IOPS

Data In: 0.005 GB/day

Data Out: 0.05 GB/day

Between 3 and 6 instances

Hourly usage: 732 hrs/month

Data processed: 1.525 GB/month

Description

Micro - 613 MB of memory, up to
2 EC2 Compute Units (for short
periodic bursts), Elastic Block
Store (EBS) storage only, 32-bit
or 64-bit platform

Small- 1.7 GB of memory, 1 EC2
Compute Unit (1 virtual core with
1 EC2 Compute Unit), 160 GB of
local instance storage, 32-bit
platform

For a list of instance types, go to

http:/aws.amazon.comec2/instance-types/.

The AMI is EBS-backed. The
volume will have 30 GB
provisioned storage, and 100 I/O
requests per second made to the
volume.

There are approximately 1,000
hits per day. Each response is
about 50 KB, and each request is
about 5 KB.

You need 3 instances running all
the time, another two to handle
peak traffic, and another to handle
nightly backups.

Elastic Load Balancing is used 24
hrs/day, 7 days/week

Elastic Load Balancing processes
a total of 0.055 GB/day (data in +
data out)

The following image from the AWS Simple Monthly Calculator shows the cost breakdown for Amazon

EC2.
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Choose region: US-East /US Standard (Morthem Virginia) ~ Inbound Data Transfer is Free and Outbound Data Transfer is 1 GB free per region per month
‘} Amazen Elastic Compute Cloud (Amazen EC2) is a web service that provides resizable compute capacity in the cloud. It is designed to make | CiesrForm
web-scale computing easier for developers. Amazon Elastic Block Store (EBS) provides persistent storage to Amazon EC2 instances.

@Cumpute: Amazon EC2 On-Demand Instances:

Description Instances Usage Instance Type Operating System Tenancy Detailed
Monitoring
(=] 1 3 Hours/Day  w | Micro ~ | Windows ~ | Default -
EBS-Optimized
o 3 24 Hours/Day » | Smal ~ | Windows ~ | Default -
EBS-Optimized
o 2 2 Hours/Day « | Smal » | Windows w | Default -

EBS-Optimized

@ Compute: Amazon EC2 Reserved Instances:

Description Instances |Usage Instance Type Operating System Offering and Term | Tenancy Detailed
Monitoring
o o 0 Hours/Month « | Smal w | Linux | Medium Utilization « | Default -
EBS-Optimized Jyrtemn -

@ Storage: Amazon EBS Volumes:

Description Volumes |Wolume Type Storage IOPS Snapshot Storage
o & | Standard - 30 GB 100 0 GB-month of Storage -

Elastic IP:

Number of Additional Elastic IPs: ]

Elastic IP Non-attached Time: 0 Hours/Month

Number of Elastic IP Remaps: 0 Per Month -
Data Transfer:

Inter-Region Data Transfer Qut 0.005 GB/Day -

Data Transfer Out: 0.05 GB/Day -

Data Transfer In: 0 GB/Month -

Intra-Region Data Transfer: 0 GB/Month -

Public 1P/Elastic IP Data Transfer: 0 GB/Month  «
Elastic Load Balancing:

Number of Elastic LBs: 1

Total Data Processed by all ELBs: D.055 GB/Day -

The total monthly cost is the sum of the cost of the running instances, Amazon Elastic Block Store volumes
and 1/O requests, Elastic Load Balancer, and the data processed by the Elastic Load Balancers. Because
we used basic monitoring and only one metric and alarm for our Amazon EC2 instances, there is no
additional charge for Amazon CloudWatch monitoring.

Variable Formula Calculation
Instance Cost Instance cost per hour $0.115
Number of instances 3

x Clock hours of server time X 732

$252.54

Instance Cost Instance cost per hour $0.115
Number of instances 2

x Clock hours of server time X 244

$56.12
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Variable Formula Calculation

Instance Cost Instance cost per hour $0.02

Number of instances 1

x Clock hours of server time x91.5

$1.83

Additional Storage Storage rate x Storage Amount $0.10 X 30
(GB)

+ (100 x ~2.6M x $0.10)/1M
+ (I/O requests rate x seconds

per month x Request rate(per 1M X6
requests))
x Number of Volumes
$176.11
Elastic Load Balancing Hours used x Hourly rate 732 x $0.025
+ (Data processed (GB) x + 1.6775 x $0.008
Process rate)
$18.31
Total Cost Per Month $504.91

To view a summary of the total charges including AWS Data Transfer Out and the Free Usage Tier
discounts, move on to Summing It All Up (p. 50) .

Summing It All Up

To calculate the total cost for this example, we add the cost for Amazon EC2 instances and the AWS
Data Transfer Out and then subtract any discount that falls into the AWS free usage tier. To learn more
about the free usage tier and to find out if you are eligible, go to Getting Started with AWS Free Usage
Tier.

The total AWS Transfer Out is an aggregate Data Transfer Out usage across all Amazon EC2 instances.
For Amazon EC2, we have 0.05 GB per day, which is approximately 1.525 GB per month. Because up
to 1 GB per month of data transferred out is free, we are left with a total of 0.525 GB per month.
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How

Variable Formula Calculation
AWS Data Transfer (Data in (GB) X Data In Rate) 0.1525 X $0.00
+ (Data out (GB) X Data Out +(0.525) X $0.12

Rate)
$0.06

The following image from the calculator shows an example of your monthly estimate.

Services Estimate of your Monthly Bill ($ 481.57)
Estimate of Your Monthly Bill
Show First Month's Bill {include all one-time fees, if any)
» With AWS, You only pay for what you use. Below you will see an estimate of your monthly bill. Expand each line
item to see cost breakout of each service. To save this bill and input values, click on 'Sawve and Share' button.
To remove the service from the estimate, click on the red cross.
__Save and Share |
B Amazon EC2 Service (US-East $ 504 91
Compute: -3 31049
Intra-Region Data Transfer: $ 0.00
EBS Volumes: -3 18.00
EBS IOPS: 3 158.11
EBS Snapshots: -3 0.00
Reserved Instances (One-time Fee): $ 0.00
Elastic IPs: -3 0.00
Elastic LBs: $ 18.30
Data Processed by Elastic LBs: -3 0.01
Dedicated Per Region Fee: $ 0.00
Inter-Region Data Transfer Out -3 0.00
AWS Data Transfer Out $ 0.06
AWS Support (Basic $ 0.00
Free Tier Discount: 3 -23.41
Total One-Time Payment: s 0.00
Total Monthly Payment: 3 48157

According to the calculator, the total cost for Amazon EC2 is $481.57.

to Further Save Costs

In the example deployment we have been discussing, we used On-Demand Instances for all six of our
instances. With On-Demand Instances, you are charged only from the time you launch an instance until
the time you terminate it. If you plan to be running your instances for a long time, you can save more
money by reserving them.

To obtain Reserved Instances, you make a low, one-time payment for each instance you want to reserve.
In return, you receive a significant discount on the hourly usage charge. If you know approximately how
heavily your Amazon EC2 instances will be used when they are running, you can save even more by
opting for Heavy, Medium, or Light Utilization Reserved Instances. With Heavy Utilization, you pay a
higher upfront fee, but your hourly usage rate is the lower than that for Medium and Light Utilization
Reserved Instances. Light Utilization has the lowest upfront free, but your hourly rate is higher than that
for Medium and Heavy Utilization Instances. In the previous example, three of the instances are running
all the time. This is an ideal candidate for Heavy Utilization Reserved Instances. Two instances run only
during peak traffic, about one third of the time. These instances are ideal candidates for Light Utilization
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Reserved Instances. Because the instance that performs the nightly backups runs only a few hours a

day, you can run it as an On-Demand Instance.

Reserved Instances can be obtained on 1-year or 3-year terms. The 3-year term can offer additional
savings over the 1-year term. For more information about reserved instances, go to Amazon EC2 Reserved
Instances. You can see the cost comparison with On-Demand versus Reserved Instances over a three-year

period in the following table.

Using the same characteristics and metrics in the above example, let's update the calculator to enter the
Heavy and Light Utilization as in the following diagram.

Choose region: US-East/US Standard (Northem Virginia)  ~  Inbound Data Transfer is Free and Qutbound Data Transfer is 1 GB free per region per month

d Amazon Elastic Compute Cloud (Amazan EC2) is a web service that provides resizable compute capacity in the cloud. It is designed to make [ Gear Fom

web-scale computing easier for developers. Amazon Elastic Block Store (EBS) provides persistent storage to Amazon ECZ2 instances.

@ Compute: Amazon EC2 On-Demand Instances:

Description Instances Usage Instance Type

(=} 1 3 Hours/Day ~  Micro

€ Compute: Amazon EC2 Reserved Instances:

Description Instances Usage Instance Type

Q 3 24 Hours/Day | Smal

(=} 2 % Hours/Day | Smal

@ Storage: Amazon EBS Volumes:

Description Volumes |Volume Type Storage
O 6| Standard - 0 GB
Elastic IP:
Number of Additional Elastic IPs: 0
Elastic IP Non-attached Time: 0 Hours/Month «
Number of Elastic IP Remaps: 0 PerMonth =
Data Transfer:
Inter-Region Data Transfer Qut 0.005 GB/Day -
Data Transfer Qut: 0.05 GB/Day -
Data Transfer In: 0 GB/Morth
Intra-Region Data Transfer: 0 GB/Month -
Public 1P/Elastic IP Data Transfer: 0 GE/Morth  «
Elastic Load Balancing:
MNumber of Elastic LBs: 1
Total Data Processed by all ELBs: 0.055 GB/Day -

EBS-Optimized

EBS-Optimized

EBS-Optimized

100

Operating System

Windows

Operating System

Tenancy Detailed
Monitoring

~ | Default -

Offering and Term Tenancy

» | Windows + | Heawy Ltilization
Jyrterm
~ | Windows | Light Utiization
Jyrtem
Snapshot Storage
0 GB-month of Storage =

-

-

v

Detailed
Monitoring

The total monthly cost is calculated the same way as the previous example, except that there is an
additional one-time fee for Reserved Instances. The total cost is shown in the following diagram.
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Services Estimate of your Monthly Bill ($ 270.27)
Estimate of Your Monthly Bill
V| Show First Month's Bill {include zll one-time fees, if any)
“} With AWS, You only pay for what you use. Below you will see an estimate of your monthly bill. Expand each line item to see cost breakout of each service.
To save this bill and input values, click on 'Save and Share' button. To remove the service from the estimate, click on the red cross.
 Save and Share |
a Amazon EC2 Service (US-East) s 1406 1
Compute: -3 99.19
Intra-Region Data Transfer: -3 0.00
EBS Volumes: § 18.00
EBS IOPS: $ 15811
EBS Snapshots: -3 0.00
Reserved Instances (One-time Fee): -3 111260
Elastic IPs: § 0.00
Elastic LBs: $ 1830
Data Processed by Elastic LBs: -3 0.0
Dedicated Per Region Fee: -3 0.00
Inter-Region Data Transfer Out § 0.00
AWS Data Transfer In 3 0.00
AWS Data Transfer Out 3 0.06
AWS Support (Basicl 5 0.00
Free Tier Discount: 5 2341
Total One-Time Payment: $ 111260
Total Monthly Payment: -3 27027

WW\W&M

The following table compares the total costs for using a mix of Heavy and Light Utilization Reserved
Instances with those for On-Demand Instances.

Instance Monthly Cost One-time Fee | Total Cost (3 years)
6 On-Demand Instances $481.57 n/a | $17336.52
1 On-Demand Instance $270.27 $1112.60 | $10842.32

3 Heavy Utilization Reserved
Instances

2 Light Utilization Reserved
Instances

As you can see from the table, by using a mix of Heavy and Light Utilization Reserved Instances in this
example, you can save approximately 32%. For more information on how AWS pricing works, go to the

How AWS Pricing Works whitepaper.

Another way you can save money is by using Spot Instances. Spot Instances are unused Amazon EC2
capacity that you bid for. Instances are charged at the Spot Price, which is set by Amazon EC2 and
fluctuates periodically depending on the supply of, and demand for, Spot Instance capacity. If your
maximum bid exceeds the current Spot Price, your bid request is fulfilled, and your instances will run until
either you choose to terminate them or the Spot Price increases above your maximum bid, whichever is
sooner. To learn more about Spot Instances, go to http://aws.amazon.com/ec2/spot-instances.
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The following table lists related resources that you'll find useful as you work with AWS services.

Resource
AWS Products and Services

Documentation

AWS Architecture Center

AWS Economics Center

AWS Cloud Computing Whitepapers

Videos and Webinars

Discussion Forums

AWS Support Center

AWS Premium Support Information

Description
A comprehensive list of products and services AWS offers.

Official documentation for each AWS product including service
introductions, service features, and API references, and other
useful information.

Provides the necessary guidance and best practices to build
highly scalable and reliable applications in the AWS cloud.
These resources help you understand the AWS platform, its
services and features. They also provide architectural
guidance for design and implementation of systems that run
on the AWS infrastructure.

Provides access to information, tools, and resources to
compare the costs of Amazon Web Services with IT
infrastructure alternatives.

Features a comprehensive list of technical AWS whitepapers
covering topics such as architecture, security, and economics.
These whitepapers have been authored either by the Amazon
team or by AWS customers or solution providers.

Previously recorded webinars and videos about products,
architecture, security, and more.

A community-based forum for developers to discuss technical
questions related to Amazon Web Services.

The home page for AWS Technical Support, including access
to our Developer Forums, Technical FAQs, Service Status
page, and AWS Premium Support. (subscription required).

The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to help
you build and run applications on AWS Infrastructure Services.
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Resource Description

Form for questions related to your AWS | This form is only for account questions. For technical
account: Contact Us questions, use the Discussion Forums.

Conditions of Use Detailed information about the copyright and trademark usage
at Amazon.com and other topics.
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Document History

This document history is associated with the release of Getting Started with AWS Computing Basics for
Windows. This guide was last updated on May 06, 2014.

Change Description Release Date
New content Created new document 29 February
2012
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