AWS OpsWorks

APl Reference
APl Version 2013-02-18

amazon
webservices™




AWS OpsWorks API Reference

AWS OpsWorks: API Reference

Copyright © 2014 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

The following are trademarks of Amazon Web Services, Inc.: Amazon, Amazon Web Services Design, AWS, Amazon CloudFront,
Cloudfront, Amazon DevPay, DynamoDB, ElastiCache, Amazon EC2, Amazon Elastic Compute Cloud, Amazon Glacier, Kindle, Kindle
Fire, AWS Marketplace Design, Mechanical Turk, Amazon Redshift, Amazon Route 53, Amazon S3, Amazon VPC. In addition,
Amazon.com graphics, logos, page headers, button icons, scripts, and service names are trademarks, or trade dress of Amazon in
the U.S. and/or other countries. Amazon's trademarks and trade dress may not be used in connection with any product or service that
is not Amazon's, in any manner that is likely to cause confusion among customers, or in any manner that disparages or discredits
Amazon.

All other trademarks not owned by Amazon are the property of their respective owners, who may or may not be affiliated with, connected
to, or sponsored by Amazon.




AWS OpsWorks API Reference

Table of Contents

LY=)ol 1 = TP 1
Yo 110 ] o PP 3
ASSIGNVOIUMIE ..ttt ettt et 5
Yo UL T )Y ] - ¥ PP PPRP 5
REQUEST PAraMELEIS ... ittt 5
RESPONSE EIBMENLS ... oee ettt 5
BT O S e e 5
ASSOCIALEEIASTICIP vttt 7
Y To UL T S]] - VPP PPRP 7
REQUEST PAraMELEIS ... ettt 7
RESPONSE EIBMENLS .. oottt 7
BT O S e e 7
AtAChEIAStICLOAABAIANCET ......eeieiie et e e e e e e aeanas 9
Y To U ToT ] ] - VPP PRP 9
REQUEST PAraMELEIS ...ttt 9
RESPONSE EIBMENLS .. oot 9
BT O S e e 9
ClONESTACK ...t 11
REQUEST SYNTAX ...ttt et ettt et ettt et et et e e 11
REQUEST ParametersS ... ... 12
RESPONSE SYNEAX ...ttt ettt ettt e e 15
RESPONSE EIBMENES ....eeiiiii ittt et e e e et e e enas 15
T O S e s 16

(O (=T (=Y Y o] PP 17
REQUEST SYINTAX ... eeeteeitie et ettt et et ettt et e e 17
REQUEST ParametersS ... ... 18
RESPONSE SYNEAX ...ttt ettt et ettt e 19
RESPONSE EIBMENLS ...ttt et e e et e et e e enas 19
T O S e s 20
CreateDEPIOYIMENT .. ..ttt et 21
REQUEST SYINTAX ... ittt ettt et et et et e e e et 21
REQUEST ParamMetersS ... ... 21
RESPONSE SYNEAX ...ttt et e et e et e et 22
RESPONSE EIBMENES ...ttt et et et e et e e enas 22
T O S e s 23
CrEALEINSTANCE ...t e 24
REQUEST SYNTAX ... ettt ettt et ettt et et et et et 24
REQUEST Parameters ... ... 24
RESPONSE SYNMEAX ... .enititetie ettt et ettt e 26
RESPONSE EIBMENES ....eiiiiii et et e et e et e e enas 27
T O S o s 27

(O =T (=] = PP 28
REQUEST SYNTAX ...ttt ettt et e e e e et et e et e e 28
REQUEST Parameters ... ..o 29
RESPONSE SYNEAX ...ttt et e et e et e et 31
RESPONSE EIBMENES ....eeiiiii ittt et e e e et e e enas 31
T O S o s 31
CrBALESTACK ...ttt 33
REQUEST SYNTAX ...ttt et ettt et ettt et et et e e 33
REQUEST ParametersS ... ... 33
RESPONSE SYNEAX ...ttt et e et e et e et 37
RESPONSE EIBMENES ....eeiiiii ittt et e e e et e e enas 37
T O S o s 37
CrEatEUSEI POl et 38
REQUEST SYNTAX ... ettt ettt et ettt et et et et et 38

APl Version 2013-02-18
iii



AWS OpsWorks API Reference

REQUEST Parameters ... ... e 38
RESPONSE SYNTAX ...ttt e 39
RESPONSE EIBMENLS ...ttt et e e 39
BT 0TS ot 39
L1217 (= AN o] o 40
R EQUEST Sy NMEaX .ot 40
REQUEST Parameters ... ... 40
RESPONSE EIBMENLS ...ttt et e e eees 40
BT 0TS ot 40
DEIBTEINSTANCE ...ttt e 41
R EQUEST SYNMEaX .o .eeie it 41
REQUEST Parameters ... ... 41
RESPONSE EIBMENLS ...ttt et e e eees 41
B O S e e 41
121 (=T I 1Y P 43
R EQUEST SYNEAX .ot 43
REQUEST Parameters ... ... 43
RESPONSE EIBMENLS ...ttt e e e eees 43
BT 0TS ot 43
DBIBTESTACK ... eeeieet et 44
R EQUEST Sy NMEaX .ot 44
REQUEST Parameters ... ... 44
RESPONSE EIBMENLS ...t ettt e e 44
BT 0TS ot 44
DeleteUSEIPIOTIIE ... et e 45
R EQUEST SYNMEaX .o .eeie it 45
REQUEST Parameters ... ... 45
RESPONSE EIBMENLS ...ttt ettt e e eees 45
B O S e e 45
[T T 0 1S3 (T = = ] o o 46
R EQUEST SYNEAX .ot 46
REQUEST Parameters ... ... 46
RESPONSE EIBMENLS ...ttt et e e 46
BT 0TS ot 46
DeregisterRASDDINSIANCE ... ... e ettt e e e 47
R EQUEST Sy NMEaX .ot 47
REQUEST Parameters ... ... 47
RESPONSE EIBMENLS ...t ettt e e 47
BT 0TS ot 47
[T T o 1S3 =] Yo L8]0 T 48
REQUEST SYNTAX .ottt 48
REQUEST Parameters ... ... 48
RESPONSE EIBMENLS ...ttt ettt e e eees 48
BT 0TS ot 48
1o 101 A o] o 1 49
R EQUEST SYNEAX .ot 49
REQUEST Parameters ... ... 49
RESPONSE SYNTAX ...ttt e et 49
RESPONSE EIBMENLS ...t ettt e e 50
BT 0TS ot 51
DeSCrIDECOMMENAS ...ttt et 52
REQUEST SYNTAX .o neeii et 52
REQUEST Parameters . ... e 52
RESPONSE SYNTAX ...ttt e e 53
RESPONSE EIBMENLS ...t ettt e e 53
BT 0TS ot 53
(Do g1 01T LT o] [0)Y] o 1= o1 £ 54
R EQUEST SYNEAX ..t 54

APl Version 2013-02-18
iv



AWS OpsWorks API Reference

REQUEST Parameters ... ... e 54
RESPONSE SYNTAX ...ttt e 55
RESPONSE EIBMENLS ...ttt et e e 55
BT 0TS ot 55
DESCHDEEIASHICIPS .. .eiit et 57
R EQUEST Sy NMEaX .ot 57
REQUEST Parameters ... ... 57
RESPONSE SYNTAX ...ttt e 58
RESPONSE EIBMENLS ...ttt e e e eees 58
B Ol S o 58
DescribeEIastiCLOAUBAIANCEIS ...... ... e 59
R EQUEST SYNEAX .ot 59
REQUEST Parameters ... ... e 59
RESPONSE SYNTAX ...ttt e 59
RESPONSE EIBMENLS ...t ettt e e 60
B Ol S o 60
DESCIIDEINSIANCES ... et 61
REQUEST SYNTAX .o neeii et 61
REQUEST Parameters . ... e 61
RESPONSE SYNTAX ...ttt e e 62
RESPONSE EIBMENLS ...ttt e ettt e e eees 62
B Ol S o 63
DS CIIDELAYEIS ...t 64
R EQUEST SYNTAX ettt 64
REQUEST Parameters ... e 64
RESPONSE SYNTAX ...ttt e 64
RESPONSE EIBMENLS ...t ettt e e 66
B O S o 66
DescribeLoadBasedAULOSCAlING .. ..o.iniei e 67
R EQUEST SYNEAX ..t 67
REQUEST Parameters ... ... e 67
RESPONSE SYNTAX ...ttt e 67
RESPONSE EIBMENLS ...ttt et e e 68
BT 0TS ot 68
DesCrDEMYUSEIPIOFIE ... e e 69
RESPONSE SYNTAX ...ttt e 69
RESPONSE EIBMENLS ...ttt et e e 69
DESCIIDEPEIMISSIONS ...ttt et et e 70
R EQUEST SYNTAX ettt 70
REQUEST Parameters ... e 70
RESPONSE SYNTAX ...ttt e 70
RESPONSE EIBMENLS ...t ettt e e 71
B O S o 71
Do ] 01T = VT 1N 1 = £ 72
R EQUEST SYNEAX ..t 72
REQUEST Parameters ... ... e 72
RESPONSE SYNTAX ...ttt e 73
RESPONSE EIBMENLS ...ttt e e e eees 73
BT 0TS ot 73
DeSCriDERASDDINSIANCES ... ..t 74
R EQUEST SYNEAX .ot 74
REQUEST Parameters ... ... 74
RESPONSE SYNTAX ...ttt e 74
RESPONSE EIBMENLS ...t ettt e e 75
BT 0TS ot 75
DESCIIDESEIVICEEITONS ...t et 76
REQUEST SYNTAX .ottt 76
REQUEST Parameters ... ... 76

APl Version 2013-02-18
v



AWS OpsWorks API Reference

RESPONSE SYNTAX ...ttt e et 76
RESPONSE EIBMENLS ...ttt et e e e 77
B O S e e 77
DESCHDESIACKSUMMEIY ... e e et 78
R EQUEST SYNEAX .ot 78
REQUEST Parameters ... ... e 78
RESPONSE SYNTAX ...ttt e 78
RESPONSE EIBMENLS ...ttt et e e eees 79
BT 0TS ot 79
DESCIIDESTACKS ...ttt 80
R EQUEST SYNMEaX .o .eeie it 80
REQUEST Parameters ... ... 80
RESPONSE SYNTAX ...ttt e 80
RESPONSE EIBMENLS ...ttt e eees 81
BT 0TS ot 81
DescribeTimeBasedAUIOSCAlING .......iniei e e 82
R EQUEST SYNEAX ..ttt 82
REQUEST Parameters ... ... 82
RESPONSE SYNTAX ...ttt e 82
RESPONSE EIBMENLS ...t e ettt e e eees 83
B O S o 83
DeSCrIDEUSEIPIOfIIES ... et 84
R EQUEST SYNEAX .ot 84
REQUEST Parameters ... ... 84
RESPONSE SYNTAX ...ttt e 84
RESPONSE EIBMENLS ...ttt et e e e eees 84
BT 0TS ot 85
DESCIIDEVOIUMES ... 86
R EQUEST Sy NMEaX .ot 86
REQUEST Parameters ... ... 86
RESPONSE SYNTAX ...ttt e e 87
RESPONSE EIBMENLS ...ttt e ettt e e eees 87
B O S e e 87
DetaChEIaStiCLOAUBAIANCET ... .. it 88
R EQUEST SYNEAX ettt e 88
REQUEST Parameters ... ... e 88
RESPONSE EIBMENLS ...ttt et e e 88
BT 0TS ot 88
DiSASSOCIAtEEIASHICIP ... et e 89
R EQUEST Sy NMEaX .ot 89
REQUEST Parameters ... ... 89
RESPONSE EIBMENLS ...t ettt e e 89
B O S o 89
(€12 T 1S3 1 F= g TS o o 1= 1o o 90
R EQUEST SYNEAX ..t 90
REQUEST Parameters ... ... e 90
RESPONSE SYNTAX ...ttt e 90
RESPONSE EIBMENLS ...ttt e e e eees 20
BT 0TS ot 91
REDOOLINSIANCE ... e e 92
R EQUEST SYNEAX .ot 92
REQUEST Parameters ... ... 92
RESPONSE EIBMENLS ...t ettt e e 92
BT 0TS ot 92
=T 1S3 (=] o =T 1o T 93
R EQUEST SYNEAX .ot 93
REQUEST Parameters ... ... 93
RESPONSE SYNTAX ..ttt e 93

APl Version 2013-02-18
Vi



AWS OpsWorks API Reference

RESPONSE EIBMENLS ...ttt e e e eees 93
B Ol S o 94
RegIStErRASDDINSIANCE ... e e 95
R EQUEST SYNEAX .ot 95
REQUEST Parameters ... 95
RESPONSE EIBMENLS ...ttt e ettt e e eees 95
BT 0TS ot 96
=0 LS (= Vo] [0 o= P 97
R EQUEST SYNTAX ettt 97
REQUEST Parameters ... ... e 97
RESPONSE SYNTAX ...ttt e 97
RESPONSE EIBMENLS ...ttt e e e eees 97
B Ol S o 98
SetLoadBasSEaAULOSCAIING ... .uinitie e e 99
R EQUEST SYNEAX ..t 99
REQUEST Parameters ... ... e 99
RESPONSE ElBMENTS ...eiii e e 100
BT 0TS i s 100
SEIPEIMISSION ...ttt 101
REQUEST SYNTAX ..ttt e ettt et 101
REQUEST ParaMeLErS .. ... ettt 101
RESPONSE ElBMENTS ...t e et 102
BT 0TS i s 102
SetTIMEBASEAAULOSCAIING ... ettt ettt e e ens 103
REQUEST SYNTAX ..ttt ettt et aae 103
REQUEST ParaMeLErS .. ...t et 104
RESPONSE ElBMENTS ...eiii et 104
B 0TS it 104
STANINSTANCE ...t 105
REQUEST SYNTAX ...ttt e e ettt 105
REQUEST ParaMeLerS .. ...ttt 105
RESPONSE ElBMENTS ...eiii e e 105
BT 0TS e s 105
STAMTSTACK ...ttt 106
REQUEST SYNTAX ..ttt e ettt et 106
REQUEST ParaMeLErS .. ... ettt 106
RESPONSE ElBMENTS .. .eiii e e 106
BT 0TS i s 106
Y o] o] 115 r= 1 (o RPN 107
REQUEST SYNTAX ..ttt ettt et aae 107
REQUEST ParamMetersS .. ...ttt et 107
RESPONSE ElBMENTS ...eiii et 107
B 0TS it 107
0] 0 1] 7= 103 108
REQUEST SYNTAX ...ttt e e ettt ettt 108
REQUEST ParaMeLerS .. ...ttt 108
RESPONSE ElBMENTS ...eiii et 108
BT 0TS i s 108
L =TS To T Y 1 o = N 109
REQUEST SYNTAX ..ttt e ettt 109
REQUEST ParamMeLerS .. ...t ettt 109
RESPONSE ElBMENTS .. .eiii e e 109
BT 0TS i s 109
L 00 = (Y Y o o S 110
REQUEST SYNTAX ...ttt ettt 110
REQUEST ParaMeLerS .. ...ttt 111
RESPONSE ElBMENTS .. .eiii e e 112
BT 0TS i s 112

APl Version 2013-02-18
Vii



AWS OpsWorks API Reference

L0 T0 Fo (T TS o] | o 113
REQUEST SYNTAX ...ttt ettt 113
REQUEST Para@MeLErS .. ... ettt 113
RESPONSE ElBMENTS ...eiii et 113
BT 0TS e s 113

L0 T0 Fo (] [ TS] r= g o] 114
REQUEST SYNTAX ...ttt ettt 114
REQUEST ParamMetersS .. ... ettt 114
RESPONSE ElBMENTS ...t et 116
BT 0TS e s 116

L 00 o (] == 117
REQUEST SYNTAX ...ttt ettt 117
REQUEST ParamMeLersS .. ...ttt 118
RESPONSE ElBMENTS .. .eiii et 120
BT 0TS i s 120

UpdateMyUSEIPIOfIlE ... e 121
REQUEST SYNTAX ...ttt e e e ettt et 121
REQUEST ParaMeLerS .. ...ttt 121
RESPONSE ElBMENTS ...eiii et 121
BT 0TS i s 121

UpdateRASDDINSIANCE ... ..t et aeaas 122
REQUEST SYNTAX ...ttt e ettt 122
REQUEST ParamMeLerS .. ...t ettt 122
RESPONSE ElBMENTS ...t et 122
BT O S e s 122

L 00 oS r= Lo 124
REQUEST SYNTAX ...ttt ettt 124
REQUEST ParaMeLerS .. ... ettt 124
RESPONSE ElBMENTS .. .eiii et 127
BT 0TS i s 128

UPdateUSEIPIOfIIE ... e e 129
REQUEST SYNTAX ...ttt e e e ettt et 129
REQUEST Para@MeLErS .. ... ettt 129
RESPONSE ElBMENTS ...eiii et 130
BT 0TS i s 130

L0 T0 o o0 = 131
REQUEST SYNTAX ...ttt ettt 131
REQUEST ParamMeLerS .. ...t ettt 131
RESPONSE ElBMENTS ...t et 131
BT O S e s 131

(D L= B 1Y o1 PPN 133

Y o] o PP TPUPRPPIN 134
1o 01T o 134
(O] 1= 31 £ PP 134

AUtoSCcaliNgTRrESNOIAS ... ..o e 136
1o T 11T o 136
(O] 1= 31 £ PP 136

(@3 01=1 {00 1o T8 1 = 11 [ o [ 137
1o 7011 o 137
(O] 1= 31 1= PP 137

ClONESTACKRESUIL ... e et 138
1o T 11T o 138
(O] 1= 31 £ PP 138

(070117111 F=T o [o PP PPP 138
1o T 11T o 138
(O] 1= 31 £ PP 138

CrEAtEAPPRESUIL ... e 139
1o T 11T o 139

APl Version 2013-02-18
Viii



AWS OpsWorks API Reference

L070] 01 1] 0] K= PP PPP 140
CreateDeployMENTRESUIL ... o et e 140
1o 01T o 140
L70] 01 (] o] £ PR PP 140
CreatelNStANCERESUIL ... et 140
1o 01T o 140
L070] 01 1] o] K= PR PP 140
CreateLayerRESUIL ... e 140
1o 01T o 140
L70] 01 1] o] K= PP PR 141
CreateStaCKRESUIL .. ... e e 141
1o T 11T o 141
L70] 01 1] o] K= PP PR 141
CreateUserProfilERESUIL ... ... e 141
1o 1011 o 141
L070] 0] 1] o] £ PP PR 141
D= 1= KT 01U (o] = TP 141
1o T 11T o 141
L70] 01 (] o] £ PR PP 142
1= o] [0V 1T | P 142
1o 01T o 142
L070] 01 (] o] K= PP PP 142
DeploymentCOMIMANT ......o.iie e e et 144
1o 01T o 144
L070] 0] (] o] £ PR UPP 144
DESCHDEAPPSRESUIL ...t e 145
1o T 11T o 145
L070] 0] (] o] £ PR UPP 145
DescribeCommandSRESUIL ... ... s 145
1o 1011 o 145
L070] 01 1] 0] K= PP PPP 145
DescribeDeployMEeNntSRESUIL ... ... e 145
1o 01T o 145
L70] 01 (] o] £ PR PP 145
DesCrbEEIAStCIPSRESUIL ... ..t e e 146
1o 01T o 146
L070] 01 1] o] K= PR PP 146
DescribeElasticLoadBalanCersRESUIL ... 146
1o 01T o 146
L070] 0] (] o] £ PR UPP 146
DesCrbeINStANCESRESUIL ... ..ot 146
1o T 11T o 146
L070] 0] (] o] £ PR UPP 146
DESCHDELAYEISRESUIL .. ...ttt et e e e aena 147
1o 1011 o 147
L070] 01 1] 0] K= PP PPP 147
DescribeLoadBasedAutoScaliNngRESUIL ... 147
1o T 11T o 147
L70] 01 (] o] £ PR PP 147
DescribeMyUSerProfileRESUIL ...... .. e 147
1o 01T o 147
L070] 01 1] o] K= PR PP 147
DescribePermiSSIONSRESUIL ... ... e e 148
1o T 11T o 148
L70] 0] 1] o] K= PP PP 148
DescribeRaIdAITaYSRESUIL ... .. e e 148
1o T 11T o 148
L70] 01 (] o] £ PR PP 148

APl Version 2013-02-18
iX



AWS OpsWorks API Reference

DescribeRASDDINStANCESRESUIL ... .t e a e 148
1o 01T o 148
L070] 0] (] o] £ PP PPP 148

DescCribeServiCEEITOrSRESUIL ... . 149
1o 01T o 149
L070] 0] (] o] £ PR UPP 149

DescribeStackSUMMAryRESUIL ... e e 149
1o T 11T o P 149
L070] 0] (] o] £ PR UPP 149

DeSCrDESIACKSRESUIL .. ..o e 149
1o T 11T o 149
L070] 01 1] 0] K= PP PPP 149

DescribeTimeBasedAutoSCaliNngRESUIL ... e 150
1o 01T o 150
L70] 01 (] o] £ PR PP 150

DescribeUserProfileSRESUIL ........... e e 150
1o 01T o 150
L070] 01 1] o] K= OO PR 150

DeSCrDEVOIUMESRESUIL ... ..t et e e aens 150
1o T 11T o 150
L070] 0] (] o] £ PR UPP 150

=T T P 151
1o T 11T o 151
L070] 0] (] o] £ PR UPP 151

ElaStiCLOAABAIANCET ... . et et 151
1o T 11T o 151
L070] 01 1] 0] K= PP PPP 151

ENVIronmMeENtVAriable ... e 152
1o 01T o 152
L70] 01 (] o] £ PR PP 153

GetHOStNamMeSUGOESHIONRESUIL ... ... e 153
1o 01T o 153
L070] 0] (] o] £ PP PPP 153

151 2= g (o] = PP 154
1o T 11T o 154
L070] 0] (] o] £ PR UPP 154

INSTANCESCOUNT ...ttt e e et ettt ettt ettt ettt e e et e et e e e e aeans 158
1o T 11T o 158
L070] 01 1] 0] K= PP PPP 158

0 1Y PPN 159
1o T 11T o 159
L070] 01 1] 0] K= PP PPP 159

LoadBasedAutoScalingConfiQUIAtiON ....... ..ot 162
1o T 11T o 162
L70] 01 (] o] £ PR PP 162

=T 01T o 163
1o 1011 o 163
L070] 01 1] 0] K= PP PPP 163

= 1[0 1 1 - 164
1o T 11T o 164
L70] 01 (] o] £ PR PP 164

L0 RS o] [ 1S3 = U o N 165
1o T 11T o 165
L70] 0] 1] o] K= PP PP 165

=TT 01 L 166
1o T 11T o 166
L70] 01 (] o] £ PR PP 167

ReQIStErEIASICIPRESUIL ...t e e e et 167

APl Version 2013-02-18
X



AWS OpsWorks API Reference

1o T 11T o 167
L70] 01 1] o] K= PP PR 167
RegIStErVOIUMERESUIL ... e e ettt e e e enas 168
1o 01T o 168
L070] 0] 1] o] £ PP PR 168
SEIUSEIPIOfIE ...t e 168
1o T 11T o 168
L070] 01 1] o] K= PR UPT 168

Y= o=t o T PPt 169
1o 01T o 169
L070] 01 1] o] K= PP PP 169
Yo 11 ] (ol PP PPPIN 169
1o 01T o 169
L070] 0] (] o] £ PP PPP 170

1] (@ o] 1T 07 =1 (o] o 171
1o 01T o 171
L070] 0] (] o] £ PR UPP 171
- T P 171
1o 01T o 171
L070] 01 1] 0] K= PP PPP 171
StackConfigQUIatiONMANAGET ... ..uiie e e e et 174
1o 01T o 174
L70] 0] 1] o] K= PP PP 174
SEACK S UMM .o e e e et 174
1o 01T o 174
L070] 01 1] o] K= PP PP 174
TimeBasedAutoScalingConfigUIatioN ..........o.iiieiii e e aeaes 175
1o 01T o 175
L070] 0] (] o] £ PP PPP 175

LU LT o)1 175
1o T 11T o 175
L070] 0] (] o] £ PR UPP 176
Y0 0 4= S 176
1o 7011 o 176
L070] 01 1] 0] K= PP PPP 176

V(o] 014 aT=T@x o] a1 To T8 ] = L1 o] o I 178
1o T 11T o 178
L70] 0] 1] o] K= PP PP 178
WeeKIyAUtoSCaliNGSCREAUIE ... ..o e e 179
1o 01T o 179
L070] 0] 1] o] K= ORI 179
COMMON PArGMELEIS ...ttt e e e e e ettt ettt ettt et et e et e e e e 181
........................................................................................................................................ 181
(07e] 101107 o I =1 o] £ TP PP PPPINE 183
........................................................................................................................................ 183

APl Version 2013-02-18
Xi



AWS OpsWorks APl Reference

Welcome

Welcome to the AWS OpsWorks API Reference. This guide provides descriptions, syntax, and usage
examples about AWS OpsWorks actions and data types, including common parameters and error codes.

AWS OpsWorks is an application management service that provides an integrated experience for over-
seeing the complete application lifecycle. For information about this product, go to the AWS OpsWorks
details page.

SDKs and CLI

The most common way to use the AWS OpsWorks API is by using the AWS Command Line Interface
(CLI) or by using one of the AWS SDKs to implement applications in your preferred language. For more
information, see:

e AWS CLI

* AWS SDK for Java

e AWS SDK for .NET

¢ AWS SDK for PHP 2

« AWS SDK for Ruby

* AWS SDK for Node.js

¢ AWS SDK for Python(Boto)

Endpoints

AWS OpsWorks supports only one endpoint, opsworks.us-east-1.amazonaws.com (HTTPS), so you must
connect to that endpoint. You can then use the API to direct AWS OpsWorks to create stacks in any AWS
Region.

Chef Versions

When you call CreateStack (p. 33), CloneStack (p. 11), or UpdateStack (p. 124) we recommend you use
the Confi gur ati onManager parameter to specify the Chef version, 0.9, 11.4, or 11.10. The default
value is currently 11.10. For more information, see Chef \Versions.

Note

You can still specify Chef 0.9 for your stack, but new features are not available for Chef 0.9
stacks, and support is scheduled to end on July 24, 2014. We do not recommend using Chef
0.9 for new stacks, and we recommend migrating your existing Chef 0.9 stacks to Chef 11.10
as soon as possible.
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Actions

The following actions are supported:

¢ AssignVolume (p. 5)

« AssociateElasticlp (p. 7)

¢ AttachElasticLoadBalancer (p. 9)
¢ CloneStack (p. 11)

¢ CreateApp (p. 17)

* CreateDeployment (p. 21)

¢ Createlnstance (p. 24)

¢ CreatelLayer (p. 28)

¢ CreateStack (p. 33)

¢ CreateUserProfile (p. 38)

¢ DeleteApp (p. 40)

« Deletelnstance (p. 41)

¢ DeleteLayer (p. 43)

¢ DeleteStack (p. 44)

¢ DeleteUserProfile (p. 45)

« DeregisterElasticlp (p. 46)

¢ DeregisterRdsDblinstance (p. 47)
« DeregisterVolume (p. 48)

¢ DescribeApps (p. 49)

¢ DescribeCommands (p. 52)

¢ DescribeDeployments (p. 54)

¢ DescribeElasticlps (p. 57)

¢ DescribeElasticLoadBalancers (p. 59)
¢ Describelnstances (p. 61)

¢ DescribelLayers (p. 64)

» DescribeLoadBasedAutoScaling (p. 67)
¢ DescribeMyUserProfile (p. 69)

¢ DescribePermissions (p. 70)

¢ DescribeRaidArrays (p. 72)

» DescribeRdsDblinstances (p. 74)
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DescribeServiceErrors (p. 76)
DescribeStackSummary (p. 78)
DescribeStacks (p. 80)
DescribeTimeBasedAutoScaling (p. 82)
DescribeUserProfiles (p. 84)
DescribeVolumes (p. 86)
DetachElasticLoadBalancer (p. 88)
DisassociateElasticlp (p. 89)
GetHostnameSuggestion (p. 90)
RebootInstance (p. 92)
RegisterElasticlp (p. 93)
RegisterRdsDblnstance (p. 95)
RegisterVolume (p. 97)
SetlLoadBasedAutoScaling (p. 99)
SetPermission (p. 101)
SetTimeBasedAutoScaling (p. 103)
Startinstance (p. 105)

StartStack (p. 106)

Stoplnstance (p. 107)

StopStack (p. 108)
UnassignVolume (p. 109)
UpdateApp (p. 110)
UpdateElasticlp (p. 113)
Updatelnstance (p. 114)
UpdateLayer (p. 117)
UpdateMyUserProfile (p. 121)
UpdateRdsDblnstance (p. 122)
UpdateStack (p. 124)
UpdateUserProfile (p. 129)
UpdateVolume (p. 131)
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AssignVolume

AssignVolume

Assigns one of the stack's registered Amazon EBS volumes to a specified instance. The volume must
first be registered with the stack by calling RegisterVolume (p. 97). For more information, see Resource
Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the

stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"I nstancel d": "string",
"Vol unel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID.

Type: String

Required: No

Volumeld
The volume ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.
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HTTP Status Code: 400
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AssociateElasticlp

Associates one of the stack's registered Elastic IP addresses with a specified instance. The address must
first be registered with the stack by calling RegisterElasticlp (p. 93). For more information, see Resource
Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the

stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"I nstancel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Elasticlp
The Elastic IP address.

Type: String

Required: Yes

Instanceld
The instance ID.

Type: String

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.
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HTTP Status Code: 400
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AttachElasticLoadBalancer

Attaches an Elastic Load Balancing load balancer to a specified layer. For more information, see Elastic
Load Balancing.

Note

You must create the Elastic Load Balancing instance separately, by using the Elastic Load Bal-
ancing console, API, or CLI. For more information, see Elastic Load Balancing Developer Guide.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"El asti cLoadBal ancer Nane": "string",
"Layerld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

ElasticLoadBalancerName
The Elastic Load Balancing instance's name.

Type: String

Required: Yes

Layerld
The ID of the layer that the Elastic Load Balancing instance is to be attached to.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400
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ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CloneStack

Creates a clone of a specified stack. For more information, see Clone a Stack.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"Attributes":
{
"string"
"string"
I
"Chef Configuration": {
"Ber kshel f Ver si on":
"ManageBer kshel f":

"string",
"bool ean"

)

oneApplds": [
"string"

]

onePer m ssi ons": "bool ean",
"Configurati onManager": {
"Nanme": "string",
"Version": "string"

}

st omCookbooksSour ce":
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string"

{

}

stomJson": "string",

"Defaul t Avai |l abilityZone":

"string",

"Defaul tl nstanceProfil eArn":

"string",

"DefaultGs": "string"
" Def aul t Root Devi ceTyp
" Def aul t SshKeyNane":
"Defaul t Subnetld": "s
"Host naneThene": "str
"Nanme": "string",
"Region": "string",
"Servi ceRol eArn": "st
"SourceStackld": "str
"UseCust onCookbooks":

"Vpcld": "string"

"UseQpswor ksSecurityG oups”:

e": "string",
"string",
tring",

ing",

ring",
ing",
"bool ean",
"bool ean",
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Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Attributes
A list of stack attributes and values as key/value pairs to be added to the cloned stack.

Type: String to String map
Valid Map Keys: Col or

Required: No

ChefConfiguration
A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf version
on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 137) object

Required: No

CloneApplds
A list of source stack app IDs to be included in the cloned stack.

Type: array of Strings

Required: No

ClonePermissions
Whether to clone the source stack's permissions.

Type: Boolean

Required: No

ConfigurationManager
The configuration manager. When you clone a stack we recommend that you use the configuration
manager to specify the Chef version, 0.9, 11.4, or 11.10. The default value is currently 11.4.

Type: StackConfigurationManager (p. 174) object

Required: No

CustomCookbooksSource
Contains the information required to retrieve an app or cookbook from a repository. For more inform-
ation, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 169) object

Required: No

CustomJson
A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format and must escape
characters such as "".:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON

Type: String
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Required: No

DefaultAvailabilityZone
The cloned stack’s default Availability Zone, which must be in the specified region. For more inform-
ation, see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the subnet
must be in the same zone. For more information, see the Vpcl d parameter description.

Type: String

Required: No

DefaultinstanceProfileArn
The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNS, see Using Identifiers.

Type: String

Required: No

DefaultOs
The cloned stack's default operating system, which must be set to Amazon Li nux, Ubuntu 12. 04
LTS, or Ubuntu 14. 04 LTS. The default option is Amazon Li nux.

Type: String

Required: No

DefaultRootDeviceType
The default root device type. This value is used by default for all instances in the cloned stack, but
you can override it when you create an instance. For more information, see Storage for the Root
Device.

Type: String
Valid Values: ebs | instance-store

Required: No

DefaultSshKeyName
A default SSH key for the stack instances. You can override this value when you create or update
an instance.

Type: String

Required: No

DefaultSubnetld
The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you create
the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must be in
that zone. For information on default values and when this parameter is required, see the Vpcl d
parameter description.

Type: String

Required: No

HosthameTheme
The stack's host name theme, with spaces are replaced by underscores. The theme is used to gen-
erate host names for the stack's instances. By default, Host nanmeThene is setto Layer _Dependent ,
which creates host names by appending integers to the layer's short name. The other themes are:

* Baked_Goods
* O ouds
e European_Cities
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e Fruits

e Geek Deities

¢ Legendary_Creatures_fromJapan
¢ Pl anets_and_Mbons

e Roman_Deities

e Scottish_Islands

« US Cities

e« WIld_Cats

To obtain a generated host name, call Get Host NanmeSuggest i on, which returns a host name based
on the current theme.

Type: String

Required: No

Name
The cloned stack name.

Type: String

Required: No

Region
The cloned stack AWS region, such as "us-east-1". For more information about AWS regions, see
Regions and Endpoints.

Type: String

Required: No

ServiceRoleArn
The stack AWS Identity and Access Management (IAM) role, which allows AWS OpsWorks to work
with AWS resources on your behalf. You must set this parameter to the Amazon Resource Name
(ARN) for an existing IAM role. If you create a stack by using the AWS OpsWorks console, it creates
the role for you. You can obtain an existing stack's IAM ARN programmatically by calling DescribePer-
missions (p. 70). For more information about IAM ARNSs, see Using Identifiers.

Note

You must set this parameter to a valid service role ARN or the action will fail; there is no
default value. You can specify the source stack's service role ARN, if you prefer, but you
must do so explicitly.

Type: String

Required: Yes

SourceStackld
The source stack ID.

Type: String

Required: Yes

UseCustomCookbooks
Whether to use custom cookbooks.

Type: Boolean

Required: No
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UseOpsworksSecurityGroups
Whether to associate the AWS OpsWorks built-in security groups with the stack's layers.

AWS OpsWorks provides a standard set of built-in security groups, one for each layer, which are
associated with layers by default. With UseQpswor ksSecur i t yGr oups you can instead provide
your own custom security groups. UseOpswor ksSecur i t yGr oups has the following settings:

« True - AWS OpsWorks automatically associates the appropriate built-in security group with each
layer (default setting). You can associate additional security groups with a layer after you create
it but you cannot delete the built-in security group.

¢ False - AWS OpsWorks does not associate built-in security groups with layers. You must create
appropriate EC2 security groups and associate a security group with each layer that you create.
However, you can still manually associate a built-in security group with a layer on creation; custom
security groups are required only for those layers that need custom settings.

For more information, see Create a New Stack.
Type: Boolean

Required: No

Vpcld
The ID of the VPC that the cloned stack is to be launched into. It must be in the specified region. All
instances are launched into this VPC, and you cannot change the ID later.

 If your account supports EC2 Classic, the default value is no VPC.
« If your account does not support EC2 Classic, the default value is the default VPC for the specified
region.

If the VPC ID corresponds to a default VPC and you have specified either the Def aul t Avai | abi | -
i t yZone or the Def aul t Subnet | d parameter only, AWS OpsWorks infers the value of the other

parameter. If you specify neither parameter, AWS OpsWorks sets these parameters to the first valid
Availability Zone for the specified region and the corresponding default VPC subnet ID, respectively.

If you specify a nondefault VPC ID, note the following:
¢ It must belong to a VPC in your account that is in the specified region.
* You must specify a value for Def aul t Subnet | d.

For more information on how to use AWS OpsWorks with a VPC, see Running a Stack in a VPC.
For more information on default VPC and EC2 Classic, see Supported Platforms.

Type: String

Required: No

Response Syntax

"Stackld": "string"

Response Elements

The following data is returned in JSON format by the service.
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Stackld
The cloned stack ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CreateApp

Creates an app for a specified stack. For more information, see Creating Apps.
Required Permissions: To use this action, an IAM user must have a Manage permissions level for the

stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

" AppSour ce": {
"Password": "string",

"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string"

}

ttributes":
{
"string"
"string"
I
"Dat aSour ces": [
{
"Arn": "string",
" Dat abaseNane": "string",
"Type": "string"
}
]

Description": "string",
"Domai ns": [
"string"
I,
"Enabl eSsl ": "bool ean",
"Environment": [
{
"Key": "string",
"Secure": "bool ean",
"Val ue": "string"
}
]

Nanme": "string",
"Shortnanme": "string",

"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string"

}

t ackl d": "string",
"Type": "string"
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Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

AppSource
A Sour ce object that specifies the app repository.

Type: Source (p. 169) object

Required: No

Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map
Valid Map Keys: Docunment Root | Rail sEnv | Aut oBundl eOnDepl oy

Required: No

DataSources
The app's data source.

Type: array of DataSource (p. 141) objects

Required: No

Description
A description of the app.

Type: String

Required: No

Domains
The app virtual host settings, with multiple domains separated by commas. For example: ' ww. ex-
ampl e. com exanpl e. con

Type: array of Strings

Required: No

EnableSsl|
Whether to enable SSL for the app.

Type: Boolean

Required: No

Environment
An array of Envi r onnment Var i abl e objects that specify environment variables to be associated
with the app. You can specify up to ten environment variables. After you deploy the app, these vari-
ables are defined on the associated app server instance.

Note
This parameter is supported only by Chef 11.10 stacks. If you have specified one or more
environment variables, you cannot modify the stack's Chef version.

Type: array of EnvironmentVariable (p. 152) objects

Required: No
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Name
The app name.

Type: String

Required: Yes

Shortname
The app's short name.

Type: String

Required: No

SslConfiguration
An Ssl Confi gur at i on object with the SSL configuration.

Type: SsIConfiguration (p. 171) object

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

Type
The app type. Each supported type is associated with a particular layer. For example, PHP applications
are associated with a PHP layer. AWS OpsWorks deploys an application to those instances that are

members of the corresponding layer.
Type: String
Valid Values:java | rails | php | nodejs | static | other

Required: Yes

Response Syntax

"Appld": "string"

Response Elements

The following data is returned in JSON format by the service.

Appld
The app ID.

Type: String

APl Version 2013-02-18
19



AWS OpsWorks API Reference
Errors

Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CreateDeployment

Deploys a stack or app.

« App deployment generates a depl oy event, which runs the associated recipes and passes them a
JSON stack configuration object that includes information about the app.

¢ Stack deployment runs the depl oy recipes but does not raise an event.

For more information, see Deploying Apps and Run Stack Commands.

Required Permissions: To use this action, an IAM user must have a Deploy or Manage permissions
level for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

{
"Appld": "string",
"Comand": {
"Args":
{
"string"
[
"string"
]
b,
"Nanme": "string"
b,
"Comment": "string",
"CustomJson": "string",
"I nstancel ds": [
"string"
1,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).

The request accepts the following data in JSON format.

Appld
The app ID. This parameter is required for app deployments, but not for other deployment commands.
Type: String
Required: No

Command
A Depl oynment Commrand object that specifies the deployment command and any associated argu-
ments.
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Type: DeploymentCommand (p. 144) object

Required: Yes

Comment
A user-defined comment.

Type: String

Required: No

CustomJson
A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format and must escape

characters such as "".:
"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON.

Type: String

Required: No

Instancelds
The instance IDs for the deployment targets.

Type: array of Strings

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

Response Syntax

"Depl oynent I d": "string"

Response Elements

The following data is returned in JSON format by the service.

Deploymentld
The deployment ID, which can be used with other requests to identify the deployment.

Type: String
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Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Createlnstance

Creates an instance in a specified stack. For more information, see Adding an Instance to a Layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Am | d": "string",
"Architecture": "string",
"Aut oScal i ngType": "string",
"Avail abilityZone": "string",
"EbsOpti nmi zed": "bool ean",
"Host name": "string",
"I nstal | Updat esOnBoot ": " bool ean”,
"l nstanceType": "string",
"Layerlds": [

"string"
1.
"OGs": "string",
"Root Devi ceType": "string",
" SshKeyNane": "string",
"Stackld": "string",
"Subnetld": "string",
"VirtualizationType": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Amild
A custom AMI ID to be used to create the instance. The AMI should be based on one of the standard
AWS OpsWorks AMIs: Amazon Linux, Ubuntu 12.04 LTS, or Ubuntu 14.04 LTS. For more information,
see Instances

Type: String

Required: No

Architecture
The instance architecture. The default option is x86_64. Instance types do not necessarily support
both architectures. For a list of the architectures that are supported by the different instance types,
see Instance Families and Types.

Type: String
Valid Values: x86_64 | i 386

Required: No
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AutoScalingType
The instance auto scaling type, which has three possible values:

¢ AlwaysRunning: A 24/7 instance, which is not affected by auto scaling.

¢ TimeBasedAutoScaling: A time-based auto scaling instance, which is started and stopped based
on a specified schedule. To specify the schedule, call SetTimeBasedAutoScaling (p. 103).

¢ LoadBasedAutoScaling: A load-based auto scaling instance, which is started and stopped based
on load metrics. To use load-based auto scaling, you must enable it for the instance layer and
configure the thresholds by calling SetLoadBasedAutoScaling (p. 99).

Type: String
Valid Values: |1 oad | timer

Required: No

AvailabilityZone
The instance Availability Zone. For more information, see Regions and Endpoints.

Type: String

Required: No

EbsOptimized
Whether to create an Amazon EBS-optimized instance.

Type: Boolean

Required: No

Hostname
The instance host name.

Type: String

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t r ue. To control when updates are installed, set this value to f al se. You must then update your
instances manually by using CreateDeployment (p. 21) to run the updat e_dependenci es stack
command or manually running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No

InstanceType
The instance type. AWS OpsWorks supports all instance types except Cluster Compute, Cluster
GPU, and High Memory Cluster. For more information, see Instance Families and Types. The para-
meter values that you use to specify the various types are in the APl Name column of the Available
Instance Types table.

Type: String

Required: Yes

Layerlds
An array that contains the instance layer IDs.
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Type: array of Strings

Required: Yes

Os
The instance operating system, which must be set to one of the following.

¢ Standard operating systems: Amazon Li nux, Ubuntu 12. 04 LTS, or Ubuntu 14.04 LTS.
e Custom AMIs: Cust om

The default option is Amazon Li nux. If you set this parameter to Cust om you must use the Createln-
stance (p. 24) action's Amild parameter to specify the custom AMI that you want to use. For more
information on the standard operating systems, see Operating SystemsFor more information on how
to use custom AMIs with OpsWorks, see Using Custom AMIs.

Type: String

Required: No

RootDeviceType
The instance root device type. For more information, see Storage for the Root Device.

Type: String
Valid Values: ebs | instance-store

Required: No

SshKeyName
The instance SSH key name.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

Subnetld
The ID of the instance's subnet. If the stack is running in a VPC, you can use this parameter to
override the stack's default subnet ID value and direct AWS OpsWorks to launch the instance in a
different subnet.

Type: String

Required: No

VirtualizationType
The instance's virtualization type, par avi rt ual or hvm

Type: String

Required: No

Response Syntax
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"I nstancel d": "string"

Response Elements

The following data is returned in JSON format by the service.

Instanceld
The instance ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CreatelLayer

Creates a layer. For more information, see How to Create a Layer.
Note

You should use CreatelLayer for noncustom layer types such as PHP App Server only if the
stack does not have an existing layer of that type. A stack can have at most one instance of
each noncustom layer; if you attempt to create a second instance, CreatelLayer fails. A stack
can have an arbitrary number of custom layers, so you can call CreateLayer as many times as
you like for that layer type.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{

"Attributes":

{

"string"
"string"

b,
" Aut 0Assi gnEl asti cl ps": "bool ean",
" Aut oAssi gnPubl i cl ps": "bool ean",
"Cust om nstanceProfileArn": "string",

"Cust onReci pes": {
"Configure": [
"string"
1,
“Depl oy": [
"string"
]

"Setup": [
"string"
]

" Shut down": [
"string"
1,
“Undepl oy": [
"string"
]

b,

"CustonBSecurityG ouplds": [
"string"

]

"Enabl eAut oHeal i ng": "bool ean",
"I nstal | Updat esOnBoot ": "bool ean”,
"Nanme": "string",
"Packages": |
"string"
1,
“Shortnanme": "string",
"Stackld": "string",
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"Type": "string",

"UseEbsOpti m zedl nst ances": "bool ean",

"Vol uneConfigurations": [

{

"lops": "nunber",
"Mount Point": "string",
"Nunber & Di sks": "nunber",
"Rai dLevel ": "nunber",
"Size": "nunber",
"Vol uneType": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map

Valid Map Keys: Enabl eHapr oxyStats | HaproxyStatsUrl | HaproxyStatsUser |

Hapr oxySt at sPassword | HaproxyHeal thCheckUr|l | HaproxyHeal t hCheckMet hod |

Mysql Root Password | Mysql Root Passwor dUbi quitous | GangliaUrl | GangliaUser
| GangliaPassword | MenctachedMenory | Nodej sVersion | RubyVersion | Rubygens-
Version | ManageBundl er | Bundl erVersion | RailsStack | PassengerVersion |
Jvm | JvnVersion | JvmOptions | JavaAppServer | JavaAppServer Version

Required: No

AutoAssignElasticlps
Whether to automatically assign an Elastic IP address to the layer's instances. For more information,
see How to Edit a Layer.

Type: Boolean

Required: No

AutoAssignPubliclps
For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean

Required: No

CustomInstanceProfileArn
The ARN of an IAM profile that to be used for the layer's EC2 instances. For more information about
IAM ARNSs, see Using Identifiers.

Type: String

Required: No

CustomRecipes
A Layer Cust onReci pes object that specifies the layer custom recipes.
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Type: Recipes (p. 166) object

Required: No

CustomSecurityGrouplds
An array containing the layer custom security group IDs.

Type: array of Strings

Required: No

EnableAutoHealing
Whether to disable auto healing for the layer.

Type: Boolean

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t r ue. To control when updates are installed, set this value to f al se. You must then update your
instances manually by using CreateDeployment (p. 21) to run the updat e_dependenci es stack
command or manually running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue, to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No

Name
The layer name, which is used by the console.

Type: String

Required: Yes

Packages
An array of Package objects that describe the layer packages.

Type: array of Strings

Required: No

Shortname
The layer short name, which is used internally by AWS OpsWorks and by Chef recipes. The short
name is also used as the name for the directory where your app files are installed. It can have a
maximum of 200 characters, which are limited to the alphanumeric characters, '-'," ', and ".".

Type: String

Required: Yes

Stackld
The layer stack ID.

Type: String

Required: Yes

Type
The layer type. A stack cannot have more than one built-in layer of the same type. It can have any
number of custom layers. This parameter must be set to one of the following:

APl Version 2013-02-18
30



AWS OpsWorks APl Reference
Response Syntax

e custom: A custom layer

« db-master: A MySQL layer

¢ java-app: A Java App Server layer

« rails-app: A Rails App Server layer

¢ |b: An HAProxy layer

¢« memcached: A Memcached layer

¢ monitoring-master: A Ganglia layer

¢ nodejs-app: A Node.js App Server layer
¢ php-app: A PHP App Server layer

« web: A Static Web Server layer

Type: String

Valid Values:j ava-app | |b | web | php-app | rails-app | nodejs-app | nentached
| db-nmaster | nonitoring-nmaster | custom

Required: Yes

UseEbsOptimizedinstances
Whether to use Amazon EBS-optimized instances.

Type: Boolean

Required: No

VolumeConfigurations
A Vol umeConf i gur at i ons object that describes the layer's Amazon EBS volumes.

Type: array of VolumeConfiguration (p. 178) objects

Required: No

Response Syntax

"Layerld": "string"

Response Elements

The following data is returned in JSON format by the service.

Layerld
The layer ID.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).
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ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CreateStack

Creates a new stack. For more information, see Create a New Stack.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"Attributes":
{
"string"
"string"
I
"Chef Configuration": {
"Ber kshel f Ver si on":
"ManageBer kshel f":

"string",
"bool ean"

}

nfigurati onManager": {

"Nanme": "string",

"Version": "string"
H
" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string"

}

stomJson": "string",
"Defaul t Avai |l abi lityZone": "string",
"Defaul tl nstanceProfil eArn": "string",
"DefaultGs": "string",

" Def aul t Root Devi ceType":
"Def aul t SShKeyNane": "st

"string",
ring",

"Def aul t Subnet | d":

"string",

"Host nameThene" :
"Nanme": "string",
"Region": "string",

"Servi ceRol eArn": "string",

"UseCust onCookbooks": "bool ean",
"UseOpswor ksSecurityG oups”: "bool ean”,
"Vpcld": "string"

"string",

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).

The request accepts the following data in JSON format.
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Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map
Valid Map Keys: Col or

Required: No

ChefConfiguration
A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf version
on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 137) object

Required: No
ConfigurationManager

The configuration manager. When you clone a stack we recommend that you use the configuration
manager to specify the Chef version, 0.9, 11.4, or 11.10. The default value is currently 11.4.

Type: StackConfigurationManager (p. 174) object

Required: No

CustomCookbooksSource
Contains the information required to retrieve an app or cookbook from a repository. For more inform-
ation, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 169) object

Required: No
CustomJson

A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format and must escape

characters such as "".:
"{\"keyI\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON.

Type: String

Required: No

DefaultAvailabilityZone
The stack's default Availability Zone, which must be in the specified region. For more information,
see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the subnet must be
in the same zone. For more information, see the Vpcl d parameter description.

Type: String

Required: No

DefaultinstanceProfileArn
The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNSs, see Using Identifiers.

Type: String

Required: Yes
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DefaultOs
The stack's default operating system, which must be set to Amazon Li nux, Ubuntu 12.04 LTS,
or Ubuntu 14. 04 LTS. The default option is Amazon Li nux.

Type: String

Required: No

DefaultRootDeviceType
The default root device type. This value is used by default for all instances in the stack, but you can
override it when you create an instance. The default option isi nst ance- st or e. For more information,
see Storage for the Root Device.

Type: String
Valid Values: ebs | instance-store

Required: No

DefaultSshKeyName
A default SSH key for the stack instances. You can override this value when you create or update
an instance.

Type: String

Required: No

DefaultSubnetld
The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you create
the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must be in
that zone. For information on default values and when this parameter is required, see the Vpcl d
parameter description.

Type: String

Required: No

HostnameTheme
The stack's host name theme, with spaces are replaced by underscores. The theme is used to gen-
erate host names for the stack's instances. By default, Host naneThene is setto Layer _Dependent
which creates host names by appending integers to the layer's short name. The other themes are:

¢ Baked_GCoods

* Cl ouds

* European_Cities

* Fruits

e Greek_Deities

¢ Legendary_Creatures_from Japan
¢ Pl anets_and_Mbons
e Roman_Deities

e Scottish_Islands
« US Cities

e WIld_Cats

To obtain a generated host name, call Get Host NameSuggest i on, which returns a host name based
on the current theme.

Type: String

Required: No
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Name
The stack name.

Type: String

Required: Yes

Region
The stack AWS region, such as "us-east-1". For more information about Amazon regions, see Regions
and Endpoints.

Type: String

Required: Yes

ServiceRoleArn
The stack AWS Identity and Access Management (IAM) role, which allows AWS OpsWorks to work
with AWS resources on your behalf. You must set this parameter to the Amazon Resource Name
(ARN) for an existing IAM role. For more information about IAM ARNSs, see Using Identifiers.

Type: String

Required: Yes

UseCustomCookbooks
Whether the stack uses custom cookbooks.

Type: Boolean

Required: No

UseOpsworksSecurityGroups
Whether to associate the AWS OpsWorks built-in security groups with the stack's layers.

AWS OpsWorks provides a standard set of built-in security groups, one for each layer, which are
associated with layers by default. With UseOpswor ksSecur i t yG oups you can instead provide
your own custom security groups. UseOpswor ksSecur i t yGr oups has the following settings:

¢ True - AWS OpsWorks automatically associates the appropriate built-in security group with each
layer (default setting). You can associate additional security groups with a layer after you create
it but you cannot delete the built-in security group.

» False - AWS OpsWorks does not associate built-in security groups with layers. You must create
appropriate EC2 security groups and associate a security group with each layer that you create.
However, you can still manually associate a built-in security group with a layer on creation; custom
security groups are required only for those layers that need custom settings.

For more information, see Create a New Stack.
Type: Boolean

Required: No
Vpcld
The ID of the VPC that the stack is to be launched into. It must be in the specified region. All instances
are launched into this VPC, and you cannot change the ID later.
* If your account supports EC2 Classic, the default value is no VPC.

« If your account does not support EC2 Classic, the default value is the default VPC for the specified
region.

If the VPC ID corresponds to a default VPC and you have specified either the Def aul t Avai | abi | -
i t yZone or the Def aul t Subnet | d parameter only, AWS OpsWorks infers the value of the other

parameter. If you specify neither parameter, AWS OpsWorks sets these parameters to the first valid
Availability Zone for the specified region and the corresponding default VPC subnet ID, respectively.
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If you specify a nondefault VPC ID, note the following:
It must belong to a VPC in your account that is in the specified region.
¢ You must specify a value for Def aul t Subnet | d.

For more information on how to use AWS OpsWorks with a VPC, see Running a Stack in a VPC.
For more information on default VPC and EC2 Classic, see Supported Platforms.

Type: String

Required: No

Response Syntax

"Stackld": "string"

Response Elements

The following data is returned in JSON format by the service.

Stackld
The stack ID, which is an opaque string that you use to identify the stack when performing actions
such as Descri beSt acks.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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CreateUserProfile

Creates a new user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

{
"Al'l owSel f Managenent": "bool ean",
"lamJser Arn": "string",
" SshPubl i ckKey": "string",
"SshUsernane": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

AllowSelfManagement
Whether users can specify their own SSH public key through the My Settings page. For more inform-
ation, see Setting an IAM User's Public SSH Key.

Type: Boolean

Required: No

lamUserArn
The user's IAM ARN.

Type: String

Required: Yes

SshPublicKey
The user's public SSH key.

Type: String

Required: No

SshUsername
The user's SSH user name. The allowable characters are [a-z], [A-Z], [0-9], ', and '_". If the specified
name includes other punctuation marks, AWS OpsWorks removes them. For example, ny. nane will
be changed to mynane. If you do not specify an SSH user name, AWS OpsWorks generates one
from the IAM user name.

Type: String
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Required: No

Response Syntax

"lamJser Arn": "string"

Response Elements

The following data is returned in JSON format by the service.

lamUserArn
The user's IAM ARN.

Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeleteApp

Deletes a specified app.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Appld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Appld
The app ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Deletelnstance

Deletes a specified instance. You must stop an instance before you can delete it. For more information,
see Deleting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"Del et eEl asticlp": "bool ean",
"Del et eVol unes": "bool ean",
"I nstancel d": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

DeleteElasticlp
Whether to delete the instance Elastic IP address.

Type: Boolean

Required: No

DeleteVolumes
Whether to delete the instance's Amazon EBS volumes.

Type: Boolean

Required: No

Instanceld
The instance ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).
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ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeleteLayer

Deletes a specified layer. You must first stop and then delete all associated instances. For more inform-
ation, see How to Delete a Layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Layerld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Layerld
The layer ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeleteStack

Deletes a specified stack. You must first delete all instances, layers, and apps. For more information, see
Shut Down a Stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Stackld
The stack ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeleteUserProfile

Deletes a user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"lamJser Arn": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

lamUserArn
The user's IAM ARN.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeregisterElasticlp

Deregisters a specified Elastic IP address. The address can then be registered by another stack. For
more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Elasticlp": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Elasticlp
The Elastic IP address.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeregisterRdsDblnstance

Deregisters an Amazon RDS instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"RdsDbl nst anceArn": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

RdsDblnstanceArn
The Amazon RDS instance's ARN.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DeregisterVolume

Deregisters an Amazon EBS volume. The volume can then be registered by another stack. For more in-
formation, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Vol unel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Volumeld
The volume ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeApps

Requests a description of a specified set of apps.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Applds": [
"string"
I,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Applds
An array of app IDs for the apps to be described. If you use this parameter, Descr i beApps returns
a description of the specified apps. Otherwise, it returns a description of every app.

Type: array of Strings

Required: No

Stackld
The app stack ID. If you use this parameter, Descr i beApps returns a description of the apps in the
specified stack.

Type: String

Required: No

Response Syntax

"Apps™: [

{
"Appld": "string",
" AppSour ce": {
"Password": "string",
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"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string"

}s

"Attributes":

{ .
"string"
"string"
}s
"CreatedAt": "string",
"Dat aSources": |
{
"Arn": "string",
" Dat abaseNane": "string",
"Type": "string"

}

] i . . .

"Description": "string",

"Domai ns": [

"string"
I,
"Enabl eSsl ": "bool ean",
"Environnment": |
{ .
"Key": "string",
"Secure": "bool ean",
"Val ue": "string"

}

] ! .

"Name": "string",

"Shortname": "string",

"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string"

}s

"Stackld": "string",

"Type": "string"

Response Elements

The following data is returned in JSON format by the service.

Apps
An array of App objects that describe the specified apps.

Type: array of App (p. 134) objects

APl Version 2013-02-18
50




AWS OpsWorks API Reference
Errors

Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeCommands

Describes the results of specified commands.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Commandl ds": [
"string"
1,
"Depl oynment 1 d": "string",
"I nstancel d": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Commandlds
An array of command IDs. If you include this parameter, Descr i beConmmands returns a description
of the specified commands. Otherwise, it returns a description of every command.

Type: array of Strings

Required: No

Deploymentid
The deployment ID. If you include this parameter, Descr i beComrands returns a description of the
commands associated with the specified deployment.

Type: String

Required: No

Instanceld
The instance ID. If you include this parameter, Descr i beConmands returns a description of the
commands associated with the specified instance.

Type: String
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Required: No

Response Syntax

"Conmands": |
{

"Acknow edgedAt": "string",
"Commandl d": "string",
"Conpl etedAt": "string",
"CreatedAt": "string",
"Depl oynment 1 d": "string",
"Exi t Code": "nunber",
"I nstancel d": "string",
"LogUrl": "string",
"Status": "string",
"Type": "string"

Response Elements

The following data is returned in JSON format by the service.

Commands
An array of Conmand objects that describe each of the specified commands.

Type: array of Command (p. 138) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeDeployments

Requests a description of a specified set of deployments.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Appld": "string",
"Depl oynment I ds": [
"string"
1,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Appld
The app ID. If you include this parameter, Descri beDepl oynment s returns a description of the
commands associated with the specified app.

Type: String

Required: No

Deploymentlds
An array of deployment IDs to be described. If you include this parameter, Descr i beDepl oynent s
returns a description of the specified deployments. Otherwise, it returns a description of every deploy-
ment.

Type: array of Strings

Required: No

Stackld
The stack ID. If you include this parameter, Descr i beDepl oynment s returns a description of the
commands associated with the specified stack.

Type: String
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Required: No

Response Syntax

{
"Depl oynments": |
{

"Appld": "string",
"Command": {

"Args":

{
"string"
[
"string"
]
}

"Name": "string"
}
"Coment": "string",
"Conpl etedAt": "string",
"CreatedAt": "string",
"Customlson": "string",
"Depl oynment 1 d": "string",
"Duration": "nunmber",
"lamJser Arn": "string",
"I nstancel ds": |

"string"
1,
"Stackld": "string",
"Status": "string"

}
]
}

Response Elements

The following data is returned in JSON format by the service.

Deployments
An array of Depl oynent objects that describe the deployments.

Type: array of Deployment (p. 142) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400
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ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeElasticlps

Describes Elastic |IP addresses.

Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"I nstancel d": "string",
III pS": [
"string"

I,
"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).

The request accepts the following data in JSON format.

Instanceld

Ips

The instance ID. If you include this parameter, Descr i beEl asti cl ps returns a description of the
Elastic IP addresses associated with the specified instance.

Type: String

Required: No

An array of Elastic IP addresses to be described. If you include this parameter, Descr i beEl asti cl ps
returns a description of the specified Elastic IP addresses. Otherwise, it returns a description of every
Elastic IP address.

Type: array of Strings

Required: No

Stackld

A stack ID. If you include this parameter, Descr i beEl asti cl ps returns a description of the Elastic
IP addresses that are registered with the specified stack.

Type: String
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Required: No

Response Syntax

{
"Elasticlps": [
{
"Domai n": "string",
"I nstancel d": "string",
"I p": "string",
"Name": "string",
"Region": "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

Elasticlps
An El asti cl ps object that describes the specified Elastic IP addresses.

Type: array of Elasticlp (p. 151) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeElasticLoadBalancers

Describes a stack's Elastic Load Balancing instances.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Layerlds": [
"string"
I,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Layerlds
A list of layer IDs. The action describes the Elastic Load Balancing instances for the specified layers.

Type: array of Strings

Required: No

Stackld
A stack ID. The action describes the stack's Elastic Load Balancing instances.

Type: String

Required: No

Response Syntax

"El asti cLoadBal ancers": [

{
"Avail abilityZones": [
"string"
1.
"DnsNane": "string",

"Ec2l nstancel ds": [

APl Version 2013-02-18
59



http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks APl Reference
Response Elements

"string"

]

| asti cLoadBal ancer Nane": "string",
"Layerld": "string",
"Region": "string",
"Stackld": "string",
"Subnetlds": [
"string"

]

pcld": "string"

Response Elements

The following data is returned in JSON format by the service.

ElasticLoadBalancers
Alistof El asti cLoadBal ancer objects that describe the specified Elastic Load Balancing instances.

Type: array of ElasticLoadBalancer (p. 151) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Describelnstances

Requests a description of a set of instances.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancel ds": [
"string"
1.
“Layerld": "string",
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instancelds
An array of instance IDs to be described. If you use this parameter, Descri bel nst ances returns
a description of the specified instances. Otherwise, it returns a description of every instance.

Type: array of Strings

Required: No

Layerld
A layer ID. If you use this parameter, Descr i bel nst ances returns descriptions of the instances
associated with the specified layer.

Type: String

Required: No

Stackld
A stack ID. If you use this parameter, Descr i bel nst ances returns descriptions of the instances
associated with the specified stack.

Type: String
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Required: No

Response Syntax

"I nstances": [

{
"Am | d": "string",

"Architecture": "string",
"Aut oScal i ngType": "string",
"Avail abilityZone": "string",

"CreatedAt": "string",

"EbsOptim zed": "bool ean",
"Ec2l nstanceld": "string",

"Elasticlp": "string",

"Host name": "string",

"I nstal | Updat esOnBoot ": "bool ean”,
"I nstancel d": "string",

"I nstanceProfil eArn":

"string",

"I nstanceType": "string",

"Last ServiceErrorld":

"Layerlds": [
"string"

I,

"Os": "string",

"string",

"PrivateDns": "string",

"Privatelp": "string",
"PublicDns": "string",

"Publiclp": "string",

"Root Devi ceType": "string",

" Root Devi ceVol unel d":

"SecurityGouplds": [

"string"

]

"string",

"SshHost DsaKeyFi ngerprint": "string",

"SshHost RsaKeyFi ngerprint": "string",
"SshKeyNane": "string",

"Stackld": "string",
"Status": "string",
"Subnetld": "string",
"VirtualizationType":

"string"

Response Elements

The following data is returned in JSON format by the service.

Instances

An array of | nst ance objects that describe the instances.

Type: array of Instance (p. 154) objects
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Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribelLayers

Requests a description of one or more layers in a specified stack.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"Layerlds": [
"string"
I,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Layerlds
An array of layer IDs that specify the layers to be described. If you omit this parameter, Descr i be-
Layer s returns a description of every layer in the specified stack.

Type: array of Strings

Required: No

Stackld
The stack ID.

Type: String

Required: No

Response Syntax

"Layers": [
{
"Attributes":
{
"string"
"string"
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}
" Aut oAssi gnEl asti cl ps": "bool ean",
" Aut 0Assi gnPubl i cl ps": "bool ean",
"CreatedAt": "string",
"Cust om nstanceProfileArn": "string",
"Cust onReci pes": {

"Configure": [

"string"

1,
"Depl oy": [

"string"
]

"Setup": [
"string"
]

" Shut down": [
"string"
I,
"Undepl oy": [
"string"
]

s

"CustonBecurityG ouplds": [
"string"

]

"Def aul t Reci pes": {
"Configure": [
"string"
I,
"Depl oy": [
"string"
]

"Setup": [
"string"
]

" Shut down": [
"string"
I,
"Undepl oy": [
"string"
]

}s

"Defaul t SecurityG oupNanes": |
"string"

]

"Enabl eAut oHeal i ng": "bool ean",
"I nstal | Updat esOnBoot ": "bool ean”,
"Layerld": "string",
"Name": "string",
"Packages": |
"string"
1,
"Shortname": "string",
"Stackld": "string",
"Type": "string",
"UseEbsOpti m zedl nst ances": "bool ean",
"Vol uneConfigurations": [

{
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"lops": "nunber",

"Mount Point": "string",
"Nunber & Di sks": "nunber",
"Rai dLevel ": "nunber",
"Size": "nunber",

"Vol uneType": "string"

Response Elements

The following data is returned in JSON format by the service.

Layers
An array of Layer objects that describe the layers.

Type: array of Layer (p. 159) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeLoadBasedAutoScaling

Describes load-based auto scaling configurations for specified layers.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"Layerlds": [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Layerlds
An array of layer IDs.

Type: array of Strings

Required: Yes

Response Syntax

"LoadBasedAut oScal i ngConfi gurations": [
{
"DownScal i ng": {
"CpuThreshol d": "number",
"l gnoreMetricsTine": "nunber”,
"l nstanceCount": "nunber",
"LoadThr eshol d": "nunber",
"Menor yThr eshol d": "nunber”,
"Thr eshol dsWai t Ti ne": "nunber"”

b

"Enabl e": "bool ean",
"Layerld": "string",
"UpScal i ng": {

"CpuThreshol d": "number",
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"I gnoreMetricsTine": "nunber",
"I nstanceCount": "nunber",
"LoadThreshol d": "nunber",
"Menor yThreshol d": "nunber",
"Threshol dsWai t Ti ne": "nunber"

Response Elements

The following data is returned in JSON format by the service.

LoadBasedAutoScalingConfigurations
An array of LoadBasedAut oScal i ngConf i gur at i on objects that describe each layer's configuration.

Type: array of LoadBasedAutoScalingConfiguration (p. 162) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeMyUserProfile

Describes a user's SSH information.
Required Permissions: To use this action, an IAM user must have self-management enabled or an at-

tached policy that explicitly grants permissions. For more information on user permissions, see Managing
User Permissions.

Response Syntax

{
"UserProfile": {
"lamJser Arn": "string",
"Nanme": "string",
"SshPubl i cKey": "string",
"SshUsernane": "string"
}
}

Response Elements

The following data is returned in JSON format by the service.

UserProfile
A User Pr of i | e object that describes the user's SSH information.

Type: SelfUserProfile (p. 168) object
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DescribePermissions

Describes the permissions for a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"lamJser Arn": "string",
"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

lamUserArn
The user's IAM ARN. For more information about IAM ARNSs, see Using Identifiers.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: No

Response Syntax

{
“Perm ssions": |
{
"All owSsh": "bool ean",
"Al | owSudo": "bool ean",
"lamJser Arn": "string",
"Level ": "string",
"Stackld": "string"
}
]
}
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Response Elements

The following data is returned in JSON format by the service.

Permissions
An array of Per mi ssi on objects that describe the stack permissions.

« Ifthe request object contains only a stack ID, the array contains a Per mi ssi on object with permis-
sions for each of the stack IAM ARNSs.

« If the request object contains only an IAM ARN, the array contains a Per mi ssi on object with
permissions for each of the user's stack IDs.

« If the request contains a stack ID and an IAM ARN, the array contains a single Per ni ssi on object
with permissions for the specified stack and IAM ARN.

Type: array of Permission (p. 163) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeRaidArrays
Describe an instance's RAID arrays.
Note
You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancel d": "string",
"Rai dArraylds": [
"string"
I,
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID. If you use this parameter, Descr i beRai dArr ays returns descriptions of the RAID
arrays associated with the specified instance.

Type: String

Required: No

RaidArraylds
An array of RAID array IDs. If you use this parameter, Descr i beRai dAr r ays returns descriptions
of the specified arrays. Otherwise, it returns a description of every array.

Type: array of Strings

Required: No

Stackld
The stack ID.

Type: String
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Required: No

Response Syntax

"Rai dArrays": [
{

"Avail abilityZone": "string",
"CreatedAt": "string",
"Device": "string",
"I nstancel d": "string",
"lops": "nunber",
"Mount Point": "string",
"Name": "string",
"Nurmber O Di sks": "nunber",
"Rai dArrayld": "string",
"Rai dLevel ": "nunber",
"Size": "nunber",
"Stackld": "string",
"Vol uneType": "string"

Response Elements

The following data is returned in JSON format by the service.

RaidArrays
A Rai dAr r ays object that describes the specified RAID arrays.

Type: array of RaidArray (p. 164) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeRdsDblinstances

Describes Amazon RDS instances.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"RdsDbl nst anceArns": [
"string"
1.
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

RdsDblInstanceArns
An array containing the ARNSs of the instances to be described.

Type: array of Strings

Required: No

Stackld
The stack ID that the instances are registered with. The operation returns descriptions of all registered
Amazon RDS instances.

Type: String

Required: Yes

Response Syntax

{
"RdsDbl nst ances": [
{
"Address": "string",
"Dbl nstanceldentifier": "string",
"DbPassword": "string",
"DbUser": "string",
"Engi ne": "string",

"M ssi ngOnRds": "bool ean",
"RdsDbl nst anceArn": "string",
"Region": "string",

APl Version 2013-02-18
74



http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks APl Reference
Response Elements

"Stackld": "string"

Response Elements

The following data is returned in JSON format by the service.

RdsDblInstances
An a array of RdsDbl nst ance objects that describe the instances.

Type: array of RdsDblnstance (p. 165) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeServiceErrors

Describes AWS OpsWorks service errors.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancel d": "string",
"ServiceErrorlds": [
"string"
1.
"Stackld": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID. If you use this parameter, Descr i beSer vi ceEr r or s returns descriptions of the
errors associated with the specified instance.

Type: String

Required: No

ServiceErrorlds
An array of service error IDs. If you use this parameter, Descr i beSer vi ceEr r or s returns descrip-
tions of the specified errors. Otherwise, it returns a description of every error.

Type: array of Strings

Required: No

Stackld
The stack ID. If you use this parameter, Descr i beSer vi ceEr r or s returns descriptions of the errors
associated with the specified stack.

Type: String

Required: No

Response Syntax

"ServiceErrors": [
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Response Elements

"Creat edAt":
"1 nstancel d":
"Message":

"string",
"string",

"string",

"ServiceErrorld":

"string",

"Stackld": "string",
"Type": "string"

Response Elements

The following data is returned in JSON format by the service.

ServiceErrors
An array of Ser vi ceEr r or objects that describe the specified service errors.

Type: array of ServiceError (p. 169) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeStackSummary

Describes the number of layers and apps in a specified stack, and the number of instances in each state,
such as runni ng_set up or onl i ne.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Stackld
The stack ID.

Type: String

Required: Yes

Response Syntax

"StackSummary": {

"AppsCount": "nunber",

"Arn": "string",

"l nstancesCount": {
"Booting": "nunber",
"ConnectionLost": "nunber",
"Online": "nunber",
"Pendi ng": "nunber",
"Rebooting": "nunber",
"Requested": "nunber",
"Runni ngSet up": "nunber",
"SetupFai | ed": "nunber",
"Shut ti ngDown": "nunber",
"StartFail ed": "nunber",
"Stopped": "nunber",

" St oppi ng": "nunber",
"Term nat ed": "nunber",
"Term nating": "nunber"
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"LayersCount": "nunber",
"Name": "string",
"Stackld": "string"

Response Elements

The following data is returned in JSON format by the service.

StackSummary
A St ackSummar y object that contains the results.

Type: StackSummary (p. 174) object

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeStacks

Requests a description of one or more stacks.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"Stacklds": [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Stacklds
An array of stack IDs that specify the stacks to be described. If you omit this parameter, Descr i be-
St acks returns a description of every stack.

Type: array of Strings

Required: No

Response Syntax

{
"Stacks": [
{
"Arn": "string",
"Attributes":
{
"string"
"string"
b,

"Chef Configuration": {

"Ber kshel f Versi on": "string",
"ManageBer kshel f": "bool ean”

}

nfi gurati onManager": {
"Name": "string",
"Version": "string"

}

"CreatedAt": "string",
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" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",

"Url": "string",
"Username": "string"
b
"CustomJson": "string",
"Defaul t Avai | abilityZone": "string",
"Defaul tl nstanceProfil eArn": "string",

"Defaul tGs": "string",

" Def aul t Root Devi ceType": "string",
"Def aul t SshKeyNane": "string",
"Defaul t Subnet1d": "string",

"Host nameThene": "string",
"Name": "string",
"Region": "string",

"Servi ceRol eArn": "string",

"Stackld": "string",

"UseCust onCookbooks": "bool ean",
"UseQpswor ksSecurityG oups”": "bool ean”,
"Vpcld": "string"

Response Elements

The following data is returned in JSON format by the service.

Stacks
An array of St ack objects that describe the stacks.

Type: array of Stack (p. 171) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeTimeBasedAutoScaling

Describes time-based auto scaling configurations for specified instances.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

"I nstancel ds": [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instancelds
An array of instance IDs.

Type: array of Strings

Required: Yes

Response Syntax

{
" Ti meBasedAut oScal i ngConfi gurations": [
{
" Aut oScal i ngSchedul e": {
"Friday":
{
"string"
"string"
I
"Monday":
{
"string"
"string"
b
" Sat ur day":
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{
"string" :
"string"
s
" Sunday":
{
"string" :
"string"
b,
"Thur sday":
{
"string" :
"string"
b,
"Tuesday":
{
"string" :
"string"
b,
"Wednesday":
{
"string" :
"string"
}
s
"I nstancel d": "string"

Response Elements

The following data is returned in JSON format by the service.

TimeBasedAutoScalingConfigurations

An array of Ti meBasedAut oScal i ngConfi gur at i on objects that describe the configuration for

the specified instances.

Type: array of TimeBasedAutoScalingConfiguration (p. 175) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeUserProfiles

Describe specified users.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

"lamJser Arns": [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

lamUserArns
An array of IAM user ARNSs that identify the users to be described.

Type: array of Strings

Required: No

Response Syntax

{
"UserProfiles": [
{
"Al'| owSel f Managenent": "bool ean",
"lamJser Arn": "string",
"Name": "string",
"SshPubl i ckey": "string",
"SshUsernane": "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

UserProfiles
A User s object that describes the specified users.
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Type: array of UserProfile (p. 175) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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DescribeVolumes

Describes an instance's Amazon EBS volumes.
Note

You must specify at least one of the parameters.

Required Permissions: To use this action, an IAM user must have a Show, Deploy, or Manage permis-
sions level for the stack, or an attached policy that explicitly grants permissions. For more information on
user permissions, see Managing User Permissions.

Request Syntax

{
"I nstancel d": "string",
"Rai dArrayld": "string",
"Stackld": "string",
“Vol unel ds": [

"string"

]

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID. If you use this parameter, Descr i beVol ures returns descriptions of the volumes
associated with the specified instance.

Type: String

Required: No

RaidArrayld
The RAID array ID. If you use this parameter, Descr i beVol unes returns descriptions of the volumes
associated with the specified RAID array.

Type: String

Required: No

Stackld
A stack ID. The action describes the stack's registered Amazon EBS volumes.

Type: String

Required: No

Volumelds
Am array of volume IDs. If you use this parameter, Descr i beVol unes returns descriptions of the
specified volumes. Otherwise, it returns a description of every volume.

Type: array of Strings
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Required: No

Response Syntax

"Vol unes": |
{

"Avail abilityZone": "string",
"Device": "string",
"Ec2Vol unel d": "string",
"I nstancel d": "string",
"lops": "nunber",
"Mount Point": "string",
"Name": "string",
"Rai dArrayld": "string",
"Region": "string",
"Size": "nunber",
"Status": "string",
"Vol unel d": "string",
"Vol uneType": "string"

Response Elements

The following data is returned in JSON format by the service.

Volumes
An array of volume IDs.

Type: array of Volume (p. 176) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400

APl Version 2013-02-18
87




AWS OpsWorks APl Reference
DetachElasticLoadBalancer

DetachElasticLoadBalancer

Detaches a specified Elastic Load Balancing instance from its layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"El asti cLoadBal ancer Nane": "string",
"Layerld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

ElasticLoadBalancerName
The Elastic Load Balancing instance's name.

Type: String

Required: Yes

Layerld
The ID of the layer that the Elastic Load Balancing instance is attached to.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400
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DisassociateElasticlp

Disassociates an Elastic IP address from its instance. The address remains registered with the stack.
For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Elasticlp": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Elasticlp
The Elastic IP address.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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GetHostnameSuggestion

Gets a generated host name for the specified layer, based on the current host name theme.
Required Permissions: To use this action, an IAM user must have a Manage permissions level for the

stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Layerld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Layerld
The layer ID.

Type: String

Required: Yes

Response Syntax

"Host nanme": "string",
"Layerld": "string"

Response Elements

The following data is returned in JSON format by the service.

Hostname
The generated host name.

Type: String
Layerld
The layer ID.

Type: String
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Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Rebootlnstance

Reboots a specified instance. For more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"I nstancel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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RegisterElasticlp

Registers an Elastic IP address with a specified stack. An address can be registered with only one stack
at a time. If the address is already registered, you must first deregister it by calling DeregisterElasti-
clp (p. 46). For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Elasticlp
The Elastic IP address.

Type: String

Required: Yes

Stackld
The stack ID.

Type: String

Required: Yes

Response Syntax

"Elasticlp": "string"

Response Elements

The following data is returned in JSON format by the service.

Elasticlp
The Elastic IP address.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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RegisterRdsDblnstance

Registers an Amazon RDS instance with a stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"DbPassword": "string",
"DbUser": "string",
"RdsDbl nst anceArn": "string",
"Stackld": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

DbPassword
The database password.

Type: String

Required: Yes

DbUser
The database's master user name.

Type: String

Required: Yes

RdsDblnstanceArn
The Amazon RDS instance's ARN.

Type: String

Required: Yes

Stackld
The stack ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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RegisterVolume

Registers an Amazon EBS volume with a specified stack. A volume can be registered with only one stack
at a time. If the volume is already registered, you must first deregister it by calling DeregisterVolume (p. 48).
For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Ec2Vol unel d": "string",
"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Ec2Volumeld
The Amazon EBS volume ID.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

Response Syntax

"Vol unel d": "string"

Response Elements

The following data is returned in JSON format by the service.

Volumeld
The volume ID.
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Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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SetLoadBasedAutoScaling

Specify the load-based auto scaling configuration for a specified layer. For more information, see Managing
Load with Time-based and Load-based Instances.

Note
To use load-based auto scaling, you must create a set of load-based auto scaling instances.

Load-based auto scaling operates only on the instances from that set, so you must ensure that
you have created enough instances to handle the maximum anticipated load.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{

"DownScal i ng": {
"CpuThreshol d": "nunber",
“lIgnoreMetricsTine": "nunber”,
"I nstanceCount": "nunber",
"LoadThreshol d": "nunber",
“Menor yThreshol d": "nunber",
“Threshol dsWai t Ti ne": "nunber"

}s

"Enabl e": "bool ean",

“Layerld": "string",

"UpScal i ng": {
"CpuThreshol d": "nunber",
“lIgnoreMetricsTine": "nunber",
"I nstanceCount": "nunber",
"LoadThreshol d": "nunber",
“Menor yThreshol d": "nunber",
“Threshol dsWai t Ti ne": "nunber"

}

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

DownScaling
An Aut oScal i ngThr eshol ds object with the downscaling threshold configuration. If the load falls
below these thresholds for a specified amount of time, AWS OpsWorks stops a specified number of
instances.

Type: AutoScalingThresholds (p. 136) object

Required: No

Enable
Enables load-based auto scaling for the layer.
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Type: Boolean

Required: No

Layerld
The layer ID.

Type: String

Required: Yes

UpScaling
An Aut oScal i ngThr eshol ds object with the upscaling threshold configuration. If the load exceeds
these thresholds for a specified amount of time, AWS OpsWorks starts a specified number of instances.
Type: AutoScalingThresholds (p. 136) object

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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SetPermission

Specifies a user's permissions. For more information, see Security and Permissions.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"Al'l owSsh": "bool ean",
"Al'l owSudo": "bool ean",
"lamJser Arn": "string",
"Level ": "string",
"Stackld": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

AllowSsh
The user is allowed to use SSH to communicate with the instance.

Type: Boolean

Required: No

AllowSudo
The user is allowed to use sudo to elevate privileges.

Type: Boolean

Required: No

lamUserArn
The user's IAM ARN.

Type: String

Required: Yes

Level
The user's permission level, which must be set to one of the following strings. You cannot set your
own permissions level.

e deny

e show

e depl oy

e manage

e iamonly

For more information on the permissions associated with these levels, see Managing User Permissions
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Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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SetTimeBasedAutoScaling

Specify the time-based auto scaling configuration for a specified instance. For more information, see
Managing Load with Time-based and Load-based Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
" Aut oScal i ngSchedul e": {
"Friday":
{
"string" :
"string"
b
"Monday":
{
"string" :
"string"
b
" Sat ur day":
{
"string" :
"string"
b
" Sunday":
{
"string" :
"string"
b
"Thur sday":
{
"string" :
"string"
b
"Tuesday":
{
"string" :
"string"
b
"Wednesday":
{
"string" :
"string"
}
b
"I nstancel d": "string"
}
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Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

AutoScalingSchedule
An Aut oScal i ngSchedul e with the instance schedule.

Type: WeeklyAutoScalingSchedule (p. 179) object

Required: No

Instanceld
The instance ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Startlnstance

Starts a specified instance. For more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"I nstancel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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StartStack

Starts a stack's instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Stackld
The stack ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Stoplnstance

Stops a specified instance. When you stop a standard instance, the data disappears and must be reinstalled
when you restart the instance. You can stop an Amazon EBS-backed instance without losing data. For
more information, see Starting, Stopping, and Rebooting Instances.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"I nstancel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Instanceld
The instance ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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StopStack

Stops a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Stackld": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Stackld
The stack ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UnassignVolume

Unassigns an assigned Amazon EBS volume. The volume remains registered with the stack. For more
information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Vol unel d": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Volumeld
The volume ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateApp

Updates a specified app.

Required Permissions: To use this action, an IAM user must have a Deploy or Manage permissions
level for the stack, or an attached policy that explicitly grants permissions. For more information on user
permissions, see Managing User Permissions.

Request Syntax

"Appld": "string",

" AppSour ce": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string

}

ttributes":
{
"string"
"string"
I
"Dat aSour ces": [
{
"Arn": "string",
" Dat abaseNanme": "string",
"Type": "string"
}
]

Description": "string",
"Domai ns": [
"string"
I,
"Enabl eSsl ": "bool ean",
"Environment": [
{
"Key": "string",
"Secure": "bool ean",
"Val ue": "string"
}
I,
"Nanme": "string",
"Ssl Configuration": {
"Certificate": "string",
"Chain": "string",
"PrivateKey": "string

I
"Type": "string"
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Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Appld
The app ID.

Type: String

Required: Yes

AppSource
A Sour ce object that specifies the app repository.

Type: Source (p. 169) object

Required: No

Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map
Valid Map Keys: Docunent Root | Rail sEnv | Aut oBundl eOnDepl oy

Required: No

DataSources
The app's data sources.

Type: array of DataSource (p. 141) objects

Required: No

Description
A description of the app.

Type: String

Required: No

Domains
The app's virtual host settings, with multiple domains separated by commas. For example:
"www. exanpl e. com exanpl e. coni

Type: array of Strings

Required: No

EnableSsl
Whether SSL is enabled for the app.

Type: Boolean

Required: No

Environment
An array of Envi r onnment Var i abl e objects that specify environment variables to be associated
with the app. You can specify up to ten environment variables. After you deploy the app, these vari-
ables are defined on the associated app server instances.
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Note
This parameter is supported only by Chef 11.10 stacks. If you have specified one or more
environment variables, you cannot modify the stack's Chef version.

Type: array of EnvironmentVariable (p. 152) objects

Required: No

Name
The app name.

Type: String

Required: No

SslConfiguration
An Ssl| Confi gur at i on object with the SSL configuration.

Type: SsIConfiguration (p. 171) object

Required: No

Type
The app type.

Type: String
Valid Values:java | rails | php | nodejs | static | other

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateElasticlp

Updates a registered Elastic IP address's name. For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Elasticlp": "string",
"Nanme": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Elasticlp
The address.

Type: String

Required: Yes

Name
The new name.

Type: String

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Updatelnstance

Updates a specified instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"Am | d": "string",
"Architecture": "string",
"Aut oScal i ngType": "string",
"EbsOpti mi zed": "bool ean",
"Host name": "string",
"I nstal | Updat esOnBoot ": " bool ean”,
"I nstancel d": "string",
"l nstanceType": "string",
"Layerlds": [

"string"

I,
"OGs": "string",
" SshKeyNane": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Amild
A custom AMI ID to be used to create the instance. The AMI should be based on one of the standard
AWS OpsWorks AMIs: Amazon Linux, Ubuntu 12.04 LTS, or Ubuntu 14.04 LTS. For more information,
see Instances

Type: String

Required: No

Architecture
The instance architecture. Instance types do not necessarily support both architectures. For a list of
the architectures that are supported by the different instance types, see Instance Families and Types.

Type: String
Valid Values: x86_64 | i 386

Required: No

AutoScalingType
The instance's auto scaling type, which has three possible values:

¢ AlwaysRunning: A 24/7 instance, which is not affected by auto scaling.
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» TimeBasedAutoScaling: A time-based auto scaling instance, which is started and stopped based
on a specified schedule.

¢ LoadBasedAutoScaling: A load-based auto scaling instance, which is started and stopped based
on load metrics.

Type: String
Valid Values: |1 oad | timer

Required: No

EbsOptimized
Whether this is an Amazon EBS-optimized instance.

Type: Boolean

Required: No

Hostname
The instance host name.

Type: String

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t r ue. To control when updates are installed, set this value to f al se. You must then update your
instances manually by using CreateDeployment (p. 21) to run the updat e_dependenci es stack
command or manually running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue, to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No
Instanceld
The instance ID.

Type: String

Required: Yes

InstanceType
The instance type. AWS OpsWorks supports all instance types except Cluster Compute, Cluster
GPU, and High Memory Cluster. For more information, see Instance Families and Types. The para-
meter values that you use to specify the various types are in the APl Name column of the Available
Instance Types table.

Type: String

Required: No

Layerlds
The instance's layer IDs.

Type: array of Strings

Required: No
Os
The instance operating system, which must be set to one of the following.
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¢ Standard operating systems: Amazon Li nux, Ubuntu 12. 04 LTS, or Ubuntu 14.04 LTS.
e Custom AMls: Cust om

The default option is Amazon Li nux. If you set this parameter to Cust om you must use the Createln-
stance (p. 24) action's Amild parameter to specify the custom AMI that you want to use. For more
information on the standard operating systems, see Operating SystemsFor more information on how
to use custom AMIs with OpsWorks, see Using Custom AMIs.

Type: String

Required: No

SshKeyName
The instance SSH key name.

Type: String

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdatelLayer

Updates a specified layer.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{

"Attributes":

{

"string"
"string"

b
" Aut oAssi gnEl asticl ps": "bool ean",
" Aut oAssi gnPubl i cl ps": "bool ean",
"Cust om nstanceProfileArn": "string",

" Cust onReci pes": {
"Configure": [
"string"
1
"Depl oy": [
"string"

]

"Setup": [
"string"

]

hut down": [
"string"

]

ndepl oy": [
"string"
]

}

stonBSecurityG ouplds": [
"string"
I,
" Enabl eAut oHeal i ng": "bool ean",
"I nstal | Updat esOnBoot ": " bool ean”,
"Layerld": "string",
"Nanme": "string",
"Packages": [
"string"

]

hort name": "string",
"UseEbsOpti m zedl nst ances": "bool ean",
"Vol unmeConfi gurations": [
{
"lops": "nunber",
"Mount Point": "string",
"Nunmber O Di sks": "nunber",
"Rai dLevel ": "nunber",
"Size": "nunber",
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"Vol uneType": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map

Valid Map Keys: Enabl eHapr oxyStats | HaproxyStatsUrl | HaproxyStatsUser |

Hapr oxySt at sPassword | HaproxyHeal t hCheckUr|l | HaproxyHeal t hCheckMet hod |
Mysql Root Password | Mysql Root Passwor dUbi quitous | GangliaUrl | GangliaUser
| GangliaPassword | MencachedMenory | Nodej sVersion | RubyVersion | Rubygens-
Version | ManageBundl er | Bundl erVersion | RailsStack | Passenger Version |
Jvm | JvnVersion | JvmOptions | JavaAppServer | JavaAppServer Version

Required: No

AutoAssignElasticlps
Whether to automatically assign an Elastic IP address to the layer's instances. For more information,
see How to Edit a Layer.

Type: Boolean

Required: No

AutoAssignPubliclps
For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean

Required: No

CustomlInstanceProfileArn
The ARN of an IAM profile to be used for all of the layer's EC2 instances. For more information about
IAM ARNSs, see Using Identifiers.

Type: String

Required: No

CustomRecipes
A Layer Cust onReci pes object that specifies the layer's custom recipes.

Type: Recipes (p. 166) object

Required: No

CustomSecurityGrouplds
An array containing the layer's custom security group IDs.

Type: array of Strings
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Required: No

EnableAutoHealing
Whether to disable auto healing for the layer.

Type: Boolean

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t r ue. To control when updates are installed, set this value to f al se. You must then update your
instances manually by using CreateDeployment (p. 21) to run the updat e_dependenci es stack
command or manually running yum(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue, to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No

Layerld
The layer ID.

Type: String

Required: Yes

Name
The layer name, which is used by the console.

Type: String

Required: No

Packages
An array of Package objects that describe the layer's packages.

Type: array of Strings

Required: No

Shortname
The layer short name, which is used internally by AWS OpsWorksand by Chef. The short name is
also used as the name for the directory where your app files are installed. It can have a maximum
of 200 characters and must be in the following format: A\A[a-z0-9\-\_\.]+\Z/.

Type: String

Required: No

UseEbsOptimizedinstances
Whether to use Amazon EBS-optimized instances.

Type: Boolean

Required: No

VolumeConfigurations
A Vol umeConf i gur at i ons object that describes the layer's Amazon EBS volumes.

Type: array of VolumeConfiguration (p. 178) objects
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Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateMyUserProfile

Updates a user's SSH public key.

Required Permissions: To use this action, an IAM user must have self-management enabled or an at-
tached policy that explicitly grants permissions. For more information on user permissions, see Managing
User Permissions.

Request Syntax

" SshPubl i cKey": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

SshPublicKey
The user's SSH public key.

Type: String

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateRdsDblnstance

Updates an Amazon RDS instance.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"DbPassword": "string",
"DbUser": "string",
"RdsDbl nst anceArn": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

DbPassword
The database password.

Type: String

Required: No

DbUser
The master user name.

Type: String

Required: No

RdsDblnstanceArn
The Amazon RDS instance's ARN.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.
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HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateStack

Updates a specified stack.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

"Attributes":
{
"string"
"string"
b
" Chef Configuration": ({
"Ber kshel f Versi on":
"ManageBer kshel f":

"string",
"bool ean”
}
"Configurati onManager": {

"Nanme": "string",
"Version": "string"
}
" Cust onCookbooksSource": {
"Password": "string",
"Revision": "string",
"SshKey": "string",
"Type": "string",
"Url": "string",
"Username": "string"

}

stomJson": "string",
"Defaul t Avai |l abi lityZone": "string",
"Defaul tl nstanceProfil eArn": "string",
"DefaultGs": "string",

" Def aul t Root Devi ceType":

"string",

" Def aul t SshKeyNane" :

"string",

"Def aul t Subnet | d":

"string",

"Host nameThene": "string",

"Nanme": "string",

"Servi ceRol eArn": "string",

"Stackld": "string",

"UseCust onCookbooks": "bool ean",
"UseOpswor ksSecurityG oups”: "bool ean”

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).

The request accepts the following data in JSON format.
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Attributes
One or more user-defined key/value pairs to be added to the stack attributes.

Type: String to String map
Valid Map Keys: Col or

Required: No

ChefConfiguration
A Chef Confi gur at i on object that specifies whether to enable Berkshelf and the Berkshelf version
on Chef 11.10 stacks. For more information, see Create a New Stack.

Type: ChefConfiguration (p. 137) object

Required: No
ConfigurationManager

The configuration manager. When you clone a stack we recommend that you use the configuration
manager to specify the Chef version, 0.9, 11.4, or 11.10. The default value is currently 11.4.

Type: StackConfigurationManager (p. 174) object

Required: No

CustomCookbooksSource
Contains the information required to retrieve an app or cookbook from a repository. For more inform-
ation, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 169) object

Required: No
CustomJson

A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format and must escape

characters such as "".:
"{\"keyI\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON.

Type: String

Required: No

DefaultAvailabilityZone
The stack's default Availability Zone, which must be in the specified region. For more information,
see Regions and Endpoints. If you also specify a value for Def aul t Subnet | d, the subnet must be
in the same zone. For more information, see CreateStack (p. 33).

Type: String

Required: No
DefaultinstanceProfileArn

The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNSs, see Using ldentifiers.

Type: String

Required: No
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DefaultOs
The stack's default operating system, which must be set to Amazon Li nux, Ubuntu 12.04 LTS,
or Ubuntu 14. 04 LTS. The default option is Amazon Li nux.

Type: String

Required: No

DefaultRootDeviceType
The default root device type. This value is used by default for all instances in the stack, but you can
override it when you create an instance. For more information, see Storage for the Root Device.

Type: String
Valid Values: ebs | instance-store

Required: No

DefaultSshKeyName
A default SSH key for the stack instances. You can override this value when you create or update
an instance.

Type: String

Required: No

DefaultSubnetld
The stack's default VPC subnet ID. This parameter is required if you specify a value for the Vpcl d
parameter. All instances are launched into this subnet unless you specify otherwise when you create
the instance. If you also specify a value for Def aul t Avai | abi | i t yZone, the subnet must be in
that zone. For information on default values and when this parameter is required, see the Vpcl d
parameter description.

Type: String

Required: No

HostnameTheme
The stack's new host name theme, with spaces are replaced by underscores. The theme is used to
generate host names for the stack's instances. By default, Host nameThene is setto Layer _Depend-
ent , which creates host names by appending integers to the layer's short name. The other themes
are:

¢ Baked_GCoods

* Cl ouds

* European_Cities

* Fruits

e Greek_Deities

¢ Legendary_Creatures_from Japan
¢ Pl anets_and_Mbons
e Roman_Deities

e Scottish_Islands
« US Cities

e WIld_Cats

To obtain a generated host name, call Get Host NameSuggest i on, which returns a host name based
on the current theme.

Type: String

Required: No
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Name
The stack's new name.

Type: String

Required: No

ServiceRoleArn
The stack AWS Identity and Access Management (IAM) role, which allows AWS OpsWorks to work
with AWS resources on your behalf. You must set this parameter to the Amazon Resource Name
(ARN) for an existing IAM role. For more information about IAM ARNSs, see Using Identifiers.

Note

You must set this parameter to a valid service role ARN or the action will fail; there is no
default value. You can specify the stack's current service role ARN, if you prefer, but you
must do so explicitly.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: Yes

UseCustomCookbooks
Whether the stack uses custom cookbooks.

Type: Boolean

Required: No

UseOpsworksSecurityGroups
Whether to associate the AWS OpsWorks built-in security groups with the stack's layers.

AWS OpsWorks provides a standard set of built-in security groups, one for each layer, which are
associated with layers by default. UseQpswor ksSecur i t yGr oups allows you to instead provide
your own custom security groups. UseOpswor ksSecur i t yGr oups has the following settings:

» True - AWS OpsWorks automatically associates the appropriate built-in security group with each
layer (default setting). You can associate additional security groups with a layer after you create
it but you cannot delete the built-in security group.

¢ False - AWS OpsWorks does not associate built-in security groups with layers. You must create
appropriate EC2 security groups and associate a security group with each layer that you create.
However, you can still manually associate a built-in security group with a layer on creation; custom
security groups are required only for those layers that need custom settings.

For more information, see Create a New Stack.
Type: Boolean

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors
For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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UpdateUserProfile

Updates a specified user profile.

Required Permissions: To use this action, an IAM user must have an attached policy that explicitly
grants permissions. For more information on user permissions, see Managing User Permissions.

Request Syntax

{
"Al'l owSel f Managenent": "bool ean",
"lamJser Arn": "string",
" SshPubl i ckKey": "string",
"SshUsernane": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

AllowSelfManagement
Whether users can specify their own SSH public key through the My Settings page. For more inform-
ation, see Managing User Permissions.

Type: Boolean

Required: No

lamUserArn
The user IAM ARN.

Type: String

Required: Yes

SshPublicKey
The user's new SSH public key.

Type: String

Required: No

SshUsername
The user's SSH user name. The allowable characters are [a-z], [A-Z], [0-9], ', and '_". If the specified
name includes other punctuation marks, AWS OpsWorks removes them. For example, ny. nane will
be changed to mynane. If you do not specify an SSH user name, AWS OpsWorks generates one
from the IAM user name.

Type: String
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Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400

APl Version 2013-02-18
130



AWS OpsWorks APl Reference
UpdateVolume

UpdateVolume

Updates an Amazon EBS volume's name or mount point. For more information, see Resource Management.

Required Permissions: To use this action, an IAM user must have a Manage permissions level for the
stack, or an attached policy that explicitly grants permissions. For more information on user permissions,
see Managing User Permissions.

Request Syntax

{
"Mount Point": "string",
"Nanme": "string",
"Vol unel d": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 181).
The request accepts the following data in JSON format.

MountPoint
The new mount point.

Type: String

Required: No

Name
The new name.

Type: String

Required: No

Volumeld
The volume ID.

Type: String

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 183).

ResourceNotFoundException
Indicates that a resource was not found.

APl Version 2013-02-18
131


http://docs.aws.amazon.com/opsworks/latest/userguide/resources.html
http://docs.aws.amazon.com/opsworks/latest/userguide/opsworks-security-users.html

AWS OpsWorks API Reference
Errors

HTTP Status Code: 400

ValidationException
Indicates that a request was invalid.

HTTP Status Code: 400
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Data Types

The AWS OpsWorks API contains several data types that various actions use. This section describes
each data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

> App (p. 134)

¢ AutoScalingThresholds (p. 136)

« ChefConfiguration (p. 137)

¢ CloneStackResult (p. 138)

e Command (p. 138)

¢ CreateAppResult (p. 139)

* CreateDeploymentResult (p. 140)

¢ CreatelnstanceResult (p. 140)

« CreateLayerResult (p. 140)

¢ CreateStackResult (p. 141)

¢ CreateUserProfileResult (p. 141)

e DataSource (p. 141)

* Deployment (p. 142)

¢ DeploymentCommand (p. 144)

* DescribeAppsResult (p. 145)

¢ DescribeCommandsResult (p. 145)

» DescribeDeploymentsResult (p. 145)
¢ DescribeElasticlpsResult (p. 146)

« DescribeElasticLoadBalancersResult (p. 146)
¢ DescribelnstancesResult (p. 146)

* DescribeLayersResult (p. 147)

¢ DescribeLoadBasedAutoScalingResult (p. 147)
» DescribeMyUserProfileResult (p. 147)
¢ DescribePermissionsResult (p. 148)
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App

¢ DescribeRaidArraysResult (p. 148)

¢ DescribeRdsDblinstancesResult (p. 148)
¢ DescribeServiceErrorsResult (p. 149)

¢ DescribeStackSummaryResult (p. 149)
¢ DescribeStacksResult (p. 149)

¢ DescribeTimeBasedAutoScalingResult (p. 150)
¢ DescribeUserProfilesResult (p. 150)

¢ DescribeVolumesResult (p. 150)

e Elasticlp (p. 151)

¢ ElasticLoadBalancer (p. 151)

¢ EnvironmentVariable (p. 152)

¢ GetHostnameSuggestionResult (p. 153)
¢ Instance (p. 154)

¢ InstancesCount (p. 158)

e Layer (p. 159)

¢ LoadBasedAutoScalingConfiguration (p. 162)
¢ Permission (p. 163)

¢ RaidArray (p. 164)

« RdsDblnstance (p. 165)

¢ Recipes (p. 166)

¢ RegisterElasticlpResult (p. 167)

¢ RegisterVolumeResult (p. 168)

¢ SelfUserProfile (p. 168)

e ServiceError (p. 169)

e Source (p. 169)

¢ SslConfiguration (p. 171)

e Stack (p. 171)

« StackConfigurationManager (p. 174)

¢ StackSummary (p. 174)

¢ TimeBasedAutoScalingConfiguration (p. 175)
¢ UserProfile (p. 175)

¢ Volume (p. 176)

¢ VolumeConfiguration (p. 178)

¢ WeeklyAutoScalingSchedule (p. 179)

Description

A description of the app.

Contents

Appld
The app ID.
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Type: String

Required: No

AppSource
A Sour ce object that describes the app repository.

Type: Source (p. 169) object

Required: No

Attributes
The stack attributes.

Type: String to String map
Valid Map Keys: Docurrent Root | Rail sEnv | Aut oBundl eOnDepl oy

Required: No

CreatedAt
When the app was created.

Type: String

Required: No

DataSources
The app's data sources.

Type: array of DataSource (p. 141) objects

Required: No

Description
A description of the app.

Type: String

Required: No
Domains

The app vhost settings with multiple domains separated by commas. For example: ' ww. ex-
anmpl e. com exanpl e. com

Type: array of Strings

Required: No

EnableSsl|
Whether to enable SSL for the app.

Type: Boolean

Required: No

Environment
An array of Envi r onnment Var i abl e objects that specify environment variables to be associated
with the app. You can specify up to ten environment variables. After you deploy the app, these vari-
ables are defined on the associated app server instances.

Type: array of EnvironmentVariable (p. 152) objects

Required: No

Name
The app name.
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Type: String

Required: No

Shortname
The app's short name.

Type: String

Required: No

SsIConfiguration
An Ssl Confi gur at i on object with the SSL configuration.

Type: SsIConfiguration (p. 171) object

Required: No

Stackld
The app stack ID.

Type: String

Required: No

Type
The app type.

Type: String
Valid Values:java | rails | php | nodejs | static | other

Required: No

AutoScalingThresholds

Description

Describes a load-based auto scaling upscaling or downscaling threshold configuration, which specifies
when AWS OpsWorks starts or stops load-based instances.

Contents

CpuThreshold
The CPU utilization threshold, as a percent of the available CPU.

Type: Double

Required: No

IgnoreMetricsTime
The amount of time (in minutes) after a scaling event occurs that AWS OpsWorks should ignore
metrics and not raise any additional scaling events. For example, AWS OpsWorks adds new instances
following an upscaling event but the instances won't start reducing the load until they have been
booted and configured. There is no point in raising additional scaling events during that operation,
which typically takes several minutes. | gnor eMet ri csTi ne allows you to direct AWS OpsWorks
to not raise any scaling events long enough to get the new instances online.

Type: Number
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Required: No

InstanceCount
The number of instances to add or remove when the load exceeds a threshold.

Type: Number

Required: No

LoadThreshold
The load threshold. For more information about how load is computed, see Load (computing).

Type: Double

Required: No

MemoryThreshold
The memory utilization threshold, as a percent of the available memory.

Type: Double

Required: No

ThresholdsWaitTime
The amount of time, in minutes, that the load must exceed a threshold before more instances are
added or removed.

Type: Number

Required: No

ChefConfiguration

Description

Describes the Chef configuration.

Contents

BerkshelfVersion
The Berkshelf version.

Type: String

Required: No

ManageBerkshelf
Whether to enable Berkshelf.

Type: Boolean

Required: No
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CloneStackResult

Description

Contains the response to a Cl oneSt ack request.

Contents

Stackld
The cloned stack ID.

Type: String

Required: No

Command

Description

Describes a command.

Contents

AcknowledgedAt
Date and time when the command was acknowledged.

Type: String

Required: No

CommandlId
The command ID.

Type: String

Required: No

CompletedAt
Date when the command completed.

Type: String

Required: No

CreatedAt
Date and time when the command was run.

Type: String

Required: No

Deploymentid
The command deployment ID.

Type: String

Required: No
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ExitCode
The command exit code.

Type: Number

Required: No

Instanceld
The ID of the instance where the command was executed.

Type: String

Required: No

LogUrl
The URL of the command log.

Type: String

Required: No

Status
The command status:

« failed

« successful
e skipped

* pending

Type: String

Required: No

Type
The command type:

e depl oy

e roll back

e start

e stop

e restart

¢ undepl oy

¢ updat e_dependenci es

e instal |l _dependencies

¢ updat e_cust om cookbooks
e execute_recipes

Type: String

Required: No

CreateAppResult

Description

Contains the response to a Cr eat eApp request.
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Contents

Appld
The app ID.

Type: String

Required: No

CreateDeploymentResult

Description

Contains the response to a Cr eat eDepl oynent request.

Contents

Deploymentld
The deployment ID, which can be used with other requests to identify the deployment.

Type: String

Required: No

CreatelnstanceResult

Description

Contains the response to a Cr eat el nst ance request.

Contents

Instanceld
The instance ID.

Type: String

Required: No

CreatelLayerResult

Description

Contains the response to a Cr eat eLayer request.
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Contents

Layerld
The layer ID.

Type: String

Required: No

CreateStackResult

Description

Contains the response to a Cr eat eSt ack request.

Contents

Stackld
The stack ID, which is an opaque string that you use to identify the stack when performing actions

such as Descri beSt acks.
Type: String

Required: No

CreateUserProfileResult

Description

Contains the response to a Cr eat eUser Pr of i | e request.

Contents

lamUserArn
The user's IAM ARN.

Type: String

Required: No

DataSource

Description

Describes an app's data source.
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Contents

Arn
The data source's ARN.

Type: String

Required: No

DatabaseName
The database name.

Type: String

Required: No
Type
The data source's type, Aut oSel ect Opswor ksMysql | nst ance, Opswor ksMysql | nst ance, or
RdsDbl nst ance.
Type: String

Required: No

Deployment

Description

Describes a deployment of a stack or app.

Contents

Appld
The app ID.

Type: String

Required: No

Command
Used to specify a deployment operation.

Type: DeploymentCommand (p. 144) object

Required: No

Comment
A user-defined comment.

Type: String

Required: No

CompletedAt
Date when the deployment completed.

Type: String

Required: No
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CreatedAt
Date when the deployment was created.

Type: String

Required: No

CustomJson
A string that contains user-defined custom JSON. It is used to override the corresponding default
stack configuration JSON values for stack. The string should be in the following format and must
escape characters such as "'.:

"{\"keyl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON.

Type: String

Required: No

Deploymentld
The deployment ID.

Type: String

Required: No

Duration
The deployment duration.

Type: Number

Required: No

lamUserArn
The user's IAM ARN.

Type: String

Required: No

Instancelds
The IDs of the target instances.

Type: array of Strings

Required: No
Stackld
The stack ID.

Type: String

Required: No
Status
The deployment status:

e running
* successful
« failed

Type: String

Required: No

APl Version 2013-02-18
143


http://docs.aws.amazon.com/opsworks/latest/userguide/workingstacks-json.html
http://docs.aws.amazon.com/opsworks/latest/userguide/workingstacks-json.html

AWS OpsWorks API Reference
DeploymentCommand

DeploymentCommand

Description

Used to specify a deployment operation.

Contents

Args
The arguments of those commands that take arguments. It should be set to a JSON object with the
following format:

{"arg_nane":["val uel", "value2", ...]}
Type: String to map

Required: No
Name
Specifies the operation. You can specify only one command.

For stacks, the following commands are available:

e execut e_r eci pes: Execute one or more recipes. To specify the recipes, set an Ar gs parameter
named r eci pes to the list of recipes to be executed. For example, to execute phpapp: : appset up,
set Argsto{"recipes":["phpapp::appsetup”]}.

e instal | _dependenci es: Install the stack's dependencies.

¢ updat e_cust om cookbooks: Update the stack's custom cookbooks.

e updat e_dependenci es: Update the stack's dependencies.

For apps, the following commands are available:

¢ depl oy: Deploy an app. Rails apps have an optional Ar gs parameter named mi gr at e. Set Ar gs
to {"migrate":["true"]} to migrate the database. The default setting is {"migrate™:["false"]}.

¢ rol | back Roll the app back to the previous version. When you update an app, AWS OpsWorks
stores the previous version, up to a maximum of five versions. You can use this command to roll
an app back as many as four versions.

e start: Start the app's web or application server.

¢ st op: Stop the app's web or application server.

e restart: Restart the app's web or application server.
¢ undepl oy: Undeploy the app.

Type: String

Valid Values: i nst al | _dependenci es | updat e_dependenci es | update_cust om cook-
books | execute_recipes | deploy | rollback | start | stop | restart | un-
depl oy

Required: Yes
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DescribeAppsResult

Description

Contains the response to a Descr i beApps request.

Contents

Apps
An array of App objects that describe the specified apps.

Type: array of App (p. 134) objects

Required: No

DescribeCommandsResult

Description

Contains the response to a Descr i beComrands request.

Contents

Commands
An array of Conmand objects that describe each of the specified commands.

Type: array of Command (p. 138) objects

Required: No

DescribeDeploymentsResult

Description

Contains the response to a Descri beDepl oynent s request.

Contents

Deployments
An array of Depl oynent objects that describe the deployments.

Type: array of Deployment (p. 142) objects

Required: No
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DescribeElasticlpsResult

Description

Contains the response to a Descri beEl asti cl ps request.

Contents

Elasticlps
An El asti cl ps object that describes the specified Elastic IP addresses.

Type: array of Elasticlp (p. 151) objects

Required: No

DescribeElasticLoadBalancersResult

Description

Contains the response to a Descri beEl asti cLoadBal ancer s request.

Contents

ElasticLoadBalancers
Alistof El asti cLoadBal ancer objects that describe the specified Elastic Load Balancing instances.

Type: array of ElasticLoadBalancer (p. 151) objects

Required: No

DescribelnstancesResult

Description

Contains the response to a Descr i bel nst ances request.

Contents

Instances
An array of | nst ance objects that describe the instances.

Type: array of Instance (p. 154) objects

Required: No
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DescribelLayersResult

Description

Contains the response to a Descri belLayer s request.

Contents

Layers
An array of Layer objects that describe the layers.

Type: array of Layer (p. 159) objects

Required: No

DescribeLoadBasedAutoScalingResult

Description

Contains the response to a Descr i beLoadBasedAut oScal i ng request.

Contents

LoadBasedAutoScalingConfigurations
An array of LoadBasedAut oScal i ngConf i gur at i on objects that describe each layer's configuration.

Type: array of LoadBasedAutoScalingConfiguration (p. 162) objects

Required: No

DescribeMyUserProfileResult

Description

Contains the response to a Descri beMyUser Prof i | e request.

Contents

UserProfile
A User Pr of i | e object that describes the user's SSH information.

Type: SelfUserProfile (p. 168) object

Required: No
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DescribePermissionsResult

Description

Contains the response to a Descri bePer ni ssi ons request.

Contents

Permissions
An array of Per mi ssi on objects that describe the stack permissions.

« If the request object contains only a stack ID, the array contains a Per mi ssi on object with permis-
sions for each of the stack IAM ARNS.

« If the request object contains only an IAM ARN, the array contains a Per i ssi on object with
permissions for each of the user's stack IDs.

« Ifthe request contains a stack ID and an IAM ARN, the array contains a single Per ni ssi on object
with permissions for the specified stack and IAM ARN.

Type: array of Permission (p. 163) objects

Required: No

DescribeRaidArraysResult

Description

Contains the response to a Descri beRai dArr ays request.

Contents

RaidArrays
A Rai dAr r ays object that describes the specified RAID arrays.

Type: array of RaidArray (p. 164) objects

Required: No

DescribeRdsDblnstancesResult

Description

Contains the response to a Descr i beRdsDbl nst ances request.

Contents

RdsDblInstances
An a array of RdsDbl nst ance objects that describe the instances.

Type: array of RdsDblnstance (p. 165) objects
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DescribeServiceErrorsResult

Required: No

DescribeServiceErrorsResult

Description

Contains the response to a Descri beSer vi ceErr or s request.

Contents

ServiceErrors
An array of Ser vi ceEr r or objects that describe the specified service errors.

Type: array of ServiceError (p. 169) objects

Required: No

DescribeStackSummaryResult

Description

Contains the response to a Descri beSt ackSunmar y request.

Contents

StackSummary
A St ackSummar y object that contains the results.

Type: StackSummary (p. 174) object

Required: No

DescribeStacksResult

Description

Contains the response to a Descri beSt acks request.

Contents

Stacks
An array of St ack objects that describe the stacks.

Type: array of Stack (p. 171) objects

Required: No
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DescribeTimeBasedAutoScalingResult

DescribeTimeBasedAutoScalingResult

Description

Contains the response to a Descri beTi mneBasedAut oScal i ng request.

Contents

TimeBasedAutoScalingConfigurations
An array of Ti meBasedAut oScal i ngConfi gur ati on objects that describe the configuration for

the specified instances.
Type: array of TimeBasedAutoScalingConfiguration (p. 175) objects

Required: No

DescribeUserProfilesResult

Description

Contains the response to a Descri beUser Prof i | es request.

Contents

UserProfiles
A User s object that describes the specified users.

Type: array of UserProfile (p. 175) objects

Required: No

DescribeVolumesResult

Description

Contains the response to a Descr i beVol unes request.

Contents

Volumes
An array of volume IDs.

Type: array of Volume (p. 176) objects

Required: No
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Elasticlp

Description

Describes an Elastic IP address.

Contents

Domain
The domain.

Type: String

Required: No

Instanceld
The ID of the instance that the address is attached to.

Type: String

Required: No

The IP address.
Type: String

Required: No

Name
The name.

Type: String

Required: No
Region
The AWS region. For more information, see Regions and Endpoints.

Type: String

Required: No

ElasticLoadBalancer

Description

Describes an Elastic Load Balancing instance.

Contents

AvailabilityZones
A list of Availability Zones.

Type: array of Strings

Required: No
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DnsName
The instance's public DNS name.

Type: String

Required: No

Ec2Instancelds
A list of the EC2 instances that the Elastic Load Balancing instance is managing traffic for.

Type: array of Strings

Required: No

ElasticLoadBalancerName
The Elastic Load Balancing instance's name.

Type: String

Required: No

Layerld
The ID of the layer that the instance is attached to.

Type: String

Required: No
Region
The instance's AWS region.

Type: String

Required: No

Stackld
The ID of the stack that the instance is associated with.

Type: String

Required: No

Subnetlds
A list of subnet IDs, if the stack is running in a VPC.

Type: array of Strings

Required: No

Vpcld
The VPC ID.

Type: String

Required: No

EnvironmentVariable

Description

Represents an app's environment variable.
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Contents

Key
(Required) The environment variable's name, which can consist of up to 64 characters and must be
specified. The name can contain upper- and lowercase letters, numbers, and underscores (_), but
it must start with a letter or underscore.

Type: String

Required: Yes

Secure
(Optional) Whether the variable's value will be returned by the DescribeApps (p. 49) action. To conceal
an environment variable's value, set Secur e to t r ue. Descri beApps then returns **Fi | t er ed**
instead of the actual value. The default value for Secur e is f al se.

Type: Boolean

Required: No
Value
(Optional) The environment variable's value, which can be left empty. If you specify a value, it can
contain up to 256 characters, which must all be printable.
Type: String

Required: Yes

GetHostnameSuggestionResult

Description

Contains the response to a Get Host nameSuggest i on request.

Contents

Hostname
The generated host name.

Type: String

Required: No

Layerld
The layer ID.

Type: String

Required: No
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Instance

Description

Describes an instance.

Contents

Amild
A custom AMI ID to be used to create the instance. The AMI should be based on one of the standard
AWS OpsWorks APIls: Amazon Linux, Ubuntu 12.04 LTS, or Ubuntu 14.04 LTS. For more information,
see Instances

Type: String

Required: No

Architecture
The instance architecture, "i386" or "x86_64".

Type: String
Valid Values: x86_64 | i 386

Required: No

AutoScalingType
The instance's auto scaling type, which has three possible values:

¢ AlwaysRunning: A 24/7 instance, which is not affected by auto scaling.

¢ TimeBasedAutoScaling: A time-based auto scaling instance, which is started and stopped based
on a specified schedule.

« LoadBasedAutoScaling: A load-based auto scaling instance, which is started and stopped based
on load metrics.

Type: String
Valid Values: | oad | ti mer

Required: No

AvailabilityZone
The instance Availability Zone. For more information, see Regions and Endpoints.

Type: String

Required: No

CreatedAt
The time that the instance was created.

Type: String

Required: No

EbsOptimized
Whether this is an Amazon EBS-optimized instance.

Type: Boolean

Required: No
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Ec2Instanceld
The ID of the associated Amazon EC2 instance.

Type: String

Required: No

Elasticlp
The instance Elastic IP address .

Type: String

Required: No

Hostname
The instance host name.

Type: String

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t rue. If this value is set to f al se, you must then update your instances manually by using Cre-
ateDeployment (p. 21) to run the updat e_dependenci es stack command or manually running yum
(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue, to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No

Instanceld
The instance ID.

Type: String

Required: No

InstanceProfileArn
The ARN of the instance's IAM profile. For more information about IAM ARNs, see Using Identifiers.

Type: String

Required: No

InstanceType
The instance type. AWS OpsWorks supports all instance types except Cluster Compute, Cluster
GPU, and High Memory Cluster. For more information, see Instance Families and Types. The para-
meter values that specify the various types are in the API Name column of the Available Instance
Types table.

Type: String

Required: No

LastServiceErrorld
The ID of the last service error. For more information, call DescribeServiceErrors (p. 76).

Type: String

Required: No
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Layerlds
An array containing the instance layer IDs.

Type: array of Strings

Required: No

Os
The instance operating system.

Type: String

Required: No

PrivateDns
The instance private DNS name.

Type: String

Required: No

Privatelp
The instance private IP address.

Type: String

Required: No

PublicDns
The instance public DNS name.

Type: String

Required: No

Publiclp
The instance public IP address.

Type: String

Required: No

RootDeviceType
The instance root device type. For more information, see Storage for the Root Device.

Type: String
Valid Values: ebs | instance-store

Required: No

RootDeviceVolumeld
The root device volume ID.

Type: String

Required: No

SecurityGrouplds
An array containing the instance security group IDs.

Type: array of Strings

Required: No

SshHostDsaKeyFingerprint
The SSH key's DSA fingerprint.
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Type: String

Required: No

SshHostRsaKeyFingerprint
The SSH key's RSA fingerprint.

Type: String

Required: No

SshKeyName
The instance SSH key name.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: No

Status
The instance status:

* booting

e connection_| ost
e online

¢ rebooting

e requested

e runni ng_setup
e setup_failed
e start_failed
e stopped

e term nated

e termnating

Type: String

Required: No

Subnetld
The instance's subnet ID, if the stack is running in a VPC.

Type: String

Required: No

VirtualizationType
The instance's virtualization type, par avi rt ual or hvm

Type: String
Valid Values: paravirtual | hvm

Required: No
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InstancesCount

Description

Describes how many instances a stack has for each status.

Contents

Booting
The number of instances with boot i ng status.

Type: Number

Required: No

ConnectionLost
The number of instances with connecti on_| ost status.

Type: Number

Required: No

Online
The number of instances with onl i ne status.

Type: Number

Required: No

Pending
The number of instances with pendi ng status.

Type: Number

Required: No

Rebooting
The number of instances with r eboot i ng status.

Type: Number

Required: No

Requested
The number of instances with r equest ed status.

Type: Number

Required: No

RunningSetup
The number of instances with r unni ng_set up status.

Type: Number

Required: No

SetupFailed
The number of instances with set up_f ai | ed status.

Type: Number

Required: No
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ShuttingDown
The number of instances with shut t i ng_down status.

Type: Number

Required: No

StartFailed
The number of instances with st art _f ai | ed status.

Type: Number

Required: No

Stopped
The number of instances with st opped status.

Type: Number

Required: No

Stopping
The number of instances with st oppi ng status.

Type: Number

Required: No

Terminated
The number of instances with t er ni nat ed status.

Type: Number

Required: No

Terminating
The number of instances with t er mi nat i ng status.

Type: Number

Required: No

Layer

Description

Describes a layer.

Contents

Attributes
The layer attributes.

Type: String to String map

Valid Map Keys: Enabl eHaproxyStats | HaproxyStatsUrl | HaproxyStatsUser |

Hapr oxySt at sPassword | HaproxyHeal t hCheckUr|l | HaproxyHeal t hCheckMet hod |
Mysql Root Password | Mysql Root Passwor dUbi quitous | GangliaUrl | GangliaUser
| GangliaPassword | MenctachedMenory | Nodej sVersion | RubyVersion | Rubygens-
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Version | ManageBundl er | Bundl erVersion | RailsStack | PassengerVersion |
Jvm | JvnVersion | JvnOptions | JavaAppServer | JavaAppServer Version

Required: No

AutoAssignElasticlps
Whether to automatically assign an Elastic IP address to the layer's instances. For more information,
see How to Edit a Layer.

Type: Boolean

Required: No

AutoAssignPubliclps
For stacks that are running in a VPC, whether to automatically assign a public IP address to the
layer's instances. For more information, see How to Edit a Layer.

Type: Boolean

Required: No

CreatedAt
Date when the layer was created.

Type: String

Required: No
CustominstanceProfileArn

The ARN of the default IAM profile to be used for the layer's EC2 instances. For more information
about IAM ARNSs, see Using Identifiers.

Type: String

Required: No

CustomRecipes
A Layer Cust onReci pes object that specifies the layer's custom recipes.

Type: Recipes (p. 166) object

Required: No

CustomSecurityGrouplds
An array containing the layer's custom security group IDs.

Type: array of Strings

Required: No

DefaultRecipes
AWS OpsWorks supports five lifecycle events, setup, configuration, deploy, undeploy, and
shutdown. For each layer, AWS OpsWorks runs a set of standard recipes for each event. In addition,
you can provide custom recipes for any or all layers and events. AWS OpsWorks runs custom event
recipes after the standard recipes. Layer Cust onReci pes specifies the custom recipes for a partic-
ular layer to be run in response to each of the five events.

To specify a recipe, use the cookbook's directory name in the repository followed by two colons and
the recipe name, which is the recipe's file name without the .rb extension. For example:
phpapp2::dbsetup specifies the dbsetup.rb recipe in the repository's phpapp2 folder.

Type: Recipes (p. 166) object

Required: No
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DefaultSecurityGroupNames
An array containing the layer's security group hames.

Type: array of Strings

Required: No

EnableAutoHealing
Whether auto healing is disabled for the layer.

Type: Boolean

Required: No

InstallUpdatesOnBoot
Whether to install operating system and package updates when the instance boots. The default value
is t rue. If this value is set to f al se, you must then update your instances manually by using Cre-
ateDeployment (p. 21) to run the updat e_dependenci es stack command or manually running yum
(Amazon Linux) or apt - get (Ubuntu) on the instances.

Note

We strongly recommend using the default value of t r ue, to ensure that your instances have
the latest security updates.

Type: Boolean

Required: No

Layerld
The layer ID.

Type: String

Required: No

Name
The layer name.

Type: String

Required: No

Packages
An array of Package objects that describe the layer's packages.

Type: array of Strings

Required: No

Shortname
The layer short name.

Type: String

Required: No

Stackld
The layer stack ID.

Type: String

Required: No

Type
The layer type, which must be one of the following:

e Custom
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¢ GangliaMonitoringMaster
* HaProxy

* MemcachedServer

¢ MySqglMaster

¢ NodeJsAppServer

* PhpAppServer

¢ RailsAppServer

* WebServer

Type: String

Valid Values:j ava-app | |b | web | php-app | rails-app | nodejs-app | nentached
| db-nmaster | nonitoring-nmaster | custom

Required: No

UseEbsOptimizedinstances
Whether the layer uses Amazon EBS-optimized instances.

Type: Boolean

Required: No

VolumeConfigurations
A Vol umeConf i gur at i ons object that describes the layer's Amazon EBS volumes.

Type: array of VolumeConfiguration (p. 178) objects

Required: No

LoadBasedAutoScalingConfiguration

Description

Describes a layer's load-based auto scaling configuration.

Contents

DownScaling
A LoadBasedAut oscal i ngl nstructi on object that describes the downscaling configuration,
which defines how and when AWS OpsWorks reduces the number of instances.

Type: AutoScalingThresholds (p. 136) object

Required: No

Enable
Whether load-based auto scaling is enabled for the layer.

Type: Boolean

Required: No

Layerld
The layer ID.

Type: String
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Required: No
UpScaling
A LoadBasedAut oscal i ngl nst ructi on object that describes the upscaling configuration, which
defines how and when AWS OpsWorks increases the number of instances.
Type: AutoScalingThresholds (p. 136) object

Required: No

Permission

Description

Describes stack or user permissions.

Contents

AllowSsh
Whether the user can use SSH.

Type: Boolean

Required: No

AllowSudo
Whether the user can use sudo.

Type: Boolean

Required: No

lamUserArn
The Amazon Resource Name (ARN) for an AWS ldentity and Access Management (IAM) role. For
more information about IAM ARNSs, see Using ldentifiers.

Type: String

Required: No

Level
The user's permission level, which must be the following:

e deny

e show

* depl oy

e manage

e iamonly

For more information on the permissions associated with these levels, see Managing User Permissions
Type: String

Required: No

Stackld
A stack ID.

Type: String
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Required: No

RaidArray

Description

Describes an instance's RAID array.

Contents

AvailabilityZone
The array's Availability Zone. For more information, see Regions and Endpoints.

Type: String

Required: No

CreatedAt
When the RAID array was created.

Type: String

Required: No

Device
The array's Linux device. For example /dev/imdadmO.

Type: String

Required: No

Instanceld
The instance ID.

Type: String

Required: No

lops
For PIOPS volumes, the IOPS per disk.
Type: Number

Required: No

MountPoint
The array's mount point.

Type: String

Required: No

Name
The array name.

Type: String

Required: No

NumberOfDisks
The number of disks in the array.
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Type: Number

Required: No

RaidArrayld
The array ID.

Type: String

Required: No

RaidLevel
The RAID level.

Type: Number

Required: No
Size
The array's size.

Type: Number

Required: No

Stackld
The stack ID.

Type: String

Required: No

VolumeType
The volume type, standard or PIOPS.

Type: String

Required: No

RdsDblnstance

Description

Describes an Amazon RDS instance.

Contents

Address
The instance's address.

Type: String

Required: No

DblInstanceldentifier
The DB instance identifier.

Type: String

Required: No
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DbPassword
The database password.

Type: String

Required: No

DbUser
The master user name.

Type: String

Required: No
Engine
The instance's database engine.

Type: String

Required: No

MissingOnRds
Set to t r ue if AWS OpsWorks was unable to discover the Amazon RDS instance. AWS OpsWorks
attempts to discover the instance only once. If this value is set to t r ue, you must deregister the in-
stance and then register it again.

Type: Boolean

Required: No

RdsDblnstanceArn
The instance's ARN.

Type: String

Required: No
Region
The instance's AWS region.

Type: String

Required: No

Stackld
The ID of the stack that the instance is registered with.

Type: String

Required: No

Recipes

Description

AWS OpsWorks supports five lifecycle events, setup, configuration, deploy, undeploy, and shutdown.
For each layer, AWS OpsWorks runs a set of standard recipes for each event. In addition, you can provide
custom recipes for any or all layers and events. AWS OpsWorks runs custom event recipes after the
standard recipes. Layer Cust onReci pes specifies the custom recipes for a particular layer to be run in
response to each of the five events.
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To specify a recipe, use the cookbook's directory name in the repository followed by two colons and the
recipe name, which is the recipe's file name without the .rb extension. For example: phpapp2::dbsetup
specifies the dbsetup.rb recipe in the repository's phpapp?2 folder.

Contents

Configure
An array of custom recipe names to be run following a conf i gur e event.

Type: array of Strings

Required: No

Deploy
An array of custom recipe names to be run following a depl oy event.

Type: array of Strings

Required: No

Setup
An array of custom recipe names to be run following a set up event.

Type: array of Strings

Required: No

Shutdown
An array of custom recipe names to be run following a shut down event.

Type: array of Strings

Required: No

Undeploy
An array of custom recipe names to be run following a undepl oy event.

Type: array of Strings

Required: No

RegisterElasticlpResult

Description

Contains the response to a Regi st er El asti cl p request.

Contents

Elasticlp
The Elastic IP address.

Type: String

Required: No
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RegisterVolumeResult

Description

Contains the response to a Regi st er Vol une request.

Contents

Volumeld
The volume ID.

Type: String

Required: No

SelfUserProfile

Description

Describes a user's SSH information.

Contents

lamUserArn
The user's IAM ARN.

Type: String

Required: No

Name
The user's name.

Type: String

Required: No

SshPublicKey
The user's SSH public key.

Type: String

Required: No

SshUsername
The user's SSH user name.

Type: String

Required: No
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ServiceError

Description

Describes an AWS OpsWorks service error.

Contents

CreatedAt
When the error occurred.

Type: String

Required: No

Instanceld
The instance ID.

Type: String

Required: No

Message
A message that describes the error.

Type: String

Required: No

ServiceErrorld
The error ID.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: No

Type
The error type.

Type: String

Required: No

Source

Description

Contains the information required to retrieve an app or cookbook from a repository. For more information,
see Creating Apps or Custom Recipes and Cookbooks.
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Contents

Password
This parameter depends on the repository type.

¢ For Amazon S3 bundles, set Passwor d to the appropriate IAM secret access key.
e For HTTP bundles and Subversion repositories, set Passwor d to the password.

For more information on how to safely handle IAM credentials, see http://docs.aws.amazon.com/
general/latest/gr/aws-access-keys-best-practices.html.

Type: String

Required: No

Revision
The application's version. AWS OpsWorks enables you to easily deploy new versions of an application.
One of the simplest approaches is to have branches or revisions in your repository that represent
different versions that can potentially be deployed.

Type: String

Required: No

SshKey
The repository's SSH key.

Type: String

Required: No

Type
The repository type.

Type: String
Valid Values: git | svn | archive | s3

Required: No
Url
The source URL.

Type: String

Required: No

Username
This parameter depends on the repository type.

¢ For Amazon S3 bundles, set User nane to the appropriate IAM access key ID.
« For HTTP bundles, Git repositories, and Subversion repositories, set User nane to the user name.

Type: String

Required: No
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SsiConfiguration

Description

Describes an app's SSL configuration.

Contents

Certificate
The contents of the certificate's domain.crt file.

Type: String

Required: Yes

Chain
Optional. Can be used to specify an intermediate certificate authority key or client authentication.

Type: String

Required: No

PrivateKey
The private key; the contents of the certificate's domain.kex file.

Type: String

Required: Yes

Stack

Description

Describes a stack.

Contents

Arn
The stack's ARN.

Type: String

Required: No

Attributes
The stack's attributes.

Type: String to String map
Valid Map Keys: Col or

Required: No

ChefConfiguration
A Chef Conf i gur at i on object that specifies whether to enable Berkshelf and the Berkshelf version.

For more information, see Create a New Stack.
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Type: ChefConfiguration (p. 137) object

Required: No

ConfigurationManager
The configuration manager.

Type: StackConfigurationManager (p. 174) object

Required: No

CreatedAt
Date when the stack was created.

Type: String

Required: No

CustomCookbooksSource
Contains the information required to retrieve an app or cookbook from a repository. For more inform-
ation, see Creating Apps or Custom Recipes and Cookbooks.

Type: Source (p. 169) object

Required: No

CustomJson
A string that contains user-defined, custom JSON. It is used to override the corresponding default
stack configuration JSON values. The string should be in the following format and must escape
characters such as "".:

"{\"keyIl\": \"valuel\", \"key2\": \"value2\",...}"

For more information on custom JSON, see Use Custom JSON to Modify the Stack Configuration
JSON.

Type: String

Required: No
DefaultAvailabilityZone
The stack’s default Availability Zone. For more information, see Regions and Endpoints.

Type: String

Required: No

DefaultinstanceProfileArn
The ARN of an IAM profile that is the default profile for all of the stack's EC2 instances. For more
information about IAM ARNSs, see Using ldentifiers.

Type: String

Required: No
DefaultOs

The stack's default operating system, which must be set to Amazon Li nux, Ubuntu 12.04 LTS,
or Ubuntu 14. 04 LTS. The default option is Amazon Li nux.

Type: String

Required: No

DefaultRootDeviceType
The default root device type. This value is used by default for all instances in the stack, but you can
override it when you create an instance. For more information, see Storage for the Root Device.
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Contents
Type: String
Valid Values: ebs | instance-store
Required: No

DefaultSshKeyName
A default SSH key for the stack's instances. You can override this value when you create or update
an instance.

Type: String

Required: No

DefaultSubnetld
The default subnet ID, if the stack is running in a VPC.

Type: String

Required: No

HostnameTheme
The stack host name theme, with spaces replaced by underscores.

Type: String

Required: No

Name
The stack name.

Type: String

Required: No

Region
The stack AWS region, such as "us-east-1". For more information about AWS regions, see Regions
and Endpoints.

Type: String

Required: No

ServiceRoleArn
The stack AWS Identity and Access Management (IAM) role.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: No

UseCustomCookbooks
Whether the stack uses custom cookbooks.

Type: Boolean

Required: No

UseOpsworksSecurityGroups
Whether the stack automatically associates the AWS OpsWorks built-in security groups with the
stack's layers.
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StackConfigurationManager

Type: Boolean

Required: No

Vpcld
The VPC ID, if the stack is running in a VPC.

Type: String

Required: No

StackConfigurationManager

Description

Describes the configuration manager.

Contents

Name
The name. This parameter must be set to "Chef".

Type: String

Required: No

Version
The Chef version. This parameter must be set to 0.9, 11.4, or 11.10. The default value is 11.4.

Type: String

Required: No

StackSummary

Description

Summarizes the number of layers, instances, and apps in a stack.

Contents

AppsCount
The number of apps.

Type: Number

Required: No

Arn
The stack's ARN.

Type: String

Required: No
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TimeBasedAutoScalingConfiguration

InstancesCount
An | nst ancesCount object with the number of instances in each status.

Type: InstancesCount (p. 158) object

Required: No

LayersCount
The number of layers.

Type: Number

Required: No

Name
The stack name.

Type: String

Required: No

Stackld
The stack ID.

Type: String

Required: No

TimeBasedAutoScalingConfiguration

Description

Describes an instance's time-based auto scaling configuration.

Contents

AutoScalingSchedule
A Weekl yAut oScal i ngSchedul e object with the instance schedule.

Type: WeeklyAutoScalingSchedule (p. 179) object

Required: No

Instanceld
The instance ID.

Type: String

Required: No

UserProfile

Description

Describes a user's SSH information.
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Contents

Contents

AllowSelfManagement
Whether users can specify their own SSH public key through the My Settings page. For more inform-
ation, see Managing User Permissions.

Type: Boolean

Required: No

lamUserArn
The user's IAM ARN.

Type: String

Required: No

Name
The user's name.

Type: String

Required: No

SshPublicKey
The user's SSH public key.

Type: String

Required: No

SshUsername
The user's SSH user name.

Type: String

Required: No

Volume

Description

Describes an instance's Amazon EBS volume.

Contents

AvailabilityZone
The volume Availability Zone. For more information, see Regions and Endpoints.

Type: String

Required: No

Device
The device name.

Type: String

Required: No
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Contents

Ec2Volumeld
The Amazon EC2 volume ID.

Type: String

Required: No

Instanceld
The instance ID.

Type: String

Required: No

lops
For PIOPS volumes, the IOPS per disk.

Type: Number

Required: No

MountPoint
The volume mount point. For example "/dev/sdh".

Type: String

Required: No

Name
The volume name.

Type: String

Required: No

RaidArrayld
The RAID array ID.

Type: String

Required: No

Region
The AWS region. For more information about AWS regions, see Regions and Endpoints.

Type: String

Required: No
Size
The volume size.

Type: Number

Required: No

Status
The value returned by DescribeVolumes.

Type: String

Required: No

Volumeld
The volume ID.

Type: String
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VolumeConfiguration

Required: No

VolumeType
The volume type, standard or PIOPS.

Type: String

Required: No

VolumeConfiguration

Description

Describes an Amazon EBS volume configuration.

Contents

lops
For PIOPS volumes, the IOPS per disk.

Type: Number

Required: No

MountPoint
The volume mount point. For example "/dev/sdh".

Type: String

Required: Yes

NumberOfDisks
The number of disks in the volume.

Type: Number

Required: Yes

RaidLevel
The volume RAID level.

Type: Number

Required: No
Size
The volume size.

Type: Number

Required: Yes

VolumeType
The volume type, standard or PIOPS.

Type: String

Required: No
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WeeklyAutoScalingSchedule

WeeklyAutoScalingSchedule

Description

Describes a time-based instance's auto scaling schedule. The schedule consists of a set of key-value
pairs.

¢ The key is the time period (a UTC hour) and must be an integer from 0 - 23.

¢ The value indicates whether the instance should be online or offline for the specified period, and must
be set to "on" or "off"

The default setting for all time periods is off, so you use the following parameters primarily to specify the
online periods. You don't have to explicitly specify offline periods unless you want to change an online
period to an offline period.

The following example specifies that the instance should be online for four hours, from UTC 1200 - 1600.
It will be off for the remainder of the day.

{ "12":"on" , "13":"on" y "14":"on" y "15":"on" }
Contents

Friday
The schedule for Friday.

Type: String to String map

Required: No

Monday
The schedule for Monday.

Type: String to String map

Required: No

Saturday
The schedule for Saturday.

Type: String to String map

Required: No

Sunday
The schedule for Sunday.

Type: String to String map

Required: No

Thursday
The schedule for Thursday.

Type: String to String map

Required: No

Tuesday
The schedule for Tuesday.
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Contents

Type: String to String map

Required: No

Wednesday
The schedule for Wednesday.

Type: String to String map

Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes

AuthParams
The parameters that are required to authenticate a Conditional request. Contains:

e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp

¢ Signature

Default: None

Required: Conditional

AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes
Expires
The date and time when the request signature expires, expressed in the format YYYY-MM-
DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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