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Welcome

AWS Storage Gateway is the service that connects an on-premises software appliance with cloud-based
storage to provide seamless and secure integration between an organization's on-premises IT environment
and AWS's storage infrastructure. The service enables you to securely upload data to the AWS cloud for
cost effective backup and rapid disaster recovery.

Use the following links to get started using the AWS Storage Gateway Service API Reference:

AWS Storage Gateway Required Request Headers: Describes the required headers that you must
send with every POST request to AWS Storage Gateway.

Signing Requests: AWS Storage Gateway requires that you authenticate every request you send,; this
topic describes how sign such a request.

Error Responses: Provides reference information about AWS Storage Gateway errors.

Operations in AWS Storage Gateway: Contains detailed descriptions of all AWS Storage Gateway

operations, their request parameters, response elements, possible errors, and examples of requests
and responses.

AWS Storage Gateway Regions and Endpoints: Provides a list of each of the regions and endpoints
available for use with AWS Storage Gateway.

This document was last updated on October 31, 2014.
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http://docs.aws.amazon.com/storagegateway/latest/userguide/AWSStorageGatewayHTTPRequestsHeaders.html
http://docs.aws.amazon.com/storagegateway/latest/userguide/AWSStorageGatewaySigningRequests.html
http://docs.aws.amazon.com/storagegateway/latest/userguide/APIErrorResponses.html
http://docs.aws.amazon.com/storagegateway/latest/userguide/AWSStorageGatewayAPIOperations.html
http://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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Actions

The following actions are supported:

¢ ActivateGateway (p. 4)

¢ AddCache (p. 8)

¢ AddUploadBuffer (p. 11)

« AddWorkingStorage (p. 13)

e CancelArchival (p. 16)

¢ CancelRetrieval (p. 18)

¢ CreateCachediSCSIVolume (p. 20)

¢ CreateSnapshot (p. 23)

¢ CreateSnapshotFromVolumeRecoveryPoint (p. 26)
¢ CreateStorediSCSIVolume (p. 29)

¢ CreateTapes (p. 33)

¢ DeleteBandwidthRateLimit (p. 36)

¢ DeleteChapCredentials (p. 39)

¢ DeleteGateway (p. 42)

¢ DeleteSnapshotSchedule (p. 45)

¢ DeleteTape (p. 48)

¢ DeleteTapeArchive (p. 50)

* DeleteVolume (p. 52)

¢ DescribeBandwidthRateLimit (p. 55)

¢ DescribeCache (p. 58)

¢ DescribeCachediSCSIVolumes (p. 61)
¢ DescribeChapCredentials (p. 64)

¢ DescribeGatewaylnformation (p. 67)

¢ DescribeMaintenanceStartTime (p. 70)
¢ DescribeSnapshotSchedule (p. 73)

« DescribeStorediSCSIVolumes (p. 76)
¢ DescribeTapeArchives (p. 79)

« DescribeTapeRecoveryPoints (p. 82)

¢ DescribeTapes (p. 84)

¢ DescribeUploadBuffer (p. 87)

API Version 2013-06-30
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DescribeVTLDevices (p. 90)
DescribeWorkingStorage (p. 94)
DisableGateway (p. 97)

ListGateways (p. 99)

ListLocalDisks (p. 102)
ListVolumeRecoveryPoints (p. 105)
ListVolumes (p. 108)
RetrieveTapeArchive (p. 111)
RetrieveTapeRecoveryPoint (p. 114)
ShutdownGateway (p. 116)
StartGateway (p. 119)
UpdateBandwidthRateLimit (p. 121)
UpdateChapCredentials (p. 124)
UpdateGatewayInformation (p. 127)
UpdateGatewaySoftwareNow (p. 130)
UpdateMaintenanceStartTime (p. 133)
UpdateSnapshotSchedule (p. 136)
UpdateVTLDeviceType (p. 139)

API Version 2013-06-30
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ActivateGateway

ActivateGateway

This operation activates the gateway you previously deployed on your host. For more information, see
Activate the AWS Storage Gateway. In the activation process, you specify information such as the region
you want to use for storing snapshots, the time zone for scheduled snapshots the gateway snapshot
schedule window, an activation key, and a name for your gateway. The activation process also associates
your gateway with your account; for more information, see UpdateGatewayInformation (p. 127).

Note
You must turn on the gateway VM before you can activate your gateway.

Request Syntax

{
"ActivationKey": "string",
"Gat ewayNanme": "string",
" Gat ewayRegi on": "string",
"Gat ewayTi mezone": "string",
"Gat ewayType": "string",
" Medi untChanger Type": "string",
"TapeDriveType": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

ActivationKey
Your gateway activation key. You can obtain the activation key by sending an HTTP GET request
with redirects enabled to the gateway IP address (port 80). The redirect URL returned in the response
provides you the activation key for your gateway in the query string parameter act i vat i onKey. It
may also include other activation-related parameters, however, these are merely defaults -- the argu-
ments you pass to the Act i vat eGat eway API call determine the actual configuration of your gateway.

Type: String
Length constraints: Minimum length of 1. Maximum length of 50.

Required: Yes

GatewayName
A unique identifier for your gateway. This name becomes part of the gateway Amazon Resources
Name (ARN) which is what you use as an input to other operations.

Type: String
Length constraints: Minimum length of 2. Maximum length of 255.

Required: Yes

GatewayRegion
One of the values that indicates the region where you want to store the snapshot backups. The
gateway region specified must be the same region as the region in your Host header in the request.

API Version 2013-06-30
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http://docs.aws.amazon.com/storagegateway/latest/userguide/GettingStartedActivateGateway-common.html
http://docs.aws.amazon.com/storagegateway/latest/userguide/GettingStartedActivateGateway-common.html
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Response Syntax

For more information about available regions and endpoints for AWS Storage Gateway, see Regions
and Endpoints in the Amazon Web Services Glossary.

Valid Values: "us-east-1", "us-west-1", "us-west-2", "eu-west-1", "eu-central-1", "ap-northeast-1", "ap-
southeast-1", "ap-southeast-2", "sa-east-1"

Type: String
Length constraints: Minimum length of 1. Maximum length of 25.

Required: Yes

GatewayTimezone
One of the values that indicates the time zone you want to set for the gateway. The time zone is
used, for example, for scheduling snapshots and your gateway's maintenance schedule.

Type: String
Length constraints: Minimum length of 3. Maximum length of 10.

Required: Yes

GatewayType
One of the values that defines the type of gateway to activate. The type specified is critical to all later
functions of the gateway and cannot be changed after activation. The default value is STORED.

Type: String
Length constraints: Minimum length of 2. Maximum length of 20.

Required: No
MediumChangerType
The value that indicates the type of medium changer to use for gateway-VTL. This field is optional.

Valid Values: "STK-L700", "AWS-Gateway-VTL"
Type: String
Length constraints: Minimum length of 2. Maximum length of 50.

Required: No
TapeDriveType
The value that indicates the type of tape drive to use for gateway-VTL. This field is optional.

Valid Values: "IBM-ULT3580-TD5"
Type: String
Length constraints: Minimum length of 2. Maximum length of 50.

Required: No

Response Syntax

"CGat ewayARN': "string"

API Version 2013-06-30
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Response Elements

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that activates a gateway.

Sample Request

POST / HTTP/1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG
Content-type: application/x-ane-json-1.1

X-ane-target: StorageGateway_ _20120630. Acti vat eGat eway

{
"ActivationKey": "29AV1-30FV9- VI UB- NKTOI - LROGV",
"Gat ewayNane": "mygat eway",
" Gat ewayTi nezone": "GMI-12: 00",
"CGat ewayRegi on": "us-east-1",
"Gat ewayType": " STORED',
}

API Version 2013-06-30
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Examples

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSC5 AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV

Content -type: application/x-ane-json-1.1

Cont ent -1 engt h: 80

{
"CGat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmygat e

way"

}

API Version 2013-06-30
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AddCache

AddCache

This operation configures one or more gateway local disks as cache for a cached-volume gateway. This
operation is supported only for the gateway-cached volume architecture (see Storage Gateway Concepts).

In the request, you specify the gateway Amazon Resource Name (ARN) to which you want to add cache,
and one or more disk IDs that you want to configure as cache.

Request Syntax

{
"Di sklds": [
"string"
1.
"CGat ewayARN': "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Disklds
Type: array of Strings

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

API Version 2013-06-30
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Errors

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that activates a gateway-stored volumes.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- anz- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f 2

x-ane-date: 20120425T120000Z

Xx-ane-target: StorageGateway_20120630. AddCache

{
"Gat ewayARN': "arn: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat enway"
"Disklds": [
"pci - 0000: 03: 00. 0-scsi-0:0:0: 0",
"pci - 0000: 03: 00. 0-scsi -0:0: 1: 0"
]
}

API Version 2013-06-30
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Sample Response

HTTP/ 1.1 200 K

X-anmen- Request | d: gur 28r 2r gl gb8vvs0mgl7hl gi j 198gl | elgeu3kpgg6f Okst auuO
Date: Wed, 25 Apr 2012 12:00:02 GV

Cont ent - Type: application/x-ane-json-1.1

Cont ent -1 engt h: 85

{
}

"Gat ewayARN': "arn: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat eway"

API Version 2013-06-30
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AddUploadBuffer

This operation configures one or more gateway local disks as upload buffer for a specified gateway. This
operation is supported for both the gateway-stored and gateway-cached volume architectures.

In the request, you specify the gateway Amazon Resource Name (ARN) to which you want to add upload
buffer, and one or more disk IDs that you want to configure as upload buffer.

Request Syntax

{
"Di sklds": [
"string"
1.
"CGat ewayARN': "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Disklds
Type: array of Strings

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

API Version 2013-06-30
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GatewayARN

The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError

An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

API Version 2013-06-30
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AddWorkingStorage

This operation configures one or more gateway local disks as working storage for a gateway. This oper-
ation is supported only for the gateway-stored volume architecture. This operation is deprecated method
in cached-volumes API version (20120630). Use AddUploadBuffer instead.

Note

Working storage is also referred to as upload buffer. You can also use the AddUploadBuffer (p. 11)
operation to add upload buffer to a stored-volume gateway.

In the request, you specify the gateway Amazon Resource Name (ARN) to which you want to add working
storage, and one or more disk IDs that you want to configure as working storage.

Request Syntax

{
"Disklds": [
"string"
I,
"Gat ewayARN': "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Disklds
An array of strings that identify disks that are to be configured as working storage. Each string have
a minimum length of 1 and maximum length of 300. You can get the disk IDs from the ListLoc-
alDisks (p. 102) API.

Type: array of Strings

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

API Version 2013-06-30
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"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that specifies that two local disks of a gateway are to be configured
as working storage.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVVAKQNSCEAEMVI FE6PASUAAIG
Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. AddWor ki ngSt or age

{

"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way"

"Di skl ds": ["pci-0000:03: 00.0-scsi-0:0:0:0", "pci-0000: 04: 00. 0-scsi-1:0:0:0"]
}

API Version 2013-06-30
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Sample Response

HTTP/ 1.1 200 K

X-anzn- Request | d: CSOC7TJPLROOCKI RLGOHVAI CUFVVAKQNSCEAEMVI F66QQASUAAIG

Date: Wed, 25 Apr 2012 12:00: 02 GJr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

API Version 2013-06-30
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CancelArchival

Cancels archiving of a virtual tape to the virtual tape shelf (VTS) after the archiving process is initiated.

Request Syntax

"Gat ewayARN': "string",
"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

TapeARN
The Amazon Resource Name (ARN) of the virtual tape you want to cancel archiving for.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"

Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the virtual tape for which archiving was canceled.

API Version 2013-06-30
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Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

API Version 2013-06-30
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CancelRetrieval

Cancels retrieval of a virtual tape from the virtual tape shelf (VTS) to a gateway after the retrieval process
is initiated. The virtual tape is returned to the VTS.

Request Syntax

"Gat ewayARN': "string",
"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

TapeARN
The Amazon Resource Name (ARN) of the virtual tape you want to cancel retrieval for.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"

Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the virtual tape for which retrieval was canceled.

API Version 2013-06-30
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Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

API Version 2013-06-30
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CreateCachediSCSIVolume

This operation creates a cached volume on a specified cached gateway. This operation is supported only
for the gateway-cached volume architecture.

Note
Cache storage must be allocated to the gateway before you can create a cached volume. Use
the AddCache (p. 8) operation to add cache storage to a gateway.

In the request, you must specify the gateway, size of the volume in bytes, the iSCSI target name, an IP
address on which to expose the target, and a unique client token. In response, AWS Storage Gateway
creates the volume and returns information about it such as the volume Amazon Resource Name (ARN),
its size, and the iSCSI target ARN that initiators can use to connect to the volume target.

Request Syntax

{
"Client Token": "string",
"CGat ewayARN': "string",
"Net wor kl nterfaceld": "string",
"Snapshot I d": "string",
"Target Nane": "string",
"Vol uneSi zel nByt es": "nunber"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

ClientToken
Type: String

Length constraints: Minimum length of 5. Maximum length of 100.

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

NetworklInterfaceld
Type: String

Required: Yes

Snapshotld
Type: String

Required: No

API Version 2013-06-30
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TargetName
Type: String

Length constraints: Minimum length of 1. Maximum length of 200.

Required: Yes

VolumeSizelnBytes
Type: Long

Required: Yes

Response Syntax

"Target ARN': "string",
"Vol uneARN": "string"

Response Elements

The following data is returned in JSON format by the service.

TargetARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 800.

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

API Version 2013-06-30
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Examples

Example Request

The following example shows a request that specifies that a local disk of a gateway be configured as a
cached volume.

Sample Request

PCST / HTTP/ 1.1
Host: storagegateway. us-east-1. amazonaws. com
Cont ent - Type: application/x-ane-json-1.1
Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- anz- dat e; x-
anz-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab
dd4bf 4bbcf 05bdof 2f 8f e2
x-anz-date: 20120912T120000Z
X-ane-target: StorageGateway_20120630. Cr eat eCachedi SCSI Vol une
{
"dient Token": "cachedvol 112233",
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way",
"Net wor kl nterfaceld": "10.1.1.1",
"Tar get Nane": "nyvol une",
"Vol uneSi zel nByt es": 536870912000
}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: gur 28r 2r gl gb8vvs0Ongl7hl gi j 198gl | elgeu3kpgg6f Okst auu0
Date: Wed, 12 Sep 2012 12:00:02 GMI

Cont ent - Type: application/x-ane-json-1.1

Content-length: 263

{

"Target ARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/target/iqgn. 1997-05. com amazon: myvol une",

"Vol umeARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol unme/ vol - 1122AABB"

}
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CreateSnapshot

This operation initiates a snapshot of a volume.

AWS Storage Gateway provides the ability to back up point-in-time snapshots of your data to Amazon
Simple Storage (S3) for durable off-site recovery, as well as import the data to an Amazon Elastic Block
Store (EBS) volume in Amazon Elastic Compute Cloud (EC2). You can take snapshots of your gateway
volume on a scheduled or ad-hoc basis. This API enables you to take ad-hoc snapshot. For more inform-
ation, see Working With Snapshots in the AWS Storage Gateway Console.

In the CreateSnapshot request you identify the volume by providing its Amazon Resource Name (ARN).
You must also provide description for the snapshot. When AWS Storage Gateway takes the snapshot of
specified volume, the snapshot and description appears in the AWS Storage Gateway Console. In re-
sponse, AWS Storage Gateway returns you a snapshot ID. You can use this snapshot ID to check the
shapshot progress or later use it when you want to create a volume from a snapshot.

Note
To list or delete a snapshot, you must use the Amazon EC2 API. For more information, .

Request Syntax

"Snapshot Descri ption": "string",
"Vol uneARN": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

SnapshotDescription
Textual description of the snapshot that appears in the Amazon EC2 console, Elastic Block Store
snapshots panel in the Description field, and in the AWS Storage Gateway snapshot Details pane,
Description field

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

VolumeARN
The Amazon Resource Name (ARN) of the volume. Use the ListVolumes (p. 108) operation to return
a list of gateway volumes.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

API Version 2013-06-30
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Required: Yes

Response Syntax

"Snapshotd": "string",
"Vol uneARN"': "string"

Response Elements

The following data is returned in JSON format by the service.

Snapshotld
The snapshot ID that is used to refer to the snapshot in future operations such as describing snapshots
(Amazon Elastic Compute Cloud APl Descri beSnapshot s) or creating a volume from a snapshot
(CreateStorediSCSIVolume (p. 29)).
Type: String

VolumeARN
The Amazon Resource Name (ARN) of the volume of which the snapshot was taken.
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example sends a CreateSnapshot request to take snapshot of the specified an example
volume.
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Sample Request

POST / HTTP/1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG
Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_ _20120630. Cr eat eSnapshot

{

"Vol uneARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ mygat e
way/ vol unme/ vol - 1122AABB",

" Snapshot Descri ption": "snapshot description”

}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV

Content -type: application/x-ane-json-1.1

Content-1length: 128

"Vol uneARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ mygat e
way/ vol unme/ vol - 1122AABB",
"Snapshot1d": "snap-78e22663"

}
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CreateSnapshotFromVolumeRecoveryPoint

This operation initiates a snapshot of a gateway from a volume recovery point. This operation is supported
only for the gateway-cached volume architecture (see ).

A volume recovery point is a point in time at which all data of the volume is consistent and from which
you can create a snapshot. To get a list of volume recovery point for gateway-cached volumes, use
ListVolumeRecoveryPoints (p. 105).

In the Cr eat eSnapshot Fr onVol uneRecover yPoi nt request, you identify the volume by providing its
Amazon Resource Name (ARN). You must also provide a description for the snapshot. When AWS
Storage Gateway takes a snapshot of the specified volume, the snapshot and its description appear in
the AWS Storage Gateway console. In response, AWS Storage Gateway returns you a snapshot ID. You
can use this snapshot ID to check the snapshot progress or later use it when you want to create a volume
from a snapshot.

Note

To list or delete a snapshot, you must use the Amazon EC2 API. For more information, in Amazon
Elastic Compute Cloud API Reference.

Request Syntax

"Snapshot Descri ption": "string",
"Vol uneARN"': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

SnapshotDescription
Type: String

Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

API Version 2013-06-30
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"Snapshot I d": "string",
"Vol uneARN"': "string",
"Vol uneRecoveryPoi nt Ti me": "string"

Response Elements

The following data is returned in JSON format by the service.
Snapshotld

Type: String
VolumeARN

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

VolumeRecoveryPointTime
Type: String

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example sends a CreateSnapshotFromVolumeRecoveryPoint request to take snapshot of
the specified an example volume.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f 2

x-ane-date: 20120912T120000Z
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Xx-ane-target: StorageGateway_20120630. Cr eat eSnapshot Fr onVol uneRecover yPoi nt

{

"Vol uneARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol une/ vol - 1122AABB",

"Snapshot Descri ption": "snapshot description”

}

Sample Response

HTTP/ 1.1 200 K

x-anmen- Request | d: gur 28r2rql gb8vvs0Ongl7hl gi j 198gl | elgeu3kpgg6f Okst auu0
Date: Wed, 12 Sep 2012 12:00: 02 Gvr

Cont ent - Type: application/x-ane-json-1.1

Content -1 ength: 137

{
"Snapshot | d": "snap-78e22663",

"Vol uneARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol unme/ vol - 1122AABB",
"Vol uneRecover yPoi nt Ti ne": "2012-06-30T10: 10: 10. 000Z"

}
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CreateStorediSCSIVolume

This operation creates a volume on a specified gateway. This operation is supported only for the gateway-
stored volume architecture.

The size of the volume to create is inferred from the disk size. You can choose to preserve existing data
on the disk, create volume from an existing snapshot, or create an empty volume. If you choose to create
an empty gateway volume, then any existing data on the disk is erased.

In the request you must specify the gateway and the disk information on which you are creating the
volume. In response, AWS Storage Gateway creates the volume and returns volume information such
as the volume Amazon Resource Name (ARN), its size, and the iISCSI target ARN that initiators can use
to connect to the volume target.

Request Syntax

"Di skl d": "string",

"Gat ewayARN': "string",

“Net wor kl nterfaceld": "string",
"PreserveExi stingData": "bool ean",
"Snapshot I d": "string",

"Tar get Nane": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Diskld
The unique identifier for the gateway local disk that is configured as a stored volume. Use ListLoc-
alDisks to list disk IDs for a gateway.

Type: String
Length constraints: Minimum length of 1. Maximum length of 300.

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

NetworklInterfaceld
The network interface of the gateway on which to expose the iSCSI target. Only IPv4 addresses are
accepted. Use DescribeGatewaylnformation (p. 67) to get a list of the network interfaces available
on a gateway.
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Valid Values: A valid IP address.
Type: String

Required: Yes

PreserveExistingData
Specify this field as true if you want to preserve the data on the local disk. Otherwise, specifying this
field as false creates an empty volume.

Valid Values: true, false
Type: Boolean

Required: Yes

Snapshotld
The snapshot ID (e.g. "snap-1122aabb") of the snapshot to restore as the new stored volume. Specify
this field if you want to create the iISCSI storage volume from a snapshot otherwise do not include
this field. To list snapshots for your account use DescribeSnapshots in the Amazon Elastic Compute
Cloud API Reference.

Type: String

Required: No

TargetName
The name of the iISCSI target used by initiators to connect to the target and as a suffix for the target
ARN. For example, specifying Tar get Narme as myvolume results in the target ARN of arn:aws:stor-
agegateway:us-east-1:111122223333:gateway/mygateway/target/iqn.1997-05.com.amazon:myvolume.
The target name must be unique across all volumes of a gateway.

Type: String
Length constraints: Minimum length of 1. Maximum length of 200.

Required: Yes

Response Syntax

{

"Target ARN': "string",

"Vol umeARN': "string",

"Vol uneSi zel nByt es": "nunber"
}

Response Elements

The following data is returned in JSON format by the service.

TargetARN
he Amazon Resource Name (ARN) of the volume target that includes the iSCSI name that initiators
can use to connect to the target.

Type: String

Length constraints: Minimum length of 50. Maximum length of 800.
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VolumeARN
The Amazon Resource Name (ARN) of the configured volume.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

VolumeSizelnBytes
The size of the volume in bytes.

Type: Long

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that specifies that a local disk of a gateway be configured as a
volume.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOCKI RLGOHVAI CUFVWAKQNSCEAEMVI F66PASUAAIG
Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Creat eSt or edi SCSI Vol une

{
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way",
"Di skl d": "pci-0000:03:00.0-scsi-0:0:0:0",
"PreserveExi stingData": true,
"Target Nane": "nyvol une",
"Networ kl nterfaceld": "10.1.1.1"
}
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Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSC5 AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV

Content -type: application/x-ane-json-1.1

Content -1 ength: 215

{

"Vol uneARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ mygat e
way/ vol unme/ vol - 1122AABB",

"Vol uneSi zel nByt es": 1099511627776,

"Target ARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ mygat e
way/ t arget/iqgn. 1997-05. com amazon: myvol une”

}
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CreateTapes

Creates one or more virtual tapes. You write data to the virtual tapes and then archive the tapes.

Note
Cache storage must be allocated to the gateway before you can create virtual tapes. Use the
AddCache (p. 8) operation to add cache storage to a gateway.

Request Syntax

{
"Client Token": "string",
"Gat ewayARN': "string",
"NunTapesToCreate": "nunber",
" TapeBar codePrefix": "string",
"TapeSi zel nByt es": "nunber"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

ClientToken
A unique identifier that you use to retry a request. If you retry a request, use the same Cl i ent Token
you specified in the initial request.

Note
Using the same d i ent Token prevents creating the tape multiple times.

Type: String
Length constraints: Minimum length of 5. Maximum length of 100.

Required: Yes

GatewayARN
The unique Amazon Resource Name(ARN) that represents the gateway to associate the virtual tapes
with. Use the ListGateways (p. 99) operation to return a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

NumTapesToCreate
The number of virtual tapes you want to create.

Type: Number

Required: Yes

TapeBarcodePrefix
A prefix you append to the barcode of the virtual tape you are creating. This makes a barcode unique.
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Note
The prefix must be 1 to 4 characters in length and must be upper-case letters A-Z.

Type: String
Length constraints: Minimum length of 1. Maximum length of 4.

Required: Yes

TapeSizelnBytes
The size, in bytes, of the virtual tapes you want to create.

Note
The size must be gigabyte (1024*1024*1024 byte) aligned.

Type: Long

Required: Yes

Response Syntax

"TapeARNs": [
"string"

]

Response Elements

The following data is returned in JSON format by the service.

TapeARNs
A list of unique Amazon Resource Named (ARN) the represents the virtual tapes that were created.

Type: array of Strings

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

API Version 2013-06-30
34




AWS Storage Gateway Service API Reference
Examples

Examples

Create tapes in gateway-VTL

In the following request you add three virtual tape cartridges, 100 GB each, to the gateway-VTL (Exam-
pleGatewayVTL). The tapes appear in the gateway's VTL. In the request you set the tape's barcode
prefix to "TEST".

Sample Request

{

" Gat ewayARN': "ar n: aws: st or agegat eway: us- east - 1: 999999999999: gat eway/ Exanpl eG
at ewayVTL",

"TapeSi zel nByt es": 107374182400,

"dient Token":"77777",

"NunTapesToCreate": 3,

"TapeBar codePrefi x": " TEST"

Sample Response

{" TapeARNs" :

["arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ TEST38A29D",
"arn: aws: st or agegat eway: us- east - 1: 204469490176: t ape/ TEST3AA29F",
"arn: aws: st or agegat eway: us- east - 1: 204469490176: t ape/ TEST3BA29E" ]

}
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DeleteBandwidthRateLimit

This operation deletes the bandwidth rate limits of a gateway. You can delete either the upload and
download bandwidth rate limit, or you can delete both. If you delete only one of the limits, the other limit
remains unchanged. To specify which gateway to work with, use the Amazon Resource Name (ARN) of
the gateway in your request.

Request Syntax

"Bandwi dt hType": "string",
"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

BandwidthType
Type: String

Length constraints: Minimum length of 3. Maximum length of 25.

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.
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GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that deletes both of the bandwidth rate limits of a gateway.

Sample Request

POST / HITP/ 1.1
Host: storagegat eway. us-east-1. anazonaws. com
x-ane-Date: 20120425T120000Z
Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI F66PASUAAIG
Content -type: application/x-ane-json-1.1
x-ane-target: StorageGateway_20120630. Del et eBandwi dt hRat eLi mi t
{
"Gat ewayARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",
"Bandwi dt hType: "All"
}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 Gvr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
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"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way"

}
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DeleteChapCredentials

This operation deletes Challenge-Handshake Authentication Protocol (CHAP) credentials for a specified
iSCSI target and initiator pair.

Request Syntax

“InitiatorNanme": "string",
"Target ARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

InitiatorName
The iSCSI initiator that connects to the target.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

TargetARN
The Amazon Resource Name (ARN) of the iISCSI volume target. Use the DescribeStorediSC-
SIVolumes (p. 76) operation to return to retrieve the TargetARN for specified VolumeARN.

Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: Yes

Response Syntax

"InitiatorName": "string",
"Target ARN': "string"

Response Elements

The following data is returned in JSON format by the service.
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InitiatorName
The iSCSI initiator that connects to the target.

Type: String

Length constraints: Minimum length of 1. Maximum length of 255.

TargetARN
The Amazon Resource Name (ARN) of the target.

Type: String

Length constraints: Minimum length of 50. Maximum length of 800.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that deletes the CHAP credentials for an iSCSI target myvolume.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI FE6PASUAAIG
Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. Del et eChapCredenti al s

{

"Target ARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/target/iqgn. 1997-05. com amazon: myvol une",

"I'nitiatorNanme": "iqgn.1991-05. com m crosoft: conput er nane. donai n. exanpl e. conf

}

Sample Response

HTTP/ 1.1 200 K
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x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GV
Content -type: application/x-ane-json-1.1
Content -1l ength: 161
{
"Target ARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/target/iqgn. 1997-05. com amazon: myvol une",
"I'nitiatorNanme": "iqgn.1991-05. com m crosoft: conput er nane. donai n. exanpl e. conf

}
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DeleteGateway

This operation deletes a gateway. To specify which gateway to delete, use the Amazon Resource Name
(ARN) of the gateway in your request. The operation deletes the gateway; however, it does not delete
the gateway virtual machine (VM) from your host computer.

After you delete a gateway, you cannot reactivate it. Completed snapshots of the gateway volumes are
not deleted upon deleting the gateway, however, pending snapshots will not complete. After you delete
a gateway, your next step is to remove it from your environment.

Important

You no longer pay software charges after the gateway is deleted; however, your existing Amazon
EBS snapshots persist and you will continue to be billed for these snapshots.??You can choose
to remove all remaining Amazon EBS snapshots by canceling your Amazon EC2 subscription.??
If you prefer not to cancel your Amazon EC2 subscription, you can delete your snapshots using
the Amazon EC2 console. For more information, see the AWS Storage Gateway Detail Page.

Request Syntax

"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

API Version 2013-06-30
42


http://aws.amazon.com/storagegateway

AWS Storage Gateway Service API Reference
Errors

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that deactivates a gateway.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane- Dat e: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI F66PASUAAIG

Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Del et eGat eway

{
"Gat ewayARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
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DeleteSnapshotSchedule

This operation deletes a snapshot of a volume.

You can take snapshots of your gateway volumes on a scheduled or ad-hoc basis. This API enables you
to delete a snapshot schedule for a volume. For more information, see Working with Snapshots. In the
Del et eSnapshot Schedul e request, you identify the volume by providing its Amazon Resource Name
(ARN).

Note

To list or delete a snapshot, you must use the Amazon EC2 API. in Amazon Elastic Compute
Cloud API Reference.

Request Syntax

"Vol uneARN": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Vol uneARN": "string"

Response Elements

The following data is returned in JSON format by the service.

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example...

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

Content - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f e2

x-ane-date: 20120912T120000Z

x-ane-target: StorageGateway_20120630. Del et eSnapshot Schedul e

{
"Vol umeARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol unme/ vol - 1122AABB"

}

Sample Response

HTTP/ 1.1 200 K

x-anmen- Request | d: gur 28r 2r gl gb8vvs0ngl7hl gi j 198gl | elgeu3kpgg6f Okst auu0
Date: Wed, 12 Sep 2012 12:00:02 GMI

Content - Type: application/x-ane-json-1.1

Content -1 ength: 137

{
"Vol umeARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol unme/ vol - 1122AABB"

}
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DeleteTape

Deletes the specified virtual tape.

Request Syntax

"Gat ewayARN': "string",
"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The unigue Amazon Resource Name (ARN) of the gateway that the virtual tape to delete is associated
with. Use the ListGateways (p. 99) operation to return a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

TapeARN
The Amazon Resource Name (ARN) of the virtual tape to delete.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"

Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the deleted virtual tape.
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Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Delete a tape from a gateway

The following example deletes a tape from a gateway-VTL (ExampleGatewayVTL). The request identifies
the tape by its ARN. The operation deletes the tapes from the specified gateway's virtual tape library
(VTL). In the response AWS Storage Gateway returns the ARN of deleted tape.

Sample Request

POST / HTTP/ 1.1
Host: storagegat eway. us-east-1. anazonaws. com
x-ane-Date: 20131025T120000Z
Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCBAEMVI F66 QBEXAMPLE
Content -type: application/x-ane-json-1.1
X-ane-target: StorageGateway_20120630. Del et eTape
{" Gat ewayARN': "arn: aws: st or agegat eway: us-east - 1: 204469490176: gat eway/ Exanpl eG
at ewayVTL",
"TapeARN': "arn: aws: st oragegat eway: us- east - 1: 204469490176: t ape/ TESTO5A2A0" }

Sample Response

{" TapeARN': "arn:aws:storagegat eway: us-east-1:204469490176: t ape/ TESTO5A2A0" }
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DeleteTapeArchive

Deletes the specified virtual tape from the virtual tape shelf (VTS).

Request Syntax

"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

TapeARN
The Amazon Resource Name (ARN) of the virtual tape to delete from the virtual tape shelf (VTS).

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"

Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the virtual tape that was deleted from the virtual tape shelf
(VTS).
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).
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InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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DeleteVolume

This operation delete the specified gateway volume that you previously created using the CreateStore-
diSCSIVolume (p. 29) API. For gateway-stored volumes, the local disk that was configured as the storage
volume is not deleted. You can reuse the local disk to create another storage volume.

Before you delete a gateway volume, make sure there are no iISCSI connections to the volume you are
deleting. You should also make sure there is no snapshot in progress. You can use the Amazon Elastic
Compute Cloud (Amazon EC2) API to query snapshots on the volume you are deleting and check the
shapshot status. For more information, go to DescribeSnapshots in the Amazon Elastic Compute Cloud
API Reference.

In the request, you must provide the Amazon Resource Name (ARN) of the storage volume you want to
delete.

Request Syntax

"Vol uneARN": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

VolumeARN
The Amazon Resource Name (ARN) of the volume. Use the ListVolumes (p. 108) operation to return
a list of gateway volumes.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Vol uneARN"': "string"

Response Elements

The following data is returned in JSON format by the service.
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VolumeARN
The Amazon Resource Name (ARN) of the storage volume that was deleted. It is the same ARN you
provided in the request.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that deletes a volume.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI F66PASUAAIG
Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_ 20120630. Del et eVol une

{
"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol ume/ vol - 1122AABB"

}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 ength: 99

{
"Vol uneARN': "arn:aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
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way/ vol ume/ vol - 1122 AABB"
}
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DescribeBandwidthRateLimit

This operation returns the bandwidth rate limits of a gateway. By default, these limits are not set, which
means no bandwidth rate limiting is in effect.

This operation only returns a value for a bandwidth rate limit only if the limit is set. If no limits are set for
the gateway, then this operation returns only the gateway ARN in the response body. To specify which
gateway to describe, use the Amazon Resource Name (ARN) of the gateway in your request.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
" Aver ageDownl oadRat eLi m t | nBi t sPer Sec": "nunber",
"Aver ageUpl oadRat eLi mi t I nBi t sPer Sec": "nunber",
"Gat ewayARN': "string"

}

Response Elements

The following data is returned in JSON format by the service.

AverageDownloadRateLimitinBitsPerSec
The average download bandwidth rate limit in bits per second. This field does not appear in the re-
sponse if the download rate limit is not set.

Type: Long
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AverageUploadRateLimitinBitsPerSec
The average upload bandwidth rate limit in bits per second. This field does not appear in the response
if the upload rate limit is not set.

Type: Long
GatewayARN

The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns the bandwidth throttle properties of a gateway.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-anme-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOCKI RLGOHVAI CUFVV4KQNSCE AEMVIF66 QQASUAAIG

Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Descri beBandw dt hRat eLi mi t

{
"Gat ewayARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nmygat e

way"

}

Sample Response

HTTP/ 1.1 200 K
x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKONSC5 AEMVI F66 QOASUAAI G
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Date: Wed, 25 Apr 2012 12:00: 02 Gvr
Content -type: application/x-ane-json-1.1
Content-length: 169

{

"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",

"Aver ageUpl oadRat eLi m t | nBi t sPer Sec": 102400,

" Aver ageDownl oadRat eLi m t I nBi t sPer Sec": 51200
}
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DescribeCache

This operation returns information about the cache of a gateway. This operation is supported only for the
gateway-cached volume architecture.

The response includes disk IDs that are configured as cache, and it includes the amount of cache allocated
and used.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"CacheAl | ocat edl nBytes": "nunber",
"CacheDi rtyPercentage": "nunber",
"CacheHi t Percentage": "nunber",
"CacheM ssPercentage": "nunber",
"CacheUsedPer cent age": "nunber",
"Di sklds": [

"string"

1,
"Gat ewayARN': "string"

}

Response Elements

The following data is returned in JSON format by the service.
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CacheAllocatedInBytes
Type: Long

CacheDirtyPercentage
Type: Double

CacheHitPercentage
Type: Double

CacheMissPercentage
Type: Double

CacheUsedPercentage
Type: Double

Disklds
Type: array of Strings

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request to obtain a description of a gateway's working storage.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f e2

x-ane-date: 20120912T120000Z

X-ane-target: StorageGateway_20120630. Descri beCache
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{
}

"Gat ewayARN': "ar n: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat enay"

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: gur 28r2rql gb8vvs0Ongl7hl gi j 198gl | elgeu3kpgg6f Okst auu0
Date: Wed, 12 Sep 2012 12:00: 02 Gvr

Cont ent - Type: application/x-ane-json-1.1

Content-1length: 271

{
"CacheAl | ocationl nBytes": 2199023255552,
"CachebDi rtyPercentage": 0.07,
"CacheHi t Percent age": 99. 68,
"CacheM ssPercentage": 0.32,
"CacheUsedPer cent age": 0.07,
"Disklds": [
"pci - 0000: 03: 00. 0- scsi -0: 0: 0: 0",
"pci - 0000: 04: 00. 0-scsi-0:1:0:0"
1,
"Gat ewayARN': "arn: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat eway"
}
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DescribeCachediSCSIVolumes

This operation returns a description of the gateway volumes specified in the request. This operation is
supported only for the gateway-cached volume architecture.

The list of gateway volumes in the request must be from one gateway. In the response Amazon Storage
Gateway returns volume information sorted by volume Amazon Resource Name (ARN).

Request Syntax

"Vol umeARNs": [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

VolumeARNSs
Type: array of Strings

Required: Yes

Response Syntax

" Cachedi SCSI Vol unes": [
{

" Sour ceSnapshot 1 d": "string",

"Vol umeARN': "string",

"Vol unel d": "string",

"Vol uneProgress": "numnber",

"Vol uneSi zel nBytes": "nunber",

"Vol uneSt at us": "string",

"Vol umeType": "string",

"Vol unei SCSI Attributes": {
" ChapEnabl ed": "bool ean",
"LunNunber": "nunber",
"Net wor kl nt erfaceld": "string",
"Net wor kl nt erfacePort": "nunber",
"Target ARN': "string"
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Response Elements

The following data is returned in JSON format by the service.

CachediSCSIVolumes
An array of objects where each object contains metadata about one cached volume.

Type: array of CachediSCSIVolume (p. 141) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns a description of a volume.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -type; host ; x- ane- dat e; x-
anz-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f e2

x-ane-date: 20120912T120000Z

Xx-ane-target: StorageGateway_ 20120630. Descri beCachedi SCSI Vol unes

{

"Vol umeARNs": ["arn: aws: st or agegat eway: us- east-1:111122223333: gat eway/ nygat e
way/ vol une/ vol - 1122AABB" ]
}
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Sample Response

HTTP/ 1.1 200 K

X-anmen- Request | d: gur 28r 2r gl gb8vvs0mgl7hl gi j 198gl | elgeu3kpgg6f Okst auuO
Date: Wed, 12 Sep 2012 12:00:02 GV

Cont ent - Type: application/x-ane-json-1.1

Content -1 ength: 664

{
" Cachedi SCSI Vol unes": [

{
"Vol unei SCSI Attributes": {
" ChapEnabl ed": true,
"LunNunber": O,
"Net wor kl nt erfacel d": "10.243.43. 207",
"Net wor kl nt erfacePort": 3260,
"Target ARN': "arn: aws: st oragegat eway: us- east-1:111122223333: gat eway/ ny
gat eway/target/iqn. 1997-05. com amazon: nyvol une"
1
"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ myg
at eway/ vol unme/ vol - 1122AABB",
"Vol uneDi skl d": "pci-0000: 03: 00. 0-scsi -0: 0: 0: 0",
"Vol unel d": "vol -1122AABB",
"Vol uneSi zel nByt es": 1099511627776,
"Vol uneSt at us": "AVAI LABLE",
"Vol umeType": " CACHED i SCSI "
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DescribeChapCredentials

This operation returns an array of Challenge-Handshake Authentication Protocol (CHAP) credentials in-
formation for a specified iSCSI target, one for each target-initiator pair.

Request Syntax

"Target ARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

TargetARN
The Amazon Resource Name (ARN) of the iISCSI volume target. Use the DescribeStorediSC-
SIVolumes (p. 76) operation to return to retrieve the TargetARN for specified VolumeARN.

Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: Yes

Response Syntax

{
"ChapCredential s": [
{
"I'nitiatorName": "string",
"Secret ToAut henticatelnitiator": "string",
"Secret ToAut henti cateTarget": "string",
"Target ARN': "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

ChapCredentials
An array of Chaplnfo (p. 142) objects that represent CHAP credentials. Each object in the array contains
CHAP credential information for one target-initiator pair. If no CHAP credentials are set, an empty
array is returned. CHAP credential information is provided in a JSON object with the following fields:
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¢ InitiatorName: The iSCSI initiator that connects to the target.

¢ SecretToAuthenticatelnitiator: The secret key that the initiator (e.g. Windows client) must provide
to participate in mutual CHAP with the target.

¢ SecretToAuthenticateTarget: The secret key that the target must provide to participate in mutual
CHAP with the initiator (e.g. Windows client).

« TargetARN: The Amazon Resource Name (ARN) of the storage volume.

Type: array of Chaplnfo (p. 142) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns the CHAP credentials of an iSCSI target.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane- Dat e: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVVAKQNSCEAEMVI FE6PASUAAIG

Content-type: application/x-ane-json-1.1

X-ane-target: StorageGateway_ 20120630. Descri beChapCredential s

{
"Target ARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e

way/target/iqgn. 1997-05. com amazon: nmyvol une"

}

Sample Response

HTTP/ 1.1 200 K

X-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00:02 GMI

Content -type: application/x-ane-json-1.1

Content-1length: 235
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{
"ChapCredential s": {
"Target Nane": "iqn.1997-05. com anmazon: nyvol une",
"Secret TOAut henticatelnitiator": "111111111111",
“InitiatorNane": "iqn.1991-05.com ni crosoft: conput ername. domai n. ex
ampl e. cont',
"Secret ToAut henti cateTarget": "222222222222"
}
}
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DescribeGatewayInformation

This operation returns metadata about a gateway such as its name, network interfaces, configured time
zone, and the state (whether the gateway is running or not). To specify which gateway to describe, use
the Amazon Resource Name (ARN) of the gateway in your request.

Request Syntax

"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Gat ewayARN': "string",
"Gatewayl d": "string",
" Gat ewayNet wor kI nt er faces": [
{
"1 pv4Address": "string",
"1 pv6Address": "string",
"MacAddress": "string"
}
1.
"CGatewayState": "string",
"CGat ewayTi nezone": "string",
"CGat ewayType": "string",
"Next Updat eAvai | abi | ityDate": "string"
}
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Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Gatewayld
The gateway ID.

Type: String

Length constraints: Minimum length of 12. Maximum length of 30.

GatewayNetworkInterfaces
A Networkinterface (p. 145) array that contains descriptions of the gateway network interfaces.

Type: array of Networklnterface (p. 145) objects

Gateway State
One of the values that indicates the operating state of the gateway.

Type: String

Length constraints: Minimum length of 2. Maximum length of 25.

GatewayTimezone
One of the values that indicates the time zone configured for the gateway.

Type: String

Length constraints: Minimum length of 3. Maximum length of 10.

GatewayType
TBD

Type: String

Length constraints: Minimum length of 2. Maximum length of 20.

NextUpdateAvailabilityDate
The date at which an update to the gateway is available. This date is in the time zone of the gateway.
If the gateway is not available for an update this field is not returned in the response.

Type: String

Length constraints: Minimum length of 1. Maximum length of 25.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500
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InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request for describing a gateway.

Sample Request

PCST / HTTP/ 1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG

Content-type: application/x-ane-json-1.1

x-ane-target: StorageGateway_ _20120630. Descri beGat ewayl nf or mati on

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

Sample Response

HTTP/ 1.1 200 K

X-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00:02 GMI

Content-type: application/x-ane-json-1.1

Content -1 ength: 227

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way",
"Gatewayl d": "sgw AABB1122",
"Gat ewayNet wor kl nterfaces": [ {"l|pv4Address": "10.35.69.216"} ],
"GatewayState": "STATE _RUNNI NG',
"Gat ewayTi nezone": " GMI-8: 00"
}

API Version 2013-06-30
69




AWS Storage Gateway Service API Reference
DescribeMaintenanceStartTime

DescribeMaintenanceStartTime

This operation returns your gateway's weekly maintenance start time including the day and time of the
week. Note that values are in terms of the gateway's time zone.

Request Syntax

"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"DayOf Week": "nunber",
"Gat ewayARN': "string",
"Hour Of Day": "nunber",
"M nut eOf Hour": "numrber",
"Timezone": "string"

}

Response Elements

The following data is returned in JSON format by the service.

DayOfWeek
Type: Number

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
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Length constraints: Minimum length of 50. Maximum length of 500.

HourOfDay
Type: Number

MinuteOfHour
Type: Number

Timezone
Type: String

Length constraints: Minimum length of 3. Maximum length of 10.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that describes a gateway's maintenance window.

Sample Request

PCST / HTTP/ 1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz- Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG

Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. Descri beMai nt enanceStart Ti e

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

Sample Response

HTTP/ 1.1 200 K

X-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00:02 GMI

Content -type: application/x-ane-json-1.1
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Content-length: 136

{

"Gat ewayARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",

"Hour O Day": 15,

"M nut eOf Hour": 35,

"DayOf Week": 2,

"Ti mezone": "GMI+7: 00"
}
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DescribeSnapshotSchedule

This operation describes the snapshot schedule for the specified gateway volume. The snapshot schedule
information includes intervals at which snapshots are automatically initiated on the volume.

Request Syntax

"Vol uneARN"': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

VolumeARN
The Amazon Resource Name (ARN) of the volume. Use the ListVolumes (p. 108) operation to return
a list of gateway volumes.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Description": "string",
"Recurrencel nHours": "nunber",
"Start At": "nunber",
"Timezone": "string",
"Vol uneARN": "string"

}

Response Elements

The following data is returned in JSON format by the service.

Description
Type: String

Length constraints: Minimum length of 1. Maximum length of 255.

RecurrencelnHours
Type: Number
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StartAt
Type: Number

Timezone
Type: String

Length constraints: Minimum length of 3. Maximum length of 10.

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that retrieves the snapshot schedule for a volume.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI F66PASUAAIG
Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Descri beSnapshot Schedul e

{
"Vol uneARN': "arn:aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol ume/ vol - 1122AABB"

}

Sample Response

HTTP/ 1.1 200 K
x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCb AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GMI
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Content -type: application/x-ane-json-1.1
Content -1l ength: 211

{

"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol ume/ vol - 1122AABB",

"StartAt": 6,

"Recurrencel nHours": 24,

"Description": "sgw AABB1122: vol - AABB1122: Schedul e",

"Ti mezone": "GMI+7: 00"
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DescribeStorediSCSIVolumes

This operation returns description of the gateway volumes specified in the request. The list of gateway
volumes in the request must be from one gateway. In the response Amazon Storage Gateway returns
volume information sorted by volume ARNSs.

Request Syntax

"Vol uneARNs" : [
"string"

]

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

VolumeARNSs
An array of strings where each string represents the Amazon Resource Name (ARN) of a stored
volume. All of the specified stored volumes must from the same gateway. Use ListVolumes (p. 108)
to get volume ARNSs for a gateway.

Type: array of Strings

Required: Yes

Response Syntax

" St or edi SCSI Vol unes": [
{

"PreservedExi stingData": "bool ean",

" Sour ceSnapshot 1 d": "string",

"Vol umeARN': "string",

"Vol uneDi skl d": "string",

"Vol unel d": "string",

"Vol uneProgress": "numnber",

"Vol uneSi zel nBytes": "nunber",

"Vol uneSt atus": "string",

"Vol umeType": "string",

"Vol unei SCSI Attributes": {
" ChapEnabl ed": "bool ean",
"LunNunber": "nunber",
"Net wor kl nt erfaceld": "string",
"Net wor kl nt erfacePort": "nunber",
"Target ARN': "string"
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Response Elements

The following data is returned in JSON format by the service.

StorediSCSIVolumes
Type: array of StorediSCSIVolume (p. 146) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns a description of a volume.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVVAKQNSCEAEMVIFE66(BASUAAIG
Cont ent -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_ _20120630. Descri beSt or edi SCSI Vol unes

"Vol umeARNs": ["arn: aws: st or agegat eway: us-east - 1: 111122223333: gat eway/ nygat e
way/ vol une/ vol - 1122AABB" ]

}

Sample Response

HTTP/ 1.1 200 K
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x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG

Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 engt h: 507

{
" St or edi SCSI Vol unes": [

{
"Vol urrei SCSI Attri butes":

{
" ChapEnabl ed": true,
"Net wor kl nterfaceld": "10.243.43.207",
"Net wor kl nterfacePort": 3260,

"Target ARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gate

way/ nygat eway/ target/iqn. 1997-05. com anazon: nyvol unge"

"PreservedExi stingbData": false,

"Vol umeARN': "arn: aws: st oragegat eway: us- east-1:111122223333: gat eway/ nyg

at eway/ vol une/ vol - 1122AABB",

"Vol uneDi skl d": "pci-0000: 03: 00. 0-scsi-0:0:0: 0",
"Vol unel d": "vol -1122AABB",

"Vol uneProgress": 23.7,

"Vol uneSi zel nByt es": 1099511627776,

"Vol uneSt at us": " BOOTSTRAPPI NG'
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DescribeTapeArchives

Returns a description of specified virtual tapes in the virtual tape shelf (VTS).

If a specific Tape ARN is not specified, AWS Storage Gateway returns a description of all virtual tapes
found in the VTS associated with your account.

Request Syntax

{
"Limt": "nunber",
“Marker": "string",
"TapeARNs": [
"string"
]
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Limit
Specifies that the number of virtual tapes descried be limited to the specified number.

Type: Number

Required: No

Marker
An opaque string that indicates the position at which to begin describing virtual tapes.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Required: No

TapeARNSs
Specifies one or more unigue Amazon Resource Names (ARNS) that represent the virtual tapes you
want to describe.

Type: array of Strings

Required: No

Response Syntax

"Marker": "string",
"TapeArchives": [
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{
"Conpl etionTi ne": "nunber",
"RetrievedTo": "string",
"TapeARN': "string",
"TapeBarcode": "string",
"TapeSi zel nByt es": "nunber",
"TapeStatus": "string"

}

Response Elements

The following data is returned in JSON format by the service.

Marker
An opaque string that indicates the position at which the virtual tapes that were fetched for description
ended. Use this marker in your next request to fetch the next set of virtual tapes in the virtual tape
shelf (VTS). If there are no more virtual tapes to describe, this field does not appear in the response.

Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.

TapeArchives
An array of virtual tape objects in the virtual tape shelf (VTS). The description includes of the Amazon
Resource Name(ARN) of the virtual tapes. The information returned includes the Amazon Resource
Names (ARNSs) of the tapes, size of the tapes, status of the tapes, progress of the description and
tape barcode.

Type: array of TapeArchive (p. 149) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Retrieve description tapes in VTS

The following example shows a request that retrieves description of two tapes archived to VTS in the
AWS region specified in the request. The request identifies the tapes by their ARN value. ARN value.
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The trailing string in the ARN is the tape barcode. If you don't the tape ARN, the AWS Storage Gateway
returns information of all tapes archived to VTS.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zation: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f e2

x-ane-date: 20131028T120000Z

x-ane-target: StorageGateway_20130630. Descri beTapeArchi ves

{" TapeARNs" :
["arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ AMOSALAD",
"arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ AMZNO1A2A4" ]|

Sample Response

{" TapeAr chi ves":
[

{" Conpl eti onTi nme":
" TapeARN":
" TapeBar code":
"TapeSi zel nByt es":
"TapeSt at us":
"Conpl eti onTi ne":
"TapeARN':

-

" TapeBar code":
"TapeSi zel nByt es":
"TapeSt at us":

1380308527. 236,

"arn: aws: st oragegat eway: us- east - 1: 999999999: t ape/ AMDSALAD",
" AMDBALAD",

107374182400,

" ARCHI VED'},

1382918022. 647,

"arn:aws: st oragegat eway: us- east - 1: 999999999: t ape/ AMZNO1A2A4" ,

"AMZNO1A2A4"

429496729600,

" ARCHI VED"}
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DescribeTapeRecoveryPoints

Returns a list of virtual tape recovery points that are available for the specified gateway-VTL.

A recovery point is a point in time view of a virtual tape at which all the data on the virtual tape is consistent.
If your gateway crashes, virtual tapes that have recovery points can be recovered to a new gateway.

Request Syntax

{
"CGat ewayARN': "string",
"Limt": "nunber",
"Marker": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.
Required: Yes
Limit
Specifies that the number of virtual tape recovery points that are described be limited to the specified
number.

Type: Number

Required: No

Marker
An opaque string that indicates the position at which to begin describing the virtual tape recovery
points.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Required: No

Response Syntax
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"CGat ewayARN': "string",
"Marker": "string",
"TapeRecoveryPoi ntl nfos": |

{
"TapeARN': "string",
"TapeRecoveryPoi nt Ti ne": "nunber",
"TapeSi zel nByt es": "nunber",
"TapeStatus": "string"

}

Response Elements

The following data is returned in JSON format by the service.

GatewayARN

The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
Marker

An opaque string that indicates the position at which the virtual tape recovery points that were listed
for description ended.

Use this marker in your next request to list the next set of virtual tape recovery points in the list. If
there are no more recovery points to describe, this field does not appear in the response.

Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.
TapeRecoveryPointinfos
An array of TapeRecoveryPointinfos that are available for the specified gateway.

Type: array of TapeRecoveryPointinfo (p. 150) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more

information.
HTTP Status Code: 500

InvalidGatewayRequestException

An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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DescribeTapes

Returns a description of the specified Amazon Resource Name (ARN) of virtual tapes. If a TapeARN is
not specified, returns a description of all virtual tapes associated with the specified gateway.

Request Syntax

{
"CGat ewayARN': "string",
"Limt": "nunber",
“Marker": "string",
"TapeARNs": [

"string"

]

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.
Required: Yes
Limit
Specifies that the number of virtual tapes described be limited to the specified number.

Note
Amazon Web Services may impose its own limit, if this field is not set.

Type: Number

Required: No

Marker
A marker value, obtained in a previous call to Descr i beTapes. This marker indicates which page
of results to retrieve.

If not specified, the first page of results is retrieved.
Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Required: No
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TapeARNSs
Specifies one or more unigue Amazon Resource Names (ARNS) that represent the virtual tapes you
want to describe. If this parameter is not specified, AWS Storage Gateway returns a description of
all virtual tapes associated with the specified gateway.

Type: array of Strings

Required: No

Response Syntax

{
"Marker": "string",
"Tapes": [
{
"Progress": "number",
"TapeARN': "string",
"TapeBar code": "string",
"TapeSi zel nByt es": "nunber",
"TapeStatus": "string",
"VTLDevi ce": "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

Marker

An opaque string which can be used as part of a subsequent DescribeTapes call to retrieve the next
page of results.

If a response does not contain a marker, then there are no more results to be retrieved.
Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.
Tapes
An array of virtual tape descriptions.

Type: array of Tape (p. 148) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError

An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500
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InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Get descriptions of specific tapes

In the following request you obtain descriptions of tapes in the gateway-VTL (ExampleGatewayVTL). The
request identifies specific tapes by specifying ARNSs for the tapes. In the ARN, the trailing string, for example
"TESTO4A2A1"- is the tape barcode value. The string 999999999999 is your account number.

Sample Request

{" Gat ewayARN': "arn: aws: st or agegat eway: us- east - 1: 999999999999: gat eway/ Exanpl eG
at ewayVTL",
"TapeARNs":
["arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ TEST04A2A1",
"arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ TESTO5A2A0" ]

1335

Sample Response

{" Tapes":

[
{" TapeARN': "arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ TEST04A2A1",

"TapeBar code": "TEST04A2A1",
"TapeSi zel nByt es": 107374182400,
"TapeSt atus": "AVAI LABLE"},
{" TapeARN': "arn: aws: st or agegat eway: us- east - 1: 999999999999: t ape/ TESTO5A2A0",

"TapeBar code": "TESTO5A2A0",
"TapeSi zel nByt es": 107374182400,
"TapeSt atus": "AVAI LABLE"}
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DescribeUploadBuffer

This operation returns information about the upload buffer of a gateway. This operation is supported for
both the gateway-stored and gateway-cached volume architectures.

The response includes disk IDs that are configured as upload buffer space, and it includes the amount
of upload buffer space allocated and used.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Di sklds": [
"string"
1,
"Gat ewayARN': "string",
"Upl oadBuf f er Al | ocat edl nBytes": "nunber",
"Upl oadBuf f er Usedl nByt es": "nunber"
}

Response Elements

The following data is returned in JSON format by the service.

Disklds
Type: array of Strings
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GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

UploadBufferAllocatedInBytes
Type: Long

UploadBufferUsedInBytes
Type: Long

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request to obtain a description of a gateway's working storage.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credenti al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
anz-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f 2

x-ane-date: 20120912T120000Z

Xx-ane-target: StorageGateway_ 20120630. Descri beUpl oadBuf f er

{
}

"Gat ewayARN': "ar n: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat enay"
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Sample Response

HTTP/ 1.1 200 K

X-anmen- Request | d: gur 28r 2r gl gb8vvs0mgl7hl gi j 198gl | elgeu3kpgg6f Okst auuO
Date: Wed, 12 Sep 2012 12:00:02 GV

Cont ent - Type: application/x-ane-json-1.1

Content-length: 271

{
"Di sklds": [
"pci - 0000: 03: 00. 0-scsi-0:0:0:0",
"pci - 0000: 04: 00. 0-scsi -0:1: 0: 0"
1.
"Gat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ mygat e
way",
" Upl oadBuf f er Al | ocat edl nBytes": 161061273600,
" Upl oadBuf f er Usedl nBytes": O
}
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DescribeVTLDevices

Returns a description of virtual tape library (VTL) devices for the specified gateway. In the response,
AWS Storage Gateway returns VTL device information.

The list of VTL devices must be from one gateway.

Request Syntax

{
"CGat ewayARN': "string",
"Limt": "nunber",
"Marker": "string",
"VTLDevi ceARNs": [

"string"

]

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Limit
Specifies that the number of VTL devices described be limited to the specified number.
Type: Number

Required: No

Marker
An opaque string that indicates the position at which to begin describing the VTL devices.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Required: No

VTLDeviceARNs
An array of strings, where each string represents the Amazon Resource Name (ARN) of a VTL device.

Note
All of the specified VTL devices must be from the same gateway. If no VTL devices are
specified, the result will contain all devices on the specified gateway.
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Type: array of Strings

Required: No

Response Syntax

{
"CGat ewayARN': "string",
"Marker": "string",
"VTLDevi ces": [
{
"Devicei SCSI Attributes": {
" ChapEnabl ed": "bool ean",
"Net wor kl nt erfaceld": "string",
"Net wor kl nt erfacePort": "nunber",
"Target ARN': "string"
1
"VTLDevi ceARN': "string",
"VTLDevi ceProductldentifier": "string",
"VTLDevi ceType": "string",
"VTLDevi ceVendor": "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

GatewayARN

The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Marker
An opaque string that indicates the position at which the VTL devices that were fetched for description
ended. Use the marker in your next request to fetch the next set of VTL devices in the list. If there
are no more VTL devices to describe, this field does not appear in the response.

Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.
VTLDevices
An array of VTL device objects composed of the Amazon Resource Name(ARN) of the VTL devices.

Type: array of VTLDevice (p. 150) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).
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InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Get descriptions of the VTL devices on a gateway

The following example gets descriptions of all the VTL devices on a gateway (ExampleGatewayVTL).
The request identifies the gateway by ARN. In the request, string 999999999999 is the account number
associated with the AWS account sending the request. Note that the response shown is truncated, it
shows the media changer and only two tape drives. The trailing string in each device ARN is the device
ID.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20131025T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCBAEMV]I F66 QQEXAMPLE

Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. Descri beVTLDevi ces

{" Gat ewayARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Exanpl eG
at ewayVTL"}

Sample Response

{" Gat ewayARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Exanpl eG
at ewayVTL",
"VTLDevi ces":
[
{" Devi cei SCSI Attri butes":
{" ChapEnabl ed": fal se,
"Networ kl nterfaceld": "*",
"Net wor kl nterfacePort": 3260,
"Target ARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Ex
anmpl eGat ewayVTL/ target/iqgn. 1997-05. com anazon: sgw 1f ad4876- nedi achanger"},
"VTLDevi ceARN': "arn: aws: st or agegat eway: us- east - 1: 999999999999: gat eway/ Ex
anmpl eGat ewayVTL/ devi ce/ AMZN_SGW 1FAD4876_MEDI ACHANGER _00001",
"VTLDevi ceProductldentifier": "L700",
"VTLDevi ceType": "Medi um Changer",
"VTLDevi ceVendor": "STK"},
{" Devi cei SCSI Attri butes":
{" ChapEnabl ed": fal se,
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"Networ kl nterfaceld": "*",
"Net wor kl nterfacePort": 3260,
"Target ARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Ex
ampl eGat ewayVTL/ target/iqn. 1997-05. com anazon: sgw 1f ad4876-t apedri ve-01"},
"VTLDevi ceARN': "arn: aws: st or agegat eway: us- east - 1: 999999999999: gat eway/ Ex
anmpl eGat ewayVTL/ devi ce/ AVZN_SGW 1FAD4876_TAPEDRI VE_00001",
"VTLDevi ceProductIdentifier": "ULT3580-TD5",
"VTLDevi ceType": "Tape Drive",
"VTLDevi ceVendor": "I BM'},
{" Devi cei SCSI Attri butes":
{" ChapEnabl ed": fal se,
"Networ kl nterfaceld": "*",
"Net wor kl nterfacePort": 3260,
"Target ARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Ex
ampl eGat ewayVTL/ target/iqn. 1997-05. com anazon: sgw 1f ad4876-t apedri ve- 02"},
"VTLDevi ceARN': "arn: aws: st or agegat eway: us-east - 1: 999999999999: gat eway/ Ex
anmpl eGat ewayVTL/ devi ce/ AVZN_SGW 1FAD4876_TAPEDRI VE_00002",
"VTLDevi ceProductIdentifier": "ULT3580-TD5",
"VTLDevi ceType": "Tape Drive",
"VTLDevi ceVendor": "1BM'}
]
}
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DescribeWorkingStorage

This operation returns information about the working storage of a gateway. This operation is supported
only for the gateway-stored volume architecture. This operation is deprecated in cached-volumes API
version (20120630). Use DescribeUploadBuffer instead.

Note

Working storage is also referred to as upload buffer. You can also use the DescribeUploadBuffer
operation to add upload buffer to a stored-volume gateway.

The response includes disk IDs that are configured as working storage, and it includes the amount of
working storage allocated and used.

Request Syntax

"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Di sklds": [
"string"
1
"Gat ewayARN': "string",
"Wor ki ngSt or ageAl | ocat edl nBytes": "numnber",
"Wor ki ngSt or ageUsedl nByt es": "nunber"
}
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Response Elements

The following data is returned in JSON format by the service.

Disklds
An array of the gateway's local disk IDs that are configured as working storage. Each local disk ID
is specified as a string (minimum length of 1 and maximum length of 300). If no local disks are con-
figured as working storage, then the Disklds array is empty.

Type: array of Strings
GatewayARN

The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

WorkingStorageAllocatedInBytes
The total working storage in bytes allocated for the gateway. If no working storage is configured for
the gateway, this field returns 0.

Type: Long
WorkingStorageUsedInBytes

The total working storage in bytes in use by the gateway. If no working storage is configured for the
gateway, this field returns 0.

Type: Long

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request to obtain a description of a gateway's working storage.

Sample Request

POST / HITP/ 1.1
Host: storagegat eway. us-east-1. amazonaws. com
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x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI FE6RASUAAIG
Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Descri beWr ki ngSt or age

{

}

"Gat ewayARN': "ar n: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat enay"

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00:02 GMIr

Content -type: application/x-ane-json-1.1

Content -1 ength: 241

{
"Di skl ds": ["pci-0000:03:00.0-scsi-0:0:0:0", "pci-0000:03:00.0-scsi-0:0:1:0"],
"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",
"Wor ki ngSt or ageAl | ocat edl nBytes": 2199023255552,
"Wor ki ngSt or ageUsedl nByt es": 789207040
}
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DisableGateway

Disables a gateway when the gateway is no longer functioning. For example, if your gateway VM is
damaged, you can disable the gateway so you can recover virtual tapes.

Use this operation for a gateway-VTL that is not reachable or not functioning.

Important
Once a gateway is disabled it cannot be enabled.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"CGat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The unique Amazon Resource Name of the disabled gateway.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
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Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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ListGateways

This operation lists gateways owned by an AWS account in a region specified in the request. The returned
list is ordered by gateway Amazon Resource Name (ARN).

By default, the operation returns a maximum of 100 gateways. This operation supports pagination that
allows you to optionally reduce the number of gateways returned in a response.

If you have more gateways than are returned in a response-that is, the response returns only a truncated
list of your gateways-the response contains a marker that you can specify in your next request to fetch
the next page of gateways.

Request Syntax

"Limt": "nunber",
"Marker": "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Limit
Specifies that the list of gateways returned be limited to the specified number of items.

Type: Number

Required: No

Marker
An opaque string that indicates the position at which to begin the returned list of gateways.

Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Required: No

Response Syntax

"CGat eways": |
{
"Gat ewayARN': "string",
"CGat ewayQper ational State": "string",
"Gat ewayType": "string"

API Version 2013-06-30
99




AWS Storage Gateway Service API Reference
Response Elements

"Marker": "string"

Response Elements

The following data is returned in JSON format by the service.

Gateways

Type: array of GatewaylInfo (p. 145) objects
Marker

Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

List Gateways

The following example does not specify any criteria for the returned list. Note that the request body is
"{}". The response returns gateways (or up to the first 100) in the specified region owned by the AWS
account.

Sample Request

POST / HTTP/1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66 QQASUAAIG
Cont ent -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. Li st Gat eways
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Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSC5 AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV

Content -type: application/x-ane-json-1.1

Content-length: 178

{
"Gat ewaylList": [
{
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ ny
gat eway",
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1: 111122223333: gat eway/ ny
gat eway2"
}
]
}
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ListLocalDisks

This operation returns a list of the local disks of a gateway. To specify which gateway to describe you
use the Amazon Resource Name (ARN) of the gateway in the body of the request.

The request returns all disks, specifying which are configured as working storage, stored volume or not
configured at all.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Di sks": [
{
"Di skAl | ocati onResource": "string",
"Di skAl | ocati onType": "string",
"Diskld": "string",
"Di skNode": "string",
"Di skPath": "string",
"Di skSi zel nByt es": "nunber"
}
1,
"Gat ewayARN': "string"
}
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Response Elements

The following data is returned in JSON format by the service.

Disks
Type: array of Disk (p. 144) objects

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns information about a gateway's local disks.

Sample Request

PCST / HTTP/ 1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG

Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_ 20120630. Li st Local Di sks

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}
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Sample Response

HTTP/ 1.1 200 K
x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSC5 AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV
Content -type: application/x-ane-json-1.1
Content -1 engt h: 398
{
"Di sks": [
{
"Di skAl | ocati onType": "UPLOAD BUFFER',
"Di skl d": "pci-0000:03:00.0-scsi-0:0:0:0",
"Di skNode": "SCsSI (0:0)",
"Di skPath": "/dev/sda",
"Di skSi zel nByt es": 1099511627776

"Di skAl | ocati onType": "STORED_ i SCSI _VOLUVE",
"Di skAl | ocati onResource": "",
"Di skl d": "pci-0000:03:00.0-scsi-0:0:1:0",
"Di skNode": "SCSI (0:1)",
"Di skPath": "/dev/sdb",
"Di skSi zel nByt es": 1099511627776
}
1
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmygat e
way"

}
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ListVolumeRecoveryPoints

This operation lists the recovery points for a specified gateway. This operation is supported only for the
gateway-cached volume architecture.

Each gateway-cached volume has one recovery point. A volume recovery point is a point in time at which
all data of the volume is consistent and from which you can create a snapshot. To create a snapshot from
a volume recovery point use the CreateSnapshotFromVolumeRecoveryPoint (p. 26) operation.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

{
"Gat ewayARN': "string",
"Vol uneRecoveryPoi ntI nfos": [
{
"Vol uneARN': "string",
"Vol uneRecoveryPoi nt Ti me": "string",
"Vol uneSi zel nBytes": "nunber",
"Vol uneUsagel nBytes": "nunber"
}
]
}

Response Elements

The following data is returned in JSON format by the service.
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GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

VolumeRecoveryPointinfos
Type: array of VolumeRecoveryPointinfo (p. 151) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example sends a ListVolumeRecoveryPoints request to take a snapshot of the specified
example volume.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

Cont ent - Type: application/x-ane-json-1.1

Aut hori zati on: AWS4- HVAC- SHA256 Credent i al =AKI Al OSFODNN7EXAMPLE/ 20120425/ us-
east - 1/ st or agegat eway/ aws4_r equest, Si gnedHeader s=cont ent -t ype; host ; x- ane- dat e; x-
ane-target, Signature=9cd5a3584d1d67d57e61f 120f 35102d6b3649066ab

dd4bf 4bbcf 05bdof 2f 8f e2

x-ane-date: 20120912T120000Z

X-ane-target: StorageGateway_20120630. Li st Vol umeRecover yPoi nt s

{
}

"Gat ewayARN': "arn: aws: st or agegat eway: us- east - 1: 111122223333: gat eway/ nygat eway"
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Sample Response

HTTP/ 1.1 200 K

X-anmen- Request | d: gur 28r 2r gl gb8vvs0mgl7hl gi j 198gl | elgeu3kpgg6f Okst auuO
Date: Wed, 12 Sep 2012 12:00:02 GV

Cont ent - Type: application/x-ane-json-1.1

Content -1 ength: 137

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ mygat e
way" ,
"Vol uneRecoveryPoi ntInfos": [
{

"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmyg
at eway/ vol unme/ vol - 1122AABB",

"Vol uneRecover yPoi nt Ti me": "2012- 09- 04T21: 08: 44. 627Z2",

"Vol uneSi zel nBytes": 536870912000,

"Vol umeUsagel nByt es": 6694048

}
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ListVolumes

This operation lists the iISCSI stored volumes of a gateway. Results are sorted by volume ARN. The re-
sponse includes only the volume ARNSs. If you want additional volume information, use the DescribeStore-
diSCSIVolumes (p. 76) API.

The operation supports pagination. By default, the operation returns a maximum of up to 100 volumes.
You can optionally specify the Li ni t field in the body to limit the number of volumes in the response. If
the number of volumes returned in the response is truncated, the response includes a Marker field. You
can use this Marker value in your subsequent request to retrieve the next set of volumes.

Request Syntax

{
"Gat ewayARN': "string",
"Limt": "nunber",
“Marker": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.
Required: Yes
Limit
Specifies that the list of volumes returned be limited to the specified number of items.

Type: Number

Required: No

Marker
A string that indicates the position at which to begin the returned list of volumes. Obtain the marker
from the response of a previous List iISCSI Volumes request.

Type: String

Length constraints: Minimum length of 1. Maximum length of 1000.

API Version 2013-06-30
108



AWS Storage Gateway Service API Reference
Response Syntax

Required: No

Response Syntax

{
"Gat ewayARN': "string",
"Marker": "string",
“Vol unel nfos": |
{
"Vol uneARN': "string",
"Vol uneType": "string"
}
]
}

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
Marker

Type: String
Length constraints: Minimum length of 1. Maximum length of 1000.

Volumelnfos
Type: array of Volumelnfo (p. 151) objects

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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Examples

Example Request
The List iISCSI Volumes request in this example does not specify a limit or marker field in the response
body. The response returns the volumes (up to the first 100) of the gateway.

Sample Request

PCST / HTTP/ 1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG

Content-type: application/x-ane-json-1.1

X-ane-target: StorageGateway 20120630. Li st Vol unes

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

Sample Response

HTTP/ 1.1 200 K
X-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 Gvr
Content -type: application/x-ane-json-1.1
Content-1length: 346
{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way",
"Vol unel nfos": |

{
"Vol uneARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ ny
gat eway/ vol une/ vol - 1122AABB",
"Vol uneType": " STORED'

b

{
"Vol uneARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ ny
gat eway/ vol une/ vol - 3344CCDD",
"Vol uneType": " STORED'

b
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RetrieveTapeArchive

Retrieves an archived virtual tape from the virtual tape shelf (VTS) to a gateway-VTL. Virtual tapes archived
in the VTS are not associated with any gateway. However after a tape is retrieved, it is associated with
a gateway, even though it is also listed in the VTS.

Once a tape is successfully retrieved to a gateway, it cannot be retrieved again to another gateway. You
must archive the tape again before you can retrieve it to another gateway.

Request Syntax

"CGat ewayARN': "string",
"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway you want to retrieve the virtual tape to. Use the
ListGateways (p. 99) operation to return a list of gateways for your account and region.

You retrieve archived virtual tapes to only one gateway and the gateway must be a gateway-VTL.
Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

TapeARN
The Amazon Resource Name (ARN) of the virtual tape you want to retrieve from the virtual tape shelf
(VTS).

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"

API Version 2013-06-30
111



AWS Storage Gateway Service API Reference
Response Elements

Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the retrieved virtual tape.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Retrieve a Tape

The following example request retrieves an archived tape from VTS to a gateway (ExampleGatewayVTL).
In the request, the tape is identified by its ARN. In the ARN the trailing string is the tape barcode. The
string 999999999999 is your AWS account number. It takes about 24 hours for retrieval to complete.
After the operation is complete, the tape appears in the specified gateway's virtual tape library (VTL).

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane- Dat e: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOCKI RLGOHVAI CUFVVAKQNSO5 AEMVIF66 QQASUAAIG

Content-type: application/x-ane-json-1.1

X-anz-target: StorageGateway_20130630. Retri eveTapeArchive

{
"TapeARN': "arn: aws: st oragegat eway: us- east - 1: 999999999999: t ape/ TESTOAA2AF" ,

"Gat ewayARN': "arn: aws: st oragegat eway: us- east - 1: 999999999999: gat eway/ Exam
pl eGat ewayVTL"

}

API Version 2013-06-30
112



AWS Storage Gateway Service API Reference
Examples

Sample Response

{" TapeARN': "arn:aws:storagegat eway: us-east-1: 204469490176: t ape/ TESTOAA2AF"}
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RetrieveTapeRecoveryPoint

Retrieves the recovery point for the specified virtual tape.
A recovery point is a point in time view of a virtual tape at which all the data on the tape is consistent. If
your gateway crashes, virtual tapes that have recovery points can be recovered to a new gateway.

Note
The virtual tape can be retrieved to only one gateway. The retrieved tape is read-only. The virtual
tape can be retrieved to only a gateway-VTL. There is no charge for retrieving recovery points.

Request Syntax

"CGat ewayARN': "string",
"TapeARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

TapeARN
The Amazon Resource Name (ARN) of the virtual tape for which you want to retrieve the recovery
point.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"TapeARN': "string"
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Response Elements

The following data is returned in JSON format by the service.

TapeARN
The Amazon Resource Name (ARN) of the virtual tape for which the recovery point was retrieved.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more

information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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ShutdownGateway

This operation shuts down a gateway. To specify which gateway to shut down, use the Amazon Resource
Name (ARN) of the gateway in the body of your request.

The operation shuts down the gateway service component running in the storage gateway's virtual machine
(VM) and not the VM.

Note
If you want to shut down the VM, it is recommended that you first shut down the gateway com-
ponent in the VM to avoid unpredictable conditions.

After the gateway is shutdown, you cannot call any other API except StartGateway (p. 119), DescribeG-
atewaylInformation (p. 67), and ListGateways (p. 99). For more information, see ActivateGateway (p. 4).
Your applications cannot read from or write to the gateway's storage volumes, and there are no snapshots
taken.

Note

When you make a shutdown request, you will get a 200 OK success response immediately.
However, it might take some time for the gateway to shut down. You can call the DescribeGate-
waylnformation (p. 67) API to check the status. For more information, see ActivateGate-

way (p. 4).

If do not intend to use the gateway again, you must delete the gateway (using DeleteGateway (p. 42))
to no longer pay software charges associated with the gateway.

Request Syntax

"Gat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax
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"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that shuts down a gateway.

Sample Request

PCST / HTTP/ 1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz- Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG

Content -type: application/x-ane-json-1.1

Xx-ane-target: StorageGateway 20120630. Shut downGat eway

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}
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Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSC5 AEMVI F66 QOASUAAI G
Date: Wed, 25 Apr 2012 12:00:02 GV

Content -type: application/x-ane-json-1.1

Cont ent -1 engt h: 80

{
"CGat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmygat e

way"

}
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StartGateway

This operation starts a gateway that you previously shut down (see ShutdownGateway (p. 116)). After the
gateway starts, you can then make other API calls, your applications can read from or write to the gateway's
storage volumes and you will be able to take snapshot backups.

Note

When you make a request, you will get a 200 OK success response immediately. However, it
might take some time for the gateway to be ready. You should call DescribeGatewayInforma-
tion (p. 67) and check the status before making any additional API calls. For more information,
see ActivateGateway (p. 4).

To specify which gateway to start, use the Amazon Resource Name (ARN) of the gateway in your request.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"CGat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.
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Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that starts a gateway.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOCKI RLGOHVAI CUFVWAKQNSCEAEMVI F66 QQASUAAIG

Content-type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. St art Gat eway

{
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmygat e

way"

}

Sample Response

HTTP/ 1.1 200 K

x-anmen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG

Date: Wed, 25 Apr 2012 12:00: 02 GMVIr

Content-type: application/x-ane-json-1.1

Content -1 ength: 80

{
"CGat ewayARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nmygat e

way"

}
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UpdateBandwidthRateLimit

This operation updates the bandwidth rate limits of a gateway. You can update both the upload and
download bandwidth rate limit or specify only one of the two. If you don't set a bandwidth rate limit, the
existing rate limit remains.

By default, a gateway's bandwidth rate limits are not set. If you don't set any limit, the gateway does not
have any limitations on its bandwidth usage and could potentially use the maximum available bandwidth.

To specify which gateway to update, use the Amazon Resource Name (ARN) of the gateway in your re-
quest.

Request Syntax

{
"Aver ageDownl oadRat eLi mi t | nBi t sPer Sec": "nunber",
"Aver ageUpl oadRat eLi mi t | nBi t sPer Sec": "nunber",
"Gat ewayARN': "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

AverageDownloadRateLimitinBitsPerSec
The average download bandwidth rate limit in bits per second.

Type: Long

Required: No

AverageUploadRateLimitinBitsPerSec
The average upload bandwidth rate limit in bits per second.

Type: Long

Required: No

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
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Required: Yes

Response Syntax

" Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that returns the bandwidth throttle properties of a gateway.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGCOHVAI CUFVVAKQNSCE AEMVIF66(BASUAAIG
Cont ent -type: application/x-ane-json-1.1

Xx-ane-target: StorageCGateway_ 20120630. Updat eBandwi dt hRat eLi mi t
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{

"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",

"Aver ageUpl oadRat eLi m t I nBi t sPer Sec": 51200,

" Aver ageDownl oadRat eLi m t | nBi t sPer Sec": 102400
}

Sample Response

HTTP/ 1.1 200 K

X-anzn- Request | d: CSOC7TJPLROOCKI RLGOHVAI CUFVVAKQNSCEAEMVI FE66QQASUAAIG

Date: Wed, 25 Apr 2012 12:00: 02 GJr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}
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UpdateChapCredentials

This operation updates the Challenge-Handshake Authentication Protocol (CHAP) credentials for a specified
iSCSI target. By default, a gateway does not have CHAP enabled; however, for added security, you might
use it.

Important

When you update CHAP credentials, all existing connections on the target are closed and initi-
ators must reconnect with the new credentials.

Request Syntax

{
“InitiatorName": "string",
"Secret TOAut henticatelnitiator": "string",
"Secret ToOAut henti cateTarget": "string",
"Target ARN': "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

InitiatorName
The iSCSI initiator that connects to the target.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

SecretToAuthenticatelnitiator
The secret key that the initiator (e.g. Windows client) must provide to participate in mutual CHAP
with the target.

Type: String
Length constraints: Minimum length of 12. Maximum length of 16.

Required: Yes

SecretToAuthenticateTarget
The secret key that the target must provide to participate in mutual CHAP with the initiator (e.qg.
Windows client).

Type: String
Length constraints: Minimum length of 12. Maximum length of 16.

Required: No
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TargetARN
The Amazon Resource Name (ARN) of the iISCSI volume target. Use the DescribeStorediSC-
SlVolumes (p. 76) operation to return to retrieve the TargetARN for specified VolumeARN.

Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: Yes

Response Syntax

"InitiatorNanme": "string",
"Target ARN': "string"

Response Elements

The following data is returned in JSON format by the service.

InitiatorName
The iSCSl initiator that connects to the target. This is the same initiator name specified in the request.

Type: String

Length constraints: Minimum length of 1. Maximum length of 255.

TargetARN
The Amazon Resource Name (ARN) of the target. This is the same target specified in the request.

Type: String

Length constraints: Minimum length of 50. Maximum length of 800.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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Examples

Example Request

The following example shows a request that updates CHAP credentials for an iSCSI target.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVVAKQNSCEAEMVI FE6PASUAAIG
Content -type: application/x-ane-json-1.1

Xx-ane-target: StorageGateway_20120630. Updat eChapCredenti al s

{

"Target ARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/target/iqgn. 1997-05. com amazon: nmyvol une",

"Secret ToAut henticatelnitiator": "111111111111",

"I'nitiatorName": "iqgn.1991-05. com m crosoft: conput er nane. donmai n. exanpl e. conf',

"Secret ToOAut henti cateTarget": "222222222222"

Sample Response

HTTP/ 1.1 200 K

Xx-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00:02 GMI

Content -type: application/x-ane-json-1.1

Content-length: 161

{

"Target ARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nygat e
way/target/iqgn. 1997-05. com amazon: nmyvol une",

"I'nitiatorNane": "iqgn.1991-05. com m crosoft: conput er nane. donai n. exanpl e. conf

}
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UpdateGatewaylnformation

This operation updates a gateway's metadata, which includes the gateway's name and time zone. To
specify which gateway to update, use the Amazon Resource Name (ARN) of the gateway in your request.

Request Syntax

{
"Gat ewayARN': "string",
"Gt ewayNanme": "string",
"Gt ewayTi nezone": "string"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

GatewayName
A unique identifier for your gateway. This name becomes part of the gateway Amazon Resources
Name (ARN) which is what you use as an input to other operations.

Type: String
Length constraints: Minimum length of 2. Maximum length of 255.

Required: No

GatewayTimezone
Type: String

Length constraints: Minimum length of 3. Maximum length of 10.

Required: No

Response Syntax

"CGat ewayARN': "string"
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Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that updates the name of a gateway.

Sample Request

POST / HTTP/1.1

Host: storagegateway. us-east-1. amazonaws. com

x-anz-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66(QQASUAAIG
Content-type: application/x-ane-json-1.1

X-ane-target: StorageCGateway_ 20120630. Gat ewayl nf or mat i on

{

"Gat ewayARN': "arn: aws: st or agegat eway: us-east-1:111122223333: gat eway/ nmygat e
way",

"Gat ewayNanme" "nygat eway2"
}

Sample Response

HTTP/ 1.1 200 &K
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x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content-1length: 81

{

"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way2"
}

API Version 2013-06-30
129




AWS Storage Gateway Service API Reference
UpdateGateway SoftwareNow

UpdateGatewaySoftwareNow

This operation updates the gateway virtual machine (VM) software. The request immediately triggers the
software update.

Note

When you make this request, you get a 200 OK success response immediately. However, it
might take some time for the update to complete. You can call DescribeGatewayInforma-
tion (p. 67) to verify the gateway is in the STATE_RUNNI NG state.

Important

A software update forces a system restart of your gateway. You can minimize the chance of any
disruption to your applications by increasing your iSCSI Initiators' timeouts. For more information
aboutincreasing iSCSI Initiator timeouts for Windows and Linux, see Customizing Your Windows
ISCSI Settings and Customizing Your Linux iISCSI Settings, respectively.

Request Syntax

"CGat ewayARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.
GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.
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GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that initiates a gateway VM update.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane- Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCB AEMVIF66QQASUAAIG

Content -type: application/x-ane-json-1.1

X-ane-target: StorageGateway_20120630. Updat eGat eway Sof t war eNow

{
"Gat ewayARN': "arn:aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e

way"

}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
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UpdateMaintenanceStartTime

This operation updates a gateway's weekly maintenance start time information, including day and time
of the week. The maintenance time is the time in your gateway's time zone.

Request Syntax

{
"DayOf Week": "nunber",
"Gat ewayARN': "string",
"Hour Of Day": "nunber",
"M nut e Hour": "nunber"
}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

DayOfWeek
The maintenance start time day of the week.

Type: Number

Required: Yes

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

HourOfDay
The hour component of the maintenance start time represented as , where hh is the hour (00 to 23).
The hour of the day is in the time zone of the gateway.

Type: Number

Required: Yes

MinuteOfHour
The minute component of the maintenance start time represented as mm, where mm is the minute
(00 to 59). The minute of the hour is in the time zone of the gateway.

Type: Number

API Version 2013-06-30
133



AWS Storage Gateway Service API Reference
Response Syntax

Required: Yes

Response Syntax

" Gat ewayARN': "string"

Response Elements

The following data is returned in JSON format by the service.

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that updates the maintenance start time of mygateway.

Sample Request

POST / HTTP/ 1.1

Host: storagegat eway. us-east-1. anazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGCOHVAI CUFVVAKQNSCE AEMVIF66(BASUAAIG
Cont ent -type: application/x-ane-json-1.1

Xx-ane-target: StorageCGateway_ 20120630. Updat eMai nt enanceSt art Ti ne
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{

"Gat ewayARN': "arn: aws: storagegat eway: us-east-1:111122223333: gat eway/ nygat e
way",

"Hour O Day": O,

"M nut eOf Hour": 30,

"DayOf Week": 2
}

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 ength: 80

{
"Gat ewayARN': "arn: aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat eway"

}
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UpdateSnapshotSchedule

This operation updates a snapshot schedule configured for a gateway volume.

The default snapshot schedule for volume is once every 24 hours, starting at the creation time of the
volume. You can use this API to change the snapshot schedule configured for the volume.

In the request you must identify the gateway volume whose snapshot schedule you want to update, and
the schedule information, including when you want the snapshot to begin on a day and the frequency (in
hours) of snapshots.

Request Syntax

{
"Description": "string",
"Recurrencel nHours": "nunber",
"Start At": "nunber",
"Vol uneARN": "string"

}

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

Description
Optional description of the snapshot that overwrites the existing description.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: No

RecurrencelnHours
Frequency of snapshots. Specify the number of hours between snapshots.

Type: Number

Required: Yes

StartAt
The hour of the day at which the snapshot schedule begins represented as hh, where hh is the hour
(0 to 23). The hour of the day is in the time zone of the gateway.

Type: Number

Required: Yes

VolumeARN
The Amazon Resource Name (ARN) of the volume. Use the ListVolumes (p. 108) operation to return
a list of gateway volumes.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.
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Required: Yes

Response Syntax

"Vol uneARN"': "string"

Response Elements

The following data is returned in JSON format by the service.

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError
An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400

Examples

Example Request

The following example shows a request that updates a snapshot schedule.

Sample Request

POST / HITP/ 1.1

Host: storagegat eway. us-east-1. amazonaws. com

x-ane-Date: 20120425T120000Z

Aut hori zati on: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSCEAEMVI FE66PASUAAIG
Content -type: application/x-ane-json-1.1

x-ane-target: StorageGateway_20120630. Updat eSnapshot Schedul e

{
"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol unme/ vol - 1122AABB",
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"StartAt": O,
"Recurrencel nHours": 1,
"Description": "hourly snapshot"

Sample Response

HTTP/ 1.1 200 K

x-anen- Request | d: CSOC7TJPLROOOKI RLGOHVAI CUFVWAKQNSO5 AEMVIF66(QQASUAAIG
Date: Wed, 25 Apr 2012 12:00: 02 GvVr

Content -type: application/x-ane-json-1.1

Content -1 ength: 99

{

"Vol uneARN': "arn:aws: st oragegat eway: us-east-1:111122223333: gat eway/ nygat e
way/ vol ume/ vol - 1122AABB"
}
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UpdateVTLDeviceType

This operation updates the type of medium changer in a gateway-VTL. When you activate a gateway-
VTL, you select a medium changer type for the gateway-VTL. This operation enables you to select a dif-
ferent type of medium changer after a gateway-VTL is activated.

Request Syntax

"Devi ceType": "string",
"VTLDevi ceARN': "string"

Request Parameters

For information about the common parameters that all actions use, see Common Parameters (p. 153).
The request accepts the following data in JSON format.

DeviceType
The type of medium changer you want to select.

Valid Values: "STK-L700", "AWS-Gateway-VTL"
Type: String
Length constraints: Minimum length of 2. Maximum length of 50.

Required: Yes

VTLDeviceARN
The Amazon Resource Name (ARN) of the medium changer you want to select.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: Yes

Response Syntax

"VTLDevi ceARN': "string"

Response Elements

The following data is returned in JSON format by the service.
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VTLDeviceARN
The Amazon Resource Name (ARN) of the medium changer you have selected.

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Errors

For information about the errors that are common to all actions, see Common Errors (p. 155).

InternalServerError

An internal server error has occurred during the request. See the error and message fields for more
information.

HTTP Status Code: 500

InvalidGatewayRequestException
An exception occurred because an invalid gateway request was issued to the service. See the error
and message fields for more information.

HTTP Status Code: 400
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Data Types

The AWS Storage Gateway Service API contains several data types that various actions use. This section
describes each data type in detail.

Note
The order of each element in the response is not guaranteed. Applications should not assume
a particular order.

The following data types are supported:

¢ CachediSCSIVolume (p. 141)

¢ Chaplnfo (p. 142)

¢ DeviceiSCSIAttributes (p. 143)
¢ Disk (p. 144)

¢ GatewaylInfo (p. 145)

« Networkinterface (p. 145)

« StorageGatewayError (p. 146)
¢ StorediSCSIVolume (p. 146)

¢ Tape (p. 148)

¢ TapeArchive (p. 149)

¢ TapeRecoveryPointinfo (p. 150)
¢ VTLDevice (p. 150)

¢ Volumelnfo (p. 151)

¢ VolumeRecoveryPointInfo (p. 151)
¢ VolumeiSCSiIAttributes (p. 152)

CachediSCSIVolume

Description

No action documentation available.
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Contents

SourceSnapshotld
Type: String

Required: No

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

Volumeld
Type: String

Length constraints: Minimum length of 12. Maximum length of 30.

Required: No

VolumeProgress
Type: Double

Required: No

VolumeSizelnBytes
Type: Long

Required: No

VolumeStatus
Type: String

Length constraints: Minimum length of 3. Maximum length of 50.

Required: No

VolumeType
Type: String

Length constraints: Minimum length of 3. Maximum length of 100.

Required: No

VolumeiSCSIAttributes
Lists iISCSI information about a volume.

Type: VolumeiSCSIAttributes (p. 152) object

Required: No

Chaplinfo

Description

Describes Challenge-Handshake Authentication Protocol (CHAP) information that supports authentication
between your gateway and iSCSI initiators.
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Contents

Contents

InitiatorName
The iSCSI initiator that connects to the target.

Type: String
Length constraints: Minimum length of 1. Maximum length of 255.

Required: No

SecretToAuthenticatelnitiator
The secret key that the initiator (e.g. Windows client) must provide to participate in mutual CHAP
with the target.

Type: String
Length constraints: Minimum length of 12. Maximum length of 16.

Required: No

SecretToAuthenticateTarget
The secret key that the target must provide to participate in mutual CHAP with the initiator (e.g.
Windows client).

Type: String
Length constraints: Minimum length of 12. Maximum length of 16.

Required: No

TargetARN
The Amazon Resource Name (ARN) of the volume.

Valid Values: 50 to 500 lowercase letters, numbers, periods (.), and hyphens (-).
Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: No

DevicelSCSIAttributes

Description

Lists iSCSI information about a VTL device.

Contents

ChapEnabled
Indicates whether mutual CHAP is enabled for the iISCSI target.

Type: Boolean

Required: No

NetworkInterfaceld
The network interface identifier of the VTL device.
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Disk

Type: String

Required: No

NetworklInterfacePort
The port used to communicate with iISCSI VTL device targets.

Type: Number

Required: No

TargetARN
Specifies the uniqgue Amazon Resource Name(ARN) that encodes the iISCSI qualified name(ign) of
a tape drive or media changer target.

Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: No

Disk

Description

No action documentation available.

Contents

DiskAllocationResource
Type: String

Required: No

DiskAllocationType
Type: String

Length constraints: Minimum length of 3. Maximum length of 100.

Required: No

Diskld
Type: String

Length constraints: Minimum length of 1. Maximum length of 300.

Required: No

DiskNode
Type: String

Required: No

DiskPath
Type: String

Required: No

DiskSizelnBytes
Type: Long

Required: No
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GatewayInfo

GatewaylInfo

Description

No action documentation available.

Contents

GatewayARN
The Amazon Resource Name (ARN) of the gateway. Use the ListGateways (p. 99) operation to return
a list of gateways for your account and region.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

GatewayOperationalState
Type: String

Length constraints: Minimum length of 2. Maximum length of 25.

Required: No

GatewayType
Type: String

Length constraints: Minimum length of 2. Maximum length of 20.

Required: No

NetworklInterface

Description

Describes a gateway's network interface.

Contents

Ipv4Address
The Internet Protocol version 4 (IPv4) address of the interface.

Type: String

Required: No

Ipv6Address
The Internet Protocol version 6 (IPv6) address of the interface. Currently not supported.

Type: String

Required: No

MacAddress
The Media Access Control (MAC) address of the interface.
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StorageGatewayError

Note
This is currently unsupported and will not be returned in output.

Type: String

Required: No

StorageGatewayError

Description

Provides additional information about an error that was returned by the service as an or. See the err or -
Code and err or Det ai | s members for more information about the error.

Contents

ErrorCode
Additional information about the error.

Type: String

Valid Values: Act i vati onKeyExpi red | ActivationKeylnvalid | Activati onKeyNot Found
| Gatewaylnternal Error | GatewayNot Connected | GatewayNot Found | Gate-
way Pr oxyNet wor kConnecti onBusy | Aut henticationFailure | Bandw dt hThrottl eS-
chedul eNot Found | Bl ocked | Cannot Export Snapshot | ChapCredenti al Not Found

| Di skAl readyAl |l ocated | Di skDoesNot Exi st | Di skSi zeG eat er ThanVol umeMaxSi ze
| Di skSizeLessThanVol uneSi ze | Di skSizeNot G gAligned | DuplicateCertific-
atelnfo | DuplicateSchedul e | Endpoi nt Not Found | | AMNot Supported | Initiat-
orlnvalid | InitiatorNotFound | Internal Error | InvalidGateway | |nvalidEnd-
point | InvalidParaneters | InvalidSchedule | Local Storageli mtExceeded |
LunAl readyAl | ocated | Lunlnvalid | MxinunContent Lengt hExceeded | Maxi nunTape-
CartridgeCount Exceeded | Maxi munVol umeCount Exceeded | Networ kConfi gurati on-
Changed | NoDi sksAvail able | Notlnplenented | Not Supported | COperationAborted
| QutdatedGateway | ParanetersNotlnpl enented | Regionlnvalid | RequestTi neout
| ServiceUnavail abl e | SnapshotDel eted | Snapshotldlinvalid | SnapshotlnPro-
gress | Snapshot Not Found | Snapshot Schedul eNot Found | Stagi ngAreaFul | |

St orageFai l ure | TapeCartri dgeNot Found | Target Al readyExi sts | Targetlnvalid
| Target Not Found | Unaut horizedOperation | Vol uneAl readyExists |

Vol uneldlinvalid | VolunelnUse | Vol uneNot Found | Vol uneNot Ready

Required: No

ErrorDetails
Human-readable text that provides detail about the error that occurred.

Type: String to String map

Required: No

StorediSCSIVolume

Description

No action documentation available.
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Contents

Contents

PreservedExistingData
Type: Boolean

Required: No

SourceSnapshotld
Type: String

Required: No

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

VolumeDiskld
Type: String

Length constraints: Minimum length of 1. Maximum length of 300.

Required: No

Volumeld
Type: String

Length constraints: Minimum length of 12. Maximum length of 30.

Required: No

VolumeProgress
Type: Double

Required: No

VolumeSizelnBytes
Type: Long

Required: No

VolumeStatus
Type: String

Length constraints: Minimum length of 3. Maximum length of 50.

Required: No

VolumeType
Type: String

Length constraints: Minimum length of 3. Maximum length of 100.

Required: No

VolumeiSCSIAttributes
Lists iSCSI information about a volume.

Type: VolumeiSCSIAttributes (p. 152) object

Required: No
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Tape

Tape

Description

Describes a virtual tape object.

Contents

Progress
For archiving virtual tapes, indicates how much data remains to be uploaded before archiving is
complete.

Range: 0 (not started) to 100 (complete).
Type: Double

Required: No

TapeARN
The Amazon Resource Name (ARN) of the virtual tape.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

TapeBarcode
The barcode that identifies a specific virtual tape.

Type: String
Length constraints: Minimum length of 8. Maximum length of 16.

Required: No

TapeSizelnBytes
The size, in bytes, of the virtual tape.

Type: Long

Required: No

TapeStatus
The current state of the virtual tape.

Type: String

Required: No

VTLDevice
The virtual tape library (VTL) device that the virtual tape is associated with.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No
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TapeArchive

TapeArchive

Description

Represents a virtual tape that is archived in the virtual tape shelf (VTS).

Contents

CompletionTime
The time that the archiving of the virtual tape was completed.

The string format of the completion time is in the ISO8601 extended YYYY-MM-DD'T'HH:MM:SS'Z'
format.

Type: DateTime

Required: No

RetrievedTo
The Amazon Resource Name (ARN) of the gateway-VTL that the virtual tape is being retrieved to.

The virtual tape is retrieved from the virtual tape shelf (VTS).
Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

TapeARN
The Amazon Resource Name (ARN) of an archived virtual tape.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

TapeBarcode
The barcode that identifies the archived virtual tape.

Type: String
Length constraints: Minimum length of 8. Maximum length of 16.

Required: No

TapeSizelnBytes
The size, in bytes, of the archived virtual tape.

Type: Long

Required: No

TapeStatus
The current state of the archived virtual tape.

Type: String

Required: No
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TapeRecoveryPointinfo

TapeRecoveryPointinfo

Description

Describes a recovery point.

Contents

TapeARN
The Amazon Resource Name (ARN) of the virtual tape.

Type: String
Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

TapeRecoveryPointTime
The time when the point-in-time view of the virtual tape was replicated for later recovery.

The string format of the tape recovery point time is in the ISO8601 extended YYYY-MM-
DD'T'HH:MM:SS'Z' format.

Type: DateTime

Required: No

TapeSizelnBytes
The size, in bytes, of the virtual tapes to recover.

Type: Long

Required: No

TapeStatus
Type: String

Required: No

VTLDevice

Description

Represents a device object associated with a gateway-VTL.

Contents

DeviceiSCSIAttributes
A list of iISCSI information about a VTL device.

Type: DeviceiSCSIAttributes (p. 143) object

Required: No

VTLDeviceARN
Specifies the uniqgue Amazon Resource Name (ARN) of the device (tape drive or media changer).
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Volumelnfo

Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: No
VTLDeviceProductldentifier
Type: String

Required: No

VTLDeviceType
Type: String

Required: No

VTLDeviceVendor
Type: String

Required: No

Volumelnfo

Description

No action documentation available.

Contents

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: No

VolumeType
Type: String

Length constraints: Minimum length of 3. Maximum length of 100.

Required: No

VolumeRecoveryPointinfo

Description

No action documentation available.

Contents

VolumeARN
Type: String

Length constraints: Minimum length of 50. Maximum length of 500.

Required: No
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VolumeiSCSIAttributes

VolumeRecoveryPointTime
Type: String

Required: No

VolumeSizelnBytes
Type: Long

Required: No

VolumeUsagelnBytes
Type: Long

Required: No

VolumeilSCSIAttributes

Description

Lists iISCSI information about a volume.

Contents

ChapEnabled
Indicates whether mutual CHAP is enabled for the iISCSI target.

Type: Boolean

Required: No

LunNumber
The logical disk number.

Type: Number

Required: No

NetworkInterfaceld
The network interface identifier.

Type: String

Required: No

NetworklInterfacePort
The port used to communicate with iISCSI targets.

Type: Number

Required: No

TargetARN
The Amazon Resource Name (ARN) of the volume target.

Type: String
Length constraints: Minimum length of 50. Maximum length of 800.

Required: No
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Common Parameters

This section lists the request parameters that all actions use. Any action-specific parameters are listed
in the topic for the action.

Action
The action to be performed.

Default: None
Type: string

Required: Yes

AuthParams
The parameters that are required to authenticate a Conditional request. Contains:

e AWSAccessKeylD
¢ SignatureVersion
¢ Timestamp

¢ Signature

Default: None

Required: Conditional

AWSAccessKeyld
The access key ID that corresponds to the secret access key that you used to sign the request.

Default: None
Type: string

Required: Yes
Expires
The date and time when the request signature expires, expressed in the format YYYY-MM-
DDThh:mm:ssZ, as specified in the ISO 8601 standard.
Condition: Requests must include either Timestamp or Expires, but not both.
Default: None

Type: string
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Required: Conditional

SecurityToken
The temporary security token that was obtained through a call to AWS Security Token Service. For
a list of services that support AWS Security Token Service, go to Using Temporary Security Credentials
to Access AWS in Using Temporary Security Credentials.

Default: None
Type: string

Required: No
Signature

The digital signature that you created for the request. For information about generating a signature,
go to the service's developer documentation.

Default: None
Type: string

Required: Yes

SignatureMethod
The hash algorithm that you used to create the request signature.

Default: None
Type: string
Valid Values: HracSHA256 | HmacSHAL

Required: Yes

SignatureVersion

The signature version you use to sign the request. Set this to the value that is recommended for your
service.

Default: None
Type: string

Required: Yes

Timestamp

The date and time when the request was signed, expressed in the format YYYY-MM-DDThh:mm:ssZ,
as specified in the ISO 8601 standard.

Condition: Requests must include either Timestamp or Expires, but not both.
Default: None
Type: string

Required: Conditional

Version
The API version that the request is written for, expressed in the format YYYY-MM-DD.

Default: None
Type: string

Required: Yes
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Common Errors

This section lists the common errors that all actions return. Any action-specific errors are listed in the
topic for the action.

IncompleteSignature
The request signature does not conform to AWS standards.

HTTP Status Code: 400

InternalFailure
The request processing has failed because of an unknown error, exception or failure.

HTTP Status Code: 500

InvalidAction
The action or operation requested is invalid. Verify that the action is typed correctly.

HTTP Status Code: 400

InvalidClientTokenld
The X.509 certificate or AWS access key ID provided does not exist in our records.

HTTP Status Code: 403

InvalidParameterCombination
Parameters that must not be used together were used together.

HTTP Status Code: 400

InvalidParameterValue
An invalid or out-of-range value was supplied for the input parameter.

HTTP Status Code: 400

InvalidQueryParameter
The AWS query string is malformed or does not adhere to AWS standards.

HTTP Status Code: 400
MalformedQueryString
The query string contains a syntax error.

HTTP Status Code: 404
MissingAction
The request is missing an action or a required parameter.
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HTTP Status Code: 400

MissingAuthenticationToken
The request must contain either a valid (registered) AWS access key ID or X.509 certificate.

HTTP Status Code: 403

MissingParameter
A required parameter for the specified action is not supplied.

HTTP Status Code: 400

OptinRequired
The AWS access key ID needs a subscription for the service.

HTTP Status Code: 403

RequestExpired
The request reached the service more than 15 minutes after the date stamp on the request or more
than 15 minutes after the request expiration date (such as for pre-signed URLS), or the date stamp
on the request is more than 15 minutes in the future.

HTTP Status Code: 400

ServiceUnavailable
The request has failed due to a temporary failure of the server.

HTTP Status Code: 503
Throttling
The request was denied due to request throttling.
HTTP Status Code: 400
ValidationError
The input fails to satisfy the constraints specified by an AWS service.

HTTP Status Code: 400
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